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MeTtoanyeckue yKa3aHHs 110 BBITOJHEHHIO MTPAKTUIECKUX M Ta00paTOPHBIX padoT pa3paboTaHbI
Ha OCHOBE paboueil mporpaMmMel «KOMITBIOTEPHBIE CETH.

Conep:xaHue MPaKTHUECKUX M Ja0OPaTOPHBIX pabOT OPHEHTHPOBAHO HA MOATOTOBKY 00ydYaro-
IIMXCSI K OCBOCHHIO PO(PECCHOHATBHBIX MOJYJIEH MpOrpaMMbl MOJTOTOBKH CHELUAINCTOB CPEIHETO
3BeHa 1o crneuuanbHocTu 09.02.07 MHpopMalimoHHbIE CUCTEMBI U IPOTPAMMHUPOBAHUE U OBJIA/ICHUIO
npodecCHOHATbHBIMUA KOMITETCHIUSMU.
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BBEJAEHHUE

BaxxHyto 9acTh TeopeTnuecKkor 1 mpodecCHOHaTbHON MPAKTUYECKON MOJATOTOBKH O0yJYaroInX-
Csl COCTABIISIIOT MPAKTHUECKUE U JTA00OPATOPHBIE 3aHATHSL.

CoctaB u conepkaHue MPAKTHUYECKUX U Ja00paTOPHBIX 3aHATUNA HAINPaBJICHbI Ha peaan3aluio
@DenepantbHOTO TOCYAAPCTBEHHOTO 00pa30BaTENbHOTO CTaHAAPTa CPEeIHEr0 MPO(ecCHOHATBHOTO 00-
pa3oBaHMUs.

Benymeii munakTH4ecKol IENbI0 MPAKTHYECKUX 3aHITHHA SBISETCS (hopMupoBaHue mpodec-
CHUOHAJIbHBIX MPAKTUYECKUX YMEHHUI (YMEHUU BBINOJIHATH OINpPE/elICHHbIC ACHCTBUS, Olepaluu, He-
00XOAMMBIE B TIOCIEIYIOIEM B NPOPECCHOHATBHON JAEATEIHOCTH) WIM y4eOHBIX MPaKTHUECKUX
YMEHHH, HeOOXOIUMBIX B IIOCTEAYIOUIeH yueOHOl 1eTeNbHOCTH.

Benymielt muaakTH4eckoi Menbio TaOOPATOPHBIX 3aHSATUH SIBIISETCS SKCIIEPUMEHTAIBHOE TOJI-
TBEP>KJICHUE U MPOBEPKA CYIIECTBEHHBIX TEOPETHUECKUX MOJIOKEHUH (3aKOHOB, 3aBUCUMOCTEN ).

B cootBercTBHU ¢ pabodeld mporpamMmoil yueOHOH AMCUMIUIMHBI «KOMITBIOTEpHBIE CeTH» Tpe-
JTyCMOTPEHO MPOBEACHNUE MPAKTUUECKUX U TAOOPATOPHBIX 3aHITHA.

B pesynbrare ux BBITOTHEHHUS, 00YYAIONIUICS JOKEH:

ymembp:

V.1 Opranu3oBbIBaTh ¥ KOHPUTYPUPOBATH KOMITBIOTEPHBIC CETH;

VY.2 CTpouTh U aHATU3UPOBATH MOJCIIA KOMIIBLIOTEPHBIX CETEH;

V.3 DddexTrBHO UCTIONB30BAThH ANMAPATHBIE M MPOrPAMMHBIE KOMIIOHEHThI KOMITBIOTEPHBIX CETEH
TP PEIICHUN Pa3JIMYHbBIX 33124,

V.4 BBINONHATH CXEMBI M YEPTEKH M0 CIEIMATBHOCTH C UCIIOIb30BAaHUEM MPUKIIATHBIX POrPaMM-
HBIX CPEIICTB

V.5 Paborarh ¢ NMpOTOKOJaMH pa3HbIX YpOBHEH (Ha NMpUMeEpe KOHKPETHOTO CTEKa MPOTOKOJIOB:
TCP/IP, IPX/SPX);

V.6 YcraHaBIMBaTh U HACTPAUBaTh MAPAMETPBI POTOKOJIOB,

V.7 OOHapyXHUBaTh ¥ YCTPAHATH OIIMOKHU IPH TIepeaade TaHHBIX;

CopnepxaHue NMPAaKTUYECKUX M JIAOOPATOPHBIX 3aHATHII OPUEHTUPOBAHO Ha IOJTOTOBKY 00Y-
YaoIuUXcsd K OCBOCHHIO NMPO(HECCHOHAIBHOTO MOJYJISl MPOrpaMMbl OJATOTOBKH CHELMAINCTOB Cpei-
HEro 3BEHa O CMEUUATbHOCTH U OBJIAICHUIO TPO¢ecCHOHATBHBIMH KOMIIETEHIUSIMU

1K 5.3 - Pa3pabatbiBaTh MOACHCTEMBI 0€30MAaCHOCTH MH(POPMALMOHHON CUCTEMBI B COOTBETCTBUM C
TEXHUYECKUM 3a/ITaHHEM.

1K 9.4 - OcymecTBiiTh TEXHUUECKOE COMPOBOXK/ICHHE M BOCCTAHOBJIEHNUE BEO-TIPUIIOKEHHUH B COOT-
BETCTBUU C TEXHUYECKUM 3aJIaHHEM.

I1K 9.6 - Pa3meriats BeO-TIPUIIOKEHHUS B CETH B COOTBETCTBUHU C TEXHUUECKUM 3a]JaHHEM.

[1K.9.10 - Peanu3oBbIBaTh MEpPOIPUSTUS IO NPOJABMKEHUIO BEO-NIPUIIOKEHUN B HMH(POpMALMOHHO-
TEJIEKOMMYHUKAIMOHHOM ceTH «VHTepHET».

A Taxoke GOPMHUPOBAHUIO 0OUAUX KOMPEMEHYUIL:

OK 01 - BoiOupath cnocoObl pelieHus 3a/1ad npodeccuoHaabHON NeATeTbHOCTH, TPUMEHUTENBHO K
Pa3IMYHBIM KOHTEKCTaM

OK 02 - Hcronb30BaTh COBPEMEHHBIE CPECTBA MOMCKA, aHATM3A M MHTEPIPETANA HHPOPMAIU U
UH(OPMALIMOHHBIE TEXHOIOTHH ISl BHITIOJTHEHHUS 33/1a4 PO(ECCHOHATBHOMN JIEATEIIbHOCTH.

OK 04 - D¢ddexTnBHO B3arMOI€IICTBOBATE U pabOTaTh B KOJUIEKTHBE M KOMAHIE.

OK 09 - TTonb30BaTbest MpohecCHOHATIBHON JOKYMEHTAIMEeH Ha TOCYIapCTBEHHOM UM MHOCTPAHHOM
A3bIKAX

BrimonHenne o0ydarmmxcsi MpakKTHIECKUX W JJAOOPATOPHBIX paloT 1Mo yueOHON JAUCIUILUIMHE
«KoMIproTepHbIE ceTH)» HaIMPaBJICHO Ha:
- 00o0mmenre, cucTeMaTu3aluio, yriayojieHne, 3aKperuieHne, pa3BUTHE U JCTATU3ALUI0 TOJY-
YEHHBIX TEOPETUUECKUX 3HAHUN M0 KOHKPETHBIM TeMaM Y4eOHOM IUCIIUTUTHHEI;
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- (hopMupoOBaHNE YMEHUI IPUMEHSTH [IOJYyYEHHbIE 3HaHUS Ha MIPAKTHUKE, Pealu3altio eJMHCTBA
WHTEJUICKTYAJIbHON U IIPAKTUYECKOH JACATENBHOCTH;

- (hopMHpOBaHNE U pa3BUTHE YMEHUIl: HAOMOAATh, CPABHUBATh, COMOCTABIIATh, aHATM3UPOBATH,
JieTiaTh BBIBOABI U 00OOIIEHUS, CAMOCTOSTEIbHO BECTH HWCCIIEIOBAHMUS, MOJIB30BATHCS PA3TMYHBIMU
IpueMaMy U3MepeHHid, oopMIISITh pe3ynbTaThl B BUAE TaOIUIL, CXeM, IpadUKOB;

- mpuoOpeTeHre HaBBIKOB pabOThI ¢ pa3IMYHBIMU MPHOOpaMH, anmapaTypoil, yCTaHOBKAMHU U
JIPYTUMH TEXHUYECKHUMHU CPEACTBAMU;

- pa3BUTHE MHTEJUICKTYaJIbHBIX YMEHUH y OyIyIUX CHEIHUAINCTOB: aHAIUTHYECKUX, IPOCKTHU-
POBOUHBIX, KOHCTPYKTUBHBIX H JIp.;

- BBIPAOOTKY IpU PELIEHUH MOCTABJICHHBIX 3a/1a4 NPO(ecCHOHAIBHO 3HAUUMBIX Ka4eCTB, TAKUX
KaK CaMOCTOSITEJIbHOCTh, OTBETCTBEHHOCTh, TOYHOCTh, TBOpYECKAst NHUIMATUBA.

[IpakTrueckre u 1a0OpPATOPHBIE 3aHATUS MPOBOJTCS IOCIE COOTBETCTBYIOLIEH TEMbl, KOTOpas
o0ecrieunBaeT HATMYKE 3HAHUNA, HEOOXOAMMBIX IS €€ BBITOJIHECHHS.



2METOANYECKHUE YKA3AHUSA
PA3JIEJI 1 KOMIIBIOTEPHBIE CETHU U UX AIITIAPATHBIE KOMITAHEHTBI
Tema 1.1 O01ue cBeleHUs1 0 KOMIIBIOTEPHOI CeTH

IIpakTnueckoe 3anaTne Ne 1
[TpoekTrpoBaHUE CeTell pa3IMYHBIX TUIOB B cpeae FPinger

Heab: HAyuYUTHCS TPOSKTUPOBATH Pa3lIMUHbIC TUIIBI ceTel B cpene FPinger.

Boinosainus pa6ory, Bel Oynere:

ymems.

- V.4 BbINOIHATE CXEMBI U UEPTEKHU 10 CHELUATBHOCTH C UCIOIBb30BAaHUEM ITPUKIIAAHBIX IIPOrpaMM-
HBIX CPE/ICTB

MarepuasibHoe o0ecnieyeHue:
Friendly Pinger 5.0.1

3amanue:
1 ITocTpOUTH TOIMOJIOTHIO CETH IO 3aaHUIO MPEIOIaBaTelIs.

KpaTkue Teopernyeckue cBeieHUS:
IIporpamma Friendly Pinger no3BoJisier:
Buzyanu3zanus KOMIBIOTEpPHON CE€TH B KpaCUBOI aHUMAIIMOHHOM Gopme;
OTtobOpakeHue, Kakre KOMITBIOTEPHI BKIIIOUEHBI, 8 KAKHE HET;
ITuHroBanue Bcex yCTPOMCTB 3a pas;
OmnogenieHne B CIydae OCTAHOBKHU/3aIIyCKa CEPBEPOB;
MHuBeHTapu3anus nporpaMMHOro U anmnapaTHoro o0ecrneyeHust BceX KOMIbIOTEPOB B CETH;
Cnexenue, kTo "nazaer" no Bamemy koMIbloTepy 1 Kakue (aiiyibl Kauaer;
Ha3nauenue BHemIHUX KoMaHJ (HarmpuMep, telnet, tracert, net.exe) ycrpoiicTBam;
[Touck HTTP, FTP, e-mail u npyrux cereBbIx Ci1yx0;
OTto0pakeHue coCTOSTHUS CeTH Ha pabodeM cTose win Web cTpaHuile;
I'papmueckuii TraceRoute;
OTkpbITHE KOMIIBIOTEPOB B MpoBoAHMKE, B Total Commander'e minu B FAR'e;
®ynkuus "Coznate AucTpuOyTHUB" O3BOJISET CO3/1aTh 00JErYeHHYI0 Bepcuto ¢ Bammmu kap-
TaMU ¥ HACTPOHKAMH.

ITopsinok BbINOJIHEHHUS PadOTHI:

1 3anmycTuth mporpammy.

2 O3HAKOMHTHCS C UHTEPPEHCOM MPOrPaMMBI.

3 [TocTpouTh TOMOJIOTHIO N0 33JJaHUIO IIPETO1aBaTEes.
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®opma npeacTaBiaeHus pe3yabTaTa: Qaiil ¢ TOOJIOTHEH CeTH.

Kpurepun onenkn:

«5» - MPAKTUYCCKOC 3aJaHHUEC BBIMTOJIHCHA ITOJTHOCTBIO, OTAIlbl BBIITOJIHCHUA pa60TI>I, AJITOPUTMBI
u TeOpeTI/I‘-ICCKI/Iﬁ MaTcpHrall 3allMCaHbl B TCTPAAb, CTYACHT OTBEYACT HA BCC BOIMPOCHI NPCTIOAaBATCIIA

0 TeMe pabOoTHI.

«4» - IPaKTHYECKOE 3a]aHKE BHITIOTHEHA MMOJTHOCTHIO, ITAIbI BHIITOIHEHUS pa0OThI, aITOPUTMBI
Y TEOPETHUECKUI MaTepuas He MOJIHOCThIO 3allMCaHbl B TETPab, CTYJIEHT 3aTPYAHSIETCS OTBEYaTh Ha

BOIIPOCHI TperioAaBaTeIsd 1Mo Te¢ME pa6OTBI.

«3» - mpaKkTHUYecKoe 3a7aHue BbinoiaHeHa Ha 70% u 6oJiee, ATanbl BBIOIHEHUS paboThl, aJlro-
PUTMBI M TEOPETUYECKUI MaTepHall 3alicaHbl B TETPAIb HE B TOTHOM 00beMe, CTY/ICHT HE OTBEYAET
Ha BCE BOIMPOCHI MPEIoaBaTes Mo TeMe pabOThI.

«2» - mpaKkTHYeCcKoe 3aaHue BeinojHeHa meHne 70%.



Tema 1.2 AnnapaTrHbie KOMIOHEHTbI

JlabopaTopHoe 3ansiTne Ne 1
O0xHuM 1 MOHTaX KabenbHbIX cucteM JIBC

Heab: HayunuTHCSA TPOU3BOIUTH 00XKHUM Kalest kareropuu cat 5.

Boinosnus padory, Bel Oyjaere:
ymemy:
V.4 BbIOMHSTH CXEMBI U YEPTEXKH 10 CIIEIMAIBHOCTH C UCTIOb30BAaHUEM MPHUKIIATHBIX TPOrpaMM-
HBIX CPEJICTB.

MarepunanbHoe obecnieyeHue:
Kabenp BuTas mapa xareropuu cat 5, 00’)KUMHOM MHCTPYMEHT, KOHHEKTOpBI RJ 45, Tectep,
bunpM «O0KUM KaOes»

3aganue:
1 O6:xaTh Kabeab U MPOBEPUTH €ro PadOTOCIIOCOOHOCTD.

IMopsiioK BHINOJIHEHNUST PA0OTHI:

1 IIpocmoTpeTs GubM «O0KUM KabeIs»;
2 BeInoHuTh 00kaTHe Kades;

3 IIpoBepuTh pabOTOCTIOCOOHOCTH KaOEIIS.

®opma npeacTaBieHus pe3yabTara: padounii 00>KaTeIid Kabenb

Kpurepum ouenku:

«5» - n1abopaTOpHOE 3aHATHE BBIITOJHEHO TOJTHOCTHIO, ATAIBI BBITIOIHEHUS paboThI, T OPUTMBI
U TEOPETHUYECKUIl MaTepuall 3alucalbl B TeTPajb, CTYAEHT OTBEYaeT Ha BCE BOIIPOCHI MpenoaBaTes
1o TeMe paboTHI.

«4» - n1abopaTOpHOE 3aHATHE BBIIOJHEHO MOJIHOCTbIO, ATAIBI BBIMOIHEHUS pab0ThI, aITOPUTMbI
¥ TEOPETHUECKUI MaTeprall He MOJIHOCTHIO 3alTUCAaHbl B TETPa/ib, CTYICHT 3aTPYIHIETCS OTBEYATh HA
BOIIPOCHI MTPEToiaBaTes Mo TeMe PadOThlI.

«3» - nabopaTopHOe 3aHATHE BBINOIHEHO HAa 70% W OoJee, 3Tarnbl BBITOIHEHUS padOThl, aJIro-
PUTMBI U TEOPETUUECKUI MaTepual 3arrcaHbl B TETPab HE B IIOJIHOM 00beMe, CTYACHT He OTBEYaeT
Ha BCE BOIPOCHI MTPEIOIaBaTENs 10 TEME PaOOTHI.

«2» - nabopaTopHOE 3aHATHE BBINOIHEHO MeHe 70%.



Tema 1.2 AnnapaTrHbie KOMIOHEHTbI

JlaGopaTopHoe 3aHsATHE Ne 2
Pabora ¢ quarnocTuueckumu yruinuramu nporokoia TCP/IP

IIe.m:: HAaYy4YUTBHCA MPOU3BOAUTH MOHUTOPUHI' CETH C TIOMOIIIBIO YTHUIIWT.

Boinosnus padory, Bel Oyjaere:

ymemy:

V.3 DddeKkTuBHO UCTIONB30BATh aAlMApaTHBIE U IPOrPAMMHbIE KOMIIOHEHTHI KOMITBIOTEPHBIX CETEH
HIPH PELLICHNUN Pa3INYHbIX 33134,

MarepuasibHoe o0ecnieueHue:

Y4eOHo-nmabopatopHbiii KOMILIEKC «JIoKaabHbIE KOMIIBIOTEPHBIE CETH

3aganue:

1 I/ICHOJIB?;YSI YTUIATBI MOHUTOPHUHI'A CETHU ONPEACIIUTL CETCBBIC ITAPaMCTPhI BCCX Y3JIOB.

KpaTkue TeopeTuyecKue CBeIeHUs:

Ping — mpoBepKa CBsI3H ¢ yAaJCHHBIM Y3JIOM.

Ifconfig — onpeneneHne ceTeBbIX MapamMeTpoB y3iia Takux kak IP-aapec, Mac-aapec.
ARP-BBIBOA arp-tabaui Ha coorBeTcTBUE IP-anpeca u Mac-aapeca.

IMopsi10K BHINOJHEHUST PA0OTHI:

1 V3y4nTh TEOPETUYCCKHUE CBEICHUSI.

2 Cobpath TOTOJIOTHIO CETH.

3 OnpenenuTh CeTeBbIE MapaMeTPhl BCEX Y3JI0B U 3aII0JHUTh TaOJIHILy

Y3en HuTepdeiic IP-anpec Mac-agpec
eth 0
K1 eth 1
eth 2
eth 0
K2 eth 1
eth 2
eth 0
K3 eth 1
eth 2
eth 0
K4 eth 1
eth 2
DES 3828
DES 3010 G
DES 3010 G

®opma npeacTaBieHUs pe3yabTaTa: 3aM0JIHEHHas Tabauia

Kpurepun ouenku:

«5» - m1abopaTOpHOE 3aHATHE BBIITOJHEHO MOJIHOCTbIO, ATAIBI BBIMOJIHEHUS paboThI, aITOPUTMbI
Y TEOPETHUECKUI MaTeprall 3allMCaHbl B TETPalb, CTYJICHT OTBEYAET Ha BCE BONPOCHI IIPEMoIaBaTes
10 TeMe paboTHI.

«4» - nabopaTOpHOE 3aHITHE BBITOIHEHO TIOJTHOCTHIO, ATAITBI BBITIOJHEHUS pabOTHI, alITOPUTMBI
U TEOPETHUYECKUI1 MaTepuall He MOJIHOCTBIO 3alIUCAaHbl B TETPa/ib, CTYIEHT 3aTPYyIHIETCS OTBEYATh Ha
BOTIPOCHI MTPETIOIaBaTENs TI0 TEME PaOOTHI.

«3» - nabopaTopHoe 3aHsTHE BhINOTHEHO Ha 70% 1 GoJiee, Tarbl BBIMOJIHEHUS paboThl, aro-
PUTMBI H TEOPETUYECKUN MaTepHal 3alucaHbl B TETPAIh HE B TIOJTHOM 00beMe, CTYACHT HE OTBEYaeT
Ha BCe BOIIPOCHI MIPEIo1aBaTeNs Mo TeMe pabOThlI.

«2» - mabopaTopHOe 3aHATHE BhITOTHEHO MeHe 70%.



Tema 1.2 AnnapaTrHbie KOMIOHEHTbI

JlaGopaTopHoe 3ansitue Ne 3
OcHOBHBIE KOMaH/Ibl KOMMYTaTOpa. Y IpaBJIeHHE KOMMYTaTOpaMu

Iesb: 03HAKOMHUTHCS ¢ OCHOBHBIMHM KOMaHIaMH HACTPOWKH, IIOMCKA M YCTPAHEHHUS HEIOJIaJI0K
kommyTaropoB D-Link.

Boinosnus padory, Bel Oyjaere:

ymemy:

V.1 Opranu3oBbIBaTh U KOHPUTYPUPOBATh KOMIIbIOTEPHBIE CETH;

V.2 CtpouTh U aHAIM3UPOBATH MOJIENIM KOMITBIOTEPHBIX CETEH;

V.3 DddeKkTuBHO UCTIONB30BATh AMMAPATHBIE U MPOrPAMMHbIE KOMIIOHEHTHI KOMITBEOTEPHBIX CEeTer
MIPY pEIICHUN PA3IMYHbIX 33/1a4;

MarepunanbHoe obecnieyeHue:

Kommyrarop DES-3528 win DES-3810-28 1 mr.

Pabouas cranmus 1 wrr.

KonconsHbIN Kadenb 1 mwr
3amanmne:

1 Cobpath cxemy

Kpatkue TeopeTrnueckue cBeJeHH:

Jlise HaCTPOMKHM Pa3NMYHBIX (PYHKIUI KOMMYTATOPOB MPH BBITOJHEHUU NMPAKTHUYECKUX padbOT
OyzeTt ucrnonb3oBathes uHTEpdeiic komanaHoi ctpoku (CLI), Tak kak oH oOecnieunBaeT O6oiee TOH-
KYIO HACTPOMKY YCTPOMCTBA.

Bce xomanasl CLI SBASIOTCS YyBCTBUTENBHBIMU K PETHCTPY, MOATOMY IPEXk/€ YeM BBOJIUTH
KOMaHJy, HaJl0 YOIUThCS, YTO OTKIIFOYCHBI BCe (DYHKIMH, KOTOPbIE MOTYT MPUBECTH K U3MEHEHHUIO
perucTpa Tekcra.

[Ipu pabore B CLI M0OXHO BBOAUTH COKpaIl€HHBIM BapuaHT KoMaHbl. Hanpumep, ecinu BBe-
CTH KOMaHJly «sh sw», TO KOMMyTaTop UHTEPIPETUPYET 3Ty KOMaHy Kak «show switchy.

Jlist ontMcaHus BBOAA KOMaHI, OXKHIAEMbIX 3HAYCHHUI U apTYMEHTOB ITPU HACTPOHKE KOMMYTa-
Topa uepe3 uHTepdeiic komanHou cTpoku (CLI) ucronb3yroTcs cieayronue CHMBOJIBL:

Tabnuya 1

<yrJioBble CKOOKH >

Hazna- Co;[epxcaT OKNJACMYIO IICPEMCHHYIO WJIH 3HAYCHHUE, KOTOPOC NOJIPKHO OBITh YKa3aHo.
YCHUC

Cunrak- | configipif<System>[{ipaddress<network_address>|vlan<vlan_name32>|state[enable|
CHC disable}]|bootp|dhcp]

Onmuca- B npuBéneHHOM npuMepe CHHTaKCHca, IOJIb30BaTeNb [ODKEH yKa3ath uMms  IP-
HHUE untepderica System, umsi VLAN vlan _name ammnHON 10 32 CHMBOJIOB M CETEBOM ajapec
network_address . Camu yriioBble CKOOKH BBOJUTh HE HaJIO.
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[Tpumep

configipifSystemipaddress10.24.22.5/8vlanSales

[kBagpaTHBIE CKOOKH]

Hazna- Cogepxat TpebyemMoe 3HaUeHUE WM HAOOp TpeOyeMbIX apryMeHTOB. MOXKeT OBbITh yKa-
3aHO OJIHO 3HAUYEHHE WJIM apTyYMEHT.

Cuntak- | createaccount[admin|user]<usernamel5>

CHUC

Onuca- B mpuBenénnom npumepe CHHTAaKCHCA, MOJIB30BATENb JOHKEH yKa3aTh OAMH U3 JBYX

HUE ypoBHeW mpuBmieruii (admin wim user) g co3gaBaeMod y4€THOW 3amucu. BBoauTh
KBaJJpaTHbIC CKOOKHM HE HAJIO.

ITpumep | createaccountadminuserl

| BepTHKaNBHAA YepTa

Hasna- Otaensier ABa win 0oJiee B3aMMHO UCKITIOYAIOIINX MTyHKTOB U3 CIHCKA, OJUH U3 KOTOPBIX

qeHue JIOJDKEH OBITh BBEJEH/yKa3aH.

Cunrak- | createaccount[admin|user]<usernamel5>

CHUC

Onuca- B npuBenéHHOM NpuMepe CHHTAKCHUCA, MOJb30BaTEIb JODKEH yKa3aThb OAUH U3 JBYX

HHE ypoBHe# mpuBmwiernii (admin wim user) Ui co3aaBaeMoON y4€THOM 3amucu. BBOIUTH
KBaJIpaTHbIE CKOOKH HE HaJIO.

ITpumep | createaccountadminuserl

{ purypubie ckoOKH }

Hazna- ConepxuT HEOOsI3aTEIbHOE 3HAUEHNE WIIM HAOOp HEOOS13aTENIbHBIX ApPIYMEHTOB.

YCHUC

Cunrak- | reset{[config|system]}{force_agree}

CHC

Ommuca- B HpI/IBeI[éHHOM NpUMEPEC CHHTAKCHCA, IMOJB30BATCIIb MOXCT YKa3aTb Heo0s13aTeIbHOE

HHUE 3HaueHue config wim system. Ero BBoAUTh HEOOS3aTENbHO, HO PE3Y/bTAaT BBITOJHEHUS
KOMaH/bI 6y,Z[CT 3aBUCCTH OT BBOJA JOIOJIHUTCIILHOTO ITapaMeTpa.

ITpumep | resetconfig

( KpyrJble CKOOKH )

Hazna- [Toka3biBaeT, 4T0 OAHO MU O0Jiee 3HAYCHUN WIIN apryMEHTOB, 3aKJIIOUEHHBIX B QUTYD-

YEHUE HbI€ CKOOKH, JTOJKHO OBITh BBEJECHO.

Cunrak- | configdhcp_relay{hops<valuel-16>|time<sec0-65535>}(1)

CHUC

Onuca- B npuBen€HHOM NpuMepe CUHTAaKCHCA, OT MOJIb30BATENS 0KMIAETCS BBOJ OJHOTO WIH

HUE 000MX HeoOsA3aTeNbHBIX MAPaMETPOB, 3aKIIOUEHHBIX B (purypHsle ckoOku. [Tapamerp
«(1)» mokasbIBaeT, UTO 0XKHUAAETCS BBOJ, IO KpaliHEN Mepe, OJTHOTO U3 MapaMeTPOB WIIN
apryMeHTOB.

ITpumep | configdhcp relayhops3

ITopsinok BbINOJIHEHHS PadOTHI:

1 BEI30BIIOMOIIMIIOKOMAaHIAM.

2 U3menenue IP-anpeca kommyTaropa.

3 Hactpoiika BpeMeHH Ha KOMMYTaTope

4 YnpaBieHue yYeTHBIMH 3allUCSAMHU M10JIb30BATEIEH

5 YmopasiieHue BO3MOKHOCTBIO IOCTyIa K KomMmyTaropy uepe3 Web-unrepdetiic u Telnet
6 Hacrtpoiika napameTpoB OaHHEpa IPUBETCTBUS

Xox paboTsI:

1.Br13oBnoMonurokoMagiamM
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[ToaxmrounTe KOMIBIOTEP K KOHCOJILHOMY MOPTY KOMMYTaTopa ¢ MoMoIbio kadens RS-232.
[locne mnoakiarO4YeHUST K KOHCOJIBHOMY IOPTY KOMMYTAaTropa, Ha IEPCOHAIBHOM KOMIIBIOTEPE
HEO0OXOAMMO 3aIyCTUTh MporpaMmy sMyIsiiiuu TepmuHaia VT100 (manmpumep, Putty nmm nporpammy
HyperTerminal B Windows). B mporpamme ciemyer yCTaHOBUTH CIEAYIOIIME MapamMeTphl
MOJIKJIFOUEHUSI:

CxopocTtsb (6uT/c): 115200
BuTel JaHHBIX: 8
YETHOCTE: HET
CTOIOBBIE OUTHI: 1
YnpasieHue noToKOM: HET

B 3aBucumoctu ot Bepcuu [10, MoxeT noTpedoBaThCst yCTaHOBUTH CKOpocTh 9600 6ut/c.
1. Bsenure B xoHCOIH: ?
2. Bseawure B koHcomu: config
3. Bsenaure B koHCcONMM: Show

2.HactpolikaBpeMeHHHAaKOMMYTaTope

1. TIposepwte Bpems:  showtime

2. YcranoBute yacoBoi nosic Mocksa (GMT +6:00) (st Ekarepunoypra):
configtime_zoneoperator+hour 6 min0

3. Baenmute HOBYIO 1aTy U BpeMs: configtime26jan2011 15:45:30

4. Tlposepbte Bpems:  Showtime

5. VYkaxuTe TEKyIIyIO 1aTy U BpeMs.

6. IIpoBepbTe Bpems.
Ilpumeuanue: ycmanoska épemenu HeoOX00UMa OJisl NPABUILHO2O OMOOPAdXdCEeHUs UHDoOpMayuu 6
arcypranax pecucmpayuu kommymamopos (Logfiles), nposedenus ayouma pabomer cemu, monumo-
punea cemu u m.n.

3.VpaBineHneBO3MOKHOCThIOJOCTYTakkomMmyTaTopydepe3Web-unrepdeiicu Telnet

Jlist moBbIIeHNs] 0€30TIaCHOCTH CETH, B TOM CITydae, €CIH JUIS JOCTyINa K KOMMYTaTopy He HC-
none3ytores Web-unrepdetiic wmu Telnet, pexomenayercs ux OTKIOYUTH (10 ymonuanuto \Web-
unrepdeiic u Telnet Ha koMMyTaTOpe BKITFOYCHBI).

1. TKIIOYMTE BO3MOXKHOCTB MOJIKIIOUYCHHS K kommyTtaTtopy 1o Telnet: disabletelnet
2. TlpoBepbTe BBHINOIHEHHBIC HacTporiku:Showswitch

3. VYo6enurecsk, uro goctyi mo Telnet otkmrouéH.

4. BemosaauTte Ha pabouei ctannuu komauay: telnet<IP-aapeckommyraTtopa>

5. Uro BbI HabmoaeTe? 3anuIInTe.

S

BxitounTe (yHKIMIO MOIKIIIOUSHUS K KOMMyTatopy 1o Telnet:enabletelnet

7. TIpoBepbTe BBIMOJHEHHBIC HACTPOUKU M YOSTUTECh B BOBMOYKHOCTH TTOIKITFOUCHHS K
KomMyTatopy o Telnet.

8. OTkiIr0YNTE BO3MOKHOCTB TIOKITIOUEHHS K KommyTaTopy uepes Web-unrepdeiic: disableweb

9. TlpoBepbTe BHINOIHEHHBIE HacTporiku:Showswitch

10. Y6emurech, uto mocTynm K Kommyrtatopy depe3 Web-unrepdeiic orkimrou€n? [ns sroro

3amycTHTe Ha pabodeil craHuuu Opaysep W BBemUTe B anpecHoil crpoke |IP-agpec

KoMMmyTaropa. Yo BbI HaOmt01aeTE?

3anuiure

4. Hactpoiika mapameTpoB OaHHEpa MPUBETCTBHS
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C uenpro ynpouieHus UASHTU(UKAIIMN TI0JIb30BATEIIIMH aKTUBHOTO CETEBOT0 000PYIOBaHMSI,

WM CO3JaHud CTr0 YHUKAJIBbHBIX JIOTOTHUIIOB, BO3MOXHO U3MCHCHUC 6aHHepa MPUBCTCTBUA, KOTOpBIﬁ
MOSIBIISIETCS. B MOMEHT 3arpy3ku KOMMyTaTopa. Takyke BO3MOXKHO WM3MeHeHue mpuriameHus Com-
mand Prompt B komanHo# crpoke CLI.

1. Wsmenwnre npuraamenne Command Prompt:
configcommand_promptTEST_SWITCH

2. YcraHosure IIPpUITTAIICHUE 110 YMOJIYaHHIO:
configcommand_promptdefault

3. Ilocmotpute Tekymuii GaHHEP MPUBETCTBUS:
showgreeting_message

4. Boiiaure B peXXUM peAaKTUPOBaHUS OaHHEpa MPUBETCTBUS:
configgreeting_message

[l penakTupoBaHUs IPUBETCTBUSA, UCIIOJIB3YHUTE CIEAYIOINE KOMAH/IbIL:
<Function Key><Control Key>

Ctrl+C Beriitnoe3coxpanenus  left/right/

Ctrl+W CoXpaHUTh U BBIATH up/down [TepemecTuTh Kypcop
Ctrl+D Y nanuTh JIMHATO

Ctrl+X CrepeThb Bce HACTPOUKH

Ctrl+L Ilepe3arpy3uTh NEpBOHAYAIBHBIE  HACTPOUKHU

5. JloGaBbTe CTPOUKY B IPUBETCTBUE!

SWITCH_TESTtel+7(495)000-00-00
6. CoxpaHuTe U3MECHEHHUS B IPUBETCTBUH U BBIHANTE U3 pexuMa peaaktupoBanus: Ctrl+W
7. TlpoBepbTe N3MEHEHHBIN OaHHEP NPUBETCTBUSL:

DES-3528FastEthernetSwitch

CommandLinelnterface
SWITCH_TESTtel+7(495)000-00-00
Firmware:Build2.80.B042
Copyright(C)2010D-LinkCorporation.Allrightsreserved.

8. IlpencraBbTe pe3ynbTaThl pabOTHI PENOABATEIIO.

9. BoccranoBute HacTpoiiku OaHHEpa M0 YMOJIYAHUIO:
configgreeting_messagedefault

10. ITpoBeprTe GaHHEP NMPUBETCTBUS:
showgreeting_message

5.HacTpoikaoCHOBHBIXIAPAMETPOBIIOPTOBKOMMYTATOPA

1. TlocmoTpwuTe TEKyIHMe HACTPOHKH MOPTOB: ShOWPOrts

2. V3MeHuTE CKOPOCTh U PEXUM pabOTHI HOPTOB 1-5:
configports1-5speed10_half

3. IIpoBepbTe BBIOJHEHHbIE HACTPOUKH: showports
Yro BBl HAOMIOHAaeTe? 3aMUIIINTE.

4. AxTuBH3HpYHTE QYHKIUIO yIIpaBICHUs TOTOKOM Ha nopTax 1-5:
configportsl-5flow_controlenable

5. TIpoBepbTeHACTPOUKH: showports

6. Otkirounte padoty nopros 1-5:
configportsl-5statedisable
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7. TlpoBepbTe HACTPONKH: showports
8. TlpoBepbTe coequHEHNE MEXKIY KOMIbIOTepOoM U KommyTaTopom. Ha T1K BemomHuTE
KOMaHJy:
ping195.168.0.5
Yro BBI HaOIIOMaeTe? 3alUIINTE.

9. BxurounTte paboty mopra 2:
configports2stateenable
10. IIpoBeprTe coenunenne mexay I1K u kommyTaTopom.
Ha I1K BeimonauTe KoManay: ping195.168.0.5
Uro BeI HaOMOMaeTe? 3anuiimTe.
11. 3anaiiteonncanuenopra 2:  configports2descriptionPC_PORT
12. TIpoBepbTe ONUCaHUE TOPTOB: showportsdescription

1.6.13menenuelP-anpeca uatepdeiica yrpaBieHuss KOMMyTaTopa

1. Tlocmotpute 3nauenue [P- anpeca untepdeiica ynpapieHus KOMMYyTaTopa:

showipif
2. Yemy pasen IP-agpec unrepdetica ynpaBieHnss KOMMYTaTopa 110 YMOJTYaHHUIO (3aUcaTh B
TETpajb):

3. Usmenwute IP-aapec uaTepdelica ypaBieHHsI KOMMYTAaTOpPa:

configipif System ipaddress 10.1.1.10/8

4. Hacrpoiite [P-anpec nuiro3a no yMoa4aHHIo:

createiproutedefault 10.1.1.254
Ipumeuanue:|P-adpec winioza no ymonuanuro 0oaxcen Oblmv HA3HAYEH, eCliu YNPAGIeHUue KOMMYma-
mopom 6yoem ocyuwjecmenimocs u3z opyeux IP-noocemeti.

5. IIpoBepbTe HacTpoiiku KoMMyTaTopa: Show switch

1.7.®@ynkiusa Factory Reset (cOpoc k 3aBOJICKMM YCTaHOBKaM)

1. COpocbTe TekyiMe HaCTPOMKN KOMMYTaTOpa K HaCTpOMKaM 10 yMOJIYaHUIO0 KOMaHA0M:
reset

Ha xoMMyTaTtope BoccTaHOBSITCS BCE 3aBOJICKME HACTPOUKH IO YMOJYaHHIO, 32 UCKIIIOUEHUEM
IP-anpeca unTepdeiica ynpaBieHus, yu4€THBIX 3aluceil MoJb30BaTele U JKypHajla perucTparvii.
KomMmyTtarop He mpousBenér coxpaHeHHE COpPOIICHHBIX HACTPOEK B HHEPrOHE3aBHCHUMOM MaMSTH
NVRAM u He nepe3arpy3urcs.

Ecim ykazano ximodeBoe ciioBo CONnfig, Ha KOoMMyTaTope BOCCTAaHOBSTCSI BCE 3aBOJICKHE Ha-
CTPOMKHM 1O yMOJTUYaHHIO, BKItoYas |P-anpec uHTepdeiica ynpasneHus, yu€THbIe 3alIMCH 110JIb30BaTe-
Jeil u KypHan peructpainuii. Kommyratop He mpou3Ben€T COXpaHEHHE COpOILIEHHBIX HAaCTPOEK B
sHeproHe3aBucumoil namsatu NVRAM u He nepe3arpy3uTcs.

resetconfig

Ecnn yka3aHo kiroueBoe ciioBO SYSteém, Ha KOMMYTaTOpE BOCCTAHOBSITCSI BCE 3aBOJCKHE Ha-
CTPOMKHU MO YMOJYaHUIO B MOJIHOM 00beme. KoMMyTaTop COXpaHUT 3TH HACTPOMKH B IHEPrOHE3aBU-
cumoit mamsatu NVRAM u nepesarpysurcs.

resetsystem
B cjrydac HCOGXOI[I/IMOCTI/I, Nnepe3arpy3suTb KOMMYTATOpP MOKHO KOMaHﬂOﬁZ
Reboot
3amnoaHuTe B TCTpaan Ta6J'II/ILIy.

Komanna Haznauenue Komanna Haznauenue

showipif configgreeting messagedefault
config ipif System ipaddress showports
create iproute default configportsspeed
show switch configportsflow_controlenable
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showtime configportsstatedisable / ena-
ble

configtime_zoneoperator+hour 6 configportsdescription

min0

configtime showportsdescription

disable/ enabletelnet Reset

disable / enableweb resetconfig

configcommand_prompt resetsystem

configcommand_promptdefault reboot

showgreeting_message

configgreeting_message

5.Y1paBieHueBO3MOXKHOCTRIOAOCTyTaKKoMMyTaTopyuepe3Web-unrtepdeiicu Telnet

JInst moBbIIEHUs O€30MaCHOCTH CETH, B TOM CIIy4ae, €ClIU JJIsl IOCTyIa K KOMMYTaTropy He HcC-
none3ytorcss Web-untepderic wim Telnet, pekomenayercs ux oTKIrOUUTh (10 ymondanuto Web-
uHtepdeiic u Telnet Ha KoMMyTaTOpe BKIIIOYCHBI).

OTKJ'IIO‘II/ITC BO3MOXHOCTH ITOAKJIHOYCHUSA K KOMMYTaTopy 110 Telnet:
disabletelnet

[IpoBepbTE BHINOJIHEHHBIE HACTPONKHU:
showswitch

Yo6enutech, uto moctyn mo Telnet oTkimodéH.

Breimmonnute Ha paboueii ctaniuu [1K1 komanmy:
telnet<IP-axgpeckommyTraTopa>

Uro Bl Habmoaaere? Ilpu nonbiTke noakmtountbes: “3anumunre. [logkmodyenne k 10.1.1.10...He
yJIAJI0Ch OTKPBITh MOJKIOYEHUE K 3TOMY Y311y, Ha opT 23: CO0ii moakiIroueHus .

He cmotps Ha goctynmHOCTh 10 ipotokony |ICMP:

Otser ot 10.1.1.10: uncno G6aitr=32 Bpems=1mc TTL=255

Otser ot 10.1.1.10: yucno 6ait=32 Bpemsa=1mc TTL=255

Otser ot 10.1.1.10: uncno G6aitr=32 Bpems=1mc TTL=255

Otser ot 10.1.1.10: yucno 6ait=32 Bpems=1mc TTL=255

Craructuka Ping ansa 10.1.1.10:

[TaketoB: otmpasneHo = 4, nonyueHo = 4, norepsHo = 0 (0% noteps),
[IpubnuzurensHOE BpeMsl mpuemMa-nepeaadn B Mc:

MunnmansHoe = 1mcek, MakcumanbHoe = 1 Mcek, Cpennee = 1 Mcek

BxirounTe QyHKIMIO MOJKITIOYEHUST K KOMMyTatopy 1o Telnet:
enabletelnet

[TpoBepbTe BHITIOIHEHHBIC HACTPOWKH U YOSIUTECh B BO3MOYKHOCTH TIOAKITFOUCHHS K KOMMY-
tatopy no Telnet.

OTKIJIFOUUTE BO3MOKHOCTh MOAKIIIOUCHHS K KoMMyTaTopy uepe3 Web-unrepdetic:
disableweb

[IpoBepbTe BHIMOJIHEHHBIE HACTPONKH:
showswitch
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Y6eaurech, uTo AOCTYI K KOMMyTaTopy depe3 Web-unrtepdeiic oTKmouéH.
3anyctute Ha paboueit ctaniuu [1K1 Gpaysep u BBenaute B afpecHoi cTpoke IP-anpec kommyTaTopa.

Yro BBI HaOIIOMaeTe? 3alUIINTE.
Briitounte BO3MOXHOCTh MOJKIIOUCHUST K KomMMmyTatopy depe3 Web-untepdeiic u usmenure cran-

napTtHeid T CP-mopT moakroYeHus: Ha HOBBIM:
enableweb8008

3anyctute Ha padoueit ctaniuu [1K1 6pay3ep, BBeauTe B aapecHol ctpoke |IP-agpec komMmyTraTopa u
ykakute HOBbIH TCP-mopt noakmoueHus:

6.HactpoiikanapaMeTpoBOaHHepaANIPUBETCTBUS

C uenpio ynpouieHus HACHTH()UKALUK T0JIb30BaTEISIMH aKTUBHOTO CETEBOTO 000PYIOBaHUS,
WM CO3JIaHUsI €r0 YHUKAJIbHBIX JIOTOTUIIOB, BOBMOXKHO M3MEHEHHE OaHHEepa MPUBETCTBUS, KOTOPBIH
HOSIBIISICTCS. B MOMEHT 3arpy3kd KoMMyTtaropa. Takxke BO3MOXKHO HW3MCHEHHE IPHITIALICHHS
CommandPrompt B komanHoi#t ctpoke CLI.

WzmenurenpuriameaneCommandPrompt:
configcommand_promptTEST_SWITCH

YcraHoBure MMpUITIAICHUEC 110 YMOJIYaHHIO:
configcommand_promptdefault

[TocmoTpuTe GaHHEpP TPUBETCTBHUS:
showgreeting_message

BoiinuTe B pesxuM pepakTupoBaHusi OaHHepa MPUBETCTBUS:
configgreeting_message

Jnst pegakTupoBaHus MPUBETCTBUS, UCIIOJIB3YUTE CIEAYIOIMINE KOMAH/IbI:
<Function Key><Control Key>

Ctrl+C Beriitnoescoxpanenus  left/right/

Ctrl+W  CoxpaHUTb U BBIATH up/down [lepemecTuts Kypcop
Ctrl+D Y 1anuTh JTMHATO

Ctrl+X CrepeTtb Bce HaCTpOKHU

Ctrl+L Ilepe3arpy3uTs NepBOHAYAIBHBIE  HACTPOUKHU

JloGaBbTe CTPOUKY B IPUBETCTBHE:
SWITCH_TESTtel+7(495)000-00-00

CoxpaHHTe H3MEHEHUS B IPUBETCTBUH U BBIIIUTE U3 pekuMa peaaktupoBanus: Ctrl+W

[IpoBepbTe N3MEHEHHBIN OaHHEpP MPUBETCTBUSA:
showgreeting_message

DES-3528FastEthernetSwitch
CommandLinelnterface
SWITCH_TESTtel+7(495)000-00-00
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Firmware:Build2.80.B042
Copyright(C)2010D-LinkCorporation.Allrightsreserved.

BoccranoBute HacTpoilku OaHHEpA 10 YMOIYAHHIO:
configgreeting_messagedefault

[IpoBepbTebaHHEPIIPUBETCTBUS:
showgreeting_message

®opma npeacTaBeHus pe3yJbTaTa:0TyeT

Kpurepum ouenku:

«5» - 1abOpaTOPHOE 3aHSITHE BHITIOTHEHO MOJIHOCTHIO, STAIbI BEITOTHEHHS PAOOTHI, AJITOPUTMBI
U TEOPETUYECKUN MaTepual 3alicaHbl B TETPajib, CTYJCHT OTBEYAET Ha BCE BOMPOCHI IIPENoaaBaTes
o TeMe paboTEHI.

«4» - 1a00paTOPHOE 3aHITHE BHIIIOTHEHO MOJIHOCTHIO, 3TAIbl BHIIOTHEHHS paOOThI, AITOPUTMBI
U TCOPSTHUYECKUN MaTepral He MOJHOCTHIO 3aIIMCAHbI B TETPa/ib, CTYJCHT 3aTPYAHICTCS OTBEYATh Ha
BOMPOCHI IPETOAaBaTENs 0 TeME padOTHI.

«3» - 1abopaTopHOE 3aHITHE BBITIOTHEHO Ha 70% W OoJiee, 3TaIbl BHITOJHEHUS PabOTHI, aliro-
PUTMBI M TEOPETUYECKUI MaTepUall 3alliCaHbl B TETPA/lb HE B MOJHOM 00BEME, CTYIEHT HE OTBEYAET
Ha BCE BOIIPOCHI NPENOIaBaTeNs 10 TEME pabOThl.

«2» - 1abopaTopHOE 3aHATHE BBINOIHEHO MeHe 70%.
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Tema 1.2 AnnapaTrHbie KOMIOHEHTbI

JlabopaTopHoe 3ansitTue Ned
Komanpr 00HOBIICHHS TPOTPAMMHOTO 0OecrieueH sl KOMMYTaTOpa U COXpaHe-
HUSI/BOCCTAHOBJICHUSI KOH(PUTYPAITMOHHBIX (HaitsIoB

Heanb: wu3ydnuTh mporuecc OOHOBIEHHS MPOTPAMMHOTO  OOECIeYeHHss W COXpaHe-
HUS1/BOCCTAHOBIICHUS KOH(PUTYypaIUH.

Boinmosinus pa6ory, Bel Oynere:
ymemy:
- V.1 Opranu3oBbIBaTh M KOHPUTYPUPOBATH KOMITBIOTEPHBIE CETH;
-¥Y.2 CtpouTh U aHATTM3UPOBATH MOJIEIN KOMIIBIOTEPHBIX CETEH;
- ¥.3 D¢ dekTrBHO UCTIONB30BaTh alNapaTHhIC U MPOrPaMMHbIE KOMITIOHEHTBI KOMITBIOTEPHBIX CETeH Mpu -
pELIEHNN Pa3INYHbIX 33/1a4.

MarepuasibHoe o0ecriedyeHue (Ha 0THO padodee MeCTO):

Kommyrarop DES-3528 nnu DES-3810-28 1 .

Pabouas cranmus ¢ TFTP-cepepom 1 .

KoncomnpHbIil kabenb 1 .

Ka6enp Ethernet 1 .
3ananue:

1 Cobparts cxemy.

B I A AL

WO SIS ee e mblv =l

No

2. V3y4uThb U BBINOJHUTH KOMaH/Abl OOHOBJIEHUSI POTPaAaMMHOI0 00ecreYeHnsl KOMMYTaTopa 1
COXPaHEHMsI/BOCCTAHOBIICHUS KOH(UTYPALIMOHHBIX (paiiiioB.

KpaTkue Teopernyeckue cBeieHUA:

OOHOBNIEHNE TPOrPaMMHOr0 oOecrieueHusi (€ro MHOrJa Ha3blBalOT «IIPOLIMBKON» KOMMYTa-
TOpa) MOXKET OBITh HEOOXOAUMO, KOT/Ia IOCTYIHA HOBasl ()yHKIIMOHAJIBHOCTD WM TPEeOYyeTCsl KOppek-
s ombok. CoxpaHsaTh KOH(UTYpalMio KOMMYTaTopa He0OX0IMMO MPH U3MEHEHUU €r0 HaCTPOeK,
a TaKXKe JJIs1 YIPOIIEeHUs BOCCTAHOBJIECHUS (DYHKIIMOHUPOBAHHUS KOMMYTATOpa B pe3ysibTaTe cO0s ero
paboTel UM MOJAOMKH. OCHOBHBIM IPOTOKOJIOM, MPUMEHSEMBIM JUISl 3TUX IIeJIed, CIYKUT IPOTOKOI
TFTP (Trivial File Transfer Protocol, mpocreiimuii mporokon mnepenaud AaHHbIX). ns nepena-
Yu/3arpy3kd TPOTrPaMMHOTO oOecrnedeHus/KoHpurypanuu HeoOxoaumo Hamuume B cetu TFTP-
cepBepa. Kommyraropsl D-Link, moxnepkuBaioT BO3MOKHOCTh XpaHEHHUsI HA KOMMYTaTOpe JIByX Bep-
CUll TporpaMMHOro obecredeHust 1 KOHQUrypanuu, npuuéM Jirodas U3 HUX MOXKET ObITh HACTPOEHA
KaK MCIIOJIb3yeMasi MpH 3arpy3ke KOMMyTaTopa. DTO MO3BOJSET 00ECHEeUnuTh OTKAa30yCTOHYMBOCTH
000py/I0BaHus MpU MEepexo/ie Ha HOBOE NMPOrpaMMHOE oOecriedeHre WM U3MEHEHUH KOH(PUTYPaLUH.
s u3ydeHus: paboThl KOMMYTaToOpa, UMEETCs BO3MOXKHOCTh BHITpY3KU uepe3 npotokos TFTP xyp-
Haja paboThl KOMMYTATOpA.

IHopsinok BbINMOIHEHHs PA0OTHI:
1IToaroToBUTHKPEKUMYOOHOBICHUSIMCOXPAHEHUSATIPOT PAMMHOT000€CIEUeHUTKOMMYTATOP.
2 3arpy3uth (hailn mporpaMMHOTO 0OecTieueH sl B TaMsITh KOMMYTaTopa
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3 HacTpouTh MopsiIoK 3arpy3K MPOrPaMMHOTO 00€CIIeYeH s KOMMYTaTopa.
4 BITpY3HTh ¥ 3aIPy3UTh KOHPHUTYPAITHH
5 Beirpy3uts 10g-¢aiinsn

Xoxa padoThI:

1.IloaroToBKaKpe:KNUMYOOHOBJICHUSINCOXPAHEHHUSANIPOrPAMMHOI000ece4eHUsIKOMMYTATO
pa

Hacrpoiite TFTP-cepBep.B HacTpoiikax nporpamMmmsl HEOOXOIUMO:

1. ycraHoBUTbH AUpEKTOPHIO pHEMa (ailyios;
2. OTKJIIOUUTH Bce Apyrue cepsuckl, kpome TFTP server.

[ToaroroBbTe (haiia HOBOrO MPOTPAMMHOTO 0OECIICUEHHsI KOMMYTaTOpa:

1. Haiinute HeoOxoaquMeii (aiin «pomuBkmn» Ha cepsepe ftp:/ftp.dlink.ru/ ;
2. Ckauaiite (haiinn u mepeHecuTe ero B aupekToputo Ha TFTP-cepsepe;
3. IlpounTaiite (aiia COMPOBOKICHUS K «IIPOIITHBKE.

2.2.3arpy3kadaiiianporpaMMHOroodecne4eHuABNaAMATBKOMMYTaTopa

Bce ogpuyuanvuvie sepcuu 110 sxnouarom npumeyanus, Komopbie Onucvléarom Hosvle QYHKYUU
U nocieoHue Koppekyuu ouudox.

Hactpoiite IP-anpec untepdeiica ynpasneHus:
configipifSystemipaddress10.1.1.10/8

Hactpoiite TFTP-cepsep:
3anyctutb TFTP-cepsep,BHacTpoiikax TFTP-cepBepayka3aTsIP-
anpecpadouericrannnu 10.1.1.250/8,ykazaTsaupexropuroctpomuBkoiiCurrentDirectory.

[TpoBepsTe noctynmHocts TFTP-cepBepa ¢ koMMmyTaTopa:
ping10.1.1.250

[TpoBepbTe MHOPMALHIO O TEKYILIEM POrPAMMHOM 00ECIIEYeHUH KOMMYTATopa:
showfirmwareinformation
ITpoBeprpTe, uTO BBI 3arpyskeHsl ¢ npomuBky 2.80 3 ciaora 2

3arpy3HTe porpaMmMHOC oOecrieueHue Ha KOMMYTATOp B HepBHﬁ CJIOT (KOMaH,Z[a BBOJUTCA B
OJIHY CTPOKY):

downloadfirmware_fromTFTP10.1.1.250 src_file DES-3528 Series FW _v2.01.B042.had im-
age id 1

YOeauTech, 9TO MPOrpaMMHOE 00ECTICYCHHE 3aTPYKEHO:
showfirmwareinformation

2.3.HacTpoiikanopsiaka3arpy3KunporpaMMHoOroooecne4eHusikOMMyTaTopa

3a;[aﬁTe HOMCp CJIOTa IMPOrpaMMHOIr0 O6€CH€‘-I€HI/I$I, KOTOpPOC 6y,HeT 3arpyKarbCs Mnpu CTapTe
KOMMYTaropa:
configfirmwareimage_id1boot_up

COXpaHI/ITC U3MCHCHUS.
Save
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OOHOBNEHHAs MPOUIMBKA OyIET NCIIOIB30BaHA IPH CIEAYIOIIEH 3arpy3ke KOMMYTaTopa.
[lepeszarpy3ute KOMMyTaTOp:
reboot

[Tocrne 3arpy3ku KOMMYyTaTopa MPOBEPHTE HHPOPMAIIHIO O TPOTPAMMHOM 00ECIICUCHHH:
showfirmwareinformation

Yroseigabirogaere?
show firmware information
Command: show firmware information

ID Version Size(B) Update Time From User
*1 2.01.B042 2740273 0 days 00:00:00 Serial Port(Prom) Unknown
2 2.80.B045 3849399 0 days 00:00:00 Serial Port(Prom) Unknown

"** means boot up firmware

(R) means firmware update through Serial Port(RS232)

(T) means firmware update through TELNET

(S) means firmware update through SNMP

(W) means firmware update through WEB

(SSH) means firmware update through SSH

(SIM) means firmware update through Single IP Management

CHoBa 3arpy3uTech co BToporo ciora (nmpommska 2.80). 3aTeM 0OHOBHTE IPOIIMBKY B IIEPBOM
ciore ¢ 2.01 va npomusky 2.60.

[Tocne Bcex onepanuii Bbl JOJKHBI OBITh 3arpy>KE€HbI CO BTOPOTO CJIOTA U CIIUCOK MPOLIMBOK
JoJKeH ObITh: 1 cnoT — npomuBka 2.60, 2 cioT — npommska 2.80.

2.4. Boirpy3ka u 3arpy3ka koHgurypauuu

[TocMoTpuTe TEKYILYIO BEPCUIO KOHPUTypauu KoMmmyTaTopa (Haxoasurytocst B RAM):
showconfigcurrent_config

[TpoBeprTe nupopMmarmo 06 nmeromuxcst B NVRAM koHpurypanusx KoMmmyraropa:
showconfiginformation

[TocmoTpute koHpurypanuto kommyratopa Nel, coxpanénuyo B NVRAM:
showconfigconfig_in_nvraml

Brirpysute kongurypamuio Nel na TFTP-cepsep:
uploadcfg_toTFTP10.1.1.250 dest_file config.txtl

OTkpoiiTe BBITPYKEHHbIH KOH(PUIYypaunoHHBIN (aili J00bIM TEKCTOBBIM pPeIaKTOpPOM,
HanpuMmep 0JI0KHOTOM, H IPOCMOTPHUTE €ro CTPYKTYPY.

3amenure IP-agpec 10.1.1.10/8 na 10.1.1.8/8:

#IP
configipifSystemipaddress10.1.1.10/8vlandefaultstateenable
disableautoconfig
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JI0JKHO TOJIy4UTHCS TAK:

#1P
configipifSystemipaddress10.1.1.8/8vlandefaultstateenable
disableautoconfig

CoxpanuTe ¢aii.

3arpy3uTe U3MEHEHHYIO KOH(DUTYypaluio Ha KOMMYTATOpP B CJIOT Jutsl KoHGuUrypanuu Ne2:
downloadcfg_fromTFTP10.1.1.250 src_file config.txt2

IIpoBeprte, uamenwics au [P-agpec kommyraropa:
showswitch

Yro BBl HAOIOHaeTE?
3anaiite HOMEp KOH(pHUTypaIiK, KOTopas OyIeT 3arpyKaThCs IMpu CTapTe KOMMYyTaTopa:

Device Type : DES-3528 Fast Ethernet Switch
MAC Address : 1C-BD-B9-36-65-90

IP Address :10.1.1.10 (Manual)

VLAN Name : default

Subnet Mask : 255.0.0.0

Default Gateway :0.0.0.0

Boot PROM Version : Build 1.00.B008

Firmware Version : Build 2.80.B045

Hardware Version 1 A3

Serial Number : PVIH1A7003065
System Name :
System Location

System Uptime : 0 days, 0 hours, 6 minutes, 50 seconds
System Contact :

Spanning Tree : Disabled
GVRP : Disabled

IGMP Snooping : Disabled
MLD Snooping : Disabled
VLAN Trunk : Disabled
Telnet : Enabled (TCP 23)
Web : Enabled (TCP 80)
SNMP : Disabled

SSL Status : Disabled

SSH Status : Disabled
802.1x : Disabled

Jumbo Frame : Off

CLI Paging : Enabled

MAC Notification : Disabled
Port Mirror : Disabled
SNTP : Disabled

HOL Prevention State  : Enabled
Syslog Global State : Disabled
Single IP Management  : Disabled
Dual Image : Supported
Password Encryption Status : Disabled

configconfiguration2boot_up
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Yemy Oyzer pasen [P-agpec nmocine nepesarpy3ku KommyraTopa’?
Command: show ipif

IP Interface : System

VLAN Name : default

Interface Admin State : Enabled

DHCPv6 Client State : Disabled

Link Status : LinkUp

IPv4 Address :10.1.1.8/8 (Manual) Primary
Proxy ARP : Disabled (Local : Disabled)
IPv4 State : Enabled

IPv6 State : Enabled

DHCP Optionl2 State : Disabled

DHCP Option12 Host Name
Total Entries: 1
2.5.Boirpy3ka log-gaiision

[TpocMoTtpuTe )XypHan paboThl KOMMYTATOPA:
showlog

Brirpysure xxypuan pabotsl Ha TFTP-cepsep:
uploadlog_toTFTP10.1.1.250 dest_file Logfiles.txt

OTKkpoiiTe BbITpy:KeHHbII |0g-daii J1100bIM TEKCTOBBIM PEIAKTOPOM, HAIPpUMeP OJIOKHO-
TOM, M IPOCMOTPHTE €ro CTPYKTYPY.

®opma npeacTaBiaeHus pe3yJabTaTa:0TyeT

Kpurtepuu ouenku:

«5» - 1abopaTOpPHOE 3aHATHE BBIIOJHEHO MOJTHOCTbIO, ATAIIBI BBIMOJIHEHHS pabO0Thl, aITOPUTMBI
¥ TEOPETHUECKUI MaTeprall 3allMCaHbl B TETPalb, CTYJCHT OTBEYAET Ha BCE BOMPOCHI MPETIOIaBaTEsI
10 TeMe paboTHI.

«4» - mabopaTopHOE 3aHATHE BBHITIOTHEHO MMOJHOCTHIO, TAIBI BBIOJIHEHHS PA0OTHI, aITOPHUTMBI
U TEOPETHUYECKUI1 MaTepuall He MOJIHOCTBIO 3allUCaHbl B TETPa/ib, CTYI€HT 3aTPYyIHIETCS OTBEYATh Ha
BOITPOCHI NTPETOIaBaTelIs IO TeMe PadOTHI.

«3» - nabopaTopHOe 3aHsATHE BBINOIHEHO Ha 70% 1 GoJiee, 3Tarbl BBIMOJIHEHUS paboThl, aro-
PUTMBI M TEOPETUIECKUN MaTepHal 3alrucalbl B TETPAIb HE B TIOJTHOM 00beMe, CTYACHT He OTBEYaeT
Ha BCe BOINPOCHI MIPEIo1aBaTeNs Mo TeMe pabOThlI.

«2» - 1abopaTopHOE 3aHATHE BbINOIHEHO MeHe 70%.
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Tema 1.2 AnnapaTrHbie KOMIOHEHTbI

JlabopaTopHoe 3ansitue Ne 5
Kondurypupoanue noproB KOMMyTaTopa

Lean: moyyeHne HaBBIKOB HACTPOMKH opToB KommyTaropa D-Link DES 3010G

Boinosinus pa6ory, Bel Oynere:
yMmemy:
V1 OpranusoBbIBaTh 1 KOHPUTYPUPOBATH KOMITBIOTEPHBIE CETH;
V.2 CtpouTh 1 aHAIM3UPOBATh MOJIEA KOMITbIOTEPHBIX CETEH;
V.3 DddexTrBHO UCTIONB30BATh ANapaTHBIE U MPOrPAMMHBIC KOMIIOHEHTBI KOMITBIOTEPHBIX CETel pH
pELIeHNN pa3INYHbIX 3a/1a4;

MarepunanbHoe obecnieyeHue:

Kommytarop DES-3828 1 .
Kommyrarop DES-3010G 2 wr.
Pabouas cranuus 4 .

Ka6ens Ethernet

3amanue:
1 ITocTpoiiTe TOMOJIOTHIO CETH.

EEEE
DES5-3828
(1] [1]
DES5-30106 DES-31106

2 BBINOTHUTH 3a/1aHKE 110 HACTPOUKE TTOPTOB KOMMYTATOPa.
Kpartkue TeopeTrnyeckue cBeleHUs:

Paznen «AnmunuctpupoBanue» MeHo «KoHburyprupoBaHue nopToB»
Port Configuration

From I'o |State MDIX Speed/Duplex Flow Contrel Apply

Port 1 'J Port 1 " Enablad '] Auto 'I Disabled 'l

The Port Information Table
te DIX

| - Connection/Duplex/FlowCirl|
Enabled Auto

i Disabled L 0OM/FuUll/None Enabled
2 Enabled Auto Auto Disabled 1 00M/Full/Nons Enabled
3 Enabled Auto Auto Disabied 100M/Full/Nonse Enabled
4 Enabled Auto Auto Disabled LinkDown Enabled
5 Enablad Auto Auto Disabled LinkDown Enabled
8 Enabled Auto Auto Disabled LinkDown Enabled
7 Enabled Auto Auto Disabled LinkDown Enabled
8 Enabled Auto Auto Disabled LinkDown Enabled
8 Enabled Auto Auto Disabled LinkDown Enabled
10 Enabled Auto Auto Disabled LinkDown Enablsd

Mento «From», «To». [To3BonsieT 3a1aTh MOPT WIIHM MOCIEI0BATEILHOCTh MOPTOB JUISI KOTOPHIX He-
00X0AMMO CKOH(UTYPUPOBATH CIEAYIOIINE MTApaMETPHhI:
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e State (Cocrosinue). Moxer nmpuauMarth 3HaueHue Enabled (Bxirouen) wimm Disabled (Bwikito-
YeH).

e Speed/Duplex (Cxopocts/dyniaekc). Ilo3Bonser 3a1aTh CKOPOCTh U peKUM paboThl opTta. Mo-
KET MPUHUMATD CIEYIOUINE 3HAYCHUS:

Auto. ABTOMaTHYECKH COTJIACYET CKOPOCTh U PEKUM PaOOTHI MOPTa, BBIOMpas jry4mire 3HaueHus (10

MO6/c umu 100 M6/c, mory1yIuieKc Uity TyTUIeKC).

10M/Hatf

10M/Full

100M/Half

100M/Full

1000M/Full

1000M/Full_M

1000M/Full_S

¢ Flow Control (KoHTpo/b noToka gaHHbix). OToOpakaeT cxeMy yIpaBJiICHHUs TOTOKOM JaHHBIX,
UCIIOJIBb3YIOUIYIOCS IPU KOH(PUIypHUpoBaHUM NOPTOB. ITopThl B MOTHOAYIUIEKCHOM PEXUME HC-
noab3ytoT cxemy 802.3x. IIopTel B MOMYIYIUIEKCHOM PEXUME HCIONIB3YIOT cxeMy backpressure
[TopTel B aBTOMAaTHMYECKOM pEKUME MCIONb3YIOT OJHY U3 YKa3aHHbIX cxeM. Ilo ymomdanuro
YIPaBIEHUE IIOTOKOM OTKJIFOYEHO.

Knorka «Apply» as ycTaHOBKM HOBBIX HACTPOCK.

Xoxa padoTbI:
1. V Bcex mopToOB YCTAaHOBUTE MPOIYCKHYIO criocoOHocTh 100 MOuT/c.

2. BeiknmrouuTe 0/1MH U3 NOPTOB KOMMYTATOpa, K KOTOPOMY MOAKIIIOYEH OJMH U3 KOMIIbIOTE-
pos. IlonpoOyiiTe oCcyleCTBUTh B3aUMOAEHCTBUE KOMITbIOTEPOB. CrenaiTe BbIBOIbI HA OCHOBE IOJY-
YEHHOI'0 pe3yJibTaTa.

3. YcTaHOBHUTE MPOIYCKHYIO crocoOHOCTh mopTroB kKommyraropa DES-3010G, k kotopomy
MOJIKJIIOUeHBI MauHbl 3 U 4, papHoit 10 Mout/c.

4. «ITuHryiiTe)» 0OHOBPEMEHHO MAIIMHY 2 ¢ MaluH 3 u 4

5. 3anyctute Ha MamuHax 1 u 2 yruiuty tcpdump. CpaBHUTE pe3yabTaThl padOThl Ha 00eux

MalIrMHax.

®opma npeacTaBieHUs pe3yabTaTa:oTyeT B TETPaIu

Kpurtepuu ouenku:

«5» - m1abopaTOpPHOE 3aHATHE BBHIIOJHEHO MOJIHOCTbIO, ATAIBI BBIMOJIHEHUS pab0ThI, aITOPUTMbI
¥ TEOPETHUECKUI MaTeprall 3alTMCaHbl B TETPab, CTYICHT OTBEYAET Ha BCE BOIPOCHI MPETIOAaBaATEIS
1o TeMe paboThI.

«4» - nabopaTOpHOE 3aHITHE BBITOIHEHO TIOJTHOCTHIO, ATAITBI BBITIOJHEHUS pabOTHI, alITOPUTMBI
U TEOPETHUYECKUI1 MaTepuall He MOJIHOCTBIO 3allUCaHbl B TETPa/ib, CTYIEHT 3aTPYyIHIETCS OTBEYATh Ha
BOITPOCHI NTPETIOIaBATEIIS IO TEME PaOOTHI.

«3» - nabopaTopHoe 3aHsTHE BhIOTHEHO Ha 70% 1 GoJee, HTarbl BBIMOJIHEHUS paboThl, aro-
PUTMBI H TEOPETUYECKUN MaTepHal 3alucaHbl B TETPAIh HE B TIOJTHOM 00beMe, CTYACHT HE OTBEYaeT
Ha BCE BOINPOCHI MIPEI0IaBaTeNs M0 TeMe pabOThI.

«2» - 1abopaTopHOE 3aHSTHE BBINOIHEHO MeHe 70%.

24



Tema 1.2 AnnapaTHbie KOMIIOHEHTbI

JlaGopaTopHoe 3ansaTHEN?: 6
KoHTpouib HaJ| MOIKITF0OYCHUEM Y3II0B K IopTaM KommyTaropa. @ynkius Port Security

Iesb: HAYYUTHCS YIPABIATH MOIKIIOYCHHUEM Y3JI0B K MOPTaM KOMMYTATOpa W M3y4YHTh HACTPOMKY
dbyukuuu PortSecurity xa kommyratopaxD-Link

Boinoanus padory, Bel Oyaere:
ymemy:

V.1 Opranu3oBbiBaTh U KOHPHUTYPUPOBATH KOMITBIOTEPHBIE CETH.

MarepuasibHoe o0ecnieuyeHue:

Kommyrarop DES-3828 1 wr.

Pabouas crannus 2 wIT.

KaGenn Ethernet 2 miT.

KoHconbsHEbI Kadenn 1 mr.
3amanmne:

1 [TocTpoiiTe TOMOJIOTUIO CETH.

=
DES-3828
[x] [1]
DES-30106 DES-3010G
(2]

i rersesy oo erierig
# 12 #3 7]

2 BBINOTHUTH 3a/1aHKE 110 HACTPOUKE TTOPTOB KOMMYTATOPa.
KpaTkue TeopeTnyeckue cCBeieHUA:

@ynkius Port Security mo3BosseT HaCTPOUTh KaKOM-TMOO MOPT KOMMYTaTopa TakK, YTOObBI
JIOCTYII K CE€TH 4€pe3 HEr0 MOI' OCYIIECTBIIATHCS TOJIBKO ONPEACIEHHBIMA yCTPOMCTBAMH. Y CTPOUCT-
Ba, KOTOPBIM pa3pelleHO MOAKIYaThcs K nopTy ompexaenstorca no MAC-agpecam. MAC-aapeca
MOTYT OBITh U3Y4YEeHbl AMHAMUUYECKU WM BPYUYHYIO HACTPOEHBI aAMHUHHUCTpATOpoM ceTH. [lomumo 3to-
ro gynkius Port Security mo3BossieT orpaHMUMBaTh KOJIWYECTBO U3yyaeMbIx nmoproM MAC-anpecos,
TEM CaMbIM, OIPaHUYMBAs KOJIMYECTBO MOJIKIIIOUAEMBIX K HEMY Y3JI0B.

CymectByeT Tpu pexxuma padotsl pyHkiuu Port Security:

- Permanent (Ilocrosinublit) — 3aHec€HHble B TaOmmiy kommyTanuu MAC-agpeca HHUKOTIA HE
yCTapeBaloT, JJajke €CJIM UCTEKIIO BpeMsl, yCTaHOBJIeHHOe TaitmepoM Aging Time mwin KoMMyTaTop
OBL1T Tepe3arpyskeH.

- Delete on Timeout (YaanuTe mpu HCTEYCHWH BPEMEHH) — 3aHECEHHBIC B TaOIHIly KOMMYTAluU
MAC-aapeca ycraperoT Mocjie UCTEYeHUs BPEMEHHU, YCTaHOBJIEHHOro TaiiMepoM Aging Time u
OyAyT y/iajeHsbl.

Ecnu cocrossHMe KaHana CBsI3M HA MOJAKIIOYEHHOM nopte m3mensercss, MAC-aapeca, H3y4eHHbIE
Ha HEeM, yJAJISI0TCS U3 TaOJIMIbl KOMMYTALMH, YTO aHAJIOTUYHO BBITOJHEHUIO JIEHCTBUN MIPU UCTe-
YEHUW BPEMEHH, YCTAaHOBIIEHHOTO TaiiMepoMm Aging Time.

* Delete on Reset (Y nanute nipu cOpoce) — 3anecéHHbIe B Tabnuiry kommytanun MAC-anpeca OyayT

yZajeHsbl ocie nepe3arpy3Kiu KoMMyTaTopa (3TOT PEKUM UCIIOIB3YETCs 10 YMOJIYaHHIO).
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Oynknusa Port Security okaspiBaeTcs BechbMa IMOJE3HON MPH MOCTPOSHUU JOMOBBIX CETEH, Ce-
Teil npoBaiiziepoB VIHTEpHET U JIOKAIBHBIX CETEH ¢ MOBBIICHHBIM TpeOOBaHUEM 10 O€30MacCHOCTH, TIe
TpeOyeTCsl UCKIIFOYUTD JOCTYI HE3apETUCTPUPOBAHHBIX PA0OUYMX CTAaHIUM K yCIIyram CeTH.

Hcnons3ys ¢ynkmuto Port Security MOXHO MOJHOCTBIO 3alPETUTh AUHAMHUYECKOE M3YUYCHHE
MAC-aapecoB ykazaHHBIMM WJIM BCEMHU IIOPTaMU KOMMYTATopa. B 3TOM ciiydae AOCTyIl K CETH MOy-
yaT TOJIbKO Te Mojb3oBaTenu, MAC-aipeca KOTOPBIX YKa3aHbl B CTATUYECKON TAa0IUIE KOMMYTAIUH.

Xoxa padoTbI:
1.1.YnpaBneHHeKoIn4eCTBOMIIOIKIIFOUAEMBIXKIIOPTAMKOMM yTaTOPAII0/Ib30BaTeIe, Iy TEMOrpaHUYEH
HSIMaKCHUMaJIbHOTOKOJINYECTBA
n3ydaeMbixMAC-aapecoB

COpochkTe HACTPOMKU KOMMYTaTOpa K 3aBOJCKMM HACTPOWKaM 10 YMOIYaHUIO KOMaHI0M:
resetconfig

ITpoBeprTe nHMOpPMAIHIO 0 HacTpoiikax PortSecurity:
showport security

VYcTaHOBUTE MaKCUMalbHOE KOJMYECTBO M3y4daeMbIX KaxJbiM noprom MAC-aapecoB paBHbIM 1, u
BKJIIOYMTE (PYHKIMIO Ha BCEX MOPTax:

configport securityportsalladmin stateenablemax learning addrl
HMoaxmouurte IIK1 u IIK2 k mopram 2 u 10 koMMyTaTopa coOTBeTCTBEHHO.

[Hocmorpure MAC-anpeca, KOTOpbl€ CTaau U3BeCTHBI optaMm 2 u 10:

showfdbport?2

showfdbport 10

[TpoBepbTe, COOTBETCTBYIOT JIM 3apETUCTPUPOBAHHBIE aJipeca aapecaM pabounx CTaHIIUN
na

IMpoBepsTe nHGOpManUIO 0 HacTpolikax PortSecurity Ha moprax KomMMmyTaTopa:
showport securityportsl-24

Bxuttounte 3anuce B xkypHai paboTsl kommyTaropa MAC-aipecoB, MOAKIIOUAOIIUXCS K TOPTY CTaH-
Ui 1 otnpasky coobmenuit SNMP Trap:

enableport securitytrap Log

BrimonHuTe TECTHpOBaHKE TOCTYIHOCTH y3710B koMaHaoi ping ot [TIK1 k ITK2 n Hao60poT.
IMoaxmouure IIK1 k nmopry 10, a ITK2 x mopry 1.

HOBTOpI/ITC TCCTUPOBAHUC COCANHCHUSA MCIKIY pa60‘-II/IMI/I CTaHLIUSIMH KOMaHOoMH pmg

[IpoBeprTe HHPOPMAIHUIO B )KypHAJIE padOTHl KOMMYTaTOpa:
showlog

Kaxoii BbI cienaere BEIBOA
K nmopram npusesanuck Mak ajapeca. J[pyrue He MOTyT MOAKIOYUTECSA K 3TOMY ITOPTY

Coxpanute KOHQUrypaluio U nepe3arpy3ure KOMMyTarop:

save
reboot
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BbIMOIHUTE TECTUPOBAHUE COCAMHEHHS MKy PaOOYMMHU CTAHIIUAME KOMaHI0# Ping.

Kaxoit BeI cienaete BeiBoa? Coxpansiercs au uHbopmanus o npussizke MAC-port?

Hacrpoiite Ha nopre 2 paboty ¢ynkimuu Port Security B pexkxume Permanent 1 MakCuManbHOE KOJIH-
YECTBO U3Y4aEMBbIX aJpeCcOB paBHOE 1:

configport securityportsZadmin stateenablemax learning addrllock add
ress mode permanent

Coxpanute KOH(PHUTYpaIUIO U TIepe3arpy3uTe KOMMYTaTop:
save
reboot

[TpoBepnTe uHpOpManmio o HacTpoiikax Port Security Ha mopTax komMmmyraropa:
showport securityportsl-24

Kakoii BbI cienaere BeiBoa? Coxpansiercs: mHGopmaiuu o npussizke MAC-mopt?
CoXpaHsieTcs

Ouncture nHGopMaruio o npussizke MAC-nopt Ha nopre 2:
clearport security entryport2

Otkiaounte padory ¢pynkuuu Port Security Ha mopre 2 U nmpuBegUTe HACTPOWKH B HCXOJHOE
(110 yMOTYAHUIO) COCTOSIHHE:

configport securityports2admin_ statedisablemax learning addrllock_ad
dress _mode deleteonreset

[HocmotpuTte Bpems Taiimepa 6JI0KMpOBaHUS (OH COOTBETCTBYET BpeMeHH ku3Hu MAC-anpeca B Ta0-
JM1le KOMMYTAlUN):
showfdbaging time

N3meHuTh BpeMs AEHCTBUA TailMepa MOKHO C TOMOILBbIO HacTpoiku BpeMmeHnu xu3Hu MAC-anpeca B
Ta0IHUIle KOMMYTAIH (BpeMs yKa3aHO B CEKYH/IaX):
configfdbaging time20

N3menurepexxumpadoreidyukimu Port Security na Delete on Timeout:
configport securityportsZadmin state

enablemax learning addrllock address mode deleteontimeout

IIpoBepsTe MAC-anpeca, KOTOpbIE CTAaIN U3BECTHBI ITOPTY 2:
showfdbport?

[IpoBeprTe HHPOpMaIHIO 0 HacTpoiikax Port Security Ha mopTax komMmyTaropa:
showport securityportsl-24

Beinonaute TectupoBanue coenurenus mexay [1K1 u [TK2 komanmoii ping.

Kaxoit BeI cienaete BeiBoa? Coxpansiercs nandopmaruu o npussizke MAC-niopt?
na
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Ortxirounte padoty ¢pyakuuu Port Security Ha mopTax:
configport securityportsl-24admin_ statedisable

Otximounte pyHkuuto 3amnuck B 10g-daiin u ornpasku SNMP Trap:
disableport securitytrap Log

Ilpumeuanue: nocie 8blNOIHEHUSL 00YUEHUs UMEETNCS B03MONCHOCTb OMKIIOYUMb (YHKYUIO OUHAMU-
yeckozo usyuenuss MAC-aopecos, mozoa 6 mabauye KomMmymayuu CoXpausames uzyieHHvle aopecd.
Taxum obpazom, mexkywas KoHgueypayus cemu Oyoem coxpaweHa, u OdalvHeliulee NOOKIOYeHUe HO-
8bIX ycmpoucme 6e3 eedoma aomunucmpamopa 6yoem negosmodcHo. Hosvie ycmpolicmea modxcho
000a8UMb NYMEM CO30aHUsL CMAmu4ecKux 3anucei 8 maoauye KOMMymayuu.

1.2.HacTpolKa3amuThIOTIIO KT F0UCHUSKITOPTaM,0CHOBaHHOHacTaTnueckonTabmmineMA C-anpecos
OTxiouuTe padoyne CTAHIMUA OT KOMMYTATOpa.

COpochkTe HACTPOMKH KOMMYTAaTOpa K 3aBOJICKMM HACTPOWKaM KOMaHIOM:
resetsystem

AxrtuBusupyiite ¢pyakuuio Port Security Ha Bcex moprax u 3amperute uzydyenne MAC-aapecos, yc-
TaHOBHB Mapametp max_learning_addr paBubim 0 (komMaH1a BBOAUTCS B OJHY CTPOKY):
configport securityportsl-24admin stateenablemax learning addrO

IIpoBepbTe COCTOSAHUE TTOPTOB:
showports

IMposepsre coenunenue mexay [1K1 u [TK2 komanmoii ping.

[TpoBepbTe cocTOsIHUE TAOMUIIBI KOMMYTAIIUU:
showfdb

Nmerorcs ou tam 3anmcu? Ecth o1HA 3a1mich

B tabnuiie kommyTanuu BpydHyIO co3faiTe cratuueckue 3anucu st MAC-aapecoB pabounx
CTaHILIMH, NOAKIIOUEHHBIX K iopTam 2 u 10.

Buumanue! 3amennre ykazannoie B komanaax MAC-aapeca Ha peajibHble ajipeca pado-
YMX CTAHIU, MOAKII0YAEMBbIX K KOMMYTATOPY.
createfdbdefault00-50-ba-00-00-01lport2
createfdbdefault00-50-ba-00-00-02port 10
[TpoBepbTe co3aHHBIE CTATHUECKUE 3aMIUCH B TAOIUIE KOMMYTAINH:
showfdb
[TpoBeprTe nHpOpManmio o HacTpoiikax Port Security Ha mopTax koMmyTaropa:
showport securityportsl-24
[TpoBepbTe coequnenue mexay [TIK1 u [TK2 komanmoi ping.

Hoaxkmarouure IIK1 k nmopry 8, a IIK2 k nopry 2.
[ToBTOpUTE TECTHpOBaHKE KOMaHIOM Ping.

Kaxkoii BBI caeitaeTe BEIBO/I

[Iunra HeT, Tak KaK BKJIKOYEHBI B APYTUE IMOPTHI

YV nanute paHee CO3JaHHYIO CTATHYCCKYIO 3aIllUCh U3 Ta6J'II/II_IBI MAC-aI{pCCOB Ha 1mopTe 2:
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deletefdbdefault00-50-ba-00-00-02port2

®opma npeacTaBlieHUs pe3yJbTaTa: OTYET B TETPaIu

Kpurepum ouenku:

«5» - 1abOpaTOPHOE 3aHSITHE BHITIOTHEHO MOJIHOCTHIO, STAIbI BEITOTHEHUS PAOOTHI, aITOPUTMBI
U TEOPETUYECKUN MaTepual 3alicaHbl B TETPaib, CTYJACHT OTBEYAET HA BCE BOIIPOCHI MPEO1aBaTEsI
o TeMe paboTEHI.

«4» - 1a00paTOPHOE 3aHITHE BHIIIOTHEHO MOJIHOCTHIO, 3TAIbl BHIIOTHEHHS paOOThI, AITOPUTMBI
Y TEOPETUUYECKHUM MaTepral He MOJHOCTHIO 3alMCaHbl B TETPab, CTYJICHT 3aTPYAHICTCS OTBEYaTh HA
BOIPOCHI IPETIOAABATENS IO TeME pabOTHI.

«3» - mabopaTopHOE 3aHITHE BBINOTHEHO Ha 70% U OoJiee, 3Tarbl BHITOJIHEHUS PabOTHI, alro-
PUTMBI U TEOPETUYECKUI MaTepUall 3alliCaHbl B TETPa/lb HE B MOJHOM 00BEME, CTYIEHT HE OTBEYAET
Ha BCE BOIIPOCHI MPETO/IaBATEIsI 10 TeME PabOTHI.

«2» - 1abopaTopHOE 3aHATHE BBINOIHEHO MeHe 70%.
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Tema 2.1 Ilepenaya JaHHBIX N0 CETH

JlabopaTopHoe 3ansiTueNe 7
Komanne! ynipasnenust Tabnunamu kommyrauuu MAC- u IP-anpecoB, ARP-tabmuiist
Hean: nzyunts npouecce ynpasienus Tadbaunamu MAC, IP u ARP.

Boinosnus padory, Bel Oyjaere:
ymemy:

V.1 Opranu3oBbiBaTh U KOHPHUTYPUPOBATH KOMITBIOTEPHBIE CETH.

MarepuasibHoe o0ecnieueHue:

Kommyrarop DES-3828 1 wr.

Pabouas crannus 2 IIT.

KaGenn Ethernet 2 miT.

KoHconsHEbIH Kadenb 1 mr.
3amanue:

1 TloaxirounTe CTaHIMK K KOMMYTaTOpY, Kak IIOKa3aHO Ha CXEMe.
2 TlompoOyiiTe HAWTH COOTBETCTBHE APECOB MOIKIIOYCHHONW CTaHIMU B Tabmwuie. YTo BB Ha-
osronaere?

K1
' IP: 19216804
e

Kafens
Ethormaetl Kommytarop

Mopr 1 I7:192.168.0.5

L o ]
‘;Eﬁl:l.iillgll. S
MNopr 2
KoMcor s Kalens
rabers Ethemet
N2

- 102 168.0.3

3 3anummre TEOPUIO B TETPAh M 3AIIOJTHUTE TAOIHUILY:

Komanna Hasnauenue

showfdb

showfdbmac_address00-03-
47-BD-3F-57

showfdbvlandefault

showfdbport2

showfdbaging_time

configfdbaging_time

clearfdball

Co3gague cTaTHYECKOW 3anncH B
tabaue MAC-aapecos

[IpocMOTp cTaTHyecKkux 3amuceil B
tabaue MAC-aapecos

[IpocMoTp craruyeckor 3amucu
tabmuiel MAC-aapecoB Ha 3ajaH-
HOM TIOpTE

YaanuTe CTaTHYECKYIO0 3aluch W3
tabimiel MAC-aapecoB
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showipfdb

show ipfdb ip_address

ITpocmotp ARP-Tabmutier

Haiintu B ARP-Tabnuue conocras-
snenus IP-MAC no ykazanHomy IP-
ajpecy:

[Ipocmotpute B ARP-Tabnuie Bce
conocrasiienust [P-MAC na wun-
tepderice System

cleararptable

createarpentry192.168.0.3 00-
50-BA-00-07-36

showarpentrystatic

YaanmuTh CTaTUYECKYIO 3aluch W3
ARP-Ta0muust

showarpentrystatic

Kparkue TeopeTuyeckue cBeJIeHH:

[Tepenaua kaaApoB KOMMYTAaTOPOM OCYIIECTBIISIETCSA HA OCHOBE TaOIUIbl KOMMyTanuu. Tabnuma
KOMMYTAIlUd MOKET CTPOHUTHCS KOMMYTaTOpPOM aBTOMATHUYECKH, HA OCHOBE TUHAMHYECKOTO H3yde-
HUsE MAC-aipecoB HCTOYHUKOB MOCTYHAIOIIUX Ha MOPTHI KaJpOB, UM CO3/1aBaThCsl BPYUHYIO aMHU-
HUCTPATOpOM ceTH. KOMMyTaTophl TPEThETO YPOBHS TAKKE IMOAICPKHBAIOT TAOIHIIBI KOMMYTAIHU
IP-anpecoB, KOTOpble CO3at0TCS AMHAMHUYECKU Ha OCHOBE m3yueHus IP-anpecoB mocrynarommx kaj-
pOB.

ARP-tabnuma kommytaropa xpanut comnoctasienue IP- u MAC-aapeco. ARP-tabauma mo-
KET CTPOUTHCSI KOMMYTAaTOPOM JUHAMHUYECKU B Ipoluecce uzydenus ARP-3ampocoB u oTBeTOB, nepe-
JlaBaeMbIX MEXAY YCTPOMCTBAMM IMOJKIOYEHHBIMU K €r0 MOpTaM, WM CO3/1aBaThCsl BPYUHYIO aIMHU-
HUCTPATOPOM CETH.

VYmenue pabotats ¢ Tabnunamu kommyTtanuu 1 ARP-tabnuieil mo3BosseT quarHocTUpoBaTh
npo0sieMbl, BO3HUKaOIIKME B ceTu, Harmpumep, ataku ARP Spoofing, a Takxe oTciexuBaTh aKTHB-
HOCTb MOJIb30BaTeNeH.

Xoa padoThi:
1. TIpocmotpure comepxxkumoe Tadbmuisl MAC-aapecos:
showfdb
2. OmnpeznenuTe MOPT KOMMYTATOPa, K KOTOPOMY TOAKIIOUEHO YCTPOMCTBO ¢ n3BecTHHIM MAC-
anpecoM (B kauectBe MAC-anpeca BBenute peanbHblii MAC-anpec I1K1):
showfdbmac_address00-03-47-BD-3F-57
3. Tocmotpute cnmucok MAC-aapecoB ycTpoiicTB, mnpuHamiexanmx VLAN mno ymomdaHuio
(defaultVLAN):
showfdbvlandefault
4. Tlocmotpure MAC-anpeca ycTpoiCTB, U3y4eHHbIE TOPTOM 2:
showfdbport2
5. Ilpocmorpute Bpems HaxoxaeHus 3anucu B Tadiaune MAC-aapecos:
showfdbaging_time
6. M3menute Bpems HaxoxaeHus MAC-aapeca B Tabmiuie 10 350 ceKyH/I:
configfdbaging_time350
7. Ynmanwrte BCe TMHAMHUYECKH CO3/aHHbIe 3anmucu u3 Tabmuisl MAC-aapecos: clearfdball
8. Cospaiite ctatuueckyro 3anuch B Tabmuie MAC-aapecoB (B kauectBe MAC-anpeca BBeauTe
peanbubiit MAC-anpec [1K2) na nopre 2:
createfdbdefault00-03-47-BD-01-11port2
9. TIpocmoTtpute cTarmueckue 3amucu B Tadbmuie MAC-anpecos:
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showfdbstatic

10. IlpocmoTpuTe cratuyeckue 3anucu Tadbauis MAC-aapecoB Ha nopre 2:

show fdb static port 2

11. Y nanure cratudeckyro 3anuck u3 Tadmuiel MAC-anpecos:

deletefdbdefault00-03-47-BD-01-11

12. IlpocmoTtpuTe conepxumoe Taduuisl MAC-aapecos:

showfdb

13. IlpocmoTpuTe Tabmuiy kommyranuu [P-aapecos:

show ipfdb

14. HaiiguTe nopt KOMMyTaTopa, K KOTOPOMY MOJKIIOYEHO YCTPOMUCTBO ¢ onpesesieHHbIM [P-anpecom

show ipfdb ip_address 192.168.0.4

15. IIpocmoTpute ARP-Tabnuiy:

show arpentry

16. Haitnute B ARP-Tabmure conocraBnenus [P-MAC no ykazannomy [P-anpecy:

show arpentry ipaddress 192.168.0.3

17. Ilpocmotpute B ARP-Tabnuie Bce conocrapnenus [IP-MAC na untepdeiice System:

show arpentry ipif System

18. Y ganure Bce TMHAMUYECKH co3/laHHbIe 3anucu u3 ARP-taGnuib:

clear arptable

19. Y6enureck, 4To BCe TUHAMHYECKHE 3alIMCH U3 TAOJIULbI YAaIEHBI:

show arpentry

20. Cozpaiite cratnueckyro 3anuck B ARP-tabnuue (B kauectBe MAC-anpeca ykaxkure MAC-aapec
[1K2):

create arpentry 192.168.0.3 00-50-BA-00-07-36

21. IIpocMOTpHUTE CO3AHHYIO CTaTHUECKYIO 3amuch B ARP-tabmume:

show arpentry static

22. Y panurte cratuveckyro 3anuch u3 ARP-Ta0nuiisr:

delete arpentry 192.168.0.3

23. IIpoBepbTe, YTO 3aNKCH yIAICHA!

show arpentry static

24. V3menuTte BpeMs HaxoxaeHus 3amucu B ARP-ra6mne 10 30 munyT (110 ymordanuio 20 MUHYT):

config arp_aging time 30

25. TIpoBepbTe BBHIMTOTHEHHBIE HACTPOUKH:

show arpentry

®opma npeacTaBiaeHus pe3yJbTaTa: OTUYET B TETPAaH

Kpurtepuu ouenku:

«5» - m1abopaTOpHOE 3aHATHE BBIIOJHEHO MOJIHOCTbIO, ATAIBI BBIMOJIHEHUS pab0ThI, aITOPUTMbI
¥ TEOPETHUECKUI MaTepuall 3alTMCaHbl B TETPab, CTYICHT OTBEUAET Ha BCE BOIPOCHI MPETIOAaBaATEIS
10 TeMe paboTHI.

«4» - mabopaTopHOE 3aHATHE BBHITIOTHEHO MMOJIHOCTHIO, 3TAIBI BBIOJIHEHHS PA0OTHI, aITOPUTMBI
U TEOPETHUYECKUI1 MaTepua He MOJHOCTBIO 3alIUCAHbI B TETPa/ib, CTYAEHT 3aTPyHIETCS OTBEYATh Ha
BOITPOCHI NTPETIOIaBaTEIIS TI0 TeEME PaOOTHI.

«3» - nabopaTopHoe 3aHsTHE BhINOTHEHO Ha 70% 1 GoJiee, Tarbl BBIMOJIHEHUS paboThl, aro-
PUTMBI M TEOPETUIECKUI MaTepHall 3aliCaHbl B TETPAIb HE B IOJTHOM 00bEMe, CTY/IEHT HE OTBEYAET
Ha BCE BOINPOCHI MIPEI0IaBaTeNs M0 TeMe pabOThI.

«2» - 1abopaTopHOE 3aHSTHE BBINOIHEHO MeHe 70%.
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PA3JIEJI 2 TIPOTOKOJIBI IEPEJJAYU JTAHHBIX
Tema 2.1 Ilepenaua 1aHHBIX MO CETH

JlaGopaTopHoe 3ansiTueNe 8
VYnpagiieHre ceThio ¢ ucnoib3oBanueM Texuosoruu Single IP Management

eab: HAyYUTHCS YIPABISITH CETHIO C UCTIONB30BaHUEM TexHooruu Single [P Management.

Boinosainus pa6ory, Bel Oynere:

ymemy:

V.5 Pabotats ¢ MpOTOKOIaMH pa3HbIX YPOBHEH (Ha MpHMEpe KOHKPETHOTO CTEKA IPOTOKOJIOB:
TCP/IP, IPX/SPX);

V.6 YcraHaBimBarh 1 HaCTPauBaTh TapaMeTPbl IPOTOKOJIOB.

MarepunanbHoe obecnieyeHue:

Kommyrtarop DES-3828 1 .
Kommyrarop DES-3010G 2 wr.
Pabouas cranuus 2 1mT.

Ka6ens Ethernet

3aganue:
1 ITocTpoiiTe TOMOJOTHIO CETH

i

DES-3828

nK1 nK2
IP:10.1.1.100/8 IP:10.1.1.101/8
MAC: 00-50-BA-00-00-01 MAC: 00-50-BA-00-00-02

2 BpInosIHATE HACTPOUKY KOMMYTATOPA.

Xoa pa0doTbi:

1. IMocTpoiiTe TOMOJIOTHIO CETH, MOKA3aHHYIO Ha PUCYHKE.

2. Hactpoiite kommytarop DES-3828 kak KOMaHIHBIII KOMMYTAaTrop BHUPTYQJIbHOTO CTEKa, a
kommyTatopsl DES-3010G kak KOMMyTaTOpbI-KaHIUAATHI.

3. Ucnonn3ys BeO-uaTepdeiic ympasinenuss DES-3828, BoiBeanuTe KapTy CeTH, MOCTPOCHHYIO
KOMMYTaTOpOM.

4. 3apucyiiTe KapTy Ce€TH, IOCTPOEHHYIO KOMMYTaTOPOM U OTBETHTE Ha CIEAYIOLINE BOIPOCHI:

v [Toyuemy Ha TOMOJIOTUH CETH HE OTOOPAKAIOTCS KOMITBIOTEPHI?

v KakoBa npornyckHasi CHOCOOHOCTb BCEX JTMHUNA CBA3U?

v Mac-anpec kommyratopa DES-3828

®opma npeacTaBaeHus pe3yJabTaTa: OTUYET B TETPAIH

Kpurepun ouenku:

«5» - m1abopaTOpHOE 3aHATHE BBIITOJHEHO MOJIHOCTbIO, ATAIBI BBIMOJIHEHUS paboThI, aITOPUTMbI
¥ TEOPETHUECKUI MaTeprall 3allMCaHbl B TETPalb, CTYJACHT OTBEYAET Ha BCE BOMPOCHI MPETOAaBATEIS
10 TeMe paboTHI.

«4» - n1abopaTOpPHOE 3aHITHE BBITOIHEHO TIOJTHOCTHIO, ATAITBI BBITIOIHEHUS pabOTHI, alTOPUTMEI
U TEOPETHUYECKUI1 MaTepuall He MOJIHOCTBIO 3allUCaHbl B TETPa/ib, CTYIEHT 3aTPYyIHIETCS OTBEYATh Ha
BOITPOCHI MTPETIOaBaTEIIs IO TeEME PaOOTHI.

33



«3» - nabopaTopHoe 3aHsTHE BbIOIHEHO Ha 70% u Oosiee, 3Tarlbl BHITOJIHEHUS padOThI, alro-
PUTMBI U TEOPETUUECKUN MaTepHal 3arucaHbl B TETPAIb HE B TIOJHOM 00beMe, CTYACHT HE OTBEYaeT
Ha BCE BOIIPOCHI NMPENOoaBaTes o TeMe paboThl.

«2» - nabopaTopHOE 3aHATHE BBIOTHEHO MeHe 70%.
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Tema 2.1 Ilepenaya 1aHHBIX MO CETH

JlaGopaTopHoe 3ansaTHeN: 9
YipasiieHre 1oJ0CoN IPOITYCKaHUs

Leab: HACTPOUTH OTPaHUYCHHUE MOJIOCHI TIPOITyCKaHusl Ha kommyTtarope D-Link.

Boinosinus pa6ory, Bel Oynere:

ymemy:

- ¥.5 PaboTath ¢ MpoTOKOJIaMH Pa3HbIX YPOBHEH (Ha MpUMeEpe KOHKPETHOTO CTEKa MPOTOKOJIOB!
TCP/IP, IPX/SPX);

- V.6 YcranaBnMBaTh U HACTpauBaTh IapaMeTpbl IPOTOKOJIOB.

MarepunanbHoe obecnieyeHue:

KommyraTop DES-3828 1 .

Pabouyas crannms 2 IT.

KabGeins Ethernet 2 1T.
3aganue:

1 ITocTpoiiTe TOMOJIOTHIO CETH.

Brogawmi/mcxoaawmii Brogawumi/vcxkogaw mi
=5/5 Méur/c =5/5 Méur/c
=B '
DES-38228  Mopr1 Mopr 3

— Ty T =

SN . Sotees sceeee TF
Mopr 2 MNopt B

BroaAwui/Mcxoaawmi + Brogauui/uckon AW
=5/5 Méur/c =10/2 Méur/c

2 BBINONHUTS 33/1aHUE 110 HACTPOMKE OrpaHUYEHHUs TIOJO0CHI IPOITYCKaHHS

Kparkue TeopeTnueckue cBeIeHH:

CoBpeMeHHbIE KOMMYTATOPBI MO3BOJIAIOT PETYIMPOBATh MHTEHCHUBHOCTH Tpauka Ha CBOMX
MOpTax ¢ 1eNbio obecreueHrs PyHKIUN KauecTBa 00CITyKUBAHUS.

JIist yrpaBieHusl TIOJIOCOM MPOITyCKaHUs BXOJSIIEr0 U UcxoAsiiero Tpaduka Ha moprax Ether-
net kommyraropsl D-Link mognepxuBator Gpynkuuto BandwidthControl, kotopas ucnosnb3yer mexa-
Hu3M TrafficPolicing. AaMuHHCTpaTOp MOXET BPYYHYIO YCTaHABIUBATh TPEOYEMYIO CKOPOCTh CO-
eIMHEHHUs Ha TTOpTe B Auana3oHe oT 64 KOuT/c 10 MakCuMaabHO MOAAEPKUBAEMON CKOPOCTH MHTEP-
¢eiica c marom 64 Kour/c.

Xon paboTsr:
1. HactpoiiTe nosocy npormyckaHust Ha nmoptax 1-4 paBHoi SMOUT/C 11 BXOASIIETO U UCXO-

Jsmero Tpapuka

config bandwidth_control 1-4 rx_rate 5120 tx_rate 5120
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2. HactpoiiTe mosocy mpomyckanusi Ha mopre 6 paBnHoit 10 MOut/c ans Bxonsmero u 2
Mobut/c nns ucxozsiero Tpaduxa

config bandwidth_control 6 rx_rate 10240 tx_rate 2048

3. IlpoBepbTe BHIMOIIHEHHBIE HACTPOUKH

Show bandwidth_control 1-10

4. Tlonxmrounte cranuuu [1IK1 u ITIK2 x mopram 8 u 10 u ckavaiite daiin pazmepom 50 M6 co
cranuuu IIK1 na cranmuio IIK 2 wu oOparHo. 3anummrte Bpemsi mnepenaun (aiina (B CeKyH-

J1ax)

5. [Monkmrounte crannuto 1K1 k moprty 1, moBTopuTe cKaunBaHue. 3alUIIUTE BpEMs Mepeia-

un (aiina (B cekyHaax)

6. [Monkmrounte cranuuto 1K1 x mopty 6, mOBTOpUTE CKauMBaHUE. 3alUIINTE BPEeMs mepesa-

yn Qaiina (B ceKyHIax) . Uro BbI HaOmoMaeTe?

®opma nmpeacTaBieHus pe3yJbTaTa: OTYET B TETPAAN

Kpurtepuu ouenku:

«5» - 1abopaTOPHOE 3aHATHE BHIIOJIHEHO MOJHOCTHIO, 3TAIBI BBITTOJIHEHUS paOOTHI, alTOPUTMBI
¥ TEOPETHUECKUI MaTepuall 3allMCaHbl B TETPab, CTYACHT OTBEYAET Ha BCE BOIPOCHI MPETMOIaBaTEs
10 TeME pabOTHI.

«4» - nabopaTOpHOE 3aHATHE BBIITOIHEHO MOJTHOCTHIO, ATAIIBI BBITIOJIHEHUS pab0ThI, aITOPUTMBI
Y TEOPETUYECKHI MaTeprall He TIOJTHOCTBIO 3alMCaHbl B TETPa/ib, CTYJCHT 3aTPYAHSACTCS OTBEYaTh Ha
BOTIPOCHI MTPETIOIaBaTENs IO TeME PaOOTHI.

«3» - nabopaTopHoe 3aHsTHE BhINOJHEHO HAa 70% 1 GoJiee, 3Tarbl BBINOJIHEHUS paboThl, ajro-
PUTMBI M TEOPETUYECKUI MaTepHall 3aliCaHbl B TETPAIb HE B TIOJTHOM 00bEMe, CTYJCHT HE OTBEUACT
Ha BCE BOINPOCHI IIPEIo1aBaTeNs Mo TeMe pabOThlI.

«2» - 1abopaTOpHOE 3aHIATHE BBINOIHEHO MeHe 70%.
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Tema 2.1 Ilepenaya 1aHHBIX MO CETH

JlaGopaTopHnoe 3ansaTueNe 10
ArperupoBaHue KaHaJIOB

Heab: u3y4nTh HACTPOUKY JMHAMHYECKOTO arperupoBaHus KaHAJIOB HAa kommyTtaropax D-Link.

Boinosinus pa6ory, Bel Oynere:

ymemy:

- ¥.5 PaboTath ¢ MpoTOKOIaMH Pa3HbIX YPOBHEH (Ha MpUMepe KOHKPETHOTO CTEKa MPOTOKOJIOB!
TCP/IP, IPX/SPX);

- V.6 YcranaBnMBaTh U HACTpauBaTh IapaMeTphbl IPOTOKOJIOB.

MarepunanbHoe obecnieyeHue:

KommyrtaTop DES-3528 nnun DES-3810-28 2 1mT.

Pabouas cranmus 3 .

KoHconpHbI Kabenb 2 1IT.

KaGenn Ethernet 7 1.
3amanue:

1 ITocTpoiiTe TOMOJIOTHIO CETH.
2 BeINOMHUTE HACTPOUKY KOMMYTATOpAa.

Cepsep
IP: 10.1,1.250/8

l.’\:-uw 1-5]

(O e o ¢ L] 2 1)
AL COCHOCOON DI A0 i

N 4

Mopt 1 KommyraTop 1

ArperpoBaHHbIn
Kauan

Kommyrarop 2

v -

(SR9SE23I0 CII0SUES S
OO

cooclooool 00 On

DI
I-"h;m. 1-8) | Nopr 10 | Mopt 18

MK 1 ! ' nKk2

101118 o,

KpaTkue Teopernyeckue cBeieHUA:

ArperupoBanue kananoB cBsa3M (Link Aggregation) — 3To 00beIlMHEHNE HECKOIBKUX (hr3nue-
CKUX MOPTOB B OJIHY JIOTMUYECKYIO MarucTpaib Ha KaHaibHOM ypoBHe Mojenu OSI ¢ nensto oOpaso-
BaHUs BBICOKOCKOPOCTHOTO KaHajla Mepefadn JaHHBIX U MOBBIIIEHUS OTKa30yCTOHYUBOCTH.

Bce n30bpITOUHBIE CBSA3M B OJJHOM arperupoBaHHOM KaHajle OCTAalOTCs B pabO4YeM COCTOSTHHM, a
uMeroiics Tpaduk pacupeensercs MeXy HUMU JUIs JOCTHXKEHUs! OaJaHCHUpOBKU Harpys3ku. [lpu
OTKa3e OJHOM W3 JIMHUH, BXOJAIIMX B TAKOH JOrMYECKUil KaHall, Tpaduk pacnpeaensercs MexXay oc-
TaBUIMMUCS JTUHUSMHU.

Bxrou€HHBIE B arpernpoBaHHbIN KaHajl IMOPTHI HA3bIBAIOTCS WIEHAMU I'PYIIBI arpErupoBaHUs
(Link Aggregation Group). OauH U3 MOPTOB B IPYIINE BHICTYNAET B KAUeCTBE MacTepa-nopra (master
port). Tak Kak Bce MOPThI arperMpOBAHHON T'PYIIIIBI JOJDKHBI pab0TaTh B OJHOM peKuUMe, KOHPUrypa-
1Sl MacTepa-nopTa pacnpoCTPaHsIETCs Ha BCE MOPTHI B TPYIIIIE.

BaXHBIM MOMEHTOM TIpH peanu3aiui 00beANHEHH TOPTOB B arperupOBaHHBINA KaHAII SBJISET-
csl pacnpezeneHue Tpaduka no HUM. Beibop nmopra a1 KOHKPETHOTO CeaHca BBIIIOIHSIETCS HA OCHOBE

(il i [
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BBIOPAaHHOTO AJrOpUTMa arperupoBaHUs MOPTOB, T.€. HA OCHOBAaHMH HEKOTOPBIX NMPU3HAKOB IMOCTY-
NAKOIINX MAaKETOB.

B xommyTtaropax D-Link mo ymomdanuto ucnonb3yercs anroputMm mac source (MAC-aapec
HMCTOYHHKA).

[IporpamMmmMHoe obecrieuenne kommyraTopoB D-Link moanep:kuBaer ABa THUIa arperupoBaHUsS
KaHaJIOB CBSI3U: CTATHUYECKOE U JUHaMmuueckoe, Ha ocHoBe ctannapta IEEE 802.3ad (LACP).

[Ipu craTryeckoM arperupoBaHUU KaHAJIOB (MCHOJB3YETCS MO YMOJIYaHUIO), BCE HACTPOMKHU
Ha KOMMYTaTOpax BBIIOJHSAIOTCS BPYYHYIO, U OHHM HE JIOMYCKAIOT JUHAMUYECKUX U3MEHEHUH B arpe-
THPOBAHHOW TpymIe.

Jljia opranu3anuy JTMHAMHUYECKOr0 arperupoBaHus KaHAJIOB MEX/1y KOMMYTaTOpaMy U IPYTHU-
MH CETEBBIMU YCTPOWCTBAMHU UCIIOJIB3YETCS IPOTOKOJI YIPABJICHUS arperupoBaHHbIM KaHaioMm — Link
Aggregation Control Protocol (LACP). IIpotokon LACP omnpezensier METO yIpaBiIeHUsI 00bearHE-
HUEM HECKOJBKUX (PU3UYECKUX MOPTOB B OAHY JIOTHUECKYIO TPYIITY U MPEIOCTABISET CETEBBIM YCT-
poiicTBaM BO3MOXHOCTh aBTOCOTJIACOBAHUS KaHAJIOB, MYTEM OTIPABKH YIPABISIIOIIUX KaJpOB MPOTO-
kona LACP HenocpencTBeHHO MOAKIOYEHHBIM ycTpoiicTBaM ¢ nojanepxkkoil LACP. IlopTsl, Ha KO-
TOPBIX aKTUBH3UPOBaH NMPoTokod LACP, MoryT ObITh HACTPOEHBI AJisi PadOTHI B OJTHOM M3 JIBYX pe-
KMMOB: aKTUBHOM (active) uian maccuBHOM (passive). [Ipu paboTe B aKTHBHOM PEXHME MOPTHI BHI-
MOJHSAIOT 00pabOTKY M PacChUIKY YIPaBIAOMUX KaapoB npoTokoia LACP. [Ipu pabore B maccuBHOM
PEXHMME MTOPTHI BBITIOJHSIOT TOJIEKO 00paboTKy yrpasistomux kaapos LACP.

Jlyig co3iaHusg UCKYCCTBEHHOM HArpy3KM Ha KaHal CBS3H MEXAY KOMMYTaTOpamH, MpPH BbI-
MIOJTHEHUH JIAOOPAaTOPHON pabOTHI Oy/IET MCIIOJIb30BaThCS Mporpamma iperf.

Iopsiaok BbINOJIHEHUS PA0OTHI:
Hacrpoiika kommyTartopa 1
Co3paiite rpyIny arperupoBaHus KaHAJIOB:
createlink aggregationgroup idltypelacp

Bxmrounrte noptel 1-8 B rpymmy arperupoBaHMsi KaHaioB M BelOepuTe MopT 1 B KadecTBe macrepa-
nopra:
configlink aggregationgroup idlmaster port 1 ports 1-8stateenabled

HactpoiiTe moptsl Ha paboTy B TACCUBHOM PEXHUME:
configlacp port 1-8 modepassive

IIpoBepbTE BBINIOJIHEHHBIE HACTPOMKHU:
showlink aggregation

[IposepbTe pesxum padotel LACP Ha mopTax KOMMYyTaTOpOB:
showlacp port

[TocMoTpuTE TEKYIINK aNrOPUTM arperupOBaHMs KaHAJIOB:
showlink aggregationalgorithm

HactpoiikakommyTartopa 2
Co3paiterpynmnyarperupoBaHusIKaHaJIOB:
createlink aggregationgroup idltypelacp

Brxrounte moptel 1-8 B rpymmy arperupoBaHusi KaHAIOB M BbIOepuTe MOPT 1 B KayecTBe MacTepa-
nopra:
configlink aggregationgroup idlmaster portlportsl-8stateenabled

HactpoiiTe mopTel Ha paboOTy B aKTUBHOM PEKUME!
configlacp portl-8modeactive
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[IpoBepbTe BBINIOJIHEHHBIE HACTPOMKHU:
showlink aggregation

[TpoBepbTe pexum padotsl LACP Ha mopTax KOMMYTaTOpPOB:
showlacp port

IMoaxarounTe KOMMYTaTOPbI 4 Kaﬁe.]'[ﬂMI/I, KaK MoKa3aHo Ha cxeMe. U3 HaCTPOGHHOﬁ rpynibl
MOJKHO HCII0JIb30BATh JII00bIE MmOopThI.

3anyctute nporpammy iperf Ha ITK, BBINOIHSIONIETO POJIb CepBepa:
iperf -s-u

3anycture nporpammy iperf va I[IK1 u [1K2:
iperf-cl10.1.1.250-11-t1000-r-u-b10M-P5

Bo Bpems Tecta npoBepbTe 3arpy3Ky MOPTOB HA 00OMX KOMMYTaTOPaX:
showutilizationports

UYro BbI HabmonaeTe? 3arpyska Tpaduka nepepacnpesensercs Mexay kaHanamu? CKOJIBKO OJHOBpe-
MEHHO COEJIMHEHHUI y4acTBYyeT B nepenade? [louemy?

®opma nmpeacTaBieHus pe3yJbTaTa: OTYET B TETPAAN

Kpurtepuu ouenku:

«5» - 1abopaTOPHOE 3aHATHE BHIIOJIHEHO MTOJHOCTHIO, 3TAIBI BBITTOJIHEHUS paOOTHI, AT OPUTMBI
¥ TEOPETHUECKUI MaTepuall 3alTMCaHbl B TETPab, CTYICHT OTBEUAET Ha BCE BOIPOCHI MPETIOAaBATEIS
10 TeMe paboTHI.

«4» - n1abopaTOpHOE 3aHIATHE BBITOJHEHO TOJTHOCTHIO, ATAITBI BBITIOIHEHUS pabOThI, alITOPUTMBI
U TEOPETHUECKUI1 MaTepuall He MOJIHOCTBIO 3allUCaHbl B TETPa/ib, CTYI€HT 3aTPYyIHIETCS OTBEYATh Ha
BOITPOCHI NTPETOIaBaTelIs IO TeMe PadOTHI.

«3» - nabopaTopHOe 3aHsTHE BhINOTHEHO Ha 70% 1 GoJiee, 3Tarbl BBIMOJIHEHUS paboThl, ajro-
PUTMBI M TEOPETUYECKUN MaTepHal 3alrucaHbl B TETPAIh HE B TIOJTHOM 00beMe, CTYACHT He OTBEYaeT
Ha BCE BOINPOCHI MIPEIo1aBaTeNs Mo TeMe pabOThlI.

«2» - 1ab0opaTOpPHOE 3aHIATHE BHIOIHEHO MeHe 70%.
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Tema 2.1 Ilepenaya 1aHHBIX MO CETH

JlabopaTopHoe 3ansiTHeNe 11
Hactpoiika VLAN na ocHoBe cranaapta IEEE 802.1Q. Komanas! nporokona GVRP

Heab: n3yunts Texnonoruto VLAN u e€ HacTpoiiky Ha kommyTtaropax D-Link, u3yuuts mpo-
11ecC AMHAMUYECKOTO TpoaBrkeHus nHbopmaruu o VLAN B ceTu.

Boinosnus padory, Bel Oyjaere:

ymemy:

- V.5 Pabotath ¢ mpoTOKOJIaMU pa3HbIX YPOBHEH (Ha MpUMepe KOHKPETHOTO CTEKa MPOTOKOJIOB:
TCP/IP, IPX/SPX);

- V.6 YcTaHaBnMBaTh U HACTPAUBaTh MapaMETPhI IIPOTOKOJIOB..

MarepuajibHoe o0ecnieyeHue:

Kommytarop DES-3528 unu DES-3810-28 2 wr.
Pabouas crannus 4 mrr.
KonconsHEbIH Kadennb 2 1IIT.
Kab6ens Ethernet 5 mrr.
3apanue:

1 ITocTpoiiTe TOMONOTHIO CETH.

Comarytamey 1 s

e

3.X ;I.n.
Fw v e [ el

AN
VLAN V2

= R s e
LIX 11l 1LIX]
0 !! g

2 BpInosIHATE HACTPOUKY KOMMYTATOPA.

Kparkue Teopernueckue cBenenmsi:BupryanbHas nokanpHas cerb (Virtual Local Area
Netwrok, VLAN) mnpencrasiser co00ii KOMMYTHPYEMbIil CETMEHT CETH, KOTOPBIH JIOTHYECKH BbIJIC-
JIeH MO BBIMOJHAEMBIM (YHKIHAM, pabOYuM IpyIaM MU MPHIOKEHHUSIM, BHE 3aBUCUMOCTU OT (HU-
3MUYECKOTr0 PacIoI0KEHUs MoJIb30BaTeNneil. BupTyanbHble JTOKaIbHBIE CETH 00IaJal0T BCEMH CBOMCT-
BaMH (PM3MYECKHUX JIOKAJIbHBIX CEeTeH, HO paboune CTAaHIMU MOXXHO I'PYNIIUPOBaTh, JaXe €CIU OHU
(U3U4ecKn pacIoyIoKEHbl HE B OJJHOM CErMEHTE, T.K. JII00O0H MOPT J1I000ro KOMMYyTaTopa MOYKHO Ha-
CTPOUTH Ha NpHUHAIE)KHOCTH onpenenéHHoi VLAN. Ilpu 3ToM ofHOaApecHBIH, MHOTOAAPECHBIH U
HIMPOKOBEIIATENbHBIN TpapuK OyIeT mepenaBaThbCsi TOJBKO MEXKIY pabOYMMH CTaHIMSIMH, MpUHA-
nexamumu onHoit VLAN. Kaxnas VLAN paccMmarpuBaeTcs Kak Jiorndeckas cetb. Kanpel, npeana-
3HA4YECHHBIEC CTAHIMAM HE NpUHAJUIeKauM 1aHHOM VLAN, 10oKHBI ITepeaBaTbes 4epes MapupyTh-
3UpyIolIee YCTPOUCTBO (MapLIpyTH3aTOp UM KOMMYTaTop 3-ro ypoBHs). Takum oOpazom, ¢ Momo-
b0 BUPTYaJbHBIX CE€TE pemnraercs MpolieMa OrpaHMYEeHUN MpH Nepeaade MHUPOKOBENaTeIbHbBIX
KaJIpOB U BBI3BIBAEMBIX UMH MOCJIEACTBUN, KOTOPHIE CYIIECTBEHHO CHMKAIOT IPOU3BOJUTEIBHOCTD
CETH, BBI3BIBAIOT IIMPOKOBEUIATENIBHBIEC IITOPMBI.

OcHoBublie onpeneienus IEEE 802.1Q:
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« Tag (Ter) — gomoaHUTENBHOE TIOJIC MAHHBIX JUTMHOW 4 OaiiTa, comeprkariee WHPOPMAIIUIO O
VLAN (unentuduxarop VLAN (12 6ur), mone mpuopurera (3 Oura), moje WHAMKATOpPA
KaHoHuuyeckoro ¢opmara (1 6ut)), mobasissemoe B kaap Ethernet;

. Tagging (MapkupoBka Kajpa) — rmpoiiecc Jo0apieHus nHGopManuu (Tera) 0 MPUHAIICKHOCTH
Kk 802.1Q VLAN B 3aroioBok Kajipa;

« Untagging (Y aanenue tera us kajapa) — npoiiecc usiedenus nadopmarmu 802.1Q VLAN u3
3arojioBKa Kajpa;

o Ingress port (BxomgHoif mopT) — HOPT KOMMYTaTropa, Ha KOTOPBIA IOCTYHArOT KaJpbl, U
MPUHUMAETCS pellieHre 0 MpUuHaIIeKHOCTH VLAN;

. Egress port (BeixogHoit mopT) — mopT KOMMYTaropa, ¢ KOTOPOTO KaJphl IMepenarTcs Ha
JpyTUe CEeTeBbIe YCTPOWCTBA (KOMMYTATOpHI, paboyne CTaHIMHM) U HA HEM, COOTBETCTBEHHO,
MIPUHUMAETCS PELICHUE O MApKUPOBKE KaJipa.

JIr060it mopT KOMMyTaTOpa MOXKET ObITh HACTPOCH Kak tagged (MapKUpPOBAHHBIN) WK Kak UN-
tagged (memapkupoBanHbiii). @yHknus untagging mo3BoisieT padoTaTh C TEMU YCTPOHCTBAMH BUP-
TYaJIbHOM CETH, KOTOPbIC HE IOHUMAIOT TEroB B 3aroyioBke kajpa Ethernet. ®ynkuus tagging mo-
3BoJisieT HacTpauBaTh VLAN Mexny HECKOJBKMMHM KOMMYTATOPAMH, OIIEPKUBAIOLIUMU CTaH-
napt IEEE 802.1Q, noaxmitouats ceTeBbie ycTpoiicTBa, nonuMatonue [EEE 802.1Q (mampumep,
cepBephl ¢ ceTeBbIMHU HHTepdeiicamu ¢ moanepxkkoit 802.1Q), obecriednBaTh BO3MOXKHOCTH CO3/1a-
HUS CJIOXKHBIX CETEBBIX UHPPACTPYKTYP.

Iopsiaok BbINOJIHEHUS PA0OTHI:
[TpoBepbTe U 3aMUIINTE TOCTYIHOCTh COEIMHEHUS MEXKY pabOYNMH CTaHIIUSIMU KOMaHI0H ping:
ping<IP-address>

— orlIK1 kIIK 2, I[IK3 ulIK 4
— orIIK2kIIK 1,IIK3 ulIK 4

Hacrpoiika kommyrartopa 1
¥ nanure noptsl kommyraropa 3 VLAN 1o ymosuaHutio 1Ji UX UCIoNIb30BaHus B Apyrux VLAN:
configvlandefaultdeletel-16

Hacrpoiite nopt 25 mapkupoBaHHbIM B vlan default:
configvlandefaultaddtagged 25

Cospnaiite VLAN v2 u v3, no6asbte B coorBeTcTBytone VLAN nopThl, KOTOpble HEOOXOIUMO Ha-
CTPOHTH HEMapKUpOBaHHBIMH. HacTpoiiTenopt 25 MapKupoBaHHBIM:

createvlanv2tag?

configvlanv2adduntaggedl-38

configvlanv2addtagged?25

createvlanv3tag3
configvlanv3adduntagged 9-16
configvlanv3add tagged 25

[TpoBepnTe HacTpoiiku VLAN:
showvlan

IToBTOpPUTE NMpOLEAYPY HACTPONKH AJIsI KOMMYTaTopa 2.

[TpoBepbTe TOCTYIHOCTh COETUHEHUS MEK Y pa0OUMMHU CTAaHIIUSIMU KOMaHJI0M ping:
ping<IP-address>
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— orlIK1 k IIK 3 Hoctynen

— or[IK2 x [IK4 Hoctynen

— ot IIK1 x IIK2 u IIK4 He nocrynen

— ot IIK2 x IIK1 u IIK3 He nocrynen
3aganue:

1 ITocTpoiiTe TOMONOTHIO CETH.

T | v | v, [ @ bl
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2 BhINONHUTE HACTPOMKY KOMMYTaTOpa.
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Kparkue TeopeTnyeckue cBeieHUs:
Cy1ecTBYIOT JIBa OCHOBHBIX cI0c00a, MO3BOJISAIONIMX YCTaHABIMBATh 4IeHCTBO B VLAN:
cratnyeckue VLAN;

nuHamudeckue VLAN.

B cratnueckux VLAN yCTaHOBJIEHHE WICHCTBA OCYIIECTBIIAETCS BPYUHYIO aJIMUHUCTPATOPOM
cetd. IIpu M3MeHEeHHM TOMOJIOTUU CETH WM MEepPEeMELIeHNH MoIb30BaTeNsl Ha Ipyroe pabodee MecTo,
aJIMMHHUCTPATOPY TpedyeTcss BPYUHYIO BBINOJHATH NMPHUBA3KY nopra K VLAN g KaKAoro HOBOIO
COETUHEHMUSI.

UnenctBo B quHamuueckux VLAN MoXeT ycTaHaBIMBaThCs AMHAMHUYECKHM HAa OCHOBE MPOTO-
koina GVRP (GARP VLAN Registration Protocol). IIporokon GVRP onpeaensier cnoco0, mocpeact-
BOM KOTOPOTO KOMMYTaTopbl oOMeHHMBatoTcs uH(popMmarueid o cetd VLAN, 4yToObl aBTOMaTH4YeCKU
3apeructpupoBath wieHoB VLAN Ha moprtax Bo Bcei ceTu. OH MO3BOJISET TUHAMUYECKH CO3/aBaTh U
ynanate VLAN crangapra IEEE 802.1Q Ha marucTpainpHbIX MOpTax, aBTOMATHUUYECKU PETHMCTPUPO-
BaTh U uckiIoyath arpudbyTel VLAN (non peructpauueir VLAN nonpaszymeBaercs BKIIOUEHHUE [TOPTa
B VLAN, nox uckitouenuem — ynaienue nopra u3 VLAN).

[Tporokon GVRP ucnone3yer coobmenus GVRP BPDU (GVRP Bridge Protocol Data Units),
pacceutaemble Ha MHoroaapecHblii MAC-aapec 01-80-C2-00-00-21 st omoBemieHust  yCTPOMCTB-
MOJMUCYUKOB O PA3JINYHBIX COOBITHSX.
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[TopT ¢ mopnepxkon nporokosia GVRP noakmoyaercs k cetu VLAN ToJIbKO B TOM ciiydae, ec-
JIM OH HENOCPEACTBEHHO IOJIydaeT onoBelleHue o Hel. Eciau nopt ¢ mognepxkkoit npotokona GVPR
IepeIaeT OMOBEIIEHUE, MMOJIYYEHHOE OT APYroro mopra KOMMYTaropa, OH HE MOJAKIIYAETCS K 3TOH
cetu VLAN.

I'maBHas nens nporokoja GVRP — mo3BosmTh KOMMyTaTOpaM aBTOMATHYECKH OOHApPYKHBATh
uHpopmarmio o VLAN, koTopast mHa4e T0JDKHA OblIa Obl OBITH BPYYHYIO CKOH(UTYpUpPOBaHA Ha Ka-
XKI0M KoMMyTtatope. Hambomnee panmoHalibHO HCMONb30BaTh NpoTokod GVRP Ha MaructpanbHbBIX
KOMMYTaTopax Ui JUHAMUYECKOH mepenaun uHpopmanuu o cratndeckux VLAN Ha ypoBeHb JoC-

Tyma.
Iopsiaok BbINOIHEHUS PA0OTHI:

Hacrpoiika kommyTaTopa 1
VY nanute noptel KoMMyTatopa u3 VLAN no yMoa4aHuio )11 MX UCI0JIb30BaHMs B Ipyrux VLAN:
configvlandefaultdeletel-24

Coznaiite VLAN v2 u v3, no6aBbte B cooTBeTcTBYyOmUe VLAN mopThl, KOTOpble HEOOXOAUMO Ha-
CTPOUTH HEMapKHUpoBaHHbIMU. HacTpoiite moptsl 25-26 MapKUpOBaHHBIM:

createvlanv2tag?

configvlanvZ2adduntaggedl-8

configvlanv2addtagged 25-26

createvlanv3tag3
configvlanv3adduntagged9-16
configvlanv3addtagged 25-26

IIpoBeprte HacTpoiiku VLAN:
showvlan

Hactpoiite o6bsiBnenne o VLAN v2 u v3:
configvlanv2advertisementenable
configvlanv3advertisementenable

Brxurounte paboty nportokona GVRP:
enablegvrp

YcTaHoBUTE BO3MOXKHOCTb NMpuéMa U otipaBku MH(Gopmarun o VLAN yepes nopra 25-26 koMMmyTa-
TOpa:
configport vlan 25-26 gvrp stateenable

IToBTOpHTE NpOLEAYPY HACTPOMKH VI KOMMYTaTopa 2.

Hacrpoiika kommyTartopa 3
Bxmrounte paboty npotokona GVRP:
enablegvrp

YcTaHOBUTE BO3MOXKHOCTB ITpHeMa U oTrpaBku HHPopmanuu o VLAN depe3 Bce HOPTHI KOMMYTAToO-

pa:
configport vlanallgvrp stateenable

[Iposeprte HacTpoiiku VLAN Ha kommyraTope 3:
showvlan
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[Iposeprte coctostnne GVRP Ha noprax kommyraropos 1, 2, 3:
showport vlan

3anummTe Bamm HaOmonenus: Ha kommymamope No3 enanwt V2, V3 cozoanucoy OuHamuiecku, u 00o-
basunucy 8 me2uposaHHom sude Ha nopmul 25,26.

[IpoBepbTe TOCTYITHOCTH COSTUHEHUS MEX Y paOOYMMH CTaHIIUSIMU KOMaHI0H ping:
ping<IP-address>

- otlIK1 xI1IK 3
- ot [IK2 x [IK4

dopma npeacTaBIeHus pe3yJbTaTa:0TyeT B TETPAIU

Kpurepum ouenku:

«5» - 1abOpaTOPHOE 3aHSITHE BHITIOTHEHO MOJIHOCTHIO, STAIbI BEITOTHEHHS PAOOTHI, AITOPUTMBI
U TEOPETUUYECKUN MaTepuai 3aliCaHbl B TETPa/ib, CTYJCHT OTBEYAET HA BCE BOMPOCHI MPEoiaBaTeis
0 TeMe paboTEHI.

«4» - 1abOpaTOPHOE 3aHITHE BHIIIOTHEHO MOJHOCTHIO, 3TAIbI BHITOTHEHHS PAOOTHI, AITOPUTMBI
U TCOPCTHUYECKUN MaTeprall He TIOJHOCTHIO 3aIIMCAHbI B TETPa/ib, CTYJCHT 3aTPYIHICTCS OTBEYATh Ha
BOMPOCHI IPETOAaBATENs 0 TeME padOTHI.

«3» - T1abopaTopHOE 3aHITHE BBINIOTHEHO Ha 70% W OoJiee, 3TaIbl BHITOJIHEHUS PabOTHI, allro-
PUTMBI U TEOPETUYECKUI MaTepUall 3alliCaHbl B TETPA/lb HE B MOJHOM 00BEME, CTYIEHT HE OTBEYAET
Ha BCE BOIIPOCHI NPENOIaBaTeNs 10 TEME PabOThI.

«2» - 1abopaTopHOE 3aHATHE BBINMOIHEHO MeHe 70%.
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Tema 2.1 Ilepenaya 1aHHBIX MO CETH

JlabopaTopHoe 3aHsiTHeN? 12
OrpanudeHue aAMUHUCTPATUBHOTO JOCTYIIA K YIIPABJIECHUIO KOMMYTAaTOPOM.

Heab: U3yunTh MEXaHU3Mbl OIPAHMYEHUS AJMUHUCTPATUBHOTO JIOCTYIA K YIPABICHUIO KOM-
MYyTaTOpOM.

Boinosnus padory, Bel Oyjaere:

Ymemn:

- V.5 Pabotath ¢ mpoTOKOJIaMU pa3HbIX YPOBHEH (Ha MpUMepe KOHKPETHOTO CTEKa MPOTOKOJIOB:
TCP/IP, IPX/SPX);

- V.6 YcraHaBiaMBaTh U HACTpauBaTh MapaMeTphbl IPOTOKOJIOB.

MarepuajibHoe o0ecnieyeHue:

Kommyrarop DES-3828 1 wr.

PaGouas cranuus 2 MIT.

KaGenn Ethernet 2 mIT.

KoHconbsHEbI Kabennb 1 mr.
3apanue:

1 IToctpoiite TOMOJIOTUIO CETU

DES 3828 IP: 192.168.37.111

- TR
- et YTV W

KoHconbHbIN
kabens

Kavent MK1
IP: 132.168.37.101/24 IP: 192.168.37.102/24

2 BeINoOMHUTE HACTPOUKY KOMMYTATOpA.

Kparkue TeopeTrnueckue cBeIeHH:

B coBpeMeHHBIX CeTsAX, 0COOEHHO B CETSIX MPOBAWIEPOB YCIYT, HEOOXOIUMO OCYIIECTBISAThH HE
TOJILKO 3aIIUTy TIEPUMETPA CETH U OTPAaHHUYCHHS Tepeiayn TpauKa, HO U KOHTPOJIb HaJl KOHCOJISIMU
yIpaBJIEHUS] aKTUBHBIM 000pYZ0BaHMEM, MUHUMU3UPOBAThH JOCTYIl K CPEACTBAM YIPABICHUS, y4YeT-
HBIM aIMUHUCTPATUBHBIM 3aITUCSIM KOMMYTaTOPA.

e SSL (SecureSocketslayer, ypoBeHb 3alUIIEHHBIX COKETOB) — KPUOTOKpapUUECKHIA
MIPOTOKOJI, obecneunBarouii 0e30macHyro nepenady qaHHbIX o cetu Uurepuer. [pu
€r0 HWCIIONB30BAaHUM CO3MIAETCS 3alIUIIEHHOE COCNWHEHHE MEXIy KIUCHTOM W
cepBepoM. Mcnonb3yercst mu@poBaHUE C OTKPBITBIM KJIHOYOM JUIS HOATBEPIKICHUS
MOJUTMHHOCTH OTIPABUTENS U MOTyJIaTesl.

Hns nocryna k Web-cTpaHunam, 3alMIIEHHBIM IPOTOKOIOM SSL, B agpecHoi cTpoke Opay-
3epa BMecTo 00bIYHOrO npedukca http, npumensiercs npedukc https, yka3plBaomuil Ha TO, 9YTO OyJeT
ucnonb3oBathesi SSL-coequnenue. Cranaaptaeiii TCP-opT mia coeuHeHus Mo MpoToKoy https —
443, Jnst paboter SSL TpeOyercs, 9ToObI Ha cepBepe uMeics SSL-cepTudukar.

e SHH (SecureShell, «be3omacHast o0oyouka») — CETEBOW MPOTOKON MPHKIATHOTO
YPOBHS, TO3BOJISIIOLIMI MPOM3BOAUTH  yAaJ€HHOE YIpaBJICHHWE ONepalMoHHON
cucremoit. CxojieH 10 (PyHKIIHOHAIBHOCTH ¢ MPOTOKOjoM Telnet, Ho. B oTiwmuune ot
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Hero, mudpyeT Bech Tpaduk, BKIOUas W nepenaBaeMble maponu. SHH momyckaer
BBIOOp pa3NUYHBIX anropuTMoB mudpoBanus. SHH nmosponser 6e3omacHo nepenaBaTh
B HE3AIIMIIICHHON Cpeie MPAKTUIECKH JIFOOOH IPYroi CETeBOM MPOKOJI.

IHopsinok BbINOJIHEHHUS PA0OTHI:

How

9.

10.

Hacrpoiika «noBepennoro y3mna» (Trusted Host)na DES 3828

Hacrpoiite IP-anpec uaTepdeiica ynpaBieHUs: KOMMYyTaTopa:
configipifSystemipaddress 192.168.37.111/24

Co3paiiTe 10OBepeHHYIO pab04yI0 CTaHIUIO, C KOTOPOI pa3peuieHo ynpaBieHue
KOMMYTaToOpOM

create trusted _host 192.168.37.101

[TocMOTpHTE CIIMCOK JOBEPEHHBIX Y3JIOB CETH showtrusted_host
[IpoBepbTe BO3MOXKHOCTD yrpaBieHus: kommyTtaTopom co cranuuii [TIK U TTK1
telnet 192.168.37.111

3anumure, 4To BhI HAOIOJacTe

VY aanute 10BEPEHHYIO CTAHIIUIO YITPABICHHSI deletetrusted_hostipaddr 192.168.37.101
Co3zpaiite ceTb, U3 KOTOPOU pa3pelIeHo yIpaBieHue KOMMYTaTOpPOM

createtrusted _hostnetwork 192.168.37.0/24

[IpoBepbTe BO3MOXKHOCTD ypaBieHus: komMmyTaTopoM co cranuumii [1IK U TTK1

telnet 192.168.37.111

3anuiuTe, YTO BBl HAOIIO1aeTe

Y,Z[aJ'II/ITe CCTh, U3 KOTOpOfI pa3peuicHo ylpaBJICHUC KOMMYTATOPOM
deletetrusted _hostnetwork 192.168.37.0/24

Buunmanue! [Tocne coznanus [P-aqpecoB qOBEPEHHBIX CTAHIUI UM CETECH yIPaBICHUS YIIPABICHUE
KoMMmyTaTopoM depe3 Web-unrtepdeiitic nnm uepes Telnet OymeT 70CTYTHO TOIBKO € ATUX CTAHIIUMA
i ceteil. MakcuManbHOE KOJIMYeCTBO 00beKTOB yrpasieHus — 10.

2.Bxutouenue pexuma mudpoBaHus naposei yueTHbIX 3anucei B KOHQUIypalnoOHHbIX popmax

11.

12.
13.

14.
15.

16.
17.

18.

19.

13.
14.

Co3naiiTe y4eTHYIO 3alKCh MOJb30BaTes Swadmin

createaccountadminswadmin
[TocMoTpHUTE CO3MaHHYIO YUETHYIO 3allHCh show account
[TocmoTpute nHpoOpMaLMIo U CIOCOO XpaHEHUs Taposiel B KOH(DUTypaIllMOHHOM (Qailie
showconfigcurrent_config
BxirounTe xpanenue napoeit B ammppoBanHoM Buge  enablepasswordencryption
[TocmoTpuTe THYOPMALIUIO U CITOCOO XpaHEHHUs Tapojiei B KOHPUTypallMOHHOM (aiie
showconfigcurrent_config
OTKITI0YNTE PEKUM UGB POBAHUS TTAPOICH disablepasswordencryption
HemmdpyiitTe maposb yaeTHOU 3anmucu swadmin B KOHGUTYparimoHHOM daiiie
configaccountswadminencryptplain_textdlink
[TocmoTpuTe BBINOIHEHHE AeIU(DpOBaHUS
showconfigcurrent_config
3anuimre, 4YTo BbI HAOJIIOMaeTe

3.HacrpotikaWeb-koucomu (1o mpotokosy SSL)

Bruttounte pexxum SSL (mpu 3ToM aBTOMATHUYECKH OyaeT oTKiItoueH peskum Web) enablessl
[ToripoOyiiTe 3aiiTh Ha caiT yepe3 koncoas SSL https://192.168.37.111
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15. Kaxkoii BbI cetaere BBIBOI?

3anummure
4.Hactpoiika Secure Console (SSH)

6. Bxmounre ¢pynknuo SSH enablessh

7. TlpoBepbTe BKIIOYEHUE BCTPOCHHOTO cepBepa SSH showsshserver

8. Msmenute mnepuon BpeMeHH cMeHBl kimoued SSH (1o ymomyaHuio KJIIOYM HHKOT/Ia He
U3MEHSIOTCS) configsshserverrekey 10min

9. CkoHburypupyiTe HACTpPOWKH mojb3oBareiss SSH (ydeTHas 3amuch TOJB30BATENs YKe
JIOJKHA OBITH CO3/1aHa) configsshuserdlinkauthmodepassword

10. IIpoBepbTe BOZMOKHOCTh YIPABICHUS KOMMYTaTopoM uepe3 SSH-KoHCOb.
3anoHMTE B TETPAAH TaOIHUILY.

Komanna Haznauenue

create trusted host

showtrusted host

delete trusted_hostipaddr

createtrusted hostnetwork

delete trusted hostnetwork

Createaccount

show account

showconfigcurrent_config

disablepasswordencryption

enablessl

enablessh

show ssh server

config ssh serverrekey 10min

®opma npeacTaBIeHUs pe3yJbTaTa: OTIYET B TETPAIH

Kpurepun onenkn:

«5» - m1abopaTOpHOE 3aHIATHE BBITOIHEHO TOJTHOCTHIO, ATAITBI BHITIOIHEHUS pabOThI, aITOPUTMBI
U TEOPETHUYECKUIl MaTepual 3arucanbl B TeTPajb, CTYAEHT OTBEYAeT Ha BCE BOIPOCHI MpenoiaBaTes
1o TeMe paboTHI.

«4» - nabopaTOpHOE 3aHATHE BBIIOJHEHO MOJIHOCTbIO, ATAIBI BBIMOJIHEHUS pab0ThI, aITOPUTMbI
¥ TEOPETHUECKUI MaTeprall He MOJIHOCTHIO 3alTUCAHbI B TETPa/Ib, CTYACHT 3aTPYIHSAETCS OTBEYATh Ha
BOIIPOCHI MTPEToiaBaTess Mo TeMe PadOThlI.

«3» - nabopaTopHoe 3aHsATHE BhIMOTHEHO Ha 70% 1 OoJiee, ITarbl BHITTOJIHEHUS pa0OThI, ajlro-
PUTMBI U TEOPETUUECKUI MaTepual 3arrcalbl B TETPab HE B IIOJIHOM 00beMe, CTYACHT He OTBEYaeT
Ha BCE BOIIPOCHI MPETIOIaBaTeNsl 10 TeME PadOTHI.

«2» - nabopaTopHOE 3aHATHE BBINOIHEHO MeHe 70%.
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Tema 2.2 CeTeBble apXUTEKTYPbI

JlaGopaTopHoe 3ansaTHEN? 13
Komanael MoHUTOpHUHTa
Ilesib: M3y4YHTH OCHOBHBIC KOMAH/IbI MOHUTOPUHTA paboThl KoMMyTaTopoB D-Link.

Boinosnus padory, Bel Oyjaere:
ymemy:

V.7 O6HapyXuBaTh U YCTPAHATh OIIUOKHU MPH TIepeiave TaHHbIX.

MarepuasibHoe o0ecnieueHue:

Kommyrarop DES-3828 1 wr.

Pabouas crannus 2 IIT.

KonconbHbi kadennb 1 mT.

KaGenp Ethernet 2 M.
3amanmne:

1 [TocTpoiiTe TOMOJIOTHUIO CETH.
2 BhINONHUTE HACTPOIKY KOMMYTaTopa.

DES 3828 IP: 192.168.37.111

N . Sisas ssssss m=

: MopT2 MopT 21
KoHConbHbIN
kabens Kabenb
Ethernet
= =
MK MnK1
IP: 192.168.37.101 IP: 192.168.37.102

KpaTKne TCOPETUICCKHUE CBCACHUA

MOHI/ITOpI/IHF pa60TOCHOCO6HOCTI/I KOMHLIOTCpHOﬁ CECTH SABJIACTCA OYCHb BAXXHBIM 3JICMCHTOM

YIpaBJICHUA CCTBIO. On no3Bosser 6LICTp0 JIOKAJIN30BaTbh np06neMy, HaWTH HCTOUHHMK cOos. Ilo-

CMOTPETH 3arpy3Ky CE€TH, OIICHUTh BO3MOXKHOCTh MacIITAOUPOBAHUS CETH.

HOpﬂ)IOK BbIIIOJTHCHHUA paﬁDTI)I:

HOCMOTpI/ITe CTaTUCTHUKY O IMAaKETax, N€p€aaBacMbIX U IPUHUMACMBIX ITIOPTOM 2 KOMMYTAaTopa:

showpacketports2

Ilpumeuanue: oanHas KOManOa No360.sem Onpeodesimy KOIUYeCmeeHHble XapaKmepucmuku nepeoa-
8aeMblX 00HOAOPECHBLX, MHO20AOPECHBIX U WUPOKOBEUAMelbHbIX NaKemos. B ciyuae 6o3nuxknogenus
6 cemu OONBLUIO2O KOAUHECMBA WUpoKogewamenvbHoco mpaguxa (boree 15% om nepedasaemozo),

Heobxo0uUMo nposecmu anaiuz cemu Ha Hajiudue DOS-amaxu unu HeucnpaesHocmu.

[TocmoTpuTe cTaTUCTHKY 00 OIMOKAX MepeaaBaeMblX U MIPUHUMAEMbIX TOPTOM MAKETOB:
showerrorports2
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Ipumeuanue: danHas KoManoa nO360Jsem onpeoesimos OWUOKY nepeoasaemvix OAHHbIX U JIOKAAU30-
8amuv npodIeMvl 8 KOMMYMUPYeMOU cemu.

O'-H/ICTI/ITG CYETYMKU CTATUCTUKHU HA IOpTC:
clearcountersports2

Ilpumeuanue: 6 cnyyae ycmpameHus 8bla61eHHbIX OUUOOK UIU NPOBEPKU OMUEMA 3a2pY3KU NOPMO8,
MOJCHO OOHYIUMD Yemapesuiue OanHble.

[Tocmotpute 3arpy3ky LIITY kommyTraropa:
showutilizationcpu

Buumanmue: B cinyuae muurensHoi 3arpy3ku CPU 6onee 90%-100% HeoOX01uMo IpOBEPUTH
CIIEYIOIINE XapaKTEPUCTUKU:

1. Bo3aMokHbBIE aTaku HA KOMMYTaTop, HeMpaBUibHas HacTpolika ceT. JlanHasa mpobiie-
Ma MOXeT ObITh pelieHa nyTéM BriroueHus ynkuu Safeguard Engine.

2. HenpaBunwsHas Hactpoiika ACL unm npyrux QyHKIUNA KOMMYTaTOpa, BIUSIOMIMX Ha
MPOU3BOAUTENBHOCTD U padboty CPU.

3. HexoppextHas pabota 10 (Firmware) kommyTaropa mnpu paboTe HEKOTOPBIX (DyHK-
nui. Jlanaas npo6iema MoxeT ObITh perieHa myTéM ooHoiienus 110 kommyTartopa.

[TocMoTpuTe 3arpy3Ky MOpTOB KOMMYTATOpa:
showutilizationports

ngMel{aHue: C NOMOULbIO OAHHOU KOMAHObL MOINCHO nocmompembs 3acpy3Ky nopmoe Kommymanmopa
U 00veM NPUHUMAEMO20 U NEPedasaemo20 UM mpagpuka 8 CeKyHoy.

[TocmoTpute xKypHan paboTsl KOMMYTaTOpa:

showlog

[TocMoTpuTe )KypHAI paboThl KOMMYTATOpa ¢ onpeseaeHHoro nuaekca (ID):

showlogindex 5

Ouucrture XypHan paboThI:
clearlog

HpOTeCTI/Ipyf/'ITe COCTOAHUEC MCIHBIX Ka6en6171, HOI[KJII-O‘{éHHLIX K IIOpTaM KOMMYTaTopa:
cable_diagportsall

IIpumeyanue: Oannas GyHKYus no3eonsem onpeoerums COCmosHue nap, NOOKNOUYEHHO20 K NOpmy
KOMMYymamopa mMeoHo20 Kabens, a makaice e2o 01uny. Qyukyus onpedeisiem ciedyioujue nospexcoe-
Hus kabens: pazomxkHymas yens (Open Circuit) u kopomrxoe 3amvikanue (Short Circuit).

®opma npeacTaBiaeHus pe3yJbTaTa: OTUYET B TETPAaH

Kpurepun ouenkmn:

«5» - m1abopaTOpHOE 3aHATHE BBITOJHEHO MOJIHOCTbIO, ATAIBI BBIMOJIHEHUS paboThI, aITOPUTMbI
U TEOPETHUYECKUI MaTepuall 3allucaHbl B TETPajb, CTYIEHT OTBEUAET Ha BCE BOIPOCHI MPETOAaBATENS
0 TeMe paboTHI.

«4» - n1abopaTOpHOE 3aHATHE BBIITOJHEHO MOJIHOCTbIO, ATAIBI BBITOIHEHUS paboThl, aITOPUTMBI
Y TEOPETHUECKUI MaTeprall He MOJIHOCTHIO 3allUCAaHbl B TETPA/ib, CTYICHT 3aTPYIHIECTCS OTBEYATh HA
BOIIPOCHI MTPETo1aBaTess o TeMe PabOTHlI.

«3» - nabopaTopHoOe 3aHATHE BhIMOTHEHO Ha 70% 1 OoJiee, ATarbl BHITTOJHEHHS pa0OThI, ajlro-
PUTMBI U TEOPETUUECKUI MaTepUal 3arrcalbl B TETPab HE B IIOJIHOM 00bEME, CTYICHT HE OTBEYAET
Ha BCE BOIPOCHI MPEIOIaBaTENs 10 TEME paOOTHI.

«2» - nabopaTopHOE 3aHATHE BBIOTHEHO MeHe 70%.
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Tema 2.2 CeTeBble apXUTEKTYPbI

JladopaTopHoe 3ansiTueNe 14
Criucku ynpasJieHHs JOCTYIIOM

Ileab: HACTPOUTH CIIUCKU YIIPABICHHS JOCTYIIOM Ha KommMytatope D-Link, ucrons3ys B kade-
ctBe KputepueB punbTpanuun MAC- agpec.

Boinosinus pa6ory, Bel Oynere:
ymems.

¥.7 ObHapyXuUBaTh M YCTPAHSTH OMIMOKH MPHU Iepeiave JaHHBIX.

MarepunanbHoe obecnieyeHue:

Kommyratop DES-3528 1 .

Pabouyas crannms 3 miT.

KoHcobHEIH Kabeab 1 .

Kab6emnn Ethernet 3 miT.

HHTepHeT-1u1103 1 .
3aganmue:

1 [TocTpoiiTe TOMOJIOTUIO CETH.
2 BhINONHUTE HACTPOMKY KOMMYTaTOpa.

VisTepset-winns
IP; 10.1,1.25424
MAC: 00-50-BA-99.29.09 @
. «
KoMmyTarop 1 MNopr 1 MK1 NMK2: gocryn

- "’T‘x 7 B ViMTepeT paspeem
M 1 A

e
: h-;zuyik.-‘.r.-agﬂw._mwt' Do B0 =

Dpyrwe NK. gocryn
Nopr2 ré MNopr 26 B Mrepuer Janpeuem
LA e
1 MK2 K3
IP. 10.1.1.100/24 P 10.1.1.10124 IP:10.1.1.1
MAC: 00-50-ba-11-11-11  MAC: 00-50-ba-22-22-22 MAC: 00-50-ba-33-33-33

KpaTkue Teopernyeckue cBeieHUA:

Crnucku ynpasnenus nocrynom (Access Control List, ACL) sBusitoTcst cpenctBom QuibTpa-
IIUM [TOTOKOB JAaHHBIX 0€3 MOTEepPH MPOU3BOAUTENBHOCTH, T.K. IIPOBEPKA COAECP)KUMOTO MAKETOB JaH-
HBIX BBINIOJHSETCS Ha anmnapaTHOM ypoBHE. OUIbTPYs MOTOKH AAHHBIX, aAMUHUCTPATOP MOKET Orpa-
HUYWUTH THUIBI NPUIOKEHUH, Pa3pellEHHBIX U1 HMCIIOJIB30BaHMUS B CETH, KOHTPOJIMPOBATh JOCTYII
M0JIb30BATENEH K CETH U ONpPEAENsATh yCTPOUCTBA, K KOTOPBIM OHU MOTyT nojakiouatecs. Taxke ACL
MOTYT UCIIOJIb30BaThCs s onpeneneHust monutuku QoS, myrém kinaccupukanuu tpaduka u nepe-
OIIpEJIEJIEHUs €r0 IPUOPUTETA.

ACL mnpencTaBisitoT co00i MOCIeI0BaTEIbHOCTh YCIOBUH MPOBEPKH MapaMeTpoB MAaKETOB
naHHbIX. Korjga coobiienus mocTynaT Ha BXOAHON uHTepdelic, KoOMMYyTaTop MPOBEPSET MapaMeTphl
[AKETOB JIaHHBIX Ha COBIMAJICHUE C KPUTEPHSIMU (PUIbTpaluu, onpenenéHasiMu B ACL u BbImosHseT
HaJ MakeTaMu oJ1HO u3 aerctBuii: Permit (Paspemmts) nnu Deny (3anpetuts).

Criucku ynpaBieHHs JOCTYIIOM COCTOST M3 mpoduieit noctyna (Access Profile) u mpasun
(Rule). [Ipodunu goctyna onpeaensoT TUIIbI KpUTepueB GUIbTpaLid, KOTOPbIE JOHKHBI IPOBEPSITh-
cs B makere AaHHbIX (MAC-anpec, IP-anpec, Homep nmopta, VLAN u T.11.), a B IpaBWIaX yKa3bIBaroT-
Csl HETIOCPEICTBEHHbIEC 3HAUCHUS UX napaMeTpoB. Kaxapiil mpoduis MOXKET COCTOSTh U3 MHOKECTBA
IIPAaBUIL

B xommyratopax D-Link cymecTtByer Tpu Ttuna npoduneit nqocryna: Ethernet, IP u Packet

Content Filtering (¢unprpamus mo coaepxuMomy makera).
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Iopsiaok BbINOJIHEHUS PA0OTHI:
Pazpemuty nmonw3oBatensim [IK1 u TIK2 goctynm B MHTEpHET, OCTalbHBIM MOJIB30BATENISM
noctyn B Uuteprer 3anperuts. [lonpzoBarenn uaentudummpyores no MAC-aapecam UX KOMITbIO-
TEPOB.

[IpaBuia:
Ilpasuno 1:

Ecnu MAC-anpec naznauenust = MAC-anpecy Murepuer-uuioza u MAC-aapec uctounnka = [1K1,
pa3pelInTh;

Eciiu MAC-anpec naznauenus = MAC-anpecy Unrtepuer-uuioza u MAC-aapec nucrounnka = [1K2,
pa3pelunTh;

Ilpasuno 2:

Ecmn MAC-anpec Haznauenus = MAC-anpecy MHaTepHET-1IITI03a, 3aTIPETHUTh;

Ilpasuno 3:

Wuade, 1o yMOT4YaHUIO pa3peliuTh JOCTYII BCEM y3J1aM.

Buumanue! 3amennre yka3anuble B komanaax MAC-aapeca Ha peanbuble MAC-aapeca
padounx cranuuii 1 UHTEepHeT-1LII03A.

Ilpasuno 1

Coznaiitenpodunbaocryna 10:

createaccess profile profile id 10 profile name 10

ethernetsource macFF-FF-FF-FF-FF-FFdestination macFF-FF-FF-FF-FF-FF

Cosnatite paswmio s npodwis 10, paspemaromiee nocryn 1K1, moakmouénnoro k nopty 2, B MH-
TEpHET:

configaccess profileprofile idlOaddaccess idllethernetsource mac00-
50-ba-11-11-1ldestination mac00-50-ba-99-99-99portl2permit

Cospaiite npasuio g npoduist 10, pazpematomee goctyn [1K2, noakmouennoro k nopry 8, B n-
TEpHET:

configaccess profileprofile idlOaddaccess idlZethernetsource mac00-
50-ba-22-22-22destination mac00-50-ba-99-99-99port8permit

Ilpasuno 2

Cosnatitenpodmibaocryna 20:

createaccess profile profile id 11 profile name 20
ethernetdestination macFF-FF-FF-FF-FF-FF

Coznaiite npasuio ans npoduis 20, 3amperniaroliee JOCTYI OCTaTbHBIM MOJIb30BaTeNsM B IHTepHeT:
configaccess profileprofile id 11

addaccess _id2lethernetdestination mac00-50-ba-99-99-99portl-10deny
Ilpasuno 3

Pazpemmre Bce ocTanbHOE:

Boinonusemcesa no YMOJIYARUIO

IIpoBepbTe coznannbie npopunu ACL:
showaccess profile

Uro Bbl Habmonaete? CkoybKo Mpoduiieil co3aano, CKOJIbKO B HUX MTPABUII?
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Ioaxmrounte crannuu 11K1 u I1K2, kak moka3zaHo Ha cxeMme
[Iporectupyiite coeauuenue 10 MHTEpHET-1ILII03a KOMaHI0! Ping.
Uro BeI HaOm0MaeTe?

[oaxmounte emé onHy padbouyro cranuuto, win noaxiaounte 1K1 u IIK2 x gpyrum nopram u no-
poOyHTE MOTYyUUTh JOCTYI K IHTepHET-IUTI03Y.
Yro BBl HaOMOAaeTe? 3aNUIIUTe, TOYEMY TaK MIPOUCXOIUT?

VY nanure npaBuiio u3 npoduist (Hanpumep, ais otkaoueHus [1K2 ot UatepHeT):
configaccess profileprofile idlOdeleteaccess idl2

VY nanute npoduns ACL (nanpumep, paszpemaromuii goctyn B Uatepuer cranmusm 1K1 u [1K2):
deleteaccess profileprofile idlO0

VY nanure Bce npodumu ACL:
deleteaccess profileall

®opma nmpeacTaBieHus pe3yJbTaTa: OTYET B TETPAAN

Kpurtepuu ouenku:

«5» - 1abOpaTOPHOE 3aHATHE BHITOJIHEHO MTOJHOCTHIO, 3TAIBI BBITTIOJIHEHUS paOOTHI, alTOPUTMBI
¥ TEOPETHUECKUI MaTepuall 3allMCaHbl B TETPab, CTYACHT OTBEYAET Ha BCE BOMPOCHI MPENOIaBaTEs
10 TeME pabOTHI.

«4» - nabopaTOpHOE 3aHATHE BHIITOIHEHO MOJTHOCTHIO, ATAIBI BBITIOJIHEHUS paboThI, aITOPUTMBI
U TEOPETHUECKUI1 MaTepuall He MOJIHOCTBIO 3allUCaHbl B TETPa/ib, CTYIEHT 3aTPYyIHIETCS OTBEYATh Ha
BOTIPOCHI MTPETIOIaBaTeNs IO TeME PaOOTHI.

«3» - nabopaTopHOe 3aHsTHE BhINOTHEHO Ha 70% 1 GoJiee, 3Tarbl BBIMOJIHEHUS paboThl, ajro-
PUTMBI M TEOPETUYECKUI MaTepHall 3alicaHbl B TETPAlb HE B IOJTHOM 00beMe, CTYJICHT HE OTBEUAET
Ha BCe BOINPOCHI MIPEIo1aBaTeNs Mo TeMe pabOThlI.

«2» - 1abopaTOpPHOE 3aHITHE BBINOIHEHO MeHe 70%.
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