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PazpaboTumk:
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H.A. KpuBopyuko

Meroandeckue yka3zaHus MO BBITTOJHEHHUIO MPAKTHYECKUX padoT pazpaboTaHbl HA OCHOBE paboueit
nporpammbl [IM.03 Texuudeckoe OOCITyKMBAaHHE UM PEMOHT KOMITBFOTEPHBIX CHCTEM W KOMIUICKCOB,
MJIK.03.01 Texnuueckoe oOCIyKMBaHUE U PEMOHT KOMIIBIOTEPHBIX CUCTEM U KOMILJIEKCOB.

ConepxaHre MPaKTUYECKUX PadOT OpPUEHTUPOBAHO HAa (OPMUPOBAHHUE OOMIMX M MPO(ECCHOHATHHBIX
KOMITCTEHIIMM I10 TIpOrpamMMe TIOATOTOBKH CIEIUAIMCTOB cpeaHero 3eHa 1o crerpanbHoctn 09.02.01

KOMHBIOTGpHBI@ CUCTEMBI U KOMIUICKCHI.
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1 BBEJAEHUE

BaxHyro yacth TeopeTuueckoil u npodecCHOHaJIbHOW MPAaKTUYECKOM MOATOTOBKU O0YYarOLIMXCS
COCTABJISIOT IPAKTUUECKUE 3aHATHUS.

CoctaB u copepkaHMe NPAKTHYECKUX 3aHATUN HalpaBlIeHbl Ha peanusanuio PenepalbHOTO
rOCYJapCTBEHHOTO 00pa30BaTEIbHOTO CTaHAAPTa CPEAHET0 MPOPECCHOHATBHOTO 00pa30BaHMS.

Benymeli  aunakTH4eckodl — LenIbl0  NPAKTUYECKUX  3aHATUH  sABiseTcs  (OpMHpPOBAHUE
poeCCUOHATBHBIX MPAKTUYECKUX YMEHUH (YMEHHIA BBIOJIHATH OINpEesICHHbIE JCHCTBUS, ONEpaluy,
HE0O0XO/AMMBIE B IOCIEYIOUIEM B MPO(ECCHOHAIBHONW IEATENbHOCTH) MM Y4eOHBIX HPAKTUYECKHUX
YMEHHH, HEOOXOIMMBIX B TIOCTEAYIONICH Y4eOHOM IeATEeThbHOCTH.

Benymenn [IUAAKTUYECKOM LENBI0 MPAKTHYECKUX 3aHATHNA SBISIETCA  DKCIEPUMEHTAIbHOE
IIOATBEP>K/ICHUE U POBEPKA CYILIECTBEHHBIX TEOPETUUECKUX MOJIO0KEHUH (3aKOHOB, 3aBUCHMOCTEMN ).

B cootBercTBUM C pabouedi mporpammoiri IIM.03 TexHuveckoe 0OCIy)XHMBaHHE W PEMOHT
KOMITBIOTEPHBIX cucTeM U  komriekcoB, MJIK.03.01 TexHuueckoe oOOCTyKMBAaHHE W PEMOHT
KOMIIBIOTEPHBIX CHUCTEM M KOMIUIEKCOB, pasfeny 4 KommbloTepHble CeTHM W TEICKOMMYHUKALUU
IIPEyCMOTPEHO IPOBEACHHUE MPAKTUUECKUX 3aHATUH.

B pe3ynbrare ux BBIIOIHEHUS, 00YYaIOLIHCs JOIKEH:

ymemb:

- OPOBOJIUTH KOHTPOJb, JHATHOCTUKY M BOCCTaHOBJIEHHE pPabOTOCIOCOOHOCTU
KOMITBIOTEPHBIX CUCTEM M KOMILJIEKCOB;

- IPOBOJIUTh CUCTEMOTEXHMUYECKOE OOCIIy)KUBAaHHE KOMIBIOTEPHBIX CHUCTEM U
KOMILJIEKCOB;

- IIPUHUMATh Y4acTU€ B OTJIAJKE U TEXHUYECKUX MCIBITAHUSIX KOMIIBIOTEPHBIX
CUCTEM U KOMILIEKCOB;

- UHCTAUIALUY, KOHQUIYPUPOBAaHMM UM HACTPOHKE OINEpallMOHHOW CHCTEMBI,
JIpaBEPOB, PE3UICHTHBIX IPOIPaMM;

— BBINOJIHATH PEriIaMEeHThl TEXHUKU 0€30IacHOCTH.

ConepkaHre TPaKTUYECKUX M JIAOOPATOPHBIX 3aHATHH OPHUEHTHPOBAHO Ha (HOPMUPOBAHHE OOIIMX
KOMIIETEHIIMI MO MpogeCcCHOHATBHOMY MOJYIIIO MPOrpaMMbl MOJTOTOBKH CHELMATCTOB CPEIHEro 3BEHa IO
CIIELIMATIBHOCTH Y OBJIA/ICHUI0 HPOeCcCUOHAIbHBIMU KOMNEMEHUUAMU.

I1K 3.1. I[IpoBOIUTH KOHTPOJb MapaMeTPOB, TUATHOCTUKY U BOCCTAHOBJIEHHE PabOTOCIIOCOOHOCTH
KOMITBIOTEPHBIX CUCTEM U KOMILJIEKCOB.

1K 3.2. [TpoBOIUTH CUCTEMOTEXHHUECKOE 00CITY)KHBaHUE KOMIIBIOTEPHBIX CUCTEM U KOMILJIEKCOB.

IIK 3.3. [IpuHumarh yyacTHe B OTJIQJAKE U TEXHUYECKUX HCIBITAHUSIX KOMIIBIOTEPHBIX CHUCTEM U
KOMIIJIEKCOB; MHCTAJUISLINHU, KOH(UTYPUPOBAHUH ITPOrPAaMMHOT0O 00eCIIeUeHusl.

A Taxxke GOPMHUPOBAHUIO OOUIUX KOMNEM EHYUIL:

OK 1 [Tonumatp CyHIIHOCTh M COLMAJIbHYIO 3HAUUMOCTh CBOEH Oynyiiel npodeccuu, IposBIsATh K
HEW yCTOWYUBBIN UHTEPEC.

OK 2 OpranuzoBbIBaTb COOCTBEHHYIO NE€ATEIbHOCTh, BBIOMPATh TUIIOBBIE METOJbI M CHOCOOBI
BBINOJIHEHUS TPO(ECCHOHANIBHBIX 3a/1a4, OLIEHUBATh UX 3(P(PEKTUBHOCTH U KaYECTBO.

OK 3 [IIpunuMare pemieHuss B CTaHAAPTHBIX M HECTAHJAPTHBIX CHUTYyallUsX W HECTH 3a HHX
OTBETCTBEHHOCTb.

OK 4 OcymiecTBiaTh MOUCK U HUCHOJIb30BaHHE MHPOpPMAINK, HEOOXOIUMOUN ISl 3P PEKTUBHOTO
BBINOJIHEHUST NTPOPECCHOHATBHBIX 33]1a4, MPO(PECCHOHAITBHOTO U JIMYHOCTHOTO Pa3BUTHSL.

OK 5 Hcnonbp3zoBaTh MHPOPMAIMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJIOTMHU B NPOQEeCcCHOHANIbHON
JESATENBHOCTH.

OK 6 PaboraTh B KOJJIEKTUBE M KOMaHje, 3pPEeKTUBHO OOIIaThCsl C KOJUIETaMH, PYKOBOJCTBOM,
NOTPeOUTENAMHU.

OK 7 Bbpatb Ha ce0si OTBETCTBEHHOCTh 3a pabOTy WIEHOB KOMaH/bI (MMOAYMHEHHBIX), PE3yJabTaT
BBITIOJTHEHUS 3a/1aHUH.

OK 8 CamocTosATenbHO OIpeAeNarTh 3aaadyd Mpo(ecCHOHATBLHOTO M JUYHOCTHOTO Pa3BUTHSA,
3aHUMAaTbCA CaMO00Pa30BaHUEM, OCO3HAHHO IJIAHUPOBATH TOBHIIIEHUE KBATU(UKALIH.

OK 9 OpuentupoBaTbCsi B YCIOBHUSIX YacTOW CMEHBI TEXHOJOTUH B MpodhecCHOHATHHON
NS TENIHOCTH.



BrinonHenne o00yJaronmMucs mpakTHYeCKUX u/uin gabopaTopHbix padot nmo [1IM.03 Texaudeckoe
oOCTy)XKMBaHHE W PEMOHT KOMIBIOTEPHBIX cucTeM u KomiuiekcoB, MJIK.03.01 Texnuueckoe
oOCITy’)KMBaHHE W PEMOHT KOMIBIOTEPHBIX CHCTEM M KOMIUIEKCOB, pazaeny 1 Texuuyeckoe
00CITy>)KUBAaHHE CPEJCTB BHIYMCIUTEIBHON TEXHUKU HAIPABIICHO Ha:

- 0000111eH1e, CUCTEMATH3AlINIO, YTITyOIeHHe, 3aKperieHIe, pa3BUTHE U ACTATU3ALIMIO [TOJTYyYeHHBIX
TEOPETUYECKHUX 3HAHHUI O KOHKPETHBIM TeMaM Y4eOHOU AUCHUTUINHBL;

- (bopmupoBaHMe yMEHHI NMPUMEHATH MOTYYCHHbIC 3HAHMS Ha MPAKTHKE, Pealn3allii0 €IUHCTBA
MHTEJUIEKTYAJIbHON U ITPAKTUYECKOU JEATENbHOCTH;

- (opmupoBanue U pa3BuUTHE YMEHHil: HaOIIONaTh, CPaBHHUBATH, CONOCTABIIATH, AHAIU3UPOBATH,
JenaTh BBIBOABI U OOOOIIEHUS, CAMOCTOSITEIbHO BECTU HCCIEIOBAHMS, MOJb30BAThCA Pa3TUUHBIMU
preMaMy U3MEepeHuit, 0popMIISTh pe3ynbTaThl B BUAE TaOJIHII, CXeM, IpauKOB;

- MpHOOpeTeHHe HaBLIKOB PAa0OTHI C pPa3NUYHBIMH MpHOOpaMu, ammapaTypold, YCTaHOBKaMH U
JPYTUMU TEXHUYECKUMU CPEICTBAMU JJIsl IPOBEACHUS OTBITOB;

- pa3BUTUE MHTEJUICKTYAIbHBIX YMEHMH y OyIylIMX CHEHUAINCTOB: aHATUTHUYECKHX,
MIPOEKTUPOBOYHBIX, KOHCTPYKTUBHBIX H JIP.;

- BBIpaOOTKY MpH PELICHUH MOCTaBICHHBIX 33/1a4 MPOGECCHOHATBHO 3HAYUMBIX Ka4eCTB, TAKUX KaK
CaMOCTOSITENIbHOCTh, OTBETCTBEHHOCTh, TOUYHOCTh, TBOPUYECKAsl MHUIIUATHUBA.

[pakTUyeckue 3aHATUS MIPOBOASATCS IMOCIE COOTBETCTBYIOILEH TEMbI, KOTOpasik 00ECIeYrBacT HAIMYUE
3HAHWH, HEOOXOTUMBIX JIIS €€ BBIIOJHEHHSI.



2 METOANYECKHUE YKA3AHUA

Tema 4.1. O01ue cBeieHUsI 0 KOMIIBIOTEPHOIl ceTH

IMpakTnyeckas padora Ne 1
IHocTpoenune cxembl KOMIbIOTEPHOH ceTH B cpere FPinger

Ilesb paGoThHI: 3HAKOMCTBO ¢ IIporpaMmMoii FPINger u moctpocHue cXxeMbl KOMITBIOTEPHOM CETH.

BbinosinuB padory, Bel Oyaere:
ymemy:

- BU3yaJIU3UPOBATh KOMIIBIOTEPHYIO CETh;
- OTCJICAUTH BKIIFOUCHHBIC KOMHBIOTCpBI;

MaTepI/laJILHOC o0ecneveHnue:
yqe6Ho-J1a6opaTopHLH71 KOMILIEKC «JIokanbHbIE KOMIIBIOTEPHBIC CETH»

ITopsinok BeINOJIHEHHS PadOTHI:
Friendly Pinger - »srto OecmiaTHoe mpWIOKEHHE s aJAMHHUCTPUPOBAHUS, MOHHUTOPUHra U
HWHBCHTapU3alluu KOMIIBIOTCPHBIX ceTeﬁ, IIO3BOJIACT BBIIIOJIHATE:

Busyanuzanuio KoMIbIOTEPHOH ceTH B aHUMallMOHHOM (hopme;
OTtobOpakeHue, Kakne KOMITBIOTEPHI BKIIFOUEHBI, @ KAKHE HET;
ITuHroBanue Bcex yCcTpOICTB 3a pas;
OmnoBenieHue B Cilydyae OCTAaHOBKH/3aIyCKa CEPBEPOB;
WHBeHTapu3anys nporpaMMHOro 1 alnmapaTHoro 00ecrneyeHus Bcex KOMIBIOTEPOB B CETH;
Crnexenne, kto "mpocmarpuBaeT wuH(popmamuio" B Bamem kommbpioTepe W Kakue (aiiibl
CKauMBaeT;
Ha3nauenue BHeNTHUX KOMaH/ (Harpumep, telnet, tracert, net.exe) ycTpoiicTBam;
ITouck HTTP, FTP, e-mail u npyrux cereBbIX ciyxO0;
OToOpaskeHre COCTOSIHHSI CeTH Ha pabodem crosie niu Web crpanuiie;
I'padpuueckuit TraceRoute;
OTkpbITHE KOMITBIOTEPOB B TpoBoAHKKe, B Total Commander'e wim B FAR'e;
@ynkius "Co3aath AMCTpUOYTHB" MO3BOJISET CO3/1aTh OOJIETUEHHYIO BEpCuio ¢ Bammmu kapramu
1 HaCTPOMKaMHU.
[Tocne ycranoBku, motpeOyercst 3amycTuTh fpinger. Jlamee Bam mpemiaraercss MOCMOTPETh Ha

3aa4y II0 MOHHUTOPUHTY C HMCHEM Demo. DOTo0 rumoreTuyeckas (BBIMLIIJ.IJ'IGHH&H) CCTh IJIA
ACMOHCTpallu rpaq)nqecxoﬁ BO3MOKHOCTH 3TOH mporpaMMmal.

S v frevety Toerer Cwrnran

e-aue @mo r sEMES
@t NOBAN NPT




[Tocne mpocmoTpa kapThl Demo, co3maiiTe HOBYIHO YHCTYIO 3aJladyy 0O MOHUTOPUHTY CBOEH CETH U
3armyctute MacTtepa Uil epBOHa4YaIbHOM HacTpolKku. [lanee BaM Mpeasiokar yka3aTh JUarna3oH aIpecoB
JoKanbHOM ceTH, Hanmpumep 192.168.1.0-200, koTopkIil TpeOyeTCs MOHUTOPUTh. DTHM MBI YKa3aidu IJIs
Fpinger, yTo0bI OH poBepwII 3aJaHHbIN quana3oH. Haxas ganee, Fpinger HaYMHaeT MMHTOBATh XOCTHI.

Haiinennsle yctpoiicTBa oToOpakatoTrcs B 3ToM okHe. He BonHyiTech ecnu Fpinger He Hamen
BaIIer0 yCTPOICTBA, 100aBIATh HOBBIE 00bEKTHI MOHUTOPHHTA MOKHO B PYYHYIO, HE HA/ICSACh HA MacTepa
HACTpOEK.
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[Tocne noGaBieHus yCTpoCTB, HAIO 00SA3aTENFHO HACTPOUTD yBenomiieHus 1o rmoute w/mmn CMC,
B CiTy4ae He pabOoThl OJTHOTO U3 YCTPONCTB BaIlIel CETH.

Hacrpoiika yBenomiaenuit

Jomyctum ecth aBa cepBepa Asterisk u 1C.

Mpl XOTUM 4TOOBI IPU MaJEHUU JIIOOOTO U3 CEPBEPOB, BBICHUIAJICA OTYET HA MOYTOBBIA SALIUK OT
yandex.ru.

Jlist aToro Ham notpedyeTcs 3aiiti B meHro Notification -> Notification

Fromt Nctbeaten Seves $ AL Optienm b
e e L]
- By
F e
* i
b b

T ety M gtu it Yot e e
& Pug L e
A Verbase
& T
> @ v D2
> Q Jecw Eoik e
. i
® Loy Lrvade [e—
M e s AT
T4 Lo e N
—
B o F ansownt
T bn s % Cows P Ta e

B okne Options -> E-Mail, numem cBoii e-mail u mnapoias, SMTP cepBep yka3bsiBaeM
kak 127.0.0.1 (3ameThTe HE smtp.yandex.ru).

Taxk xak Fpinger He mognepxxuBaet SSL (465) o email, MbI cienaem npoOpoc yepes stunnel.

Terneph MbI IOJDKHBI Ha KKIOM CEpBEPE BKIIOUHTH YBEIOMICHUSA.
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Cnauana Haz0 coxpaHuTb kapty File -> Save.
Korna mpomnagaer muHT, OyJIeT BBICHUIATHCSA OTUET Ha email. AHATOTMYHBIM 00pa3oM BKITIOUAETCS

yBenomiienue o 1C cepsepy.
When 'Astenskt {100.10.20)' goes down u
Paavele:
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Teneps Hafo HACTPOUTH stunnel:

1. CkaumBaem stunnel ¢ oduimanbsHoro caiira https://www.stunnel.org/downloads/stunnel-5.30-
installer.exe

2. YcraHaBiMBaeM

3. Penaktupyem ero KOH(HUTyparmOHHBII
daitn C:\Users\Almas\AppData\Local\stunnel\config\stunnel.conf

Teneps Hamo yTOOKI stunnel mponucalics B ciyx0ax:

C:\Users\Almas\AppData\Local\stunnel\bin\stunnel.exe -install

3amyctum stunnel:

C:\> netstartstunnel

1 npoBepsieM Kak IPUXOAAT OTUYETHI.
®opma npeacrapiaeHus pesyabTara: OT4eT o NpojAeTaHHOM paboTe, BBIIOJHEHHAs paboTa.

Kputepun onenkmn:

O1eHKa «OTJIIMYHOY» CTABUTCS, €CIIM 3aJaHUE BBIIIOJHEHO BEPHO.

O1eHKa «XOpOIIO» CTAaBUTCS, €CIIM XOJ BHIIIOJIHEHUS 3aJJaHNs BEPHBIH, HO ObLIa JOMYIIeHa OJHA WIH JIBE
OIHI/I6KI/I, MNPpUBCAIINE K HCIIPABUIBHOMY OTBCTY.

OmneHka «yJOBIETBOPUTENBHO» CTaBUTCA, €CIM B paboTe HE IMOJIydyeH OTBET M NPUBEICHO HEMOJIHOE
BBIINTOJIHEHHUEC 3alaHUsA, HO X0/ BBIITOJIHCHHUSA 3a1aHUA.

OneHka «Hey10BIETBOPUTEIIBHOY» CTaBUTCS, €CIIU 33JaHUE HE BBINOIHEHO.

IIpakTyeckas padora Ne 2
ITocTpoeHne 0IHOPAHTOBOI ceTH

He.l]l) paﬁoTbl: HAaYy4YUTBCA CO3JaBaTb OAHOPAHTOBBIC CCTU IIPHU HCIOJb30BAHUH TOIIOJIOTHU CETH C
ITMHOM THUIIA G3BEC30a».

Beinosinus patdory, Bel Oyaere:

ymemv:

- BBIOMpAThH amnmapaTHOEe M MPOTrpaMMHOE oOecleyeHHe, HeoOXOauMoe JUIs CO3/IaHUSl OJHOPAHTOBBIX
ceTel;

-C03/1aBaTh OJJHOPAHTOBYIO CETh;

-BBIIIOJIHSATH TECTUPOBAHUE OJIHOPAHTOBBIX CETEH;


https://www.stunnel.org/downloads/stunnel-5.30-installer.exe
https://www.stunnel.org/downloads/stunnel-5.30-installer.exe

MarepunanbHoe obecrnieyeHue:
y4eOHO-11a00paTOPHBINH KOMIUTEKC «JIOKaIbHbIE KOMITBIOTEPHBIE CETH

IMopsinok BbINOJIHEHHUSI PA0OTHI:

1. JInsg BceX KOMMBIOTEPOB MPHCOSAMHHUTE CETEBBIC alanTepbl paOdOYMX CTAHIIHMMA, BXOJSMIIUX B
pabouyro Tpymiy, K Xxady padodeid rpyIbl, UCIOJIb3Yys Kabenb naToi kareropuu ¢ RJ-45 koHHEKkTOpamu.
N
j} L

S

—-{ OnvopaHrosas CeTh }—‘
2. 3ammycTuTe T€ KOMIBIOTEPHI, KOTOPBIE OYAYT O0BETMHECHBI B HHIUBUyaIbHbIC PA00YNe TPYIIITHL.
Jnist Toro, 4ToOBl HaYaTh CO3/IaHUE OJTHOPAHTOBOM CeTH AJis paboyeil rpyribl, 3anyctute «Macrep
HACTPOMKU CeTH», BHINOJHUTE CICAYIOIIME AEHCTBUS HA OJHOM KOMIIBIOTEPE KAXKJI0N CETHU:
3. Haxxmure Ilyck, 3atem menkautellanens ynpaBieHus.

4. Hlenxnute CeTeBble NMOAK/IIOYEHHUsI, a 3aTEM Ha IpaBOM MaHENIN LIEIKHUTEY CTAHOBUTH
AOMAIIHIOI0 CeTh HJIM CeTh MAJIOro oguca.

5. Ha crpanune Macrtep HacTpoiiku ceruHaxMure lanee.

Macte p HacTpokKm ceTr

MacTep HACTPOMKM CEeTUn

3TOT MACTED NOMOTSET HACTPOMTE KOMNBIOTED ANA PAGATE
e cetu Cete nozsonqer

+ ucnomesceats chwee noarnouerse k Himeprery

* UCTEHOBUTL BRSHAMAYSD ANR NCAK MONERUA & UHTEDHETY
* MCAIOAB30BATE COWMIT ROCTYN K PaRNaM M Narkam

* UCNOME3083TE OOWHIE NpHTED

J1nA npoaomreHua raktauTe kronky ' Nanes”

(ooee ]

6. Ha cnenyromieit crpanuile mpocMOTpUTE TpeOOBaHUS M, YOEIUBIIKUCH, YTO BCE COOTBETCTBYET,
Haxxmurte lasee.

MacTep HacTpoiky ce T

lNepea Tem. Kak NPOAOAKUTD. .
=

UCTAHOEKS CETH

3ates CNAZYET BLINOMAHTE CRSQYPOLLIMS WS

* YCTAHOBMTE CETEBLIE NAATEY, MOASMbI W KaGE

* Brmowe sce KOMMBOTEPEL, NPHHTEPE! U BHEWMAS MOABMEL.

* Moazanerscs k UHTepHeTy.

Mocne wakaries kxonku 'fanee'’ MacTep BENOAMUT NOUCK COWErD NOAKAIONEHHS K
WHTepHETy & Balei ceT

| < Hasan F\L lanse > ] [ Orvesa J

7. Ha ctpanunie Boioepute MeToa nmoak/aoueHusiseioepete Jpyroe u 3arem Haxkmute Jdadiee.



BuGepure meTon nogxanverms.
> D

Brifepure Yrsepraerie, HAUGONES TOYHO OMUCHIBETILSE STOT KOMILIOTED.

(O 3rar komneorep weeT nparoe nogkmaserme k ikreprery. [pyrie komneoTeps! B caTH
MOAKMONSIOTCS K ”Hrwg HERESS ITOT KOMIMBKITED,

oxasars npuaep.

() 3101 KOMNBIOTEP NALILIONEH K WHTEpHETY YEPeS APYrod KOMPEIITED B CETH K Yepes
W03,

[okasars npyedsp.

IMoapoteee 0 HACTDOAKE AOMSUEIENR KN4 MAN0 CETH.

[ < Hazan ][_ﬂanee> ][ Omena ]

8. Ha crpanune [Ipyrue cmocodbl moak/awuyenuss k MHTepHeTyBhIOEpETE ITOT KOMIBIOTEP
NPHHAVICKUT K CeTH, He HMeloLnel noakiaienus kK Marepuery, 3areM menkaure Jlanee.

Macre p HacTpoiKy ceTH

Jlpyrue cnocobm noakaovenms x Hurepnery...

BriGepure yraepitaersie, HaUBONES TOSH0 OMACHIBSOWISE STAT KOMILIOTED.

C 31T KoMNLIGTeP NOAKMONEH K MHTEpHETY HANDAMYO MAK Y8Pe3 CETEBOI KOHLEHTPaTop.
J]pgrue KOMNEITEDL] 3TON CETU NOGKMDYSTCR K. erecﬂem TEIM Ke 00pasoed
[lokasare npueaeD.

() 3107 KOMNBIOTEP KVSET NDAMOE NOAKAYEHHE K MHTEPHETY, CETE MOKE OTCYTCTBYET.
Mokasars npuep.

(S)BraT KOMNEIOTEp NOWHENENMT K CETH, He Meouled Noaxosena k A eprery.
Mokasars npisdep.

Moapoeee 0 HACTDOAKE AOMSUEIER N 13104 CETH

[ < Hazaa ]u}ranetn ][ Ormena ]

9. B TekcroBoe none Onucanue BBeaute Workstation.

10. B tekcroBoe none MMsa xommbioTepa BBeaute yHukanbHoe nMs (Hampumep: STUDENTA),
Ha3bIBas TEM CaMbIM CBOIO pabouylo CTaHIIMIO B CETH, a 3aTeM IienkHuTe Jadee.

3ameuanue: Korna Bbl gaere MMs CBOEMY KOMIBIOTEPY, YOeIUTECh, YTO ATO WMs YHUKAIbHO B
JaHHOM paboueil rpymme. MMeHyliTe KOMIBIOTEPHl MOCIEN0BaTENbHO, Hanpumep, StudentB, StudentC,

StudentD u Tak nanee.

Janadive MM W DNMCAHWE LAA 3TOMND FOMIBOTEHE.

DIrsca-i; .l"l:lk:ld:l.l'l
Marrepsr “Fornsorep & rocrHoR" A Yomneorsp Mrops'".

bR DM PRHTT R STUDENTS
Novepsr GOSTIRATA w IGOR

Tarywes H-n komnemapa CLASEE

JonomsrensHa e CESAEHER 08 HAEHAK M ONHCAH S KOS =1

| 4 Hasan ]Lé_ema; | | Ormema |

11. Ha crpanune 3anaiite umMs 1l Bamleil CeTMCMEHHUTE CTaHIapTHOE MMsi PaGouei rpymmsl
HaMYNETWORK.



MacTe p HaCTpoHKHHM ceTH

3apafite umA Ana Bawed ceTU.

Hafme WA B3l CSTH, YK3336 KA patueN rpynnes. Bos komMneioTepel Baled caTi
DMK HES MMIETS OAHD 1 TO K 8 Patoesdl rpunnet Menonssoeats Kupuinuuy
HICTOATO ML) M2 DIKOMEHIYETCR.

Patioyaa rpynna MYNETWORK
Mpwaeper. HOME w OFFICE

<Hasam “ Danse > J [ Crena J

12. Ha cTtpanuuie Bce roToBo 1Jisi IPUMEHEHUS CeTEBbIX MAPaMeETPOBIPOBEPHTE YCTAHOBKU U
3arem menkauTe/lasneenist Toro, 4To0bI HA4YATH MPOLIECC CO3AAHUS CETEBOTO COCTUHECHUSI.

MacTep HacTpoHKM ceTH

Bce roropo Anf NPMMENCHUA CETEDINE NAPAMETPOD. ..

MacTep rpeMetar U SO3HIBIS HAKE NBPIMETRR, JTOT NPOLECT MOKET DBHAT HECKAMED
MHHYT, W EMO HEM 29 NDEfo BT,

Mzpamerpec

MapateTpe coTie ~
Drucanme KoeroTepa workslation

Wian korrsoresa STUDENTA

| PaSiorsan royona: MYRETWORK

MNarxa " Dewmne AoxuMenTE" ¥ NPITEpG. NOLEATHOHIEIE K ITONY KOMNHIOTepY. Syayr
LOCTYIHS SEYTHM NONE30BITE T

Lroter npumesiTh 3T NapameTRE, Hawmrs kronsy “flanee’!

| <Hosm ]unnec: | | oreens J

13. Ha cnenyromeii crtpanune imenkaute [Ipocro 3aBepmuTh paGoTy Macrepa, a 3areM

wenkaure/dagee.

Bee nowru rovono
A\‘

i Lot SSCTi bACTED HACTROMKI CETH 10 CIACAY B3] H LASSCH IS

.‘) KOMMBOTEN0e Cori 1A 32M190xa MACTERD HA KOMPLOTEpaR Bay Windaws M2
CIERYET LCNL/S SUESTE SOOTIZETICH W it 2P s/ AHCK RacTpofsud Corin

BriGaoure QefiCTEns KOTOPOE CABIYET BB iHITs,

() Cosaars amen HACTROMKH CITH

() HenoneaoeaTs Yine W2i0wMACA JHOK HECTDORKM CETH

) Henonesoears KomnasT-anck Windows 4P

( Lome > |

14. Ha cTpanwuiie 3aBepiienne padoThbl MacTepa HACTPOMKH ceTHIICIKHUTE 0TOBO.

15. Eciin Bam OyaeT mpeioKeHo Mepe3arpy3uTh Ball KOMIIBIOTED, TO meakHuTe Ja.

16. Haunute paboTy Ha CBOEM KOMITbIOTEpE.

17. 3anyctute «Mactep HacTpoiiku cetu» (maru ¢ 3 mo 13) HA OCTaTbHBIX KOMITBIOTEpPAX B
Ka)KJOW CeTH, YTOOBI MOAKIIIOUNTE UX K padboueil rpynne MYNETWORK

Jiis mpoBepku pabOThl OJTHOPAHTOBOM CETHUCO3JAaiTe MaNKyJisi COBMECTHOIO HCIIOJIB30BAaHMS Ha
Ka)XJIOM KOMITbIOTEPE. BBIMOTHUTE clieyroniue 1eMcTBUS Ha KaKI0OM KOMIIBIOTEPE.

18. Ilenknure Ilyck, otmerbTreBce mnporpammsl, menkHuteCTaHgapTHBIE, U  3aTEM
menkHuTellpoBogHUK.




19. Ha neBoii manenu mienkaute Mon J0OKYMEHTBIB OTKPBIBIIEMCS OKHE BbIOepere daiii, 3aTeM
orMeTbTeCo3aaTh, n menkaurellanka.

21. Beegute MiMs manku, KOTOpOE COCTOMT M3 Bamiero uMeHu U cioBa [lanmka (manpumep: Ilamka
I'e6a), u Haxxmute Enter.

22. B okHe Mou J0KYMEHTBIIICIKHUTE MTPAaBOM KHOMKOW MBIIIK MO TOJBKO YTO CO3JaHHOM Marke
U BBIOEpUTE MyHKT MEHIOOO M 0CTYN U 6€3011ACHOCTD.

23. Bo Brimazke JocrynmenkHuteOTKpPBITH 001Mii J0CcTYyN K 3T0i manke-OK.

24. B npaBo# NOJIOBUHE OTKPBIBLIETOCS OKHA JBAX/bI IIEIKHUTE 10 TOJIBKO YTO CO3/IaHHOM MallKe.

25. B otkpbeiBmiemMcsi okHe 1ienkHuTe Maiiya, orMmersreCo3aarbu  menkHuTe TexkcToBbIi
AOKYMEHT.

26. BeenuTe nMs T0KyMeHTa (MCIOJIB3YHTE Ballle UMs JJIs Ha3BaHuA ¢aiina) u Haxxmute Enter.

27. Hdoxautech, MOKa OCTajbHbIE CTYACHTHI cO3AanyT (ailiibl B JUPEKTOPHH Jii COBMECTHOIO
WCIIO0JIb30BaAHMUS.

Jns noctyma ydammxcs K COBMECTHO HCHOJb3yeMbIM (hailiaMm, CO3JaHHBIM Ha JPYTUX
KOMITBIOTEpax, HEOOXOAMMO CIICJIOBATh YKA3AHUSIM:

28. Hlenkuure [lyck, ormerbTeBee mporpammel, menkHuteCTaHaapTHbIe, a 3aTEM IIEIKHHUTE
HallpoBoaHuK.

29. Ha JIEBOH HaHenan menakaute CereBoe OKpY:KeHue, a 3aTeM
menKHUTEeOTOOPA3U TBKOMITBIOTEPHI pab0Yeil rPyIIbL.

3ameuanue: Tenepb BBl MOXETE€ YBUACTh CIHMCOK KOMIIBIOTEPOB palouell TpyIIbl CeTH
MYNETWORK.

30. Ha npaBoii maHenu ABaXKAbl HIEIKHUTE MO KAKOMY-JIHOO KOMIBIOTEPY (HE CBOEMY) AJiSL TOTO,
9TOOBI HAUTH (aiiiIbl, CO3aHHBIE IPYTUMH YIAITUMHUCS JJII COBMECTHOTO TTOJIH30BAHUS.

31. Ha nmpaBoii nmanenu ABaXkabl LIEJIKHUTE 110 OJHOM M3 CO3/aHHBIX MAIOK IS OJIy4eHHs AOCTyNa
K (paiimam, coO3aHHBIM APYTUMHU yIAIITUMHUCH.

32. Ha mpaBoil maHenu ABaKIbl IIETKHUTE MO MUMEHHU (ailna, yToObl OTKPHITH ero. MTak, ,Bbl
TIOJTYYMJIN YAQJICHHBIA JOCTYI K (aiiiaM Ha IPYyroM KOMITBIOTEpE.

®dopma npeacrapiaenus pesyasrara: OTyeT o MpojelaHHON paboTe, BHITOHEHHAs paboTa.

Kputepun onenkmn:

OneHka «OTJIIMYHO» CTaBUTCS, €CIIN 3a/JaHUE BBIIIOJIHEHO BEPHO.

OrneHka «XopoI0» CTaBUTCS, €CIIN X0/ BBIMOJIHEHUS 3a/1aHNs BEPHBIN, HO OblIa T0MyIlEeHa OJJHa WJIN J[BE
OLIMOKH, MPUBEALINE K HENPAaBUIBHOMY OTBETY.

OrneHKa «yJOBIETBOPUTENBHO)» CTaBUTCA, €CIM B pabOTe HE IOJIyd4eH OTBET U IPUBEICHO HEMOJIHOE
BBITIOJTHEHUE 3a/1aHNUs, HO X0/ BBIIIOJIHEHUS 3aJaHUsl.

O1eHKa «HEey10BJIETBOPUTEIBHOY» CTABUTCS, €CIIU 3a/laHUE HE BBIIIOJIHEHO.

Tema 4.2. AnnapaTHbie KOMIIOHEHTbI KOMIIBIOTEPHbIX CeTeil

IIpakTnyeckas padora Ne 3

O06:xuM 1 MOHTak KabeabHbIX cucteM JIBC
Heas padorbi: [lomyuuts HaBblkM 1o mnoakimtoueHuto otaensHoro I[IK x JIBC, wuccnegoBanuto
Tonosoruu u opranuzanuu JIBC nebonpioro noapasaenenHus. M3yunts npocreiinine npueMsl padoThl B
ceteBoli cpene U komanibl OC, HCIIONIb3yeMBbIe IS 3TOTO.

Beinosinus patdory, Bel Oyaere:
ymemy:
- BBIIMOJIHATH 00KUM M MOHTaXx kaOenbHbIX cuctem JIBC;

MarepunanbHoe obecrnieyeHue:
y4eOHO-11a00paTOPHBINH KOMIUTEKC «JIOKaIbHbIE KOMITBIOTEPHBIE CETH



ITopsinok BbINOJIHEHUs PadoOTHI:

OcHOBHBIE TIPaBUIIa, KOTOPBIE HEOOXOAUMO COOIOAATH IPU MOHTaXe KaOeIbHON CHCTEMBI:

- He nomyckaiite pacTspkeHust Kabesst BO BpeMsi MOHTaKHBIX padoT.

- Pamuyc nsru6a xabens nomkeH ObITh He MeHbIe 10 BHEITHUX TUAMETPOB KaOels.

—  VYpanate 000y0uky KaOesns CIenyeT JIMIIb HAcTOJIbKO, CKOJBKO TpeOyercs Iisi MOHTaxa.
CoxpaHsliTe IEIOCTHOCTh CKPYYMBAHMA Map KaK MOXHO OJMKe K MECTy MOHTa)ka, 4TO 0OecreyrBaeT
MHHHAMAJIbHOE BJIMSHUE CHTHAJIOB PAa3lMYHBIX Map JIpyr Ha JIpyra. PackpydeHHbIe BO BpeMs MOHTaxa
Ka0eNpHbIC TTAphl HE CIIEyeT CKPYYMBATh CHOBA, T.K. HETIPABHJILHOE CKPYYHBAHUE OTPHUIATEIIHLHO BIHUSIET
Ha pabo4ne XapaKTePHUCTHKH.

— Kabemn JIBC He MOOMKHBI pacroyiaratbCsi psiIOM C CHIOBBIMH mpoBogamu  (220B),
(biIyopecuUeHTHBIMH JIaMIIaMH, CHJIOBBIMH TpaHC(hOpMATOpaMu M JPYTMMH YCTPOHCTBAMH, MOIIIHBIC
AIIEKTPOMArHUTHBIE TIOJISI KOTOPBIX, CO3JAl0T MOMEXHM M OKa3bIBAIOT OTPHUIIATEIIFHOE BO3/CHCTBHE Ha
Ka4yecTBO Mepeaur CUrHaIA.

Bunka RJ-45 monTHpyercst 00XMMHBIM CHOCOOOM C MOMOLIBIO CHEHUAIBHOTO OOKHMHOTO
MHCTPYMEHTA B COOTBETCTBUU C OJHUM M3 cTaHaapToB T568A nnu TS568B.

Cramgopr TS68A Cramgapry 75688
Komrakre: Bureie naps! KoMTaxTe! Burtsie napei
@ = — &
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Jns pazfenky BUTBHIX Hap HCHOJIB3YIOT CHENUAIbHOE yCTPOWCTBO, KOTOpPOE MMEET Tpu padoune
00JIaCTH U COOTBETCTBEHHO BBINIOJHSET TPU (PYHKILIUH.

1. bmmwke Bcero K  pyKOSATKaM  YCTpOMCTBa
pacrionaraercst 00JacTb, B KOTOPOH YCTaHOBJIEH HOX JUIs
00pe3aHusi TPOBOTHUKOB BUTOM TAPHI.

2. B ueHTpe HaxomuTcs THE3M0 Ui OOXKMMa
pazbema.

3. B BepxHell dacTH ycTpoHCTBa-o0JacTh AJs
3aYUCTKU HAPYKHOW HW30JIALIMM BUTOW Mapbl (BHYTPEHHSS
U30JIALUS. NTPOBOJIHUKOB HE 3auMILAEeTCs, a Kak yxke ObUIo
CKa3aHO IPOpPE3aeTCsi KOHTAKTaMU Pa3beMa).

[TocnenoBarenbHOCTh ONEpaluil Ipy pa3Aeike pazbema
BUTOW Mapbl:

1. Brauane npoBOJAT 3a4UCTKy HapyKHOM H30JISILIMU
kabemns. Ilpu 3auncTke miiockoro kalenst ero ymuparoT B
CIEIUAJIBHBIM BBICTYIl Ha YCTPOWMCTBE, PACIOJIOKEHHBIM B
00J1acTH 3aYUCTKHU, YTOOBI MOJIYYUTh TITyOUHY 3a4UCTKU MO
CTaHJApTHBIA pa3beM, B3aXUMalOT Kabelb M  PBIBKOM
MIPOU3BOJIAT 3a4UCTKY. HeMHOro Gosiee CioKHBIM BBITJIIIUT IPOLECC 3aYMCTKU KPYIIIbIX Kabenel BUThIX
nap. HapyxHyro H30JI1UI0 KPYTJI0ro Kabess JIydlle TOJbKO ClIerka Hajipe3aTh, OCTOPOKHO MOBOPAYMBAs
€ro B 00JIaCTH 3aYMCTKH, a 3aT€M CHATh KyCOUEK M3OJISILIMU MO KOJBIEBOMY Ha/Ipe3y BPYUHYIO.

2. Ilocne 3a4nCTKU pa3BOAAT IPOBOJAA BUTOW Mapbl B OAHOM INIOCKOCTU B ONPEAEIEHHOM HOPSIKE,
BBIPaBHMUBAIOT JJIMHY BCEX MPOBOJIOB U €Ie pa3 POBHO mojape3aroT. [lopsiiok pa3BoAKK MPOBOJOB s
pa3zbemoB RJ-45 onpenensierca crannaprom EIA/TIAS68B. Lludpamu Ha pucynke o003HauYeHBI HOMepa
KOHTAKTOB JIJIs1 BUTOM Mapbl ¢ BOCBMBIO U YETBIPbMS KHUJIAMH .




3. 3aTeM TpPOM3BOAAT 3alpaBKy MPOBOJAHUKOB B pa3beM M MX OIPECCOBKY. PexoMmenayercs mo
BO3MOYXHOCTH HCIIOH30BATh Pa3beMbl 0€3 BCTaBKH, TaK KaK MPOIIECC 3allPaBKH MPOBOJHUKOB B KOPITYC
TaKOro pa3beMa BBIIOJIHSAETCS MPOILIE.

3a. Ecim KOHCTPYKTMBHO pa3beM BBHIMOJIHEH 0O€3 BCTaBKHA, TO TMPOBOJHUKH AaKKypaTHO
3aMpaBisIlOTCS B €10 KOPITYC 10 yIopa B TOpell pa3beMa. 3aTeM BCTaBISIOT pa3beM B THE3/I0 00KHUMHOIO
YCTPOICTBA U HAAABJIMBAIOT JI0 TEX MOP MOKA YCTPOMCTBO MOJHOCTHIO HE 3aKPOETCS.

36. Eciu B KOHCTPYKIMIO pa3beMa BXOAHUT BCTaBKa, TO CHayaja Ha MPOBOJHUKUA BUTOW Maphbl
HaJieBaeTCs BCTaBKa.

BceraBka nmeer (opMmy KpBIIIKM CIIHYEYHOTO KOpOOKa, Ha OJHOW U3 IMOBEPXHOCTEH KOTOPOTO
HUMEIOTCS MPOpPEe3H MO KOJIUYECTBY NMPOBOJHUKOB B BUTOHM mape. BcTaBky HajeBalOT Ha MPOBOJHUKU
TakuM 00pa3oM: 4TOOBI Mpope3n ObuUIM OOpalieHbl K Kopoycy pasbema. [locie HacaKMBaHHS BCTaBKU
MIPOBOJAHUKYU BUTOU Maphl €1le pa3 MOAPE3al0T U BEIPABHUBAIOT CPE3 C KPaeM BCTABKH.

Jns 3akpernieHus: BCTaBKH B 3TOM MOJIOKEHUU TOJIE3HO Y MPOTUBOIOJIOXKHOIO €€ KOHIAa 00KaTh
MIPOBOJHUKY MaJibllaMu, YTOOBI BCTaBKa HE CMEIIAJIaCh.

3aTeM BCTaBKY C MIPOBOJHUKAMU BCTABJISIOT B KOPITYC pazbeMa JI0 TeX MOp MOKa OHAa HE YIpeTcs B
TOpell pa3beMa U 00KUMAIOT pa3beM TaKXKe Kak B CiIydyae pazbema 0e3 BCTaBKU.

[lpaBuna MOHTaXka ONPEICISAIOTCS THIIOM TIPEANOJIAraeMOro COCIUHCHHA. BO3MOXHBI JBa
BapHaHTa:

—  KowmmnbloTep coenunsercs ¢ ceTeBbIM KoHleHTparopoM (hub) mmu xommyraropom (switch)
UCTIONB3YS «IIPSIMYIO» pa3BoJIKy Kabens (cranaapt TS68B);

- CoennHeHre MeX1y KOMMYTaTOpaMH HIIM KOHIIEHTpaTopamu, Takue kak “hub — hub”, “switch
— switch”, “hub — switch” npou3BoasTCsS ¢ MOMOIIBIO Kabens ¢ «mepeBepHyToi» pasBojakoi (Uplink mim
Crossover). C o1HOI CTOpOHBI Kabenb pa3BoguTcs mo crangapty T568A, a ¢ apyroil mo craHgapry
T568B.

[ToaxroueHue ceTeBoro 000py0BaHusI.

KoMMmyTaropel M KOHIICHTPATOpPHI MOJKIIOYAKOTCS K JIOKAJIBHOW CETH OJWHAKOBO. Eciu
UCIOJIb3YETCSI HECKOJIIBKO KOMMYTaTOpPOB, TO OHHU OOBEOUHSIOTCS Mexay coboit kabenem UTP ¢
«mepeBepHyTOi» pa3Boakoil (TS68A — T568B). [lnuna kabenst nomkHa ObITh He MeHee 0,5 M.

Kommyvavop 1 KOMMYTATOP £
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Bo MHOTHX MO/IENSIX KOMMYTAaTOPOB HapsIly ¢ IPOCTBIMH MOPTAMHU UCTIONB3YETCS JOMOTHUTEIBHBIN
nopt “Uplink”. OH coBMelleH C OJHUM M3 IPOCTHIX MOPTOB M MMEET «IIE€PEBEPHYTYIO» DPa3BOJKY B
COOTBETCTBUM cO cTraHaapToM T568A. Mcnonp3ys 3TOT MOPT MOXKHO MOAKIIOYATh BTOPOH KOMMYTaTOp
npocteiM kabenem (T568B — T568B).

KosmsyTarop 1 xommytarop 2
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Ha pucynke nokasaHo npumeHeHHe AonojHuTeNbHoro nopra “Uplink™ coBmenieHHOro ¢ mopTom
Ne8. ITpu aTom cam nopT Ne§ 10J17KEH OCTaBaThCS ITyCThIM.

B coBpeMeHHBIX KOMMYyTaTopax peaju3oBaHa (PYHKLHS aBTOMATHYECKOrO ONpEIeNIeHUs Tuma
kabenst. Kaxaplii mopT kKoMMyTaTopa MOXKET caM ONpEeAETUTh CTaHAapT MOJKIIOUYEHHOr0 K HeMy Kabers
U TIOPT CaM OIpeIeTIsieT, B KaKOM pekuMe eMy paboTarh. OYHKIMS aBTOMAaTHYECKOTO ONPEIEICHUs THIla
Kabenst 3HauMTENBbHO oOserdaer pabory ammuHucTparopa cetd. ns moaxmouenus I[IK x JIBC
HE00XO0IUMO:

- YCTAaHOBUTH CETEBOM aarnTep, MOAepKUBAIOIINI ceTeByto TexHonoruto Ethernet

—  OCYILECTBHUTH (hr3HUYeCcKOe MOAKIIOUEHHE K CETEBOMY 000PYI0BAaHUIO C TOMOIIBIO KaOes




xXOMNLKITER xommyratop 1
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Hnst coemunenus nByx IIK Mexmy co0oil ¢ HCHOJIB30BAaHMEM TOJILKO CETEBBIX aJalTePOB
HCIIONB3YIOT Kabenb ¢ «epeBepHyToit» pa3Boakoi (Uplink miam Crossover) mo cranmapty TS68A —
T568B.

®opma npeacrapiieHus pesyjbrara: OTUeT o MpoJesiaHHO paboTe, BHIIOIHEHHAs padoTa.

Kpurepumn oueHku:

OreHKa «OTJIMYHO» CTaBUTCS, €CJIM 3aaHUE BBIMOJIHEHO BEPHO.

OrneHKa «XOpoIII0Y» CTAaBUTCS, €CIIU XOJ] BBIIOJIHEHUS 3a/1aHusl BEPHBIN, HO ObLIa TOMYIIEHa OHA WU JBE
OIHI/I6KI/I, MpUBCAIINEC K HCIIPABUIIBHOMY OTBCTY.

OrneHKa «yJIOBJIETBOPUTEIBLHO» CTaBUTCSA, €CJIM B paboTe HE MOJIYYeH OTBET U MPUBEACHO HEMOIHOE
BBHITIOJTHEHHE 33/1aHNUs, HO X0 BBIIOJHEHUS 3aJaHUSI.

OreHKa «HEeyI0BIETBOPUTEIHHOY CTABUTCS, €CIIU 33JJaHNE HE BBITIOJIHEHO.

Tema 4.1. O01ue cBeieHUsI 0 KOMIIBIOTEPHOIl ceTH

IIpakTnyeckas padora Ne 4

PaGora ¢ amarHocTHYeCKMMH yTHINTamMu nporokosa TCP/IP

Ilem, paﬁoTbI: Ilo3HaKOMHUTBCS CO cpeacrBaMu JUArHOCTUKU CE€TU U ITOHCKa HeHCHpaBHOCTCﬁ CTCKa
TCP/IP.

Boinoinus padorty, Bel Oynere:

ymemy:

- TMPUMEHSTh JAUATHOCTUYECKHWE YTHIIUTHI I HWCCIEAOBAHHUS CETH M TIOMCKAa HEUCIPaBHOCTEH B
Hactpoiike TCP/IP;

MarepuanbHoe ofecrneyeHue:
y4eOHO-1a00paTOPHBIN KOMIUIEKC «JIOKabHbIE KOMITBIOTEPHBIEC CETH»

ITopsinok BbINOJHEHUS padOThHI:

Junarnocrudyeckue yruiaursl TCP/IP.

[lenwto ycTpanenus HeucnpaBHocTell B HacTpoiike TCP/IP siBnsieTcs BOCCTaHOBJICHHE HOPMAIBHON
paboTbl cetu. [[ng momcka HEUCHpaBHOCTEH MOXKHO HCIHOJIb30BAaTh CIELUAIbHBIE JUArHOCTUYECKHE
YTWINTHL, MpeaHa3HaueHHbIe Uid npoBepku kKoHpurypanuu creka TCP/IP u TectupoBaHusi ceTeBOro
coeanHeHus. CIMCOK HEKOTOPBIX YTWIMT NPUBEAEH B TaOIUIEe

Ytwinra | [IpumeHneHue

arp BBIBOAUT /U1 MPOCMOTpA M U3MEHEHHSI TAOJIUITY TPAHCIISAIUH aIPECOB, UCTIONIB3YEMYIO
npoTokosioM pazpeuienus aapecoB ARP (Address Resolution Protocol - onpenenser
JIOKaJIbHBIN aapec no [P-anpecy).

hostname | BeiBomuT nMs JiokanbHOro Xocta. Vcnonb3yercst 6e3 mapameTpos.

ipconfig | BeiBoauT 3Ha4YeHus i Tekyiei konduryparmu creka TCP/IP: IP-anpec, macky mojcery,
azipec 1UTI03a 10 ymMonryanuio, aapeca WINS (Windows Internet Naming Service) u DNS
(Domain Name System)

nbtstat BeiBoguT cratucTuky u Tekymyto uHdopmaruio no NetBIOS, ycranoBieHHOMY OBEpX
TCP/IP. Vicnonb3yeTcs 17151 TPOBEPKHU COCTOSIHUS TeKymux coenuHeHnii NetBIOS.

netstat BbIBOUT cTaTUCTHKY M TeKymyto nH(popmaruio no coeaunenuio TCP/IP.




nslookup | OcymiecTBisieT NPOBEPKY 3alMCel M JOMEHHBIX IICEBIOHUMOB XOCTOB, JOMEHHBIX CEPBHCOB
XOCTOB, & TaKXKe WH(OpPMAIMK ONIEPALIMOHHOM CUCTEMBI, ITyTeM 3arpocoB K cepBepam DNS.

ping OcymecTBisieT MpoBepKy npaBmibHOoCTH KoOHGUTypupoBanus TCP/IP u mpoBepky cBsi3H C
yJ1aJ€HHBIM XOCTOM.

route Monudunupyet Tabauisl Mmapipytusauuu [P. Otobpaxkaer conep:xumoe TalIuIIbl,
N00aBJIsIeT U yansieT MapupyTsl [P.

tracert Ocy1ecTBigeT MPOBEPKY MapUIpyTa K yAaIEHHOMY KOMIIBIOTEPY MMyTEM OTIIPaBKU 9XO0-

nakeToB npoTtokosna ICMP (Internet Control Message Protocol). BerBonut Mapuipyt
IIPOXO’K/ICHHsI IAKETOB Ha y/aJIE€HHBIH KOMIBIOTEP.

IIpoBepka npaBuiabHocTH KOHpurypauuu TCP/IP.

[Ipu ycrpanenun HeucnpaBHOcTed W mpobiem B cetu TCP/IP cnemyer cHayama mpoBepuTh
npaBwIbHOCTH KoHpuryparuu TCP/IP. [{nst aToro ucmonb3yercs yruinuTa ipconfig.

DTa KOMaHJla ToJie3Ha Ha KomImbloTepax, padorapmmx ¢ DHCP (Dynamic Host Configuration
Protocol), Tak kak JaeT moyib30BaTeNsiM BO3MOXXHOCTh OINPEIeNINTh, Kakas koHpurypamus cetu TCP/IP u
KaKue BeJIMYMHBI ObUIH YCTaHOBIEHBI ¢ moMolbio DHCP.

CuHTakcuc:

ipconfig [/all | /renew[adapter] | /release]

ITapameTpsl:

all BemaeT Bech cnucok mapameTpoB. be3 aToro kiroua otobpaxaercs Toiabko IP-anpec, macka u
LIJII03 TI0 YMOJIYaHUIO;

renew[adapter] ooHoBsIeT mapametpsl koHpuryparuu DHCP miig ykazaHHOTo ceTeBoro ajanrepa;

release[adapter]| ocBoOoxkaet BeyieneHusiii DHCP IP-aapec;

adapter — umst CeTeBOro aanTepa;

displaydns BeIBOAMT WH(MOpMAIMIO O COACPKMMOM JIOKAJBHOTO Kdma kiaueHta DNS,
UCIOJIb3YEMOTO ISl pa3pelIeHus JOMEHHBIX UMEH.

Takum o0OpaszoM, yrunurta ipconfig mo3BosseT BBISICHUTD, HHUIIMATU3NPOBAHA JIM KOHPUTYpanus U
He nyonupyrores nu [P-agpeca:

e €clM KOH(pUTypalus HHUIHAIN3UpOBaHa, To nossisercs IP-agpec, macka, nuio3;

e ecnu [P-agpeca nyonupyrotces, To macka cetu oyzaer 0.0.0.0;

e ecnu npu ucnoas3oBanuu DHCP kommnbroTep He cMor nonyuuth IP-agpec, To oH OyJeT paBeH
0.0.0.0.

3. TecTupoBaHue CBSI3U € UCNOJIb30BAHHEM YTHJIUTHI ping.

Yrunura ping (Packet Internet Grouper) ncnonb3yercst 1715 npoBepku koHpurypuposanus TCP/IP
U TUarHOCTUKHU OIMOOK coennHeHus. OHa onpenenseT JOCTYIHOCTh U (PYHKIMOHUPOBAHHE YKAa3aHHOTO
y3j1a ¥ MO3BOJIIET U3MEPUTH BpeMs MPOXOXKIACHUS MaKeTOB OT JAHHOTrO y3ja J0 JII00Oro ApYyroro ysia
cetu. Mcnonp3oBaHue ping JydmInii cnoco0 MPOBEPKU TOTO, UYTO MEXKAY JIOKAIBHBIM KOMITBIOTEPOM U
CETEBBIM XOCTOM CYIIIECTBYET MapuIpyT. (X0CTOM Ha3bIBAETCS JIIOOOE CETEBOE YCTPONCTBO (KOMIBIOTED,
MapuIpyTu3arop), oOMeHuBaromeecs nHpopmanueit ¢ Jpyrumu ceteBsiMu yetpoiictBamu o TCP/IP.)

Komanza ping npoBepsieT coelMHEHUE C YAaJE€HHBIM XOCTOM, MOChLIasi K ’TOMY XOCTY HECKOJIBKO
IP-makeToB U oxxuaas oTBeTH Ha HUX. [Ipu 5TOM OHa M3MepseT UHTEpPBaJl BpEMEHHU, B T€UEHHUE KOTOPOTrO
MaKeT BEpHYJICS, a TAK)Ke MOKA3bIBAET COOTHOIIEHHE KOJIMYECTBA OTOCIAHHBIX MAKETOB K KOJIUYECTBY
MPUHATBIX, TO MOXET CIY)KUTh CyOBEKTHBHOM OLIEHKOM «KauecTBa CBSI3W» MEXAY y3namu. Ecnu cBs3b
MEX1y XOCTaMH IJI0Xasi, U3 COOOIIEHHH ping CTaHET SICHO, CKOJIBKO IMAKETOB MOTEPSHO.

Yrtunura ncnonszyet npotokon ICMP. Tloceutaemele u nosydaemsle [P-makeTs! — 3T0 3X0-3apoChl
1 9X0-0TBETHI poTokosia ICMP.

[To ymonuanuto nepenaercs 4 sxo-nakera JuinHoU 32 Oaiita (mepuoandeckas mocie0BaTeIbHOCTh
CUMBOJIOB ajiaBUTa B BEPXHEM perucrpe). Ping mo3BosisieT M3BMEHUTh pa3Mep U KOJUYECTBO IMAKETOB,
yKa3arThb, CJIEyEeT JIM 3alMCBIBaTh MapLIPYT, KOTOPBIN OHA UCIIOJIb3YET, KAKYI0 BEJIMUNHY BPEMEHU JKU3HU
(tt]) ycranaBnmuBaTh, MOXKHO JIn (pparMEHTHPOBATH MaKeT W T.1A.. [Ipu momydeHun oTBeTa B mojie time
yKa3bIBaeTCsl, 3a Kakoe Bpemsl (B MUJUTMCEKYHAAxX) MOCIAHHBINA MakeT JOXOJHUT JI0 YIAJIEHHOTO XOCTa U
BO3Bpallaercs Ha3zaj. Tak Kak 3HaYCHHE 10 YMOJIYaHUIO IS OKUIAHMs OTKIIMKA PaBHO | cekyHze, TO Bce
3Ha4YeHUs1 AaHHOro noist OyayTt menbire 1000 mummucekyna. Ecnu Bbl momydaete coobuienue «Request




time out» (IIpeBbllieH HHTEpBaNl 0>KUJIaHUS), TO, BO3MOKHO, €CIIU YBEJIMYUTH BpeMsl OKUIAHUS OTKIIMKA,
MaKeT JOUJET 10 YAAJIEHHOTO X0CTa. ITO MOXKHO ClIeaTh ¢ IOMOUIBIO KiIroda —\W.

Ping MokHO MCTIONIb30BaTh )1 TecTUpoBaHus kak MeHH xocta (DNS miu NetBIOS), Tak u ero IP-
anpeca. Eciu ping ¢ [P-agpecoM BBIIOTHWIACH YCIEIIHO, & C UMEHEM — HEYIa4yHO, 3TO 3HAYUT, YTO
npo0JieMa 3aKJII0uaeTcsl B paclio3HaBaHUU COOTBETCTBUS aJipeca U UMEHH, a HE B CETEBOM COECTUHEHUH.

YTuauTa ping MCHOIAB3YETCs CASYIONUME CIOcobaMu:

1) s mposepku toro, uro TCP/IP ycraHOBIeH W MpaBUILHO CKOH(PUTYPUPOBAH Ha JIOKAJTILHOM
KOMIIbIOTEpE, B KOMaH/Ie ping 3a1aetcs ajapec netim ooparHoi ces3u (loopback address): ping 127.0.0.1

Ecnu Tect ycnenHo npoiisieH, TO Bbl OJIYYUTE CJIETYIOMIUNA OTBET:

Reply from 127.0.0.1

Reply from 127.0.0.1

Reply from 127.0.0.1

Reply from 127.0.0.1

2) UYrobbl yOeauTbcsi B TOM, YTO KOMIIBIOTEp MpaBUiIbHO no0aBieH B cetb u IP-agpec He
nyomupyercs, ucnoib3yetcs [P-aapec JIokaaTpHOr0 KOMITBIOTEpa:

ping IP-aapec sokaabHOTO XOCTa

3) YroObl mpoBepUTh, YTO LUIO3 MO YMOJYAHHIO (YHKIMOHHUPYET M YTO MOXKHO YCTAHOBHTH
COEIMHEHHE C JTI0OBIM JIOKaJIbHBIM XOCTOM B JIOKAJILHOM ceTH, 3afaercs [P-aapec muiro3a no yMoaI4aHHIo:

ping IP-agpec uuto3a

4) JInst mpoBepKH BO3MOKHOCTH YCTAaHOBIICHUSI COCTUHEHUS Yepe3 MapIIpyTU3aTOp B KOMaH e ping
3agaercs [P-anpec ynaneHHoro xocra:

ping IP-aapec ymaneHHoOro xocra

CHHTaKCHC YTUIUTHI ping:

ping [-t] [-a] [-n count] [-I length] [-f] [-i ttl] [-V tos] [-r count] [-s count] [ [-j host-list] |

[-k host-list] ] [-w timeout] destination-list

ITapameTpsbl:

-t BBINOJHAET KOMaHAy ping g0 mnpepbiBanus. Control-Break - mocMmoTperh cTaTtucTuky u
npoaokuTh. Control-C - mpepBaTh BBINOIHEHUE KOMaH/IbI;

-a MO3BOJISIET OMPEENIUTh JOMEHHOE UMs yIaJIeHHOr0 KOMITIbloTepa 1o ero [P-anpecy;

-n count nocsiaet konuuectso nakeroB ECHO, ykazanHoe mapameTrpoM count;

-1 length noceutaer nakets! JunHOM length Gaiit (MakcumanbHast [uHa 8192 Gaifra);

-f moceuTaeT mMakeT ¢ yCTAaHOBJIEHHBIM (hiaroM «He (parMeHTHpPOBaTh». DTOT HakeT He OyneT
(bparMeHTUPOBATHCS HA MAPIIPYTU3ATOPax MO MyTH CBOETO CIIEJIOBAHMUS;

-1 ttl ycraHaBIMBaeT BpeMs JKM3HU MakeTa B BeIMUYUHY ttl (Kaxkablil MapiipyTuszaTop yMmeHsbIaer ttl
Ha eIMHULLY);

-v tOS yCTaHaBJIMBAET TUII MOJIS «CEPBHUC» B BEJIMUUHY tOS;

-I' Count 3anuchIBaeT MyTh BBIXOSIIErO MaKeTa U BO3BPAILAOLIErocs MaKeTa B MOJIe 3alUCH MYTH.
Count - ot 1 10 9 X0CTOB;

-s count MO3BOJISIET OIPAHUYUTH KOJWYECTBO MEPEXOJ]0B M3 OJAHOW MOJCETH B APYTYIO (XOIOB).
Count 3ajaeT MaKCUMaJIbHO BO3MOXHOE KOJIMUECTBO XOIIOB;

-j host-list HanpaBJseT MaKeThl C MOMOIIBIO CIIHCKA XOCTOB, OMpeIelieHHOTo mapaMeTpoM host-list.
[TocnenoBarenbHble XOCTBI MOTYT OBITH OTHENIEHBI MPOMEXKYTOUHBIMH MapIIpyTU3aTopamu (THOKas
cTaTU4ecKas MaplpyTu3anus). MakcumalibHOe KOJTMYECTBO XOCTOB B CIIUCKE, Mo3BoJjieHHoe [P, paBHo 9;

-k host-list HampaBnsier TakeThl dYepe3 CHUCOK XOCTOB, ompeneideHHbIH B host-list.
[TocnenoBarenbHbIE XOCTHI HE MOTYT OBITH pa3JieleHbl IPOMEXYTOUHBIMU MapIIPyTU3aTOpaMu (KECTKast
cTaTuyeckas MapHipyTuzanus). MakcuMaabHOe KOJIMYECTBO XOCTOB — 9;

-w timeout yka3bIBaeT BpeMsl OKUJaHuA (timeout) OTBETa OT YAAICHHOTO XOCTa B MUJUTMCEKYH/IaxX
(mo ymomuanuio — 1cek);

-destination-list yka3pIBaeT yaJleHHbIH XOCT, K KOTOPOMY HaJ10 HallPaBUTh MAaKeThI ping.

N3yyenne MmapumpyTa MexK1y ceTeBbIMH COeUHEHHUSIMH ¢ IOMOIIBIO YTHJINTHI tracert.

Tracert - a3To yruiauTa TpaccUpoBKU MapuipyTa. OHa m03BOJISET MPOCIEAUTh MYTh OT JAHHOTO y3ja
1o moboro apyroro y3na cetu Internet. XocT 3a xocToM mokasbiBaeTcs nmpoxoxaeHue IP-naketos, npu
3TOM BBIBOAWUTCS HaszBanue U [P-azpec kaxmoro mpoiIeHHOrO XOTa, a TakKe 3HayeHHe HHTepBaja
BPEMEHH, B TEUEHHE KOTOPOTO ObLI OJTY4YEH OTBET.




Yrunuta ucnonp3yet nojie TTL (time-to-live, Bpems xu3HM) U3 3aronoBka [P-nakera u cooOmmeHus
00 ommbkax nmpotokona ICMP miist onpeneneHust MapupyTa OT OHOTO XOCTa JI0 APYTroro.

VYrunuta tracert MoxeT ObITH OoJiee coaeprKaTeIbHON W yHZOOHOH, ueM ping, 0COOEHHO B TeX
Cllydasx, KOI/la yAaJeHHbIH XOCT HENOCTHKUM. C MOMOIIBIO HEE MOKHO OIPEAEIUTH PaiioH MpodieM co
cBs3bio (y Internet-npoBaiinepa, B ONOPHOIL ceTH, B CETH yJAIEHHOI'O X0CTa) 10 TOMY, HACKOJIBKO JalIeKO
Oyzner orciexkeH MapuipyT. Eciaw BO3HUKIN MPOOJIEMBI, TO YTHIWTA BBHIBOJUT HA JKpaH 3Be3M0ukd (*),
6o coobmienus tuna «Destination net unreachable», «Destination host unreachable», «Request time
out», «Time Exeeded».

YTunura tracert pa®oTaer cieqyroIIUM OO0pa3oM: MOChUIAeTCAs MO 3 HPOOHBIX H3XO-TIaKeTa Ha
KaXJbI XOCT, 4Yepe3 KOTOpbI MPOXOAUT MapuIpyT A0 YyJaleHHoro xocra. Ha skpaH mnpu s3tom
BBIBOJIUTCS] BpEMsI 0KMIaHUS OTBETa Ha Kax bl nakeT (Ero MOXXHO M3MEHUTH C TOMOIIBIO MapameTpa -
w). IlakeTbl mochUTIalOTCS C Pa3IMYHBIMHM BEIMYMHAMU BpeMeHHM ku3HU. Kaxiplii mapuipyrusarop,
BCTpEYAIOLUICS 10 IIyTH, NIepe] NepeHalnpaBiIcHUeM MaKkeTa yMeHblaeT BenuuuHy TTL Ha exunuiy.
Takum 00pa3zom, BpeMst )KM3HHU SIBISIETCS CUYETYMKOM TOUYEK MPOMEKYTOUHOM nocTaBku (xomoB). Korma
BpeMs JKHU3HU TaKeTa JIOCTUTHET HYJS, MPEeIoiaraercs, 4YTo MaplipyTH3aTop MOLUIET B KOMIIBIOTEP-
uctounuk coobmenue ICMP “Time Exeeded” (Bpems uctexino). Mapuipyt uccienyercs myTeM MoChbUIKU
nepBoro sxo-makera ¢ TTL=1. 3arem TTL yBenuuuBaercst Ha 1 B KaXKIOM MOCJIEAYIONIEM TAKETE 0 TEX
Mop, MOKa MaKeT He JOCTUTHET YIAIEHHOTO XO0cCTa, TUO0 OyleT MOCTUTHYTa MAaKCHMallbHO BO3MOXKHAS
BenimunHa TTL (o ymomuanuto 30, 3aaeTcs ¢ moMolipio napamerpa -h).

MapipyT ompenensercs myreM uzydenus: coobmenuit ICMP, koTopsie mpuchLialoTcs 00paTHO
MIPOMEXKYTOUYHBIMU MapIIPyTU3ATOPaAMHU.

[IpuMeyaHue: HEKOTOPbIE MAPUIPYTU3ATOPBI IPOCTO MOJIYa YHUUTOXKAIOT MakeThl ¢ uctekmum TTL
U He OyAyT BUIHBI yTHIIATE tracert.

CuHTakcuc:

tracert [-d] [-h maximum_hops] [-j host-list] [-w timeout] ums_1ieneBoro _xocra

ITapameTpsbl:

-d ykaspIBaeT, 4TO HE HY)KHO pacrio3HaBaTh ajpeca Uil UMEH XOCTOB;

-h maximum_hops yka3piBaeT MakCUMalIbHOE YUCIIO XOMOB JIJIsl TOTO, YTOOBI HCKATh 11ETTh;

-J host-list yka3bIBaeT HEKECTKYIO CTATHUECKYIO MAPIIPYTU3AIHIO B COOTBETCTBUH C host-list;

-w timeout yKa3bIBaeT, YTO HY>KHO 0KHJIaTh OTBET Ha Ka)bIi 3X0-TAKeT 3a/IaHHOE YUCIIO MCEK.

Yruaura ARP.

OcHoBHas 3amauda npotokoiga ARP — tpancnaums [P-agpecoB B COOTBETCTBYIOLIME JIOKAJIbHBIE
anpeca. Ins sroro ARP-nmporokxon ucnonbszyer undopmanuio u3z ARP-rtabmuubsl (ARP-x3ma). Ecnu
HeoOxouMasi 3amuch B TaONMuIle HE HaiileHa, To mpoTokon ARP oTmpaBiser mmpokoBemaTeNbHbIHN
3ampoc KO BCEM KOMIBIOTEpPaM JIOKAJIbHOM MOJICETH, MBITAsACh HAWTH Biajenblia qaHHoro IP-aapeca. B
K3IlI€ MOTYT COJAEpP’KaTbCs JBa TUIA 3alMCeil: CTaTUYeCKue W JuHaMmuueckue. CTaTUYeCKHUe 3amucu
BBOJIATCS BPYYHYIO M XPAHATCS B KOIIE TMOCTOSHHO. J[MHAMHYECKHE 3alucH TOMEIIAIOTCS B KOIII B
pe3yibTaTe BBINOIHEHUS! IIMPOKOBEIIATENbHBIX 3ampocoB. JlJIsi HUX CYIIECTBYET IMOHATHE BpPEMEHU
KU3HH. Ecin B TeyeHWEe OmpeaesieHHOro BpeMeHH (M0 yMOJYaHWI0 2 MHH.) 3aluch He ObUia
BOCTpeOOBaHa, TO OHA YAAJSeTCs U3 KdIIa.

VYrtunuta arp BEIBOAUT JIJIs1 TPOCMOTPA U U3MEHEHHS TaOJIUIly TPAHCISAIIUN aIPECOB.

CuHTaKCHuC:!

arp [-s inet_addr eth_addr] | [-d inet_addr] | [-a]

ITapameTpsbl:

-S 3aHECEHHE B K31 CTATUYECKUX 3alHCeii;

-d ynaneHnue u3 Ka111a 3anucH Ui onpeneneHnoro [P-anpeca;

-a IPOCMOTP COJEP>KUMOTO KAIIIa JUIS BCEX CETEBBIX aJalITEPOB JIOKAJILHOTO KOMITBIOTEPA;

inet_addr - IP-axpec;

eth_addr - MAC-anpec.

Yruauranetstat.

YTunura netstat mo3BoJII€T NOJYYUTh CTATUYECKYIO MH(GOPMAIUIO [0 HEKOTOPHIM M3 MPOTOKOJIOB
creka (TCP, UDP, IP, ICMP), a Tak:xe BRIBOAUT CBEJCHUS O TEKYINX CETEBbIX coequHeHHsIX. OcoOeHHO
OHa TIOJIE3HAa Ha OpaHaAMayd’pax, C €€ TOMOIIBI MOXHO OOHAPYXHTh HApYIICHHUS OE30MacHOCTH
MepuMeTpa CEeTHU.



CuHrakcuc:

netstat [-a] [-e] [-n] [-S] [-p protocol] [-r]

ITapameTpsl:

-2 BBIBOJIUT II€PEUEHb BCEX CETEBBIX COECIMHEHUN M IPOCIYLIMBAIOLIUXCS IOPTOB JIOKAJIBHOIO
KOMIIbIOTEPA;

-¢ BBIBOOUT cTaTHUCTUKY mans Ethernet-marepdelicoB (Hanmpumep, KOJIWYECTBO TONYYEHHBIX H
OTIPABIICHHBIX OaT);

-N BBIBOJUT MH(OPMAIHIO 110 BCEM aKTHBHBIM coenuHeHusM (Harmpumep, TCP) mis Bcex ceTeBbIX
uHTepdeicoB JOKaTbHOrO KoMmbioTepa. s KaKIoro coeluHeHus BhIBOAUTCS uH(opmanus o6 IP-
ajzipecax JOKaJIbHOTO U YAaJeHHOro HHTep(eiicoB BMECTE ¢ HOMEpaMHU UCIOIb3YEMbIX MIOPTOB;

-S BBIBOJIUT CTaTUCTHUYECKYI0 HH(popmaruio s mpotokonoB UDP, TCP, ICMP, IP. Kiitou «/more»
MO3BOJISIET TPOCMOTPETH HHPOPMAIIHIO TOCTPAHUYHO;

-I BBIBOJIUT COAEPIKUMOE TaOIHIIBI MAPIIPYTH3AIHH.

Yunpaxnenue 1. [losydyenue cnpaBoyHoil HHGOPpMAUMH 10 KOMAHIAM

BriBecTr Ha 9KpaH cripaBovHYIO HHGOpMaNHUIO 1o yTwinTaM ipconfig, ping, tracert, hostname. J{ns
TOr0 B KOMAaHJHOW CTPOKE BBECTH HUMS YTUIUTHI Oe3 mapameTpoB uiu ¢ /?. M3yuuTh Kirouw,
HCIOJIb3YEMbIE IIPU 3aIyCKE YTUIIUT.

Ynpaxuenue 2. [losy4eHue HMEHH X0CTa

BriBecTr Ha 9KpaH UM JIOKAJILHOTO XOCTa € TIOMOIIBI0 KOMaHAbI hostname.

Ynpaxuenue 3. U3yuyenune yruiantsl ipconfig

[TpoBeputh koH(puryparuo TCP/IP mokaibHOTO XOCTa ¢ MOMOIIBIO YTWIHTH ipconfig. 3amoiHUTh
Tabnuiy:

Nwms xocta

IP-anpec

Macka nojacetu

OCHOBHO IIUTIO3

Ucnonesyercs iu DHCP (agpec DHCP-cepBepa)

Omnucanue azanTepa

dOm3yecKkuit aZipecC CCTCBOro ajaanTepa

Anpec DNS-cepBepa

Anpec WINS-cepsepa

Ynpa:xxuenue 4. TectupoBanue CBSI3U ¢ NOMOIIbIO YTHUJIUTHI ping

1. TIpoBepuTh NpaBUWIBHOCTH YCTAaHOBKU U KOoH(urypuposanus TCP/IP Ha 10KkaqbHOM KOMITBIOTEPE.

2. TlpoBeputh, IpaBUIBHO JIU JOOABIIEH B CETh JIOKAIBHBIA KOMIBIOTEp W He ayomupyercs iu [P-
azapec.

3. IIpoBeputs (yHKIHOHMpPOBaHWE MNUTIO3a 1O YMOJYAHHIO, IMMOCIAB 5 3XO-TIAKETOB UTMHOW 64
OaiiTa.

4. TlpoBepuTh C MOMOUIBIO ping, MOXKETE JIU Bbl OOPATUTHCS K KOMIBIOTEPAM B CBOEH JOKaJIbHOM
cetu. CpaBHUTH PE3yNbTaThl BBHIIOJIHEHUS MPOTpaMMbl ping ¢ yKa3aHHEM ajJpeca KOMIIbITepa,
KOTOPBIM OTKJIIOYEH, U HECYIIECTBYIOUIETO ajpeca. OTIN4atoTcs U 3TU Pe3yIbTaThl?

5. IIpoBepuTh BO3MOKHOCTh YCTaHOBJEHHS COCIUHEHHS C Pa3IMYHBIMHM YAAJCHHBIMH XOCTaMH,
ucnonb3ys DNS-umena. Onpenenute IP-aapeca stux y31moB. OTMETUTH BpeMsi OTKIUKaA (BpeMs
KpyroBoro oOpamenust nakera). [lonpoGoBare yBenuuuTh BpeMsi OTKIMKa. Kak Biauser pasmep
MaKkeTa Ha BpeMsl KpyroBoro oopanieHus?

Ynpaxuenue S. Onpenesenne nyru IP-nakera

1. Bocrnonb3oBaTbcs KOMaHIOH tracert A ONpeNeNeHHs 4Yucia y4acTKOB MaplipyTa OT Ballero
KOMIIbIOTEpa K pa3IMYHBIM XOCTaM (JIOKAJbHOMY XOCTY, IUIIO3Y [0 YMOJYAHUIO, YAaJICHHOMY
xocty). OTMeTbTe, uepe3 Kakue MPOMEKYTOUHbIE Y3JIbl TPOXOJAT 9XO0-TIaKeThl.

2. CpaBHHUTb 3HAYECHHUSI BPEMEHHU KPYroBOTr0 OOpaIleHus, MOJy4YeHHbIE TP BHITOJIHEHUH POrPaMMBbl
ping, ¢ YUCIOM Yy4YacTKOB MaplIpyTa, MOJYYEHHBIM IPU BHIIOJHEHUH NPOTrpaMMsbl tracert, ass
psana aznpecoB HasHaueHHd. CyliecTBYeT JM 3aBUCHMOCTb MEXIY HPOAOIKUTEIBHOCTBIO
3aJIep’KKHU U YUCIIOM Y4acTKOB Mapiuipyra?

Ynpaxuenue 6: [Ipocmorp ARP-k31m1a
C moMoMipIo YTHIIMTHI arp mpocMoTpeTh ARP-Tabnmuiy mokansHOrO y3:i1a.



Yunpaxuenue 7. [losyyenne uHGopMannm 0 TEKYIIHX CeTEBbIX COCAMHEHUAX U MPOTOKOJAX
crexka TCP/IP.
1. C nomompio YTHINTHI netstat BHIBECTH MEpPEYeHb CETEBBIX COEIMHEHUN M MPOCITYIINBAEMBIX
IIOPTOB JIOKAJIBHOI'O y3JIa.
2. Tlomyuuts cratucTHdecKkyro uHbopmarmto 11 nporokoso UDP, TCP, ICMP, IP.
3. BeIBecTH Ha 3KpaH JOKAIBHYIO TAOIHIy MapIpyTu3anuu. M3yduTs ee comeprxumoe.

®opma npeacraBiaeHus pesyabtara: OT4eT o IpoAeTaHHo paboTe, BBIIOJHEHHAs paboTa.

Kpurepum oueHku:

OrneHka «OTJIMYHO» CTaBUTCS, €CJIM 3a/IaHKHE BBIIOJIHEHO BEPHO.

OrneHka «XOpoI1I0» CTaBUTCS, €CIIM X0/ BBINOJIHEHUS 3a/1aHUs BEPHBIA, HO ObliIa IOMYIIEHA O/IHA UJIH JIBE
OH_II/I6KI/I, MPpUBCAIINEC K HCIIPABUIIBHOMY OTBCTY.

OneHka «yJOBJIETBOPUTEIHHO» CTaBUTCS, €ClIM B paboTe HE MOJY4YeH OTBET U MPHUBEICHO HEMOJIHOE
BBIINOJIHCHUEC 3aJaHUsA, HO X0/ BBIITOJIHCHHUA 3a1aHHUA.

OueHka «HeyA0BIETBOPUTEIbHOY» CTABUTCSA, €CIIU 33/IaHUE HE BBIIIOJIHEHO.

IIpakTuyeckas padora Ne 5

OcCHOBHbIE KOMaH/Ibl KOMMYTATOpPa. YNpaBjieHne KOMMYTAaTOPaMH
Ieap paGoThl: 03HAKOMHUTHCSA C OCHOBHBIMH KOMAaHIAMH JUIss HACTPOMKH, KOHTPOJS M YCTPAHEHUS
HEeroJa 0k kommyTatopoB D-Link

Beinosinus padorty, Bel Oynere:
ymemn:

- IPUMCHATb OCHOBHBIC KOMaH/laMbl JJIA HaCTpof/'IKI/I, KOHTPOJIA U YCTPAHCHHU A HCIIOJIAJOK KOMMYTATOPOB
D-Link;

MaTepuaﬂbnoe odecmeyeHue:
y‘le6H0-J’Ia60paT0pHBIfI KOMILIEKC «JIOKaIbHbIE KOMITIBKOTCPHBIC CETH»

ITopsinok BbINOJIHEeHUs padoOThI:
[MonkmounTe 000pyIOBaHUE COTIIACHO CXEME

DGS-3324SR Al
/DES-3526 iy

Console Settings

Speed — 115200 (DGS-3324SR)
9600 (DES-3526)

Data bits - 8

Parity — None

Stop bits — 1

Flow Control - None

Desktop
Hactpoiika DES-3828/DES-3526
1BbI30B moMOIIM 110 KOMAHaAM
Hanumure B koHcoan ?
HanummTe B KoHCOMM config ?
Hanwumure B koHcoau Show ?

2U3menenne |IP-aapeca kommyTaTopa

IP-anpec mo ymon4anuto 10.90.90.90/8

Usmenute IP-anpec  configipifSystemvlandefaultipaddress 10.1.1.10/8

Hacrpoiika IP numrozanoymonuanuto  createiproutedefault 10.1.1.254 1

3ameuanue. IP w03 nO  YyMOMUAHUIO HA3HAYAEMCS, eClu YNpagieHue KOMMYMAamopom
ocywecmensemces us opyeux IP noocemetl.

[TpoBeprTe HacTpoiiku Show switch



3 YnpasiieHue y4eTHbIMH 3aNIMCSIMHM M0JIb30BaTeJ1ei

3aBoUM y4yeTHYIO 3anuchk aqMuHucTparopa Create account admin dlink

VYka3pIBacM mapoJib U MOATBEPKACHUE mapojs agmuauctparopa: dlink  Enteracase-
sensitivenewpassword: dlink

Enter the new password again for confirmation: dlink

3aBOJUM YUYETHYIO 3alIUCh [10JIb30BATENSA Create account user swuser

VYka3bIiBaeM NapoJsib U OATBEPKACHUE TTapoJist mosib3oBaTens:dlink 1 Enteracase-
sensitivenewpassword:dlink1

Enter the new password again for confirmation:dlinkl

[TpoBepbTe HACTPOMKH YUETHBIX 3alMCEH mob30Bareaeir  Show account

OTKIIIOYEHHE OT PEKUMA aIMUHUCTPUPOBAHUS Logout

Boiinute B pexxum yrpasienus login Username: dlink

Password: dlink

DES-3526:4#

W3MeHeHne naposist oib30BaTess

[Tocne BBOJAa KOMaHABI YKa3blBa€M CTapblil Mapoiyib MOJB30BaTEeNss W 2 pa3a HOBBIM MapoJb.

Config account swuser

Enter a old password:****

Enter a case-sensitive new password:****

Enter the new password again for confirmation:****

VYnanenue yuernoii 3anucu  delete account swuser

[TpoBepbTe yaaneHue y4eTHOM 3aluCcH MOIb30BaTeNs show account

Buumanue: Jlnuna uMenu mnosib3oBatens ot 1-15 cumBosioB, mmHa napois ot 0-15 cumBoIOB,
MaKCHMaJbHOE KOJIMUYECTBO MOJib3oBarTenei 8.

Hukorna He coxpansiiTe HACTPOSK KOH(PHUTYpaluu MOCie CO3JaHus MOJIb30BaTENel HE TPOBEPUB,
MOJKeTe JIM BbI 3aiiTu B cuctemy! B ciydae yrpartel cBenenuit o Jlorune u Ilapone, paz0nokupoBarthb
KOMMYTATOp MOKHO TOJIBKO B CEpBUCHOM IieHTpe komrtanuu Jmunak! (st crapeix Bepcuit firmware)

4 Hactpoiika napamMeTpoB HAeHTH(PHUKALNH KOMMYTATOpPa

Hactpoum umst kommyTtaTopa configsnmpsystem_nameHQ-SW01
HactpoummectopacmosnoxeHne(JIOKaIN3aIuio) configsnmpsystem_locationHQ 5F
HactponMOTBETCTBEHHBIKOHTAKT config snmp system_contact HQ IT Department
[IpoBepbTe BHECEHHBIE TAPAMETPHI show switch

Buumanue: /[nuna napamempos uoenmughuxayuu kommymamopos om () 0o 255 cumeonos.
0 cumeon06 nodpazymesaem, ymo uHGopMayusi OMcymcmeyem
5 HacTtpoiika BpeMeHH HA KOMMYTaToOpe

BBenute komaHIy config time 30102007 15:45:30
YcraHoBka 4acoBOro nosica

Mocksa (GMT +3:00) config time_zone operator + hour 3 min 0
[TpoBepbTe Bpems show time

Ilpumeuanue: Yemanoska epemeru HeobXoouma 0Jisi NPAGUILHO20 OMOOPANCEHUS UHPOPpMAYUU 8
arcypuanax kommymamopos (Log files)

6 KonjdurypupoBanne 0oCHOBHBIX HACTPOEK MOPTOB KOMMYTATOpa

KonduryprupoBanue CKOpOCTH 1 pexxuma padotel mopta  config ports 1-5 speed 10_half

[TpocmoTp pexrma paboThl MOPTOB show ports

[ToaxmrounTe KOMITBIOTED K MOPTY 2 KOMMyTaTopa 4mo 6wl nabatodaeme?

OtxmmroueHue paboThl opTa config ports 1-5 state disable

Bkirouenne paboTsl opTa config ports 5 state enable

HmenoBanwue mopra config ports 5 description Magistral_port_Mipk
[TpoBepum descriptions mopTos show ports description

Brumanue! Bce napamempul Konguzypupoganus nopma Mod#cHO cOenams 00HOBPEMEHHO 8 0OHOU
Komawuoe.

7 ®ynxknms Factory Reset (cOpoc k 3aBoACKHM yCTAaHOBKAaM)

COpochbTe B HACTPOHKH 110 YMOTUAHUIO reset config



Bce 3aBojckue HaCTPOMKHU MO YMOJTYaHUIO BOCCTAHOBATCSA HA KOMMYyTaTope Bkitouas [P-aapec,
YUETHBIE 3allMCH 10JIb30BATENIEN U KypHall uctopuil. KoMMyTaTop He COXpaHUT HACTPOMKHU U HE
MIEpPErpy3nuTCA.

HMumreset system

Bce 3aBoAcKre HACTPOMKHM IO YMOJIYAHHUIO BOCCTAHOBSITCSL HA KOMMYyTaTope uckirouas [P-anpec,
YYETHBIE 3aUCH MOJIb30BATENEN U KypHaAI HCTOpHUil. KOMMYTaTop HE COXpaHUT HACTPOMKH U HE
MepErpy3nTCs.

CoxpaHuTe U3MEHEHMS B SHEPIOHE3aBUCUMYIO ITAMSITh Save

Ilepesarpy3ute kKoMmMyTaTop Reboot

®opma npeacraBiaeHus pesyabTara: OT4eT o IpoAeTaHHo paboTe, BBIIOJHEHHAs paboTa.

Kpurepun onenkmn:

O1eHKa «OTJIIMYHOY» CTABUTCS, €CIIM 33JaHUE BBIIIOJHEHO BEPHO.

O1eHKa «XOpOIIIO» CTABUTCS, €CIIM XOJ BHIIOJIHEHHUS 3aJJaHNUs BEPHBIH, HO ObLIa JOMYyIEHA O/IHA WU JBE
OLIMOKH, MPUBEALINE K HEIPAaBUIbHOMY OTBETY.

OneHka «yJOBJIETBOPUTEIBHO» CTaBUTCS, €CIIM B pabOTe HE MOJY4YEH OTBET M IPUBEJIEHO HEMOIHOE
BBINOJIHEHHUE 3aJIaHHs, HO X0/ BBIIOJIHEHUS 3a/laHusl.

OneHka «Hey10BIETBOPUTEIIBHO» CTABUTCS, €CIIH 3a/1aHUE HE BBIITOJIHEHO.

IIpakTuyeckas padora Ne 6

KomManabl 00HOBJIEHUSI IPOrPAMMHOI0 00ecleYeHUsi KOMMYTATOPAa U COXPAHEHUsI/BOCCTAHOBJICHUS
KOH(PUIypauMOHHBIX (pail10B
Heap padoThl: U3YYUTH MIPOLIECC OOHOBIICHUS MIPOIIMBKYU U 3arpy34rKa.

Beinosinus patdory, Bel Oyaere:

ymemy:

- NpUMEHATh  KOMaHAbl  OOHOBJIEHUS  MPOrpaMMHOrO  oOecredeHuss  KOMMyTaropa M|
COXPAHEHHUS/BOCCTAHOBIIEHUSI KOHPUTYPALIMOHHBIX (aiioB;

MaTepuaﬂbnoe odecmeyeHue:
y‘le6H0-J’Ia60paT0pHBIfI KOMILIEKC «JIOoKaIbHBIE KOMIIBKIOTCPHBIC CETH»

ITopsinok BbINOJHEHHS PadOTHI:

[Moaxmourte 060pyI0BaHUE COTJIACHO CXEME
DGS-3324SR / DES-3526

IP Address o ia ) 1120008
10.1.1.10/8 e eesamesyeadiiy

\ .
arhs
o wans W 310ITENY

10/100/1000Base-T
Ethernet Cable

Desklop (With TFTP Server)
10.1.1.250/8

1 IloaroToBKa K pe:kuMy OOHOBJIEHHS M COXPAaHEHHUs POIIMBOK KOMMYTAaTOpa.

Hacrpoiika TFTP —cepBepa (na npumepe Tftpd32 by Ph.Jounin)

1.B HacTpoiikax HEOOXOAUMO YCTAHOBUTH TUPEKTOPHIO TIpriemMa (aiioB

2. OtkirounTsb Bee apyrue cepsucsl kpome TFTP server

[ToaroToBka (aiinia 0OHOBIEHUS

1. [Touck HE00X0IMMOTO ¢aiina OOHOBIICHHUS IIPOLIMBKH Ha
caiite http://www.dlink.ru (smu http://www.dlink.com )

2. BeikauuBanue (haitia u mepeHoc B JUPEKTOPHUIO YKa3aHHYIO B tftp cepsepe.




3. [Ipouuraiite (aitsn COnpoBOKACHUS K MPOIIUBKE.

2 3arpyska ¢aiijia NpOIIMBKH B NIaMATH KOMMYTaTOpa

Hacrpoiika IP-agpeca  config ipif System vlan default ipaddress 10.1.1.10/8

Hactpouts TFTP cepsep BriOpate npomuBky 1t 3arpysku (10.1.1.250/8).

ITporepka nocrynHocTu TFTP ceprepa Ping 10.1.1.250

[TpoBepka TeKynx NpomuBoK firmware show firmware information

3arpys3uth npoimmBKy Ha kommytaTop downloadfirmware 10.1.1.250 xStack400B13.hadimage_id 2

OdunmanbHas Bepcus IPOIIUBKA Bce opunmansHbie BEpCUU MPOLIMBKHI BKIIOYAIOT
MIPUMEYaHUs1, KOTOPBIC OMUCHIBAIOT HOBBIC (DYHKIIUU U MTOCIIEHUE KOPPEKIIUU OIIHOOK.

Buumanue: HE nepeszazpyatcaiime kommymamop 80 8peMs 3a2py3Ku NPOUUBKU

Buinonnenue komanowl be3 karoua image_id npugooum k nepezanucu mexyujetl firmware!

3. KongurypupoBanue 3arpy3ku firmware koMmmyraropa

CMeHa pOoLIMBKH € KOTOPOii 3arpyxaercs kommytatop  configfirmwareimage_id 2 boot_up

CoxpaHuTe H3MECHEHUsT Save

[Tepesarpy3ure kommyTtarop OOHOBIIEHHAs! MPOIIMBKA BCTYIUT B CHITY TOJIBKO TIOCIIE
nepesarpysKu.

[TpoBepbTe nHpOpManuio npomuBky Show firmware information

Yro BbI HaOO1acTe? 3AMUIIIMTE B OTUYETE

2.4 YupasJ/ieHue u3MeHeHUAMH KOHUrypaumii

ITpocmoTtp Tekyieit Bepcun kommyraropa (B8 RAM) show config current_config

[TpocmoTp xoudurypanuu 3arpy3ku (u3 NVRAM) showconfigconfig_in_nvram

Beirpyska kouduryparuu Ha TETP cepsep  upload configuration 10.1.1.250 config.txt

W3mMeHnTe B BBITPY)KEHHOW KOH(UTypally B pa3zaene management umsi kommyrarpa ¢ HQ-SWO01
Ha HQ-SWO02 # MANAGEMENT

enable snmp traps

enable snmp authenticate traps

config snmp system_name HQ-SW02

disable rmon

3arpy3uM U3MEHEHHYIO KOH(PHUTYpAIHIO Download configuration 10.1.1.250 config.txt
[IpoBeprM H3MEHUIIOCH JTX UMSI KOMMYTaTopa show switch

Uro Bl HaOmogaeTe?  3alUUIMTE B OTYETE

5 Beirpyska Log ¢aiisioB

Beirpyzum Log na TFTP cepsep upload log 10.1.1.250 logfiles.txt

®opma npeacrapiaeHus pesyabTara: OT4eT 0 IpoAEIaHHOM paboTe, BBIIIOJHEHHAs padoTa.

Kputepun onenkmn:

O1eHKa «OTJINYHO» CTABUTCS, €CIIH 33JaHHUE BBIIIOJIHEHO BEPHO.

O1eHKa «XOpOII0» CTaBUTCS, €CIIM XOJ BHIIIOJIHEHUS 3aJJaHNs BEPHBIH, HO ObLIa JOMYIEHa O/IHA WU JIBE
OIHI/I6KI/I, MNPpUBCAIINE K HCIIPABUIBHOMY OTBCTY.

OreHka «yJOBIETBOPUTEIBHO» CTaBUTCA, €CIM B paboTe HE IMOJIyueH OTBET M NPUBEICHO HEMOJIHOE
BBITIOJIHCHUEC 3alaHus1, HO XO/ BBIIIOJTHCHUA 3a1aHNA.

OneHka «Hey10BIETBOPUTEIBHO» CTABUTCSI, €CIIH 3a/1aHUE HE BBIITOJIHEHO.

Tema 4.3 Ilepenaua 1aHHBIX MO CETH
IIpakTuyeckas padora Ne 7
IIpeodpa3oBanune popmartos IP-agpecos
Heap paGorbi: 0000IIeHNE U cucTeMaTU3alus 3HaHui 1o teMellepenaya JaHHBIX MO CETH, HAYUUTHCS
OIpeNIeNIATh UACHTHU(PHUKATOPHI CETEH.

Beinosnus patdory, Bel Oyaere:
ymemy:
-npeoOpa3oBbiBaTh popmatsl IP-anpecos;



MarepuajnbHoe o0ecnieyeHue:
y4eOHO-Ta00paTOpHBII KOMILIEKC «JIoKanbHBIE KOMIIBIOTEPHBIE CETH)

ITopsinok BbINOJHEHHs padOThI:

B nBomuHOM dopMmaTe KaKAoMy OUTY B OKTETE COIOCTABIIEHO OIMpPENEICHHOE AECSITUYHOE YHUCIIO.
MakcumanbHOe JEeCATUYHOE 3HAUYEeHUE OKTeTa paBHO 255(ywacTByeT Kaxkablii Out). Kakneld oxrer
npeodpaszyeTcs B UUCIO OTIEIBHO OT JPYTHUX.

bur, ycranoBienssiii B 0, Bceraa cOOTBETCTBYET HYJIEBOMY 3HaueHHUIO. bUT, ycraHOBIEHHbIN B 1,
MOXKET OBbITh MpeoOpa3oBaH B JECATHYHOE YHUCIO. Muaamuii OUT OKTeTa NpEeCTaBiISIeT ACCITHUHOE
yucio 1, a crapmuii - 128. MakcumanbHOE 3HaY€HHE OKTeTa (255) mocTuraercs, Koraa Kaxaplid ero Out
paseH 1.

Kaxpaprit knacc IP-agpecoB onpezenser, kakas 4yacThb ajpeca OTBOJUTCS MO UIEHTU(HUKATOP CETH,
a Kakas - IoJ] UACHTU(UKATOP y37Ia.

IIporokon TCP/IP momnepxxkuBaeT anpeca kiaccoB A, B u C. Knacc aapeca omnpezaenser, Kakue
OWTBI OTHOCATCS K MICHTHU(UKATOPY CETH, a Kakue - K uAeHTU(UKATOpy y3ia. Takxke OH ompenenser
MaKCHMaJbHO BO3MOKHOE KOJIMYECTBO y3JIOB B CETH.

Kinacc [P-anpeca naeHTHGUIMPYIOT MO 3HAYEHUIO €ro MEpBOro okrera, 32-paspsaubie IP-agpeca
MOTYyT OBITh TPUCBOEHBI B 00meld coBokynmHocTH 3720314628 y3mam. Hiske mnokazaHo, Kak
onpeaesitores noiist B [P-agpecax pa3HbIX KJIacCOB.

Kaace A:Anpeca knacca A Ha3HayaroTCs y3jaMm odeHb Oousbiioii cetu. Ctapumimnii OUT B ajgpecax
9TOro Kjacca Bcerga paBeH Hymo. Cregyromue ceMb OUT MEpBOrO OKTETa IPEACTaBISIOT
unentudukatop cetu. OctaBmmecs 24 Outa (TpU OKTeTa) coaepkaT HACHTU(DUKATOp y3i1a. ITO
M03BOJISIET UMETH 126 ceTeil ¢ yuciioM y3710B 10 17 MUJIIMOHOB B KaX/10H.

Kaace B: Anpeca kinacca B Ha3Hauarorcs y3nam B OONBIIMX M CPEJHUX IO pa3Mmepy B ceTsx. B
nByx crapmux Outax [P-ampeca kimacca B 3amuceiBaetcs nBomunoe 3Hauenue 10. Cremyromme 14 Out
coziepkaT uaeHTuuKaTop cetu (Ba nepBbix okTeTa). OcraBmuecs 16 OUT (IBa OKTETa) MPEACTABISIOT
uaeHTupuKaTop y3na. Takum oOpa3om BO3MOXKHO cymiecTBoBanue 16384 cereit kimacca B, B kaxaoi u3
KOTOpBIX 0K0J10 65000 y3110B.

Kaacce C: Apeca knacca C npuMeHsI0TCsl B HeOonbIuX ceTsx. Tpu crapmux ourta [P-aapeca storo
Knacca cojnepxkat asonmuHoe 3Hadenwe 110. Crnenyromue 21 OUT cocTaBisieT HISHTU(DUKATOP CETH
(nepBbie Tpu okteta). OctaBiimecs 8§ OUT (MOCIHEAHUN OKTET) OTBOAUTCS MOJ WIASHTU(UKATOP Yy3Ja.
Bcero Bo3zmoxHO0 okoso 2000000 cereit knacca C, coaepxamux 10 254 y3noB.

Jns 3anannbix [P-anpecos knaccoB A, B u C u npeayioxkeHHBIX MAaCOK OIPEIEIHUTh:

e KJIACC aJpeca;

e  MAaKCHUMaJIbHO BO3MOYKHO€ KOJIMYECTBO MOJCETEN;
e  JlMaNa30H U3MEHEHUS aJIpeECOB MOJICETEN;

e MAaKCHUMAaJIbHOE YHUCIIO y3JI0B B MOJICETSX.

Anpec Macka
135.209.23.246 11111111.111112111.111112111.12000000
200.131.197.27 11111111.11111111.11111111.11111000
214.147.120.38 11111111.1111212111.111112111.121110000
176.72.82.62 11111111.11111111.11111111.10000000
82.67.174.114 11111111.11000000.00000000.00000000

®opma npeacraBiaeHus pesyastara: OT4eT o npojeTaHHoM paboTe, BBIIOJHEHHAs paboTa.

Kputepun onenkmn:

O1eHKa «OTJIIMYHOY» CTABUTCS, €CIIM 3aJaHUE BBIIIOJHEHO BEPHO.

O1eHKa «XOpOIII0» CTAaBUTCS, €CIIM XOJ BHIIIOJHEHHUS 33aJJaHNUs BEPHBIH, HO ObLIa JOMYIEHa O/IHA WU JIBE
OI_HI/I6KI/I, MPpUBCAIINE K HCIIPABUIIBHOMY OTBCTY.

OrneHka «yJOBIETBOPHUTEIBHO» CTaBUTCA, €CIM B paboTe HE IMOJIyuyeH OTBET M IPUBEICHO HEMOJIHOE
BBINOJIHEHHUE 33JJaHHs, HO XOJ BBIMIOJIHEHUS 3a/laHUs.

OHCHKa «HCYHOBJICTBOPUTCIILHO» CTABUTCH, CCJIN 3aJaHUC HC BBIIIOJIHCHO.
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Pacuer IP-aapeca u Macku nmoaceru
Leuas padoTbl: 0600IIeHNE U cUCTEMaTU3alusl 3HaHUK 110 TeMellepenaya TaHHBIX MO CETH, HAYYUTHCS
paccuntbiBath IP-anpec u Macky mojcery.

BbinosinuB padory, Bel Oyaere:
ymemy:
-paccuutbiBaTh |IP-agpec u macky nojaceryu,

MarepuasibHoe o0ecrneyeHue:
y4e0HO-1a00paTOPHBIN KOMIUIEKC «JIOKanbHBIE KOMITBIOTEPHBIE CETH)Y

Iopsaok BbINOJIHEHUS PA0OTHI:
Macka mojceTu Bcerja MpeicTaBiseT co00i Mmocaen0BaTeIbHOE KOJUYECTBO BHAuajie €AMHMIL, a
3areM — Hynedd. Macku Buaa 11011111.11111111.11111111.1100000 ObITh HE MOXKET.

Macka nogcerw [IDE npeguxc Beero IP P.cnorms‘,:é—nk;_l_l?_-_ ‘Qucno /24 cereRt
appocon anpecon

255.255,255.255 /32 1 1 1/256¢

255.255.2355.254 /31 4 C 1712

255.255.255.252 4 < i/€4

255.255.255.248 /29 - € /32

CrtouTth ydectb, 4To A7 J1t000i mojceTu paboTaeT MpaBUIO BRIYUCICHHUE KOJIMYECTBA XOCTOB:

232-n -2, rae n — mmHa noaceTu. 232-24 -2 = 254 nna macku 255.255.255.0.

OTtxyna Gepercst -27

DTO mepBBIA M TOCICAHHMI aapeca CETH: TEPBBIM — aapec caMOW CETH, TMOCICIHMM — aapec
IIMPOKOBEIIATENbHBIX PACCHUIOK.

Eme nns marmsaaoctu. Pacemorpum, kak pasnenuth ceth 192.168.1.0 /24 Ha nBe Ha MOJACETH C
nmoMoIIpl0 Macku. g storo 3abepeM OIWH OHUT XOCTOBOM YacTH B TONB3Y CETEBOW, MONydyaeM
IT111111.11111111.11111111.10000000. Ha Beixome y Hac e moacetu — 192.168.1.0 /25 wu
192.168.1.128 /25. (0 n 128 — 3HaueHMs1, KOTOPbIE MOXKET NPUHATH MEPBBIN OUT yeTBepTOro okreTa, 0 u 1
COOTBETCTBEHHO).

Tenepb paccMOTpUM, KaKk pa3feuTh NEPBOHAYAIBHYIO CETh HA YEThIpE NoAceTH. /[ 3Toro otnaem
MepBbIe 1Ba OUTA U3 TOCIEIHETO OKTETA B MOJIH3Y CETH:

111711111.11111111.11111111.00000000 = 192.168.1.0

11111111.11111111.11111111.01000000 = 192.168.1.64

111711111.11111111.11111111.10000000 = 192.168.1.128

111111121.121212111.111111211.11000000 = 192.168.1.192

Jlenenue OONBIIMX CETEH HAa MAaJICHbKUE HCHOIB3YeTCS aJIMUHUCTPATOpaMU ISl YIPOIICHUS
paboTel ¢ cereBol WHGpAcTpyKTypou. Mcmonp30BaHue OrpaHUYCHHUH IS Pa3IMYHBIX JICTTapTaAMEHTOB
KOMITaHUU y00HO peann3oBbiBaTh Ha rpynmy [1K, Hexenu oTnenpHO Ha Kaxayro MamuHy. Kpome Toro,
HaJu4he TIOJCEeTEH YMEHBIIAET JOMEHBI IIMPOKOBEIIATEIbHBIX PACChUIOK, CHUXas HArpy3ky Ha
KOMMYTaTOPHI.

Ecnim pgBa ycTpoiicTBa OTHOCATCS K OJHOM TOJACETH, TO OOIIEHWE MEXIYy HHUMH OyneT
OCYIIIECTBISATHCS HANPSIMYIO, MUHYsI MapuipyTu3atop. s Toro, yto Obl OTHPAaBUTH MAKET B APYTYIO
MOJICETh, YCTPOMCTBO HAIPABJISAET €ro Ha CBOM IUII03 MO YMOJIYAHUIO, KOTOPBIM SIBISETCS (DU3UIECKUN
WM BUPTYaJIbHBIN MHTEepdeic ycTpoiicTBa TpeThero ypoBHs (L3). Tam cBepsieTcst aapec moiydarens
TaOIUIEH MapIIPyTU3AIIMY, U TTAKET HAMPABIISETCS JajbIIle.

Korna Ha mapiipyTu3aTop momagaeT O4epeqHON MAakKeT, OH MPOBEPSET CETh MOIy4aress, YTOOBI
HaWTU COBIIQJIEHWEC B CBOEH Tabimie MapumpyTtu3anuu. Ecim coBmageHue ecTh, TO IaKeT
MepEeHAIPaBISIETCS B HYXKHBIM UHTEpQEiic, eCi COBIAJCHIE OTCYTCTBYET, TO UCTIONB3YEeTCS MAPIIPYT 110



yMmon4aHuio. B ciydae, korna moanep:kka OecKIaccoBOl MapUIpyTH3allMd HE HACTPOEHA, a MakeT He
OTHOCHUTCS K KaKOW-IHOO0 ceTr B TaONIHIIEe MApIIPYTU3ALMH, TO OH OyIeT OTOPOLIEH.

Hampumep, maket u3 cetu 192.168.10.0 monagaet Ha poyTep, B TabJIUIle MapIIPyTH3AIUA UMEETCS
nBa mapupyta: kK cetsim 192.168.1.0 u 192.168.2.0, a Tak xe mapuipyt no ymonuanuto 0.0.0.0 0.0.0.0. B
TaKOW CHTYaIluu MakeT OyAeT orOpoieH, Tak kak ceTb 192.168.10.0 otHocuTes K Kiaccy C, a MapmpyT K
TaKOH ceTH B TaOJIHIIe HE CYIIECTBYET.

B cnyuae, koraa ucronb3yercs: 6eckiiaccoBasi MaplIpyTH3alus, akeT OyAeT OTHpaBieH Ha LUTI03
o ymomuanuto — 0.0.0.0 0.0.0.0.

CtouT ydecTb, YTO MNPU HUCHOIH30BAaHUU OECKIACCOBOM ajpecalili CcaMoO TIOHSATHE «KJIACCH
nponanaer. Hemb3s ckazate, uto ampec 192.168.1.1 /24 otHocutcs k kiaccy C mnum agpec 10.1.1.1 /24
oTHOCHUTCS K Kiaccy A. Kiaccel ObUTM HYKHBI JJIsi OTMPENCIICHUs TPAHUI[ CETH JO TeX IOp, MOKa He
MCIOJIb30Bajlach MacKa CETH.

ITo 3amannbIM knaccy (A, B winn C), xonmmdecTtBy noxacerel N M MakCHMajabHOMY KOJIMUYECTBY
koMrbloTepoB M1...MN B KakJI0l TOJICETH ONMPEACINTh MACKy JUisl pa3OueHus Ha mojacetu. Caenarb
BBIBOJ| O BO3MOXHOCTH TaKoro pasouenus. Eciam pazOueHne HEBO3MOXHO, TO CHOPMYIHpYHTE
PEKOMEHJallMi [0 W3MEHEHUIO0 KaKUX-TMOO HCXOMHBIX HaHHBIX I OOecleYeHHs] BO3MOKHOCTH
pa30ueHusI.

®dopma npeacrapiaenus pesyasrara: OTyer o npojeaHHON paboTe, BHIIOJIHEHHAs paboTa.

Kpurepun onenkmn:

O1eHKa «OTJIIMYHOY» CTABUTCS, €CIIM 33JaHUE BBIIIOJHEHO BEPHO.

OneHka «xXopoI0» CTaBUTCS, €CJIU XOJ] BBIIIOJIHEHUS 3a/laHusl BEPHBIN, HO Oblja IOMyIIEHa OJHa WU JBE
OLIMOKH, MPUBEALINE K HEIPAaBUIbHOMY OTBETY.

OneHka «yJOBJIETBOPUTEIBHO» CTaBUTCS, €CIM B pabOTe HE MOJIYYEH OTBET M IPUBEJIECHO HEMOIHOE
BBINOJIHEHHUE 3aJIaHHsl, HO X0/ BBIIIOJIHEHUS 3a/laHMs.

OneHka «Hey10BIETBOPUTEIIbHO» CTABUTCSI, €CIIH 3a/1aHUE HE BBIITOJIHEHO.

IIpakTnyeckas padora Ne 9

Komanas! ynpasiaenns tadanuamu kommytanuu MAC- u IP-aapecoB, ARP-Tad/iunbI
Leanb padoTbl: 00001IeHNE U cHcTeMaTH3alus 3HaHUM 1o Temellepenaya naHHBIX MO CETH, U3YUUTh
MpoIriecc yrpasiaeHus Taduuieit kommytanuu u ARP-taGuneit.

Boinoinus padorty, Bel Oynere:
ymemy:
- yIpaBisaTh Tabiuie kommytanuu 1 ARP-taGunei;

MarepunanbHoe obecnedeHue:
y4eOHO-1a00paTOPHBIN KOMIUIEKC «JIOKaTbHBIE KOMITBIOTEPHBIC CETH
ITopsinok BbINOJHEHHS padOTHI:

[lepenaya xkagpoB KOMMYTaTOpPOM OCYILIECTBIISIETCS HA OCHOBE TaOJMIbl KoMMyTanuu. Tabmuna
KOMMYTAallUd MOYET CTPOUTHCSI KOMMYTAaTOPOM aBTOMAaTHYECKH, HA OCHOBE JMHAMUYECKOTO H3Y4YECHHUS
MAC-anpecoB HCTOYHMKOB TMOCTYHAKOIIMX HA MOPTHl KaJpOB, WIM CO3JABaTbCid BPYUYHYIO
aJIMUHUCTPATOpOM ceTH. KOMMyTaTophl TPEThEro YPOBHS TAaK)Ke MOAJIEP>KUBAIOT TAOIUIBI KOMMYTAIUH
IP-anpecoB, KoTopble CO3at0TCs TMHAMUYECKU Ha OCHOBE M3ydeHust [P-aapecoB nocrynamomux Kaapos.

ARP-tabnuma kommyraropa xpaHut comnocrtasienue IP- u MAC-aagpecoB. ARP-tabnuna moxer
CTPOUTBCS KOMMYTaTOpoM JMHaMU4ecKH B mpouecce wusydeHuss ARP-zampocoB u  0TBeTOB,
IIEpPEIaBaEMbIX MEXKIY YCTPOWCTBaMU MOJKIIOYEHHBIMU K €ro IOpTaM, WM CO3/aBaTbCsl BPYUYHYIO
aJIMMHHUCTPATOPOM CETH.

Ymenue pabotarh ¢ TabmumamMu KoMmMmyTauun U ARP-tabnuieil mo3BojsieT AMarHOCTHPOBATH
npoOJieMbl, BO3HUKAIONTUE B ceTH, HampuMmep, ataku ARP Spoofing, a Taxke oTcinexuBaTh aKTUBHOCTH
II0JIb30BAaTENICH.
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Komauabl ynpaBjieHnus Taéauieid KOMMYyTanuu

1.  TIpocmotpure coaepkumoe Tadsmibl MAC-anpecos: show fdb

2.  Ompenenurte MOPT KOMMYTaTOpa, K KOTOPOMY IMOAKIIOUEHO YCTPOMCTBO ¢ m3BeCTHBIM MAC-
anpecoM (B kauectBe MAC-anpeca BBeaute peanbubiiit MAC-aapec I1K1): show fdb mac_address 00-03-
47-BD-3F-57

3. Tlocmotpute cnmrcok MAC-aapecoB ycTpoiictB, nmpuHamnexammx VLAN mo ymomyaHuro
(default VLAN): show fdb vlan default

4.  Tlocmotpute MAC-anpeca ycTpoiicTB, u3ydeHnoie moptoM 2: show fdb port 2

5.  IIpocMoTtpute Bpemst HaxoxaeHus 3anucu B Tadmie MAC-aapecos: show fdb aging time

6. Usmenute Bpems HaxoxaeHuss MAC-aapeca B Tabmnuie 10 350 cexynn: config fdb aging time
350

7.  Ynpamurte Bce TMHAMUYECKH CO3JIaHHBIC 3anucH u3 Tabmuibl MAC-anpecos: clear fdb all

8.  Cospaiite crarndeckyto 3amuchk B Tabimnue MAC-aapecos (B kauectBe MAC-anpeca BBeanuTe
peanbubiiit MAC-anpec [1K2) na nopre 2: create fdb default 00-03-47-BD-01-11 port 2

9. Ilpocmotpute crarndeckue 3amucu B Tadbmue MAC-anpecos: show fdb static

10. TIlIpocmotpure cratnueckue 3anucu Tabnuisl MAC-aapecos Ha nopte 2: show fdb static port
2

11. VYpanute cratuyeckyro 3anuch u3 tabmuiki MAC-aapecos: delete fdb default 00-03-47-BD-
01-11

12. TIpocmotpure conepxumoe Tadbauisl MAC-aapecos: show fdb

Komanas! ynpasiaennss ARP-radauneit

1.  TIpocmotpure ARP-tabnuny: show arpentry

2.  Haiigute B ARP-tabnume conocraBnenus IP-MAC no ykazannomy [P-aapecy: show arpentry
ipaddress 192.168.1.12

3. TIpocmotpure B ARP-tabmume Bce comocraBnenus [IP-MAC na umHTepdeiice System: show
arpentry ipif System

4.  VYpanmurte Bce TMHAMHUYECKH co3AaHHbIC 3amucu n3 ARP-tabmumpl: clear arptable

5. VOeaurech, UTO BCe AMHAMUYECKUE 3aMCH U3 TaOIHIIbI yIaieHsl: Show arpentry

6. Cospmaiite crarndeckyro 3amuch B ARP-Tabnmme (B xkauectBe MAC-aapeca ykaxute MAC-
anpec [1K2): create arpentry 192.168.1.12 00-50-BA-00-07-36

7. IIpocMoTpuTe co3naHHyo cTaTnyeckyto 3anuch B ARP-tabnuie: show arpentry static

8.  Ynpamure crarnyeckyro 3anuchk u3 ARP-tabnuies: delete arpentry 192.168.1.12

9. IIpoBepsTe, 4TO 3amKCh yaajaeHa: show arpentry static

10. MU3menute Bpemsi HaxoxaeHus 3amucu B ARP-tabmunie no 30 munyTt (mo ymomuanuto 20
MUHYT): config arp aging time 30

11. TIpoBepsTe BBIIOIHEHHBIE HACTPOIKU: show arpentry

®opma npeacraBiaeHus pesyabtara: OT4eT o nIpojaeTaHHoM paboTe, BBIIOJHEHHAs paboTa.

Kputepun onenkmn:
O1eHKa «OTJIIMYHOY» CTABUTCS, €CIIM 33JaHUE BBIIIOJHEHO BEPHO.



Or1reHKa «XOpOIIIOY» CTABUTCS, €CIIU X0/ BHITIOJIHCHHS 3aJIJaHUs BEPHBIN, HO ObLTa TOMYIIEHA OHA WJIH JIBE
OITMOKY, MPUBEIINE K HEMPABIUILHOMY OTBETY.

OreHKa «yJIOBJICTBOPUTEIHLHO» CTaBUTCSA, €CIM B pabOTe HE TOJIYYeH OTBET U TPHUBEACHO HETOJIHOE
BBIITOJIHEHHE 3a/IaHUsI, HO X0/ BBINOIHEHUS 3aaHuUs.

OreHKa «HEYIO0BICTBOPUTEIHHOY CTABUTCS, €CIIU 33J]aHHE HE BBITIOJIHEHO.

IIpakTuyeckasi padora Ne 10
KomaHabl MOHUTOpHHTA
Heas padorpi: M3yunTh NpUHIMIBI PabOTHI MPOCTEUIIMX CPEICTB MOHHTOPUHTA CETH, TOIYYUTh
HAaBBIKW PCIICHHUA 3a4a4, CBA3aHHBIX C MOHUTOPUHI'OM CCTH.

Beinosinus patdory, Bel Oyaere:
ymemy:
-BBIIIOJIHATH MOHUTOPUHI" CCTCBLIX COGHHHGHHﬁ;

MaTepnaﬂbnoe odecneyeHue:
y‘le6H0-J’Ia60paT0pHBIfI koMmiIuiekc «JIokanbHbIS KOMIIBXOTCPHBIC CCTU»

IHopsiaok BbINOJIHEHUS PA0OTHI:

IIporokoa ICMP

[Tporokon ICMP (MHTEpHET-IPOTOKOJ KOHTPOJBHBIX COOOIICHMI) cTeka mporokoioB TCP/IP
npeJHa3HaueH IS Iepeiad MEX/AY CETEBBIMH YCTPOMCTBaMHU COOOMICHUH 00 OMIMOKaX U KOHTPOJIBHBIX
cooOmieHui npu oMoy [P-makeTos.

B npotokone ICMP onpeneneHbl HECKOJIBKO THIIOB COOOIICHHIA, B TOM YHUCIIE:

— Destination Unreachable
— Time to Live Exceeded
— Parameter Problem

— Source Quench

— Redirect

— Echo

— Echo Reply

— Timestamp

— Timestamp Reply

— Information Request

— Information Reply

— Address Request

— Address Reply

Hampumep, ecim MapuipyTu3aTop IOJIy4aeT IIaKeT, KOTOPbI OH HE MOXET JOCTaBUTh I10
YKa3aHHOMY B HeM ajpecy, otrmpaBuTento nepemaerca ICMP-cooliienne o HeIOCTHKMMOCTH ajipeca
(Destination Unreachable).

PING: IIpoBepka coeqrHeHHs C ONpeeIeHHbIM HHTepdeiicoMm.

[Tporpamma ping ucnons3yet nporokona ICMP.

OTa KOMaHJa IMOChUIAeT MakKeT 3xo0-3ampoca Ha Apyroil IP-ampec u oxwumaer orBera. OHa yamie
BCET0 MCIONB3YeTCs AJIsl TOro, YTOOBI MOCMOTPETh, <OKMB JIM» Apyroid kommbioTep. OTBET Ha 3arpoc
COJIEP’KUT TaKXe JTaHHBIE O TOM, KaK JIOJITO MakeT MyTelIeCcTBOBaN A0 ajpecaTa. M0OXKHO UCHOIb30BaTh
KOMaHJy ping ¢ pa3lMYHBIMH OMIMAMHU: YUCIIO MOCTaHHBIX MakeToB (0T 1 mo 10), Bpems KHU3HHU MakeTa
(time to live —-TTL, ot 1 mo 255ms), pa3mep maketa (ot 16 1o 8192 Oaiit), Bpems oxxuaanus (timeout, 10
9999 ms) u pa3periath UK HET PparMEeHTAIMIO KaXKI0TO MaKeTa.

®opmat koman el B OC Windows:

ping [-t] [-a] [-n count] [-I size] [-f] [-1 TTL] [-v TOS]

[-r count] [-s count] [[-] host-list] | [-k host-list]]

[-w timeout] destination-list

Options:



-t Bemomnenue koman bl 10 npepbiBanus (Ctrl+C)

-a Pa3pemars anpeca B uMeHa

-n count Yucao oTnpaBiIsieMbIX MaKeTOB.

-1 size Pa3zmep Oydepa oTnpaBku

-f YcranoButh duar "He pparmentupoBats".

-1 TTL YcraHOBUTB BpeMsl )KU3HH.

-W timeout BpeMs oxxugaHust OTBETa B MC.

-v TOS 3aganwne tuna ciryx0s1 (one "Type Of Service").

-r count 3anuch MapHIpyTa JUIsl yKa3aHHOT'O YHCiIa MePEX00B.

-s count [lITamn BpeMeHHU Ui yKa3aHHOTO YKCIIa EPEXOI0B.

-J host-list CBoOOAHBI# BEIOOp MapIIpyTa IO CIIHCKY Y3JI0B.

-k host-list )KecTkuii BBIOOp MapIipyTa 10 CIIHCKY Y3JI0B.

destination-list Cincok paccbuiku.

3. Ilporpamma tracert. OnpezeneHue MPOMEKYTOUHBIX CETEBBIX HHTEP(PEHCOB MEXKIYy XOCTaMH.
TpaccupoBka mapupyra

[Iporpamma TpaccupOBKHM MapuIpyTa UCIOIb3yeT poTokoa ICMP.

Ota yTHIUTa OYeHb MOXO0XKa Ha Ping, 3a MCKIIIOYEHHEM TOTO, YTO OHA MOKa3bIBaeT Bce apyrue IP-
aapeca (MHTEep¢ENChl), KOTOPBIE MAKET MPOXOJUT A0 CBOEro MecTa Ha3HaueHUus. JlOMOIHUTENBHO MOKHO
U3MEHSTh pa3MYHbIE OINILMHU, accoluupoBaHHble ¢ Trace Route: MakcuManabHOE YHMCIIO J03BOJISEMBIX
MIPOMEXKYTOUHBIX y3710B (maximum hops, oT 1 10 255) u timeout (70 9999 ms).

®opmar komauasl B OC Windows:

tracert [-d] [-h maximum_hops] [-j host-list] [-w timeout] target_name

Options:

-d He pa3pemats agpeca B UMeHa.

-h maximum_hops HanGompIiee 9uciio mpoMeKyTOUHBIX y3JI0B.

-j host-list TpaccupoBka yepe3 omnpeeIeHHbIH CITMCOK XOCTOB

-w timeout Bpems o)XugaHusi KaXkJI0TO OTBETA B MC.

4. Ilporpamma netstat. CereBasi CTATUCTHKA.

IIporpamma netstat ucnosib3yercst uisi MPOCMOTPA AKTHBHBIX COCIMHEHHM KaKJI0rO IPOTOKOJIA,
Ta0JIUIl MapIIPYTU3ALIH, a TaK e AeTATU3UPYET CTATUCTUKY Mepeayu TaHHBIX.

®opmat koman el B OC Windows:

netstat [-a] [-e] [-n] [-S] [-p umst] [-r] [uaTepBan]

-a OToOpakeHne BCeX MOAKIIOUCHUN U 0KUIAIOIINX TTOPTOB.

(ITonksroueHHs CO CTOPOHBI CepBepa 0OOBIYHO HE OTOOPAXKAIOTCS).

-e OroOpaxkenue cratuctuku Ethernet. TOT KITt0Y MOXKET IPUMEHSATHCSI BMECTE C KIIFOUOM -S.

-n OToOpakeHue aApecoB U HOMEPOB ITOPTOB B YHCIOBOM (popmare.

-p umst OtoOpakeHne NOAKIIOUeHUH /it mpoTokona "ums": tcp unu udp. Mcnonb3yercs BMecTe ¢
KIIIOYOM -$ JIIs1 OTOOpa)KE€HUsI CTAaTHUCTUKU T10 MpoToKonaM. Jlomyctumble 3HaueHus "ums'": tcp, udp uimu
ip.

-r OToOpaskeHne COJIEPKUMOT0 TaOIUIIBI MAPLIPYTOB.

-s OToOpakeHHe CTaTUCTUKH IO MpoToKoiaM. [To ymomuanuto BeiBoasTCs AanHbie aiis TCP, UDP
u IP. Kittou -p no3BosisieT yka3aTh OJMHOKECTBO BBIBOASAIIMXCS TAHHBIX.

IToBTOpHBIN BBIBOJ CTAaTUCTUYECKHUX JIAHHBIX 4Ye€pe3 YKA3aHHbIM MHTEpBAN B CeKyHAax. Jlus
npekpaiieHus: BeiBoaa MaHHbIX Haxwmure kiaBumu CTRL+C. Ecniu mapamerp He 3adaH, CBEIEHUS O
TeKyIIed KOH(UTypalu BBIBOASTCS OAMH pas.

1 BeimonHuTe KOMaHIy ping B KOMaHIHOM CTPOKE C pa3TUYHBIMU 3HAYCHHUSIMH TTapaMeTpoB -t, -N, -
I, -i,-w. Kakue HaGm101€HYS M BBIBOABI BbI CACTIAIINA?

ping www.seun.ru

ping www.sgu.ru

ping www.microsoft.com

ping Www.sun.com

ping212.193.38.83

2 BeimonHuTe ping K TEM e XocTaM ¢ mapameTpom —f, yBenuuuBas mapametp -l size. [Ipu kakom
3HAUEHUH pa3Mepa MEePECTAIOT MMOIY4aThCs OTBETHI?




3 Bremonuute KOMaHoy tracert B KOMaH}lHOﬁ CTPOKC C pas3IMYHbIMU 3HAYCHUSAMU MAPaAMCTPOB. Kaxkue
Ha6J'IIOI[eHI/I}I 1 BbIBO/JbI BBI C,Z[eJ'IaJ'II/I?

Ucnonp3yitTe, Hanipumep,

tracertwww.seun.ru

tracert www.sgu.ru

tracert www.microsoft.com

tracert www.sun.com

tracert 212.193.38.83

4 Onpenenure, KoMy npuHamiexar cetu 194.85.33.0, 217.23.64.0, 212.193.38.0. Jlyist 3TOr0 HCIOJIB3yHTE
ITOMCKOBEIE ammapatsl http://www.ripe.net/db/whois/whois.htmluhttp://www.ripn.net:8080/nic/whois/index.html.

[Tonb3ysick TaHHBIMU 3TUX WH(GOPMAIMOHHBIX CHCTEM, MOMPOOYiiTe onpeaenuTe reorpapuyeckoe
pacnonoxenue cereil. [lonpoOyiiTe N300pa3uTh TOMOJIOTHYECKYIO CXEMY COSAMHCHHSI TUX CETEH.

5 IlpuBenuTte cpaBHHUTENBHBIE PE3yJbTAThl BBIMOJHEHHUsI KOMaHZ ping mo aapecam 194.85.33.29,
194.85.33.30, 217.23.64.2, 212.193.38.248, 212.193.35.10 no mapameTrpam «Bpems oTkiauka», TTL B
dbopme Tabmuipl. OObACHUTE TOTYyYSHHBIE PA3IUYHSL.

6 CobOepure cpemnue BpemeHa mpoxoxiacHus 10 makeToB Ha yka3zaHHbIe anpeca. CpaBHUTE C
p4e3ynbTaTamMu, TOJYyYEHHBIMM TPH HCIIOJIB30BaHUU cepBHca ping B uHTepdeiice Looking Glass na
caiite http://noc.runnet.ru. OGbsCHUTE MOTyYCHHBIC PA3JINYHSI.

7 Colepute ycpeaHEHHbIE BpeMeHa MpoxokaeHus 10 makeToB yBETHYMBAIOIIETOCS pa3Mepa Io
yKa3aHHBIM ajipecaM. Haunute ¢ 64 0alT U KaXKIplid pa3 yaBauBaiiTe pazmep nakera. [Ipu kakom pazmepe
nakera norepu npesbimaoT 50 %. Kak Bauser Bpems 0XHAaHUSA OTKJIMKA HAa MPOLEHT MPOXOXKICHUS
[IakeToB 3Toro pasmepa. Ilpu xakoM BpeMeHM OXUJaHUS OTKJIMKA TOTEPU JJs [AKETOB
3a)KCUPOBAHHOTO pa3Mepa He BOZHUKAIOT?

[IpencraBbTe pe3ynbTaThl U3MEPEHUH B (hopMe TaONHIl, HAMIYYIIUM 00Pa30M HPOSBIISIONIIM, IO
BallleMy MHEHUIO, OOHAPYKEHHbIE 3aBUCUMOCTH.

8 Mcmonb3yst mporpamMmy ping, OLEHHUTE BKJIAJ Pa3HBIX CETEBBIX YYaCTKOB, IO KOTOPBIM MPOXOIUT
9X0-TIAKeT MEXAYy Baleil paboueit cranuei u nuurepdeiicom 194.85.33.29.

9 IIpuBenuTe CpaBHUTEIBHBIC PE3yJbTAThl BHIIOJHEHHUS KOMaH] tracert mo agpecam 194.85.33.29,
194.85.33.30, 217.23.64.2, 212.193.38.248, 212.193.35.10. OOBsicHUTE MOITy4YE€HHbIE PA3THUUS.

10 BemomauTe TpaccupoBky Kk azapecy 212.193.38.248 u k anpecy 217.23.64.2 co CTOpOHBI
caiita http://noc.runnet.ru. [TpuBeauTe MOTyYCHHBIC PE3YIbTATHI.

11 Wcnonw3ys NaHHBIE, MOJYYCHHBIE B PE3yJIbTaTe BBIOJHEHUS TPACCHPOBKH M OTIPABKU 3XO-
nakeToB Mexnay uHTepdeiicamu 212.193.38.248 u 194.85.35.100, oueHuTe BKJIAJ pa3HbIX YYacTKOB
ceTel, COeTMHSIONMNX 3T HHTEP(DENCH, B CpeTHEe BPEMsI TPOXOXKICHHUS TAKETOB MEXy HUMHU.

12 Vcnonb3ys NMOJIYYEHHYIO B XOJE BBIMOJHEHUs BCEX 3aJaHUi MHPOPMALMIO, YTOUHHUTE CXEMY
3amaHus 1, u3oOpa3ute Ha HeW OOHapyXEHHbIE BaMHU IMPOMEXKYTOUYHbIE MHTEPQENChl M JIMHKU CETH,
o0benuHsroNnIek moacetu 194.85.33.0, 217.23.64.0, 212.193.38.0.

®opma npeacrabiienus pe3yibrara: OTUeT o MPOJEIaHHOM paboTe, BBIOIHEHHAS padoTa.

Kputepun onenkmn:

O1eHKa «OTJIIMYHOY» CTABUTCS, €CIIH 3aJaHUE BBIIIOJHEHO BEPHO.

O1eHKa «XOpOIIIO» CTAaBUTCS, €CJIM XOJ BBITIOJIHEHUS 3aJjaHusl BEPHBIH, HO ObljIa JOTMYILEHa O/HA WU JIBE
OI_HI/I6KI/I, MPpUBCAIINE K HCIPABUIIBHOMY OTBCTY.

OreHka «yJOBIETBOPUTEIBHO» CTaBUTCA, €CIM B paboTe HE IMOJIyueH OTBET M NPUBEICHO HEMOJIHOE
BBITIOJIHEHUEC 3alaHUsl, HO XO/ BBIIIOJIHCHUS 3a/JaHHA.

OneHka «HeyI0BIETBOPUTEIIBHOY» CTABUTCSI, €CIIN 3aJJaHUE HE BBINOJIHEHO.

IIpakTuuyeckas padora Ne 11
Orpannyenue aAMHHUCTPATHBHOI'O 10CTYIIA K YIIPABJIEHHI0O KOMMYTaTOPOM
Leas pa6oTbl: 03HAKOMHUTCS COYHKUMAMU HIH(PPOBAHUS Maposield W CO3/JaHUEM YYETHBIX 3amuced ¢
MEXaHHU3MOM MU (poBaHUS.



Bbinosinus padory, Bel Oyaere:

ymemy:

-pUMEHATh (QYHKIUU MHQPOBaHUS Tapoied U CO3JaHME YYETHBIX 3aluced ¢ MEeXaHH3MOM
mmdpoBanus;

MarepunanbHoe obecrnieyeHue:
y4eOHO-11a00paTOPHBINH KOMIUTEKC «JIOKaIbHbIE KOMITBIOTEPHBIE CETH

IMopsinok BbINOJIHEHHUSI PAa0OTHI:

Briuoyenue pexuma muppoBaHMs NapoJield YYeTHBIX 3amuceii B KOH(QUIypamuMOHHbIX
(popmax

[To ymonuanuto uHbopManusi O Mapoisix IMOJIb30BaTENeH XpaHUTCS B He3amM(ppPOBaHHOM BHJIE B
KoH(HUrypanoHHoM (aiine kommyratopa. Tak kak gaHHbIE (DaiIbl MOTYT MEPECHUIATHCA MO CETH C
nomoItipio 1potokoaa TFTP (6e3 mmudpoBaHus), OHM MOTYT OBITb CKOMIPOMETUPOBaHBI. Takum
o0pa3om, peKoMeHayeTcs 00s3aTelbHOE BKIIOYCHHE (YHKIUH IMU(GPOBAHUA NApoJieil WM CO3/aHue
YUYETHBIX 3aMuceil ¢ MeXaHU3MOM MU POBAHHUS.

Co3z0aiime yuemHyto 3anucb noaib308ameis

DES-3200-28¢#create account admin swadmin

Command: create account admin swadmin

Enter a case-sensitive new pass word:;*****

Enter the new password again for con firmation:*****

Success.

[TocMoTpUTE CO3AaHHYIO YYETHYIO 3allHCh

show account

[TocmoTpuTe MHPOPMALIMIO U CITOCOO XpaHEHUS apoJieii B KOHPUTYpAIIHOHHOM daiine

show config current_config

Bxirounrte xpanenue napoJeil B 3aiin@poBaHHOM BUJE

enable password encryption

[TocmoTpute nHpOpMaLMIO U CIOCOO XpaHeHus aposiell B KOH(UTrypallMoHHOM (aiine

show config current_config

OTKITI0YNTE PEXUM HIU(PPOBAHUS Tapoien

disable password encryption

Jemundpyiite naponb yueTHoi 3anucu swadmin B KOH(UTYypallMOHHOM (aiine

config account swadmin encrypt plain_text dlink

[TocMoTpHTE BBHINOIHEHHE ACTTU(PPOBAHHS

show config current_config

Uro BbI Habmoaere?

OtxkiarounTe gocryn k kommyraropy no Telnet uin yepes Web-unrepdeiic

Ipumeuanue. B ciaydae eciu uis yrpaBieHUs KOMMYTaTopoM He ucrnonb3yrotes Telnet mam Web-
uHTepQeiic, A1 MOBBILIEHU 0€30MAaCHOCTH CETH KeIaTeIbHO OTKIIOYUTh HEUCIIOIb3yEeMbIe KOHCOJIH.

OtxirounTe moakitoueHne k Web-unrtepdeiicy

disable web

[TpoBepbTe BO3MOXKHOCTH MOKItoueHUst K Web-unrtepdeiicy

http://10.1.1.10

Yro BBl HaOmO1a€TE?

Bxuttounte ynpasnenue yepe3 Web-untepgeiic u ycranosute Homep TCP-nopra 8080

enable web 8080

[TpoBepbTe BOZMOXKHOCTD yIpaBiieHHst KoMmyTaTopoM uepe3 Web-unrepdeiic u TCP-mopt 8080

http://10.1.1.10:8080

Yro BbI HaOmoaeTe?

Otxirounte paboty npotokona Telnet Ha kommyTaTOope

disable telnet

Yro BRI HAOIOMAETE?



Bxmrounte paboty npotokoina Telnet, ucnons3ys nporpammy HyperTerminal 8 Windows wim Web-
uHTepdeiic

enable telnet

Hactpoiika Web-koHcouu (o mporokoiay SSL)

Ilpumeuanue. [[ns1  paboTel  KOMMyTaTopa IO  IPOTOKOIY SSL HEOOXOIMMO  HaJIU4He
ceprudukaroB. B cinydae HamuuWs B OpraHW3allidl  Pa3BepHYTOH MHPPACTPYKTYPHI OTKPBITHIX
kimoueit (PKI) HeoOxoaumo creHepupoBaTh AanHbie Kitoud. [Ipu orcyrcrBun PKI MOKHO HCIOIB30BaTh
cepTH(UKAT [0 YMOIYAHHIO, MTOIFICPKUBAEMbBIN TIPOTPaMMHBIM OOecriedeHrneM koMmMmyTaTtopoB D-Link.

Bxrounte peskxum SSL (1pu ’ToM aBTOMaTHYECKH OyAET OTKIIIOUEH pexum Web)

enable ssl

ITonpoOyiiTe 3aiiTu Ha cailT yepe3 KoHcoIb SSL

https://10.1.1.10

Kaxoit BbI crienaere BoiBOA?

HacTtpoiika Secure Conscole (SSH)

[pumeuanue. [ls yIIPaBICHUS KOMMYTaTOpOM yepe3 SSH HeoOxoamma
CreHaIM3upoBaHHas KoHcoidb. B ommume ot UNIX-cucrem, B OC Windows oTcyTcTByeT
BCcTpoeHHast KoHcoib SSH. [ mpumepa OyaemM npuMeHsTh KOHCoIb Putty.

Bxutounte ¢ynkiuo SSH

enable ssh

[TpoBepbTe BKIIFOUEHHE BCTPOSHHOTO cepBepa SSH

show ssh server

W3menuTte nepuos BpeMeHu cMeHbl Kiroueit SSH (110 yMOT4aHUI0 KITFOYM HUKOT/Ia HE U3MEHSIOTCS )

config ssh server rekey 10min

CkoHburypupyiite HacTpoiiku moyib3oBaTenss SSH (ydeTHas 3amuch IMOJIb30BATENsl yXKE JODKHA
OBITH CO3/1aHAa)

config ssh user dlink authmode password

[TpoBepbTe BOBMOKHOCTD YIPABICHUS KOMMYTaTopoM depe3 SSH-KoHCOoIb.

®dopma npeacrapiaenus pesyasrara: OTyeT o MpojelaHHON paboTe, BHITOHEHHAs paboTa.

Kputepun onenkmn:

OneHka «OTJIIMYHO» CTaBUTCS, ECIIN 3a/laHNE BBINIOJIHEHO BEPHO.

OrneHka «xXopoII0» CTaBUTCS, €CIIU XOJ] BBIIOJIHEHUS 3a/1aHusl BEpHBIN, HO Oblja TOMyIeHa OHa WU JBE
OLIMOKH, MPUBEALINE K HENPAaBUIBHOMY OTBETY.

OrneHKa «yJOBIETBOPUTENBHO)» CTaBUTCA, €CIM B pabOTe HE IOJIyd4eH OTBET U IPUBEICHO HEMOJIHOE
BBITIOJTHEHUE 3a/1aHNUs, HO X0/l BBIIIOJIHEHUS 3aJaHUsl.

O1eHKa «HEYI0BJIETBOPUTEIBHO» CTABUTCS, €CIIH 3a/laHHE HE BBIIIOJIHEHO.

IpakTunyeckas padora Ne 12

3epkanupoBanne noptos (PortMirroring)
Heap padoThl: U3yYUTh HACTPONKY PYHKIIMH 3epKATUPOBAHUS TOPTOB.

Boinosinus padorty, Bel Oynere:
ymemy:
-IIPUMEHSTh 3epKATUPOBAHUE TTOPTOB/IJISI MOHUTOPUHTA M MIOMCKA HEUCIIPABHOCTEH B CETH,

MartepuanbHoe o0ecrieyeHme:
yueOHO-1a00paTOpHbIil KOMIUIEKC «JIoKaTbHBIE KOMITBIOTEPHBIE CETH»

Iopsaok BbINOJIHEHUS PA0OTHI:
KommyTaTopsl yiay4iiaioT NpoU3BOAUTENHHOCTh U HAEKHOCTD CETH, Niepeaanas Tpaduk TOJIbKO Ha
T€ TOPTHI, KOTOPHIM OH TMpeAHa3HaueH. [Ipw STOM aHanM3 KPUTHYHBIX MAHHBIX — CJIOXKHAS 3ajaua,



MOCKOJIbKY ~ MHCTPYMEHTAQJIbHBIE CPEJICTBAa CETEBOr0 aHaimu3a (U3MYECKH HM30JIMPOBAHBI  OT
aHATM3UPYEMOTO TpaduKa.
B xommyraropax D-Link peamuszoBana momnepxka ¢yskmuu Port Mirroring (3epkaimpoBaHue
MOPTOB), KOTOpAas TOJIE3HA A/IMUHUCTPATOPAM TSI MOHUTOPUHTA U TIOMCKA HEUCTIPABHOCTEH B CETH.
Oynaknus Port Mirroring mo3BossieT oToOpakaTth (KOMUPOBaTh) KaApbl, MPHUHUMAEMbIC B IOPT-
uCcTOUYHHUK (Source port) U oTmpasisieMble Ha 1eneBoil mopt (Target port) kommyTaropa, K KOTOPOMY
MOJIKJIFOUYEHO YCTPONCTBO MOHUTOPUHIA C IIEJIbI0 aHAIU3a MPOXOJAIIUX Yepe3 MHTEPeCcyIoIIUid Mopr-
HCTOYHUK MTAKETOB.
Sniffer or Protocol Analyzer

Monitored Ports

Mirror Port

PC1:10.1.1.100/24 PC2:10.1.1.101/24

HacrpoumcnrcokmoproBorodpaskenus config mirror port 1 add source ports 13-24 both

Bximrouaem otoOpaskeHue (3epKanrpoBanue)enable mirror

Bemmonaure ping tect ot PC1 - x PC2  u  nHaoGopor. 3amycrurte Ethereal ' 3axBarute u
poaHanu3upyiiTe Tpapuk. Bel BUIKUTE MaKeThl OT U K paboduM CTaHIUSAM?

Otkirounte oToOpaxenue mopto disable mirror

Beimosaute ping tect ot PC1 k PC2 u Hao6opot. 3amyctute Ethereal onsite. Uto BbI Habmromaete
teneps? 3adUKCUPYHTE BBIBOJIBI B OTUETE.

®dopma npeacrapiaenus pesyasrara: OTyer o npojesaHHON paboTe, BHIIOIHEHHAs paboTa.

Kpurtepun ouenku:

OneHKa «OTJIIMYHO» CTaBUTCS, €CIIN 3a/IaHHE BBIIIOJIHEHO BEPHO.

Or1reHKa «XOpOIIIOY» CTABUTCS, €CIIU XOJI BHITIOJIHEHUS 3a/IJaHUs BEPHBIN, HO ObLTa IOMYIIEHA OJHA WJIH JIBE
OLTMOKY, MPUBEIINE K HEMPABUILHOMY OTBETY.

OreHKa «yJTOBJIETBOPUTEIHHO» CTaBUTCSA, €CJIM B pabOTe HE TMOJyYeH OTBET M IMPHUBEICHO HEIMOJHOE
BBITTOJIHEHHE 3a/IaHUsI, HO X0/ BBIIOTHEHUS 3aaHus.

Or1eHKa «HEeyI0BIETBOPUTEIHHOY CTABUTCS, €CITU 3aJJaHNE HE BBITIOJIHEHO.

IpakTunuyeckas padora Ne 13

HacTpoiika cTaTu4eckoro arperupoBaHusi KaHaJI0B
Ieap pagoThI: U3y4IUTh HACTPOUKY CTATHYECKOTO arperupoBaHus KaHAJIOB Ha komMMyTtaropax D-Link.

Beinosinus patdory, Bel Oyaere:
ymemy:
-BBINOJIHATHh HACTPOIMKY CTATHYECKOTO arperipoBaHus KaHAJIOB Ha kommyTtaropax D-Link;

MarepunanbHoe obecrnieyeHue:
y4eOHO-1a00paTOPHBIN KOMIUIEKC «JIOKaTbHBIE KOMITBIOTEPHBIC CETH

ITopsinok BbINOJHEHHS padOTHI:

ArperupoBanue kaHaioB cBsi3u (Link Aggregation) — 370 00beIMHEHNE HECKOJIBKUX (PU3NUECKUX
MOPTOB B OJIHY JIOTMYECKYI0 MarucTpalb Ha KaHaibHOM ypoBHe mojenu OSI ¢ nenpto oOpazoBaHHs
BBICOKOCKOPOCTHOTO KaHaJla Iiepefjaur JaHHBIX U MOBBIIICHUS OTKa30yCTOMYMBOCTH.

Bce n30bITOuHBIE CBS3M B OJHOM arperMpOBAaHHOM KaHaJle OCTAlOTCsl B paboueM COCTOSIHWH, a
uUMeroIuics Tpaduk pacupenensercs MKy HUMHU Ul JOCTHKEHHUs OalaHCHPOBKM Harpysku. [Ipum
OTKa3e OJHOM W3 JIMHWNA, BXOIIIIMX B TAaKOW JIOTMYECKUH KaHal, TpapHK paclpeaessieTcs MexIy
OCTaBIIUMHUCS JINHUSMHU.



Bkirou€HHBIE B arperupoBaHHbIN KaHal MOPThl HA3bIBAIOTCA WICHAMU TPYIIBl arperupoBaHUs
(Link Aggregation Group). OauH U3 MOPTOB B TpYIIE BHICTYNAaeT B KayecTBE MacTepa-mopTa (master
port). Tak kak Bce MOPTHI arperMPOBaHHON IPYMIBI JOJKHBI pab0oTaTh B OJJHOM peKUME, KOH(Urypanus
MacTepa-nopTa pacpOCTPaHAETCs Ha BCE MOPTHI B IPYIIIIE.

BakHbIM MOMEHTOM IpH peanu3aluu OObEJUHEHUS MOPTOB B arperMpOBaHHBINA KaHAJl SIBJIAETCS
pacripenenenue Tpaduka mo HUM. BpiGop mopra Ui KOHKPETHOTO CEaHCa BBIMOJIHSACTCS HAa OCHOBE
BBIODAaHHOIO ~AJIrOPUTMA arperupoBaHHs IOPTOB, T.€. HA OCHOBAaHUM HEKOTOPHIX IPU3HAKOB
MOCTYHAIOIINX aKETOB.

B kxommyraropax D-Link mo ymomyanuio wucnosb3yercs ainroputM mac source (MACaapec
HMCTOYHHKA).

[Tporpammuoe obecnieuenue kommytatopoB D-Link mopnmepkuBaer 1Ba THMa arperupoBaHUs
KaHAJIOB CBSI3U: CTaTUYECKOE U AMHaMu4eckoe, Ha ocHoBe ctanaapta IEEE 802.3ad (LACP).

ITpu cratuyeckoM arperupoBaHUM KaHAJIOB (MCIIOJIB3YETCS 10 YMOJIYAHUIO), BCE HACTPOMKHU Ha
KOMMYTAaTopax BBIMOJHAIOTCS BpPYYHYIO, M OHM HE JONYCKAIOT JWHAMMYECKUX HM3MEHEHUH B
arperupoOBaHHON I'PYyIIIIE.

Jis opraHuzanuy JMHAMUYECKOIO arperupoBaHUs KaHAJIOB MEXAY KOMMYTAaTopaMH U APYTUMH
CETEBBIMHM YCTPOMCTBAMH HCIIOJIb3YETCSl MPOTOKOJ YIPaBJICHHS arperupoBaHHbIM KaHaioM — Link
Aggregation Control Protocol (LACP). IIporokon LACP onpenenser MeTon ynpaBlieHus: 00beIMHEHUEM
HECKOJIBKUX (PM3MYECKHX TOPTOB B OJHY JIOTUYECKYIO TPYIITY U MPEJOCTABIISCT CETEBBIM YCTPOHCTBAM
BO3MOKHOCTh aBTOCOIJIACOBAaHUS KaHAJOB, MYTEM OTMIPABKU YIPABIAIOMIMX KaapoB mpoTtokona LACP
HENOCPEACTBEHHO NOJKIIOUEHHBIM ycTpoiictBam ¢ mnoanepxkkod LACP. Iloptel, Ha KOTOpBIX
akTuBU3UpoBaH Npotokod LACP, moryr ObITh HacTpoeHbl [Uis paboTbhl B OAHOM U3 JIBYX PEKUMOB:
aKTUBHOM (active) mnm maccuBHOM (passive). IIpum pabore B aKTHBHOM DPEXHME HOPTHI BBITOIHSIOT
00paboTKy M pacchUIKy yIpapisitouux kaapos npotokosna LACP. Ilpu pabote B macCMBHOM pexuMe
MOPTHI BBITMOJHAIOT TOJIBKO 00paboTKy ympapistiommx kaapoB LACP. Jlns cozmaHust MCKYCCTBEHHOM
Harpy3kM Ha KaHajl CBSI3M MEXIY KOMMYTaTOpaMH, IpU BBIIOJHEHUHU JaOOpaTOpHON paldoThl Oyner
MCTIOJIB30BAThCS Mporpamma iperf.
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[lpumeyanue: He COCAMHSNTE (PU3MYECKH COOTBETCTBYIOUIME MOPTHI KOMMYTAaTOpPOB JIO TEX IIOP,
IIOKa HEC HACTPOCHO arp€rupoOBaHrC KaHAJIOB, T.K. B KOMMYTpreMOﬁ CETH MOKET BOSHUKHYTDH IICTIIA.

[lepen BBIMONHEHHEM 3aJaHUsi HEOOXOIUMO COPOCHTH HACTPOWKHM KOMMYTATOPOB K 3aBOJICKUM
HACTPOWKaM IO yMOJTYaHHIO0 KoMaH 10i: reset config

Hacmpotixa kommymamopa 1

Co3zpaifte rpymiy arperupoBaHus KaHanoB: create link aggregation group id 1 type lacp

Britounte moptel 1-8 B TpyImy arperupoBaHHs KaHAJIOB W BbiOepuTe mOpT | B KadecTBe
macreparnopra: config link aggregation group _id 1 master_port 1 ports 1-8 state enabled

Hacrpoiite moptsl Ha paboTy B maccuBHOM pekume: config lacp port 1-8 mode passive

[IpoBepbTe BBIMOTHEHHBIC HACTPOikK: show link aggregation

[IpoBepbTe pesxxum pabotel LACP Ha moptax kommyTtaTopos: show lacp port

[TocmoTpuTe TeKylUii aNrOPUTM arperupoBanus kaHainoB: show link aggregation algorithm




Hacmpoiika kommymamopa 2

CozpnaiiTe rpynmny arperupoBaHusi KaHAIOB:

create link_aggregation group_id 1 type lacp

Brutountenoptsl 1-8 BrpymmyarperupoBaHusKaHATOBUBRIOEpUTENIOPT 1 BKauecTBeMacTepanopra:
config link_aggregation group_id 1 master_port 1 ports 1-8 state enabled

Hacrpoiite moptsl Ha paboTy B akTHBHOM pexume: config lacp port 1-8 mode active

[IpoBepbTe BhIMOMHEHHBIE HACTpOorKH: show link aggregation IIpoBepbre pexum padoter LACP Ha
moprax KoMMmytaropos: show lacp port

[TonkitounTe KOMMYTaTOpHI 4 KabensiMu, Kak MOKa3aHo Ha cxeMe. V3 HaCTpOeHHO! IPyIIIbl MOYKHO
UCIIOJIb30BATH JIFOOBIE MOPTHI.

Jlnst co3naHusl MICKYCCTBEHHOM HAarpy3Kd Ha KaHall CBS3M MEXJy KOMMYTaTOpaMH, UCIOIb3yeTCs
yTriiTa KoMangHo# crpokwu iperf. Iperf (ms Windows) nmpencrapiisier co00it HeOOJIbIION WCITOTHIEMBIHA
(aiin, KOTOPBII COOEPKHUT KIMEHTCKYIO U CepBepHYI0 4acTH. IIporpamMma He TpeOyeT ycraHOBKH. s
3alycka HEOOXOJMMO CKOIMUpoBaTh mporpammy iperf Ha o0a KOMIbIOTEpa M 3alMlyCTUTh CHayaia
CEpBEPHYIO YacCTh, a 3aT€M KIHEHTCKYIO.

Kittoun, ucrnonb3yemsie pu 3amycke mporpaMmel iperf:

-S — YCTaHABJIMBACT PEXKHUM CEPBEPA;

-C -yCTaHaBJIMBAET PEXKHUM KJIMEHTA U 33/1a€T aIpec CepBepa;

-1 -3a1aeT MHTEPBAJ BBIBOJIA OTYETA O CKOPOCTH;

-t -BpeMsi IIMTENbHOCTH TECTa B CEKYHIAX;

-I -peKUM JIBYCTOPOHHETO TECTUPOBAHMS;

-U -pexxuM tectupoBanus 1o nporokony UDP, a ne TCP;

-b10M -3amaet monocy renepanuu tpaduka B 10 Mout/c;

-P5 -3amyckaet 0IHOBpEMEHHO 5 TECTOBBIX MTOTOKOB.
3amyctute nporpammy iperf na [1K, BeImomHsIOIIET0 poiib cepBepa (3amycKkaeTcsi U3 KOMaHIHOM CTPOKH,

IZIe YKa3bIBaeTCs MyTh K MPOrpaMMe H Kitoun): iperf-s-u
3anycrute nporpammy iperf na IIK1 u ITIK2: iperf -¢ 192.168.1.9 -i 1 -t 1000 -r -u -b10M -P5

Bo Bpems TecTa mpoBepbTe 3arpy3Ky NOpToB Ha 06oux komMmyTtaropax: show utilization ports Uto BbI
Habmoxaere? 3arpy3ka Tpaduka nepepacnpezensercs Mex 1y kaHanaMu? CKOJIBKO OJJHOBPEMEHHO
coeiMHeHU yuacTByeT B nepenaue? [louemy?

®dopma npeacrapiaenus pesyasrara: OTyer o MpojeaHHON paboTe, BBHITOHEHHAs paboTa.

Kpurepun onenkmu:

OneHka «OTJIIMYHO» CTaBUTCSI, €CIIM 3a/1aHUE BBIIIOJIHEHO BEPHO.

OrneHka «XopoI10» CTaBUTCS, €CIIU XOJ] BBIIOJIHEHUS 3a/1aHusl BEPHBIN, HO Oblja TOMyIeHa OHa WU JBE
OLIMOKH, MPUBEALINE K HENPAaBUIBHOMY OTBETY.

OreHKa «yJOBIETBOPUTEIBHO» CTaBUTCA, €CIM B pabOoTe HE IMOJIydyeH OTBET M IPUBEACHO HEIOIHOE
BBITNIOJTHEHUE 3a/1aHNUs, HO X0/ BBIIIOJIHEHUS 3aJaHUsl.

O1eHKa «HEeyI0BJIETBOPUTEIBHO)» CTABUTCS, €CIIH 3a/laHHE HE BBIIIOJIHEHO.

IIpakTuuyeckas padora Ne 14

Hacrpoiika 1MHAMI4Y€eCKOr0 arperuipoBaHus KaHAJIOB
Iesb padoThI: U3yYUTh HACTPOUKY TMHAMHYECKOTO arperupoBaHus KaHaJIoB Ha kommyTtaTopax D-Link.

Beinosnus patdory, Bel Oyaere:

ymemy:

-BBINOJIHATH HACTPOMKY IMHAMUYECKOTO arperupoBaHms KaHaJoB Ha KomMyTaropax D-Link;
MarepuajnbHoe o0ecnieyeHue:

yueOHO-1ab0opaTOpHBII KOMIUTIEKC «JIoKabHbIE KOMITBIOTEPHBIE CETH»

ITopsinok BbINOJHEHHs PA0OTHI:



ArperupoBanue kaHanoB cBsi3u (Link Aggregation) — 3T0 00beIUHEHNE HECKOJIBKUX (U3UUECKUX
MOPTOB B OJIHY JIOTUYECKYI0 MarucTpaib Ha KaHaibHOM ypoBHe Mojaenu OSI ¢ menpio oOpazoBaHHs
BBICOKOCKOPOCTHOTO KaHalla epejaui JaHHBIX U MOBBIIIECHUS OTKa30yCTOWYMBOCTH.

Bce n30bITOUHBIE CBA3M B OJIHOM arperHpOBAHHOM KaHaJle OCTAlOTCsl B paboueM COCTOSIHWH, a
UMEIOLIUICS TpaduK pacrpeneisercs Mexay HUMH JUis JOCTHXKEHHs OallaHCUpOBKHM Harpysku. [lpu
OTKa3e OJHOH W3 JIMHWWA, BXOMIIIMX B TAaKOW JIOTMYECKUH KaHal, TpapHuK paclpelnesseTcss MEXITy
OCTaBLIUMUCS JINHUSMHU.

Brutou€HHble B arperupoBaHHBI KaHall MOPTHI HA3BIBAIOTCA WICHAMM TPYIIBI arperupoBaHUs
(Link Aggregation Group). OauH U3 TOPTOB B TPYyIIIE BBICTYIIaeT B KauecTBE MacTepa-rmopra (master
port). Tak kak Bce IOPThI arperupOBaHHON TPYIIbI JOJKHBI pabOTaTh B OJIHOM pEXHUMe, KOH(UTryparus
MacTepa-1opTa pacpOCTPaHAETCs Ha BCE MOPTHI B IPYIIIIE.

BaxupiM MOMEHTOM TpU peanu3alnud oObEAMHEHHUs MOPTOB B arperdpOBAaHHBIM KaHall SBISETCS
pacripenenenue Tpaduka mo HUM. BpiGop mopra Ui KOHKPETHOTO CEaHCa BBIMOJIHSACTCS HAa OCHOBE
BBHIODAHHOTO aNroOpUTMa arperupoBaHHsl TMOPTOB, T.€. HAa OCHOBAaHUU HEKOTOPBIX IPU3HAKOB
MOCTYIAOIINX AaKETOB.

B kommyratopax D-Link mo ymomuanuio ucnoib3dyercsa anroputM mac_source (MACanpec
HMCTOYHUKA).

[Iporpammuoe oGecrneuenue komMmytatopoB D-Link momnepkuBaer nBa Tuia arperupoBaHUs
KaHAJIOB CBSI3W: CTATHUYECKOE M TuHaMHu4eckoe, Ha ocHoBe ctanaapta IEEE 802.3ad (LACP).

[Ipu craTuyecKkoM arperupoBaHUM KaHAJIOB (MCIOJIb3YETCS MO yMOJIYaHUIO), BCE HACTPOWKH Ha
KOMMYTAaToOpax BBIMOJHAIOTCS BpPYYHYIO, M OHHM HE JONYCKAIOT JWHAMHYECKHUX H3MEHCHHHA B
arperupoBaHHOM TPYIIIIE.

Jns opraHuzanuy TUHAMAYECKOTO arperHpOBaHUs KaHAIOB MEXAY KOMMYTATOpaMH WU APYTUMH
CETEBBIMH YCTPOMCTBAMH HCIIOJIB3YETCSl MPOTOKOJ YIPaBICHHUS arperMpoBaHHbIM KaHaioM — Link
Aggregation Control Protocol (LACP). [Ipotokon LACP onpeznensier MmeTox ynpasieHus: 00beTnHEHHEM
HECKOJIbKUX (PU3MYECKHX MOPTOB B OJIHY JIOTUYECKYIO TPYIITY M MPEAOCTaBISET CETEBBIM yCTPOKWCTBAM
BO3MOXXHOCTh aBTOCOIJIACOBAHUS KaHAJIOB, IIYTEM OTIPABKHU YIPaBISIIOIIMX KaapoB mporokonsa LACP
HENOCPEACTBEHHO NOJKIIOUEHHBIM ycTpoiicTBam ¢ noaxaepxkkod LACP. IlopTtsl, Ha KOTOpBIX
akTHUBU3UpOoBaH MpoTokod LACP, mMoryr ObITh HacTpoeHB Ui paboOTHl B OAHOM U3 JIBYX PEKUMOB:
aKTUBHOM (active) wnu maccuBHOM (passive). IIpu paGoTe B aKTUBHOM pPEXHUME MOPTHI BBHIMOIHSIOT
00paboOTKy M pacChUIKy ympaBisitonux kaapoB mpotokosia LACP. Ilpu pabotre B mMacCMBHOM pexuMe
MOPTHI BBIMOJHAIOT TOJBKO 00paboTKy ympapistommx kaapoB LACP. J{ns co3maHusl MCKYCCTBEHHOM
Harpy3kyd Ha KaHaJl CBSI3M MEXAY KOMMYTaTOpaMH, NpPH BBIIOJHEHUHU J1abopaTOpHON paboThl Oyner

HCIIOJIb30BATHCs IpOrpaMMa iperf.
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[lepen BbIMONHEHHEM 3aJaHUS HEOOXOAMMO COPOCHUTH HACTPOMKM KOMMYTAaTOPOB K 3aBOJCKHM
HACTPOWKaM IO yMOJIYaHUIO KOMaHI0M: reset config

Hacmpoiika kommymamopa 1

Cospaiite rpynmmy arperupoBaHus KaHaioB: create link aggregation group id 1 type lacp

Bxuirounte moptel 1-8 B rpymmy arperupoBaHusi KaHATOB U BblOepuTe mopT 1 B KayecTBe
macrepanopra: config link_aggregation group_id 1 master_port 1 ports 1-8 state enabled

Hacrpoiite moptsl Ha paboTy B maccuBHOM peskume: config lacp port 1-8 mode passive

[TpoBepbTe BIOIHEHHBIE HAacTpoiiku: show link aggregation

[TpoBeprTe peskum padotel LACP Ha moprax kommyTtaTopoB: show lacp_port

[TocmoTpuTe TEKyITUI aNropuTM arperupoBanus kaHanoB: show link aggregation algorithm

Hacmpotixa kommymamopa 2

CozpnaiiTe rpynmny arperupoBaHusi KaHalIOB:

create link_aggregation group_id 1 type lacp

Bxurountenoptsl 1-8 BrpymmyarperupoBaHusikaHaioBUBbIOepuTenopT 1 BkauecTBeMacTeparopra:
config link_aggregation group_id 1 master_port 1 ports 1-8 state enabled

Hacrpoiite mopTsl Ha paboTy B akTHBHOM pexxkume: config lacp port 1-8 mode active

[TpoBepbTe BBIOTHEHHBIE HACTpOMKH: show link aggregation I[IpoBepste peskum padotst LACP Ha
noprax KoMMmytatopoB: show lacp port

[MoaxrounTe KOMMYTaTOPHI 4 KaOelsiMu, Kak TIOKa3aHo Ha cxeMe. M3 HaCTpOCHHOM IPyIIITbl MOKHO
UCIOJIb30BATh JIFOOBIE MOPTHI.

Jlnst co3naHusl MICKYCCTBEHHOM HAarpy3Kd Ha KaHAJl CBS3M MEXKIY KOMMYTaTOPaMH, HCIIOJIb3YeTCs
yTunuTa komanaHoi crpoku iperf. Iperf (nms Windows) npezacrasiser coboit HeOOIbIIONH NCTOTHAEMBIN
Gaiin, KOTOPBIN COOEPKHUT KIMEHTCKYIO U CepBEpHYI0 4acTH. IIporpamMma He TpeOyeT ycTtaHOBKH. s
3almycka HeOoOXOJMMO CKOMUpOBaTh mporpammy iperf Ha o00a KOMIbBIOTEpa M 3allyCTUTh CHAyaia
CEpBEPHYIO YacTh, @ 3aT€M KIIMEHTCKYIO.

Kittoun, ucrnonb3yemsie pu 3amycke mporpaMmsl iperf:

-S — YCTaHaBJIMBAET PEXKHUM CEPBEPA;

-C -yCTaHaBJIMBAET PEXUM KIMEHTA U 3aJ1a€T aJpec cepBepa;

-1 -3a/1aeT MHTEPBAJ BBIBOJIA OTYETA O CKOPOCTH;

-t -BpeMsi ITUTETBHOCTH TECTA B CEKYHAX;

-I -peXUM JIBYCTOPOHHETO TECTUPOBAHHS;

-U -pexxuM tectupoBanus 1o nporokosry UDP, a e TCP;

-b10M -3amaet monocy renepanuu Tpaduka B 10 Mout/c;

-P5 -3amyckaeT 0JHOBPEMEHHO 5 TECTOBBIX ITOTOKOB.
3anyctute nporpammy iperf Ha 1K, BbImonHsAO1IEr0 posib cepBepa (3armycKaeTcss i3 KOMaHAHOM CTPOKH,

IJle YKa3bIBaeTcs MyTh K MporpaMMe u Kitoun): iperf-s-u
3anycrurte nporpammy iperf na IIK1 u ITIK2: iperf -¢ 192.168.1.9 -i 1 -t 1000 -r -u -b10M -P5

Bo Bpems TecTa mpoBepbTe 3arpy3Ky MOpToB Ha 060uX KommyTaropax: show utilization ports Uro BbI
Habmoxaere? 3arpy3ka Tpaduka nepepacnpezensercs Mex 1y kaHanaMmu? CKOJIIBKO OJJHOBPEMEHHO
coeiMHEHU yuacTByeT B nepenaue? [louemy?

®opma npeacrasiienus pesyjbrara: OTUeT o MpoJesiaHHOM paboTe, BRIIOIHEHHAs padoTa.

Kpurepum ouneHku:

OneHka «OTJIINYHO» CTaBUTCS, ECIIN 3a/IaHUE BBIIIOJIHEHO BEPHO.

OrneHka «xXopoI10» CTaBUTCS, €CIIU XOJ] BBIOJIHEHU 3a/laHusl BEpHBIN, HO ObljIa TOMyIeHa OHa WU JBE
OLIMOKH, MPUBEALINE K HEMPAaBUIBHOMY OTBETY.

OreHka «yJOBIETBOPUTENBHO» CTaBUTCS, €CIM B pabOTe HE IOJIy4€H OTBET U IPUBEICHO HEMOJIHOE
BBIIIOJIHCHUE 3aJjaHusl, HO XOJ1 BBIITOJIHEHMS 3aJaHUs.

OneHka «HeyIOBICTBOPUTEIBHO» CTABUTCS, €CIIH 3aJaHUE HE BBIITOJIHEHO.



Tema 4.4 CeTeBble apXUTEKTYPbI
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YnpasJ/ieHue ceThbI0 ¢ MOMOIIbIO TexHoornu SIM
Heap padorbi: o0oOIIeHHE U cucTeMaTu3alusa 3HaHuM 1Mo TeMeCeTeBble APXUTEKTYPbl, HAYUHTHCS
YIPaBJISATh CETHIO € MOMOIIbIO TexHoJorun SIM.

Boinoinus padorty, Bl Oynere:
ymems.
YOPaBJISATh CETHIO € MTOMOIIBIO TeXHOJoruu SIM;

MarepunanbHoe obecrnieyeHue:
y4eOHO-11a00paTOPHBINH KOMIUIEKC «JIoKaIbHbIE KOMITBIOTEPHBIE CETH

IMopsinok BbINOJIHEHHUSI PA0OTHI:

Texuonorust Single IP Management (SIM) siBisieTcss IpOCTBIM U YAOOHBIM CIIOCOOOM CETEBOTO
ynpasinenus. OHa pa3paboTaHa JUisl yIpaBJIeHHs TPYNIOW KOMMYTaTOpOB, HaszbiBaeMbIX SIM-rpymmoii,
KaK euHbIM ycTpoicTBoM. Ilpu 3tom st ynpasnenus SIM-rpynmnoit Tpedyercst Tonbko oguH [P-aapec,
KOTOPBI Ha3HAYaeTCsl BhIACIIEHHOMY KoMMyTaTopy rpyiibl (Commander switch).

Texnonorust SIM no3BoJisieT:

— YCTPaHMTb OTPAaHMYEHUS HA MOJEIIN KOMMYTAaTOpPOB, 00BbEIUHAEMBIX B CTEK;

— YMEHBLIUTh KOJIMYECTBO ynpasistomux [P-anxpecos B cety;

— YCTpaHWUThb HEOOXOAMMOCTb HCIOJb30BAHUS CIHELUAIU3UPOBAHHBIX MOAyJeH U Kabenei,
NpeJHAa3HAYCHHbIX AJIi CTEKUPOBAHUS; MPEOJ0JEeTh OTPaHUYEHUS, CBA3aHHBIE C JJIMHOMN
Kabernel B cTeke.

B ominyme oT CTEKOB, NOCTPOEHHBIX C MCIHOJIb30BAHUEM TPAJAULMOHHBIX METOJIOB CTEKHMPOBAHUS,
BUPTYaJbHBI CTEK Ha OCHOBE TexHojoruu SIM He orpannuuBaercs 6-1o0 uiau 12-to kommyratopamu. B
SIM-rpynny MokeT BXOAUTH 10 32-X KOMMYTAaTOpPOB JIFOOBIX MoOJeNnel, Moaaep UBAOMUX (YHKIUH
Single IP Management. DTo 03Ha4aeT, 4TO BUPTYaJbHBIH CTEK MOXET BKJIIOYATh KOMMYTATOPBI Pa3HOTO
TUNA, OT HEIOPOTMX KOMMYTAaTOpPOB 2-TO YPOBHS 0 BBICOKONPOM3BOJAUTEIBHBIX KOMMYTaTOPOB Ha
OCHOBE Il1accu (71 siApa CeTH).

OObvenunenne kommyTtatopoB B SIM-rpynmy He TpeOyeT HCHOJIb30BaHUS —CIIELUAIbHBIX
coeTUHUTENbHbIX Kabenel. Tpaduk, nepenaBaeMblii MeXay YCTPONCTBAMHU CTEKa, MPOXOJIUT uepe3
untepoeiicel Fast Ethernet, Gigabit Ethernet mam 10 Gigabit Ethernet mo oObIYHBIM MEAHBIM WU
ontuyeckuM KabemsiM. OTka3 OT HCIMOJNB30BaHMS CIELMAIU3UPOBAHHBIX CTEKUPYIOIIUX Kalenen
MO3BOJISIET MPEOJI0JIETh OTPAHUYEHHUs, CBA3aHHbIE C UX JUIMHOM. YcTpoiictBa SIM-rpynmbsl MOTyT OBITh
MOJIKJIFOUEHBI APYr K JIpYTYy uYepe3 NMPOMEKYTOUYHbIE YCTPOICTBa, HE IMOAJIEP/KUBAIOIINE TEXHOJIOTHIO
SIM. O6benuHenne komMmyTaTopoB B SIM-rpymnmny He BiIMseT Ha UX HOpMalIbHOE () YHKIIMOHHPOBAHUE.
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Buumanune: SIM sBrusercs AONMOTHUTENHHOM (QYHKIMEH KOMMYTaTOpPOB M MOXET OBITh
aKTUBU3UpPOBaHA WIM OTKIO4YeHa yepe3 Web-unrepdeiic umu CLI. Ilo ymomyanuio 3ta QyHKIMS Ha
KOMMYTAaTOpe OTKJIIOUEHA.

Texnonorust SIM mpexycmarpuBaeT TpH POJIM, KOTOPbIE MOTYT OBITh HAa3HAYEHBI KOMMYTAaTOpam
TpYMIIbL:

1. Commander Switch (CS)— »3T0 KOMMYyTaTOp, KOTOpBIH BpPYYHYH HACTPaMBaETCs
aIMUHUCTPATOPOM CETH Kak ynpasisiowee ycmpoicmeoSIM-rpynnel. B SIM-rpynmne mosxer
0bITh TONBKO oH Commander Switch. CS o0GnanaeT cieayromumMu XapakTepHUCTUKAMHU:

o emy npucBoeH [P-aapec;

o oH He aBisercss Commander Switch wim Member Switch npyroii SIM-rpymisr;

o OH MOJAKIIOYEH K KomMmyTaropaM Member Switch yepe3 ynpasmsronryto VLAN (VLAN, k
KOTOPOW TPUBS3aH ynpasisaiowuli unmepgetickommyrtaropa System. [lo ymomuanuto
ynpasisitorieir VLAN siBnsiercsa default VLAN);

2. Member Switch (MS) — xommyrarop, KOTopblii BeTymuia B SIM-rpymn-ily W JOCTYIEH 4epes
Commander Switch. Member Switch o0Gnagaer cieayommuMu XapaKTepUCTUKAMU:

o oH He sBisercs Commander Switch min Member Switch npyroit SIM-rpynmsr;
o oH nogkmodeH k Commander Switch gepe3 ynpasmisirornyio VLAN;

3. Candidate Switch (CaS) — sto kommyTaTop, KOTOpbIii TOTOB BCTynuTh B SIM-rpymmy (crath
Member Switch), wucnonp3ys MO0 aBTOMAaTHYECKUH METOJ, JHUOO PYYHYIO HACTPOUKY.
Kommyrarop, Hactpoennbiii kak Candidate Switch, He saBnsercs umenom SIM-rpymmbel. OH
o0JazaeT CIeAYIONIMMU XapaKTePUCTUKAMHU:

o oH He sBisercs Commander Switch mim Member Switch npyroit SIM-rpynmsi;
o o nonkiroueH kK Commander Switch uepes ynpasistonryro VLAN.

Bce xommyraropbl, oObeauHeHHble B oAHY SIM-rpynmy, AODKHBI NpUHAIexkaTh omHou [P-
noJiceTy (IMPOKOBEIATEIFHOMY JOMEHY). B mpeaenax oHON MOACETH MOXKET OBITh CO3/IaHO HECKOIBKO
SIM-rpynn, HO mpU STOM Ka)XAblii KOMMYTAaTOp JOJDKEH MPHHAIJIEKaTh TOJNbKO ofgHou SIM-rpymme.
Kaxnas rpymma Moxet coaepkath 10 32 kommyrtatopos (ot 0 1o 31), Bkimtoyas Commander Switch (ero
HoMmep 0). Ecim B cerm HactpoeHo Heckonbko VLAN, SIM-rpynna OyJeT HCHONb30BaTh TOJIBKO
ynpasistonyro VLAN i11060ro koMMmyTaropa.

[To ymonmuanuto mocie aktuBu3auuu (yHkiuu SIM BceM KOMMyTaTtopam IMPHCBAaWBaeTCs POJIb
"Candidate Switch". 3To o3Ha4aet, uTo OHM cMOTyYT cTaTh wieHamu SIM-rpynmnsl (Member Switch), kak
TOJIBKO nostyyat 3anpoc o Commander Switch.

[Tocne Toro, Kak OHOMY M3 KOMMYTaTOpPOB TpynIibl Obliia iprcBoeHa poiib "Commander Switch",
OH HauMHaeT Gpopmupoats SIM-rpymnmy, 1o6aBiss B Hee HOBBIX WieHOB. [t aroro Commander Switch
npocMmarpuBaeT cnucok kanaumatoB (Candidate Switch) u oTmpaBisieT UM TEPHOTUYECKUE 3aIIPOCHI.
Kangunat otnpasnsger Commander Switch oTBet, coaepxanuii nHGOpMaIHio 0 HEM, YTO MO3BOJISIET EMY
crats wieHoM SIM-rpynmsl. Eciin koMmMyTaTop-KaHauIaT UMeN paHee CKOH(GUTYpUpOBaHHBIN TTApOJIh, OH
HE CMOXXET CTaTh WIEHOM TpYIIbI 10 T€X IHOp, MOoKa He OyIyT BBENEHBI €ro aymeHmu@ukayuoHHbie
oanHuvle.

MoHO 100aBIATh WIEHOB IpyMIbl, Ucnonb3ys Web-untepgeiic. dynkunonan SIM BerpoeH B
Web-unrtepdeiic ynpapieHns KOMMYTaTOpOB U He TpeOyeT yCTaHOBKH JomoiHuTebHOTO [10.

HN3meHneHnne TONMOJIOTHH CTEKA

B cnywsae noGaBieHusl WM yAaleHUss KOMMYyTaTopa(-OB) M3 CT€Ka WM HM3MEHEHHS! TOMOJOTUU
IPOTOKOJI CTEKUPOBAHMSA, pEATU30BaHHBIH B YCTPOHCTBAax, OBICTPO OOHAPYXKHUT H3MEHEHUS W
CHHXPOHHU3UPYET HHPOPMAITUIO O HOBOH TOIIOJIOTHH CTEKA.

Korna HOBBII KoMMyTaTOp 100aBisieTcss B pabOTAIONIMNA CTEK, €My MPUCBAUBAETCS POJIb BEJOMOTO
WJIM PE3EPBHOTO MacTePa, B 3aBUCUMOCTH OT 3HaueHuM npuopurera 1 MAC-anpeca.

Ecnu B cTex 100aBisieTcst TONBKO OJHO YCTPOMCTBO, TO IMpOILIECC BHIOOPA OCHOBHOTO MacTepa He
3aITycKaeTcsl.

[lpn ynajseHWH OAHOTO WJIM HECKOJNBKHX KOMMYTAaTOpPOB M3 palOTaloLIero CTeKa OCTaBIIUECS
KOMMYTATOpPbl yIAISIOT HH()OPMAIMIO O BHIOBIBIIMX YCTPOWCTBAX M3 CBOMX 0a3 JaHHBIX TOIOJIOTHH
CTeKa.

[Tpu ypaneHuu pe3epBHOTO MacTepa 3allyCKaeTcsl MpoIecc BHIOOPOB HOBOIO PE3EPBHOIO MacTepa.
OTOT mpolecc TaKXkKe 3alycKaeTcs MpH YAAJCHUHM WIM BBIXOJE U3 CTPOsl OCHOBHOTO MacTepa, T.K.



PE3epBHBI MAacTep CTAHOBUTCA B 3TOM CIy4yac OCHOBHBIM. lIpM 5TOM Ui MUHMMH3aLMKM HapyLICHHS
paboOTBl ceTM HOBOMY OCHOBHOMY MacTepy IpucBamBaercsa TOT ke IP-agpec, xoroperiii Obl1 Y
npeasiaymero (Box ID He mensieTcs).

[Tpu ynanennn o0OMX MacTepoB (OCHOBHOTO W PE3€PBHOI0) MIHOBEHHO MHHUIIUHPYETCS MPOLECC
BbI0Opa HOBOT'O OCHOBHOI'O M PE3€PBHOI0 MAaCTEPOB U3 OCTABLIMXCSI KOMMYTAaTOPOB CTEKa.

Korga mpoucxonuT M3MeHeHHe TOMOJOTMHM CTeKa — C JIMHEHHON Ha KOJBIEBYIO MM HA00OpOT,
COCTOSIHUE YCTPOMCTB HE U3MEHSETCH.

IIpuMep HACTPOIKH CTEKHPOBAHUSA

B kauecTBe mpumepa npuBeIeM HAaCTPOWKY JIByX KOMMYTAaTOpPOB, OOBbEIMHEHHBIX B (PU3HUECKUIL
CTEK.

HacrtpoiikakommyTtartopa 1

config stacking mode enable

config box_priority current_box_id 1 priority 1

HacrpoiikakommyTtaTopa 2

config stacking mode enable

config box_priority current_box_id 1 new_box_id 2

config box_priority current_box_id 2 priority 2

BupryaabHblii crek. Texnosiorus Single IP Management (S1M)

Texuounorust Single 1P Management (SIM) siBisieTcss IpOCThIM U YAOOHBIM CIIOCOOOM CETEBOTO
ynpasieHus. OHa pa3paboTaHa Juis YOpaBjieHUs IPYINION KOMMYTaTopoB, HasbiBaeMbIx SIM-zpynnoi,
KaK euHbIM ycTpoicTBoM. Ilpu 3tom s ynpasnenus SIM-rpynmnoit tpedyercst Tonbko oqul [P-aapec,
KOTOPBI Ha3HAYaeTCsl BhIACIIEHHOMY KoMmMyTaTopy rpyiisl (Commander switch).

Texnonorust SIM no3BoJisieT:

e YCTPaHUTh OIPAaHUUYEHHS HA MOJAEIN KOMMYTAaTOPOB, OObEJUHIEMBIX B CTEK;

e YMEHBIINTH KOJIMYECTBO ynpasisironux [P-agpecos B ceTu;

e YCTPaHHUTh HEOOXOAMMOCTb HCIOJB30BAHUS CHEIMAIM3UPOBAHHBIX MOJyJdeH u kabenei,
IIpeIHa3HAYEHHBIX JUUIsl CTEKMPOBAHUS; PEO0I0JIETh OTPAHUUYEHUS, CBSI3aHHbIE C JUIMHON Kabenein
B CTEKE.

B ornanune oT cTEKOB, IOCTPOEHHBIX C HCIOJIb30BAHUEM TPAJWLIMOHHBIX METOJOB CTEKHMPOBAHUS,
BUPTYaJbHBII CTEK Ha OCHOBE TexHojoruu SIM He orpannumBaercs 6-10 uiau 12-ro kommyratopamu. B
SIM-tpynmy MokeT BXOIHUTH 110 32-X KOMMYTAaTOpPOB JIFOOBIX MOJENEH, MOAISPKUBAOINX (PYHKIIUH
Single IP Management. Dto o3Ha4yaeT, YTO BUPTYaJIbHBINA CTEK MOXET BKJIFOYATh KOMMYTATOPhI Pa3HOTO
TUIA, OT HEIOPOrMX KOMMYTAaTOpPOB 2-TO YpPOBHS /10 BBICOKOIPOM3BOJUTENIBHBIX KOMMYTaTOpPOB Ha
OCHOBE waccu (U1 AApa CeTn).

OO0benuHeHue KomMMmyTtaTopoB B SIM-rpymnmy He TpeOyeT HCHOIb30BaHUS CHEIUaTbHBIX
COeIMHUTENbHBIX KaOened. Tpaduk, mepenaBaeMblii MeXAy YCTPOMCTBaMH CTEKa, NMPOXOIUT Yepes3
untepdeiicer Fast Ethernet, Gigabit Ethernet nmm 10 Gigabit Ethernet mo oObIYHBIM MeIHBIM WM
ONTHYEeCKUM KabensiM. OTKa3 OT HCHOJb30BaHUS CHENMAIM3HPOBAHHBIX CTEKMPYIOUIMX Kabemei
MIO3BOJISIET MPEOJI0JIETh OTPAaHUYEHUS, CBSI3aHHBIE ¢ UX JUIMHOHN. YcTpoiictBa SIM-rpynnel MOryT ObITh
MOJKJIIOUEHBI APYr K JIPYry 4Yepe3 NPOMEKYTOUYHBIE YCTPOICTBAa, HE IMOAJEP/KUBAIOIINE TEXHOJIOTHIO
SIM. O6benuHeHre koMMmyTatopoB B SIM-Tpyriny He BIUsSeT Ha UX HOPpMaJIbHOE PYHKIIMOHUPOBAHUE.

Buumanue: SIM sBnseTcss JONOJHUTENBHOW (YHKIMEH KOMMYTaTOPOB U MOXET OBITh
aKTUBHM3WpOBaHa WM OTKItoueHa depe3 Web-untepdetic mwiu CLI. [To ymondanuto 3Ta (yHKIUS Ha
KOMMYTAaToOpe OTKJIIOUEHA.

Texnonorust SIM mpenycmarpuBaeT TpU poOJiM, KOTOPbIE MOTYT OBITh Ha3HAUE€HbI KOMMYTAaTOpaM
IPYIIIBL:

1. Commander Switch (CS)— »3T0 KOMMyTaTOp, KOTOpBI BpPYYHYIO HACTPaMBaETCS
aJIMUHUCTPATOPOM CeTH Kak ynpasiaiouee ycmpoucmeoSIM-rpynnsl. B SIM-rpynmne moxer
0bITh TONTBKO oiuH Commander Switch. CS o6namaer cneayrommuMu XapakTepuCTUKaMU:

o emy npucsoeH IP-aapec;

o oH He gBigercs Commander Switch nnn Member Switch npyroit SIM-rpynisbr;

o OH MOAKIIOYEH K KomMmyTaropaM Member Switch yepe3 ynpasmnsronryro VLAN (VLAN, k
KOTOPOW TPUBSI3aH ynpasiaiowuli unmepgetickommyrtaropa System. [lo ymomuanuto
ynpasisitonier VLAN siBnsiercsa default VLAN);



2. Member Switch (MS) — xommyrarop, KoTopblii BcTymua B SIM-rpymn-my W JOCTYIEH yepes
Commander Switch. Member Switch o0nagaer cieayommuMu XapaKTepUCTUKAMU:

o oH He aBisgercss Commander Switch wim Member Switch npyro#t SIM-Tpymsr;
o oH nogkimodeH k Commander Switch gepe3 ynpassiroryro VLAN;

3. Candidate Switch (CaS) — »T0 KOMMyTaTOp, KOTOPBIi TOTOB BCTynuTh B SIM-rpymmy (cTath
Member Switch), wucnonp3ys 1uO0 aBTOMAaTHYECKUH METOJ, JHUOO PYYHYIO HACTPOUKY.
Kommyrarop, Hactpoensslli kak Candidate Switch, ne sBmsercs umenom SIM-rpynmel. OH
o0aziaet CleAyIONMMU XapaKTePUCTUKAMMU:

o oH He aBisercss Commander Switch wim Member Switch npyroii SIM-rpymnisr;
o o noakmoueH k Commander Switch uepe3 ynpasinsroniyro VLAN.

Bce xommyrtaropsl, oObeauHeHHble B onHy SIM-rpymmy, AODKHBI HpuHAAIeKaTh oxHou IP-
nojceTy (IIMPOKOBELIATeIbHOMY JJOMEHY). B mpezenax ogHoi moJceTH MOXKET OBITh CO3[JaHO HECKOJIBKO
SIM-tpynn, HO mpH 3TOM KaXABIH KOMMYTAaTOp JIOJDKEH MPUHAMIEKATh TOJIbKO omHOM SIM-rpymre.
Kaxxnas rpymma mosxer coaepkathb 10 32 kommyTtatopoB (ot 0 g0 31), Bkimrouas Commander Switch (ero
Homep 0). Ecoum B cern HactpoeHo Heckosnbko VLAN, SIM-rpynna OyneT HCHOiIb30BaTh TOJBKO
ynpasisionyto VLAN 11060ro KoMMyTaropa.

[To ymonmganuto mociie akTuBu3anuu QyHkmuu SIM BceM KOMMYyTaropaM NpPHCBAWBACTCS POJIb
"Candidate Switch". Oto o3Hauaer, 4To OHU cMOTYT cTaTh wieHamu SIM-rpynnsl (Member Switch), kak
TOJIBKO moiryyat 3amnpoc ot Commander Switch.

[Tocne Toro, KaKk OJJHOMY M3 KOMMYTaTOPOB Ipymiibl Obuta pucBoeHa poib "Commander Switch",
OH HaunHaeT GopmupoBats SIM-rpymity, no6asiss B Hee HOBBIX WieHOB. [ storo Commander Switch
npocMatpuBaer cnucok kanaunatoB (Candidate Switch) u oTmpaBnsieT UM MEPUOIUYECKHE 3aMPOCHI.
Kanmunar ornpasnser Commander Switch otBer, comepskaniuii HHPOPMAIHIO O HEM, YTO TIO3BOJISET EMY
ctath wieHoM SIM-rpynnsl. Eciu koMmmyTaTop-kaHauaaT uMen paHee CKOH(QUTypUPOBaHHBIN Mapoiib, OH
HE CMOXXET CTaTh WICHOM TPYIMIBI J0 TeX MOp, MOKa He OyAyT BBENEHBI €ro aymeHmu@ukayuoHHbie
OamuHvle.

MosxHO 100aBiATH WIEHOB IpymIibl, Ucnoib3dys Web-untepdeiic. @ynknuonan SIM BcTpoeH B
Web-untepdeiic ynpapieHuss KOMMYTaTOPOB U HE TpeOyeT YyCTaHOBKH J0nonHuTe bHOTO [10.

[MTocne nactpoiiku Commander Switch B manke Single IP Management Web-unrtepdeiica craner
noctymnHa omiust Topology. Drta omiys MO3BOJSIET HACTPAUBaTh KOMMYTATOPbI M YIIPABJIATH HIMH BHYTPH
SIM-rpynmer.  Tlpu  BbiOope myHkta View okHa Topology mosiBuTCS — Tomosiorvueckas —Kapra,
NoKa3blBaIOIIasl, Kak TMOAKIIOYEHbl ycTpoiicTBa BHYTpu SIM-rpynnel. Tomonorndeckas kapra
aBTOMATHUYECKU OOHOBIISIETCS Kaxable 20 CeKyH]I.

Hcnonb3ys TOMOJIOTHYECKYIO KapTy, aIMUHUCTPATOP MOXKET MOJIydaTh JeTalbHYI0 HH(OPMAIHIO O
rpyIIIe, MPOCMAaTPUBATh KPaTKyt0 HHPOPMAIIHIO 0 KaX10M KoMmyTaTope SIM-rpymmsl, HacTpauBaTth €ro,
N00aBIATh U YIAIATH ycTpoiicTBa u3 SIM-Tpymnimsl.

B Tomonormueckoil kapTe HCHOJIB3YIOTCS CIEAYIOLIMEe HMKOHKM g oOo3HaueHus Commander
Switch, Member Switch u Candidate Switch.

IIporoxoa SNMP

[Tpotokosnt SNMP (Simple Network Management Protocol) sBasiercs mnpoTokonom 7  ypoBHS
mogenn OSI, KoTopelil crienuanbHO pa3padoTaH sl YIPaBICHUS W MOHUTOPHHTA CETEBBIX YCTPOWCTB.
[Tporokon SNMP Bxomut B cmex nporokonoB TCP/IP u mo3Bonser aaMuHHCTpaTopam ceTeld Moiydyarb
WHPOPMAIIMIO O COCTOSHUHM YCTPOWCTB CETH, OOHApY>KMBaTh W HWCIPABISATh HEHUCIPABHOCTH U
IUTAHUPOBATh Pa3BUTHE CETH.

B Hacrosiiee Bpems cymiectByeT Tpu Bepcuun nporokona SNMP: SNMP vl (RFC 1157), SNMP v2c
(RFC 1901-1908) u SNMP v3 (RFC 3411-3418). OTu BepcUU OTIIMYAIOTCS MPEIOCTABISIEMbIM YPOBHEM
Oe3omacHOCTH Mpu OOMEHE JaHHBIMH Mexay MeHemkepom u areHToM SNMP. Komwmyraropsr D-Link
MOJIIEP>)KUBAIOT BCE TPH BEPCUU IPOTOKOJIA.

Komnonentst SNMP

Cetp, ympaBnsgemas mo npotokony SNMP, ocHOBbIBaeTCsl Ha apXHTEKType "KiIMeHT/cepBep" H
COCTOMT W3 TPEX OCHOBHBIX KOMIOHEHTOB: MeHemxkepa SNMP, arentra SNMP, 6a3bl ympasistoniei
uHpopMaLUu.
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Meneoxcep SNMP (SNMP Manager) — 3To mporpaMMHOe OOCCIICYCHHE, YCTAHOBJICHHOE Ha
paloueil craHIIMK yIIpaBJIeHHs], HAOIIOAAOLIEE 32 CETEBBIMM YCTPOHCTBAMU U YIPABJISIOIIEE UMH.

Aeenm SNMP (SNMP Agent) — 3To mporpaMMHBIH MOIYJb JUIS YIIPABICHHS CEThbIO, KOTOPBIA
HaXOJUTCSl Ha YNPABIsIEMOM CETEBOM YCTpPOMCTBE (MapLIpyTH3aTope, KOMMYTaTOpe, TOYKe JOCTYyIa,
WHuTepHeT-1u1t03e, NpuHTEpE U T.A.). AreHT 00cay)uBaeT 0a3zy ynpasisoliell HHPOpMAIMK U OTBEYAET
Ha 3anpockl MeHekepa SNMP.

basza ynpaesnsioweu ungopmayuu (Management Information Base, MIB) — 3T0 COBOKYITHOCTb
MepapXU4eCKl OpPraHM30BaHHON HH}OpManMM, AOCTYH K KOTOPOM OCYLIECTBISETCS IOCPEACTBOM
IIPOTOKOJIA YIIPABJIEHUS CETHIO.

Menekep B3aMMOJEHCTBYET € areHTamMu Ipu nomouu mnporokosa SNMP ¢ nensio oOmeHa
ynpasisoneii napopmamueir. B 0cHOBHOM 3TO B3aMMOEHCTBUE peau3yeTcsi B BUAC MEPUOINIECKOTO
OIIpOCa MEHEIKEPOM MHOKECTBA areHTOB, KOTOPbIE MTPEIOCTABIISIIOT JOCTYH K MH(POPMALIUH.

®opma npeacrabiienus pesyjbrara: OTUeT o MpoJesIaHHOM paboTe, BHIIOIHEHHAs padoTa.

Kputepun onenkn:

O1eHKa «OTJIINYHOY» CTABUTCS, €CIIM 3aJaHUE BBIIIOJHEHO BEPHO.

O1eHKa «XOpOII0» CTaBUTCS, €CIIM XOJ BHIIIOIHEHUS 3aJJaHNs BEPHBIH, HO ObLIa JOMYIEHa O/IHA WU JIBE
OIHI/I6KI/I, MNpUBCAIINE K HCIIPABUIBHOMY OTBCTY.

OrneHka «yJOBIETBOPUTEIBHO» CTaBUTCA, €CIM B paboTe HE MOJy4eH OTBET W IMPHUBEJCHO HEMOJIHOE
BBIINTOJIHEHHUEC 3alaHUsA, HO X0/ BBIITOJIHCHHUSA 3a1aHUA.

OneHka «HeyIOBIETBOPUTEIBHO» CTABUTCS, €CIIH 3a/1aHUE HE BBIITOJIIHEHO.

IIpakTnuyeckas padora Ne 16

Hacrpoiika VLAN Ha ocHOBe IOPTOB
Hean padorei: nousats TexHonoruto VLAN u ee HacTpoliky Ha kommyTaropax D-Link.

Boinosinus padorty, Bl Oynere:
ymemy:

-BBINOJIHATH HACTPOMKY Ha KoMMmyTaropax D-Link;

MarepunanbHoe obecnieyeHue:
y4eOHO-1a00paTOPHBII KOMIUIEKC «JIOKaTbHBIE KOMITBIOTEPHBIC CETH

IHopsiaoK BbINIOJIHEHHS Pa0OTHI:
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[lepen BbIMONHEHWEM MAHHOW YacTH J1a0OPATOPHOW PabOTBI HEOOXOTUMO COPOCHTH HACTPONKH
KOMMYTaTOpPOB K 3aBOJICKAM HACTPOIMKaM 10 YMOJTYaHHIO KOMaH/I0i: reset config
Hacrpoiika kommyTtaTopa 1
VYnanure Bce nopThl kKommyrtaropa u3 VLAN mo ymon4aHuio 1 MX HCHOJB30BaHUSA B JPYrHX
VLAN: config vlan default delete 1-10
Co3zpnaiite neBsath VLAN c Teramu 2-10: create vlan vlanid 2-10
[Tpumeuanue: npu cozganuu VLAN nmena npucauBatotcs no mabnony (VLAN x, rae x — Ter
co3naBaemoit VLAN).
N3menute ums Heckosbkux VLAN u 106aBbTe B HUX HEMAapKUPOBaHHbIE MTOPTHI:
config vlan vlanid 7 name SALE add untagged 1-2
config vlan vlanid 8 name MARKETING add untagged 3-6
config vlan vlanid 9 name DESIGN add untagged 7-8
Jlo6aBbTe MapKUpOBaHHBIE MOPTHI B HECKOIbKO VLAN:
config vlan vlanid 2-10 add tagged 9-10
I[Tposepsrenactpoiiku VLAN: show vian
VY nanurenopreinzHeckonbkux VLAN: config vlan vlanid 2-10 delete 9-10
Iposepsrenacrpoiikun VLAN: show vilan

Co3naiitemaructpanbupiiinopr VLAN mansnepenaunmapkupoBanHbixkaapos: config vlan_trunk
ports 10 state enable

AKTHBHU3UPYITE QYHKIIMOHUPOBAHUE MarucTpajabHOro KaHana: enable vlan_trunk

[IpoBepbTe BhINMOTHEHHBIE HACTpoWkK: show vlan_trunk

IToBTOpHTE NpOLIEAYPY HACTPOMKHU ISl KOMMYyTaTOpa 2.

[IpoBepbTe JOCTYMHOCTH COEOUHEHUS MEXIy pabodyuMu CTaHLIMSMH KOMaHJIoW ping:

- ot [IK1 k IIK 3

- ot [IK2 k TIK4

- ot [IK1 k IIK2 u ITK4

- ot [IK2 k TIK1 u I1K3

[oaxmounte I1K2 x nopty 7 kommytaropa 1, a [IK4 x nopty 8 kommyraTtopa 2.

[TpoBepbTe AOCTYHHOCTh COEAMHEHUS MEXIy pabo4MMU CTaHIMAMU KOMaHIOW  ping:

- ot [IK1 k IIK2 n I1K4




- ot [IK2  IIK1 n I1K3
OTxMI0unTEe MarucTpajibHble KaHaIbl Ha 000ux KoMMyTaTopax: disable vlan_trunk

®opma npeacraBiaeHus pesyabtara: OT4eT o MpoAeTaHHo paboTe, BBIOJHEHHAs padoTa.

Kpurepun onenkmn:

OneHka «OTJIMYHOY CTaBUTCS, €CJIU 3a/IaHUE BBINOJIHEHO BEPHO.

OneHka «XopoI0» CTaBUTCS, €CJIU XOJ] BBIIIOJIHEHUS 3a/laHusl BEPHBIN, HO Oblja OIyIIEHa OHa WU JBE
OLIMOKY, MPUBEIINE K HEPABUILHOMY OTBETY.

OneHka «yJOBJIETBOPUTEIHHO» CTaBUTCS, €CIM B paboTe HE MOIY4YeH OTBET U MPHUBEICHO HEMOJIHOE
BBITIIOJTHEHUE 3a/1aHNUs, HO X0/ BBIIIOJIHEHUS 3aJaHUsl.

OneHka «HeyI0BIETBOPUTENIbHOY CTABUTCS, €CIIH 33/1aHHE HE BBIIOJIHEHO.

IIpakTuyeckasi pa6ora Ne 17

Hacrpoiika VLAN Ha ocHoBe cranaapra IEEE 802.1Q
Leanb padotei: nousats TexHodoruto VLAN u ee HacTpoliky Ha kommyTtatopax D-Link.

Boinosinus padorty, Bl Oynere:
ymemb:
-BBINOJIHATH HACTPOMKY Ha KoMMmyTaropax D-Link;

MarepuajibHoe ofecnevyeHme:
yae0HO-1a00paTOPHBIN KOMILUIEKC «JI0OKanbHBIE KOMIIBIOTEPHBIC CETH)

Ilopsinok BbINOJHEHHS padOThHI:

BupryansHas nokanbHast cetb (Virtual Local Area Netwrok, VLAN) mnpexacraBnser coboit
KOMMYTHUPYEMBIN CETMEHT CETH, KOTOPbII JIOTUYECKU BbIIEIEH MO BHINOIHSAEMBIM (PYHKUIHAM, pabounm
IpynnaM MM MPUIOKEHHUSM, BHE 3aBUCUMOCTH OT (HU3MUECKOrO pPACHOJOXKEHHUS MOJIb30BaTeleH.
BupryanbHble J0KajlbHbIE CETH O00Jaal0T BCEMH CBOWCTBAMU (PU3MYECKHX JIOKAJIBHBIX CETeH, HO
paboune CTaHIMKM MOXHO TPYNIHMPOBAThH, JAKe €CIU OHM (DU3MYECKH DACIIONOKEHBl HE B OIJHOM
CErMEHTe, T.K. 000! MOPT KOMMYTaTOpa MOKHO HACTPOUTH HA MPUHAJIJIEKHOCTH onpeneieHHon VLAN.
ITpu 3TOM OHOAIPECHBIH, MHOT0a/IPECHBIN U IINPOKOBEIIATENbHBIN TpaduK OyneT nepe1aBaTbCs TOJIBKO
MeX1y padouuMu cTaHuuaMHU, npuHauiexkamumu ogHol VLAN. Kaxnas VLAN paccMmarpuBaeTcst Kak
JIOTUYECKasi CeTh, T.€. KaApbl, IPEAHA3HAYCHHBIE CTAHLIUAM, KOTOpbIE HE NpuHaanexar qaHHod VLAN,
JIOJDKHBI TIEpEe1aBaThCs Yepe3 MapLIpyTHU3UPYIOLee YCTPOMCTBO (MapIIpyTH3aTOP UM KOMMYTATop 3-T0
ypoBHs). Takum 00Opa3oM, ¢ MOMOIIbI0 BUPTYaJbHBIX CETEH pemraercs mpobsieMa OrpaHUYEHUN TpH
nepeadye IUPOKOBEIIATENBHBIX KaJpOB M BBI3BIBAEMBIX MMM IOCIEACTBHM, KOTOPBIE CYIIECTBEHHO
CHIDKAIOT MPOU3BOIUTENBHOCTh CETH, BBI3BIBAIOT IIMPOKOBEUIATENbHBIE IITOPMBI.

Ocnosnble onpenenenus IEEE 802.1Q:

* Tag (Ter) — nonoaHUTENBHOE TTOJIE JAHHBIX JUIMHOM 4 Oaiita, coaepxkaiiee nHdopmannoo o VLAN
(unentudpukarop VLAN (12 6ut), mone mpuoputera (3 OuTa), mMoje HMHIUKATOpAa KaHOHHMYECKOTO
dbopwmara (1 6ur)), nobaBnsiemoe B kaap Ethernet;

» Tagging (MapkupoBKa KaJpa) — npouecc A06aBieHuss nHpopMmanuu (Tera) 0 NPUHAIIEKHOCTU K
802.1Q VLAN B 3aroioBoK Kajipa;

* Untagging (Yaanenue Tera u3 Kajpa) — npouecc uzpieueHus napopmanuu 802.1Q VLAN wu3
3arojioBKa Kajpa;

* Ingress port (BxomHoil mopT) — mOpT KOMMYyTaTOpa, Ha KOTOPBIM MOCTYHNAIOT Kaapbl, U
MIPUHUMAETCS PEIIeHUE O MpUHAMIe)KHOCTH VLAN;

* Egress port (BbixoaHoil mopT) — HOPT KOMMYTaTopa, ¢ KOTOPOro Kajphl MEepeJatoTcs Ha Apyrue
CeTeBble YCTpOMCTBAa (KOMMYTAaToOpbl, paboyue CTaHIMHM) U HAa HEM, COOTBETCTBEHHO, NPUHUMAETCA
pelIeHne 0 MapKUPOBKE Kajipa.



JIro0oit mopT KOMMyTaTOpa MOKET OBITh HACTPOCH Kak tagged (MapKUpOBaHHBIN) WM Kak untagged
(memapkupoBaHHbIi). DyHKIMA untagging Mo3BoJisieT paboTaTh C TEMH YCTPOWCTBAMH BHPTYAIbHOM
CETH, KOTOphIE HE IOHMMAIOT TEroB B 3arojioBke kaapa Ethernet. ®yHkiusa tagging mo3BoJseT
HacTpauBaTb VLAN Mexay HECKOJIBKUMH KOMMYyTaTopamu, nojaepxusaroummu crasgapr IEEE
802.1Q, moakmouaTh cereBble ycTpoicTBa, nonumawpmmue IEEE 802.1Q (manpumep, cepBepsl ¢
cereBbiMu uHTep(deiicamu ¢ mommepxkkoit 802.1Q), obecriedynBaTh BO3MOXKHOCTH CO3JaHHS CIIOKHBIX
CETEeBBIX UHPPACTPYKTYP.

[lepen BrImomHEHHEM J1a0OPATOPHON PabOTHI HEOOXOUMO COPOCUTH HACTPONKH KOMMYTAaTOPOB K
3aBOJICKMM HACTpOIKaM MO yMOJTYaHUIO KOMaHIOM: reset config

Hacmpouka VLAN na ocnose cmanoapma IEEE 802.10Q
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Buumanue: nepen coznanreMm HoBoid VLAN, ucnonb3yeMble B Heil TOPThI HEOOXOIUMO yJAIUTh U3
VLAN 1o ymonuanuto, T.K. B cootBeTcTBUH co ctannaproM IEEE 802.1Q, HemapkupoBaHHbIE TOPTHI HE
MOTYT OHOBPEMEHHO IIPUHAIE)KATh HECKOIBKMM VLAN.

Hacrpoiika kommyTtaTopa 1

VY nanure Bce mopTtel Kommyraropa u3 VLAN mo ymon4aHuio A MX HCIOJIB30BAHHS B JIPYIHX
VLAN:

config vlan default delete 1-10

config vlan default add tagged 10

Coznaiite VLAN v2 u v3, nobGaBbre B coorBercTBytoniie VLAN mopTsl, KOTOpble HEOOX0IUMO
HAcTPOUTh HeMapkupoBaHHbIMU. HacTpoiitennopt 10 MapkupoBaHHBIM:

create vlan v2 tag 2

config vlan v2 add untagged 1-4

config vlan v2 add tagged 10

create vlan v3 tag 3

config vlan v3 add untagged 5-8

config vlan v3 add tagged 10

[TpoBepsTe HacTpoitku VLAN:

showvlan

IToBTOpHTE NpOLIEAYPY HACTPOMKHU ISl KOMMYyTaTOpa 2.

[IpoBepbTe TOCTYMHOCTH COETUHEHUS MEKIY paOOUMMHU CTAHIUSAMH KOMAHIOM ping: #ins «1#-addsess

- ot [IK1 k IIK 3

- ot [1K2 k TIK4

- ot [IK1 k IIK2 n I1K4

- ot [IK2 k IIK1 u I1K3




dopma npeacrapiaenus pedyabrara: OTUYeT 0 MpoIeTaHHON paboTe, BRIMOIHEHHAs paboTa.

Kpurepum oueHku:

OHCHKa «OTJIMYHO» CTAaBUTCA, €CJIU 3aJaHNC BBIIIOJIHCHO BCPHO.

OrneHKa «XOpoI1I0» CTaBUTCS, €CIIM XOJ] BBIIOJIHEHUS 3a/1aHus BEPHBIN, HO ObLIa TOMyIeHa OHa WK JBE
OH_II/I6KI/I, MNPpUBCAIINEC K HCIIPABUIBHOMY OTBCTY.

OneHka «yJOBJIETBOPUTEIHHO» CTaBUTCS, €ClIM B paboTe HE IMOIY4YeH OTBET U MPHUBEJICHO HEMOJIHOE
BBIINIOJIHCHUEC 3a1aHUsA, HO X0/ BBIITOJIHCHHUA 3aaHHNA.

OneHka «HeyI0BIETBOPUTENIbHOY» CTABUTCS, €CIIH 33/1aHUE HE BBIIOJIHEHO.

IIpakTuyeckasi pa6ora Ne 18

Komanabl nporokosna GVRP
Ilesab padoThI: U3yYUTh IPOLECC AUHAMUYECKOT0 MpoABIKeHUs nHpopmanuu o VLAN B ceru.

Beinmosinus padorty, Bl Oynere:
ymemn:
-BBINIOJIHATH HACTPOUKY Ha KomMmyTaTopax D-Link;

MarepuajibHoe ofecnevyeHme:
yae0HO0-1a00paTOPHBII KOMITIEKC «JIOKaIbHBIE KOMITBIOTEPHBIE CETH)

Ilopsinok BbINOJHEHUS padOThHI:

Cy1ecTBYIOT JIBa OCHOBHBIX CII0c00a, TO3BOJISIOIIMX YCTaHABIUBATh 4ieHCTBO B VLAN:

e cratnyeckue VLAN;

» nuHamudeckne VLAN.

B cratmuecknx VLAN yCTaHOBIJIEHHE 4JIEHCTBA OCYLIECTBISAETCS BPYUHYIO aJIMHUHHCTPATOPOM
cetu. [Ipn M3MEHEHUHN TOMOJOIMU CETH WM NEepeMEeLIeHUH MOJb30BaTelsl Ha Jpyroe pabodee MecTo,
aJIMMHHUCTpATOpy TpeOyeTcss BpPYYHYIO BBINOIHATh MNpUBA3KY NopT-VLAN 1ist Kakgoro HOBOTO
COCIMHEHUSL.

UnencrBo B quHaMuuecknx VLAN MOKeT yCTaHaBIMBAaThCSA JUHAMHUYECKH HAa OCHOBE IIPOTOKOJIA
GVRP (GARP VLAN Registration Protocol). ITporokonx GVRP ompenensier cmocod, mocpeacTBoM
KOTOpPOro KOMMYyTaTopbl oOmeHuBatoTcsi uH(opmarnuend o cetd VLAN, 4roObl aBTOMAaTHYECKH
3apeructpupoBaTh wieHOB VLAN Ha moptax Bo Bceil ceT. OH MO3BOJISIET IMHAMUYECKU CO3JaBaTh U
ynanate VLAN crangapra IEEE 802.1Q Ha MaructpanbHbIX OPTaX, aBTOMaTHUECKU PErUCTPUPOBATH U
uckimouath aTpudyTsl VLAN (mox peructpanueit VLAN noapasymeBaercs BkimoueHue nopra B VLAN,
MO/ UCKJTIOUeHUEM — ynanenue nopta u3 VLAN).

[Mpotokonn GVRP wucnonesyer coobmmenus GVRP BPDU (GVRP Bridge Protocol Data Units),
pacceutaemble Ha MHOToaapecHbd MAC-ampec 01-80-C2-00-00-21 i ONMOBENMICHUS YCTPOHCTB-
MOJIIMCYUKOB O Pa3IMYHBIX COOBITUSX.

[Topt ¢ nmoanepxkoit nporokona GVRP noaxmtouaercs k cetu VLAN Tonbko B TOM citydae, eciiu
OH HEIOCPEJICTBEHHO MOJydaeT omnoemeHune o Hel. Ecim mopr ¢ mommepxkoi mporokona GVPR
IepeAacT OMOBEILECHNE, IIOJIyYEHHOE OT APYIroro nopra KOMMYyTaTopa, OH HE IOAKIKYAeTCs K 3TOM ceTh
VLAN.

I'maBHas uenp mporokosa GVRP — mo3BoiuTh KOMMyTaropaM aBTOMAaTHYeCKH OOHApyKHBaTh
unpopmanuto o VLAN, koTopast nHaue J0HKHA Oblia Obl ObITh BpYUHYIO CKOH(GUTYpHpPOBaHa Ha KaXKIOM
kommyTarope. HaumbGonee paruoHanbHO ucnonb3oBaTh MnpoTtokonl GVRP  Ha  maructpaibHbIX
KOMMYTAaTopax JIjsl AMHaMU4ecKko nepenayn nHgopmanuu o crarndeckux VLAN Ha ypoBeHb AocTyTa.

[lpumeuanue: npu auHamuueckod mnepemaye uHpopmammun o VLAN uepe3 MmarucrpaibHbIE
KOMMYTATOpPbI, PEKOMEHIyeTCsl TepenaBaTh HH(POPMAIMIO TOJBKO O TModb3oBaTenbcknx VLAN, a
cinyxkeonsie  VLAN wu  ympasnstomme VLAN  HacTpauBaTh Ha MAarucTpaibHBIX KOMMYTAaToOpax
CTaTHYECKH.



KommyTrartop 3
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[lepen BrImomHEeHHEM J1a0OPATOPHON PabOTHI HEOOXOUMO COPOCUTH HACTPONKH KOMMYTAaTOPOB K

3aBOJCKHUM HaCTpOﬁKaM 1o YMOJIMaHUIO KOM&HI[OﬁZ reset COIlﬁg

Hacrpoiika kommyTtaTopa 1
Vnanute Bce nmoptbl koMMmyTaTopa u3 VLAN 1mo ymMon4aHuro Juisi MX HUCIOJIb30BAHMS B APYTHX

VLAN: config vlan default delete 1-10

Coznaiite VLAN v2 u v3, nob6aBbre B coorBercTBytonre VLAN mopTel, KOTOpble HE0OX0IUMO

HAaCTPOUTHb HEMAPKHNPOBAHHBIMHU.

Hacrpotite mopt 10 MmapKupoBaHHBIM:
create vlan v2 tag 2

config vlan v2 add untagged 1-4
config vlan v2 add tagged 10

create vlan v3 tag 3

config vlan v3 add untagged 5-8

config vlan v3 add tagged 10

[TpoBepwTe HacTpoiiku VLAN: show vlan

Hactpoiite o0bsiBnenne o VLAN v2 u v3:

config vlan v2 advertisement enable

config vlan v3 advertisement enable

Bxuttounrte paboty npotokona GVRP: enable gvrp

VYcraHoBUTe BO3MOXKHOCTH TpuemMa W oTnpaBku uH(opmammu o VLAN wepes mopt 10

kommyTaropa: config gvrp 10 state enable

[ToBTOpUTE MpOLIEYpY HACTPOUKH JIJIs1 KOMMYTaTopa 2.

Hactpoiika kommyTraropa 3

Bxmrounte padoty npotokona GVRP: enable gvrp

YcTaHOBUTE BO3MOXHOCTH INpHeMa W oTnpaBku uHpopmamuu o VLAN wyepe3 Bce mOpTHI

koMmmyTaTopa: config gvrp all state enable

[Mposepsre HacTpoiiku VLAN Ha kommyTtaTope 3: show vlan

[TpoBepsbTe cocrosinne GVRP Ha moprax kommyTaTopoB 1, 2, 3: show gvrp
3anumure Baly HaOJIIOICHUS B OTYET.
[IpoBepbTe JOCTYMHOCTH COEAMHEHUS MEXIy pabOuyuMHU CTAaHUUSMU KOMAaHJOW  ping:
- ot [IK1 k IIK 3

- ot [IK2 x [IK4

®opma npeacraBiaeHus pesyabtara: OT4eT o MpoeTaHHoM paboTe, BBIIOJHEHHAs paboTa.

Kputepun onenkmn:

OHeHKa «OTJIIMYHO» CTAaBUTCA, €CJIU 3aaHNEC BBIIIOJIHCHO BEPHO.
OHCHKa «XOpOIIO» CTAaBUTCA, €CJIN X0/ BBIIIOJIHCHUA 3aIaHUS BepHBIﬁ, HO ObliIa AomynicHa OJHa UJIN ABC

OLIMOKY, MPUBEIINE K HEPABUILHOMY OTBETY.



OHGHKa «YOOBJICTBOPUTCIIBHO» CTaBUTCsA, €CIU B pa60Te HE MOJYYEH OTBET M NPHUBCACHO HCIIOJIHOC
BBIIIOJIHCHUEC 3aJaHus, HO XO/J BBIIIOJTHCHUS 3aJaHH .
OHGHKa «HCYOOBJICTBOPUTCIIBHO» CTaBUTCs, €CJIN 3aJaHUC HEC BBITIOJIHCHO.

IIpakTuyeckasi pa6ora Ne 19
Hacrpoiika nporokosos cBsasywuiero aepesa STP, RSTP
ILesab padoThl: NOHATH (PYHKIMOHUPOBAHUE IPOTOKOJIOB CBA3YIOILEIO JIEPEBAa U U3YUUTh UX HACTPOUKY
Ha kommyTtaTtopax D-Link.

Beinosinus patdory, Bel Oyaere:
ymemy:
-BBIIIOJIHATH HACTPOUKY KoMMyTaTopoB D-Link ¢ rcnosnb30BaHrEM IPOTOKOJIOB CBSI3YIOLIETO J€PEBa,;

MarepuajibHoe ofecnevyeHme:
yae0HO-1a00paTOPHBIN KOMILUIEKC «JIOKaTbHBIE KOMITBIOTEPHBIE CETH)Y

IMopsinok BbINOJIHEHUS PadOTHI:

IIporoxoaSpanningTreeProtocol (STP).

[Tporokon ces3yromero aepea Spanning Tree Protocol (STP) sBnsiercss mpoTokonoMm 2 ypoBHS
mojenn OS], KOTOpbIi MO3BOJISIET CTPOUTH JAPEBOBUIHBIC, CBOOOHBIE OT METeIb, KOHPUTypalMK CBs3ei
MEXIy KOMMYTaTopamMH JIOKaIbHOW ceTd. KoHdurypamus cBA3ylOmIero JepeBa  CTPOUTCS
KOMMYTaTOpaMu aBTOMATHYECKH C HCIOJIb30BAHHMEM OOMEHa CIIy)KEOHBIMHM IaKeTaMM, Ha3bIBa€MbIMU
Bridge Protocol Data Units (BPDU).

Jlis mocTpoeHusl yCTOMUMBOM aKTMBHOM TOIOJIOTHMM € MOMOIIbI0 IpoTtokosa STP HeoOxoaumo ¢
KOKIBIM KOMMYTAaTOPOM CETH acCCOIMUPOBATh YHHUKAJIBbHBIN wuiueHTH(dukarop Mocta (Bridge ID), c
KaX/IbIM IIOPTOM KOMMYTaTopa accouuupoBaTh ctoumocts nytu (Path Cost) u uaenrtugukatop nopra
(Port ID).

I[Tporecc BbIUMCIIEHUS CBA3YIOILETO JiepeBa HaunHaeTcsi ¢ BbiOopa kopHeBoro mocta (Root Bridge),
OT KOTOpOTro OyneT CTpouThes iepeBo. Bropoii atan padotsl STP — Be160p KopHEBBIX TOpTOB (Root Port).
Tperuii mar padotsl STP — onpenenenne HazHaueHHBIX TOpTOB (Designated Port).

B mpouecce mocTpoeHUs TOMOJOTHMH CETH KaXKIblil MOPT KOMMYTaTopa MPOXOJUT HECKOJIBKO
craguit: Blocking (bnokuposka), Listening (IIpocnymmuBanue), Learning (OO6ydenue), Forwarding
(ITponsukenue), Disable (OTkitouen).

ITporoxoa Rapid Spanning Tree Protocol (RSTP).

[Iporokon Rapid Spanning Tree Protocol (RSTP) siBnsiercs pasButuem npotokosna STP. OcHoBHBIE
noHATuss U TepMmuHosioruss npoTtokosoB STP u RSTP oaumnakoBbl. CyliecTBEHHBIM HX OTIHYHEM
SBJIETCSL CIIOCOO Mepexojia MOPTOB B COCTOSIHUE IMPOJBUKEHUS U TO, KAaKUM 00pa3oM 3TOT MEpPeXoj
BIMsIET Ha posib mopTa B Tomojorud. RSTP oObenunsier cocrostuus Disabled, Blocking u Listening,
ucnonbszyemsie B STP, u co3naer eauncrBenHoe cocrosinue Discarding («Ot6packiBanue»), Ipu KOTOPOM
NOpPT HE aKTHBEH. BBIOOp AaKTMBHOM TOMOJOTMHU 3aBeplIaeTcss NpUCBOEHHEM mpoTokonoM RSTP
OTIpeIeTICHHON pOJTH Ka)xXIoMy TopTy: KopHeBo# mopT (Root Port), Haznauennsriit mopt (Designated Port),
anpTepHaTUBHBIN opT (Alternate Port), pesepsusiit mopt (Backup Port).

[Tporoxon RSTP npenocrapisier MEXaHU3M MPENIOKEHUIN U COTJIALIEHHUH, KOTOPbIN 00ecrieunBaeT
OBICTPBIN Tepexo]l KOPHEBBIX M Ha3HAYEHHBIX MOPTOB B cocTosinue Forwarding, a anpTepHaTHBHBIX U
pe3epBHBIX MOPTOB B coctosinue Discarding. J{ms atoro mporokon RSTP BBoAWT 1Ba HOBBIX MOHSTHS:
TpPaHUYHBIA MOPT M TUN coeauHeHus. ['panmuneiM moprom (Edge Port) oOwsiBisercs mopr,
HEMOCPEACTBEHHO MOJKIIOYEHHbII K CErMEHTY CETH, B KOTOPOM HE MOTYT OBITh CO3/IaHbl METIH.
I'paHMYHBIN TOPT MTHOBEHHO MEPEXOIUT B COCTOSIHUE MIPOABMKEHHSI, MUHYS COCTOSTHUS MPOCTYIINBAHUS
u o0ydeHusi. HazHaueHHBIN MOPT MOXKET BBIMOJIHITH OBICTPBIA TEPEXO0Jl B COCTOSIHAE TPOJBIKCHUS B
COEIMHEHUSIX THIa «Touka — Touka» (Point-to-Point, P2P), T.e. ecniu oH MOAKIIOUEH TOJIBKO K OJTHOMY
KOMMYTATopy.



AJIMUHHCTPATOp CETH MOXKET BPYYHYIO BKIIIOYATh WJIM BBIKIIOYATh cTaTychl Edge m P2P nmbGo
yCTaHaBJIMBATh X pabOTy B aBTOMAaTHYECKOM PEKUME, BBHIIIOJHUB COOTBETCTBYIOIINE HACTPOIKHU mopTa
KOMMYTAaTopa.

IMpotoxoa Multiple Spanning Tree Protocol (MSTP).

[Iporokon Multiple Spanning Tree Protocol (MSTP) siBisiercst pacmupenuem nporokona RSTP,
KOTOPBIH IO3BOJIIET HACTPAaUBaTh OT/ACIBHOE CBsA3YyIolIee AepeBo s 1000t VLAN wmu rpymnmst VLAN,
co3JlaBasi MHOXECTBO MapIIPyTOB Ieperadd Tpapuka M TO3BOJSISL OCYIIECTBISATH OaJaHCHUPOBKY
Harpys3kKu.

[Iporokon MSTP nenut kommyTtupyemyto ceTh Ha perronsl MST (Multiple Spanning Tree (MST)
Region), kaxaplii U3 KOTOPBIX MOKET COZCpP)KaTh MHOXKECTBO KOIMH CBs3yIOMUX AepeBbeB (Multiple
Spanning Tree Instance, MSTI) ¢ He3aBUCHMOI1 IpyT OT Apyra TOMOJIOTHUEH.

Jliis Toro 4roObl fBa U Oojee KOMMYTaTOpa MpUHAIEKAIN OAHOMY pernoHy MST, oHu 10JIKHBI
obmagate onuHakoBOi KoH¢urypamumeir MST, koTtopas Bximtouyaer: Homep peBusuun MSTP (MSTP
revision level number), ums perunona (Region name), kapty npuBssku VLAN kK KOIUHU CBSI3YIOLIETO
nepesa (VLAN-to-instance mapping).

BHyTpHr KOMMYTHUpPYEMO# CETH MOXKET ObITh CO3/1aHO MHOXKECTBO MST-perruoHos.

[Ipotokon MSTP onpenensier cienyroiye TUIIBI CBA3YIOIINX JE€PEBHEB:

* Internal Spanning Tree (IST) — cnenuanpHass KoOmMs CBS3YIOILErO JEpeBa, KOTopas IO
yMom4aHuio cymiectByeT B kKaxaoM MST-peruone. IST nmpucsoen Homep 0 (Instance 0). Ona moxer
OTHpaBiATh U nosydars Kaapsl BPDU wu ciyut Ui ynpasieHus TOIOJIOTHEN BHYTPU peruoHa. Bcee
VLAN, HacTpoeHHbIE Ha KOMMYTaTopax AaHHoro MST-pernona, no ymosnyanuto npussizansl K [ST;

« Common Spanning Tree (CST) — eauHoe CBSA3YIOIIEE AEPEBO, BEIUUCICHHOE C UCIIOIb30BAaHUEM
npotokosioB STP, RSTP, MSTP u o6wenunsitomiee Bce peruonbl MST u mocter SST;

* Common and Internal Spanning Tree (CIST) — eaunoe cBsizytouiee nepeBo, oobeaunstoniee CST
u IST kaxxnoro MST-peruona;

» Single Spanning Tree (SST) Bridge — 5T0 MoOCT, mOIAEPKUBAIOLINI TOJBKO E€IMHCTBEHHOE
ceszymoniee nepeBo, CST. DTo eNMHCTBEHHOE CBSI3YIOIIEE IEPEBO MOXKET MOAAEPKUBATH PoToKon STP
nnu nporokost RSTP.

Bbruncienuss B MSTP

[Tponecc Beruncnennss MSTP naunnaercst ¢ Beibopa kopHeBoro mocta CIST (CIST Root) cetu. B
kauectBe CIST Root Oyzmer BbeIOpaH KoMMyTaTtop, oOOJaJalOMUKA HAUMEHBIIUM 3HAYEHHEM
UACHTU(PHUKATOPA MOCTA CPEeId BCEX KOMMYTATOPOB CETH.

Janee B kaxxJ10M pernoHe Boioupaetcsi pernoHanbHblil KopHeBOil MocT CIST (CIST Region Root).
WM cTaHOBUTCS KOMMYTaTop, o0jaiaronuii HauMeHbleil BHelHelH ctouMocThio myTH K KopHio CIST
Cpeu BCceX KOMMYTAaTOPOB, IPUHAJUIEKAIINX JaHHOMY PETHOHY.

[Tpu HayIMuuKM B perMoHe OTAEIBHBIX cBA3yrOIUX AepeBbeB MSTI misa xkaxnonn MSTI, HezaBucumo
OT OCTaJIbHBbIX, BbIOMpaeTcsi pervoHaidbHbId KopHeBo MocT MSTI (MSTI Regional Root). Hm
CTaHOBHUTCS KOMMYTaTOp, 00JaJaroluii HaMMEHBIIUM 3HAaYeHHEM HIeHTU(UKAaTOpa MOCTa Cpeau Bcex
kKommyTatopoB naHHoi MSTI storo MST-peruona.

[Tpu Bbruncnenuun aktuBHOM Tomonoruu CIST u MSTI ucnoneiyercs TOT ke (yHIaMEHTAIbHBIN
aJIrTOpUTM, KOoTOpbIi onucad B crangapre IEEE 802.1D-2004.

Posiu nopros

[Iporokon MSTP omnpenenser poin NOPTOB, KOTOPBIE YYACTBYIOT B IPOLECCE BBIYUCICHUS
aktuBHOM Tonosorun CIST u MSTI ananorununsie nporokonam STP u RSTP. Jlononnutensno B MSTI
HCIIONB3YETCs elie posib — macTep-mopt (Master Port).

Cuyerunk nepexonos MSTP

IIpu BBIYMCIIEHNH aKTUBHOW Tomosioruu ceasyroniero aepesa IST n MSTI ucnone3yerca Mmexanusm
cuetunka mnepexonoB (Hop count), ompenensromuii MakCUMalbHOE 4YHCIO MEPEXOJOB MEXIY
YCTpPOWCTBAMH BHYTPUM peruoHa, mnpexae dem kaap BPDU Oymer ortOpomieH. 3HadueHHECUeTYMKA
IIEPEXO0/I0B YCTAaHABIMBAETCS pernoHanbHbIM KOpHEBBIM MocToM MSTI nnu CIST n ymensmiaercs Ha 1
Ka)XJIbIM IIOPTOM KOMMyTaTopa, noayunsmnM kaap BPDU. Ilocie Toro kak 3HadyeHUE CUETYMKA CTAHET
paBabiM 0, xangp BPDU Oyner orOpomien u uHpopMarus, XpaHuMas MMOPTOM, OyJeT MoMedeHa Kak
yctapenias. [loap30BaTenb MOXKET yCTAHOBUTH 3HAYEHUE CUETUMKA MepexooB oT 1 1o 20. 3HayeHue no
ymomyanuio — 20.



MOHI/ITOPI/IHF H JHATHOCTHKA CETH BO BPEMSA HIMPOKOBCIHIATEC/JIBHOI'O IITOPMA, BLI3BAHHOI'0

HAJHYHUEM NeTJIH
KaGenb Ethernet

Nopr 1 FXT Mopr 3

oo |

}
KoHconeHbIW Mopt 2 l MopT 8

kadensb
o= =

MK1 nKz2
IP:10.1.1.250/8 IP:10.1.1.251/8

[lepen BBITIOJTHEHHWEM MPAKTHYECKOTO 3a/aHMsI HEOOXOAMMO COPOCHTH HACTPOWKH KOMMYTAaTopa K
3aBOJICKMM HACTPOIKaM MO yMOJTYaHUIO KOMaHIOM: reset config

Coenunure kabenem Ethernet moptsr 1 u 3 koMmyTaTopa.

[TpocMoTpuTE CTAaTUCTUKY O MaKeTax, nepeaaBaeMbix uepes mopt 1: show packet ports 1

Uro B HaOm0MaeTe? Bo3Huk mupokoBemarenbHbii mropm? [Touemy?

Brmonnute Ha padoueit cranuuu [1K 1 komanny: ping 10.1.1.251 -t

BrimonauTe Ha pabodeii ctaniuu [1K 2 komanay: ping 10.1.1.250 -t

UYro Bel HaOmonaeTe? OOBSACHUTE MTOYEMY.

[Tocmotpurte 3arpy3ky LIITY (CPU): show utilization cpu

[TpocmotpuTe 3arpy3ky nopta: show utilization ports

OtcoenuauTe Kabenb oT TOpTOB 1 ¥ 3, yAanuTe meTdo.

Ocraste noptsl 1,3,5,9 B default VLAN, a noptsi 2,4,6,8 nomectute B HOBYt0 VLAN:

config vlan default delete 2,4,6,8

create vlan v2 tag 2

config vlan v2 add untagged 2,4,6,8

[TpoBepwTe HacTpoiiku VLAN: show vlan

[TpocMoTpuTE CTaTUCTUKY O MaKeTax, nepeaaBaeMbix yepes nopt 1: show packet ports 1

Coenunute kabeneMm moptel 1 u 3. Urto Bbl HabOmomaere? [louemMy HeT MIMPOKOBEIIATEIHHOTO
mropma?

Beimonnute Ha paboueit craniuu [IK 1 komanay: ping 10.1.1.251

Uro BbI Habmoaaere? OOBACHUTE TIOYEMY.

dopma npeacrapiaenus pesyasrara: OTyer o pojesIaHHON paboTe, BBHITOHEHHAs paboTa.

Kpurepum ouneHku:

OneHka «OTJIINYHO» CTaBUTCS, ECJIN 3a/IaHUE BBIIIOJIHEHO BEPHO.

OrneHka «xXopoI10» CTaBUTCS, €CIIU XOJ] BBIIOJIHEHUS 3a/1aHusl BEpHBIN, HO ObLjIa TOMyIIeHa OHa WU JBE
OLIMOKH, MPUBEALINE K HEPAaBUIHHOMY OTBETY.

OrneHka «yJOBIETBOPUTENBHO» CTaBUTCA, €CIM B pabOTe HE IOJIy4eH OTBET U IPUBEIECHO HEMOJIHOE
BBIIIOJIHEHUE 3aJjaHus, HO XOJ1 BBIITOJIHEHUS 3aJaHus.

OneHka «HeyIOBICTBOPUTEIIBHO» CTABUTCS, €CIIH 3aJAHUE HE BBIITOJIHEHO.

IIpakTuyeckas padora Ne 20

Cnuckn ynpaJieHus: 1octynom (AccessControlList)
Iean padoThl: TOHATH Ha3HAYEHHE U UCIIOJIB30BAHKE CIIMCKOB IIpaB AocTyna ¢ nomouisro MAC.

Bbinosinus padory, Bel Oyaere:
ymemy:



- HCIIOJIB30BaTh CIIMCKHU IIpaB A0CTyna ¢ nomouiso MAC;

MarepunanbHoe obecnieyeHue:
y4eOHO-11a00paTOPHBINH KOMIUTEKC «JIOKabHbIE KOMITBIOTEPHBIE CETH

IMopsinok BbINOJIHEHHUSI PA0OTHI:

Criucku mpaB JI0CTyIa MO3BOJISIOT OIPaHUYMBATH NMPOX0XKIEHHE Tpaduka depe3 KoMMyTaTopsl D-
Link. Jlannast ¢pyHKIMS peanusyeTcsl ¢ MOMOUIbIO0 CO3JaHUs MPaBWII JIOCTYIa, B KOTOPBIX YKa3bIBaeTCs
Kakue BHJbl IAKETOB IPUHHMMATh, a Kakue oTBeprarb. [IpuemM makeroB WM OTKa3 B IpUEME
OCHOBBIBACTCSl Ha OMpPE/Ie/ICHHbIX Mpu3Hakax ypoBHs L2\L3\L4 Takux Kak TUM Kajpa, apec MPHEMHHKA
U MCTOYHHKA, THN TNakeTa, axpec mopra,VLAN. B kommyratopax D-Link cymecTByeT nBa OCHOBHBIX
turma npoduieir Ethernet u IP. Ilpodunu moctyma orpabaThIBarOTCsS IOCIEIOBATEIBHO, B TOPSIKE
BO3pacTaHus HOMepa MpouIIst, T.0. OCHOBHOW MPUHIUI COCTABJICHUS IPABWII U IPOQHIIEH OT YaCTHOTO K
o0mieMy, Tak Mocjie COOTBETCTBUSL OJJHOMY M3 MPaBUJ M Ha OCHOBAHUU HETO IMaKeT JHO0 MPUHUMAIOTCS
WM OTOPaCHIBAIOTCS M AAJbHEHUIINX MPOBEPOK HE MpousBoauTcs. Ecnu He onuH npoduiib He MPOXOIHMT,

MMPUMCHACTCA MOJIMTHKA 110 YMOJIYaHHIO, paspelIaronias IMpoxXoKACHNE BCETO Tpaq)I/IKa.

LUnto3 Internet:
IP=10.1.1.254/24
0050BA999999

Internet
Ilinso3 Internet

| Sl A e e -
Pl e o L

Paspewér poctyn B Internet:
PC1:10.1.1.100/24,
0050ba111111
PC2:10.1.1.101/24,
0050ha222222

LWntos = 10.1.1.254

1 | Opyrue PC (poctyn K Internet
71 re B B a 5
! 1 . 3anpewén):
IP: 10.1.1.x/24
PC1 PC2 OcTanbHbIM
Paspewenro sanpelyero

ITpaBwmiio 1: Eciiu MAC naznauenus = [1lmo3 u MAC ucrounuka = paspeménnsiii PC1, pazpemnts

Ecin MAC nasnauenus = Illmo3 1 MAC ucrounuka = paspemi€Hnbiii PC2, paspemuts(apyrue
pazpeménnsie MAC - PC3, PC4, u T.11.)

[Tpasuiio 2: Ecniu MAC na3znauenus = 1103, 3anpetuth

[TpaBuio 3: B npoTuBHOM ciydae (pa3pelnTh BCE OCTAIbHOE IO YMOJIYAHHUIO).

IIpaBuno 1. Cozmaem mnpoduib
J0CTyIa

create access_profile ethernet source_mac FF-FF-FF-FF-FF-FF
destination_mac FF-FF-FF-FF-FF-FF profile_id 10

Kondurypupyem npasuna| config access_profile profile_id 10 add access_id 11 ethernet
nocryma PC1  moxakirouennoro k|source_mac 00-50-ba-11-11-11 destination_mac 00-50-ba-99-99-99
nopTy 2 port 2 permit

Koudurypupyem npasuna| config access_profile profile_id 10 add access_id 12 ethernet

nocryna PC2  mOAKIIOUEHHOTO K
nopty 17

source_mac 00-50-ba-22-22-22 destination_mac 00-50-ba-99-99-99
port 17 permit

IIpaBuno 2. Co3maeM mnpoduib
J0CTyma

create access_profile ethernet destination_mac FF-FF-FF-FF-FF-FF
profile_id 20

Kondurypupyem B

npoduiie

IMpaBUJIO

config access_profile profile_id 20 add access id 21 ethernet
destination_mac 00-50-ba-99-99-99 port 1-24 deny

Buumanue! ABromarmuecku cosnmaercs 24 mpaBuia AN BceX MOPTOB Ha 3ampelieHue Tpaduka Juist
CTaHIMH, y KOTOPHIX aapec Ha3HA4YeHHWs KaJpPOB COOTBETCTBYET anpecy Internet mumoza. Ecnm manHOe
MPaBWJIO HEOOXOAMMO HAa OJHOM M3 MOPTOB B KOH(MUTYpAIIMHU YKa3bIBA€TCS OIpPENCTICHHBIA MOPT, K
KOTOPOMY MOJKJIFOYCHA CTAHIIHSA, TJIe HEOOXO0AMMO OJIOKMPOBATH TpauK.

[IpaBmwiio 3.

OCTaJIbHOC

Pazpemute  Bce| BrinmosiHsETCA 0 yMOITYAHUIO.




[TpoBeprTe co3aannbie mpaBuiaa ACL show access_profile

Uro BBI HAOIIO1a€TE, CKOJIBKO MPABUI CO3/IaHO?

[Toaxmounte craniuu PC1 u PC2 u nmonpoOyiite ping 10 HHTEPHET IIUTI03A.

[TonkiounTe APYryIO CTAHIIMIO U TIOMPOOYHTE OMYYUTh JOCTYII K MUTIO3Y WU MOAKIIOYUTE

ctanuu PC1 u PC2 k apyrum nopram.

Uro BbI HaOMOMaeTe? 3anmuimre.

VY nanenue npaBwiia u3 npoduis (Hanpumep st oTkiarodeHus: PC2 ot uHTEpHET)
configaccess_profileprofile_id 10 deleteaccess_id 12

VY nanenue npoduins ACL( HanpuMmep [uist 3anpeTa A0CTyIa K MHTEPHET BCEM CTAHLIUSM)
deleteaccess_profile profile_id 10

®opma npeacrapiieHus pesyjbrara: OTUeT o MpoJesIaHHOM paboTe, BHIIOIHEHHAs padoTa.

Kpurepumn oueHku:

OHCHKa «OTJIMYHO» CTAaBUTCA, €CJIU 3aJaHKNC BBITIOJIHCHO BCPHO.

OrneHka «XopoI1I0» CTaBUTCS, €CIIU XOJ] BBIIOJIHEHUS 3a/1aHusl BEPHBIN, HO ObLIa TOMyIEHa OHA WU JBE
OIHI/I6KI/I, MMPpUBCAIINEC K HCIIPABUIIBHOMY OTBCTY.

OneHka «yJqOBJIETBOPUTEIHHO» CTaBUTCS, €CIM B pabOTe HE MOJIY4YeH OTBET M IPUBEJIEHO HEMOJIHOE
BBIINTOJIHECHHUEC 3alaHUsA, HO X0/ BBIITOJIHCHHUS 3a1aHUA.

OueHka «HeyA0BIETBOPUTENBHOY» CTABUTCS, €CIIU 33JJaHUE HE BBIIIOJIHEHO.

IpakTuyeckas padora Ne 21

HacTtpoiika mapmpyTu3anuu
Heabr padorei: V3yunth npuHOMOB Mapmpytu3anud B [P-ceTsix, MOMyduTh MPAaKTUYECKHE HAaBBIKH
HACTPOWKHM MPOTPAaMMHBIX MapHIpyTH3aTOpoB Ha 0asze omepaunonHoil cuctembl (OC) Linux c
NPUMEHEHHEM MapIIPyTH3aluu HHTEp(PEHCOB M MapIIpyTHU3alld BHPTYaJIbHBIX JIOKAIBHBIX CETeH
(VLAN).

Boinosinus padorty, Bel Oynere:
ymems.
-BBINOJIHATh HACTPOIMKY MPOrPAMMHBIX MapIIPYTU3aTOPOB;

MarepuanbHoe ofecrneyeHue:
y4eOHO-1a00paTOPHBIN KOMIUIEKC «JIOKaIbHbIE KOMITBIOTEPHBIEC CETH»

IMopsiiok BbINOJIHEHUS PA0OTHI:
MapipyTu3zaiius BKIIOYaeT B ce0sl ClIeyIoIIre YacTHhIE 3a/1a4H:
1. O6men undopmarmeit o Tonosorun cet. Peanmsyercs MpoTokojiaMyu MapIIpyTH3AIHH.
2. OmpepneneHue ONTUMATBHBIX MAPIIPYTOB U MOCTPOSHUE TAOIHII MAPIIPYTHU3AIINH.
3. TlpoaBrxeHune MakeTa MapIIpyTH3aTOPAMK Ha OCHOBAHUHW TaOJIUI] MapIIPyTH3AIIHH.
WNudopmanivsg 06 oNTUMATBHBIX MaplIpyTaxX MPEACTaBISETCS B MapIIPyTHU3aTOpE B BHJIE TaOIUIIBI
Mapuipytusauuu. B ciydae agpecanuu 6e3 Macok Tabauna MapuipyTH3aliil UMeeT BU:

Anpec cneq.

Anpec Ha3HAYEHUS Macka
Mapup.

Wurepdeiic Mertpuka

B Tabnune:
e Anpec HazHadyeHUs — 310 [P-anpec ceTn unm KOHKPETHOTO y3Ja.
e [P caenyromero MapupyTusaTopa — aJpec CIeIYyIOLUEero TpaH3UTHOTO MapIIpyTH3aTopa Ha MyTH
K a/ipecy Ha3Ha4YCHUSI.
e MUurepdeiic — sTto umueHTHdUKATOp ceTeBOro uHTepdeiica MapmpyTH3aTopa, 4Yepe3 KOTOpBIi
HYXHO II€pe/1aBaTh JaHHBIC CIEAYIOMIEMY MapIIpyTH3aTOPy.



Metpuka — aOCTpakTHas XapakTepUCTHMKa KadyecTBa MaplipyTa. B kauecTBe METPUKH MOXKET
BBICTYIATh KOJUYECTBO TPAH3UTHBIX Y3JIOB («XOMOBY), IPOITYCKHAasi CIIOCOOHOCTH U T.I1. MeHblee

3HaYEHUE METPUKHU BCEr/la COOTBETCTBYET JIyUIlIEMYy MapIIpyTy.

[Tpu momcke mapmipyra ais npojaBwkeHHus [P-makera mpeamnouTeHHe OTHACTCS CrEeHU(pUISCKUM
MapuipyTam (TO €CTh MapuIpyTaM 10 KOHKPETHOI'O y3ja, a HE CeTH), Ja)ke B TOM CJlydae, eClii MEeTpHUKa

3TOr0 MapIIpyTa XyxKe.

[Ipy HCHOJIB30BAaHMM MAacOK AITOPHUTM pabOThl MapLIpyTH3aTOpa HPU IMPOABMKCHHUU ITaKeTa
TaONMUIly MapIIPyTH3ALUH

HECKOJIBKO  YCIIOXKHSIETCH.
COOTBETCTBYIOLIEH aipecy Ha3HadeHus. PaccMoTpuMm mpumep:

Werepner

B

195.34.1155 L 192 168 1.16/28

R1

nobaBiseTCA

192.168.3.0/24

[

J

~31

]

g

192.168.1.0/28

N7 g

N

N2t

—

192.16

]

8.2.0/26

KOJIOHKa

C MAacCKOH,

192.168.2.64/26

Jis nanHOTrO MpHUMepa B TabuuLe MapipyTu3anuu R2 MoryT ObITh cieyromue 3anmucu:
ITpumep TabauIBl MAapIIPYTU3ALUU C MACKAMU

Anpec cien. .

AJlpec Ha3HAaYEHUs Macka lf[/[lzpmp. a HNurepdeiic Merpuka
192.168.1.16 255.255.255.240 - 192.168.1.18 0
192.168.3.0 255.255.255.0 - 192.168.3.1 0
192.168.2.0 255.255.255.192 - 192.168.2.1 0
192.168.2.64 255.255.255.192 - 192.168.2.65 0
192.168.1.0 255.255.255.240 192.168.1.17 192.168.1.18 1

Default 0.0.0.0 192.168.1.17 192.168.1.18 16

1.
2.

3.

[TponBukeHNE TaKeTa OCHOBBIBAETCS HA CIEAYIOIIEM aJlTOPUTME:!
Mapupyruzarop usBiekaer u3 nakera IP-agpec Ha3HaueHus.

[Touck cnenmduyeckoro mapupyra, TO €CTh 3alllCH, B KOTOPOW ajapec Ha3HAYCHHUS pPaBEH

uenesomy IP-anpecy. Ecnm 3anuce HaiijieHa, TO UCTIONIB3YETCS 3TOT MaplUIpyT, MHAY€ Ha mar 3.
[Touck Hecnenuduyeckoro Mapuipyra. Bkirodaer cieayroIme maru:

JUI KaKAO0M 3amucH TabauIbl MaplpyTu3auuu BelmosHseTcs onepanus IPd & M, rne IPd —

1L[eJIeBOM ajpec U3 nakera, M - Macka U3 3alucy TaOIMIIbl MapLUIpyTH3ALUY;

€CJIN Pe3yJIbTaT paBeH afpecy HazHadeHus [P, 3amuce oTMevaeTcs moaxoaauiei.
W3 Bcex MoaxonAdIuX MapHIpyTOB BbIOMpaeTcss Haumbosee crneuuduueckuid. Takoil mapupyT
COJZIEp’KUTCS B 3alMCH C Hanbosee JITMHHON MacKoii.
Cpeny MOIXONAIIUX MapIIpyTOB, OOJAMArONIMX OJMHAKOBOW 'CreM(PUYHOCTHIO", BBIOMpaeTcs

MapuIpyT ¢ MEHBIIEH METPUKOM.

3aoanue

Hactpouts B3aumopeiictBue nByx IP-cerelt mexay coOoif M C BHEHIHEH CEThIO CpPEICTBAMHU
nporpamMmmMHOTO Mapmipytu3aropa Ha 6aze OC Linux. Hactpouts mpocreiimmie mpaBwia (GUIbTpaIiuu

tpaduka cpeacreamu OC Linux.
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Curyarus 1. Cetn M301MpOBaHBI APYr OT Apyra (DU3HYECKH, T.e. MOCTPOEHBI HA PA3IHMUHBIX
KOMMYTaTOpax, He CBSI3aHHbIX APYT C APYrOM HEMOCPEACTBEHHO.

Curyarus 2. M3omsanus cereid obecnieunBaeTcs 3a CUYET MPUMEHEHHS TEXHOJIOTUH BUPTYaJTbHBIX
JIOKaJIbHBIX CETEH.

[TpoBepuTh HACTPOWKY MapIIPyTHU3ANMH W (PUIBTPOB HA IMPUMEpPE B3aMMOJCHCTBHUS pPabOUMX
cranuit PC-1 u PC-2, npuHannexanuyx pa3idyHbIM CETSM.

[lepen BeInmonHeHHEM 1a00paTOPHOI pabOThl HEOOXOIUMO:

1. IToaroToBUTH CXEMBI CETH C yKa3aHHEM 1p-aJApECOB B COOTBETCTBUH C BAPUAHTOM.

2. TonroroButs BupTyasbHbie MamuHabl PC-1, PC-2, Ha KOTOPBIX MOXET OBITh YCTaHOBIJICHA JI00ast
ceTeBas onepamnroHHas cucrema, Harpumep Microsoft Windows XP wimu Linux.

3. IloaroToBUTh BHUPTYyaJbHYIO MAalIMHY, KOTOpas OyAeT BBIIOJHATH pPOJb MapIIPyTH3ATOPA.
Pexomennyercst ucnonb3oBats auctpuOyruB Debian GNU/Linux. J[nst maHHOW BHPTyalbHOU
MalllHbl HCIOJIB30BATh CeTeBbIC ananTepsl «PCnety, obecrieunBarolye nepeiady TIrupoOBaHHbIX
kajnpoB VLAN.

B ycranoBnennoit OC Linux gomkHa ObITh BKIIOYeHa noanaep:kka VLAN. B Debian neo6xonumo
YCTaHOBUTBH COOTBETCTBYIOLIUHI MaKeT KOMAaHI0M

apt-get install vlan

Pexomenayercss Takke YCTaHOBUTH IpaMUecKyl0 BEpCHIO TEKCTOBOro penakropa vi. B Debian
COOTBETCTBYIOLIMH MMAaKeT YCTaHABIMBAETCS KOMaHI0M

apt-get install vi-gnome

Tonvko ona Debian! B ciaydae, ecnmu o6pa3 OC Debian Linux komupyercs/KIOHUpYyeTCs,
HEOOXOAUMO OTKIIYUTh KOHTpodb MAC-aapecoB unrtepdeiicoB B (daitne «/etc/udev/rules.d/75-
persistent-net-generator.rules» (M3MeHATH (aii MOKHO TOJNBKO C MpaBaMU aIMUHHCTpaTopa). Jiis aToro
BHECTH B NIPUBEICHHBIN HUXKE pa3Jied CTPOKY C Mackoi ceTeBbIX aaantepos VirtualBox u nepesarpy3urtsb
OIIEPAIIMOHHYIO CUCTEMY.

# ignore interfaces with locally administered or null MAC addresses

# and VMWare virtual interfaces

ENV{MATCHADDR}=="?[2367abef]:*", ENV{MATCHADDR}=""

ENV{MATCHADDR}=="00:00:00:00:00:00", ENV{MATCHADDR}=""

ENV{MATCHADDR}=="00:0c:29:*|00:50:56:*", ENV{MATCHADDR}=""

ENV{MATCHADDR}=="08:00:27:*", ENV{MATCHADDR}=""

4. Tloaroroutb kommyTatopbl 3COM Switch 1100 (SW-1, SW-2) anst MoaenupoBaHus CUTYaIHA
1, 2 3agaHus (OpU MOJKIIOYEHUM K KOMMYTaTopaM HCIOJb30BaThb MMs «manager», Mmapoib —
«superuser»). J{is 3Toro HacCTpoOUTh:

e mopThl 1-2 kommyTtaropoB SW-1, SW-2 nns pa6otsl B VLAN-2 6e3 TerupoBaHus;

e 1opTHI 3, 4 kommyTtartopa SW-1 mst pabotel B VLAN-3 6e3 TerupoBanus;

e mopThl 3, 4 kommyTaropa SW-2 st pabotsl B VLAN-4 6e3 TerupoBaHus;

e mOpTHI 5, 6 KOoMMyTaTtopoB SW-1, SW-2 mns pabotet B VLAN-2/3/4 ¢ TerupoBaHueM.

Brimonnenue nabopaTopHO# paboThl BKIIOUAET CIEAYIOIINE ITAllbI:
— Tloaximouenne ¥ 3amyck padounx craHimii pc-1, pc-2
[lenb maHHOTO ATana COCTOUT B MOArOTOBKE Mojelnel [P-ceTeld, B3anmMoaeicTBUE MEXKYy KOTOPhIMU
OyzeT HacTpauBaThCs B JabopaTopHOii pabdoTe.

1. TloxxmrounTh 00pa3 BUPTYaJdbHON MamUHBI B cucTeMe VirtualBox Ha 0JHOM W3 KOMITbIOTEPOB

nabopatopuu. B HacTpoiikax BHpTyasibHOW MamMHbBI B pazzaene «CeTb» BKIIOUUTH 1 ceTeBoi
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aganTep, Il KOTOPOro yKa3aTh TN noakitrodeHus «CereBoi MocT» U ceTeBoi amantep «Realtek
8029» mnu «3COM)» (B 3aBUCUMOCTH OT KOMITBIOTEPA).
3anyCTUTh BUPTYaIbHYIO MAlIUHY.
HactpouTts IP-anpec cereBoro uatepdeiica BAPTyanbHON MAIIMHBI B COOTBETCTBUU C BAPHAHTOM.
[ToaxmrounTh KOMIIBIOTEP Y€pe3 COOTBETCTBYIOLIMU pa3beM mary-naHenn «B-0x» Ha mnoprt
komMmyTaropa | nimm 2 (nns 1-i cuTyanuu U3 3agaHus).
[ToBTOpUTH 1mI1aru 1-5 a1 2-i BUPTYaabHON MaIIMHBI (HA APYTOM KOMITHIOTEPE).

— lloxakmrouenue u HacTpoiika Mmapupytusanuu. Cutyanus 1

Llenp JaHHOTO ATaIa COCTOUT B HACTPOIKe MapuipyTuszanuu cpeacrsamMu OC Linux miist cutyanuu,
KOIJla Ha MaplIpyTH3aToOpe YCTaHOBIEHO 3 ceTeBbIX uHTepdeiica. OUIbTpbl HAa JaHHOM JTare He
HacTpauBalTCsA. BbIXo1 BO BHEHIHIOW ceTh obOecneunBaetcs uepe3 VirtualBox Host-Only Network
(ampec cetu 192.168.13x.0/24) u MapmIpyTU3UPYETCSI XOCT-KOMITBIOTEPOM.

1.

2.

w

if

[ToAKITFOYUTE XOCT-KOMITBIOTEPHI B CETh B COOTBETCTBUU ¢ (DU3MUECKOM CXeMOU JUIsl cuTyanuu 1.
Hcnonb3oBars nopthl 1, 2 KOMMYTaTOPOB.

[MoxxmrounTts 00pa3 BupTyanbHON MamwmHbl o1 ynpasieaunem OC Linux B cucreme VirtualBox
Ha OJIHOM M3 KOMIIBIOTEpPOB Naboparopuu. B HacTpoiikaXx BHUpTyaldbHOW MAallMHBI B pasfelie
«CeTph» BKIIIOUUTH 3 CETEBBIX aJanTepa U HACTPOUTH CIEIYIOIUM 00pa3oM:

agantep 1: Tun nmoakaroueHuss «CereBord MocT» U ceTeBor anantep «Realtek 8029» nmu «3COM»
(B 3aBUCUMOCTH OT KOMITBIOTEPA);

amanTep 2: T noakaroueHus «CereBoil MOCT» U ceTeBoit agantep «D-Link DGE-528»;

ajanrep 3: TUI MOAKIIOUEHUsT «BUpTyalbHBIN amantep xocTay U cereBor amantep «VirtualBox
Host-Only Ethernet Adapter».

3anyctuth OC Linux Ha BUPTyaJIbHOI MallluHe, 3allyCTUTh KOHCOJIb C IIpaBaMH aJMUHUCTPATOPA.
BrixkirounTh ceTeBbie HHTEP(HEHCH KOMaH 10

down --all

5. Hacrtpouth craTuueckue aapeca ceTeBbIX HMHTepdelcoB mapuipyTuzatopa. s storo B daiine

/etc/network/interfaces s kaxmoro cereBoro mHTepdeiica (ethO, ethl, eth2) 3amartes ip-ampec,
MacKy MOJICETH | IILTI03:

auto ethO

if

ace ethO inet static

address X.X.X.X

netmask X.X.X.X

gateway X.X.X.X

6. BruounTtsb ceTeBble HHTEP(ENHCH C 3alaHHBIMU HACTPONKAMH:

if

up --all

7. TlpoBeputh ¢ momMoIbio koMmanfsl ifconfig, uTo TpeOyemble HACTPOMKHU CETEBBIX MHTEp(eEcoB

YCTAHOBJICHBEI.

8. Bxirouuts NepeHanpaBJICHUEC MAKETOB C UCITOJIB30BAHUEM KOMAHABI:
echo 1 > /proc/sys/net/ipv4/ip_forward
9. C wuCnoip30BaHUEM VYTHIWTHI ping MPOBEPUTH BO3MOXKHOCTH CETEBOTO B3aWMOJICHCTBHUS

BUPTyalbHBIX pabounx ctaHuuit PC-1, PC-2 ¢ cepBepoM u Mexay coboil (mpoBepsTh Mo ip-
aapecam!). [IpoBepuTh BO3BMOKHOCTH JOCTYIA ¢ cepBepa Linux k cepBepy kadenpsr Asuserv (s
noctyna k Asuserv ¢ PC-1, PC-2 notpebyetcs BbInonHUTh HacTpoiiky NAT, cum. 1. 4).

— IlogkmroueHnne m HacTporika mapupytusanuu. Caryanus 2

Llenp maHHOTO ATara COCTOUT B HACTpPOiike Mapiipytuzanuu cpeacrsaMu OC Linux a1 cutyanuu,
KOIJla Ha MaplIpyTH3aTope YCTaHOBJIEH | cereBod MHTEpdeiic, a CerMEHThl CeTH pa3feNieHbl 3a CUeT
ncnonb3oBaHuss VLAN. @OuibTpbl Ha JaHHOM 3Talle HE HACTPAMBAOTCA. BBIXOX BO BHEIIHIOKO CETh

obecnieunBaetcs uepes ceTb 192.168.14x.0/24 1 MapupyTHU3UpPYyeETCsl XOCT-KOMITBIOTEPOM.
1.

[ToaKITI0UNTE XOCT-KOMITBIOTEPHI B CETh B COOTBETCTBUH C (PU3NUECKON CXEMOI ISl CUTYaINH 2:
ITK-1 (PC-1) Brirountsh B VLAN-3;

ITK-4 (PC-2) Bxiounth B VLAN-4;

ITK-2 (Router Linux): cereBoit uaTepdeiic 1 («Realtek 8029» nnn «3COM») uepes pazbem B-0X
BkiounTh B VLAN-2; cereBoit untepdeiic 2 (amantep «D-Link DGE-528») gyepe3 pazsem C-0X



BKJIIOUHTh B MOPT KOMMYTATOpa, HACTPOEHHBIM IS Iepeladyd TerupoBaHHBIX KaJapoB 802.1Q
(VLAN-2/3/4);

e KOMMYTaTOpbl COEIWHUTH JAPYyr C JPYroM 4dYepe3 IMOpThl, HACTPOEHHbIE MJIsl Tepeaayu
TerupoBaHHbIX KaapoB 802.1Q (VLAN-2/3/4).

2. TloaxmrounTh 00pa3 BUpTyanbHOW MamuHbl moj yrnpasieHuem OC Linux B cucteme VirtualBox
Ha OJIHOM M3 KOMIIBIOTEpOB Jaboparopuu. B HacTpolikax BHUpTyalbHONW MAallMHBI B pa3felie
«CeTh» BKIIOUUTH 1-ii BUPTYyaJdbHBI CETEBOW amanTep M HACTPOUTH €ro Ha paboTy B pexuMe
«CereBoii MocT» uepe3 pusuueckuii aganrep «D-Link DGE-528y. [Ipyrue BUpTyaibHbIC CETCBbIC
a/1anTepbl BBIKIIOYUTb.

3. 3Bamyctuth OC Linux Ha BUPTyaibHOW MaIIMHE, 3allyCTUTh KOHCOJIb C MPaBaMu aJIMUHUCTPATOPA.

4. Co3znath BUpTYyalbHbIC HHTEpPEich as kKaxaoi VLAN ¢ ucnonp3o0BaHueM KOMaH/IbI:

//mobaBneHue BupTyainpHoro narepdeiica st VLAN-2 Ha dusnueckuii uatepdeiic ethO
vconfig add eth0 2

5. Hactpoutb cnoco6 ¢opmMupoBaHuss UMEH BUPTyaJIbHBIX HMHTepdericoB B Buae eth(0.x, rme x —

uaentupukarop VLAN:
vconfig set_name_type DEV_PLUS VID NO _PAD

6. BrIxIrounTh ceTeBbIe HHTEP(EICH KOMaHI0M

ifdown --all

7. Hactpouts cTatmyeckue aapeca BHPTYAIbHBIX HHTEpQeiicoB mapmpyruzatopa. s sToro B
¢aiine /etc/network/interfaces mia kaxmoro BuptyanbHoro unrepdeiica (eth0.x) 3amarte ip-aapec,
MacKy nojcetu u nuio3. [Ipu 3Tom Ha cam ¢usnueckuil uHTEpdelic aapec He Ha3HAYATh!

auto ethO

iface ethO inet static
address 0.0.0.0
netmask 0.0.0.0

auto eth0.2

iface eth0.2 inet static
address X.X.X.X
netmask X.X.X.X

8. BxmounTh cereBble MHTEPQEICH C 3aJaHHBIMU HACTPOIKaMU:

ifup -all

9. IIpoBeputs c nmomombio kKomaHasl ifconfig, uto TpeOyemble HACTPOMKH CeTEeBBIX MHTEpdeiicoB
YCTaHOBJICHBI.

10. BxirounTh nepeHanpaBieHHe MaKeTOB C UCTIOIb30BAHUEM KOMaH/IbI:

echo 1 > /proc/sys/net/ipv4/ip_forward

11. C wucnonb3oBaHMEM YTHIUTHL ping MPOBEPUTH BO3MOXKHOCTH CETEBOTO B3aUMOICHCTBUSA
BUPTyalbHBIX pabounx ctanmuii PC-1, PC-2 ¢ cepBepoM u Mexmay coOoil (mpoBepsTh 1O ip-
anpecam!). I[IpoBepuTh BO3MOXKHOCTH J10CTYyMA ¢ cepBepa Linux k cepBepy kKadeapsl Asuserv (ais
noctyna K Asuserv ¢ PC-1, PC-2 notpebyetcs BoIMoHATE HacTpoiiky NAT, cm. 1. 4).

®opma npeacrasiienus pesyjbrara: OTUeT 0 MpoJesIaHHOM paboTe, BHINOIHEHHAs padoTa.

Kpurepum ounenku:

OneHka «OTJIINYHO» CTaBUTCS, ECIIN 3a/JaHUE BBIIIOJIHEHO BEPHO.

OrneHKa «XOpoIlI0» CTaBUTCS, €CIIM X0/ BBIMOJIHEHUS 3a/1aHNs BEPHBINA, HO ObljIa JIOMYIIEHA O/IHA WUJIH JIBE
OLIMOKH, MPUBEALINE K HEMPABUIBHOMY OTBETY.

OrneHKa «yJOBIETBOPUTENBHO» CTaBUTCA, €CIM B pabOTe HE IOJIyd4eH OTBET U IPUBEIECHO HEMOJIHOE
BBIIIOJIHEHUE 3aJjaHusl, HO XOJ1 BBIITOJIHEHMS 3aJaHUs.

OneHka «HeyIOBIETBOPUTEIIBHO» CTABUTCS, €CIIU 3aJAHUE HE BBITIOJIHEHO.
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Hactpoiika nporokoJi0B cBsizyrouiero aepesa STP, RSTP
Hean padoTbi: O3HAKOMUTECS C OCHOBHBIMU KOMaHJIaMU HACTPOMKU MPOTOKOJIOB CBSI3YIOLIETO JepeBa
STP, RSTP, MSTP.

BbinosinuB padory, Bel Oyaere:
ymemy:
-BBINIOJIHATH HACTPOUKY KoMMyTaTopoB D-Link ¢ rcmonb30BaHEM TPOTOKOJIOB CBSI3YIOLIETO JEPEBa,;

MarepunanbHoe obecrnieyeHue:
y4eOHO-11a00paTOPHBINH KOMIUIEKC «JIOKaIbHbIE KOMITBIOTEPHBIE CETH

IMopsinok BbINOJIHEHHUSI PA0OTHI:

IMporoxonSpanningTreeProtocol (STP).

Llenbto cyIIecTBOBAaHUSI CETEBOTO KOMMYTAaTopa SBJSETCS HEyCTaHHAs IEPEChUIKA IMaKeTOB OT
OTIPABUTENII K IOJIy4arearo. JIOTMYHO NPEeANonoKWTh, YTO €CIM KOMMYTaToOpy IPUXOIAT
HIMpOKOBeEIIaTenbHbIe MakeThl (broadcast), To OH UX MepechUIaeT BO BCE MOPTHI, KpPOME TOTO, OTKYJa OHU
M3HAYaJbHO OBUTH MOJIYYEHBI, YTO MPH ONPENEICHHON KOH(PHUTYypaluu CeTH, MOKET MPUBECTH K BeChMa
MevyanbHbIM HociencTBUaM. [Ipeanonoxum, HECKOIbKO KOMMYTaTOPOB COEAMHEHBI TaK, YTO B CHCTEME
00pa3yroTCs 3aMKHYTHIE TICTIIH.

C1

[Tpumep oGpazosanns «neriuy»

Uro npowusoiiner, ecnu koMmmyTaropy 1 (Ha puc.) u3 obnaka NpuaeT MHUPOKOBEIIATENbHBIN MaKkeT?
OH pa3MHOXKUT €ro u nepenact B noptsl 1, 2, 3. KomMmyrarop 2, nmosy4nuB nakeT Ha 2 MOPTY, Pa3MHOKUT
ero 1 otnpasut B nopthl 1 u 3. Kommyrartop 3, mosyduB naker Ha 1 mopTy, pa3MHOXKHT €r0 U OTIIPaBUT B
noptel 2 1 3. KommyraTtop 4, Noiay4uB IMAaKeT Ha 3 MOPTY, OTIPaBUT e€ro konuu Ha noptel 1 u 2. Ilocne
4ero Kaxaasl KOmus, MepeaaBasch OT YCTPOHCTBA K YCTPONCTBY, OyJeT pa3MHOKEHA MOATOM ke CXeMe
Bce Ooiblie U 00JIbIIe, TOKa CYMMapHO OHM HE 3a0bI0T BCIOMOJIOCY MPOIMYCKaHUS.

B Toxe Bpems, oboiiTuch 0e€3 «IeTenab» HEBO3MOXKHO, MOCKOJIbBKYBaXHBIM CBOWMCTBOM CETHU
ABIISICTCA OTKA30yCTOWYMBOCTD. T.€. MEXIYMIOOBIMU IBYMsI BXKHBIMU Y3JIaMH CETH JIOJKHO OBITH OoJee
0JTHOTO(U3UYECKOT0 MyTH Ha CclTyyall BBIXOJa U3 CTPOS KaHalla WIMIIPOMEXYTOUHOTO YCTPOCTBa. A 3TO
3HAYUT — IE€TIIND.

Brrneonucannyio npoOieMy «IIeTelb» pellaer 3amyck HakoMmmyTraTopax mnportokona STP. B
HACTOSAILEE BPEMS CYILECTBYIOTCIIEYIOIINE BEPCUH IIPOTOKOJIOB CBA3YIOLIETO AEpPEBA!

« IEEE 802.1DSpanningTreeProtocol (STP);

 [EEE 802.1w Rapid Spanning Tree Protocol (RSTP);

* IEEE 802.1s Multiple Spanning Tree Protocol.

1. STP

[Tpotokon cBs3yromero aepesa SpanningTreeProtocol (STP)sBnsiercs mpoTokojoM 2 ypOBHS
mozenu OSI, KOTOpbIi TO3BOJISET CTPOUTHAPEBOBUIHBIC, CBOOOIHBIE OT TETeh, KOH(MUTYpAIlUU CBSI3el
MEXIYKOMMYTaTOpaMu JIOKaJIbHOU CETH. T.e. IPOTOKOJ MPUBOAUT CETh K BUAY —«KOPEHb» U PacTyIlHe
u3 Hero «BeTBH». OAWMH W3 CBUTYEH CTAaHOBHTCSI«KOpHEeM» (root bridge), 3aTeM Bce OCTaJIbHBIC
pPacCUMTBHIBAIOT ~ «CTOMMOCTb»(COSt) JIOCTMIKEHHS KOpHS M3 BCEX CBOMX IIOPTOB, HMEIOLIUX
TaKyIOBO3MOXKHOCTb, U OTKJIIOYAIOT BCE HEONTUMAJIbHBIE JMHKH. TakuM o0Opa3oMm,pa3pbiBasi «HETIIN.



Ecnmu B panpHeilieM B ceTH TPOM3OUIET COOM, MKOPEHB» BIPYT OKAXKETCS HEJOCTHXKUM depes3
paboTaroUHii MOPT,BKIIOYUTCA JIYULIHHA U3 paHee 3a0J0KMPOBAHHBIX U CBS3b OY/1€TBOCCTAHOBJICHA.

Cxema 10 npumenenns nporokona STP

1 TlogkmroueHne K KOMMYTaToOpy

[TogxarounTe KOMIIBIOTEP K KOMMYTATOpy MO KOHCOJIBHOMY IMOpPTY uepe3 uHTepdeiic RS-232.
[Tocne 3toro Ha paboueM cTOJ€ 3allyCTHTE NPUIIOKEHHUE putty.exe. BpiOepuTe THUN MOAKIIOUEHUS —
Serial.

2 Hacrpoiika nporokosia RSTP (IEEE 802.1w) ITocne nmoakitoueHus K KOMMYTAaTOpy U MOSIBJICHUS
crpoku mnpuriamenus (Command Promt) cOpocbTe HacTpoWKH KOMMYyTaropa K HacTpoWKaMm II0
yMOJTYaHUIO KoMaH o reset config. [Ipumeuanue. He coenunsiiiTe mopThl KOMMyTaTOpa ¢ 00pa3oBaHUEM
METIIU BO BpeMsl HAaCTPOUKH.

2.1. Hacrpoiite IP-anpec untepdeiica ynpasieHuss koMMyTatopa komaHnoil config ipif System
ipaddress X.X.X.x/y, TJie y — HHBepCHasi MacKa IO/ICETH.

2.2. BKIrounTe MpOTOKOJI CBSI3YIOIIETO JepeBa KOMaH 10 enable stp.

2.3. IIpoBepbTe TEKYIIYI0 KOH(PUTYPALIMIO TPOTOKOJIA CBSI3YIOILIEro JepeBa KoMaHI0i show stp.

2.4. ITporokon RSTP ucnonb3yercs mo yMOJIYaHHUIO MOCIE€ aKTUBU3AIUHA MPOTOKOJIA CBI3YIOIIETO
nepesa. Ecnu Het, BKiIrounTe ero komanoi config stp version rstp

2.5. YcraHoBUTE Ha KOMMYTaTope HAaUMEHbIIEe 3HAUEHUE MPUOPUTETA, YTOObI OH MOT OBIThH
BbIOpaH KOPHEBBIM MOCTOM (IIPUOPUTET Mo ymosdaHuio = 32768) komannoit config stp priority 4096
instance_id 0.

2.6. HaznaubTe mopThl 3-8 rpaHMYHBIME TIOpTaMH KoMaH1o# config stp ports 3-8 edge true.

2.7. AXTUBU3HPYITE IPOTOKOJI CBA3YIOIIETO JIepeBa Ha moprax config stp ports 1-8 state enable

2.8. Cobepurte cxeMy NOJIKIIOUEHUS, IPEICTABICHHYIO HA PUCYHKE, TPEICTABICHHOM HUXKE.
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Cxema COCAHHCHHA KOMMYTATOPOB U H'dCTpl)ﬁl\'H
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2.9. Bemounnaute npoaomkutenbabii ping ot [TK1 no I1K3 n Hao6opot koman10# ping X.x.X.x —t

2.10. INomenstiire RSTP Ha STP xomanmoit config stp version stp.

2.11. Bemomnute nponomxutensubiii ping ot [1K1 go I1K3 u Hao6opot koman10ii ping X.x.X.x —t

3 Hacrpoiika nporokona MSTP (IEEE 802.1s) mns xaxmoit VLAN Hactpoiika DES-3200-10_A

3.1. CopocbTe HACTPONKHU KOMMYTaTOpa K 3aBOJICKUM HACTPOIIKaM MO YMOJIYaHUIO.

3.2. Hactpoiite IP-anpec nunTepdeiica yrpapieHuss KOMMyTaTopa

3.3. Yoanute noptel u3 VLAN o ymouaHuto /Ui UCIONIb30BaHus B Ipyrux VLAN

3.4. Cozmaiite VLAN netl u net2 m no0aBbTe B KaXKAYI0 W3 HUX HEMapKUPOBAaHHBIC MOPTHI
CIeIyIoNIMMHU KoMaHIamu: create vlan netl tag 2 create vlan net2 tag 3 config vlan net2 add untagged 1-5
config vlan net3 add untagged 6-10

3.5. BxirounTe mpoTOKOI CBA3YIOILIETO IepeBa KOMaH 10 enable stp

3.6. [TpoBepbTe Tekymyto kKoHpurypanuto STP Ha moprax KoMMyTaTopa Komanoi show stp ports

3.7. U3menute Bepcuto STP na MSTP (mo ymomnuanuto ucnonsiyercs RSTP) komannoit config stp
version mstp

3.8.Hactpoiite ums MST-pernona u peBu3mio clieayromuMu komanamu: config stp mst _config id
name abc config stp mst_config_id revision_level 1

3.9. Co3paiite nBe MSTI u xapty npussizku VLAN xk MSTI crenyronmmumu komanaamu: create stp
instance_id 2 config stp instance_id 2 add_vlan 2 create stp instance_id 3 config stp instance_id 3
add_vlan 3

3.10. Hactpoiite mpuopurer STP Tak, uToObl KOMMyTaTop OBUT BBIOpAaH KOPHEBBIM MOCTOM
(mpuopuTeT Mo ymonuanuio 32768) Bkaxmoit MSTI craenyrommmukomargamu: config stp priority 4096
instance_id O config stp priority 4096 instance_id 2 config stp priority 4096 instance_id 3

3.11. Hacrpoiitenoptsl 1-5 u 6-8 xakrpanndnsienopteikomanaamu: config stp ports 1-5 edge true
config stp ports 6-10 edge true

3.12. AKTHBH3UpYWITE MPOTOKOJI CBS3YIOIIETO JIepeBa Ha MOpTax KomaHmou config stp potrs 1-8
state enable

Hacrpoiika DES-3200-10_A

1. CopochTe HaCTpOMKH KOMMYTATOpa K 3aBOJICKMM HAaCTPOHKaM IO YMOJTYAHUIO.

2. Hactpoiite IP-anpec untepdeiica ympaBieHus KOMMyTaTopa

3. Ynanute noptel u3 VLAN 110 ymMo4aHHIO 1715 UCTIOIb30BaHus B 1pyrux VLAN

4. Cozpaiite VLAN netl u net2 u no6aBpTe B KaXIyl0 M3 HHMX HEMapKHUPOBAaHHBIE MOPTHI
CIIeAYIOIIMMHU KOMaHaMHu: create vlan netl tag 2 create vlan net2 tag 3 config vlan net2 add untagged 1-5
config vlan net3 add untagged 6-10

5. BkirounTe MpOTOKOJ CBA3YIOIIETO JAepeBa KOMaH 1011 enable stp

6. [IpoBepbTe 1OCTYMHOCTh COETMHEHUSI MEXKY KOMITbIOTEpaMU KOMaH10H ping

7. IlpoBepbTe Tekyuryto koHpurypamuio STP Ha moprax komanaoii show stp ports

8. Usmenute Bepcuto STP va MSTP (o ymomuanuto ucnonszyercss RSTP) komanmoit config stp
version mstp

9. Hacrpoiite umst MST-pernoHa u peBu3uio CleAylOIMMH KoMaHaaMu: config stp mst config id
name abc config stp mst_config_id revision_level 1



10. Coznaiite ase MSTI u kapty npuBszku VLAN k MSTI crnenyromumu komaHgaMu: create stp
instance_id 2 config stp instance_id 2 add_vlan 2 create stp instance_id 3 config stp instance_id 3
add_vlan 3

11. Hactpoiite moptsl 1-5 1 6-8 kak rpaHnuHbIe OPTHI KOMaHaamu: config stp ports 1-5 edge true
config stp ports 6-10 edge true

12. AKTUBHM3HMPYITE MPOTOKOJ CBA3YIOLIETO JiepeBa Ha mopTax kKomanaou config stp potrs 1-10 state
enable [TogkmrounTe kabenu Kak MOKa3aHO HA PUCYHKE HIDKE.
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Cxema COCIHHEHUS KOMMYTATOPOB /LI HACTPOIHKH
MSTP ans kaxaoit VLAN

[TpoBepbTe TOCTYITHOCTh COETUHEHUSI KOMaHI0# ping

— ot I[IK1 k T1IK2

— ot I[1K3 k [1K4

— ot I[IK1 k T1K4

— ot I[1K3 k [1IK2

[TpoBeppTe Tekymyto koHpurypanuto STP Ha mopraxkommyTaTopa KomMaHa0i show stp ports.

4 Hacrpoiika nporokona MSTP (IEEE 802.1s) nyist 6anaHcHpOBKUHATPY3KH

Hactpotika DES-3200-10_A

1. CopocbTe HACTPOIKM KOMMYTATOpa K 3aBOJCKUM HACTPOMKAMIIO YMOTYAHHUIO

2. Hactpoiite IP-anpec untepdeiica ynpaBieHus KOMMyTaTopa

3. Ynanute noptel u3 VLAN 110 yMOJI4aHMIO 1711 HCTIONB30BaHMsB Apyrux VLAN

4. Coszpaiite VLAN netl u net2 u 1n06aBbTe B KaXKAYI0 M3 HUXHEMAapKUpPOBaHHbIE U
MapKUPOBaHHBIE MTOPTHI CIEAYIOUIMMU KOMAaHaMU:

create vlan netl tag 2

config vlan netl add untagged 1-4

config vlan netl add tagged 9-10

create vlan net2 tag 3

config vlan net2 add untagged 5-8

config vlan net2 add tagged 9-10

5. BriirounTe mpoTOKOJI CBSI3YIOIIETO JepeBa Ha KOMMYyTaTopeKoMaH 01 enable stp

6. M3menure Bepcuto STP na MSTP xomanzoit config stp versionmstp

7. Hactpoiite uma MST-perrnona u peBU3UIO CIIEIYIOIMMMHAKOMAaHIaMH:

config stp mst_config_id name abc

config stp mst_config_id revision_level 1

8. Cospaiite ne MSTI u xapty npussizku VLAN k xonun MSTIkomannamu:

create stp instance_id 2

config stp instance_id 2 add_vlan 2

create stp instance_id 3

config stp instance_id 3 add_vlan 3

9. Hactpoiite mpuoputet STP Tak, 4T00b1 KOMMYTaTOp OBUIBHIOPAH KOPHEBBIM MOCTOM (ITPHOPUTET
o ymodanuto 32768) Bkaxnoit MSTI komanamu:

config stp priority 4096 instance_id 0



config stp priority 4096 instance_id 2

config stp priority 4096 instance_id 3

10. 3agaiiTe IPHOPUTET MOPTA, TaK YTOOBI MOPT 9 ObLT akTUBHBIMITIOPTOM 711 VLAN netl, a mopt
10 — aktuBHBIM opToM aiist VLAN net2 komaHgamu:

config stp mst_potrs 9 instance_id 2 priority 96

config stp mst_potrs 10 instance_id 3 priority 96

11. Hactpoiite moptsl 1-8 kak rpaHrdHbIC MOPTHI KOMaH 101 configstp ports 1-8 edge true

12. AKTUBU3MpYHTE MPOTOKOJ CBS3YIOIIErO JepeBa Ha mopraxkoMangoii configstpports 1-8
stateenable

Hacrpoiika DES-3200-10_B

1. COopocbTe HACTPOHKM KOMMYTATOpa K 3aBOJCKUM HACTPOMKAMIIO YMOTYAHHUIO

2. Hacrpoiite IP-anpec unTepdeiica yrnpapieHuss KOMMYyTaTopa

3. Ynanute noptsl u3 VLAN 110 yMoI4aHMIO 17151 MCTIONIb30BaHUsB Apyrux VLAN

4. Cospmaiite VLAN netl m net2 m 106aBpTe B KaXKIYI0O W3 HHUXHEMAapKHUPOBAaHHBIE W
MapKUPOBAHHBIE TTOPTHI CACAYIOIIMMHU KOMaHIaMU:

create vlan netl tag 2

config vlan netl add untagged 1-4

config vlan netl add tagged 9-10

create vlan net2 tag 3

config vlan net2 add untagged 5-8

config vlan net2 add tagged 9-10

5. BkiirounTe mpoTOKOJI CBSI3YIOIIETO JepeBa Ha KOMMYyTaTopeKkoMaHIoi enable stp

6. 3menute Bepcuto STP na MSTP xomanoi config stpversion mstp

7. Hactpoiite umss MST-pernona u peBU3HIO CIIETyIOUIUMUKOMAH/IAMH:

config stp mst_config_id name abc

config stp mst_config_id revision_level 1

8. Cospaiire ne MSTI u xapty npussizku VLAN k konun MSTIkomannamu:

create stp instance_id 2

config stp instance_id 2 add_vlan 2

create stp instance_id 3

config stp instance_id 3 add_vlan 3

9. Hacrpoiite mopts! 1-8 kak rpaHr4HbIe MOpThIKOMaH 101 configstp ports 1-8 edge true

10. AKTHUBU3MpPYHTE MPOTOKOJ CBA3YIOIIEro JepeBa Ha mopraxkoManmoii configstpports 1-8
stateenable

11. TlogkmtounTe kaOenu Kak MOKa3aHO HAa PUCYHKE HUXKE
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Cxema COCTMHCHISE KOMMYTATOPOB JUIS HACTPOHKH
MSTP ans GanancHpOBKH HArpY3KH
12. [IpoBepbTe HOCTYMHOCTh COETMHEHHUS KOMaHI01 ping:
— Ot IIK1 k ITK3



— Ot I1K2 x [1K4

— Ot IIK1 x ITK2

— Ot I1IK3 « [1K4

— Or IIK1 x [TK4

— Ot I1IK3 « [T1K2

13. IIpoBepbTe Tekymyto koHpurypanuto STP Ha mopraxkommyTaropa KoManaoi show stp ports
14. OtcoenunanTte Kadbenb oT KopHeBoro nopra st VLAN netl.

15. TIpoBepbTe noCcTyMHOCTH coeauHenust komanoi ping ot I1K1 xI1K3 u ot I1K2 k T1K4.

®opma npeacrabiieHus pesyjbrara: OTUeT o MPoJesIaHHOM paboTe, BHIIOIHEHHAs padoTa.

Kpurepumn oueHku:

OHCHKa «OTJIMYHO» CTAaBUTCA, €CJIN 3aJaHNC BBIIIOJIHCHO BCPHO.

OrneHKa «XOpoI1I0» CTaBUTCS, €CIIU XOJ] BBIIOJIHEHUS 3a/1aHusl BEPHBIN, HO ObLIa TOMyIEHa OHa WK JBE
OH_II/I6KI/I, MPpUBCAIINEC K HCIIPABUIIBHOMY OTBCTY.

OneHka «yJIOBJIETBOPUTEIHHO» CTaBUTCS, €clid B paboTe He MOJy4YeH OTBET M IPUBEICHO HEMOJIHOE
BBIINTOJIHECHUEC 3alaHUsA, HO X0/ BBIITOJIHCHHUSA 3a1aHUA.

OueHka «HeyI0BIETBOPUTEIBHOY» CTABUTCS, €CIIU 33JJaHUE HE BBIIIOJIHEHO.

IpakTuyeckas padora Ne 23

dyHkuus nperoTBpanienus nerygeodpasosanus (LoopBackDetection)
Hean padorei: [lorars cioco6s! padotel LBD-anroputma B pa3innyHbIX peskuMax (yHKIMOHUPOBAHUS .

Beinosinus padorty, Bel Oynere:
ymemn:
-00eceunBaTh JONOIHUTENIBHYIO 3aLUTY OT 00pa30BaHUs NETEb,

MaTepuaﬂbnoe odecmeyeHue:
yqe6H0-J1a60paT0prn7I KOMILIEKC «JIOKaIbHBIE KOMITIBKIOTCPHBIC CETH»

ITopsinok BbINOJIHEHUs padoOThI:

Oyukiusa LoopBack Detection (LBD) ob6ecrieurBaeT AONOMHUTEIBHYIO 3aIIUTy OT 00pa30BaHUs

netenb Ha ypoBHe 2 mojenu OSl. CymiecTByeT JBe peainzaliuy 3Toi QyHKIMHU:
e STP LoopBack Detection;
o LoopBack Detection Independent STP.

Kommyrarop, Ha kotopoM Hactpoena ¢pyukuus STP LoopBack Detection, ompenensier Hamuune
T, KOrAa oTipasiaeHHbIi uM kaap BPDU BepHyiics Hazan Ha npyrou ero nopt. B 3ToM ciydae nopr-
uctoyHuk kaapa BPDU u nopT-npuemMHHK OyayT aBTOMaTH4EeCKH 3a0JIOKMPOBAHBI U aJMUHHUCTPATOPY
ceTu OyJeT OTIpaBiIeH CIIy)KeOHbIH nakeT-yBenomieHue. [TopTsl OyayT HaXOIUTHCS B 3a0JJOKMPOBAHHOM
COCTOSIHHH JIO UCTEUEHHsI BpEMEHH, YCTaHOBIeHHOTro Taitmepom LBD Recover Timer.

Oynkuus LoopBack Detection Independent STP ne  tpeGyer  HacTpoiiku  mpotokosia STP Ha
MopTax, Ha KOTOPBIX HEOOXOJUMO OIpeneisTh Haluyue nemid. B 3ToM ciayyae Hanmuuue MeTiu
oOHapyKUBaeTcs IyTeM  OTHpaBKM  MOPTOM  CHENMaJbHOro  ciyxebHoro  kaiapa ECTP
(EthernetConfiguration Testing Protocol). Tlpu mnonydenun xaapa ECTP »stum e moproM OH
OnoKHupyeTcst Ha YKa3aHHOE B Taimepe BpeMsL. Hauunas c LBD BEpCHUU
4.03, dpynkuus LoopBack Detection Independent STP taxke MOeT ONpeAessTh METIH, BO3HUKAIOIINE
MEXKIy TOpTaMH OJHOTO KommyTtaTopa. CyIecTBYIOT JBa pexuma pabotel oToi ¢ynkuum: Port-Based
n VLAN-Based (raunnas ¢ LBD Bepcuu v.4.00).

B pexxume Port-Based npu oOHapy»xeHUM NETIU MPOUCXOAUT aBTOMaTH4YecKasi OJJIOKMpPOBKa MopTa U
HUKaKoU Tpauk yepe3 Hero He mepesaeTcs.

B pexume VLAN-Based nopr Oyner 3a0bnokupoBaH Juisi nepenaun tpaduka Toneko toir VLAN, B
KOTOpoi 0oOHapyxeHa neTist. OcTtaabHOl Tpaduk yepe3 ATOT MOPT OyAeT rmepeaaBaThes.

[lepen BBIMONHEHHEM 3alaHUS HEOOXOAWMO COPOCHUTH HACTPOMKM KOMMYTAaTopa K 3aBOACKHM
HACTpPOHKaM 10 yMOJT4aHut0 Komanoireset config
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Hacrtpoiika DES-3200-28

B nanHOM 3amaHumM paccMmarpuBaeTcsl OJOKMPOBAHME MOPTa YMPABISEMOrO0 KOMMYTaTopa IMpH
OOHapyKCHUH NETIHU B IOAKIIOYEHHOM CEIMEHTE.

Brutounrte ¢pynkuuto LBD rino6ansHO Ha KOMMyTaTope

enable loopdetect

AxrtuBnsupyiite ¢pyakmmo LBD Ha Bcex mopTax KoMMyTaTopa

config loopdetect ports 1-28 state enabled

Ckongurypupyiite pexum Port-Based, 4To0b1 mpy 00HapYKEHUU TETIH OTKIIOYAJICS TOPT

config loopdetect mode port-based

Buumanue! IIpu 6rokupoBanuu nopta Tpaduk He OyneT nepenaBarbes HU u3 ogHoit VLAN.

YupaxuHenus

[MogxrounTte HEynpasisieMblii kommyTarop ¢ nemieid k DES-3200-28, kak moka3aHo Ha cxeme |
IIpoBeprTe Tekyuryo koHpurypanuto pyakuuu LBD

show loopdetect

Yro BbI HabOJaeTe, 3AMULIUTE:

[TocmoTpute, 0OHapyXeHa I METIS Ha KOMMYTaTope

show loopdetect ports all

Yto BBI HAOJIOAaETE, 3AMUIINTE:

[TpoBepbTe, BBIMOIHUI JIM KOMMYTATOp OJIOKUPOBKY ITOpTa

show ports

OTxmrounTe HEYNMPaBIseMBbI KOMMYTaTOp ¢ netieil oT kommyratopa DES-3200-28.

Hacrpoiika ¢pynkuuu LoopBack Detection Independent STP B pe:kume VLAN-Based (aas
Bepcun LBD 4.0)

B nanHOM 3amaHuM paccMarpuBaeTcsl OJOKMpOBaHME MOpTa Ui MepeAadd Tpauka TOJbKO
toif VLAN, B koTOpoii 0OHapyskeHa netid. OcTtaibHON Tpaduk uepes TOT NOpT OyAeT nepeiaBaThesl.

Hactpoiika DES-3200-28 A u DES- 3200-28 B

COpocbTe HACTPOMKU KOMMYTaTopa K 3aBOJICKUM HAaCTPOMKaM M0 yMOIYAHUIO

reset config

VY nanure noptsl u3 VLAN no ymonuanuto i ncnoib3oBanus B Apyrux VLAN

config vlan default delete 8-26

Coznaiite VLAN v2 u v3

create vlan v2 tag 2

create vlan v3 tag 3
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JloGaBeTe B co3ganHble VLAN HemapkupoBaHHble mopThl. JloGaBpTe mnopThl 25-26 Kak
MapkupoBaHHble B co3ganHble VLAN u VLAN no ymonuanuto

config vlan default add tagged 25-26

config vlan v2 add untagged 9-16

config vlan v2 add tagged 25-26

config vlan v3 add untagged 17-24

config vlan v3 add tagged 25-26

Hactpoiika DES-3200-28_A

Bruttounte ¢pynkuuto LBD rino6ansHO Ha KOMMyTaTope

enable loopdetect

AxrtuBnsupyiite ¢pyakmuo LBD Ha Bcex mopTax KoMMyTaTopa

config loopdetect ports 1-28 state enabled

Ckondurypupyiitepesxxum VLAN-Based LBD

config loopdetect mode vlan-based

Buumanmue! I[Ipu obnapyxenuu netiu nopt He Oyaer nepeaaBarh Tpaduk Toiapko Tol VLAN, B
KOTOPO# OOHapy»XeHa MeTJIsl.

Yunpaxuenus

[TonxrounTte HeympasisieMblii kommyTtaTop ¢ netieil k DES-3200-28 B, kak moka3aHo Ha cxeme

N

YT0 BBI Ha6n101[aeTe, 3allUIINTEC:

[IpoBeprTe Tekyuryto koHpUrypauuto pynkuuu LBD
show loopdetect

Yro BB HAOIIOAAETE, 3AMUIINTE:

[TocmoTpuTe, O6HapYX EHA JIM NEeTIs Ha KOMMYTaTope
show loopdetect ports all

YT0 BBI Ha6J’IIO,Z[aCTC, 3allUIINTEC:

[IpoBepbTe, BHITOIHIIT T KOMMYTATOp OJIOKHPOBKY MTOPTA
show ports

[TpoBepbTe COCTOSAHNE MOJKIIFOUEHUS U PUUYUHY OJOKUPOBKH ITOPTOB
show ports err_disabled

®opma npeacraBiaeHus pesyabtara: OT4eT o MpoeTIaHHoM paboTe, BBIIOJHEHHAs paboTa.

Kputepun onenkmn:

O1eHKa «OTJIIMYHOY» CTABUTCS, €CIIH 3a/IJaHHE BBIIIOJIHEHO BEPHO.

O1eHKa «XOpOIII0» CTAaBUTCS, €CIIM XOJ BHIIIOJIHEHHUS 3aJJaHNUs BEPHBIH, HO ObLIa JOMYIEHa O/IHA WU JIBE
OLIMOKH, MPUBEALINE K HEIPAaBUIBHOMY OTBETY.

OHCHKa «YHAOBJICTBOPUTCIILHO» CTAaBUTCHA, CCJIU B pa60Te HC MOJYYCH OTBCT U NPUBCACHO HCIIOJIHOC
BBINOJIHEHHUE 3aJIaHMsI, HO XOJ BBIMIOJIHEHUS 3a/laHUsL.

OHCHKa «HCYHOBJICTBOPUTCIILHO» CTABUTCH, CCJIIN 3aJaHUC HC BBIIIOJIHCHO.
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