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1 HOACHUTEJIBHASA 3AIIMCKA

CoctaB M coaep)KaHME NPAKTHUYECKUX M J1a0OpaTOPHBIX 3aHATUN HANpaBiICHbl Ha
peammzanuio  DeneparsbHOro  roCyIapCTBEHHOIO 00pa3oBaTENBHOTO CTaHJApTa CPEIHEro
IpodecCHOHATBHOTr0 00pa30BaHMUs.

Benymeld aumakTHYeCKOW IIENBI0 TPAKTUYECKUX 3aHATHH sBIsSeTCS (OPMHpPOBAHUE
npoeCCHOHATIBHBIX MPAKTUYECKUX YMEHUH (YMEHHI BBINOJHATH OIpENCIICHHbIC NIEHCTBHS,
orepanuu, HeoOXOAUMBIE B TIOCIEIYIONIEM B MTPO(DECCHOHATLHON ACATEIIBHOCTH).

Benyuieit nunakTu4eckoi 11eiblo 1a00paTOPHBIX 3aHATUN SIBISIETCS IKCIEPHUMEHTAIbHOE
MOATBEP)K/IEHUE M IPOBEpKA CYIIECTBEHHBIX TEOPETHUUECKUX IIOJOKEHUH  (3aKOHOB,
3aBUCHUMOCTEN).

B cootBerctBUM ¢ paboueii mporpammoini [IM.04 «CompoBokaeHne u 0oOCTy>KHBaHHE
MporpaMMHOT0  oOecreueHus:  KOMIbIOTepHbIX  cuctem»,MJIK.04.02  OBECIIEYEHUE
KAYECTBA ®YHKIUMOHMPOBAHUA KOMIIBIOTEPHBIX CHUCTEM, mnpegycMoTpeHO
MPOBEJCHUE TMPAKTHUUECKUX U JIA0OpAaTOPHBIX 3aHATHH. B paMkax MpakTHYECKOro WM
1a00pPaTOPHOTO 3aHATHS OOYYArOIIMECs MOTYT BBIMIOJHATH OJIHY WM HECKOJIBKO MPAKTUYECKUX
WU JTa0OPaTOPHBIX PadoOT.

B pesynbrare ux BBIIOTHEHUS, 00yJaromuiics JOKEH:

ymembo:

-noAOupaTh U HacTpauBaTh KOH(PUTYpaAILIUIO IPOrpaMMHOr0 00ecredeHrs KOMIbIOTEPHBIX
CHCTEM;

-[IPOBOAUTH MHCTAJUIALMIO IPOrPaMMHOI0 00€CIIeYeHUs] KOMITBIOTEPHBIX CHCTEM;

-IPOU3BOJUTE HACTPOWKY OTAEIbHBIX KOMIIOHEHTOB IPOIPaMMHOI0 OOecredeHus
KOMIIBIOTEPHBIX CUCTEM;

-U3MEpATh M AHAIM3MPOBATh  HKCIUTyaTAlMOHHBIE  XapaKTEPUCTUKH  KauyecTBa
MIPOTPaMMHOT0 00€CTICUCHNS;

- HCIOJIB30BAaTh METObI 3aIUTHI IPOrPAMMHOTO 00ECTIEYEHUsI KOMITBIOTEPHBIX CUCTEM;

- QHAJIM3UPOBATh PUCKU U XapaKTEPUCTUKU KayecTBa IPOrPaMMHOI0 00eCIeUeHMS;

- BpIOMpaTh M HCHOJb30BATh METOJbl U CPEACTBA 3AIUUTHl KOMIIBIOTEPHBIX CHCTEM
IIPOrPaMMHBIMHU U allapaTHbIMU CPEICTBAMM.

ConepxaHue NMpakTUYECKUX M J1a0OPaTOpPHBIX 3aHATHI OPHEHTUPOBAHO Ha (OpMHUPOBAHME
O0LIMX KOMIETEHIMI MO MpO(EeCCHOHATBHOMY MOIYJIHO MPOrpaMMbl MOJATOTOBKH CIIELUAIMCTOB
CPEIHEro 3BEHa I10 CIELUAIbHOCTH U OBJIAICHUIO HPOhecCUOHAIbHBIMU KOMNEMEHUUAMU.

Kog HaumeHoBaHue BH/A /1eSITeJIbHOCTH U NPO(hecCHOHAIbHBIX KOMIIETeH U

IIK 4.1. OcymiecTBiIsATh MHCTAULILIMIO, HACTPOWKY U OOCIy>KMBaHHE IPOrpPaMMHOI0O
o0ecreyeHns: KOMIbIOTEPHBIX CUCTEM.

IIK 4.2. OcCyluecTBISATh M3MEPEHUs OKCILIyaTallMOHHBIX XAPAKTEPUCTUK IPOTrPAMMHOIO
o0ecreyeHns: KOMIbIOTEPHBIX CUCTEM

IIK 4.4. ObecnieunBaTh 3alUTy MPOTrPAMMHOIO OOECIEUYEHUs] KOMIIBIOTEPHBIX CUCTEM
IIPOrPaMMHBIMH CPEACTBAMM.

A Taxke GOPMHUPOBAHUIO 0OU4UX KOMNEMEHYUIL:

Kog Haumenoganue ooujux Komnemenyui

OK 01. BeiOupate  cmocoObl  pemieHdss  3afady  Npo(eCCHOHANBHOW  AEATEeNbHOCTH,
IIPUMEHUTEIBHO K Pa3JIMYHbIM KOHTEKCTAM.

OK 02. Ocy1iecTBIATh MOUCK, aHAJIN3 M MHTEPIPETALI0 MH(OpMaIy, He0OX0IMMON /ISt




BBITIOJIHEHUS 33/1a4 TPO(ECCHOHATIbHON 1A TEIbHOCTH.

OK 03. [InmanupoBaTh M pealM30BBIBATH COOCTBEHHOE MPO(PECCHOHATBHOE M JIMYHOCTHOE
pa3BUTHE.

OK 04. PaboTarh B KOJUIEKTHBE M KOMaH/e, 3PPEKTUBHO B3aUMOJICHICTBOBATh C KOJUIETaMH,
PYKOBOJICTBOM, KJIMEHTAMH.

OK 05. OcCylecTBIsATh YCTHYIO M INHCbMEHHYI0 KOMMYHHUKAllMI0O Ha TOCYIapCTBEHHOM
S3BIKE C YIETOM OCOOCHHOCTEH COIMATIBHOTO M KYJIBTYPHOT'O KOHTEKCTA.

OK 06. [IposBIATE rpa’k1aHCKO-NIATPUOTHYECKYIO MO3ULUIO, IEMOHCTPUPOBATH OCO3ZHAHHOE
MOBEICHHUE HA OCHOBE TPAJAMIIMOHHBIX O0IIEYEIOBEUECKUX LIEHHOCTEH.

OK 07. CopelicTBOBaTh  COXPAHEHUIO  OKPYXalOLIeW  cpenbl, pecypcocOepeKeHHmIo,
3G PEeKTHBHO ASHCTBOBATH B UPE3BHIYANHBIX CUTYAIUSIX.

OK 08. Hcnonp3oBath cpenctBa (U3MUECKON KyJIbTYpBI Ui COXPAHEHUS U YKpPETJICHUS
3I0pOBbsl B IpolLecce MPO(PEeCCHOHAIBHOM JAEATENBHOCTH W HOJAEP/KaHUSL
HE00X0MMOr0 YPOBHsI (pU3MUECKON NOArOTOBJIEHHOCTH.

OK 09. Hcnonp30BaTh MH(GOPMALIMOHHBIE TEXHOJOTUU B IPOGECCHOHATIBHON JIeATEIbHOCTH.

OK 10. [Tonb3oBatbest MpodeccHOHANbHON JOKyMEHTAallMeld Ha TOCYJapCTBEHHOM U
WHOCTPAaHHOM SI3BIKE.

OK 11. [1nanrpoBaTh NPEANPUHUMATENBCKYIO JESITEIbHOCTh B IPOQECCHOHAIBHOM cdepe

BrimonHenne oOydJarOmMMUCS TPAKTHYECKUX U JabopaTopHbix pador mo [IM.04
«CormpoBoxeHre U O00CITyUBaHUE IMPOrPaMMHOT0 00ECIEeYeHHs] KOMIIBIOTEPHBIX CHCTEM,
MJIK.04.02 Obecrnieuenre kauecTBa (PYHKIIMOHUPOBAHUS KOMIBIOTEPHBIX CHUCTEM, HApaBICHO

Ha:

o0oOuIeHne, cucTemMarusaluio, yriayOleHue, 3akpelvieHue, pa3BUTHE U
JETANM3alUI0 IOJYYEHHBIX TEOPETHYECKUX 3HAaHMH IO KOHKPETHBIM TeMaM
y4eOHOM TUCIUTUINHEI;

dbopMupoBaHME YMEHHH NPUMEHATh IOJyYEHHbIE 3HAHWS Ha TPAKTHKE,
peaNn3anuio eUHCTBA HHTEIICKTYaJIbHOM U MPAKTHIECKON e TEIbHOCTH;
dbopMupoBaHne M pa3BUTHE YMEHHWI: HaAONIOMaTh, CPaBHUBATh, COIOCTABIIATH,
aHAINM3UPOBaTh, JENaTh BHIBOABI M OOOOIICHMS, CAMOCTOSITEIBHO BECTH
UCCIICIOBAaHMS, II0JIb30BAThCS PA3IMYHBIMU TPUEMaMH HM3MEPEHHH, 0(GopMIIsATh
pe3ysbTaThl B BUE TaOHIL, CXeM, TpaduKoB;

npuoOpeTeHne HAaBBIKOB PAa0OTHl C pPa3NMYHBIMHA NPUOOpaMu, ammaparypom,
YCTaHOBKaMH M APYTMMH TEXHHYECKHMU CPEJICTBAMH ISl TIPOBEICHHUS OIIBITOB;
pa3BUTHE MHTEIUIEKTYAIbHBIX YMEHUH y OyAyIIUX CHEIUAINCTOB: aHAIUTHYECKUX,
MPOEKTUPOBOYHBIX, KOHCTPYKTHBHBIX U JIP.;

BBIpAa0OTKY MNpU PEIICHUH ITOCTABJICHHBIX 33/1a4 NPO(ECCHOHANBHO 3HAYMMBIX
Ka4eCTB, TAKMX KaK CAMOCTOSITEIIEHOCTb, OTBETCTBEHHOCTh, TOYHOCTh, TBOPUECKAS
WHHUIINATHBA.

HpaKTI/I‘IeCKI/IeI/I na6opaTopHLIe 3aHATUA TIPOBOIATCA IIOCIIC COOTBETCT BYIOHICﬁ TEMBI,
KOTOpas oOecIieunBaeT HaIM4IHe 3HaHI/II‘/‘I, HeO6XOI[I/IMLIX AJd €€ BBIIIOJIHCHMA.




2. MIEPEYEHDb IPAKTUYECKHX U IABOPATOPHBIX 3AHATHMI

M/IK.04.02 OBECIIEHEHUE KAYECTBA ®YHKIIMOHNPOBAHN A KOMIIBIOTEPHBIX

CUCTEM
Pasneanl/Tembl Tembl J1a00paTOPHBIX KoaunyecrBo Tpedosanunsa ®I'OC CIIO
3aHATHH 4acoB (ymern)
Pasnea 2. O0ecneyeHne Ka4ecTBa KOMIILIOTEPHBIX 39
CHCTEM B MPOLeCcCe IKCILTYATAIUN
Tema 4.2.1 OcnoBubie | Jlaboparopnas padota Nel,2 4 V1,Y2, V3, V4,V5, V6,
METOIBI 00eCIIEUeHUS TectupoBanue Y10, V01.1,¥01.2, Y01.3,
KayecTBa IPOrPaMMHBIX IPOIYKTOB ¥02.1, ¥02.2, ¥02.3,
(YyHKIIMOHUPOBAHUS VY09.1, ¥09.2, ¥10.6,¥03.2,
v03.3, V04.1, Y04.2,
V04.5, V05.1, Y05.3,
v06.2,Y07.2,¥10.6
JlabopaTtopHnas padota Ne3,4 4 V1,Y2, V3, V4,V5, V6,
CpaBHeHHE pe3yJIbTaTOB V10, V01.1,¥01.2, Y01.3,
TECTUPOBAHUSA C v02.1, ¥02.2, V02.3,
TpeOOBaAHUSIMHU Y09.1, ¥09.2, ¥10.6,¥03.2,
TEXHHYISCKOT'0 3aJaHUs v03.3, V04.1, Y04.2,
v/unu crienudukanen Y04.5, ¥05.1, Y05.3,
v06.2,¥07.2,¥10.6
JlaGopaTtopHas padota Ne5,6 4 V1,¥2, VY3, V4, V5, V6,
AHanu3 pucKoB Y10, ¥01.1,¥01.2, Y01.3,
v02.1, ¥02.2, ¥02.3,
V09.1, ¥09.2, ¥10.6,Y03.2,
v03.3, V04.1, Y04.2,
V04.5, V05.1, Y05.3,
v06.2,¥07.2,Y10.6
JlabGopatopnas pabora Ne7,8 3 V1,¥2, V3, V4, V5, V6,
BrisiBiieHHE IEPBUYHBIX U V10, ¥01.1,¥01.2, Y01.3,
BTOPUYHBIX OIHOOK v02.1, ¥02.2, ¥02.3,
¥09.1, ¥09.2, ¥10.6,Y03.2,
v03.3, V04.1, V04.2,
Y04.5, ¥05.1, YV05.3,
¥06.2,¥07.2,Y10.6
Tema 4.2.2 Metonet u | JlaGoparopnas padota Nel,2 4 V1,¥2,V3, Y4, V5, V6,
CpeJICTBA 3aIUTHI OO6Hnapy>xeHue Bupyca V10, V01.1,¥01.2, YV01.3,
KOMITBIOTEPHBIX YCTPAHEHUE NOCIEACTBUN v02.1, ¥02.2, ¥02.3,
CHCTEM €ro BJIIMSHUSA V09.1, ¥09.2, ¥10.6,Y03.2,
vV03.3, V04.1, Y04.2,
V04.5, V05.1, Y05.3,
v06.2,¥07.2,Y10.6
JlaGopaTopHas pabora 6 V1,¥2,V3, V4, V5, V6,
Ne3,4,5 VYcraHnoBka u V10, V01.1,¥01.2, V01.3,
HACTpOWKa aHTUBHpYCA. ¥02.1, ¥02.2, ¥02.3,
Hactpoiika oOHOBIEHMI € Y09.1, ¥09.2, ¥10.6,Y03.2,
IIOMOLIBIO 3epKaia v03.3, V04.1, Y04.2,
V04.5, ¥05.1, ¥05.3,
v06.2,¥07.2,¥10.6
JlaboparopHasi pabota Ne6,7 4 V1,Y2,V3,V4,V5, V6,

Hacrpolika nosmtuku

y10, ¥01.1,¥01.2, VO1.3,




0€e30I1aCHOCTHA

¥02.1, ¥02.2, ¥02.3,
¥09.1, ¥09.2, ¥10.6,¥03.2,
¥03.3,Y04.1, ¥04.2,
Y04.5, ¥05.1, ¥05.3,
¥06.2,¥07.2,¥10.6

JlaboparopHast pabota Ne§,9
Hacrpoiika Opay3epa

V1,V2, V3, V4, V5, V6,
y10, ¥01.1,¥01.2, VO1.3,
¥02.1, ¥02.2, ¥02.3,
¥09.1, ¥09.2, ¥10.6,¥03.2,
¥03.3,Y04.1, ¥04.2,
Y04.5, ¥05.1, ¥05.3,
¥06.2,¥07.2,¥10.6

JlabopaTtopHas pabora
Ne10,11 Pabota c peectpom

V1,V2,V3,V4,V5,V6,
y10, ¥01.1,¥01.2, VO1.3,
¥02.1, ¥02.2, ¥02.3,
¥09.1, ¥09.2, ¥10.6,¥03.2,
¥03.3,Y04.1, ¥04.2,
Y04.5, ¥05.1, ¥05.3,
¥06.2,¥07.2,¥10.6

JlabGopaTtopHas padorta Nel2
Pa6ora ¢ nporpammoii
BOCCTaHOBJIEHUS (HailyioB U
OYUCTKHU TUCKOB

V1,2, V3, ¥4, V5, Ve,
Y10, ¥01.1,¥01.2, YO1.3,
¥02.1, ¥02.2, ¥02.3,
¥09.1, ¥09.2, ¥10.6,Y03.2,
¥03.3,¥04.1, Y04.2,
Y04.5, ¥05.1, ¥05.3,
¥06.2,¥07.2,¥10.6

HUTOI'O

39




3METOAUYECKUE YKA3AHUSA

Tema 4.2.1 OcHOBHBIE MeTOABI 0O0ecneYeHUs1 KauyecTBa (PYHKIHMOHNPOBAHNS

JlabopaTtopnasi padora Nel,2
TecTupoBaHue MPOrpaMMHBIX MPOIYKTOB

Hesab: n3yunTh Kiaccu(hUKAIUIO BUIOB TECTUPOBAHUS,

MIPAKTHUYECKH 3aKPEIUTh 3TH 3HAHUSA IIyTEM I'€HEpaluy TECTOB Pa3JIMYHbIX BUJIOB,
HAYYHUTHCS TUIAHUPOBATH TECTOBBIC AKTHBHOCTH B 3aBUCIMOCTH OT CHieIM(pUKH
MIOCTABJIIEMOM HAa TECTUPOBAHUE (PYHKIIMOHATBHOCTH.

Boinosinus padorty, Bol Oyaere:
yMmenb:
= cocTaBiATh TecThl M 110
- BBIOMpATh TECTHI, MOAXOASIINE 1715 crielu(DUKH HYyHKIIMOHATEHOCTH

MarepuanbHoe o0ecnieyeHmne:
IHO: MSWindows 7,MSOffice

Teopernueckoe 000CHOBaHUE
TectupoBanne — mporecc, HANMpaBICHHBI Ha OIEGHKY KOPPEKTHOCTH, MOJHOTHI H
KadecTBa pa3pabOTaHHOTO MPOrPaMMHOTO OOECIICYCHHUS.
TectupoBaHre MOXKHO KITaCCU(PHUIIMPOBATH 1O OYECHB OOJIBIIIOMY KOJMYECTBYIPU3HAKOB.
Jlanee mpuBeneH OOOOMICHHBIN CIHMCOK BHJOB TECTHPOBAHUS  IOPA3JINYHBIM
OCHOBAHUSIM.
Tunbl TECTOB N0 MOKPBITHIO (110 IIyOHHE)
Smoketest — TecTpoBaHHE CHUCTEMbI ISl OMPEICICHUS KOPPEKTHOH pPabOThIOA30BBIX
GyHKIMHA TporpamMmbl B Iiesiom, Oe3 yrimyOnenuss B jgetanu. [lpumpoBeneHuu Tecta
OIIPEIEIIICTCSI PUTOTHOCTh COOPKHU IS TaTbHEHIIIETOTECTUPOBAHHSL.
MinimalAcceptanceTest (MAT, Positivetest):TecTupoBaHHECHCTEMBIMIN €€ YaCTH
TOJILKO Ha BaJIMIHBIX JIAHHBIX (BAIMIHBIC AHHBIC — ITO JaHHBIC,KOTOPbIE HEOOXOAUMO
UCIOJB30BaTh JUII  KOPPEKTHOW paboTel  Momyiist/yHkimu).llpu  TectupoBaHuu
MPOBEPSIETCS MPABUIILHOM Pa0OThI BceX (DYHKIIMIA U MOJyJIeH CBAJIUIHBIMH JaHHBIMU.
Jlnist KpyIHBIX U CIIOXHBIX MPUIOKEHUH UCTIOIb3YyeTCsS OrPaHUYCHHBIMHAOOD CIICHAPUEB
1 QyHKIUH.
AcceptanceTest (AT): moiHOEe TECTHPOBAHHE CHCTEMBI HIH €€ YacTH Kak
HAKOPPEKTHBIX, TaK U Ha HEKOPPEKTHBIX JTAHHBIX/CIICHApUsix. Bu TecTta,HanpaBIcHHBIH
Ha TIOJTBEPKIEHUE TOTO, YTO MPHUIOKEHNE MOXKETUCIIOIb30BaThCS M0 HA3HAYCHUIO MPHU
TOOBIX YCIOBHSIX.
Tect Ha 3TOM ypOBHE TOKPBHIBAE€T BCE BO3MOXKHBIC CIIEHAPUU TECTHUPOBAHUS:IIPOBEPKY
paboTocrnocoOHOCTH MOYJIel TpU BBOJAE KOPPEKTHBIX 3HAYEHUI;IPOBEPKY IMPH BBOJIE
HEKOPPEKTHBIX 3HAUYEHUI; UCTIOIB30BaHUE (POPMATOBIAHHBIX OTIUYHBIX OT T€X, KOTOPhIE
yKa3aHbl B TpeOOBaHUAX; MPOBEPKYUCKIIOUUTEIBHBIX CHUTyallud, cOOOIIeHuH 00
OIMOKaX; TECTUPOBAHUE HAPA3TMUYHBIX KOMOMHAIMSIX BXOJHBIX MapaMeTpPOB; MPOBEPKY



BCEX KJIACCOBIKBUBAJIEHTHOCTH; TECTUPOBAHUE TIPAHUUYHBIX 3HAYEHUH HWHTEPBAJIOB;
CIICHapHH HEMPEAyCMOTPEHHBIE crienu(pUKauei 1 T.1.

TecToBble aAKTUBHOCTH (THIIBI TECTOB 110 MOKPBHITHIO (110 IIMPHHE)):
DefectValidation — mpoBepka pesynbrata ucnpasicHusi nedekroB.Brimodaer B ceOst
MIPOBEPKY HA BOCHPOMU3BOAUMOCTb JE(PEKTOB, KOTOpbIE ObUIM HCHpPaBIEHbl B HOBOM
cOOpKe MpOJYyKTa, a TaKKe MPOBEPKY TOTO, YTOMCIPABIECHUE HE IMOBJIMSIIO Ha paHee
paboTaBIIyIO dbynkmmonansHocTENewFeatureTest (NFT, ATofNF) —
OTIpEJICIIEHUEeKAueCTBAIOCTABIICHHONH HAa TECTUPOBAaHHE HOBOW (YHKIMOHAIBHOCTH,
KOTOpas paHee HeTecTHpoBaiach. JlaHHBI THII TECTUPOBAHUS BKIIOYACT B CeOA:
npoBeaeHuenonHoro tecra (AT) HenmocpeaCTBEHHO HOBOH  (YHKIHMOHAJIHHOCTH;
TECTUPOBAHUEHOBOM  (YHKIIMOHAIBHOCTH  HAa  COOTBETCTBHE  JOKYMEHTAIUH;
MIPOBEPKYBCEBO3MO)KHBIX B3aUMOJICHCTBUI paHee pealin30BaHHON (YHKIIMOHAIBHOCTH
CHOBBIMU MOJYJIAIMU U QYHKITUSIMHU.

Regressiontesting (perpeccuoHHoe TecTHPOBaHMe) — TPOBOJUTCS CIIEJBIO OLIEHKH
KayecTBa paHee pealu30BaHHOW (yHKIMOHAIBHOCTU. Bkioyaer BceOs NPOBEPKY
CTaOMJIBHOCTU paHee pealn30BAHHON (YHKIIMOHAIBHOCTH MOCIEBHECEHHS] U3MEHEHU,
HampuMmep  J00aBJl€HHS  HOBOM  (YHKIIMOHAIBHOCTH,MCIIpaBieHHE  J1e(EKTOB,
ONTUMM3ALMS  KOJA,  pa3BOpayMBaHUE  TMPUIOKEHUS  HAHOBOM  OKPYKEHHUHU.
PerpeccronHoe TecTHpOBaHNE MOXKET OBITh TPoBeieHO HaypoBHeSMOke, MATuHAT.
Turbl TECTOB MO 3HAHUIO KOy

YepHblil AIMK — TECTUPOBAHUE CHCTEMBI, (DYHKIMOHAIbHOE WIMHE(PYHKIIMOHAIBHOE,
0e3 3HaHUS BHYTPEHHEH CTPYKTYphl U KOMIIOHEHTOBCHCTEMBI. Y TECTUPOBLIUKA HET
JOCTyTNa K BHYTPEHHEH CTPYKType U KOAYIPHIOKEHUs JUOO0 B Mpoliecce TECTUPOBAHUS
OH HE o0paraercs K HUM.

beablii siMK — TECTUPOBAHME OCHOBAaHHOE HA aHAJIW3€ BHYTPEHHEUCTPYKTYPHI
KOMITOHEHTOB WJIM CHUCTEMBI. Y TECTHPOBILIMKA €CTh JIOCTYI KBHYTPEHHEWU CTPYKType U
KOy MPHUJIOKEHHUS.

Cepblii siUK — KOMOMHALIUS METOAOB O€JI0r0 M YEPHOTO SIIINKA,COCTOSIIAsl B TOM, YTO
K YaCTH KOJIa apXUTEKTYPbl y TECTUPOBIINKA €CTh, & KYaCTH KOJ]a — HET.

Tunbl TeCTOB MO CTeNeHN AaBTOMATU3ALMHU

Py4yHoe — TecTHMpoBaHUE, B KOTOPOM TECT-KEWChI BBIMOJIHAIOTCATECTUPOBLUIUKOM
BpYUHYIO 0€3 HCIIOIb30BaHMSI CPEICTB ABTOMATH3AIIMH.

ABTOMATHU3UPOBAaHHOe — HA0Op TEXHHUK, MOAXOJOB U HHCTPYMEHTAIbHBIXCPENCTB,
MO3BOJISIFOIINK HCKIIOYUTH YEJIOBEKa M3 BBIINOJHEHUS HEKOTOPBIX 3aJay BIIPOLIECCE
TECTUPOBaHUS. TecT-KeMChl YacTMYHO WJIM TOJHOCTHIO  BBINOJHSETCICIUATBHOE
HMHCTPYMEHTAJIbHOE CPEACTBO.

Tunbl TECTOB MO U30JIMPOBAHHOCTH KOMIIOHEHTOB

Unit/component (Moay/ibHOE) — TECTUPOBAHHME OTIEIBHBIX KOMIIOHEHTOB(MOIYJICH)
IIPOrPpaMMHOT0 00eCTIeUeHHS.

Integration (MHTEerpanuoHHoe) - TECTUPYETCS B3aUMOJICCTBUE
MEXAYUHTETPUPOBAHHBIMA KOMIIOHEHTaMU WJIA CUCTEMAMHM.

System (cucTteMHO€) — TecTUpyeTCs PabOTOCIIOCOOHOCTh CHUCTEMBI B IEIOMC IIENBIO
MIPOBEPKH TOT'O, YTO OHA COOTBETCTBYET YCTAHOBJICHHBIM TPEOOBAHUSM.

THunbI TECTOB MO MOATOTOBJIEHHOCTH.

HNHTYyNTHBHOE TECTHPOBAHME BBIMOJIHIETCS 0€3 MOATOTOBKH K TecTaM,0e3 Onpe/eeHHs
OKUJAEMBIX PE3yJIbTaTOB, IPOEKTUPOBAHUS TECTOBBIXCLIEHAPUEB.
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HccnenoBarenbckoe TeCTUPOBAHME — METOJ IIPOEKTUPOBAHUS TECTOBBIXCLIEHAPUEB BO
BpEMsl BBIIIOJIHEHUS ATUX CLIEHapHeB. TeCTUPOBILIMK COBEPILIACTIPOBEPKH, IPOAYMBIBAET
UX, IPUAYMBIBAET HOBBIE IPOBEPKH, YacTO MHCIOJIB3YETUIsI 3TOTO IOJIYyYEHHYIO
UH(pOPMALIHUIO.

TecTupoBanue 1NMo JOKYMEHTAIlUM — TECTUPOBAHHWE IO MOJAIOTOBJIEHHBIMTECTOBBIM
CLIEHapUsIM, PyKOBOJICTBY 10 OCYIIECTBIJIEHUIO TECTOB.

THUTHI TECTOB 10 MeCTY U BPeMEHHU NMPOBeIeHUus

UserAcceptanceTesting  (UAT)  (npuemMouHoeTrecTHpoBaHHe)  —(hopMaibHOE
TECTUPOBAHUE IO OTHOLICHHIO K MOTPEOHOCTSIM, TpeOOBaHMSIM HOW3HEC MpoleccaM
10JIb30BATENsl, IPOBOJMMOE C II€JIBI0 ONPEJEIECHUICOOTBETCTBUSI CUCTEMbI KPUTEPHUSIM
MPUEMKH U 1aTh BO3MOKHOCTBIIOIB30BATENSIM, 3aKa3UMKaM WJIM WHBIM aBTOPHU30BaHHBIM
JHIaM OIPENeNUTh, IPUHUMATh CUCTEMY.

AlphaTesting (anb¢a-recTupoBanme) —  MOJAEIUPYEMOE  WIUACHCTBUTEIBHOE
(YHKIIMOHATIBHOE TECTUPOBAHUE, BBIIIOJIHAETCS B OpraHU3aliy,pa3padaThIBaroIIe
MPOAYKT, HO HE IPOEKTHONM KOMaHJIOW (3TO MOXKET ObIThbHE3aBUCHUMAas KOMaHJa
TECTUPOBIUINKOB, MOTEHIUAIbHBIE I[10JIb30BATENN,3aKa3UuKN). AJbpa TECTUPOBAHUE
4acTo MpHUMEHsieTcs K KOpPOOOYHOMYIpPOrpaMMHOMY OOECHEYeHHI0 B KauyecTBE
BHYTPEHHET0 TPUEMOYHOT OTECTUPOBAHUSL.

BetaTesting (0era-TecTupoBaHue) — IKCILTyaTallMOHHOE
TECTUPOBAHUENIOTEHIUAIBHBIMU WM CYLIECTBYIOIIMMH KJIMEHTAMHU/3aKa3uyuKaMu Ha
BHEIIHEHCTOpPOHE (B cpefe, T/ie MPOAYKT OyJeT HMCIOJIb30BaThCs) HUKAK CBSI3aHHBIMU
Cpa3paboTYMKaMu, C LEJbI0 OMpeesieHus] ACUCTBUTEIbHO JTM KOMIIOHEHT WMIIUCHUCTEMa
yIOBJIETBOPSiET TPeOOBAHMSM KIIMEHTA/3aKa3yhKka M BIUCHIBA€TCS BOM3HEC-TIPOLECCHI.
bera-rectupoBaHne  4acto  MPOBOAUTCS  Kak  (opMa  BHEHIHETONPHUEMOYHOTO
TECTHUPOBAHUS TOTOBOI'O IPOrPaMMHOT0 00ecTIeueHHs ISl TOr0,4TOOBI OMYUUTh OT3bIBBI
PBIHKA.

Tunbl TECTOB N0 00bEKTY TECTUPOBAHUS

Functionaltesting (pyHKkumoHa/JibHOe TeCTUPOBAHME) — STOTECTUPOBAHUE, OCHOBAHHOE
Ha a”Hanu3ze crnenupuKauud, (QYHKIHMOHAIbHOCTUKOMIIOHEHTA HJIM  CHUCTEMBI.
OyYHKIMOHAIBHBIM MOXHO Ha3BaTh JIIOOOW BUATECTUPOBAHHUSA, KOTOPBIA COTJIacHO
TpeOOBaHUSAM IPOBEPSIET MPABIIbHYIO PaldoTy.

Safetytesting (TectupoBanmne 0€30MACHOCTH) — TECTUPOBAHUEIIPOTPAMMHOIO MTPOIYKTa
C LENbI0 ONpEeAeTUTh ero 0e30macHocTh (6€30MacHOCTb— CIIOCOOHOCTh MPOrPAMMHOIO
MPOAYKTa TMpPH HCIOJIB30BAaHUM OTOBOPEHHBIMOOpPA30M  OCTaBaThCsl B paMKax
MpPUEMJIEMOTO  pUCKAa  TMPUYMHEHHS  BpeAa  3/I0pOBBIO,OM3HECY, Mporpammam,
COOCTBEHHOCTHU W OKpY’Karoleu cpene.Securitytesting (TecTupoBaHue
3alUIIEHHOCTH) — 3TO TECTUPOBAHUE CILIENBIO OLEHUTH 3aIUIICHHOCTh MPOrPAMMHOIO
npoaykTa. TecTHpoBaHME3AUIIEHHOCTH MPOBEPsieT (AaKTUYECKYIO PEAKIUIO 3alUTHBIX
MEXaHU3MOB,BCTPOCHHBIX B CUCTEMY, Ha IPOHUKHOBEHUE.

Compatibilitytesting (TectTupoBaHme COBMECTHMOCTH) — IPOLECCTECTUPOBAHUS IS
ONpENENeHUs] BO3MOXXHOCTA B3aUMOJEHCTBUS MPOrPAMMHOTONPOAYKTa, IPOBEpPKA
paboTOCOCOOHOCTH TPHUIIOKEHUS B PAa3NIUUYHBIX cpeaax(Opay3epsl M HX BEpPCHUH,
ONEpPALMOHHBIE CUCTEMBI, UX TUIA, BEPCUHU UPA3PSITHOCTBD)

Buanl TectoB:

Kpocc-Opay3epHoe TeCTUpOBaHue (pa3inyHble Opay3ephl Wi Bepcuudpay3epoB)
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Kpocc-aT(opMeHHOe TECTUPOBAaHUE (Pa3JIMYHbIC ONEPAMOHHBIECUCTEMBI HIIH BEPCHH
OIIEpPALMOHHBIX CUCTEM)

HedyHkumnoHa/ibHOe TeCTHPOBaAHME — 3TO IPOBEPKA XaAPAaKTEPUCTUKIIPOTPAMMBI.
WNnaue roBoOps, KOrja MpoBEpsieTCs HE MMEHHO MPaBMIIBHOCTHPAOOTHL, a Kakue-THuoo
CBOICTBA (BHEIIHUHN BUJI M YAOOCTBO MOJIb30BAHHS,CKOPOCTh PA0OTHI U T.11.).

1. TecrupoBanue mnoJuab30oBaTeqbckoro wuHrepgeiica (GUI) —tectupoBanue,
BBIIIOJIHSAEMOE ITyTEM B3aUMOJICHCTBUS C CUCTEMOM uepes

rpadudeckuii nHTEpQENC MOITH30BATEIS.

HaBUT AU

1BeTa, rpaduka, opopmIeHUE

coJiepKaHue BbIBOJIMMON HH(pOpMaLuu

MOBEICHNE Kypcopa U Topsiure KIaBUIIH

O0TOOpakKeHHE pa3IM4YHOrO KOJIMYECTBA JIaHHBIX (HET JAaHHBIX, MUHUMAJIbHOE U
MaKCUMaJIbHOE KOJIMYECTBO)

M3MEHEHHE Pa3MEPOB OKHA WJIM pa3pelIeHns dKpaHa

2. TecrupoBanue ynodctBa ucnojn3oBanusi (UsabilityTesting) —rectupoBanue c
LEeNbI0 ONpPENENICHNs] CTENEeHU TOHSATHOCTH, JETKOCTH B M3yYEHUHH HCIOJIb30BaHUHU,
MPUBJIEKATEIbHOCTH ~ IPOrPaMMHOIO0  MPOAYKTa JJIAINOJIB30BATENSl MPU  YCJIOBUU
WCIIOJIb30BAHHUS B 3a/IaHHBIX YCIOBHSIX IKCIUTyaTall|H.

BHU3yaIbHOE 0(OPMIICHHE

HaBUT AU

JIOTUYHOCTh

3. TecrupoBanme pgocrynmHoctu (Accessibilitytesting) — TecTupoBanue,koTopoe
onpejensieT CTEeNeHb JIETKOCTH, C KOTOPOM TOJb30BaTelid  COTPaHUYEHHBIMU
CIOCOOHOCTSIMU MOTYT UCIIOJIb30BaTh CUCTEMY HJIM €€KOMITIOHEHTHI.

4. TecTupoBaHMe HWHTEPHALUMOHAJIM3AUMU — TECTHPOBAHUE CIOCOOHOCTHIPOAYKTA
paboTaTh B JIOKAJIM30BAaHHBIX cpefax (CIOCOOHOCTh M3MEHATH dJIeMEeHThIMHTep(delica B
3aBUCHUMOCTH OT JJUHBI U HaIlpaBJICHUS TEKCTa, MEHSAThCOPTUPOBKH/(OPMATHI TOJ
pasnuuHble JIoKkanu U T.1.). (Makcum Uepnsk).MHaTepHanmonanuzanus — 3T0O Mpoliece,
YOPOIIAIMIUNA JalbHEHIIYI0 aJanTalui0 NPOAYyKTa K SI3BIKOBBIM U KYJbTYPHBIM
O0COOCHHOCTSIM PETrHOHa,0TJIMYHOTO0 OT TOT0, B KOTOPOM pa3pabaThiBajicsi MPOIYKT. ITO
aJanTalusAnpoayKTa Jjs MOTEHIMAJIBLHOTO WCIOJBb30BAaHUS MPAKTUYECKH B JIFOOOM
Mecte. MHTepHanMoHanu3aus MPOU3BOJUTCS HA HAuYalbHBIX ATamax pa3pabdOTKU, B
TOBPEMsI KaK JIOKaJIU3alus — AJIs KaXJI0T0 [EeIEeBOro s3bIKa.

5. TectupoBanme Jgokaau3zanum (Localizationtesting) — TectupoBaHue,IpoOBOAUMOE C
L[eJIbI0 TIPOBEPHUTH KaueCTBO MEePEBO/Ia MPOAYKTa C OJJHOTO SI3bIKaHA JPYTOM.

6. TectupoBaHue NPOU3BOAUTEILHOCTH HJIH HATPY304HOETECTHPOBAHME — IIPOLIECC
TECTHUPOBAHUS C LIETBIO OMPECICHUSTTPOU3BOIUTEILHOCTH TPOrPAMMHOTO MPOAYKTA.
Buanl TectoB:

Harpy3ouHoe TtectupoBanue (PerformanceandLoadtesting) —  BuarectupoBaHus
IIPOU3BOJUTENBHOCTH, IMPOBOJUMBIM C LEIBI0 OLICHKM ITOBEICHUSKOMIIOHEHTA HWIIU
CHUCTEMBl IIPM BO3pacTalolled Harpy3ke, HalopuUMep KOJMYECTBEMAapaICIbHBIX
MoJIb30BaTeNe W/WiIM omepanui, a TakXKe ONpEeAeTICHUs KaKyloHarpy3Ky MOXeT
BbIJIEP’KaTh KOMIOHEHT UJIM CUCTEMA;
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oobemMHoe  TectupoBanue  (Volumetesting) —  TO3BOISIET  MOJYYUTHOLECHKY
MIPOU3BOAUTEIILHOCTH MPH YBEJINYCHUN 00bEMOB JITAHHBIX B 0a3€ JaHHBIXIIPUIIOKCHUS;
TECTUpOBaHUE cTaOMILHOCTH W HajexHocTH (Stability / Reliabilitytesting) — mo3sosier
pOBEPATH  pabOTOCHIOCOOHOCTh  MPHWJIOKEHHS  MPUIIUTEIBHOM  (MHOTO4acOBOM)
TECTUPOBAHUH CO CPETHUM YPOBHEM HATPY3KH.

cTpeccoBoe TectupoBaHue (Stresstesting) — BHI TECTUPOBAHHSIPON3BOAUTEIHLHOCTH,
OLICHUBAIOIINN CHCTEMY WJIM KOMIIOHEHT Ha TPAaHWYHBIX3HAYCHUSAX paboumx Harpys3ok
WIH 32 UX TMpeJiesIaMu, MK K€ B COCTOSTHUMOTPAaHMYEHHBIX PECYPCOB, TAKUX KaK MaMsTh
WIH JOCTYH K CEpPBEpY.

7. TectupoBanmue tpedoBanmii (Requirementstesting) — npoBepkaTpeOoBaHMil Ha
COOTBETCTBUE OCHOBHBIM XapaKTEPUCTUKAM KadeCTBa.

8. TectupoBanue nmpororuna (Prototytetesting) — Meron BBIABICHUSCTPYKTYPHBIX,
JIOTHYECKUX OMIMOOK M OMMOOK MPOCKTHPOBAHUS HA PAHHEHCTAINH PAa3BUTHUS TPOTYKTa
710 Havasa pakTu4ecKon pa3paboTKH.

9. TecrupoBanune ycranoBku (Installabilitytesting) u Juuen3upoBanus —mporecc
TECTUPOBAHUS YCTAHABIMBAEMOCTH IPOTPAMMHOTO MTPOIYKTA.

Buasl TecTos:

(dbopManbHBIA TECT MPOTrPaMMbl YCTAaHOBKH TMPHIIOKEHHS (IIPOBEPKAIOIB30BATEIHCKOTO
uHTepdeiica, HaBUTAlUWK, YIOOCTBA TMOJbH30BAHMS,COOTBETCTBUS  OOLIECIPUHSATHIM
cTaHgapTaM ohOpMIICHHS);

(GYHKIMOHATBHBIA ~ TECT  TMPOrpaMMbl  YCTaHOBKH;TECTUPOBAHHE  MEXaHHU3Ma
JIMILIEH3UPOBAaHUA U (PYHKIMH 3alIUTHI OTIIHPATCTBA;

IIpOBEpKa CTAOMIIBHOCTH IPUIIOKEHUS TOCIIE YCTAaHOBKH.

10. TecrupoBanue Ha 0TKa3 U BoccTaHoBJieHHe (FailoverandRecovery

Testing) — TecTHpoBaHME TIPH IIOMOLIM OMYJSILMUA OTKAa30B CHCTEMBl WU
pEaIbHOBBI3BIBAEMBIX OTKA30B B YIPABISIEMOM OKPY>KEHUU.

TecTupoBaHne NPOrpaMMHOI0 NPOAYKTA BKJIIOYAET CJIeyIOLIHEe dTANbI:

1. 3yueHue u aHaau3 npeaIMeTa TeCTUPOBAHUSL.

2. [InaHupoBaHUE TECTUPOBAHUSI.

3. McnonHeHne TeCTUpOBaHUSL.

N3yyenne um aHaIu3 npeaMera TeCTHPOBAHMSA HAYMHACTCSA €IIE JIOYTBEPXKIACHUS
crienn(UKaUy U MPOAOIDKACTCA Ha CTAAMU pa3pabOTKU(KOIUPOBAHMS) MPOrPaMMHOIO
obecrieueHus. KoHeyHOH wenblo 3Tana HM3y4yeHHWE HaHaIM3 IpeaMeTa TEeCTUPOBAHMS
SBJIICTCS MOJyYEHHE OTBETOB Ha JIBa BOIPOCA:- KaKue (PyHKIMOHAIBHOCTU MPEACTOUT
IIPOTECTUPOBATD,- KaK 3TU (YHKLHOHATIBHOCTH PaOOTAIOT.

IInanMpoBaHue TeCTHPOBAHMSI IPOUCXOAUT HA CTagUM Pa3pabOTKHU(KOAUPOBAHUS)
nporpaMMHoro obecrnedeHus. Ha cTagum  IUIaHUPOBAaHUATECTHPOBAHUS — HEpen
TECTUPOBILIMKOM CTOHUT 3ajaya IOMCKa KOMIPOMHCCAa MEXAyOoObEMOM TECTHPOBAHUA,
KOTOPbI BO3MOXKEH B TEOPHUH, U OOBEMOMTECTUPOBAHUS, KOTOPBHIM BO3MOXEH Ha
npaktuke. Ha naHHOM craaum HeoOXOAMMOOTBETHTh Ha BOIIPOC: Kak Oyaem
TecTupoBaTh?  Pe3ynbTaToM  MJIaHMPOBAHUSATECTUPOBAHMS  SBISETCA  TECTOBas
JOKyMEHTAIHSL.

BbinosiHeHHe TeCTHPOBAHMS IPOUCXOAUT HA CTAJUM TECTUPOBAHMUS HIIPEICTABISAET
cO0OM MpaKTHUECKUH MOUCK Je(PEeKTOB C MCIOIb30BAaHHEM TECTOBOWIOKYMEHTAIUH,

12



AR

cocTaBlieHHOW paHee.lsii BceX NPOTrpaMMHBIX MPOIYKTOB BBIIOJHSIOT CIIEAYIOIINE
TUIBITECTOB M UX KOMIIO3HIIMH.

s 1epBoro onna PEKOMEHyeTCs IIPOBOJIUTH Smoke+AT
rOTOBON()YHKIIMOHATBHOCTH IIOBEPXHOCTHOE TECTUPOBAaHUE (SmokeTest)
BBITIOTHACTCSIIISL ONIPEeNICHHs TIPUTOTHOCTH COOPKU UIs AbHEHIIIEro TeCTUPOBAHMS;
MOJTHOCTECTUPOBAHUE CHCTEMBl WJIM €€ 4YacTh KaK Ha KOPPEKTHBIX, TaK H
HaHEKOPPEKTHBIX TaHHBIX/CIICHAPHUIX (AcceptanceTest, AT) MI03BOJISIET
OOHapYKUTHAE(HEKTH U BHECTH 3aIHCh O HUX B OATTPIKHHTOBYIO CHCTEMY.

Jast mocaexyrommx OMI0B KOMIIO3UIIMHA TECTOB MOTYT OBIThCIICYFOIINMHU:

- Ecnin He Obuta mo0GaBieHa HOBast PYHKIIMOHAIBHOCTH, T0: DV+MAT.T.e., BeIONHSIETCS
npoBepka ucnpasiieHus: aedexros nporpammuctom (DefectValidation, DV), a Takxe
MpoBepKa PabOTOCIIOCOOHOCTH OCTATbHON(YHKIIMOHAIBHOCTH TIOCJIE  HUCTIPABIICHUS
nedexToB Ha Mo3uTUBHBIX cieHapusax(MinimalAcceptanceTest, MAT).

- Ecnu ObL1a nobaBiieHa HOBast (YHKIIMOHATIBHOCTb,
t0:Smoke+DV+NFT+RegressionTest. B YaCTHOCTH, BBITIOTHSCTCS
noBepxHocTHoeTecTupoBanue  (SmokeTest), mpoBepka wucnpaBieHUs  AePEKTOB
nporpammuctom(DefectValidation, DV), TectupoBanue HOBBIX (YHKIMOHAIBHOCTEH
(NewFeatureTesting, NFT), mpoBepka cTapbix (pyHKIIMOHAIBHOCTEH, T.€.pErPECCHOHHOE
tectupoBanue (RegressionTest).

- Ecim Opima goGaBieHa HOBas (DYHKIIMOHATBHOCTh, TO BO3MOXKEH TaKKEBAPUAHT:
DV-+NFT+Resressiontest, T.e. 0e3 Bommonnenuss SmokeTest.B 3aBucuMocTH OT THIIA U
cnenuukn mpunoxeHus (web, desktop, mobile)BIMOMHSIIOT CcllEUATU3UPOBAHHbBIE
TEeCThl (HampuMep, KpoccOpay3epHOE WIM KpOCCIUIATPOPMEHHOE TECTUPOBAHHE,
TECTHUPOBAHUE JIOKATU3AUN UMHTEPHAIIMOHAIU3ALMH U Jp.).

ITopsinok BbIMOJTHEHHSI PadOThI

1. ITonyuuTh 3ajaHKE Y TTPENIOJABATEIIS.

2. BBINONHUTE TeHEPAINIO TECTOB PA3INYHBIX BUIOB AJIsi KOHKPETHOTO
00BbeKTa peasbHOro MUpa

3. CrtaHupoOBaTh TECTOBbIE AKTUBHOCTH ISl CIICAYIOLIUX 3a/1a4:

3.1 IlocTtaBneH Ha TeCTUpPOBaAHKE MOYJIb 1, MOZIYJIb 2, MOIYJIb 3.

3.2 IIpoBenens! ucnpasnenus (fix) 11 3aBeIeHHBIX 1e(EKTOB,
JocTaBJIeHa HOBas (PyHKIMOHAILHOCTh — MOJTYJIb 4.

3.3 3aka34MK pel pacuupsTh PIHKA COBITA M POCUT OCYIIECTBUTH
noanep KKy ansi BenukoOputanuu (Kpome yKe CylIeCTBYIOIIEH
benapycn).

3.4 3aka3uuk xouet yoeautscs, uto I1O nepxut Harpysky B 2000
I10JIb30BaTEIIEH.

4. OhopMUTH OTUET U 3AILUTUTH Ja0OPaTOPHYIO paldoTy.

®opMma npeacTaBiieHUs pe3yJbTara

[enb paGoTHI.

KpaTkue TeopeTnueckue CBEACHHUS.

CreHepupoBaHHbBIE TECTHI PA3TUYHBIX BUIOB JIUIsl BHIOPAHHOTO 00BEKTa
pealbHOTO MUpA.

TectoBbie aKTUBHOCTH /151 CHOPMYIIMPOBAHHBIX 33]1a4.
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6. BwiBOJBI 110 paboTe.

KoHnTposabHbIe BOnpockl

1. Yro takoe TectupoBaHue?

2. Kakue cyniecTByIOT THITBI TECTOB 10 MTOKPHITHIO? JlaiiTe
XapaKTEPUCTUKY KaXKIOMY.

3. Kakue cymiecTtBytoT TecToBble akTUBHOCTH? JlaiiTe XapaKTepucTuKy
KaKJIOMY.

4. Kakue cylecTBYIOT TUIIbI TECTOB 3HaHUIO Koja? JlaiiTe XapakTepucTHKY
KaXKJIOMY.

5. Kakue cyiecTByrOT THUIIBI TECTOB IO CTENEHU aBToMaTu3anuu? laiire
XapaKTEPUCTUKY KaXKIOMY.

6. Kakwue cyniecTByIOT THITBI TECTOB 110 H30JIMPOBAHHOCTH KOMITOHEHTOB?
JlaiiTe XapaKTepUCTUKY KaXKJIOMY.

7. Kaxkue cymecTByIOT THUIIBI TECTOB MO NOJAroToBieHHocTU? Jlaiite
XapaKTEPUCTUKY KaXKIOMY.

8. Kakwue cyniecTByIOT THITBI TECTOB 110 MECTY U BPEMEHH MTPOBEICHUS?
JlaiiTe XapakTepUCTUKY KaXKJIOMY.

9. Kakwue cyniecTByIOT THITBI TECTOB 110 00BEKTY TecTupoBaHus? [laiite
XapaKTEPUCTUKY KaXKIOMY.

10. Kakue cymecTBYyrOT TUTIBI ()YHKIIMOHATBHBIX TecToB? JlaiiTe
XapaKTEPUCTHUKY KAKIOMY.

11. Kakue cymiecTBYIOT TUITbI He()yHKIIMOHATBHBIX TecToB? JlaiiTe
XapaKTEPUCTHKY KAKIOMY.

12. Kakue 3Tarbl COCTaBISIIOT MPOIIECC TECTUPOBAHUS?

13. Uto mpoucxoauT Ha 3Tare U3y4YeHHs U aHau3a MmpeaMeTa
TECTUPOBaHUSA?

14. Yo nmporcXoauT Ha 3Tare IIaHUPOBaHMsI TECTUPOBAHUS?

15. YTo nporcXoauT Ha 3Tare UCIOIHEHUS TECTUPOBAHUA?

16. Kakue TUIbI TECTOB BBIITOJIHSAIOT JUI IEPBOI MOCTaBKU ITPOrPaMMHOIO
npoaykra?

17. Kakue TUIIbI TECTOB BBIITOJIHSIOT JUI OCIIEIYIOINX IOCTaBOK
IIPOrpaMMHOTIO IIPOAyKTa?

Kpurepun oueHku:

Ouenka «5» cTaBUTCSA, €ClI y4alllMiics BBIMOJIHSAET paboTy B MOJHOM 0O0beMe C COOI0ICHIEM
HEO0OXOMMOM TOCTIEI0BATEIbHOCTH MPOBEJACHHS OMBITOB M W3MEPEHUI; CaMOCTOSTENBHO U
paloHaIbHO MOHTHPYET HE0OX0AMMOEe O0OpYyIOBAaHUE; BCE OMBITHI MPOBOJHUT B YCIOBUSIX U
peXuMax, 00ecreyrBaIONINX IMOJTYYeHHE MPABWIBHBIX PE3yJIbTaTOB M BBIBOJOB; COONIOAAET
TpeOoBaHUsl MpaBUJ OE30MACHOCTH TPYJa; B OTYETE MPABHILHO M aKKypaTHO BBITIOJHSIET BCE
3amMcy, TaONHIIbl, PUCYHKH, YEPTEXKH, TpaduKu, BHIYUCICHHUS; MPABUIBHO BBHIMOIHIET aHAIH3
MOrPELTHOCTEN.

Ouenka «4» CTaBUTCS, €CIIM BBITIOJIHEHBI TPEOOBAHUS K OIIEHKE «5» , HO OBLIO JOMYIICHO JBA -
TpH HeJoueTa, He Oosee OHON HerpyOoii OMMOKY U OJTHOTO HEJOUYETA.
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Ounenka «3» craBuTcs, ecnu paboTa BBHIIOJHEHA HE  IOJHOCTBIO, HO 00BEM
BBIIIOJIHEHHOW YacTH TaKOB, IIO3BOJIAET MOJYYUTh IIPAaBUJIbHBIE PE3yJbTaTbl U BBIBOJDIL:
€CITU B X0JI€ TIPOBEJICHUS OTIbITa U U3MEPEHUI ObLIN JIOMYIIEHB! OITHOKH.

Ounenka «2» craBUTCsA, e€ciaM  paboTa  BBHINOJHEHA HE TMOJHOCTBIO H  00bEeM
BBIIIOJIHEHHOW 4YacTW paboThl HE IMO3BOJSET CHENaTh IPaBUIBHBIX BBIBOJOB: €CIM OIBITHI,
U3MEpeHus, BBIYUCIICHNUS, HAOII0ACHNS TPOU3BOIMINCH HETIPABUIIBHO.
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JlaGopaTopnasi paGora Ne3,4
CpaBHeHMe pPe3yJIbTATOB TECTHPOBAHMS € TPeOOBAHUSIMU TEXHMYECKOI0 3aJaHusl U/ WJIH
cneuuuKanuen
Ilesb: cOCTaBUTH UTOTOBBIM OTYETO pe3yJIbTaTax TECTHPOBAHUS Web IpUIIoKeHusl.
Boinosinus padorty, Bel Oyaere:
ymembo:

AHanu3upoBath pe3yibTaThl TecTupoBanus [10

CpaBHuBath pe3yiabTaThl aHasn3a TectupoBanus [10 ¢ TpeOyembIMu TapaMeTpamu

MaTepI/laJILHOC 06ecneqelme:
I1O: MSWindows 7, MSOffice, Internet

Teoperuyeckoe 000cHOBaHHE
HToroBeiii OTYET O KaueCTBE MPOBEPEHHOTO (YHKIIMOHATA SBISETCS HEOTHEMIIEMON
Y4acThI0 pabOThl, KOTOPYIO KaXKIBIM TECTUPOBIIMK JOKEH BBITIOJHUTH 1O 3aBEPIICHUIO
TeCTUpOBaHUA. VITOrOBBI OTYET MOXKHO pa3fAeUTh Ha YaCTU C COOTBETCTBYIOIIEH
nHpopMannen:
1.06mas napopmanus.
2.CBeneHust 0 TOM, KTOM KOTJJa TECTUPOBAIIPOrPAMMHBIN ITPOJTYKT.
3.TectoBO€ OKpyKEHHE.
4.001mas oreHKa KadecTBa MpuwioxkeHus.5.O00CHOBaHNE BRICTABIIEHHOTO KauecTBa.
6.I'padpuueckoe npeacraBaeHNE pe3yabTaTOB TECTUPOBAHMSL.
7.JleTann3npoBaHHBIN aHATIU3 KAYECTBA MO MOIYJISIM.
8.TOII-5 cambIX KpUTUYHBIX TEHEKTOB.
9.PexomMenganuu.
Jlanee paccMOTpUM MOAPOOHO Ka)KIyIO0 YaCTh UTOIOBOTO OTYETA.
Oo0mas nHpopManus BKIOYAET:

e Ha3BaHME MPOEKTA,

e HOMeEp COOpKH,

® MOIYJH, KOTOpbIE MOABEPINIUCH TECTUPOBAHUIO (B CiIydae, €Clu TECTHPOBAJICS HE BECh

MIPOCKT),
e BuabiTecTOBHOrTyOHHEOKphITHA(SMOKe Test, Minimal Acceptance Test, Acceptance
Test),

e TtecroeieaktuBHOCTH(New Feature Test, Regression Testing, Defect Validation),

® KOJMYECTBOOOHAPYKEHHBIX1E(DEKTOB,

e BuapaboueiitecToBol0KyMeHTamu(Acceptance Sheet, Test Survey, Test Cases).

CeeneHusi 0 TOM, KTOM KOTJla TECTHUPOBAIMPOrPAMMHBIA MPOIYKT, BKIIOYAIOT WH(OPMALIUIO
O KOMaHJIe TECTUPOBAaHUA C YKAa3aHUEM KOHTAaKTHBIX JaHHBIX W BPEMEHHOM HHTEpBAJIE
TECTUPOBAHUSI.
TecToBoe OKpy>KEHHE COJEPIKUT: CCHUIKY Ha MPOEKT, Opays3ep, OMEpalMOHHYIO CUCTEMY U
IpyTrylo HMH(POPMAIIHIO,KOHKPETU3UPYIONIYI0 0coOeHHOCTH KoHpuryparuu.OOmas  oleHka
KauecTBa MPUIIOKCHUSBBICTABIIACTCS HAa OCHOBAaHWUU OOIIEro BMeYaTIeHUss OT paboThl ¢
MPUJIOKEHUEM UM BHECEHHBIX  Je(eKToB (KomM4ecTBO, BaXXHOCTh). OOs3aTENbHO
YUUTBHIBAETCSIATANl Pa3pabOTKH MPOEKTa —TO, YTO HE KPUTHYHO B HayanepabOThl, CTAaHOBUTCS
BAKHBIM IIPH BBIITYCKE MPOrPAMMHOIO MPOAYKTA.
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YpoBHHU KayecTBa:

e Bricokoe(High),

e Cpennee(Medium),

e Huskoe(Low).

OOocHOBaHHME BBICTABICHHOIO KadecTBa SIBISETCS HambOoyiee Ba)KHOMYACTBIO OTYETA, T.K.
3/1eCh OTpakaeTcst 00IIee COCTOSTHUE COOPKH, @ UMEHHO:

® KayecTBO COOPKH HA TEKYIIHMI MOMEHT,

e (akTOpPHI, MOBJIMUSBIINE HA BBICTABICHHE MMEHHO TaKOTO KadecTBa COOPKH: yKa3zaHHE
(GyHKIMOHANA, KOTOPBIM 3a0JOKMpOBAaH Uil MPOBEPKH, IEpEUYHCICHHEe Hamboiee
KPUTHYHBIX Te(PEKTOB M OOBSCHEHHWE UX BAXXKHOCTH JUIS MOJIb30BATENsl WM OM3Heca
3aKa3umnKa,

e aHamM3 KadecTBa IPOBEPEHHOrO (YHKIMOHAJNA: YIYYIIHIOCH OHO WM YXYAIIHIOCH
10 CPABHEHUIO C MPEABIAYIIEH BEPCUEH,

€CITM KauecTBO COOPKM yXY/IINIOCh, TO 00S3aTEbHO JOJDKHBI OBIThYKa3aHbl PErpeCcCHOHHBIE
MecTa,Hanbosiee HecTaOWJIbHBIE YacTH (PYHKIMOHAJIA CyKa3aHHEMIIPHYHMH, MO KOTOPHIMOHHU

TaKOBBIMH  SIBIIAIOTCS. B JTAHHOM paszene MOKa3bIBaeTCs aHayiuTUYeckass pabora
TECTUPOBIIUKA, HauOosee ciabble MecTa W HaubOosiee KpUTHUHbIE JAe(PEeKThl, TUHAMHUKA
U3MEHEeHHUs  kadectBa  mnpoekTta.l'paduueckoe Mpe/ICTaBJICHHE pE3yJIbTaTOB
TECTUPOBAHUSACIIOCOOCTBYET Oonee TMOJHOMY U OBICTPOMY TIOHMMAaHHUIO TEKCTOBOM

nHpopmanuu. Ecmu  HEOOXOAMMONPOJIEMOHCTPUPOBATh  MPOIIGHTHOE  COOTHOIICHUE, TO
11e1ecCO00Pa3HONCIIONB30BAaTHKPYTOBBIE  TUArpaMMbI(HAIpUMeEp, TPOIICHTHOE COOTHOIIICHUE
¢bynkuroHansHbIX nedektoB u aedekroB GUI).Cronbuarbie auarpamMmbl  JIydine TOJONIYT
TaM, TJ€ BaXHO BHU3yaJlU3UPOBATh KOJIWYECTBOACPEKTOB B 3aBUCHUMOCTH OT CTENEHH HX
KPUTUYHOCTH WJIM B 3aBUCUMOCTH OT JIOKalu3auuu (pacmpeneneHue ne(eKkToB 1o
MoaysiM).OTpa3uThB UTOMOBOMOTUETE JMHAMHUKY KadecTBa MO BCeM COOpKaM JIydllle BCEro
yAacTcsl ¢ TOMOUIBIO JIMHEHHOrorpaduka.
Jeranm3aupoBaHHbI aHAJIM3 KayecTBa MO MOAYJAsIM.B aHHOI YacTu OT4YeTa ONMUCHIBACTCS
Oonee mnoapoOHass uH(GOpPMAaLKMAg O TPOBEPEHHBIX YACTAX (PYHKIMOHANA, YCTaHABIMBACTCS
KayecTBO KaXXJIOW MPOBEPEHHOW YacTH (PyHKIHMOHANA(MOAYJSI) B OTICIBHOCTH, JaeTcs
apryMeHTallys BBICTaBJICHHOTO YypoBHS KadecTBa. Kak mpaBuiio, JaHHBIA pa3gen oTyeTa
npejactapisercs B TabnuuHOM (opme. B 3aBucuMoOcTH OT BUIA NPOBOJUMBIX TECTOBBIX
aKTUBHOCTEM, 3TauacTh 0T4eTa OyJIET OTIIMYATHCS.

Ilopsiiok BbINOTHEHUS] PA0OTHI

1.CocTaBUTh UTOTOBBIN OTYET IO pe3ybTaTaM TECTHPOBAHUS Web-TipuiokeHus.

2.Yka3aTh o01ytouH(popMaluio O TECTUPYEMOM MPOAyKTe (Ha3BaHHE, HOMEp COOPKH,

BUJIBI BBIMIOJIHEHHBIX TECTOB, KOJIWYECTBO OOHAPYKEHHBIX Je(eKTOB, BUJ pabodyeit

TECTOBOM JOKYMEHTAIIHH).

3.YkazaTb, KTO ¥ KOTJja TECTUPOBAJ IPOrPAMMHBIN MPOYKT.

4.0nmcath TECTOBOE OKpYKEeHHUE (CChUIKY Ha web-mipuoxkenue, opaysep).

5.Yka3zarp OOIIyI0 OILIEHKY KauecTBa MPOTECTHMPOBAHHOTO MPHIOKEHUSU MOAPOOHO ee

000CHOBATb.

6.I'paduuecku (B BuAe KPYroBOWl AuMArpaMMbl) OTPa3uTh MPOLIEHTHOE COOTHOIICHHE

nedpextoB GUIu pyHKIIMOHABHBIX JE(EKTOB.

7.I'paduuecku(B Buae CTOMOUATON AMarpaMMbl) OTPA3UTh pacrpeaencHuene(eKToB 1Mo

Pa3TUYHBIM CTETICHSM KPUTHYHOCTH.
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8.I'paduuecku (B BHIE CTONOYATON IUAarpaMMbl) OTPa3HUTh paclpenescHue IeQeKTOB

110 MOJYJISIM.

9.IlpousBecTy A€TanbHBIM aHaIM3 KayecTBAa BCEX MOJIYJEH IPOTECTUPOBAHHOTO

MIPUJIOXKEHUS C apryMEHTallMel BbICTABICHHBIX YPOBHEH KayecTBa.

10.IIpuBecTr ciucok NATH HanbOoJIee KPUTHYHBIX JE(PEKTOB.

11.ChopmynupoBaTh peKOMEHAAIMK [0 yIAYYIICHHIO KadecTBa IPOrPaAaMMHOIO

MPOJYKTA.

12.0¢hopMHUTE OTYET ¥ 3AIMUTUTH JTA0OPATOPHYIO PadoTy.

®opma npeacTaBiieHUus pe3yJbTaTa

1.Ilems paboOTEHI.

2.ITOroBbIi OTYET O pe3ysbTaTrax TeCTUPOBAaHUS Web-TIpUioKeHus.

3.BeiBoIbI TIO pabore.

KoHnTposabHbIe Bonpockl

1.Kakas cTpyKTypa UTOrOBOI'O OTYE€Ta O Pe3yJbTaTax TECTUPOBAHMS?

2.4Yto conepxxurcs B pazzaene OOmias uadopmarus?

3.Uto comepxkutcs B pazzaene TecToBoe OKpykeHHE?

4.Kak BbICTaBIIsIETCS 00II[ast OI[EHKA KaueCTBa MPUIIOKEHUS?

5.Kak 060cHOBAaTh BHICTABIICHHYIO OIIEHKY KadecTBa?

6./1ns 4ero UCIIOJIb3YyeTCS rpaduueckoe Mpe/iCTaBIeHHE pe3yJIbTaToB

TECTUPOBAHUSAB UTOTOBOM OTYeTE?

7.4T0 conepKuTcA B pazzaene JleTan3upoBaHHbIN aHAIN3 KadecTBa?

8.Uto conepxurcs B pazaene Pekomenganuu?

Kpurepum oueHku:
Ounenka «5» cTaBUTCA, €CIIM y4alllUiics BBIIOJIHSAET paboTy B MOJHOM 00beMe C COOI0IEeHUEM
HEO0OXOMMOM TOCIEI0BATEIbHOCTH MPOBEJACHHS OMBITOB M H3MEPEHHUH; CaMOCTOSITENbHO U
paloHaIbHO MOHTHPYET HE0O0XoanMoe 00OpYyIOBaHUE; BCE OMbBITHI MPOBOAUT B YCIOBUSIX U
pexuMax, oOecrneuynBarolIMX IOJyYeHHE MPaBWIbHBIX PE3YJIbTAaTOB M BBIBOJOB; COOIIOAAET
TpeOoBaHUsl MpaBUJI OE30MACHOCTH TPYJa; B OTYETE MPABHIIBHO M aKKypaTHO BBIMOJHSIET BCE
3anMcy, TaONHIbl, PUCYHKH, YEPTEXKH, rpapuKu, BHIYUCICHUS; MPABUIbHO BBIMOIHICT aHAIM3
MOrPEITHOCTEN.

Ouenka «4» CTaBUTCS, €CJIM BBITIOJIHEHBI TPEOOBAHUS K OIIEHKE «5» , HO OBLIO JOIMYIIEHO JBA -
TpHU HeJoueTa, He 6osee 0JHOM HerpyOol OMMOKKM M OJTHOTO HEA0UYETA.

Ouemca «3» CTaBHUTCA, cClin pa60Ta BBITIOJIHCHA HC IIOJIHOCTBIO, HO o00BeEM
BBIIIOJIHEHHOM 4acTH TAaKOB, TIO3BOJIACT IIOJYYHUTb [IPABHUIIBHBIC PE3YJIbTATbl W BBIBOJBI:
CCJIM B XOJC ITPOBCACHHA OIIbITa U I/ISMepeHI/Iﬁ ObLIH AOITYIICHbI OILIMOKH.

Ouemca «2» CTaBHUTCH, cClin pa60Ta BBIITOJIHCHA HC IIOJIHOCTBIO u 00BeM
BBIIIOJIHEHHOM YacTHu pa6OTBI HC II03BOJEACT CACIATb IIPABHUJIBHBIX BBIBOJOB: CCJIM OIIBITHI,
HU3MEPCHUS, BBIYHCIICHU, Ha6J'IIO,Z[eHI/I${ ITPOU3BOAUIIMCH HEIIPABUJIBHO.
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Jlaboparopnasi padora Ne5,6
AHaJIU3 PUCKOB
Heab: OcBouth  TeXHONOTMH  WACHTH(QHKAIMM  pUCKOB.  KadecTBeHHOro U
KOJIMYECTBEHHOI'O aHAI3a
Boinosinus padorty, Bel Oyaere:
ymembv:

AHanu3upoBaTh PUCKU mpu pazpadorke [10

CocCTaBiiATh CTPAaTCruio yrpaBJCHUA pUCKAMU, MUHUMHU3HUPYIOLIYIO UX BIIUSAHUC

MaTepI/laJILHOC 06ecneqelme:
I1O: MSWindows 7, MSOffice, Internet

Teoperuyeckoe 000cHOBaHHE

[IpoGnema ynpaBieHHs] pUCKaMU MPOEKTa SBJISETCS OAHON M30CHOBHBIX M 0CO00 Ba)KHBIX
B o0mem rmepeuHe mpobieM M 3aJauyylpaBlieHUuss MPOEKTaMU 10  CO3JIaHUIO
KOHKYPEHTHOCIIOCOOHOM MKaueCTBEHHOM mIporpaMMHOM mnpoxykuuu. IIpeneOpeub BiIusSHUEM
PUCKOB- 3HAUUT TMOCTaBUTh MOJ yAap 3(PPeKTUBHOCTH OH3HEC-TPOIIECCOB, UYTOMOXKET
HEMOCPEACTBEHHO OTPA3UThCA Ha JI0X0AaX M penyTalluuKOMIIaHUH.

Ynpasnenue puckamu npeanpusitusi (EnterpriseRiskManagement,ERM) — 5310
KOHLENIHUS, OOBeAUHSIONMAas METOJUKH U IPOLECCHL,IIPUMEHSIEMbIE OpraHu3alUsIMU IS
YOpPaBJIEHUST PUCKAMH HWBO3MOXKHOCTSIMM JIOCTM)KEHMsI TIOCTABJIEHHBIX LieJiell. YipaBieHue
pUCKaMU TO3BOJIIET OpPraHU3alUU ONPEAeNUTh, BKAKOH CTENEHM MOTEHIUAIbHBIE COOBITHS
MTOBJIUSIOT Ha JOCTHKECHHE eéuenei.
CornacnopexkoMenaanusmasropuretHooprannzaiuun COSO(TheCommitteeofSponsoringOrgani
zationsofthe TreadwayCommission) ynpasJjieHHe pucKaMi OpraHU3aMu:

— MpEeACTaBISET COOOW HEMPEPBHIBHBIM MPOIECC, OXBATHIBAIOIIUHBCIO OPTaHHU3AIUI0 U
OCYIIECTBIISIEMBII Ha BCEX YPOBHSX, BKIIOUasABBIPAOOTKY CTPATEruHu;

— HAIEJICHO Ha OlpejAeleHre COOBITHI, KOTOpbIe NPEICTABISIIOTONACHOCTD ISt
OpraHu3aluy.

YV KOMITaHMM €CTh YEThIPE BAPUAHTA PEAKLIUN HA PUCK:

— MPHUHSTHE PUCKA, KOTJIa HE IPEIIPUHUMAETCS HUKAKUX OCOOBIXJACHCTBUI, CBS3aHHBIX C
JAHHBIM PUCKOM;

— yMEHBIIIEHHE PHUCKa MOCPEICTBOM KOHTPOJS 3a JESATeNIbHOCTbIO HUIpOLEeccCaMH JIMOO
MIPUHATHS CTIEHUATIBHBIX MEp;

— Iepejadya pUCKa CTOPOHHEM OpraHu3auudyd NyTEM MPUBJICUEHUANAPTHEPOB WU
CTPAaXOBbIX KOMIIAHUH;

— YKJIOHEHHE OT pUCKa — IPEKpallleHHe AeATEIbHOCTH, Beaylle KpucKy.OcTaHOBUMCS
0c000 Ha BapuaHTEe yMeHbleHus prucka. CamasoueBUHAS pEaKusi Ha PUCK — OPraHU30BaTh
KOHTPOJIb 33JI€TEIBHOCTHIO U MpoueccaMu. OHAKO 3TOro HE BCETJa JOCTATOYHO:HEPEIKO PUCK
TpeOyeT NPUHATHS ClelHaIbHBIX Mep. Pa3nn4aloTHECKOIBKO BUJIOB PHUCKOB:

— NPUCYILIUI PUCK — 3TO YPOBEHb PHUCKA, €CIM HENPEANPUHUMAECTCS HUKAKUX JEHCTBUN
JUI U3MEHEHUSI BEPOSITHOCTH PUCKANIIN €T0 BIIUSHUS;

— OCTAaTOYHBIN PUCK — 3TO YPOBEHb PHUCKA, OCTAIOLIUICS MOCIEIPUHATUS MUHUMAJIBHBIX
Mep MO0 pearMpoBaHUIO0 Ha PUCK (KaK MPaBHJIO,CIOIa BXOJIUT KOHTPOJIb 3a JAEATENBHOCTBIO U
IpoLeccamMy IpeaIpUaThs);
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— IPUEMJIEMBIA OCTATOYHBIN PUCK — ITO YPOBEHb PUCKA, PABHBIMUIN HUKE JOILyCTUMOIO
B JIAaHHOW OpraHu3alui U B JAHHBIX ycI0BUIX.COBPEMEHHBIN MOAXO0/A K YIPaBJICHUIO pUCKaMU
paccMaTpuBaeT  ATYJEATEIBHOCTh KAaK HENPEpBIBHBIM  Ipollecc, B KOTOPOM  PUCKHU
PETYJISIPHOBBISIBIISIIOT U aHAJIM3UPYIOT, U3MEPSIIOT, YT CIOCOObI padOThl ¢ HUMU MOLIEHUBAIOT
3P PEKTUBHOCTH YK€ MPUHATHIX Mep. CaM IpoIeccypaBieHHs] PUCKaAMU HECJIOKEH U CBOAUTCS
K CJIEIYIOIIEMY [TPOCTOMYaITOPUTMY:

— uaeHTU(UKALMS PUCKOB: aHAINW3 CHUTYAllMH, BBISIBICHUEC MPUYUH,IIOCTPOCHUE KapThI
PHUCKOB, UX JE€TAaJIbHOE ONMCAHUE;

— aHaJIM3 CLICHApUEB AAaJbHEHNILEro pa3BUTUS CUTYal[Ul HOIIPEIEIIEHUE YPOBHEN PUCKOB;

— IIPOBEJICHUE MEPONPUATHI 110 CHUKEHUIO YPOBHEW PUCKOB.

IlepBoouepennbie Mepbl pearupoBaHUsl HA PUCK — KOHTPOJIb 3aX0/I0M JESITEIbHOCTU U
IpoLeccaMi OpraHu3alry. OTO CHIKAECTIPUCYIIUNA YPOBEHb PUCKA, HO €CIM OCTATOYHBIN PUCK
BCE xKe BBIIIIE, YyeMIpHUeMIIeMbIi JUISt OpraHu3aIuH, TO HE00XO0MMO
IIpelyCMOTPEThCIIEINaIbHbIE MEPBl pearnpoBaHusl Ha pUCK. B uzaeane 3Tu Mephl JOIKHBIOBITH
JOCTaTOYHBIMH, YTOOBI YMEHBIIUTH OCTATOUHBII PUCK JTOIPUEMIIEMOTIO YPOBHS. YPOBEHb PHUCKa,
KOTOpBIM OpraHu3anysi TOTOBANpPUHATH, HA3bIBAETCS TOJEPAHTHOCTHIO K PHUCKY. OITO
UHIUBUAyalIbHASIXapAKTEPUCTUKA: OJHM OpraHU3alMid TOTOBbI PUCKOBAaTh 4YyTh OoJible
BHAJIEK/IE€ TIOIYUUTh OOJIBIIYIO IPEMHUIO 3a PUCK, B TO BpeMs Kak Jpyrue

BCSIYECKU 00XOMIAT PUCKH CTOPOHOM.

IHopsaoK BHINOJHEHHS PA0OTHI

B xoxe mabopaTopHoi paboThl HEOOXOIUMO BBITIOIHUTHCIICTYIOIITUE ITATTBI;

— OO003HaYUTh SKOHOMHUYECKHH OOBEKT, HAa KOTOPOM OYJIETHPOBOIUTHCS PHUCK —
MeHeKMeHT. Ommcarh TpeAMETHYI0 00JacTh.— BBICTpOUTH mporecc mNpeaMeTHOU
00J1acTH U OMHMCAThBO3MOXKHBIE PUCKU, TPOKIACCU(PUIIMPOBATH UX.

— K xaxmomy pucky ompeaenuts psija nocienctBuii. O003HaYNTEBEPOSTHOCTh PHUCKOB.
Crnenath BbIBOJ 00 0OIIIeH KapTHHE BIUSHUS PUCKOBHA SKOHOMUUYECKHH OOBEKT.

— DBbICTpoUTHh CTpaTeruio ympaBji€HHS pPHUCKAMH Ha OCHOBE OJHOTOM3 METOJa:
YKJIOHEHUS, JIOKAJIU3aliuu, TUBEPCUPUKAIIUU, KOMIICHCAI[UH.

B pesynbraTe BbINONHEHUS J1TAOOPAaTOPHOM pabOThl COCTaBUTH OTUETB DIEKTPOHHOM
BHJIE.

®opMma npeacTaBiieHUs pe3yJbTaTa

OT4er BBIMOTHEHUS JTabopaTopHON paboThl. OTBETHI HAa BOTIPOCHI.
KoHTpoJibHBIE BOIPOCHI

1. Kakue ObiBaroT pucku?

2. Kakue ObIBalOT MEpPBI pearupoBaHus Ha PUCKU?

3. Yrto Takoe cTpaTerus yrnpaBJIeHUs pUCKaMU?

4. Yto Takoe MeTO]1 yKIOHEHUS OT PUCKOB?

Kpurepun oueHku:
Ouenka «5» cTaBUTCSA, €CIIU y4allluiics BHIMOIHSAET paboTy B MOJHOM 0O0BeMe C COOMOICHHEM
HE0OXOMMOM TOCTIE0BATENBHOCTH MPOBEJACHHS OMBITOB M W3MEpPEHUH; CaMOCTOSITENBHO U
paIoHaIbHO MOHTHPYET HEOOXOAMMOE OO0OpYyIOBAaHUE; BCE OMBITHI MPOBOJHUT B YCIOBUSIX U
pexuMax, 00ecredyrBaIoNINX IMOTyYeHHE MPABWIBHBIX pPE3YyJIbTaTOB M BBIBOJOB; COONIOAAET
TpeOoBaHUsI MPaBUJ OE30MACHOCTH TPYJa; B OTYETE MPABHILHO M aKKypaTHO BBITIOJHSIET BCE
3amMcy, TaONHIIbl, PUCYHKH, YePTEKH, TpaduKu, BHIYUCICHHUS; MPABUIBLHO BBIMOIHICT aHAIM3
IIOIPELIHOCTEN.
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OueHka «4» CTaBUTCS, €CIIU BBIMOJIHEHBI TPEOOBAHUS K OILEHKE «5» , HO ObUIO JIOMYIIEHO JIBa -
TpH HeJoueTa, He Oosiee OHON HerpyOoii OMMOKY U OJTHOTO HEeJ0UYETA.

Ouenka «3» cTaBuUTCS, ecid paboTa BBHIMOJHEHA HE MOJHOCThIO, HO 00BEeM
BBIIIOJTHEHHOM YacTH TaKOB, IO3BOJSET TMOJYYUTh MPABUWIbHBIE PE3YJbTAThl U BBIBOBI:
€CJIM B XO/I€ TIPOBEJICHUS OIBITA U U3MEPEHUHN ObUIM JIOMYIIEHBI OITUOKHU.

Ouenka «2» craBUTCS, e€cid paboTa BBINOJHEHA HE TMOJHOCTbIO W 00BeM
BBITIOJTHEHHOM YacTH paboThl HE MO3BOJISIET CJENaTh MPABWIBHBIX BBIBOJIOB: €CIIM OIIBITHI,
W3MEPEHUS, BRIUUCICHUS, HAOIIOACHHS TIPOU3BOIUIIUCH HETIPABUIIBHO.
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JlaGopaTopnasi paGora Ne7,8
BbisiBiIeHHe IEPBUYHBIX 1 BTOPHUYHBIX OIIHOOK
Heasb: nporecTHpoBaTh Web-TIpUIIOKEHUE U OTIMCATh HallIeHHBIE 1e(EKTHI.
Boinosinus padorty, Bel Oyaere:
ymemp:

Haxonuth ommbku B mporiecce TECTUPOBAHUSI POTPAMMHOI0 MTPOIYKTa

Onpenenars KJ1acc OIIMOKH NPOrpaMMHOI0 IPOIYKTa

MaTepI/laJILHOC 06ecneqelme:
ITIO: MS Windows 7, MS Office, Internet

Teoperuyeckoe 000cHOBaHHE

HedexTsr, oOHapy>KEHHBIE TECTUPOBIIMKOM, IOJDKHBI OBITh KOPPEKTHO W TIOHSTHO
OMHCaHbl, YTOOBI pa3pabOTUYMK CMOI' BOCIPOU3BECTH [JaHHBIM JEPEKT M YCTPAaHUThH €ro.
Omnwucanue Kaxa0ro aedexra CoXpaHseTcsl B CHeNUAIN3UPOBAHHON —0arTpIKMHTOBOM —CHUCTEME
(manpumep,JIRA, Bugzilla, Mantis, Redminen ap.) mnam B mnpeaBapuTENbHO CO3JaHHOM B
nporpaMMmHoOil cpene MicrosoftExceldaiine.

Omnwucanue nedexTa BKIIOYAET CIECAYIONIHE 00s3aTeNbHbIE OIS

1.Headline—na3Banue nedekra.

2.Severity—crenenb KPUTHIHOCTH (BaKHOCTH eeKTa).

3.Description—anropuT™ BOCIIPOU3BEACHUS.

4.Result—daxkTryueckuii pe3ybTar.

5.Expectedresult—osxumaeMblii pe3ybTar.

6.Attachment—npukperiénusie Gaiabl(IPUIOKEHHUE).

B GarTpakuHroBBIX cHucTeMax Uil KakJoro jaedekra aBTOMaTHUECKU T'€HEpUPYETCS €ro
YHUKQJIBHBIA HOMEp, B Cily4dae ucrnosb3oBanus MicrosoftExcelnomep nedexry HeoOxoaumo
MpucBavBaTh BpyuHylo.TpeboBaHue crnermuuKamuy, KOTOpoe HapymaeT oOHapyKEHHBIN
neeKT, MOXKHO [OIMOJHUTEIHHO BBIHECTH B MpUMedaHue.J[OMONHUTENIBHO B ONHMCAaHUU
nedekra  MOXKET  ObITh  yKazaHa Priority—CTeneHb CpPOYHOCTH HCIpaBiICHUs AcdeKTa
pa3pabOTUYHNKOM.

ITopsiiok BbINOJIHEHHSI PA0OTHI

1.BeiOpaTh 0OBEKT pealbHOr0 MHUpa(HANpUMeEp, XOJOAWIBHHUK, OneHaep, TUdT u ap.),
BBIJICTTUTH B HEM MOJYJIH.

2.Paspaborarb 20 u Oojiee TECTOBBIX IIPOBEPOK JJIsi BBIOPAHHOTO OOBEKTA
pEaIbHOTO MHpa C YKa3aHHEMTECTUPYEMOro MOJIYJis UITyOWHBI TECTOBOTO MOKPBITHUS
(Smoke, MAT, AT).3.ChopmynupoBaTh MO JBa BO3MOXHBIX JeeKTa Ha KaKJIbIi
yposenb Severity(Critical, Major, Average, Minor, Enhancement) s BbIOpaHHOIro
00BbeKTa peasbHOr0 MUpA.

4.0mnucatp 1o oJHOMY JieeKTy Ha Kaxablii ypoBeHb Severity(Critical, Major, Average,
Minor, Enhancement) 151 BBIOpaHHOTO 00BEKTa pEaIbHOTO MUDA.

5.IIpotectupoBaTh web-puiio’)keHHE B COOTBETCTBUM C  COCTaBJICHHOM paHee
TECTOBOM JOKYMEHTALUEN.

6.0nucate Bce HaineHHble NedekThB oTdere 0 Aedekraxs cpene MicrosoftExcel.
7.B otuere o pedexTax yKazaTb HOMEp TECTHPyeMoil CcOOpkM, Ha3BaHHE
NPUJIOKEHHs, Tepuoa BpemeHH TectupoBanus, @OUMO TtecTHpoOBIIMKA, TECTOBOE
OKpy>KeHHe (olepallMoHHas cucTema, opaysep).
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8.ns kaxgoro nedexTa yKa3aTbero IOPSIKOBBIA HOMEp, 3arojOBOK, Ba)KHOCTb,

QITOPUTMBOCTIPOU3BEICHHS,  (AKTHUECKHH  pe3ynbTaT, OXUAAEMBIH  pe3yJbTar,

MIPUIOKCHHE, TPUMEUYAHHE.

9.ns xaxoro aedexra 00sA3aTeNbHO CACTATHCKPUHIIIOTHI.

10.B pabouyio TECTOBYIO JOKYMEHTAIlMI0 BHECTH pe3yJbTaThl TECTUPOBAHUSA C

yKa3aHWEM  HAlPOTUB  COOTBETCTBYIONICH  TMPOBEPKH  CTCTIICHH  KPUTHYHOCTH

o0OHapyKeHHOTO0 jae(eKkTa, ero HoMepa 1 3arojoBKa.

11.0hopMHUTE OTUYET ¥ 3AIMUTUTH JTA0OPATOPHYIO PadoTy.

®opma npeacTaBiieHUus pe3yJbTaTa

Coneprxanue oTyera:

1.1lenb paGoThL.

2.0tyeT 0 pe3yabTaTax TECTUPOBAHMS BHIOPAHHOTO OOBEKTa pEAJbHOIO MHpa C

MEPEUNCIICHHEM TECTOBBIX IPOBEPOK, CHOPMYIMPOBAHHBIXIC(HEKTOB HA KaxIbId

ypoBeHb Severity, onucanus 1eeKToB.

3.0t1yer o HailIeHHBIX AepeKTaxweb-IIPHII0KEHHUSL.

4.Pabouasi TecTOBast IOKyMEHTAIMs C BHECEHHBIMU JIe(heKTaMUWEb-TIPUITTOKECHHUS.

5.BeiBojtbI MO pabore.

KoHTpoJibHBIC BONIPOCHI

1.Yto Ttakoe nedext?

2.Kakue xapakTepuCcTHKH HEOOXOIMMO yKa3aTh Mpy ONmucaHuu aedexra?

3.Uto takoe Headline/Summary B onucanuu nedekra?

4.Ha xakue Tpu Borpoca nopkeH otBeuats Headline/Summary?

5.Yto Takoe Severity B onricanuu aedexra?

6.Kakue cymectBytot crenenu Severity? [IpuBeaure npumepsl.

7.Yto takoe Description B onucanuu aedekxra?

8.Uto takoe Expectedresult B onucanuu nedexra?

9.3auem HyxeH Attachment mpu onrcannu nedexra?

10.Kakue cymecTByrOT peKOMEHAAIMH 110 OMUCAHUIO 1e(EKTOB?

Kpurepun oueHku:
Ounenka «5» cTaBUTCA, €ClI y4allluiics BBINOJIHSAET paboTy B MOJHOM 0O0bEMe C COOI0ICHIEM
HEO0OXOMMOM TOCIEI0BATEIBHOCTH MPOBEJACHHS OMBITOB M W3MEPEHHil; CaMOCTOATEIbHO H
paloHaIbHO MOHTHPYET HE0O0X0AuMoe OO0OpYyIOBaHUE; BCE OMbBITHI MPOBOJUT B YCIOBUSIX U
pexuMax, 00ecreyrBaroNINX IOJTyYeHHE MPAaBWIbHBIX PE3YyJIbTAaTOB M BBIBOJOB; COOIIOAAET
TpeOoBaHUsl MpaBUJI OE30MACHOCTH TPYJa; B OTYETE MPABHIIBHO M aKKypaTHO BBIMOJHSIET BCE
3anMcy, TaONHIIbl, PUCYHKH, YEPTEXKH, TpaduKu, BHIYUCICHUS; PABUIBLHO BBHIMOIHSICT aHAIH3
MOTPEITHOCTEM.

Ouenka «4» CTaBUTCS, €CIIM BBIIIOJIHEHBI TPEOOBAHUA K OIIEHKE «5» , HO ObLIO JOMYIICHO JBA -
TpH HeloueTa, He 6ojiee 0HON Herpy0oi OoImMOKHU U OTHOTO HeI0uETa.

Ouemca «3» CTaBHUTCA, €Clin pa60Ta BBITIOJTHCHA HC INOJIHOCTBIO, HO 00BeM
BBIIIOJITHEHHOM 4YacCTH TAaKOB, TIO3BOJIACT IIOJYYUTH [MPABHUIIBHBIC PE3YIIbTATbl W BBIBOJbI:
€CJIKM B X0ZI€ IMPOBCACHUS OIbITAa U I/ISMepeHI/Iﬁ ObLIH AOITYIIICHbI OIIHOKHU.

Ouemca «2» CTaBHUTCA, €Clin pa60Ta BBITIOJIHCHA HC IOJIHOCTBIO u 00BeM
BBIIIOJITHEHHOM YacTH pa60TBI HC TO3BOJIICT CHACIATH IMPABUJIBHBIX BBIBOAOB: €CJIHU OIIBITHI,
HU3MCEPCHUS, BBIYHUCIICHU, Ha6.IIIOILCHI/I$I MMPOU3BOAMNIINCH HCIIPABUIIBHO.
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Tema 4.2.2 MeToabl u cpeacTBa 3alIUTHI KOMIBIOTEPHBIX CHCTEM

JlaGopaTopnasi padora Nel,2
OOHapy:xeHHe BUpPYca U yCTPAHeHHe MOCJIeACTBHI ero BJMSAHUSA
Henapb: M3yunTh TEXHOJOTHIO TECTUPOBAaHUS KOMIIBIOTEPA Ha HAJIUYUE BUpyca U

npodmiakTuieckue Mepsl. [103HaKOMHUTBCS CO cCrIocO0aMH JIEUeHHS 3apaskeHHBIX 0OBEKTOB.
Boinosinus padorty, Bel Oyaere:
ymemp:
- OO6HapyxuBaTh KOMIIBIOTEPHBIN BUPYC cHEHaTIn3upoBaHHbIM 110
- JleunTh KOMIIBIOTEPHBIN BUPYC

MarepuanbHoe o0ecnieueHue:
ITO: MSWindows 7, MSOffice, antusupyc Kacrepckoro

Teoperuyeckoe 000cHOBaHHE

KomnblotepHblii BUpyC — 3TO CHEUAJIbHO HamNMCaHHas, HeOoJsblIas MO pa3Mepam
mporpaMMa (T.e. HEKOTOpasi COBOKYIIHOCTb BBINOJHSIEMOro Koja), KoTopas MoxeTr
MPUMNKCHIBATE” ce0sl K JApYyruM mporpamMmaMm (“3apakaTh’ HX), CO3/1aBaTh CBOM KOIUU U
BHEJPSTH UX B (paiisibl, CUCTEMHBIE 00IACTH KOMITBIOTEPA U T.JI., @ TAKXKE BBIIIOJIHATH Pa3IMYHbIC
HeXeJaTeNbHbIe AeWCTBUS Ha KOMIIBIOTEPE.

[Iporpamma, BHyTpH KOTOPOW HaxOIWUTCA BUPYC, Ha3bIBaeTcs ‘“‘3apaxkeHHoi” Korga takas
IIporpaMma HauuMHaeT paboTy, TO CHayajla yIpaBJeHUE IOJydyaeT BuUpyc. Bupyc HaxomuT u
3apakaeT Jpyrue Mporpammbl, a TaKXKe BBIIOJIHIET Kakue-HUOYb BpeIHbIC ACHCTBUS (IIOPTHUT
(haiinel wii TabuIy pasMenieHus (paiyioB Ha JUCKe, “3acopseT’ ONMepaTUBHYIO MaMsTh U T.J1.).

IIpu3snaxku 3apaxkeHust

e BBIBOJ] Ha DKPaH HENPETyCMOTPEHHBIX COOOLIEHNI MM U300pakeHNH;

® [10/]a4a HENpeTyCMOTPEHHBIX 3BYKOBBIX CUTHAJIOB;

® HEOXHJAHHOE OTKpbITHE U 3aKkpbITHE J0TKa CD-ROM-ycTpoiicTsa;

® [IPOM3BOJIbHBIM, 0€3 Ballero ydyacTHs, 3allyCK Ha KOMIIbIOTEpPE KaKuX-IH00
IIporpamum;

EcTb Takike KOCBeHHbIE MPU3HAKH 3apa’keHUs Balllero KOMIbIOTepa:

® yacThle 3aBUCAHMS U cOOM B pabOTe KOMIIBIOTEPA;

e [peKpalleHue paboThl WM HenpaBWiibHAs paboTa paHee YCHEIIHO pabOTaBILUX
porpamum;

e MeaeHHas paboTa KOMIIBIOTEpa IpH 3aIyCKe IPOrpaMM;

® HEBO3MOXXHOCTb 3arpy3KH ONEPALUOHHON CUCTEMBI;

e ycue3HOBeHME (DailVIOB U KaTaJIOrOB MJIM UCKAXEHUE UX COAEPIKUMOTO;

® U3MEHEeHHE pa3MepoB (aililos;

® HEOXHJIAHHOE 3HAYUTENIbHOE YBEIMUEHHE KoIUYecTBa (aiyioB Ha IUCKE;

® CYIIECTBEHHOE YMEHBIIIEHUE pa3MepOB CBOOOIHOM ONepaTUBHOM MamsTH;

e yacroe oOpalleHHe K >KeCTKOMY JUCKY (4acTO MHraeT JamIio4yka Ha CHCTEMHOM
0JI0Ke);

e MicrosoftInternetExplorer "3aBucaer" i BeieT cedst HEOKUAAHHBIM 00pa3oM.

B 90% ciy4yaeB HamuuuMe KOCBEHHBIX CHMIITOMOB BBI3BAHO cOOEM B amlmapaTHOM WU
nporpaMMHOM obecnieueHur. HecmoTps Ha TO, 4YTO MOAOOHBIE CHUMIOTOMBI C Majoi
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BEPOSITHOCTBIO CBUJETEIBCTBYIOT O 3apaKEHUH, IIPU UX HOSIBICHUU PEKOMEHYEM BaM IIPOBECTU
IIOJIHYIO IIPOBEPKY BAILIEro KOMIIBIOTEPA.

AHTHBHPYCHbIE IPOrPAMMBbI.

Jnst oOHapyXeHUus, yIOaleHHs M 3allUThl OT KOMIIBIOTEPHBIX BHPYCOB pPa3pabOTaHEI
CIELMAaJbHbIE AHTHUBUPYCHBIE IPOrpaMMBbl. Pa3znu4yaroT creyromue BUAB aHTUBHPYCHBIX
MIPOTPaMM:

IIporpamMMbI-IeTeKTOPBI OCYIICCTBIISIFOT MMOMCK XapaKTEPHOH JUIsl KOHKPETHOT'O BUpPYyCa
CUTHATYpbI B ONlEpaTUBHON NaMSATH U B Qailyiax 1 pu oOHapyKEHHUHU BbIAIOT COOTBETCTBYIONIEE
coobmenue. Henmocrarku: MOryT HaxoAWTh TOJBKO T€ BHUPYChl, KOTOPbIE€ HW3BECTHBI
pa3paboTuuKaM JTOW MPOTPaMMBbI, MOITOMY OBICTPO YCTapeBalOT U TPEOYIOT PErysspHOrO
OOHOBJICHUS.

IIporpamMmMeI-T10KTOpa WK (Pary HE TOIBKO HAXOAT 3apaKEHHBIC BUpycaMu (Daliiibl, HO U
«redar» HX, T.e. YIAJIAIOT U3 (aiiia Teao MporpaMMbl-BUpYyca, Bo3Bpalas ¢ailll B UCXOHOE
COCTOsSIHHE. HOJ’II/I(baFI/I — OpOrpaMMBbI-IOKTOpA, MPEAHASHAYCHHBIC JIA ITOMCKA U YHUYTOXCHUA
OOJBIIIOTO KOTMYECTBA BUPYCOB. HeocTaTku T€ ke, 94TO Uy MPOrpaMM-I€TEKTOPOB.

HpOFpaMMbl-peBPl30pbl OTHOCATCA K CaMbIM HAJICKHBIM CPCJACTBAM 3alllUThHI. PeBI/ISOpI)I
3alIOMHHAIOT UCXOJHOE COCTOSTHUE TPOTPaMM, KaTaJIOTOB U CUCTEMHBIX 00JacTeil JucKa Torja,
KOrJa KOMITBIOTED HE 3apakeH BHPYCOM, a 3aTeM NEPHOJUYECKA WIH TI0 KEITaAHHUIO
MOJIb30BATENsl CPABHHUBAIOT TEKYIEE COCTOSIHME C HMCXOIHBIM. OOHapyKeHHbIE H3MEHEHUS
BBIBOJSTCS Ha SKpaH MOHUTODA.

I[IporpaMMbI-pUIABTPHI WIH «CTOPOXKA» MPEICTABISIIOT COOON HEOONbIINE pPe3UICHTHbIE
MPOrpaMMbl, MpeIHa3HAYeHHbIE JUId OOHApYKEHHUs MOJO3PUTEIBHBIX IEHCTBHI mpu padore
KOMIThIOTEpA, XapaKTePHBIX IS BUPYCOB (MOMBITKA Koppekuuu (ainoB ¢ pacmupenuem EXE
nmu COM, usmenenue arpuOyToB daiina, 3amuch B 3arpy304HbIe CEKTOpa | T.11.). [Ipu mombiTke
KaKoW-I100 MporpaMMbl MPOU3BECTH YKa3aHHbBIE JIEHCTBUS «CTOPOXK» IMOCBUIAET MOJIb30BATEIIO
cooOleHne M MpesiaraeT 3alpeTUTh WIM pPa3pelIuTh COOTBETCTBYIOLIEE JAEHCTBUE. ITHU
MIPOrpaMMbl CIIOCOOHBI OOHAPYKUTh BUPYC HAa caMOW paHHEW CTaJluu ero CyIleCTBOBAaHUS JI0
pasMHOkeHus. OHaKo OHM He jedaT dailia u nucku. i yHHUUTOXKEHUs BUpyca TpedyeTcs
MPUMEHHUTD JPYTHe MPOrPAMMBI.

BakuuHbl WM MMMYHHM3AaTOPbl 3TO PE3UJCHTHBIE MPOrpaMMBI, MPEAOTBPAILAIOIINE
3apakeHue (ailioB. BaklMHBI TPUMEHSIOT, €CIM OTCYTCTBYIOT IMPOrPaMMBI-IOKTOpA, Jieyallne
3TOT BHUpyC. BakiuHaius Bo3MOXKHA TOJIBKO OT M3BECTHBIX BHpPYCOB. Bakiuna moauduuupyer
MPOrpaMMy MJIH JUCK TaKUM 00pa3oM, 4TOOBI 3TO HE OTpaXkajloch Ha UX pabote, a BUpycC OyaeT
BOCIPUHMMATh HMX 3apaKEHHBIMH U T1O3TOMY He BHeIpurcs. HmerT orpanndeHHoe
MIPUMEHEHHE.

Ilopsiaok BbINOTHEHHUSI PpA0OTHI

1. BcraBbTe OUCK B AUCKOBO/I.

2. 3amycTuTe WUMEIONIYIOCS Y Bac aHTUBUPYCHYI mporpammy, Hampumep AVP
Kacnepckoro.

3. 3Bamaiite 0o0macTh MPOBEPKU —, PEKUM MPOBEPKH — JICUCHUE 3apaKEHHBIX (ailioB U
Ha)XMUTe KHOTIKY [IpoBepHTh.

4. OOpatuTe BHUMAHUE HAa HMHAWKATOp TMpoliecca CKaHWpoBaHus. Eciam aHTUBHpYCHas
mporpaMma oOHapy»KHJIa BUPYCHI U TIpOM3Bena JiedeHue (HaiaoB (UTO BUAHO B OTYETE O
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CKaHMPOBAHUM), 3aIIyCTUTE MPOIIECC CKAHUPOBAHUS JTUCKETHI €lle pa3 U yOeauTech, uTo
BCE BUPYCHI YIaJICHBI.
5. CocTtaBbTe OTYET O MPOAETAHHOMN paboTe, ONMUCAB KaX/IbIi TyHKT BHIIIOJHEHUS 3a/1aHHsL.
6. BrInmoaHHUTE HOMOJIHUTEIBHBIC 3aaHUS.
7. 3anumTe OTBETHI HA KOHTPOJBHBIEC BOIIPOCH B TETPAh IS Ja00OpaTOPHBIX padoT.
3armycTuTe MMEIOIIYIOCS y BaC aHTHBHPYCHYIO IPOTPaMMy W MPOBEPHTE HAIMYHE BHPYCOB Ha
nokanbHOM aucke C:.

®opma npeacTaBiIeHus pe3yJabTara
Ot4er o mabopatopHO# pabore
KoHTpoabHbIE BONPOCHI

1. Yto Takoe KOMIBIOTEPHBIN BUPYC?

N

Ha xakwe Tumel pa3fensioT KOMIBIOTEPHBIE BUPYCHl B Pa3UYHBIX BHJIAX
Kjaccupukanum?

Uem oTIIMUAIOTCS MAKPOBUPYCHI OT OOBIYHBIX 3arPy30UHBIX BUPYCOB?

KakoBbI OCHOBHBIE ITyTH TPOHUKHOBEHUSI BUPYCOB B KOMITBIOTEP?

[To xakuM TpU3HAKaM MOXKHO CYJUTh O TOPAKEHUN KOMITbIOTEpa BUPYCOM?
Kaxue TuIbl aHTUBUPYCHBIX TIPOTPAMM BaM W3BECTHBI?

KaxoBbl HazHaueHnue u ocHoBHBIEC (pyHKIIMN AHTHBHpYCca Kacnepckoro Personal?

N O

Kak mnposeputs CD-muck WM AHMCKETY Ha HaJIUM4YME BUPYCa C IOMOUIBIO
nporpaMmMsl AuTuBHpYyC Kacnepckoro?

9. B kakom daiine comepkutcs HHPOPMALUS O 3apPAKCHHBIX M BBUICYCHHBIX

o0BekTax?
10. Tlepeuncnute npoduakTHIECKUE MEPHI ISl O0PHOBI C 3apaKEHUEM BUPYCaMHU.
Kpurepun oueHku:

Ounenka «5» cTaBUTCSA, €ClI y4allluiics BBINOJIHSAET paboTy B MOJHOM 0O0BbEME C COOIIOICHIEM
HEO0OXOMMOM TOCIEI0BATENbHOCTH MPOBEJACHHS OMBITOB M W3MEPEHHUH; CaMOCTOSITENBbHO U
paloHaIbHO MOHTHPYET HE0O0XoauMoe 0o0OpyAOBaHUE; BCE OMBITHI MPOBOJUT B YCIOBHUSIX U
pexuMax, 00ecreyrBarONINX IOJTyYeHHE MPAaBWIbHBIX PE3YyJIbTAaTOB M BBIBOJOB; COOIIOAAET
TpeOoBaHUsl MpaBUJl OE30MACHOCTH TPYJa; B OTYETE MPABHIIBHO M aKKypaTHO BBIMOJHSIET BCE
3anMcy, TaONHIIbl, PUCYHKH, YePTEXH, TpaduKy, BBIUMCICHUS;, MIPABIIBHO BBIOJHSAET aHANU3
MOTPEITHOCTEN.

Ouenka «4» CTaBUTCS, €CIIM BBIIIOJIHEHBI TPEOOBAHUS K OIIEHKE «5» , HO ObLIO JOMYIICHO JBA -
TpH HeJloueTa, He 6ojiee 0HON HerpyOoil oImMOKU U OTHOTO HeI0uETa.

Ouemca «3» CTaBHUTCA, cClin pa60Ta BBITIOJIHCHA HC IIOJIHOCTBIO, HO 00BeEM
BBIIIOJIHEHHOM 4YacTH TAaKOB, TIO3BOJIACT IIOJYYUTb [IPABHUIIBHBIC PE3YJIbTATbl W BBIBOJbI:
CCJIM B XOJC ITPOBCACHHA OIIbITa U I/ISMepeHI/Iﬁ ObLIH AOITYIICHbI OILIMOKH.

Ouemca «2» CTaBHTCA, €Clin pa60Ta BBITIOJIHCHA HC INOJIHOCTBIO u 00BeM
BBIIIOJITHEHHOM YacTH pa60TBI HC TIO3BOJISICT CHACIATH IIPABUJIBHBIX BBIBOAOB: €CJIHU OIIBITHI,
HU3MEPCHUS, BBIYHCIICHU, Ha6J'IIO,Z[eHI/I$I ITPOU3BOAUIIMCH HEIIPABUJIBHO.
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JlaGopaTopnas padora Ne3,4,5
YcranoBka U HacTpoiika anTuBHpyca. HacTpoiika 00HOB/IeHHI ¢ TOMOLIBIO 3epKaja

Ilesb: HAy4YUTHCS YCTAHABIMBATH, HACTPAUBATh AHTUBUPYCHBIE IIPOrPAMMBI.
Boinosinus padorty, Bel Oyaere:
ymembv:

- VYcranaBnuBarh antuBUpycHoe 110
HacrpauBate AHTHBUDYC

MaTepI/IaJILHOC 06ecneqelme:
I1O: MS Windows 7, MS Office, NOD32, VirtualBox

Teopernueckoe 000cHOBaHNE
AHTHBUPYCHBIE TIPOrPaMMBbI - 3TO HMPOTPaMMBI, OCHOBHOM 3aJa4eil KOTOPBIX SIBIIAETCS
3alUTa UIMEHHO OT BUPYCOB, WIM TOYHEE, OT BPEJOHOCHBIX IIPOrpaMM.

MeToapl ¥ NPUHLMIIBI 3AIIUTHl TEOPETUYECKH HE HMMEIOT OCOOOro 3HAY€HHs, TJIaBHOE
4yTOOBl OHM OBLIM HampaBjeHbl Ha O00pbOy C BpemoHOCHbIMHU mporpammamu. Ho Ha mpakTuke
JIe5I0 0OCTOUT HECKOJIbKO MHaue: MPAaKTUYECKH JIt00asi aHTUBUPYCHAs porpamma oO0beANHSET B
pa3HbIX MPOIMOPLHUAX BCE TEXHOJOTHM U METOAbl 3alllUThl OT BHPYCOB, CO3JAHHBIE K
CETOAHSIIIHEMY JIHIO.

W3 Bcex MeTOI0B aHTUBUPYCHOM 3aIIUThl MOXHO BBIACTUTH IBE€ OCHOBHBIE TPYIIIIHIL:

CurhHatypHble MeTOAbI - TOYHbIE METOAbl OOHApYXEHHsS] BUPYCOB, OCHOBAHHBIE Ha
cpaBHeHUH (paiiyia ¢ U3BECTHBIMH 00pa3IlaMyi BUPYCOB

JBpHCTHYECKHE MeTOAbl - TPUOIU3UTEIbHBIE METOJAbl OOHApYXEHHUsS, KOTOpbIE
MO3BOJISIFOT C OMPEEIEHHON BEPOSITHOCTHIO MPEAIONI0KUTD, UTO (ailsl 3apakeH

ITopsinok BbINMOJTHEHHSI PadOTHI
VYcranoBka antuBupyca ESET NOD32

1. 3amyctute yctaHoBouHBIM (pakin. Dain ycTaHOBKM uUMeeT BHJ ess nt32.msi.
[Ipennaraercs ABa THIa yCTAHOBKH C Pa3HbIM yKa3zaHUEM MOJPOOHOCTEH 00 ycTaHOBKeE:

e OOBIYHAS YCTaHOBKa

® JI0JIb30BATCJIbCKAsA YCTaHOBKaA

OOblyHasi yCTaHOBKa PEKOMEHAYEeTCsl JUIsl  [OJIb30BaTeleil, MpeArnoYUTAIONINX
ycranoBuTh ESET SmartSecurity co cranmaptHeiMu mapameTpamu. CTaHIapTHBIE
napaMeTpsl M0 YMOJIYaHUIO OOECTIEYMBAIOT HAUBBICIIYIO CTETEHb OE30MaCHOCTH. DTOT
BapUAHT PEKOMEHYETCS IS MOJIb30BaTENIeH, KOTOPhIE HE XOTST BBIMOJIHATH MOJAPOOHYIO
HACTPOMKY MpOTrpaMMBbl BPYyUHYIO.

I[J'IH YCTAaHOBKHU O3HAKOMBTECH C YCIOBHUAMHU JIMIICH3UOHHOI'O COIJIAIICHUA U BBI6epI/ITe
«A MNpHUHUMAI0 YCJIOBHSA JIMOCH3UOHHOI'O COTJIAIIICHUA», €CJIN Bbl COINIACHBI C HUMMU.

2. Ha CJICAYIOUICM IIare yCTaHOBKHU NPCJIaracTcss BBECTU UMA IOJIb30BATCIIA U I1apOJIb,
HeO6XOI[I/IMLIe UL MMOJIYYCHUSA  aBTOMATHYCCKHUX OOHOBJICHUH IIporpaMMmal. B
COOTBCTCTBYIOIIUX ITOJIAX BBECAUTC CBOU UM IMOJIB30BATCIIA U IIAPOJIb, TO €CTh TC CaAMbIC
JaHHBIC, KOTOPLIC ObLIH MOJIYYCHBI IIpU HpI/IO6pCTeHI/II/I WM perucTpanuu mnporpaMmal.
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Ecin wuMsa monbp3oBaTenss W Mapoib elle HEM3BECTHBI, BBIOEpUTE «YCTAHOBUTH
napaMeTpbl OOHOBIICHHS TTO3KE».

3. Crenyroummm MIaroM SBIISICTCSI HACTPOWKA CHUCTEMBI CBOCBPEMEHHOTO OOHApYKEHUS
ThreatSense.Net. ~ Cucrema  cBoeBpeMeHHOro  oOHapyxkenus  ThreatSense.Net
MpeaHa3HaueHa JIsi CBOCBPEMEHHOTO M TOCTOSHHOTO HH()OPMUPOBAHHS KOMITAHUH
ESET o nosiBaennu HOBBIX yrpo3. OHa MO3BOJIIET OBICTPO pearupoBaTh M 3alUIIATh
nonp3oBarenei. Cucrema mpeaycMaTpuBacT nepefady o0pas3ioB 3I0HAMEPEHHOTO KOAa
B naboparoputo ESET. Tam oHu aHamm3upyroTcs, o0padaThIBalOTCS W JIOOABISIOTCS B
0a3bl JaHHBIX CUTHATYP BHPYCOB.

JUia  akTUBM3aUMK A3TOW (QYHKUIMM YCTaHOBUTE (Quaxok «BKIOYUTH cHCTEMY
CBOEBPEMEHHOIO  OOHapyxeHus». a1  u3MeHeHus  mapamMeTpoB  Ieperadu
M0/I03PUTENBHBIX (PalIOB HAXKMUTE «J{ONOTHUTEIbHBIE HACTPOUKID.

4. CnemyrooluM IIaroM YCTAaHOBKHM SIBJIIETCS HACTPOMKA 3alIUThl OT IMOTEHIMAIBLHO
HEeXeJIaTeIbHOI0 MpOorpaMMHOro obecriedeHus. BriOepure «BximounTh oOHapyxkeHUE
MOTeHIMATBHO HexenareabHoro [10», uro0sl paspemnts o0HapyxeHue cuctemont ESET
SmartSecurity Takoro Tumna yrpo3. PekoMeHyeTcs BKIIOUUTD 3Ty (QYHKIHIO.

5. TlocnennuM marom OOBIYHOM YCTAHOBKHU SIBJISIETCS MOATBEPKICHHE YCTaHOBKHU. [lis
3TOr0 HAXKMHUTE KHOIKY «Y CTAaHOBUTHY.

Ecnu B cucteme yxe ycranosnena nporpamma ESET SmartSecurity, mactep ycTaHOBKH
MIPEIOKUT YAATUTH ee. Beidepute «Y mamuThy», el HyKHO yaanuTh nporpammy ESET
SmartSecurity ¢ kommbroTepa.

OO0OHOBJIEHHE TPOTPAMMBI

Perynsipuble 0OHOBJIEHHS CHCTEMBI SBIISIOTCS OCHOBOM AJisi 00eCreYeHusT MaKCUMAaJIbHO
BO3MOXKHOT'O YPOBHSI 0€30MacHOCTH, KOTOPBIM mpemocTtaBisiercs mporpammorr ESET
SmartSecurity. Moaynb OOHOBICHHS TpeAHA3HAYEH [UISl TIOJYUYEHHUS PETYISPHBIX
0oOHOBJIEHUH MTporpaMMsbl. [Ipu 3ToM 0OHOBISIOTCS Kak 0a3bl JaHHBIX CUTHATYP BUPYCOB,
TaK U KOMIIOHEHTHI cucTeMbl. [Iporiecc 0OHOBIEHHSI MOXKHO 3alMyCTUTh HEMEIJICHHO C
nomoiesio pyHkuun «OOHOBUTH 0a3y NaHHBIX CHUTHaTyp BUpPYcoB». Kpome Toro, tam
PacrojoKeHbl OCHOBHBIE MapaMeTpbl OOHOBJICHUS, HANpUMEp WM IOJIb30BATENsl U
MapoJib i JA0cTyna K cepBepaM oOHoBieHuid komnanuu ESET. MMs nonb3oBatens u
naposib npenoctapistorcs komnanueidr ESET mocnme mpuoOperenuss mporpammbl ESET
SmartSecurity.

Hactpoiika

Hacrpoliika BkitoyaeT B ce0si TpH ITyHKTA:
e AHTHUBHpYC;
e [lepconanbHblil (aiiepBo;

e AyTHcmam.

Cam IIYHKT «HE&TpOﬁK&» MOKAa3bIBACT COCTOSAHHUC 3alllUTBI OT BUPYCOB U IIIMHOHCKUX
nporpamMmm, COCATOHHEC MEPCOHAJIBHOT'O (I)aﬁepBOHa)), a TaKKC MOAYJIA 3allIMTHI ITPOrpaMM.
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HaubonpIias cTenenp 3alIUThl TAPAHTUPYETCS, KOT/a BKIIOYEHBI BCE ITYHKTHI.
Ilepconanbublii ¢aiiepBoa — 3TO yCTpPOHCTBO, BHINONHAOLICE (YHKIHUU JpaiiBepa
CeTeBOT0 Tpaduka M yNpaBAIONIee B3aUMOJCHCTBUEM B paMKax JIOKAJIbHOH CETH WU
Wntepnera. [Ipu momormm 3apaHee omnpeAeiICHHBIX MpaBuil (GailepBoi aHATU3UPYET ITO
B3aUMOJICHICTBME W NPUHHUMAET pELIEHHWE O €ro paspemieHuu wim 3amnpere. Camas
ocHoBHas (yHKIMs (aiiepBosia — 3alIMTa YaCTHBIX CET€H WM KOMIIBIOTEPOB OT
BTOP>KEHUS CO CTOPOHBI IIOTEHIIMAIIBHO ONACHBIX BHEIIHUX CETEW M KOMIIBIOTEPOB.
JloCTynHBI TpU OTAETBHBIX pexuMa padoTel (aiiepBona. UTOOBI M3MEHUTH MOBEICHHE
¢aiiepBona, BBIOCpUTE HYXKHBIM pexuM GuiabTpanuu. Jlis W3MEHEHUs pekKuMa
(uIbTpaluy BBINOJIHUTE CIEAYIOMNE JEHCTBUS:

1. Ilepexntounteck B «PacinpeHHBIN PEKUMY», HIEIKHYB MIEPEKII0YaTeNb paCIIUPEHHOTO
peXHrMa B HUYKHEM JIEBOM YIUIy WM HaxkaB coderanue kiasuil CTRLAM.

2. Beibepute «Hactpoiika» - «IlepcoHanbHblil (paiiepBosi», a 3aTeM IIEIKHUTE MyHKT
«PacmmpenHas HacTpoWKa MepCOHAIBHOTO (aiiepBosia...»» B HIWKHEW YacTH TJIAaBHOTO
OKHa IPOTPaMMBI.
3. OtTkpoercsi OKHO pAacIIMPEHHOM HAcTpoWku. B pacmonoxkxeHHoM crpaBa
packpbIBaroIeMcs MeHI0 «PexxuM GriIbTpanum» BeIOCpUTE HYKHBIH PSKAM (DUITHTPAIHH
1 HAXMUTE KHONKY «OK».
Ils1aHupoOBIIUK 32124
Jis Toro urtoOBl cO3/aTh HOBYIO 3ajadyy B IUIQHUPOBIIMKE, HAXKMUTE KHOMKY
«J100aBUTH» WIJIM MICIKHUTE MPAaBOW KHOMKOW MBIIIN U BhIOEpUTE KOMaHAY «J00aBUTHY»
B KOHTEKCTHOM MEHIO. JIoCTyHBI ISATh TUIIOB 3ajau:
e 3amycK BHEIIHEro MPUIOKEHHUS,
e OOcmyXMBaHUE KypHAJIa;
e [IIpoepka (aiioB, UCIIOIHAEMBIX MIPH 3aITYyCKE CUCTEMBI;
e (CkaHUpOBaHHE KOMIIBIOTEpA 110 TPEOOBAHUIO;
e (OOHOBIEHUE.
3epkaJio 00HOBJIEHUI
ESET EndpointAntivirus gaeT BO3MOKHOCTb CO3/1aBaTh KOMHUH (DailyIoB OOHOBJICHUH, KOTOPHIC
MOTYT HCIIOJIb30BaThCs Ui OOHOBJIEHUS APYrux pabouux craHiuil B cetu. Mcmonb3oBaHue
3epkana (konuu (aiiioB OOHOBICHMI B JIOKATHHON CETH) MO3BOJSET M30€XKATh 3arpy3KH OJHUX
U TeX ke OOHOBJICHUU C cepBepa MPOU3BOIMUTENS BCEMHU paboynMMu cTaHIusMU. OOHOBIEHUS
3arpy»aroTcsi Ha JIOKaJIbHBII cepBep 3epKajia, a 3aTeM PacIHpOCTPaHAIOTCA Ha paboyue CTaHIIHH.
D10 mo3BosLeT U30ekaTh nepepacxona tpaduka. OOHOBICHHE KIUEHTCKUX pabOYUX CTAHIIMMA C
3epKaja ONTUMU3UPYET TpaUK B CETU U COKpamiaeT 00beM NoTpedasieMoro HHTEpHET-TpaduKa.

HacTtpouTh noxanbHBIN cepBep 3epKaia MOXHO B pACIIMPEHHBIX MapaMeTpax B paszelne
Oo6noBnenne. YtoObl mmomacTb B OSTOT pas3fen, Haxmure KiaBumy F5 (oTkpoercs MeHIo
«Pacmupennble mapaMmeTpbl»), mienkHute OOHoBneHue > Ilpodunu u pa3BepHUTE HIEMEHT
3epkano 0OHOBIEHUH.
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UYroObl co3/1aTh 3€pKAI0 HA KIMEHTCKOM paboueil craHmmu, ycranoBure ¢uaxok Co3naTh
3epkasio oOHoBiieHUs. [locime 3TOro CraHyT MOCTYNHBIMH JApPYTHE€ MapaMeTpbl HACTPOWKHU
3epKaJia, Takue Kak croco0 joctymna K (aitinam oOHOBJICHUH U ITyTh K (aiiiam 3epkaia.

HocTtyn Kk ¢aitjiaMm 00HOBJIEHUS

Brxmounte HTTP-cepBep. Ecnmm 3ToT mapamerp aktuBupoBaH, (aiinbl OOHOBIEHUH OymyT
noctymHbl 1o nmpoTtokosry HTTP 6e3 HeoOxoauMocTH yKa3blBaTh YUETHBIC JIAHHBIE.

CrniocoOsI TocTyTa K cepBepy 3epKajia IeTalbHO ONHcaHbl B ctathe OOHOBIEHHE ¢ 3epKana. EcTh
7IBA OCHOBHBIX cCroco0a JJoCTyma K 3epKaly: manmka c QaiiiaMd OOHOBJICHHUH MOXKET
HCIIOJIB30BATHCA KaK O6HIa$I CCTCBAA IallKka WKW KIIMCHTBI MOT'YT MOJYUYUTh AOCTYII K 3CPKAJy Ha
HTTP-cepgepe.

[Tanka, mpenHasHavyeHHas A1 XpaHeHHs ¢alaoB OOHOBJIEHUW I 3€pKajia, YKa3bIBAeTCS B
paznene Ilamka nns xpaHeHust konuil ¢aitnoB. YToObl BeIOpaTh APYryr0 NHamnky, MIEIKHUTE
OuuctuTh Ui yHoaleHus TnpensapuTenbHo 3amanHoi mnamku C:\ProgramData\ESET\ESET
EndpointAntivirus\mirror, a 3arem reikaute V3MeHHUTH Ui BBIOOpA MANKH Ha JIOKAIBHOM
KOMIIbIOTEpe WM oO0IIei cereBod manku. Ecim nis yka3aHHOM Manmky Hy)KHA aBTOpH3alMs,
JaHHbIE ayTeHTU(PHUKAIUU JOJLKHBI ObITh yKa3aHbl B noisx Mms nonb3osarens u [apons. Ecnu
BbIOpaHHAas Manka Ha3HAuYEHUsl pacrojiokeHa Ha CETEBOM JIMCKE KOMITbIOTEpa MO/ YIIPaBIEHUEM
OC Windows NT/2000/XP, ykazaHHble UMS MOJb30BATENs U MapoJb JOJKHBI MPUHAJIEKATh
I0JIB30BATENIO C IpaBaMH Ha 3alKCh B yKa3aHHYIO Nanky. MIMs nonb3oBaTesns U napoib cleayeT
BBOaUTh B dopmare [{omen/Ilonp3oBarens wim Padodas rpymma/llons3oBatens. He 3a0yapTe
BBECTHU COOTBETCTBYIOIIHNE MAPOIH.

®opMma npeacTaBiieHUs pe3yJbTara

Otyer o gpabopaTopHOM paboTe coaepXkKallii OCHOBHBIE OKHAa HACTPOCHHOMU

AHTUBUPYCHOM MPOrpaMMBbI

KoHTpoJibHBIE BOIPOCHI

1. B kakux cinyyasx NPUMEHSIOT CHEIHATU3UPOBAHHBIE MPOTPaMMbl 3aLIUTHl OT
KOMIIBIOTEPHBIX BUPYCOB?
2. .Ha xakue BUIBI MOXKHO MOJAPA3JEIUTh MPOrPAMMBbI 3aIIUTHI OT KOMITBIOTEPHBIX

BUPYCOB?
Kak neiicTByr0T mporpaMmbl-1€TEKTOPbI?
UTo Ha3bIBAETCA CUTHATYPOM?
Bcerna nu nerektop pacrno3HaeT 3apakeHHYIO Iporpammy?
KakoB mpuHmum pgeldcTBUS  MPOrpaMM-pEBU30POB,  MPOrpaMM-(UIbTPOB,
nporpaMM-BakiuH?

o ks w

7. Kak BBINISAUT MHOTOYPOBHEBAs 3alllUTa OT KOMIIBIOTEPHBIX BUPYCOB C IIOMOLIbIO
aQHTUBHUPYCHBIX Iporpamm?
8. Ilepeuncnure Mepbl 3aUTH HHOOPMAIMK OT KOMIIbIOTEPHBIX BUPYCOB.
9. KakoBbI cOBpeMEeHHbIE TEXHOJIOTUU AaHTUBUPYCHOM 3alUThI?
Kpurepun onenkn:

Onenka «5» cTaBUTCS, €CIU yYallUiics BBIOJHAET pabOTy B MOJHOM 0O0beMeE ¢ COOJIIOJCHUEM
HEOOXOMMON TOCIIE0BATEIbHOCTH MPOBEIEHHUS OIBITOB UM H3MEPEHUH; CaMOCTOSATENIBHO H
panMoHaIbHO MOHTUPYET HEe0o0XO0AMMOe 000pyJI0BaHME; BCE OMBITHI MPOBOAUT B YCIOBUSAX H
pexuMax, 00ecreyuBalOIIUX TMOJTy4YeHUE NPaBMWIIBHBIX PE3YJIbTaTOB M BBIBOJIOB; COOJIOJAET
TpeOOBaHUs MpaBWJl OE30MACHOCTH TPYyJa; B OTYETE NMPABWJIBHO M aKKYpPaTHO BBINOJHSET BCE
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3amucH, TaONUIbl, PUCYHKH, YEPTEXH, rpa(UKH, BHIYUCICHHUS; MPABHJILHO BBITOIHSICT aHAIU3
IIOIPEIIHOCTEN.

OueHka «4» CTaBUTCS, €CIIU BBIMOJIHEHBI TPEOOBAHUS K OILEHKE «5» , HO ObLIO JOMYIIEHO JIBa -
TpH HeJoueTa, He 0oJiee OHON HerpyOoil OMMOKK U OTHOTO HEIOUETA.

Onenka «3» craBuTCcs, ecid paboTa BBHINOJIHEHA HE  IOJHOCTbIO, HO 00beM
BBITIOJTHEHHOM YacTH TaKOB, IO3BOJISET TMOJYYUTh TMPABWIbHBIC DPE3YJbTaThl U BBIBOJIBI:
€CJIM B XO/I€ TTPOBEJICHHUS OIbITa U U3MEPEHUHN ObUIH JIOMYIIEHBI OMIMOKH.

Ouenka «2» craBUTCS, €ciM paboTa BBINOJHEHA HE TOJHOCTbIO W 00BeM
BBITIOJTHEHHOM YacTU paboThl HE TMO3BOJISIET ClielaTh MPABWIBHBIX BBIBOJIOB: €CJIH OIIBITHI,
W3MEPEHUS, BEIUUCIICHHU S, HAOIIOICHHS TIPOU3BOIUIINCH HETIPABUITLHO.
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Jlaboparopnasi padora Ne6,7
Hacrtpoiika notuTukn 6e301acHOCTH

Henab: npuobpereHne o0y4aeMbIMU HEOOXOIUMOTO O0BEMA 3HAHMA W TPAKTHYECKUX
HABBIKOB B O0JIACTH MOJUTHKH O€30MaCHOCTH.

Bbinosinus paéory, Bel Oyaere:

ymembp:

- Hacrpauath nomutuku 6ezonacaoctu Windows

- Hacrpausath napamerpsl 6e3onacuoctu Windows

MaTepI/IaJILHOC 06ecneqelme:
I1O: MS Windows 7, MS Office, VirtualBox

Teopernyeckoe 000CHOBaHUE
IMonuTHka 6e30MaCHOCTH, PaBa MoJb30BaTeJei.

[TosmTrka 0E30MaCHOCTH CUCTEMBI SIBJISICTCS OJHOW W3 BAXKHEUIITMX CO-CTABJISIFOIINX B
obOecrieueHNM HaIeXHOM U 3amunieHHo pabdoter Windows XP. Hacrtpoiika mnomautuku
Oe3zomacHOCTH  ocyliecTBisiercss B mporpamme  LocalSecuritySettings:  ITyck\[lanens
yrpasieHus\A qmuaucTpupoBanue\JlokanpHass monuTHKa —Oe3zomacHoctH\Hasnauenue rmpas
MOJTH30BATEIS

[Tocne 3amycka mporpamMmMbl Ha3zHadeHne TipaB MMoJib30BaTesisl OSBUTCS OKHO JIOKaTbHBIC
napameTpsl 0€30MacHOCTH

OcHOBHBIE NYHKTHI NOJUTHKH 0€30IIACHOCTH.

1. Ilynxt JlocTym K KOMIBIOTEPY U3 CETH — OMPEeNseT, Kakhue UMEHHO MOJIb30BaTeIN
U TPYMIbI MOJb-30BaTENe MOTYT IMOJy4aTh JAOCTYI K JAaHHOMY KOMIIBIOTEPY IO
KOMIIBIOTEPHON ce-TH. Eciin KOMIOBIOTEP HE MOAKIIOYEH K JIOKAJIBHOM CETH,
PEKOMEHIyeTCsl 3alPeTUTh JOCTYM IMOJIb30BaTeNe N3BHE, 3TO MO3BOIUT U30€kKaTh
aTak B3JIOMILHMKOB U UX IPOHUKHOBEHUE B cUCTEMY Ipu padore B MHTepHeTe.

2. Ilynktr PazpemaTs BXOJ B CHUCTEeMYy uepe3 CIyKO0y TEpMUHAIOB SBIIAETCS
aQHAJIOTMYHBIM TPEABLAYIIEMY, HO BXOJI ITOJIb30BaTeNIel B CUCTEMY OCYIIECTBIISIETCS
B KauecTBEe KIMEHTOB TepMHUHal-cepBepa. Eciin maHHBII cepBUC HE HCIONB3YeTCH,
TO PEKOMEHJyeTCS aHAJIOTMYHBIM METO-IOM 3allPpeTUTh BXOJ B CHUCTEMY BCeX
oJib30Bareneil, yopaB X U3 3HAUECHHUS JAHHOTO IMyHKTa KaK KIMEHTOB TEPMHHAI -
cepeepa. B ciywae HeoOXOAMMOCTHM BcerJa MOXKHO JO0aBUTh  HY>KHBIX
MOJIb30BATENel M UX TPYIIIHI IpU MOMOLIM KHOMNKHU Jl00aBUTH MOJIb30BATENS WU
rpyniy

3. Ilynkr V3MeHeHHUE CHUCTEMHOI'O BpPEMEHH, MO3BOJIIOIIUN IOJIH30BATEISM,
MEPEYUCIICHHBIM B HEM, MEHATh CHUCTEMHOE BpeMs, a TakkKe IMPOCMaTpUBATh
KalleHaph, MOSBISAIONIMICA HAa DJKpaHe MPH ABOWHOM IIETYKE MO TEeKyIeMy
BpEMEHU Ha MaHenu 3aaad. [lo yMonuaHuio JaHHOW BO3MOXKHOCTHIO OOBIYHBIC
MOJIb30BaTeNIM HE CMOTYT BOCHOJb30BaThCs. sl pasperneHusi Moiab30BaTeNsIM
BBITIOJIHATh TaKoe JEHCTBUE CJeNyeT WX BHECTH B CIHCOK JAHHOTO IyHKTa
MOJIUTUKA O€30MacHOCTH MpHU TMOMOIIM KHOMKH J]00aBUTH mMOIb30BaTENss WU
rpyniry

4. Tlyskt Otnaaka mporpaMm IMO3BOJISIET yKa3aTh MOJIb30BaTENel, KOTOPbIE CMOTYT
MOJICOeIMHATh CBOM OTIAAYUK K MpOIleccaM U MPOU3BOAUTH UX oTianaky. Criemnyer
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10.

11.

12.

13.

BKJIFOYATh B 3TOT MYHKT TOJIBKO T€X MOJIb30BaTeIel, KOTOPBIM 3TO JEHCTBU-TEIBHO
HYXHO, HAPUMEP, CUCTEMHBIA aJIMUHU-CTPATOP U CUCTEMHbIE MporpaMMucTsl. He
clielyeT AaBaTh 3TO MPABO JIPYTUM IOJIb30BATEISIM, TaK KaK 3TOH BO3MOXHOCTHIO
MOT'YT BOCIOJB30BAThCSI BUPYCHI JUISI 3apa)K€HUs CHCTEMbI, 3alyII€HHbIE MOJ]
OJIHOM M3 MOJIb30BATENbCKUX 3aMIUCEH, NMEIOLIEH TPaBo Ha OTJIAIKY HPOIECCOB.
[Tynkr OTka3 B H0OCTyme K KOMIIBIOTEPY M3 CETH COJEPIKHUT IMOJIb30BaTENEH U UX
TPYIIbBI, KOTOPBIM 3alpelleH BXOJ B CHUCTEMY MO KOMIIbIOTEpHOU ceTu. [lpwu
HEO0OXOIMMOCTH MOXHO JTOOABHTH IOJIb30BaTENICH, KOTOPHIM 3aIPEIIeH JTOCTYI K
KOMITBIOTEPY € MOMOIIbI0 KHONKH J[00aBUTH MOIB30BATENS UM TPYIIITY

[Iyakr OTKIOHUTBH JIOKAJBHBIA BXOJ COACPXKUT TMOJB30BaTelied M WX TPYIIIIHI,
KO-TOPBIM 3amlpelleH JOKaIbHBIM BXOJ B cuctemy. [Ipm HE0OXOIUMOCTH MOXKHO
n00aBHUTH TMOJIH30BATENICH, KOTOPHIM 3aIPEIICH JOCTYN K KOMIBIOTEPY C TTOMOIIBIO
KHOMKHU J|00aBUTH MOJTB30BATENS UITH TPYIIITY

[Iynkr 3anpetuTh BXOJI uyepe3 ClyXOy TEpMUHAIOB TaKXKe COACPKHUT
MOJIh30BaTENIEH U UX TPYMIBI, KOTOPHIM 3alpelieH BXO/J B CHCTEMY KakK KJIHEHTOB
TepMHHaN-cepBepa. [lpu HeoOXoaMMOCTH MOXHO J00aBUTH IOJIb30BATENEH,
KOTOPBIM 3ampelieH J0CTyIl K KOMIBIOTEPY € TOMOINbI0 KHOMKU JloOaBHTH
TIOJTH30BATEISl WM TPYTIITY

[Tynkr IlpuHynuTensHOE yIaleHHOE 3aBEpIICHUE SBJISETCS OYEHb BAKHBIM B
HaCTPOMKE JIOKAJTbHON MOJTUTHKA O€30MacHOCTH, TaK KaK €CJIM €ro He HACTPOUTH
COOTBETCTBYIOIIIUM 00pa3oM, TO CHCTEMa MOXET TMOJy4YUTh KOMaHJy Ha
BBIKJIIOUEHHE WIIM Tepe3arpy3ky OT YJaJeHHO Nojb3oBatens. [losToMy B 1aHHOM
MyHKTE CJIEAYeT YKa3bIBaTh TOJIBKO I10JIb30BATENEH, KOTOPHIM JEHCTBUTEIHHO
MOXKET MOTPeOOBaThCSA C MAIINH, HAXOSIIMXCS B JOKallb-HOW CETH, BBIKIIOUUTH
WJIM Tepe3ayCTUTh CUCTEMY.

[TynkT 3arpy3ka W BbITpy3Ka JIpaliBEpOB yCTPOMCTB MO3BOJSAET yKa3aTh, KTO U3
MOJIb30BaTeNeil MOXKET JAMHAMUYECKH YCTaHABIMBATh U BBITPYKaThb JApaiiBepa
YCTPOMCTB. DTO MpaBO HEOOXOAUMO JUIsi YCTAaHOBKH JIpaiiBEpOB YCTPOMWCTB,
nMeromux crnemudukanuio PlugandPlay.

[TynkT JIoKanpHBIN BXOA B CUCTEMY SBIISICTCSI OUEHBb BaXKHBIM U ONPEEIIAET, KaKue
MI0JIB30BATEN U UX TPYIIIBI MOTYT JIOKAIBHO BXOJUTh B CUCTEMY.

[IynkT YmpaBieHue ayAuTOM U )KypHAJIOM O€30MacHOCTH OTHOCUTCS] K MEXaHU3MY
ayuTa CHUCTEMbl M ONpEeNseT, KaKkhe IOJb30BaTeNM W UX TPYHIbl MOTYT
yCTa-HaBJIMBaTh ayJUT JIOCTyINa K ONpeAeTeHHbIM OOBEKTaM, TaKUM Kak (ailibl,
KItoun peectpa u np. [lo yMmonyanuio B JTaHHOM MYHKTE MEPEYUCIICHA JIUIIb OJHA
rpynmna JIOKaIbHBIX CUCTEMHBIX aIMUHUCTPATOPOB.

[Tynkt 3MeHeHue napaMeTpoB cpeibl 000pyA0BaHUs ONPEEIISeT MOIb30BaTeNe,
KoTopeie OynyT umerh mnpaBo B Windows XP MeHSTh 3Hau€HUS CHUCTEMHBIX
nepeMeHHbIX. [l0 ymMoiyaHMI0O Ha 3TO HMMEIOT NIPaBO TOJBKO IOJIB30BATENH,
MpU-HAAJIEXKAIIUE JOKAJIbHOU TpyIIe aAMUHUCTPATOPOB.

[Iynkr 3amyck omepanuii 1o OOCHYXKHMBAaHUIO TOMa TO3BOJIIET YKas3aTh
MOJIb30BaTe-JIel U UX TPYMIbI, KOTOPbIe OyIyT UMETh MPABO BBIMOIHATH 33a4H IO
MOAJEPXKAHUIO pPabOThl HAKOMUTENeW, Takhe KaK OYHCTKa JMAHCKa W €ro
negparmeHTanus. BbI-MOMHEHWE MaHHBIX 3a7ad, 1O YMOJYAHUIO, JOBEpsieTcs
TOJIBKO TOJIb30BATEIIAM U3 TPYIIIbl CHCTEMHBIX aJIMUHUCTPATOPOB.
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14. Tlynkr BoccranoBnenne  (aiiloB W KaTajJoroB  IO3BOJISIET  YKa3bIBATh

15.

16.

[I0JIb30BATENEl M UX TPYIIbl, KOTOPbIE MOTYT BBINOJHATH  OIEPALUIO
BOCCTAHOBJICHHsI (DailJIOB M JUPEKTOPHIA M3 COXPAHEHHBIX KOIUH, a TAKKe CTaBUTh
UM HeoOXxoauMmble mpaBa jgoctyna. [lo yMonm4aHuio B CHCTEME TaKUMHU
I10JIb30BATEISAMU SIBJISIOTCS YJICHBI IPYMIbl CACTEMHBIX aJMUHUCTPATOPOB, a TAKXKE
oIepaTopbl COXpaHEHUsSI TaHHBIX.

[lynkr 3aBepuieHue paOOTbl CUCTEMBI YKa3bIBA€T, KTO U3  JIOKAJIbHBIX
[10JIb30BATENeH, MMEIOIMX YYETHBIE 3allUCU B CUCTEME, MMEET IpaBO Ha €€
BBIK/IIOUEHHE MM mepe3arpy3ky. Ilo ymonuaHuio Ha 3TO HMMEIOT IpaBO BCe
noap3oBatend. OJHAaKo, B psAe CIy4daeB, MOXKET HOTPeOOBATHCSA 3alPETUThH
BBINIOJIHATh JJaHHbIE (PYHKUHMH HEKOTOpPBIM Monb3oBaTensiM. Hampumep, eciu
HY’)KHO, 4YTOOBl KOMIIBIOTEpPHl pabOTaqM B TO BpeMs, KOrja HEKOTOphIE
M0JIB30BATENN MX MBITAIOTCA OTKIOYUTH. B 3TOM cilydae HyXHO yOpaTh 3THUX
MoJIb30BaTeeil U3 AAaHHOTrO MyHKTa. OCOOEHHO 3TO MOKET ObITh MOJE3HO, €CIH
OTpe/IeTICHHbIE T0JIb30BATENIN MBITAIOTCS BBIKIIOYUTH KOMIIBIOTEP, Ha KOTOPOM
HaXOJUTCsI UHPOPMAIIHs, UCIIOJIb3yeMas yIaIeHHO JIPYTUMU MOJIb30BaTEISIMU.
[lynkr OBnanenue ¢ainaMu UM UHBIMH OOBEKTaMU OTBEYaeT 32 BO3MOXKHOCTh
M0JIb30BaTeNeil, MEepeynCIeHHbIX B HeM, OpaTh Ha ce0s MpaBO CTaHOBHUTHCA
BIaAenplaMu ¢GaillioB 1 00bEKTOB. DTUMH OOBEKTaMU MOTYT OBITH CTPYKTYpPHI
ActiveDirectory, KJIt0OUM peecTpa, IpUHTEPHl U mpolecchl. [lo ymomyanuoo Ha 31O
MMEIOT TMPaBO TOJBKO TMOJNb30BATENM TPYMIbl CUCTEMHBIX aJIMUHUCTPATOPOB.
Jlo6aBneHre K 3TOMY IyHKTY IOJb30BaTENEl O3HAYaeT MPeoC-TaBIECHHE UM BCEX
IIPaB 10 JOCTYIY K pa3INYHbIM OOBEKTaM.

ITopsinok BbINMOJIHEHHSI PadOTHI

1.
2.
3.

[TpousBectu HacTpoiiky [lomuTrku 6e3omacHocTu Ha cBoeM [1K.
[TpousBectu HacTpoiiky [lapameTpoB Ge3onacHocTu Ha cBoeM [1K.
[TpousBectu HacTpoiiky [lonmuTrku oOHOBIEHHS Ha cBoeM [1K.

®dopma npeacTaBiIeHusi pe3yJabTara
Otuet o nabopaTopHOii paboTe
KoHTpoJibHBIE BOIPOCHI

1.

2.
3.
4

Omnpeznenute Ha3HAUYEHUE MOJUTUKHN O€30M1aCHOCTH CUCTEMBI.

I'ie npousBoauTCs HACTPOIKA MOJTUTUKU O€30IaCHOCTH CUCTEMBI?

Kak 3anpeTuTs 10CTyN CETEBBIX MOJb30BaTEICH K KOMIBIOTEPY?

Kak pa3pemmrs 10cTyn ceTeBbIM MOJIb30BATENISIM, KOTOPBIM pa3pelieHo padoTaTh
B CHCTEME K KOMIIbIOTEepy?

Omnpenenure Ha3HaYeHMs IyHKTa IMOJUTHKM Oe3omacHocTH Paspemats BXoa B
cucTeMy 4epe3 Cily:K0y TepMHHAJIOB.

Kak npenoctaBuTh ONpeneeHHOM IpyIe M0Ib30BaTeNel BHOCUTh U3MEHEHMS B
CHUCTEMHOE BpeMsi?

Omnpenenurte Ha3HAUEHHUE MMyHKTA NOJUTUKK Oe3omacHocTH OTNaaKa Mporpamm.
KakuM o00pa3oM 3ampeTuTh BXOJ OIpPENEJICHHOW TpyMie Nojb3oBaTeneld B
CUCTEMY I10 JIOKAJIbHOM ceTH?

Omnpenenure Ha3HaYeHUWE IYHKTAa MNOJIUTUKM Oe3omnacHoctH IlpuHynurensHOe
yIaJ€HHOE 3aBEPLICHHUE.

34



10. Kak ycTaHOBUTH TMOJIb30BATeNei W HMX TPYMIMbI, KOTOPbIE MOTYT JIOKAJIbHO
BXOJHUTH B CUCTEMY?
11. Kak 3ampeTuTh OMpPENeNCHHON Tpymme ToJbp3oBaTeliell 3aBepiiarh padboTy
CUCTEMBI, M B KaKUX CIIy4dasix 3TO aKTyajabHO?
12.B xakoMm pa3zgene MPOU3BOAUTCS HACTPOHKa TJIOOATBHBIX IapaMEeTpPOB
6e3omacHocTH?
13. Onpenenute Ha3HAUCHHE MTOJUTHKH OOHOBIICHHUSL.
14. Kak npou3BecTy HaCTPOMKY MOJIUTUKA OOHOBJIEHUA?
Kpurepuu onenku:
OuneHka «5» CTaBUTCS, €CIIM yUYaIIHCS BBITIOIHSACT paboTy B MOJHOM 00BEME C COOIIOICHIEM
HEO0OXOMMOM TOCIIEe0BAaTENIbHOCTH MPOBEACHUS OMBITOB M W3MEPEHHUH; CaMOCTOSTENBbHO U
paloOHaIbHO MOHTHPYET HE00XoanMoe 00OpyIOBaHUE; BCE OMBITHI MPOBOJAUT B YCIOBUSIX U
pexumMax, 00ecreyrBarOIINX IOJTyYeHHE MPAaBWIBHBIX pPE3YyJIbTaTOB M BBIBOJOB; COONIOIAET
TpeOoBaHUsl MpaBUJI OE30MACHOCTH TPyJa; B OTYETE MPABHIIBHO M AaKKYpaTHO BBIMOJHSET BCE
3anMcy, TaONUIbl, PUCYHKH, YEPTEXKH, TpapuKu, BHIYUCIICHUS; MPABUIBHO BBIMOIHIET aHAIM3
IIOIPEITHOCTEN.

Ounenka «4» CTaBUTCS, €CIIA BBIITOJIHEHBI TPEOOBAHUS K OIEHKE «S5» , HO OBLIO JIOMYIICHO JBA -
TpHU HeJoueTa, He 6osee 0JHOM HerpyOoi OMMOKH M OJTHOTO HEAOUYETA.

Ouenka «3» craBuTcs, ecid paboTa BBHINIOJIHEHA HE  TOJHOCTBIO, HO 00BeEM
BBITIOJTHEHHOW YacTH TaKOB, TO3BOJISET TIOJYYUTh TIPABWIBHBIC DPE3YJbTaThl W BBIBOJIBI:
€CJIM B XOJI€ TIPOBEJICHHUS OIBITA M U3MEPEHUH OB JIOMYIIEHBI OMUOKH.

Ounenka «2» craBuTcs, ecinu paboTa  BBINOJHEHA HE  IMOJHOCTBIO M 00beM
BBITIOJIHEHHOW 4YacTW paboThl HE IMO3BOJSET CHeNlaTh NPAaBUIBHBIX BBIBOJIOB: €CIU OIBITHI,
M3MepeHusl, BBIYUCIIEHUS, HAOII0ACHUS TPOU3BOIMINCH HETIPABUIIBHO.
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JlaGopaTopnasi paGora Ne8,9
Hacrtpoiika 6pay3epa

Heanb: HacTpouTh apaMeTpsl Web-Opaysepa
Boinosinus padorty, Bel Oyaere:

ymemb:

HacrpauBath ocHOBHBIE TTapaMeTpbl Web-Opay3epa

MaTepI/laJILHOC odecmeyeHue:

no

. MS Windows 7, MS Office, Internet, Google chrome

Teopernyeckoe 000CHOBaHUE
Bbpayzep GoogleChrome B Hactosiee BpeMst 001aiaeT HauOoIbIUMH (HYHKIIMOHATBHBIMHU

BO3MOKHOCTSIMHM M IMPOKO PaCIPOCTPAHSAETCA B

CETH

Wnrepuera. [lomymspHocTh Opay3epa cBsi3aHa € IIMPOKHM paclpoCTpaHEHHEM

MHOT0(YHKIIMOHAJILHOW MOMCKOBOM cuctembl Google.com
(s Poccuu nmeetcs pycckas Bepcus Google.ru).

IHopsiaok BbINOJIHEHHS PA0OTHI

1.

3amyckaem Opayszep GoogleChrome. Haxnmaem Ha HaCTpOWKH WYNpaBICHHUS U
BBIOMpPAEM U3 CIIMCKa IapaMeTpbl

Bxnaaka «OcHoBHBIEY. |15 Hawama paccMOTpUM JCHCTBUS Opay3epa MpH 3aImycke, a
uMmeHHopasnensl «Havanpnast rpynmna». B pasnene «HavanbHas rpynmay MOXKHO
BBIOpaTh, 4TO OyaeT oToOpakaTh Opayszep mpu 3amycke. [Ipu BbeIOOpe IyHKTa
«I'maBHast cTpaHUIIa»HEOOXOAMMO 3aJaTh, Kakas CTpaHUIAa OyJeT 3amycKaThCs
aBTOMAaTHYECKH TPU 3alycKe Opaysepa. JUOO HCIIOIB30BaTh CTPAHUILY OBICTPOTO
noctyna.CTpaHuna OBICTPOro  JOCTyHa TMOSABISETCS TPU  OTKPHITUM  HOBOM
BrinaaknGoogleChrome. C ee mOMOIIBIO MOXHO OBICTPO TEPEXOAUTh HA
mobumbliecaiiTel U npuioxeHus. [Ipu Bbidope «l'7maBHas cTpaHuLa» Ha MaHETH
MHCTPYMEHTOB Opay3epa noOamisiercs kHomka «['J1aBHasi cTpaHMIla», KOTopas JacT
BO3MOXHOCTh OTKpBIBaTh CTPAHUIy OJHMM HaXaTHMEM CO3JaHHOW KHOmKW. Jlis
yn00cTBa AOCTyIa K CBOMM M30paHHBIM caliTaM MOKHO 3aKpEIUTh MMaHEeIb 3aKIaI0K
MoJA aJpecHoi cTpokoi. Jlias 3Toro HeoOXoauMo ycTaHOBHUTH (naxkok «Bcerma
MOKa3bIBaTh MaHeb 3akiIaJok». Ha maHenu 3akialok cojepxaTcsl BCe 3aKIaKd U
nmanku ¢ 3aknagkamu, co3ganHele B GoogleChrome.B pasnmene «Ilouck» ans
Opay3epa MOXKHO 33/1aTh TOHCKOBYIO CHCTEMY, KOTopas OyAeT HCIOJb30BaThCs B
aJIpeCHON CTpOKE MO yMoJ4aHuio. (s M3MEHEHHsS] MOMCKOBOW CHCTEMBI CIEAyeT
BBIOpATh €€ M3 CIHCKa M HaXKaThb Ha IoJie, KOTOpoe TpedyeTcss M3MeHUTh. BriOpath
MOMCKOBYIO CHCTEMY, KOTOPYIO TpeOyeTcs MCIONb30BaTh B KAaueCTBE IMOHCKOBOU
CUCTEMBI TI0 YMOJIYaHUIO M Ha)KaTh MOSBUBIIYIOCSA B CTPOKE KHOMKY «Mcronb30Bath
M0 YMOJTYaHUIO»

Bxnanka «Ilepconansubien.Haxxatnem Ha kHomky «Bxoa B Chrome» BbI3BaTh OKHO,
B KOTOPOMMOXHO co31aTh akkayHT Google. Jlns moGaBieHus MOIb30BaTENs
HeoOxomumo B pasnene «[lomp3oBarenu» HaxkaTh Ha KHONKY «/lo0aBUTH
MOJIb30BATENs» W BBHI3BATh JAMAJIOTOBOE OKHO, TJ€ B JalbHEHIIEM MOXKHO BBECTU
nmoJib3oBaTtenbckue maHHble. Pasgen «llaponmw» mnpemaHasHaueH Ui yHpaBlIeHUS
mapoiasMu. B oTomM  pa3nmene  BO3MOXKHO — yOpaBlIeHUE  MApPONSIMU  —
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IpeaIaraTbCOXpaHeHUe IMaposied MM HEe COXpaHiATh HuX. Takke BO3MOXHO
JIOTIOJIHUTEIBHOE  YIPABJICHUE COXPAHEHHBIMU HapOJISIMH. ABTO3a110JIHEHUE
MO3BOJISICT 3aMONHATH (POPMBI BCEro OJHUM KIMKOM. HakaTmeM Ha KHOIKY
HAaCTPOMKM  aBTO3AIOJIHEHUS  BBIBOAATCS  IIapaMETpbl  aBTO3AIIOJIHEHUS, IJ1€
[10JIb30BATENb II0CJIE Ha)KaTus Ha KHONKY MOXET J100aBUTh IOYTOBBIM ajapec U
BHECTU CBOM NEpCOHaNIbHbIE JaHHbIE.Paznen «MmopT» npenHasHaueH JUisi UMIIOpTa
nanHbeIx u3 InternetExplorer nimu apyrux Opay3epoB. Tembl H3MEHSIOT BHEIIHUN BHT
GoogleChrome, 4To0bl cnemats eroemie 0Ooyiee CTUIBHBIM U TPHUBIICKATEIHLHBIM.
Haxaruem kHomnku «BpiOpaTbTeMy» epeXoquM B KaTajor TEM.

Bxnanka «/lononnurensHeie». Ecim Haxkats Ha KHOnKy «Hacrtpoiika koHTEeHTa»
pasnena «JIuuHble 1aHHBIE», BHI30OBETCS IMAJIOrOBOE OKHO HACTPOWKH COAEPKHUMOIO
Opaysepa. ®aitnel cookies — 3To (haiinbl, co3gaBaeMble TOCEIIAEMBIMU BaMU
BeOcailiTaMu Uil XpaHEHHs I0JIb30BATENbCKONM HMH(OpMAlUK, HAPUMEP HACTPOEK
BeO-calita Wi JaHHBIX O mpoduie. [lo ymonuanuio oHu BkitoueHbl. Haxatuem
KHONIKH «YTIpaBJieHUE HCKIIOUYEHUSMU» BbI3bIBAEM [IMAJIOIOBOE OKHO MCKIIIOUEHUS
qutst daiinoB cookie u maHHBIX caiTa. st mpocMoTpa Bcex cookies v TaHHBIX CaWTOB
Heo0X0IMMO Ha)xkaTh Ha KHOMKY «Bce Qaiinbl cookie u AaHHbIE caiiTay, BbI3BaB MpU
stoM okHO «®aiinel cookie um apyrue naHHbie». C MOMOUIBIO TMOAKIIOYAEMBIX
MofyJie Opay3epoM 00palaThIBAIOTCS CIENMAIbHBIE THIIBI BEO-COACpPIKAHUS,
HanpuMmep ¢aiinel Flash 1 WindowsMedia. [[ns oTKIr0YeHNS HEHY)KHBIX HaKAaTHEM
KHONKU «OTKIIIOUUTh OTHENIbHbIE MOMYJIM» BBI3BIBACTCA JMAJIOTOBOE OKHO, B
KOTOPOM BBIOMpaeM MpOrpaMMBbl, KOTOpbIe >KelaeM OTKIO4YHTh. B  paznene
«MecTomnonoxeHne» MOKHO IOJTHOCTHIO YIPaBISATh HACTPOWKAMHM JOCTyma BeO-
CalTOB K CBEIEHUAM O MecTononoxkeHuu. Haxatnem Ha KHONKYy «OYUCTUTH
HCTOPHUIO» MOKHO BBI3BaTh JIMAJIOrOBOE OKHO, B KOTOPOM YyKa3aHO, 4To Oyjaer
yJaJeHO U3 UCTOPUH MOJIb30BaHUS Opay3epoMm.

Bxmanka «Pacmmupenus». Pacmpenuss — 3To AONOJHUTENbHbIE (QYHKIUU, KOTOPbIE
nerko mnoakiouuTh K GoogleChrome. Pacmupenuss mo3BosOT J00aBISATH B
GoogleChrome ToapKO HY)XHBIC (DYHKIIHH, H30€Tast TeX, KOTOPhIC HE TPEOYIOTCS.

®opMma npeacTaBiieHUs pe3yJbTaTa
Otuer o0 nabopaTtopHOit paboTe CO CKPUHIIIOTAMH HACTPOEHHOTO Opay3epa
KoHTpoJibHBIE BOIPOCHI

ok~ wbdPE

[Topsaok HacTpoiiku Opay3eposB.

Hactpolika moMarHen cTpaHuIlb.

Hactpotika noakmnroueHus k cetu MHTepHET.
Hacrpoiika 6e3onacHocT paboTsl B IHTEpHETE.
HacTtpoiika qomoiHUTeNBHBIX TapaMeTPOB Opaysepa.

Kpurepun oueHku:

Ouenka «5» cTaBUTCS, €CIM yYallUiics BBIMOIHAET pabOTy B MOJHOM 0O0BEME ¢ COOJIOCHUEM
HEOO0XOIMMON TOCIIe0BATEILHOCTH TPOBEJICHHS OIBITOB M H3MEPEHUi; CaMOCTOSTENbHO HU
palnMoHaIbHO MOHTUPYET HEe00XO0AMMOe 000pYyJ0BaHME; BCE OMNBITHI MPOBOAUT B YCIOBUSAX U
pexnMmax, 00ecreyuBaroIKUX MOJTY4YeHHUE NPaBWIBHBIX PE3YyJbTaTOB M BBIBOJIOB; COOJIIOJAET
TpeOOBaHUs MpaBUiI 0E30MAaCHOCTH TPYAa; B OTYETE MPABWIBHO U aKKypaTHO BBINOJHSET BCE
3aMucH, TaONUIbl, PUCYHKH, YEPTEXH, IpaUKU, BHIYUCICHHUS; MPABUIBHO BBINOJIHSACT aHAIU3
IIOIPELIHOCTEN.
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Ouenka «4» CTaBUTCS, €CIIA BBIIIOJIHEHBI TPEOOBAHUS K OIIEHKE «5» , HO OBLIO JOIMYIICHO JBA -
TpH HeJoueTa, He 00Jiee OHON Herpy0oii OMMOKY U OJTHOTO HEeJ0UYETA.

Ouenka «3» cTaBuUTCS, ecid paboTa BBHIMOJHEHA HE MOJHOCThIO, HO 00BEeM
BBIIIOJTHEHHOM YacTH TaKOB, IO3BOJSET TMOJYYUTh MPABWIbHBIE PE3YJbTaThl U BBIBOIBI:
€CJIM B XO/I€ TIPOBEJICHUS OTBITA U H3MEPECHUN OBUTH JIOMYIICHBI OIIHOKH.

Ouenka «2» craBUTCS, e€cid paboTa BBINOJHEHA HE TMOJHOCTbIO W 00BeM
BBITIOJTHEHHOM YacTU paboThl HE TMO3BOJISET ClielaTh MPABWIBHBIX BBIBOJIOB: €CJIH OIIBITHI,
W3MEPEHUS, BRIUUCICHUS, HAOIIOACHHS TIPOU3BOIUIIUCH HETIPABUIIBHO.
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Jlaboparopnas padora Nel0,11
Pabora c peectpom
Heab: [TonyyeHrne OCHOBHBIX CBEICHHH O CTPYKType W (DYHKIHSX CHCTEMHOTO peectpa

orepannoHHoi cucreMbl Windows
Bbinosinus paéory, Bel Oyaere:
ymemp:
= Paborats ¢ peectpom OC Windows

MaTepI/IaJILHOC oﬁecneqelme:
I1O: MS Windows 7, MS Office, VirtualBox

Teopernyeckoe 000CHOBaHUE

Ha cMmeny ini-gaiinam, ©UMEIOIUM psiji KOHIENTYABHBIX OrpaHndeHuni, eme B Windows 3.1
ObLIO BBEJEHO MOHATHE PEECTpa — PEruCTPALMOHHON 0a3bl JaHHBIX, XpaHSAIIEH pa3iIuyHbIe
Hactpoiikn OC u mnpusnoxxkenuil. M3HauanpHO peecTp ObUT TpeAHA3HAYEH TOJIBKO IS
xpaneHus ceneHuit 06 oobextax OLE (ObjectLinkingandEmbedding — cBsi3b 1 BHenpeHue
00BEKTOB) U COIMOCTABJICHUN MPUIIOKEHUI paclIupeHUsIM UMeH (ailyioB, OJJHAKO MO3XKe €ro
CTPYKTypa W TpaHHUIbl HUCIIOJIb30BAHUS paclIMpuiuch. Peectprl pa3Heix Bepcuilt Windows
MMEIOT DPA3JIMyMsl; 3TO HYKHO MOMHHUTH Ipu umnopTe reg-daiinoB. B Windows XP B
apXUTEKTypy  peectpa  ObUIM  BBEIEHBbl  B@KHBIE  HOBIIECTBA,  yJydlIalOIIUe
(dbyHkroHansHOCTh HaHHOro kommoHeHTa OC. Peectp xpaHuTCcs B OMHApHOM (JBOMYHOM)
BUJIE, TOATOMY JUIsl pyyHOW palbOTHl C HUM HeOoOXoauMa cIieluajbHas MporpamMma —
penaktop peectpa. B XP sto Regedit.exe, B npyrux Bepcusix NT nmu siBasitorest Regedit.exe
n Regedt32.exe, wuMeErOIMMI JOMOTHUTEIBHBIE BO3MOXXHOCTH pabOTBHI C PEecTpOM
(Regedt32.exe ects u B XP, HO Ha camMoM Jiesie OH Bcero JMIIb Bbi3biBaeT Regedit.exe). Ectp
U JIpyrue IporpamMmmbl, B TOM 4Hciie U KoHcosbHbIe (Reg.exe). Pyunbim Moaudunmpoanuem
rapaMeTpoB peecTpa Mbl 3aiiMeMcsl 4yTh MO3XKe, a ceiliuac pacCMOTPUM OCHOBHBIE T'PYIIIIBI
CBEJICHUH, XPAHSIIIHUXCS B 9TOM 0a3e TaHHBIX.

e [Iporpammbl ycranoBkH. Jliobasi rpaMOoTHO HamucaHHas mnporpamma noa Windows
JOJDKHA MUMETh CBOM WHCTAJUIATOP-YCTAHOBIIUK. DTO MOXET ObITh BCTpoeHHBIH B OC
MicrosoftInstaller nu6o 6ot apyroi. B mrob6oM ciydae HMHCTALIATOP HMCIOIB3YET
peecTp A XpaHEHHs] CBOUX HACTPOEK, MMO3BOJISIS MIPABUIILHO yCTaHABIMBATh U YAAISATh
MPUJIOXKEHHUS, HE TPOTasi COBMECTHO UCTOJIb3yeMble (ailiibl.

e PacnoznaBarennp. [Ipu kaxaom 3amycke kommbiorepa nporpamma NTDETECT.COM wu
sanpo Windows pacrno3Haetr 060pyZoBaHHE U COXpaHSET 3Ty HH(GOPMAIIUIO B peecTpe.

e Sinpo OC. XpaHut MHOTO CBEJICHUI B peecTpe O cBoel KoH(purypanuu, B TOM 4HCIE U
JTAaHHBIE O MOPSIJIKE 3arpy3Ku JApailBEpOB yCTPOUCTB.

e Tucneruep PnP (Plug and Play). A6conoTHo HeoOXOoAaMMas Bellb s OOJBIIMHCTBA
M0JIb30BaTeNeil, KoTopasi u30aBiseT UX OT MYK IO YCTaHOBKE HOBOT'O 00OpYy/IOBaHUS (HE
Bcer/a, nmpasja:)). HeyauBUTENbHO, YTO OH XpaHUT CBOIO MH(OPMAIIUIO B PEECTpeE.

 J/IpaiiBepbl ycTpoiicTB. XpaHsT 3/1€Ch CBOU IMapaMeTpPhI.

o AnMuHHMCTpaTHBHBIC cpeacrBa. Hanpumep, Ttakue, xak Ilanens ynpasnenus, MMC
(Micro-softManagementConsole) u ap.

e Ilonb30BaTenbekue npoguan. JTo 1enas rpyma mapaMeTpoB, YHUKAIbHAS s KaKI0TO
MOJIb30BATENs: HACTPONKHU rpaduueckoil 000I0UKU, CETEBBIX COCIUHEHUH, MPOrpamMm H
MHOTO€ JIpYTO€.

e Annapatnsie npo¢puiau. [1o3BosI0T co31aBaTh HECKOIBKO KOH(PUTYpALIUN C Pa3IMUHBIM
000pyIOBaHUEM.
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e O0urue HacTpoiiku nporpamm. [Touemy o6mue? [ToToMy, 4TO y KaKIOTO MOIB30BATEIS
€CTh PO, T/Ie XPAHATCS €T0 HACTPOUKH TSI COOTBETCTBYIOIICH MPOTrpaMMBI.

Takum 00pa3om, BBIIIC MPUBEACHBI JaHHBIC O MpeIHA3HAUYCHUH peecTpa. Termepb oOpaTum
BHMMaHUE Ha JIOTMYECKYIO CTPYKTypy peecrpa. Ui Jydiiero IOHUMaHus MaTepualia
pexomenayercs 3amyctuTh Regedit.exe.

CTpykTypa peectpa

Peectp Windows umeer IpeBOBHIHYIO CTPYKTYPY, CXOXKYH) CO CTPYKTYpoil (aiioBoi
cuctembl. [lamkam 31ech COOTBETCTBYIOT Kitoun (keys) wim pa3iensl (BeTBH), a daiimam —
napametpsl (values). Pa3aensr MoryT cojepkaTh Kak BJIOKEHHBIE pa3zeinbl (subkeys), Tak u
napameTpsl. Ha BepxHeM ypoBHE 3TOH nepapXuu HaXoAsTcs KOpHEBbIE paszensl (rootkeys).

Onu nepeuriciensl B Tadbaune 1

Tabnuna 1. KopHeBble paznenbl

NMms1 kopHeBOro pasjeJia

Onucanue

HKEY_LOCAL_MACHINE

Conepxxut ri00anbHyl0 HWHOOPMAIMI0O O KOMIBIOTEPHOM
cUCTeMe, BKJIIOYasl TaKWe JIaHHBIE 00 ammapaTHBIX CPEACTBaX U
OTIEPAITMOHHON CHCTEME, B TOM YHCJIE: THIT IIWHBI, CHCTEMHAS
MaMsATh, JPalBepbl YCTPOWCTB W YIPABISAIONINE JTaHHBIC,
WCIIOJIb3yeMble  TIpH  3amycke  cucteMbl.  MHopmarms,
coJieprkaliasicsi B 3TOM paszfelie, AeUCTBYEeT MPUMEHUTEIbHO KO
BEEM I10JIb30BATEIISIM, pETUCTpHUpYIoMUMCs B cucteme Windows
NT/2000. Ha BepxHeM ypoBHE HMEpapXWH peecTpa I 3TOTrO
paznena umerorcs Tpu ncesaonuma: HKEY CLASSES ROOT,
HKEY CURRENT CONFIG u HKEY DYN DATA

HKEY_CLASSES_ROOT

CozmepXHUT accolMallUd MEXIy TMPWIOKEHUSIMU W THUIIAMH
daiinoB (o pacmupenusM umeHu (aiina). Kpome toro, stot
pasnuen COJICPKUT uHdopmaIuio OLE
(ObjectLinkingandEmbedding), ACCOIIMUPOBAHHYIO c
obbekramu COM, a Taxke JaHHBIC IO accoHanusaM (HanaoB 1
KJIacCOB (PKBUBAJICHT peecTpa paHHUX Bepcuid. Windows,
CIY)XUBIIMX HacTpoiikoi Ham MS-DOS). IlapameTpbl 3TOTO
paszena COBNAAAIOT C [apaMeTpaMH, pAaCIOJIOKEHHBIMH B

paszene HKEY LOCAL MACHINE\Software\Classes.
[ToppoOuyto wundpopmamuio o paszgene HKEY CLASSES
ROOT MOKHO HalTu B PYKOBOJICTBE OLE

Programmer'sReference, Bxomsmem B cocTaB MNPOIyKTa
Windows NT 4.0 SoftwareDevelopmentKit (SDK)

HKEY_CURRENT_CONFIG

ConepuT KOH(QUI'YypallMOHHbIE JIaHHbIE JJIsI  TEKYIIEro
anmapaTHoro npoduis. AnnapaTHble TPOQHUIM MPEICTABIAIOT
coboif HabOpsl M3MEHEHHWH, BHECEHHBIX B CTAHJAPTHYIO
KOH(UTypalMi0 CEepBUCOB M YCTPOMICTB, YCTaHOBIIEHHYIO
JaHHBIMM pa3zenoB Software u System KopHeBoro pasjena
HKEY LOCAL MACHINE. B pasgene HKEY CURRENT
CONFIG orpaxarorca TOabKO u3MeHeHusa. Kpome Toro,
napaMeTpsl 3TOrO pasziena MOSBISIOTCS TaKkKe B pas3jaeie
HKEY_LOCAL_MACHINE\System
\CurentControlSet\HardwareProfites\CuiTent

HKEY_CURRENT_USER

COI[Cp)KI/IT, HpO(bI/IJ'IL I10JIb30BATCJIsA, Ha JaHHBIM MOMEHT
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.3apPErUCTPUPOBABILIEIOCS B CHCTEME, BKJIIOYas IEpEMEHHbIE
OKpY’KEHUSI, HACTPOMKY pabodero cToja, mapaMeTpbl HACTPOUKU
CETH, IPUHTEPOB M NPUIIOKEHUH. DTOT pas3zen IpPeACTaBIISIET
coboiri cceuiky Ha pasgen HKEY USERS\username, rae
username — wuMs IOJb30BATECII, 3apCTrHCTPHUPOBABIICIOCSA B
CUCTEME HA TEKYIIMHA MOMEHT

HKEY_USERS

ConmepXUT BCe aKTUBHO 3arpyKEHHbIE MOJH30BATEIHCKHE
npopunu, Bkmoyas HKEY CURRENT USER, a Takxke
npopuss 1Mo  ymomdaHuio. [lonmp3oBaTeny, IONydaromiue
yIAJIEHHBIA JOCTYIl K CEpBepy, HE HWMEIOT TNpoduie,
COZIePIKALINXCS B 3TOM paszenie; uX MpoQiin 3arpykaroTcs B
peecTpsl Ha X COOCTBEHHBIX KoMmMbioTepax. Windows NT/2000
TpeOyeT  Hamuuusi  y4YeTHBIX  3alMuced Il KaXJOoro
NOJIb30BATENs, PErHCTpHUpYIOIIerocss B cucteMe. Pasmen
HKEY USERS cozaepxut Binoxennsiii pazmen \Default, a
TaKKe JApPYTHe pasJenbl, OINpenesseMble HISHTH(PHUKATOPOM
6e3onacHocTH (Security ID) kaxaoro nmojgp3oBarens

THunel JaHHBIX

Bce mapamerpsl peectpa umeroT (GUKCUPOBaHHBIN THM. B Tabmuie 2 mpuBOAUTCS TMOITHBIN
CIIMCOK HCIIOJB3YE€MBIX THNOB. He Bce M3 HMX HCNONB3YIOTCS B pasHbIx Bepcusax NT —
REG _QWORD sBHO nipennasHadeH ajisa 64-6utHort Bepcun XP. CrnemyeT ydecTb, 4TO psij
TUIIOB MCIOJIB3YETCS TOJIBKO CHCTEMOM B HEKOTOPBIX pazlienax, U COo3JaThb CBOM IapameTp
TaKOro THIA C IOMOIIBIO PEAAKTOPA PEECTPA HE MOITYUUTCS.

Tab6muia 2. Tunsl mapameTpos

Tun paHHbIX

Onucanune

REG_BINARY JlBonuHbIe IaHHBIC. BOJIBIIMHCTBO CBeleHHM 00
anmapaTHbIX KOMIIOHEHTaX XpPaHUTCA B BHUJC
JIBOMYHBIX JIAHHBIX W BBIBOJUTCS B PEIAKTOPE
peecTpa B IIECTHAIATCPUIHOM (hopMaTe

REG_DWORD JlanHble, TpeICTaBICHHBIE IENBIM YuciIoM (4

OaiiTa). MHOTHE mMapaMeTpsl CIy»X0 U JIpaiiBEepoB
YCTPOMCTB MMEIOT 3TOT THII M OTOOpaKaroTCs B
JIBOMYHOM, HIECTHAIIATEPUIHOM Wi
JECATUIHOM popmMarax

REG_EXPAND_SZ

Crpoka Unicode mepeMeHHO#N UIMHBI. DTOT THI
JTAHHBIX BKJTFOYACT NICPEMCHHBIE,
oOpabaTbIBacMbIC MPOTPAMMOMN HUJIH CITY KOO

REG_MULTI_SZ

Muoroctpounslii TekeT Unicode. DTOT Tur, Kax
MPAaBWJIO, MMEKT CIMCKU U JPyTHE 3alucCu B
dopmate, ymoOHOM s UTeHHsS. 3amucu
pa3fensiorTcs  npoOenamu, — 3amsAThIMH - WJIH
JIPYTMMU CUMBOJIAMU

REG_SZ TexcroBas Unicode cTpoka (QUKCUPOBAHHOM
TUTUHBI
REG_DWORD_LITTLE_ENDIAN 32-paspsitHOE YHCIIO0 B dbopmare
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“OCTPOKOHEYHUKOB” — MIIAJIIMM OalT XpaHUTCS
nepBbIM B namsaTu. JkBuBaieHT REG. DWORD

REG_DWORD_BIG_ENDIAN

32-paspsitHOe YHCITO B dbopmare
“TYIIOKOHEUHUKOB” — CTaplIuil OalT XpaHUTCS
NEPBHIM B NIAMSTH

REG_LINK CumBonmnueckas ccbiika Unicode. Tonbko st
BHYTPEHHETO  HCIOJB30BaHUS  (HEKOTOpHIC
KOPHEBBIE pa3/ieiibl SABJISIOTCA TaKOW CCBUIKOW HA)
JIPyTHUe TOAPa3/Iebl)

REG_NONE [Tapamerp HE wuMeeT ONPEAETECHHOTO THIA
TAHHBIX

REG_QWORD 64-pa3psagHOe YHCITO

REG_QWORD_LITTLE_ENDIAN 64-paspsaHoe YUCJIO B dbopmare
“OCTPOKOHEYHUKOB”. DKBUBAJICHT

REG_QWORD

REG_RESOURCE_LIST

Crnucok ammapaTHbIX pecypcoB. Mcnomnb3yercs
toasko B pazaeine HKLM\HARDWARE

REG_FULL_RESOURCE_DESCRIPTOR

Jleckpuntop (omucaTesp) amnmapaTHOro pecypca.
[Mpumensiercs Tonbko B HKLM\HARDWARE.

REG_RESOURCE_REQUIREMENTS_LIST

Crucok HEOOXOIMMBIX ammapaTHBIX PECYpPCOB.
HWcnone3yercst ronbko B HKLM\HARDWARE.

XpaHeHue peecTpa

DJIEeMEHTBl peecTpa XpaHATCS B BHJE aTOMapHOM CTPYKTypbl. PeecTp pasnmensercss Ha
COCTaBHBIC YacTH, Ha3biBaeMble yibsiMu (hives), wim KycTamMu. YJIbU XpaHITCS Ha JIMCKE B
Buae aitnmoB. Hexoropeie yibu, Takue, kak HKLM\HARDWARE, He coxpaHsOTCS B
daiinax, a CO3Aal0TCs MPH KKION 3arpy3ke, TO €CTh SBISIOTCS M3MeHseMbiMu (vola-tile).
[Ipu 3amycke cucTeMbl peecTp coOupaercst U3 yJIbeB B €UHYIO JIPEBOBHUIHYIO CTPYKTYPY C
KOpPHEBBIMU pazfenaMu. [lepeuncinum yiapu peecTpa U MX MECTOMOJIOXKEHUE Ha JUCKE (s

NT crapmie Bepcuu 4.0) B Tabuie 3

Tab6muma 3. Yieu peectpa

Yaeit Pacnoso:xenue

HKLM\SYSTEM %SystemRoot%)\system32\config\system
HKLM\SAM %SystemRoot%)\system32\config\SAM
HKLM\SECURITY %SystemRoot%)\system32\config\SECURITY
HKLM\SOFTWARE %SystemRoot%)\system32\config\software
HKLM\HARDWARE W3mensiembiii yei

HKLM\SYSTEM\Clone W3mensiembiii yei

HKU\<SID_mnosnb30Baresns>

%USERPROFILE%\ntuser.dat

HKU\<SID mnonp3oBarens> Classes

%USERPROFILE%\Local
Data\Microsoft\Windows\UsrClass.dat

Settings\Application

HKU\.DEFAULT

%SystemRoot%\system32\config\default
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Kpowme 31ux (aitnos, ecTs psaa BCIIOMOTaTeNbHbIX, CO CIEAYIOINMHU PACIIUPEHUSMU:

o ALT — pesepBHas konus yiabst HKLM\SYSTEM (orcyrctByer B XP).

e LOG — xxypHai TpaH3aKIuii, B KOTOPOM PETUCTPUPYIOTCS BCE U3MEHEHHUS PEECTpa.

e SAV — xomuu yJpeB B TOM BHJE, B KOTOPOM OHH OBLJIM IOCJE 3aBEPIICHHS TEKCTOBOM
(ha3bl yCTaHOBKH.

I[OHO.TIHI/ITCJILHBIC CBCACHUA

Peectp siBnsiercss Hacrosimied 0a30i JAaHHBIX, MO3TOMY B HEM MCIIOJIB3YETCS TEXHOJIOTHUS
BOCCTaHOBJIeHUS, noxoxkass Ha oHyto B NTFS. Ve ynomsuyrteie LOG-¢aiinbsl conepxar
KYypHAJI TpaH3aKUWW, KOTOPBIM XPAaHUT BCE W3MEHEHMs. biiaromaps 3TOMy peanusyercs
aTOMapHOCTb PEecTpa — TO €CTh B JIaHHBIII MOMEHT BPEMEHU B PEECTpe MOTYT OBITH JINOO
cTapble 3Ha4YeHHs, JIMOO HOBBIE, Aake mocie coosa. Kak Bumum, B otnuune ot NTFS, 31ech
o0ecrieurnBaeTcs COXpPaHHOCTh HE TOJIBKO CTPYKTYphI peecTpa, HO U JaHHbIX. K Tomy xe,
peectp noanepxuBaer Takue ¢umku NTFS, kak ynpaBnenue n3bupaTesbHbIM JAOCTYIIOM U
ayJuT coObITHI — cucTteMa Oe3onmacHocTH MpoHu3bIBaeT Bcto NT cHuzy nosepxy. [a, atu
¢byHkuu noctynHel Tosbko U3 Regedt32.exe unm Regedit.exe nns XP. A emre Bech peectp
WU €T0 OTJAETbHBIE YacTH MOXKHO SKCIOPTHPOBATh B TeKCTOBbIe reg-daitnsl (Unicode s
Windows 2000 u crapmie), pegakTHpoBaTh WX B OJIOKHOTE, a 3aTeéM OJKCIOPTUPOBATH
obpatHO. Bo MHOTMX pemakTopax peecTpa MOXHO TOJKIIOYaTh JIFOObIE JOCTYITHBIC YIIbU
peectpa, B TOM 4YHCJI€ U Ha yJAJICHHBIX MallnHaX (MIPU COOTBETCTBYIOIIUX MOTHOMOYMSIX).
EcTbh BO3MOXKHOCTD JieNiaTh pe3epBHbIE KOMMH ¢ ToMoIIIbio mporpammbl NTBackup.

ITopsinok BbINMOJTHEHHSI PadOTHI

=

N3yunTh T€OpETUYECKYIO YaCTh;
2. 3amycTuUTh pelakTop peectpa.

- [Tepetitu B paznen peectpa HKEY_CURRENT_USER,;

- Haiitu xro4, oTBeuaromuii 3a HacTpoiiku Pabodero crona;

- O3HAaKOMUTBCS CO CITUCKOM BIIOKEHHBIX KITIOUEH;

- Jlis mpou3BOJILHO BBIOPAHHBIX W3 CIHCKA 5 KIIOUEH HCCIIe0BaTh, aHAJIOrOM
KakuXx HacTpoek [lanenu ynpaBieHust OHU SBISIOTCS;

- [Tepetitu B paznen peectpa HKEY_CLASSES ROOT;

- BriOpate 13 cniucka 5 kitoueil u onucartb, A (HaiaoB ¢ KAKUMHU paclIupeHUsIMU
OHH HCIIOJIb3YIOTCS, M KaKKe MapaMeTpbl JIsl HUX YCTaHOBJICHBI;

Pe3ynbTaThl BHECTH B OTYET.
®opMma npeacTaBiIeHUs pe3yJbTara

Otuer o nabopatopHoit pabote
KoHTpoJibHBbIE BOPOCHI

UYro takoe cuctemHsIi peectp Windows?

Pacckaxure 0 cTpyKType peecTpa.

[TosicHuTe 0COOEHHOCTH KTPOSHCKUX MPOTPAMM.

[Touemy npoduIaKTHKa «TPOSTHCKUX MPOrpaMM» CBSI3aHA C CUCTEMHBIM
peectpoM?

5. Kakue pazzensl v KIIOUYM SBISIOTCS MOTEHIIMATBHBIMU MECTaMHM 3aIucei
«TPOSIHCKUX IpOrpaMm»?

el N =
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Kpurepun onenkn:

Ounenka «5» cTaBUTCS, €CIU YYaIIHICs BBITOIHAECT PabOTy B MOJIHOM 00BEME C COOIIIOJCHUEM
HEOOXOIMMOW TIOCIIEAOBATEIFHOCTH TPOBEJICHHS OIBITOB M H3MEPEHHi; CaAMOCTOSTENBHO WU
panroHaTbHO MOHTHUPYET HE00XO0AMMOe O00OpYyJOBaHME; BCE OIBITHI MPOBOAUT B YCIOBUSAX H
pPeKUMaAx, O6CCHC‘~II/IBaIOHII/IX IMOJIYUCHHUEC IIPaBHUJIBHBIX PE3YJIbTATOB MW BbIBOIOB, CO6.HIOI[aeT
TpeOoBaHUsl MpaBUJI OE30MACHOCTH TPyJa; B OTYETE IPABHIIBHO M AKKYpPaTHO BBINOJHSET BCE
3amucH, TaONHIbI, PUCYHKH, YEPTEXH, rpa(UKU, BHIYUCICHUS; MPABIILHO BBIOJIHSIET aHAIU3
IIOIPEIIHOCTEN.

OueHka «4» CTaBUTCS, €CIIA BBIITOJIHEHBI TPEOOBAHUS K OIEHKE «5» , HO OBLIO JIOMYIICHO JBA -
TpHU HeJoueTa, He OosIee OJHOM HerpyOol OMMOKH M OJJHOTO HEAOUETA.

Onenka «3» craBuTCs, ecid paboTa BBHINOJIHEHAa HE IOJHOCTbIO, HO 00beM
BBITIOJTHEHHOM YacTH TaKOB, TO3BOJISET TMOJYYUTh TMPABWIBHBIC DPE3YJbTaThl U BBIBOJIBI:
€CJIM B XO/I€ TIPOBEJICHHUS OIbITa M U3MEPEHUH OBUIM JIOMYIIEHBI OTUOKHU.

Ouenka «2» craBUTCS, €ciId paboTa BBIMOJHEHA HE TOJHOCTbIO W 00BeM
BBITIOJTHEHHOW YacTH pabOThl HE TMO3BOJISIET CJENaTh MPABWJIBHBIX BBIBOJIOB: €CIIH OIIBITHI,
W3MEPEHUS, BEIUUCIICHHUS, HAOIIOACHHS TIPOU3BOIUIINCH HETIPABUIILHO.
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JlaGopaTopnasi paGora Nel2
PaGora ¢ nporpammoii BoccTaHOBJIeHHs (DAIJIOB M OYHCTKH JUCKOB
Heab: HayunTbes paboTaTh ¢ IPOrpaMMOIl BOCCTAHOBIICHUS (AiiJIOB U OYMCTKH JIUCKOB

Boinosainus padorty, Bel Oyaere:
ymemp:
- Paborath ¢ mporpamMmoii BOCCTaHOBIICHHSI (DAIJIOB 1 OYMCTKH TUCKOB

MaTepI/laJILHOC o0ecreueHue:
ITO: MSWindows 7, MSOffice, EasyRecovery

Teoperuyeckoe 000cHOBaHHE

EasyRecoveryPro na ceromusmnuii IeHb - 3TO 0JIHA U3 JYUIIUX MPOTPaMM CBOETO KJacca.
OOneruyennslii BapuaHT - EasyRecoveryLite - BXoauT B cocTaB MakeTa KOMIUIEKCHOTO
obciyxxkuBanus cucteMsl Fix-ItUtilities. EasyRecovery ymeer pabotats moutu co Bcemu Oosiee-
MeHee pacrpocTpaneHHbIMH (ainoBeiMu cucteMamu: FAT12, FAT16, FAT32, NTFS, Novell,
crannapramu ZIP u JAZnpusoos, noanepxusatorcs takxke u SCSI-kectkue nucku. OnHo u3
BOKHEUIINX JOCTOMHCTB MPOTPAMMBI 3aKIIOYACTCS B TOM, YTO y HEe HE TOJIbKO YIOOHBIH U
noHATHBIH  Windows-uHTepdeiic, IOCTyNmHBIH HEONBITHBIM IOJb30BAaTENsIM, HO U €CTh
BO3MOKHOCTh CO3JaTh KOMIUIEKT 3arpy304HbIX JUCKET ¢ mnoJiHoueHHo DOS-epcueit
EasyRecovery. Caenano 3To uis TOro, 4yTtoObl B CiIy4dae CEpbE3HBIX HEIMOJAJI0K, KOTJa HET
BO3MOXHOCTH  3arpy3uth Windows (a, COOTBETCTBEHHO, U "BHMHJIOBCKYI" BEpCHIO
EasyRecovery), Bac Bcerma Obur OBl JOCTYyH K KECTKOMY JIMCKY, W BBl MOIJIA OBl
BOCCTaHaBIMBaTh (aitbl  HemocpenctBeHHo 13  MS-DOS. Takoit pexum Haubosee
MPENNOYTUTENIEH TpPU KPYHNHBIX cO0O0AX - Ha COOMHBIM JOUCK HHUYEro HE 3alUChIBACTCA,
EasyRecovery paboraer mis Hero B pexkume Readonly («Tombpko dureHHe»), mo3TOMYy U (haliiIbl
Ha HeM OyayT B Oonblieit coxpanHocTu. [lepBoe, 4To OpocaeTcst B ria3za cpasy IMocie 3amycka
MpOrpaMMbl - OYEHb JOJNTUH Tpolecc CKaHUpoBaHUS Aucka. OJHAKO 3TO HE ABIAETCSA
HEJOCTaTKOM, @ COBCEM HA0OOPOT - CBUAETEILCTBYET O €€ HeclaldblX BO3MOXHOCTAX. Jleno B
TOM, YTO KakK Y€ OTMEYaJioch, OBICTpbIE, IPOCTbIE MPOrpaMMbl MOJIY4YarOT MHGOpPMAIUIO 00
yAaneHHbIX (aiilax ¥ [IaHcax Ha MX BOCCTAHOBIIEHHWE W3 CTPYKTYpPbl TUPEKTOPHIl TaOIUIlbI
pa3MenieHus ¢aitnos. Bpemenu 3To, KOHEUHO, 3aHUMAET OYEHb MaJjlo, HO Bellb (paiiii MOXKET elie
ObITh Ha JMCKE JJaKe B TOM Cllydae, eciu OOJbllle HUKAKUX €ro CJIEI0OB He OCTaloCh, 1a U cama
Tabiuua pasmenieHus (HaiaoB U KOpHEBAs TUPEKTOpUS MOTYT ObITh pa3pyuieHbl. BoT TyT-To u
cnacer Bac EasyRecovery - oHa mpockaHUpyeT IEJIMKOM BECh JKECTKHM JHCK, KJIacTep 3a
KJIaCTepOM, MBITAasIChb COOpaTh BCE KYCOUKH Kaxzaoro daiina BoemuHo. [lpu sTom nomyckaercs
noJsiHas noteps oboux xonuit Tabnuuel FAT, noBpexaenue RootFolder u 3arpy3ounoro cexropa
nucka. Pazymeercs, eciau 4TO-TO M3 ATOrO BCE-TaKU COXPAHMIIOCH, TO OyAeT B MOJHON Mepe
ucnoib3oBaHo. Kcratu, eciu Bbl peryiasipHo nedparMeHTUpyeTe AUCK, TO IIAHCHI HA YCIeX elle
0oJbIlle YBENTUYHMBAIOTCS - (Daii, y KOTOPOTO MCIOJIb3yeMbIe KIacTephl UAYT APYT 3a IPYroM,
BOCCTaHOBUTH mpoine. Takum obpazom, EasyRecovery - 3To ogHa W3 HEMHOTHX MPOTPaMM,
KOTOpasi CIpaBiseTCs] HE TOJBKO C BOCCTAHOBJIIEHHWEM OMIMOOYHO YAaleHHBIX (ailioB, HO U
BOCCTaHABIMBaeT WHGOPMAIMI0O Ha JUCKE TOCIe TOBPEXKICHHS €ro  BUpYyCaMH,
dbopMaTupoBaHus, nepepazOMeHus] Ha paslenbl, MOpYM MPU CKAaYKaxX HAIMPSHKEHHs] MHUTaHWS,
cbosix ammapaTHOro 00OpyIOBaHMsI WU mporpamm. M3 "BUHIOBCKOro" wuHTepdeiica BHI,
pazyMeercs, TOXKE MOJYyUYUTe BCE 3TU BO3MOXKHOCTEHM, HO TOJBKO B TOM Clly4ae, €Clid JUCK C
OIEepaLlMOHHOM cucTteMoil HeBpeauM. [loaToMy nenecoobpa3HO clenaTh 3apaHee 3arpy304yHble
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miucketel EasyRecovery - ¢ HuMH Bamm JaHHble OyayT MMeTh Kak Obl JONOJHHUTEIHHBIN
"cracarensHblit Kpyr". [IpaBaa, nmockonbky EasyRecovery ¢ moBpexaeHHBIM AUCKOM pabOTaeT
TOJIbKO Ha YTEHHME, TO MPUIETCS 3alacTUCh BTOPHIM BUHUYECTEPOM WJIM JIPYTUM HOCHUTEIEM,
IpeXxae 4eM MPHUCTYNaTh K BOCCTAHOBJICHUIO OOJbIIMX 00BeMOB AaHHBIX. [Ipuuem moctym k
IIMCKY BBI, CKOpee BCero, moiydute, aaxe eciau Bama OC ero He oOHapyxwuBaeT. KoHeuHo, ¢
DOS-BapuanToM mporpamMmbel padoOTaTh CIIOKHEE, IO3TOMY KEJaTeIbHO IPEIBAPUTEIBHO
U3Y4YUTh MHCTPYKLHIO, 4TOOBI pa3o0paThCcsi BO BCeX MHOrouucieHHbIXx onuusax EasyRecovery.
[TpuATHBIX ¥ TOJIE3HBIX JOMONMHUTENBHBIX (yHKIUK y EasyRecovery memano: tak, Hampumep,
"BUHJI0BCKas" BEpcUs yMEET IPOBOIUTh JUArHOCTUUECKUIN TECT AUCKA, aHAJOTUYHBII TOMY, UTO
ucnoisb3yercs: crangaptHeiM ScanDisk. Tlpu BoccTaHOBICHUM (DAiJIOB COXPAHSIOTCS JIIMHHBIC
nMeHa. B cooTBeTcTBUY € MOCIETHUME CTaHIApTaMH, IIPOrpaMMa criocoOHa OOHOBIIATHCS Yepe3
HNutepner.
IHopsinok BbIMOTHEeHUsI pa0OTHI

Boccranosiienue ¢aisios ¢ nomombo EasyRecovery

3anyctute EasyRecovery (Ilyck — Tema — OcMmotp Hocutens — 4 BoccraHoBieHue
nanHeix — EasyRecoveryProfessional). Ilocne 3arpy3ku mporpamMmbl Ha 3KpaHe TMOSBIISETCS
OKHO, B JIEBOM 4acTH KOTOPOTO pa3MEIIeHO MEHIO B BUJE KHOIOK, OOECIIeUnBaIOIIUX JTOCTYI K
YeThIpeM KaTeropusM (yHKIUH, a TAaKkKe K ABYM JOMOJHUTEIbHBIM CEPBUCAM:

e JlmarHocTuka JUCKa — YTUJIMTHI Ui MPOBEPKH (PU3NUYECKUX MapaMeTpoB AHMCKa U
LEJ0CTHOCTHU (haiiJIOBOM CHCTEMBI;

e BoccranoBiieHue JaHHBIX — YTUIUTHI U1 TIOUCKA U BOCCTAHOBJICHUS YAAJICHHBIX U
MTOBPEXKACHHBIX JTAHHBIX;

e Boccranosnenue (aiiioB — crenuaaIu3upOBaHHbIE YTUIUTHI JUIsl BOCCTAHOBJICHUS
(haiinoB, CO3MaHHBIX MpUIIOKEHUSIMHU u3 cemeiictBa MS Office (kpome Outlook), a
taxxe ZIPapxuBoB;

e Boccranosnenne Email — cneunanu3upoBaHHas yTHJIMTa JJs1 BOCCTaHOBJICHUS
(aiimor Outlook;

e OOHOBIIEHHE MPOrpaMMbl — CEpPBUCHBbIE (YHKUMH, MO3BOJIAIOIINE TMOJy4aTh
nH(OpMAalLIMIO U BHIIOJIHATH OOHOBIIEHHE JMIEH3MOHHONW Bepcuu EasyRecovery
yepe3 MuTepHer;

o Kpusucuslii neHtp — Habop GyHKIUH, 00ecneYnBarOMIUX JOCTYH K CEPBHCHBIM
BeOcyx0am kommanuu Ontrack.

B wmenro Beibepute Boccranosnenue nanubix u naiee DeletedRecovery. B neBoit wactu
BbIOepuTe auck D:\.

IIpumeuanue. Ecnu Bbl ynanuivd OAWH WIH HECKOJIBKO (ailyioB, OBICTpOE CKaHUPOBAHUE
JIOJDKHO HalTh 31U (paiinsl. [louck Oyaer mpous3BOOUTHCS TOJIBKO B (hailioBoil cucteme (3TO
JOJDKHO TPOJOIIKATHCSI BCEr0 HECKOJIBKO CEeKyHH). B cimyuae, korjga Bel YJalWid IieJble
KaTajord, UCIOJIb3yUTE OMIUIO MOJHOTo noucka. /s atoro Beibepute omuio CompleteScan.
Haxmurte xHoOnky /[lanmee, 4yToObl HayaTh CKaHMpPOBaHUE UCKa. BBl yBUAMTE OKHO mporpecca
CKaHMPOBAHMSI.

e Processingblock moka3aH ckaHUpOBaHHBIN OJIOK JUCKa U YHMCIO BCeX OJIOKOB 10
MOMEHTa CKaHUPOBAHUS

e Elapsedtime BpeMs1, KOTOpO€ MPOIIIO OT MOMEHTA Hayajla CKaHUPOBAHUS

e Remainingtime mnpeanonaraeMoe BpeMs, KOTOPOE OCTaJOCh J0 OKOHYAHMS
orepanuu
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e Directoriesfound xosu4ecTBO HaiICHHBIX Ha TUCKE KATaJIOrOB
e Filesfound xonnuecTBo HaliieHHBIX (DaiiIoB
o Lastfile Ha3zBanme nmocieqHero HaligeHHOro (haiina

[Tocne oxoHYaHMS CKAaHUPOBAHMS BbI YBUIUTE CIIMCOK HaiIeHHBIX (aitnoB. OqHaKo HA/IO

IMOMHUTb, YTO HE KaXJbld HaWaeHHBIM ¢ momomipio EasyRecovery ¢aiin BO3MOXHO
BOCCTaHOBHUTb.

[Toste Condition B crivicke (haiiyioB MOKA3hIBACT B KAKOM COCTOSTHUU HAXOJUTCS HANICHHBIN
Gaiin.

Bribepure ¢aiinbl, KOTOpbIE XOTUTE BOCCTAHOBUTH U IIeIKHUTE Jlasee.

B crenyromem okHe B mone RecoveryStatistics HaXOIWTCS KOPOTKasl CTaTHCTHUKA O
BOCCTAHOBJIEHHBIX (paiiyiaX, BKJIOYAIOIIas KOJIMYECTBO (HailjioB, KOTOpbIE BBl BbIOpayin ais
BOCCTAHOBJICHHS, a TAaK)K€ UX MOJIHBIM pa3Mep. Boibepute NuUpeKTOpuio, B KOTOPYIO MX Hajl0
3anucath (RecovertoLocalDrive). Bbl Taxke Mokere OTIpaBUTh BOCCTAHOBJIEHHBIE (haiiibl
HenocpeactBeHHO Ha cepBep FTP (Recovertoan FTP Server). I[Tomuure, uro EasyRecovery He
MIO3BOJIMT 3amKcaTh (paisbl B pasfiell, ¢ KOTOPOro MPOMCXOAUT BOCCTAaHOBIIEHHUE JaHHble. Bepcus
Professional mpeanaraer BO3MOXHOCTb KOMIIPECCHHM BOCCTAHOBJIEHHBIX (ailioB B apxuB ZIP
(Create ZIP). Ha Bamie ycMoTpeHHE Bbl MOXETE YCTaHOBUTH JMMHUT pa3mepa Qaitna ZIP (ZIP
FileSizeLimit), a taxke co3maTh oT4eT 0 BocctaHoBieHun (daitnoB (GenerateRecoveryReport).
Bribepure mist BocctanoBienus auck C:\, Haxxmure Jlanee

EasyRecovery moker 3ammcarh yCTaHOBKHM BOCCTAHOBJICHHWS, YTOOBI TIOTOM BBI CMOTJIH
MPOJO/DKUTh OMEpali0 BOCCTaHOBJIEHUs Jpyrux ¢ainoB. Haxmure kHOmky No. Bol
BOCCTaHOBWJIM AaHHBIE. [I[pocMoTpuTe BOCCTaHOBJICHHBIN (aityl. BHecuTe maHHbIE B OTUET.

®opMma npeacTaBiieHUs pe3yJbTaTa
Otuet o nabopaTopHOit paboTe
KoHTpoJibHBIE BOIPOCHI

1. B yem HazHauenue nporpammbl EasyRecovery?

2. Kakue neiicTBusi HEOOXOAMMO BBIMOJHUTH TEpei HAadaJioM paboThl C MPOrpaMMOn
EasyRecovery?

3. Kak ocymiecTBisiercs mpoBepKa IEJIOCTHOCTH KECTKOIO JIUCKA C TTIOMOIIbIO TPOrPaMMBI
EasyRecovery?

4. Ilepeuucnure H3BECTHBICE BaM MPOrpPaMMbl MO OOCITY>KMBAHHUIO KECTKHUX JHUCKOB B
MPOLIECCE MX AKCIUTyaTallK U OMpEeNITe UX Ha3HAUCHHUE.

5. OnumuTe Nocae0BaTEIbHOCTh BOCCTAHOBIICHUS yIaIeHHON NH(GOpMAIIH, eCIH

a) ®aiin yaanen B Kopsuny.

0) ®aiin ynanen B Kop3uny u 3atem ounctuiu Kop3uny.

Kpurepun oueHku:

Ouenka «5» cTaBUTCSA, €ClI y4alllMiics BBHIMOJIHSAET paboTy B MOJHOM 0O0beMe C COO0ICHHEM
HEO0OXOMMOM TOCTIEI0BATEIBHOCTH MPOBEJACHHS OMBITOB M H3MEPEHUI; CaMOCTOSTENBHO U
palnMoHaIbHO MOHTUPYET HEe00XO0AMMOe 000pYyJ0BaHME; BCE OMBITHI MPOBOAUT B YCIOBUSAX U
pexuMax, 00ecHeyMBaIOIIMX MOJYYeHHE MPAaBUWIBHBIX PE3YyJbTaTOB M BBIBOJOB; COONIOIAET
TpeOOBaHUs MpaBUJI OE30MACHOCTH TPYJa; B OTYETE MPABHJIBHO M aKKYpPaTHO BBIMOJHSAET BCE
3amMcy, TaONHIIbl, PUCYHKH, YEPTEXKH, TpaduKu, BHIYUCICHHUS; MPABUIBHO BBIMOIHIET aHAIH3
MOrPELTHOCTEN.

Ouenka «4» CTaBUTCS, €CIIM BBITIOJIHEHBI TPEOOBAHUS K OIIEHKE «5» , HO OBUIO JOMYIICHO JBA -
TpH HeJoueTa, He Oosee OHON HerpyOoii OMMOKY U OJTHOTO HEJOUYETA.
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Ounenka «3» craBuTcs, ecnu paboTa BBHIIOJHEHA HE  IOJHOCTBIO, HO 00BEM
BBIIIOJIHEHHOW YacTH TaKOB, IIO3BOJIAET MOJYYUTh IPaBUJIbHBIE PpE3yJbTaTbl U BBIBOJDIL:
€CITU B X0JI€ TIPOBEJICHUS OTIbITa U U3MEPEHUI ObLIN JIOMYIIEHB! OITHOKH.

Ounenka «2» craBUTCsA, e€ciaM  paboTa  BBHINOJHEHA HE TMOJHOCTBIO H  00bEeM
BBIIIOJIHEHHOW 4YacTW paboThl HE IMO3BOJSET CHENaTh NPaBUIBHBIX BBIBOJOB: €CIU OIBITHI,
U3MEpeHus, BBIYUCIICHNUS, HAOII0ACHNS TPOU3BOIMINCH HETIPABUIIBHO.
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