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1 IosicHuTEILHAA 3aIUCKA

CocraB U conepaHHe MPAKTUYECKUX U JTA00OPATOPHBIX 3aHATUN HAPABJICHBI HA PEaTH3aIHIO
denepanbHOTO TOCYAaPCTBEHHOTO0 00pPa30BaTENIBHOTO CTaHAAPTA CPEJHETO MPOodhecCHOHAIBHOrO 00-
pa3zoBaHusl.

Benymielt qunakTuaeckoi Meablo MPaKTHYeCKUX 3aHATUN sBIsieTCS (GOpMUpOBaHUE TIPOdeccH-
OHAJIBHBIX MPAKTUYECKUX YMEHUHN (YMEHMU BBINOJIHATH ONpEAEICHHbIEC EHCTBUS, ONEpaluu, HeoO-
XOJIMMBIE B MOCJIEAYIONIEM B MPOGECCHOHAIBHON U y4eOHOM eI TEILHOCTH).

Benyuieit tuaakTuueckoil Leiablo JIaOOpaTOPHBIX 3aHATUN SBISIETCA IKCIEPUMEHTAIBHOE IOJ-
TBEPK/IECHUE U MPOBEPKA CYIIECTBEHHBIX TEOPETUUECKUX MOJIO0KEHUH (3aKOHOB, 3aBUCUMOCTEN ).

B coorBerctBUM ¢ pabodeil mporpammoi y4deOHOW IucHUIUIMHBI «KOMIbIOTEpHBIE CETH»
[IPElyCMOTPEHO IPOBEIECHUE MPAKTUUYECKUX U J1a0OpaTOpHBIX 3aHATHH. B pamkax npakrtuuecko-
ro/nabopaTopHOro 3aHATUS OOyYarolMecs MOTYT BBIINOJHATh OJHY WM HECKOJBKO IpakKTHye-
CKUX/Tab0paTopHBIX padoT.

B pe3ynbrare ux BHIIOJHEHUS, 00ydaromuics JOKEH:
ymemp:
V.1 Opranu3oBbiBaTh 1 KOHPUTYPUPOBATH KOMITBIOTEPHBIE CETH;
V.2 Ctpouth 1 aHATM3UPOBATH MOJIEIM KOMITBIOTEPHBIX CETEH;
V.3 D¢ dexTuBHO UCTIOTB30BATH AlMIapaTHBIE W MPOTPAMMHBIE KOMITOHEHTBI KOMITBIOTEPHBIX CETEH
MIPU PEIICHUH PA3IMYHBIX 33/1a4;
- Y.4 BeIMOTHATH CXEMBI U YEPTEKHU 110 CIEITUATHHOCTH C UCTIOIH30BAHUEM MPUKIIATHBIX TTPO-
TPaMMHBIX CPEACTB
- Y.5 PabGotath ¢ mpOTOKOJIAaMHU Pa3HbIX YPOBHEN (Ha MpUMeEpe KOHKPETHOIO CTEKa IPOTOKOJIOB:
TCP/IP, IPX/SPX);
- ¥.6 YcraHaBnuBaTh M HACTPAUBATh MAPAMETPHI MPOTOKOJIOB;
- V.7 OOHapyXHBaTh U YCTPAHATH OIIMOKH MPH Mepeaade JaHHbIX;
- Y 01.1 pacrio3HaBaTh 3a1a4y W/uiv mpodiaemMy B pohecCHOHATBFHOM H/WJIH COIUATLHOM KOH-
TEKCTE;
- Y 01.2 ananm3upoBath 3a7a9y U/Wiad IpoOIeMy U BBIICIATH €€ COCTABHBIC YaCTH;
- Y 01.3 onpenensath 3Tanbl pelIeHUs 3a]1a4u;
- Y 01.4 BisaBiATh U 5PPEeKTUBHO UCKATh HH(DOPMALIKIO, HEOOXOTUMYIO TSl PEIICHUS 3a/1a4H
W/AiM TIpo0JIEMBI;
- ¥V 01.5 cocraBnsaTh II1ad JSHCTBHUS;
- Y 01.6 onpenensatb HEOOXOIUMBIE PECYPCHI;
- Y 02.1 onpenensarsb 3a7a4u Morucka HHGOpMaIH
- Y 02.6 ouieHMBATh NPAKTUYECKYIO 3HAYUMOCTh PE3YyJIbTaTOB NTOUCKA;
- Y 04.2 B3auMoJIeliCTBOBATh C KOJUIETaMH, PYKOBOJICTBOM, KIIMEHTAMH B X0J1¢ PO eCcCuo-
HaJIbHOMU JESITeTbHOCTU
- Y05.3 uznarats CBOU MBICIIU ¥ O(DOPMIIATH JOKYMEHTHI IO Mpo(eccCHoHanbHOM TeMaTuKe Ha
rOCy/1apCTBEHHOM SI3BIKE;
- ¥V 09.2 ucnonp3oBaTh COBPEMEHHOE MPOTrpaMMHOE 00ecTieueHUE
- ¥V 10.1 noHumaTh 00NN CMBICT YE€TKO MPONU3HECECHHBIX BHICKA3bIBAHUN HA U3BECTHBIC TEMBI
(mpodeccroHaabHbIC U OBITOBBIC);

ConeprkaHne MPaKTUYECKUX M J1a0OpaTOpPHBIX 3aHATHI OPUEHTHUPOBAHO Ha MOJTOTOBKY O00ydYaro-
IIUXCS K OCBOSHHUIO MPO(ECCHOHATIBHOIO MOAYJISl IPOTPaMMBbI TIOATOTOBKH CIIEUATIMCTOB CPETHETO 3BEHA
TI0 CTICLIAILHOCTH U OBJIAJICHUIO HPOPECCUOHATbHBIMU KOMNEMEHUUAMU:

[1K 4.1 Ocy1iecTBiaTh HHCTALBIMIO, HACTPOHKY U 0OCITy>KHBaHHE IPOrPaMMHOT0 00ECTIeUeHUsT KOM-
MBIOTEPHBIX CUCTEM.

[1K 4.4 OGecrnieunBath 3alUTy TPOrPAMMHOTO 0OECTIeUeHHsI KOMITBIOTEPHBIX CUCTEM MPOrpPaMMHBIMH
CpEICTBaMHM.

A Taxke HOpPMUPOBAHUIO 0OU4UX KOMNENEeHY UL
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OK OK 0.1 - Beioupars criocoOsI perieHus 3a1a4 mpodeccnoHabHON AeITeTBHOCTH, IPUMEHUTETEHO
K Pa3JIMYHBIM KOHTEKCTaM.

OK 0.2 - Ocy1iecTBIsTh TIOUCK, aHAIM3 U UHTEPIPETAINI0 MH(POPMAITIH, HEOOXOMMOU JITS BBITIOTHE-
HUS 33124 TPO(ECCHOHATBHON AESITENHHOCTH.

OK 0.4 - PaGoTtarb B KOJUIEKTHBE U KOMaH i€, 3(h(heKTHBHO B3aMMOJICHCTBOBATH C KOJUIETaMH, PYKOBO/I-
CTBOM, KITHEHTAMHU.

OK 0.5 - OcymiecTBisiTh YCTHYIO M TMCBMEHHYIO KOMMYHHUKAITHIO HA TOCYJAPCTBEHHOM SI3BIKE C y4e-
TOM OCOOEHHOCTEH COIMANIBHOTO M KYJIBTYPHOTO KOHTEKCTA.

OK 0.9 - Ucrnionb3oBarh HHPOPMAIMOHHBIE TEXHOJIOTHH B IPO(GECCHOHATBHOM AESTENHHOCTH.

OK 10 - TTonb3oBarbesi pohecCHOHATBHON JOKYMEHTAlMeld Ha TOCYIapCTBEHHOM M MHOCTPAHHOM
SI3BIKE.

Brimonaenne o0y4aromuxcs MPakKTHYECKUX U JTa00OPaTOPHBIX PadOT MO Yy4eOHOH AMCIUIIINHE
«KomnbroTepHbIe ceT» HANPaBICHO HA:

- 00001IeHNe, CUCTeMATH3alMI0, YIIIyOJICHHE, 3aKPETUICHHE, PA3BUTHE W JICTAIM3AIMIO TTOJTY-
YEHHBIX TEOPETUYECKUX 3HAHUH 110 KOHKPETHBIM TeMaM y4eOHOUW TUCIUTUIAHBL,

- opMupoBaHuEe yMEHHI IPUMEHSTH MTOJTyYeHHBIC 3HAHHUS HA TIPAKTHKE, PEATU3aINI0 eTMHCTBA
VMHTEJUIEKTYAIBHOW U MMPAKTUYECKOU IEATEIbHOCTH;

- (opmMupoBaHe U pa3BUTHE YMEHHWH: HAOIOJaTh, CPABHUBATH, COMOCTABIISATH, aHATU3UPOBATH,
JenaTh BBIBOJBI M 00OOIIEHUs, CAMOCTOSATENHFHO BECTH HCCIIEIOBAHUS, TOJB30BAThCS Pa3IMIHBIMU
MprUeMaMy U3MepeHHd, 0pOPMIIATh Pe3yJIbTaThl B BUJE TaONIHUII, CXEM, I'pa(UKOB;

- MpHOOpeTeHNEe HABBIKOB PAOOTHI C Pa3IHMYHBIMH MPHOOpAMH, almapaTypoi, yCTAaHOBKAMH H
JIPYTUMHU TEXHIYECKHUMH CPEIICTBAMU;

- pa3BUTHE WHTEIUIEKTYAIbHBIX YMEHHN y OYAyIINX CIEIHATUCTOB: aHATUTUYECKUX, TPOSKTH-
POBOYHBIX, KOHCTPYKTHBHBIX H JIp.;

- BBIpaOOTKY TMPH PENICHUH TIOCTABICHHBIX 3a/1a4 MPO(ecCHOHAIEHO 3HAYNMBIX Ka4eCTB, TAKHX
KaK CaMOCTOATEIbHOCTb, OTBETCTBEHHOCTh, TOYHOCTh, TBOPUYECKAs NHUIMATUBA.

[IpakTuyeckue M 1a0OpaTOpHBIE 3aHATHUS MPOBOJIATCS MOCIE COOTBETCTBYIOUIEH TEMbl, KOTOpas
o0ecIieyrBaeT HAIMYKe 3HAHMH, HEOOXOIUMBIX IS €€ BBHITOJHEHHS.



2 IlepeyeHb NPAKTUYECKHUX U JIA00OPATOPHBIX 3aHATHI

Pasnesibl/TemMbl Tembl IpakTHYeCKUX/JIA00PATOPHBIX 3aHATHI KonnyectBo | TpeboBanust
4acoB o1'OoC C110
(ymeTB)
PA3JIEJI 1 KOMITBIOTEPHBIE CETU 1 X ATIITAPATHBIE KOMIIA- 18
HEHTBI
Tema 1.1 O61me [IpakTrueckas padora 1 [IpoextupoBanue cereit pas- 4 Y1,V¥2,¥3,V¥4,
CBE/ICHUS O KOM- JMYHBIX TUMOB B cpene FPinger V7.
NbIOTEPHOM CETU YO0lL.1YO012VY
Jla6oparopHas pa6ota 1 O6KMM ¥ MOHTaX KaOeIbHbIX 2 0.3V 014V
cucrem JIBC 01.5V0l6VY
JlabopaTopnast paboTa 2 PaboTa ¢ AMarHOCTHYSCKUMU 2 8‘2‘ ; §0052'6 v
yrunutamu npotokoaa TCP/IP ' '
JlabopaTopHast padoTta 3 OCHOBHBIC KOMaH Ibl KOMMYTa- 2
Topa. YrpaBiieHHEe KOMMYTaTOpaMu
Tema 2.1 Mepesa- JlaGopaTopHast paboTa 4 0OHOBJICHHS IIPOrPAMMHOTO 2
42 IAHHBIX 1O CETH obecrieueHusl KOMMYTaTopa u CoXpaHe- }
HUSI/BOCCTAHOBJICHUSI KOH(OUTYPAIIMOHHBIX (aiIioB
JlaboparopHas padota 5 KondurypupoBanue moptos 2
KOMMYTAaTOpa
Jlaboparopnas padora 6 KoHTpoJs HaT MOAKITIOYCHIEM 2
y3JI0B K moptam kommyTarapa. @ynkius Port Security
JlabopaTopHast padota 7 Koman sl ynpaBiieHus Tadu- 2
mamu kommyTaruud MAC- u [P-anpecoB, ARP-Tabmuiisr
PA3JIEJI 2 TTPOTOKOJIBI ITTEPEJAYM JAHHBIX 14
Jlaboparopnas padota 8 YmpaBieHHE CETHIO C UCITOb- 2
30BaHueM TexHojoruu Single IP Management
Jlaboparopnas padora 9 YmpasieHHe ITOI0COH IpOmyc- 2
Tema 2.1 Hepe- KaHUs YIv yz, Y3’ y"’s
maya paHaelx 1o | JJaboparophas pabora 10 ArperupoBaHie KaHAJIOB 2 Y5,¥6, V7.
CeTH Jlabopatopnas pabota 11 Hacrpoiika VLAN Ha ocHOBe 2 YO0L1Y 012y
cragaapta IEEE 802.1Q Komannel mpotokosga GVRP g% 2 z 8146‘ z
JIaboparopHas pabora 12 OrpanndeHue aaiMHUHHCTPa- 2 01Y02.6Y
TUBHOT'O JIOCTYTIA K YIPABJICHUIO KOMMYTaTOpPOM 04.2 V05,
Tema 2.2 CeTeBbie Jlaboparopnas padora 13 Komanapl MOHUTOPHHTA 2
Jlabopatopnas pabota 14 Crmcku yrpaBieHHs JOCTY- 2
APXUTEKTYPBI .
HUTOI'O 32




SMETOAUYECKHUE YKA3AHUSA
PA3JAEJI 1 KOMIIBIOTEPHBIE CETHU U UX AIIITAPATHBIE KOMITAHEHTbI
Tema 1.1 O0u1ue cBeeHNsI 0 KOMIILIOTEPHOM ceTH

IIpakTnueckas padora Ne 1
[MpoekTupoBaHue ceTel pa3InvYHbIX TUIIOB B cpeae FPinger

Leab padoThi: HAYYHTHCS IPOCKTUPOBATh PAa3IMYHbIC THIIBI ceTeil B cpeae FPinger.

Boinosinus padorty, Bel Oyaere:
ymemn.
- AIMUHHUCTPUPOBATD, TIPOU3BOAUTHE MOHUTOPUHT 1 HHBCHTAPU3AIMIO KOMIIBIOTCPHBIX ceTeil.

MarepuajibHoe o0ecnieyeHue:
Friendly Pinger 5.0.1

3aganue:
1 IMocTpouTh TOMOJIOTHIO CETH TIO 33JaHUIO MPENOIaBaATEIIs.

KpaTkue Teopernueckue cBeeHHs:
IIporpamma Friendly Pinger no3so.sier:
Busyanuzanus KOMObIOTEPHON CETH B KpacMBON aHMMAaIIMOHHOU (hopme;
e OrobpaxeHue, KaKue KOMIbIOTEPHI BKIIOUYEHBI, a KaKHE HET;
e [IuHroBaHue Bcex yCTPOWCTB 3a pas;
e OrmnogelieHue B cllydyae 0OCTaHOBKHU/3aITyCKa CEPBEPOB;
e llHBeHTapu3anus MPOrpaMMHOIO U alapaTHOTO 00ecTeueHusl BCEX KOMIbIOTEPOB B CETH;
e Crnexenue, kTo "nmazaet" mo Bamemy komnbioTepy u Kakue (paiibl Kadaer;
o Hasnauenue BHemHMX KoMaH[ (Hampumep, telnet, tracert, net.exe) ycrpoiicTBam;
e [louck HTTP, FTP, e-mail u npyrux ceTeBbIx Ciyxo0;
e OrobpaxeHne cOCTOSHUA CeTH Ha pabodem crose win Web cTpanuie;
e I'paduueckmii TraceRoute;
e OTKpBITHE KOMITBIOTEPOB B MpoBoAHKKE, B Total Commander'e unu B FAR'e;
o  Oynknusa "Co3narh TUCTpUOYTHB" TO3BOJISET CO3/1aTh OOJIETYEHHYIO BepcHio ¢ Bammmu kap-
TaMU U HACTPOUKaMH.

Ilopsinok BbINOJTHEHHS PadOTHI:

1 3amycTuTh nporpammy.

2 O3HaKOMHTHCS ¢ HHTEP(DEHCOM MPOrpaMMmBl.

3 ITocTpouTh TOMOIOTHUIO 10 33/IaHUIO MTPENOJaBaTENs.
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®opma npeacrapiaeHus pesyabTara:dails ¢ Tornosorueit ceTu.

Kpurepun onenkn:

«5» - mpakTHuecKasi paboTa BBINOJIHEHA [TOJIHOCTBIO, 3Talbl BBINOJIHEHHs pabOThI, aITOPUTMBI U
TEOPETUYECKHUI MaTepuall 3allCaHbl B TETPa/ib, CTyIEHT OTBEYAET Ha BCE BOIPOCHI MPENoAaBaTeis no
TeMe paboThI.
«4» - mpakTHUecKasi paboTa BBINOJIHEHA MTOJIHOCTBIO, 3TAlbl BBIOJIHEHHUS pa0OThl, AITOPUTMBI U
TEOPETUYECKUI MaTepuall He MOJHOCThIO 3alIMCAHBl B TETPa/ib, CTYIEHT 3aTPYJHIETCS OTBEYATh Ha
BOIPOCHI NPENOAaBaTeNs M0 TeMe paboThI.
«3» - npakTHueckas padoTa BbinonHeHa Ha 70% u 6osee, 3Tamnbl BHITOJHEHUS PabOThI, aJIro-
PUTMBI U TEOPETUUECKUI MaTepHa 3alucaHbl B TETPab HE B MOJIHOM 00bEME, CTYACHT HE OTBEYaeT
Ha BCE BOMPOCHI MPETNoAaBaTelis o TeMe padoTHI.

«2» - mpakTHyeckas pabota BeinonHeHa MeHe 70%.



Tema 2.1 Ilepegaua JaHHBIX 110 CETH

JlabopaTopHasi padora Ne 1
O0xuM 1 MOHTaX KabenbHBIX cuctem JIBC

Heab padorbl: Hayunthes mponu3BOIUTE 00KHUM Kadelst kareropuu cat 5.

Boinosinus padorty, Bel Oyaere:

ymemy:

- 00’kuMaTh Kabelb kareropuu cat 5;

- IPOBEPSTH PabOTOCIIOCOOHOCTD Kabens KaTeropuu cat 5.

MarepuanbHoe obecrnieyeHue:
KaGenp BuTas mapa kareropuu Cat 5, o0KMMHONW MHCTPYMEHT, KOHHEKTOpbl RJ 45, Tectep,
buneM «O0XKUM KabesH

3ananmue:
1 OGxaTp kabenp U TPOBEPUTH €T0 PAOOTOCITOCOOHOCT.

Ilopsinok BbINOJIHEHHS PA0OTHI:

1 TIpocmoTpets punbm «OGxKUM Kabems»;
2 BeinonHuTh 00kaTHe Kades;

3 IIpoBepuTh pabOTOCTIOCOOHOCTH KabeJIs.

®opma npeacrasiieHus pe3yJjbTara:padounii 00XkaTbiii Kabenb

Kpurepun oueHku:

«5» - nabopaTopHasi paboTa BBIIIOJHEHA MMOJTHOCTHIO, 3TAIbl BHITOJIHEHUS pabOThI, aITOPUTMBI U
TEOPETUYECKHI MaTepuall 3arucaHbl B TETPa/ib, CTYACHT OTBEYAET Ha BCE BOIIPOCHI MpernogaBaTeis 1o
TeMe paboTHI.

«4» - nabopaTopHasi paboTa BBIIIOJHEHA MMOJTHOCTHIO, 3TAIbl BHIITOJHEHUS pabOThI, aITOPUTMBI U
TEOPETUYECKHI MaTeprall He MOJHOCThIO 3alUCaHbl B TETPa/lb, CTYACHT 3aTPyIHSAETCS OTBEYaTh HA
BOIPOCHI [IpernoaBaTeis o TeMe padoThl.

«3» - nabopaTtopHas pabora BbinojgHeHa Ha 70% u Gosee, ATanbl BBINOIHEHUS pabOThI, allro-
PUTMBI U TEOPETUUYECKUI MaTepual 3alKiCcaHbl B TETPAJb HE B IIOJHOM 00bEME, CTYIEHT HE OTBEYAET
Ha BCE BOIMPOCHI MPEIoaaBares no TeMe padoThl.

«2» - nabopaTtopHas paborta BbinojgHeHa MeHe 70%.



Tema 2.1 Ilepenaua naHHBIX 110 CETH

JlaGopaTopnas padora Ne 2
Pabota ¢ quarnoctTuueckumu yruiautamu nporokona TCP/IP

Hean padorbl: HayunThes nponu3BOIUTh MOHUTOPUHT CETH C MTOMOIIBIO YTHIIUT.
Boinosinus paborty, Bl Oyaere:

ymemy:

- MPOU3BOIUTh MOHUTOPUHT CETU C TTIOMOIIBIO YTHIIHT.

MarepunanbHoe obecrnieyeHue:

Y4eOHo-1abopaTopHbIil KoMIUIeKC «JIoKaTbHBIC KOMITBIOTEPHBIE CETH)

3aganue:

1 Ucnionw3ys yTHINTEI MOHUTOPUHTA CETH OINPEICIIUTh CETEBbIC MTapaMeTPhl BCEX y3JI0B.

Kpartkue TeopeTrudeckue cBeieHUs:

Ping — mpoBepKa CBSI3U C yIAJICHHBIM Y3JIOM.

Ifconfig — onpeesieHne ceTeBBIX MapaMeTpoB y3iia Takux kak IP-aapec, Mac-azapec.
ARP-BrIBOS arp-tabnui Ha coorBeTcTBUE [P-anpeca u Mac-anpeca.

IMopsi1ok BBHINOJTHEHHS PA0OTHI:

1 N3y4nTh TEOPETUICCKUE CBEICHUS.

2 CoOpath TOMOJIOTHIO CETH.

3 OmnpenenuTh CeTeBBIC MApaMETPHI BCEX Y3JI0B U 3aIIOJIHATH TaOIHITY

Y3en HNurepdeiic IP-anpec Mac-aapec
eth 0
K1 eth 1
eth 2
eth 0
K2 eth1
eth 2
eth 0
K3 eth1
eth 2
eth 0
IK4 eth 1
eth 2
DES 3828
DES 3010 G
DES 3010 G

®opma nmpeacTaBiieHHs pe3yJIbTaTa:3aNoNIHEHHAs TabauIa

Kpurepum oueHku:

«5» - mabopaTopHas paboTa BBIIOIHEHA OJIHOCTBIO, ATAIIBI BHIIOJIHEHHS PaOOTHI, ITOPUTMBI U
TEOPETHUUECKUI MaTepuall 3allCaHbl B TETPa/lb, CTYICHT OTBEYACT HA BCE BOIPOCHI MIPEMOAaBaTENs 110
Teme paboThI.

«4» - nabopaTopHas paboTa BBIIIOJHEHA MOTHOCTHIO, ATAIIBI BBITIOJIHEHUS paOOThI, aITOPUTMBI U
TEOPETUYECKHI MaTepuall He MOJHOCTBIO 3aIMCaHbl B TETPa/ib, CTYJICHT 3aTPYJHIETCS OTBEYATh Ha
BOIPOCHI NPETOAaBaTeNs Mo TeMe padoThI.

«3» - nabopaTopHas pabora BelnosHeHa Ha 70% u Oosnee, FTanbl BHIIOIHEHUS! pabOThI, alro-
PUTMBI U TEOPETUUECKU MaTepHal 3alluCcaHbl B TETPalb HE B MIOJHOM 00bEME, CTYJCHT HE OTBEYaeT
Ha BCE BOMPOCHI MPETNoAaBaTelis o TeMe padoThI.

«2» - mabopaTopHas pabora BbinosHeHa MeHe 70%.
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Tema 2.1 Ilepenaua naHHBIX 110 CETH

JlaGopaTopnas padora Ne 3

OcHOBHBIE KOMaH/1bl KOMMYTaTOpa. YIIpaBjieHUE KOMMYTaTOpaMu

Heab pa6orbi: O3HAKOMUTHCS C OCHOBHBIMH KOMAaHJIAaMH HACTPOWKH, NOUCKA U yCTPAaHCHHUS
HeroJaIok kommyTaropos D-Link.

Boinosinus padorty, Bel Oyaere:

ymemy:

- OCYHICCTBJIATH BbBI3OB ITIOMOIIH I10 KOMaHIaMm,

- ocyluecTBIATh u3MeHenue [P-anpeca kommyraropa;

- IPOU3BOJIUTH HACTPOMKY BPEMEHU HA KOMMYTAaTOPE;

- YIIPaBJIATh YYETHBIMH 3aIIMCSMU II0JIB30BATENECH;

- YOPaBIIATh BO3MOXKHOCTBIO JOCTYTa K KoMMyTatopy uepe3 Web-unrepdetic u Telnet;
- HacTpauBaTh MapamMeTpbl OaHHEpa MPUBETCTBHUS.

MarepuajibHoe o0ecnieyeHue:

Kommyratop DES-3528 nnn DES-3810-28 1 .

PabGouyas craHimsg 1 mrr.

KoucomnpHEBIT Ka0enb 1 T
3aganue:

1 Cobpats cxemy

KpaTkue Teopernueckue cBeeHHs:

Jlis HACTPOMKK paznuYHbIX (QYHKIUH KOMMYTATOPOB MPHU BBIOJIHEHUU MPAKTUYECKUX PadoT
OyneT ucrnosib3oBatbes uHTEepderic komananon crpoku (CLI), Tak kak oH obecrieunBaeT 6osee TOH-
KYI0 HaCTpOMKY YCTpOMCTBA.

Bce komanasl CLI sBASitOTCS 4yBCTBUTEIBHBIMU K PErHCTPY, MMO3TOMY MPEK]E YeM BBOJIUTH
KOMaHAy, HaJ0 yOeAUThCs, YTO OTKIIOYEHbI BCE (PYHKIIMH, KOTOPhIE MOTYT IPUBECTU K U3MEHEHHIO
perucrpa Tekcra.

[Ipu pabore B CLI MOXHO BBOAWTH COKpAIIEHHBIN BapuaHT KoMaH/el. Hanmpumep, eciu BBe-
CTH KOMaHJy «sh sw», TO KOMMYTaTOp UHTEPIPETHPYET 3Ty KOMaHTy Kak «show switchy.

Jl5ia onucaHus BBOJIa KOMaH]I, 0)KMIa€MbIX 3HAYEHHUI U apryMEHTOB IIPH HACTPOMKE KOMMYTa-
Topa 4yepes unrepdeiic komanaHou ctpoku (CLI) ncnonab3yIoTes Clieayone CUMBOIIBI:

Tabnuya 1

<yrjoBble CKOOKH >

Hasna- Conepxat 0>XxUJJaeMyI0 IIEPEMEHHYIO UM 3HaY€HUE, KOTOPOE JI0JIKHO OBITh YKa3aHo.
YEeHUE

Cunrak- | configipif<System>[{ipaddress<network_address>|vlan<vlan_name32>|state[enable|
cHC disable}]|bootp|dhcp]

Onuca- B nmpuBéneHHOM mnpuMepe CHHTAKCHCa, MOJb30BaTeNb JODKEH Yka3arb ums |IP-
HUE unTepdeiica System, umst VLAN vlan name mmHoi 10 32 CUMBOJIOB M CETEBOM ajpec
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network address . Camu yrioBbie CKOOKM BBOJUTH HE HAJIO.

IIpumep

configipifSystemipaddress10.24.22.5/8vlanSales

[kBagpaTHBIE CKOOKH]

Ha3na- Conepxat TpeOyeMmoe 3HaueHHE WM HaOOp TpeOyeMbIX apryMeHTOB. MOeT ObITh yKa-
3aHO OJIHO 3HAUYEHUE WJIN apTr'yMEHT.

Cuntak- | createaccount[admin|user]<usernamel5>

CHC

Onuca- B npuBenénHoM mpuMepe CHHTAaKCHCa, IOJb30BaTeNb JOJDKEH yKa3aTb OJWH M3 JBYX

HHE ypoBHel mpuBwiernii (admin wiam user) JUisl co3laBaeMol Yy4ETHOHM 3ammcu. BBOIUTH
KBaJ[paTHbIE CKOOKH HE HAJO.

ITpumep | createaccountadminuserl

| BepTHKAJIbHAS YepTa

Hazna- Otnensiet 1Ba Wi 00Jiee B3aUMHO MUCKITIOYAIONINX MTyHKTOB U3 CIIUCKA, OJUH U3 KOTOPBIX

YEHUE JIOJDKEH OBITh BBEJEH/yKa3aH.

Cuntak- | createaccount[admin|user]<usernamel5>

CHC

Omuca- B mpuBenénHom mpumepe CHMHTAKCHCA, MOJIL30BATENb JIOJDKEH yKa3aTh OJWH W3 JBYX

HHE ypoBHe# mpuBmieruii (admin wiam user) Ui co3maBaeMod yd€THOUM 3amucu. BBoauTh
KBaJpaTHBIC CKOOKU HE HAJIO.

ITpumep | createaccountadminuserl

{ purypubie ckoOKH }

Hazna- Conepxut HeobOs3aTeNbHOE 3HAU€HNE WIIM HAOOp HeoOsA3aTeIbHBIX apTyMEHTOB.

YECHHUC

Cunrak- | reset{[config|system]}{force_agree}

CHuC

Onuca- B npuBenéHHOoM mpuMepe CHMHTaKCHCa, MOJIh30BaTEh MOXKET yKa3aTh HEOOsS3aTeIbHOE

HUE 3HaueHne config wim system. Ero BBOguTh HE0Os3aTEIbHO, HO PE3YJIbTAT BBHITIOJHEHUS
KOMaH/bI 6yz1eT 3aBHCCTH OT BBOJA AOIIOJHUTCIIBHOI'O ITapaMeTpa.

ITpumep | resetconfig

( KpyrJible CKOOKH )

Hazna- [Toka3wiBaeT, 4To 0J1HO WM 00JIee 3HAYCHHUI WIIM apTyMEHTOB, 3aKJIFOUEHHBIX B (PUTYP-

YCHUC HBIC CKO6KI/I, JOJIXKHO OBITh BBCICHO.

Cunrak- | configdhcp_relay{hops<valuel-16>|time<sec0-65535>}(1)

CHUC

Omuca- B HpI/IBeI[éHHOM MMpUMEPC CUHTAKCHCA, OT IIOJIb30BATCIIA OXKUAACTCA BBOA OAHOI'O UJIN

HUE 000uXx HeoOs3aTEeIIBHBIX TTAPAMETPOB, 3aAKITIOYEHHBIX B (DUTypHBIE CKOOKHU. [TapameTp
«(1)» moka3pIBaeT, 4TO OXKHUJIAETCS BBOJI, ITO KPaHEH Mepe, OJHOT0 U3 TapaMeTPOB HUJIH
apryMEHTOB.

ITpumep | configdhcp relayhops3

Ilopsinok BbINOJIHEHHS PadOTHI:

1 BbI30BIOMOIIMIIOKOMAH/1aM.

2 Uzmenenue IP-anpeca kommyTtaTtopa.

3 Hacrtpoiika BpeMeHH Ha KOMMYTaTope

4 YrpasieHue y4eTHBIMU 3allMCSIMU MI0JIb30BaTEIEH

5 YnupaBneHue BO3MOXKHOCTBIO JIOCTyIa K KOMMyTaTopy 4epe3 Web-unrepdeiic u Telnet
6 Hacrtpoiika napameTpoB OaHHEpa MPUBETCTBUS

Xon paborsr:
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1.BBI30BIIOMOIIIAIIOKOMAH 1AM

[TonxirounTe KOMIBIOTEP K KOHCOJIBHOMY MOPTY KOMMYTaTOpa ¢ MOMOIIbI0 Kabenst RS-232.
[locne moOnIKIIOUYEHUS K KOHCOJIBHOMY TIOPTY KOMMYTAaTropa, Ha IEPCOHAIBHOM KOMIIBIOTEpE
HEO0XOIMMO 3aIyCTHTh Mporpammy smyisiiuu tepmunana VT100 (nanpumep, Putty nim nporpammy
HyperTerminal B Windows). B mporpamme ciemyer yCTaHOBHTH CIEAYIOUIME MapaMeTphl
HOJIKJIFOYEHHSL:

CkopocTs (but/c): 115200
BuTe! MaHHBIX: 8
YETHOCTB: HET
CTOmnoBsIie OUTHI: 1
VYrpaBieHue NoToKOM: HET

B 3aBucumoctu ot Bepcuu [10, moxkeT nmorpeboBaThCsl yCTaHOBUTH ckopocTh 9600 out/c.
1. Bsegure B xoHCONH: 7
2. Bsemute B koHconm: config
3. BseauTte B koHCONMHM: Show

2.HacTtpolikaBpeMEHNHAaKOMMYTAaTOPE

1. TIposepbte Bpemsi:  showtime

2. YcranoBute yacoBoi mosic Mocksa (GMT +6:00) ([Jnst ExkarepunOypra):
configtime_zoneoperator+hour 6 min0

3. BaemuTe HOBYIO JaTy W BpeMsi: configtime26jan2011 15:45:30

4. Tlposepnte Bpems:  showtime

5. VYkaxwure TEKyIIyIO IaTy U BPEMSL.

6. IlpoBepbTe Bpems.
Ipumeuanue: ycmanoska épemeHu HeoOXo0uMa OJisl NPABUILHO20 OMOOpadiceHus: uHgopmayuu 6
aorcypranax pecucmpayuu kommymamopos (Logfiles), nposedenus ayouma pabomer cemu, monumo-
puHea cemu u m.n.

3.YpaBieHHEBO3MOKHOCThIOOCTY TaKKOMMyTaTopydepe3Web-untepdeticuTelnet

Jl1st oBBIIIeHUsT 0€30TIACHOCTH CETH, B TOM CIIydae, €CIIH JUIsl IOCTyIa K KOMMYTaTOpy HE HC-
none3ytores Web-untepdeiic unmmn Telnet, pekomenayercss ux orkimounuth (Mo ymomdanuio Web-
untepdeiic u Telnet Ha koMMyTaTope BKIFOUEHBI).

1. TKIOYMTE BO3MOKHOCTH MOAKIIOYEHHsS K KomMmyTaTopy o Telnet: disabletelnet
2. TlpoBepbTe BBIMOIHEHHBIE HACTPOMKH: Showswitch

3. VYb6emurecsh, uto moctyn mo Telnet oTkimodéH.

4. BeimonHuTe Ha paboueii cTanimu komanay: telnet<IP-aapeckommyTaTopa>

5. Uro BeI HaOmOmaeTe? 3amuIImnTe.

o

Bxirounte GyHKIHIO MOIKIIOYEHUS K KomMmyTatopy 1o Telnet:enabletelnet

7. TlpoBepbTe BBINOJHEHHbIC HACTPONKH U YOSAUTECH B BO3MOXKHOCTH HOAKIFOUYCHUS K
KoMmyTaropy mo Telnet.

8. OrkioYnTe BO3MOXHOCTh MOAKIIOYCHUs K KoMMyTaTopy yepe3 Web-untepdeiic: disableweb

9. TlpoBepbTe BBHINOJIHEHHBIC HACTPOKU:Showswitch

10. Yoenutech, uTo noctym K kommyrtatopy uepe3 Web-untepdeiic otkmrouén? s 3toro

3amycTuTe Ha paboueil craHuMu Opay3ep H BBeauTe B aapecHod crtpoke IP-ampec

KoMMmyTaropa. Uto Bbl HaOm0gaeTE?

3anumure
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4. Hactpoiika nmapameTpoBOaHHEpapUBETCTBUSA

C 1enpio ynpoueHus: HACHTU()UKAIIUH TOJ30BATEISIMA aKTUBHOT'O CETEBOr0 000pY/10BaHUS,

WIM CO3/IaHHUSl €r0 YHUKAJIbHBIX JIOTOTUIIOB, BO3MOKHO M3MEHEHUE OaHHEpa IPHUBETCTBUSI, KOTOPBIH
MOSIBJIICTCSI B MOMEHT 3arpy3Kd KoMMyTaropa. Taxke BO3MOXKHO M3MeHeHue npuriamenus Com-
mandPrompt B komanHO# ctpoke CLI.

1. U3menute npuriamenue CommandPrompt:
configcommand_promptTEST_SWITCH

2. YCTaHOBUTE MPHUTJIAIICHUE 110 YMOTYAHUIO:
configcommand_promptdefault

3. TlocMoTpuTe Tekymuii GaHHEP MPUBETCTBUS:
showgreeting_message

4. Boiigure B pexXUM pelaKTUPOBaHHS OaHHEPa IPUBETCTBUS:
configgreeting_message

Jns pegakTupoBaHUs MPUBETCTBUS, UCIIOIB3YUTE CICIYIONINE KOMAH/IbL:
<Function Key><Control Key>

Ctrl+C BeriitibOe3coxpanenus left/right/

Ctrl+W CoxpaHUTh U BEIUTH up/down [TepemecTuTh Kypcop
Ctrl+D V nanuTe TMHUIO

Ctrl+X CtepeThb Bce HACTPOUKHU

Ctrl+L [Tepe3arpy3uth nepBoHaYaIbHBIE  HACTPOUKHU

5. JloGaBbTe CTPOUKY B IPUBETCTBUE:

SWITCH_TESTtel+7(495)000-00-00
6. CoxpaHuTe M3MEHCHHUS B MPUBETCTBUH U BBIIIUTE U3 pexkuMa peaaktupoBanus: Ctrl+W
7. TlpoBepbTe N3MEHEHHBIN OaHHEP MPUBETCTBUS:

showgreeting_message

DES-3528FastEthernetSwitch

CommandLinelnterface
SWITCH_TESTtel+7(495)000-00-00
Firmware:Build2.80.B042
Copyright(C)2010D-LinkCorporation.Allrightsreserved.

8. IlpencraBbTe pe3ysbTaThl pabOTHI MPEIOAABATENTIO.

9. BoccranoBuTe HaCTPOWKHK OaHHEPA 110 YMOTYAHHIO:
configgreeting_messagedefault

10. IIpoBepbTe OaHHEP MPHUBETCTBUS:
showgreeting_message

5.HacTpoiikaoCHOBHBIXTApaMETPOBIIOPTOBKOMMYTATOpa

1. TlocMmoTpHTe TEKyIIne HACTPOHKH MOPTOB: ShOWPOrts

2. V3MeHuTe CKOPOCTh U PE&KUM pabOThl HOPTOB 1-5:
configportsl-5speed10_half

3. IIpoBepbTe BBINOIHEHHBIE HACTPONKHU: showports
UYro BbI HaOm0qaeTe? 3anuIIuTe.

4. AKTHUBM3HMpYHTE (QYHKIUIO YIIpaBJICHHUs MOTOKOM Ha rnoprax 1-5:
configportsl-5flow_controlenable
5. IIpoBepbTeHacTpOUKH: showports
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6. Ortkirounte padboty noptoB 1-5:
configportsl-5statedisable

7. TlpoBepbTe HACTPOUKH: showports
8. IIpoBepbTe coeauHEeHUE MEX Ty KOMIbIOTepoM U kKoMMmyTatopoM. Ha I1K BeimonnuTe
KOMaHy:

ping195.168.0.5
Yro BBl HAOIIOHAETE? 3AMUIINTE.

9. Bxmmounte paboty mopra 2:
configports2stateenable
10. IIposeprre coequnenue mexay 1K 1 kommyTatopom.
Ha I1K BeimonnauTe komManay: ping195.168.0.5
Uro BB HaOMO1aeTe? 3aUIIATE.
11. 3anaiiteonucanuenopra 2:  configports2descriptionPC_PORT
12. TIpoBepbTe OMHUCaHKUE MTOPTOB: showportsdescription

1.6.M3menenuelP-anpeca unrepdeiica ynpaBiaeHUs: KOMMYTaTOpa

1. Tlocmotpute 3Hauenue IP- anpeca unrepdeiica yrmpasieHuss KOMMyTaTopa:

showipif
2. Yewmy paen IP-anpec mHTepdeiica ynpaBieHHs KOMMYTaTopa o YMOJTYaHUIO (3amicaTth B
TeTpap):

3. Usmenute IP-ampec naTEpdeiica yrpaBaeHHss KOMMYTaTOpa:

configipif System ipaddress 10.1.1.10/8

4. Hacrpoiire [P-anpec nuiro3a mo yMoia4aHuio:

createiproutedefault 10.1.1.254
Hpumeuanue:|P-adpec winoza no ymonuanuio 00axcen Obimb HA3HAYEH, eCliu YNpasieHue KOMMYyma-
mopom 6ydem ocywecmenamocs u3 opyeux IP-noocemeii.

5. TIpoBepbTe HacTpoiiku KoMMmyTaTopa: Show switch

1.7.@ynxnusFactoryReset(cOpock3aBoACKUMYCTaHOBKAM )

1. COpochkTe TeKylIre HACTPOWKH KOMMYTATOpa K HACTPOHKaM T10 YMOJTYaHUIO KOMaHIOM:
reset

Ha xoMMyTaTOpe BOCCTaHOBSITCS BCE 3aBOJICKHE HACTPOWKH TI0 YMOIYAHHIO, 32 HCKIIIOYCHUEM
IP-anpeca mHTEepdeiica ynpaBieHus, y4ETHBIX 3alMcel TOJb30BaTENel M KypHaja PErUCTpaIHi.
KommyTtaTop He mpou3BeAET COXpaHEHHE COPOIIEHHBIX HACTPOCK B JHEPrOHE3aBHCHMOHM MaMSTH
NVRAM u He nepe3arpy3uTcsi.

Ecnu ykazano kimodeBoe ciaoBo CONfig, Ha KOMMyTarope BOCCTAHOBSTCS BCE 3aBOICKHE
HACTPOWKHM 110 yMOJIYaHHI0, BKItovast |P-agpec untepdeiica ynpasieHus, yu€THbIC 3aIIUCH MTOJIb30Ba-
TeNel M KypHal peructparmii. KommyTtaTop He mpou3BeAET cOXpaHEHUE COPOIICHHBIX HACTPOCK B
sHeprounezaBucumont namsatu NVRAM u He nepe3arpy3utcs.

resetconfig

Ecmn ykazaHo kirodeBoe clioBO SyStém, Ha KOMMYTaTOpPE BOCCTAHOBSITCS BCE 3aBOJICKHE
HACTPOWKH TI0 YMOJIYAHHUIO B MOJHOM 00bemMe. KOMMyTaTOp COXpaHHUT 3TH HACTPOMKH B SHEProHE3a-
Bucumoii namsitu NVRAM u nepesarpysurcs.

resetsystem
B ciydae He0OX0JMMOCTH, Mepe3arpy3uTb KOMMYTaTOp MOKHO KOMaH I0M:
Reboot
3anoyiHUTE B TETPaaAU TaOIMILy.
Komanma Haznauenue Komanna Haznauenue
showipif configgreeting messagedefault
config ipif System ipaddress showports
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create iproute default configportsspeed

show switch configportsflow _controlenable

showtime configportsstatedisable / ena-
ble

configtime_zoneoperator+hour 6 configportsdescription

min0

configtime showportsdescription

disable/ enabletelnet Reset

disable / enableweb resetconfig

configcommand_prompt resetsystem

configcommand_promptdefault reboot

showgreeting_message

configgreeting_message

5.Y1paBieHneBO3MOKHOCTRIOIOCTyTakkoMMy TaTopyuepe3Web-unrepdeiicuTelnet

JInst moBBIIeHNs 0€30MACHOCTH CETH, B TOM CJIyYae, €CIM ISl I0CTYyIa K KOMMYTaTopy He HC-
nosb3ytorcs Web-untepderic mnm Telnet, pexomenayercs ux OTKIOYUTH (M0 ymomuanuto Web-
untepdeiic u Telnet Ha kOMMyTaTOpE BKIIIOYCHBI).

OTKITFOYMTE BO3MOYKHOCTH IMOAKIIOYEHUS K KOMMyTaTopy o Telnet:
disabletelnet

[TIpoBepbTe BBITOTHEHHBIE HACTPOUKHU:
showswitch

Yo6eaurecs, uto goctyn mo Telnet oTkimroué.

BoeimonauTe Ha padoueii crannuu [TK1 xomany:
telnet<IP-ampeckommyraTopa>

Urto BBl HaOmomaere? [Ipu mombiTke moakmounthes: “3amummure. [Toaxmouenue k 10.1.1.10...He
YIQJIOCh OTKPBITh MOJKIIOUEHUE K 3TOMY Y31y, Ha mopT 23: CO0¥ MOAKIIOYCHHS .

He cMmoTps Ha noctynmHOCTH 1o nipotokoiy ICMP:

Otser ot 10.1.1.10: yucno 6aitt=32 Bpems=Imc TTL=255

Otser ot 10.1.1.10: yucno 6aitt=32 Bpems=Imc TTL=255

Otser ot 10.1.1.10: yucno 6aitt=32 Bpems=Imc TTL=255

Otser ot 10.1.1.10: yucno 6aitt=32 Bpems=Imc TTL=255

Cratuctuka Ping ans 10.1.1.10:

[TakeroB: ormpasieno = 4, nonydeHo = 4, notepsino = 0 (0% noteps),
[Tpubnm3uTenpHOE BpeMs MpueMa-rnepeayu B Mc:

MunumansHoe = 1Mcek, MakcumanbsHoe = 1 mcek, Cpennee = 1 Mcek

Bxiirounte GyHKIHIO MOIKITIOYEHUS K KoMMyTaTtopy 1o Telnet:
enabletelnet

[TpoBepbTe BBHITIOIHEHHBIC HACTPOHKH U yOSIUTECh B BO3BMOXKHOCTH MOJKITOUCHHUS K KOMMY-
taropy mo Telnet.

OTKITIOUNTE BO3MOKHOCTh MOIKITIOYEHHUS K KoMMyTaTopy uepe3 Web-unrepdeiic:
disableweb

HpOBepLTe BBITIOJIHCHHBIC HaCTPOﬁKHI
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showswitch

Yoeaurech, 4TO AOCTYI K KOMMyTatopy depe3 Web-unrepdetiic oTkmouéH.

3amyctute Ha paboueii ctanimu [1K1 Opay3ep u BBenute B aapecHoi ctpoke IP-aapec kommyTaTopa.
Uro BB HaOMO1aeTe? 3aUIINTe.

Bkirounte BO3MOKHOCTH TOAKIIOUCHHS K KomMMmyTatopy uepe3 Web-untepdeiic u u3MeHurTe craH-

naptaeiid TCP-mmopT moakitoueHns: Ha HOBBIH:
enableweb8008

3amyctute Ha paboueit cranumu [1K1 O6paysep, BBenuTe B aapecHoit crpoke |P-anpec kommyTaTopa u
yKakute HOBbIH T CP-mopT moaxiroueHus:

6.HacrpoiikanapameTpoBOaHHepaANPHBETCTBUSA

C uenpro ympoleHus HICHTU(PHUKALUHN MOJIb30BATEIIMU aKTUBHOTO CETEBOTO 000PY/IOBAHUS,
WM CO3[IAHUS €r0 YHUKAIBHBIX JIOTOTHUIIOB, BO3MOYKHO M3MCHEHHE OaHHepa MPHUBETCTBUS, KOTOPBIN
MOSIBJISIETCS. B MOMEHT 3arpy3ku KoMMyTaTopa. Tarke BO3MOXHO M3MeHeHue mpuriameHus Com-
mandPrompt B komanHO# ctpoke CLI.

N3amennrenpuriamenneCommandPrompt:
configcommand_promptTEST_SWITCH

VYcranoBure IMpUTJIAICHUE IT0 YMOJIYaHHIO:
configcommand_promptdefault

[TocmoTpuTe OaHHEP TPUBETCTBUSA:
showgreeting_message

BoiinuTe B pexuM penakTupoBaHus OaHHEpa MPUBETCTBHUS:
configgreeting_message

Z[J'Iﬂ PEAAKTUPOBAHUSA ITPHUBCTCTBU, HCHOHBSyﬁTe CICOYIOMIUE KOMaH/bI:
<Function Key><Control Key>

Ctrl+C Brriitu6escoxpanenus  left/right/

Ctrl+W  CoxpaHUTb U BBIUTH up/down [TepemecTuTh Kypcop
Ctrl+D V 1anuTe TUHUIO

Ctrl+X CrepeThb Bce HACTPOUKHU

Ctrl+L [Tepesarpy3uTh nepBOHAYAIbHBIE  HACTPOHKH

HO63BLTC CTPOYKY B IIPUBCTCTBUC!
SWITCH_TESTtel+7(495)000-00-00

CoxpaHuTe H3MEHEHHS B IPUBETCTBUU U BBIHUTE U3 pexkrMa peraktupoBanus: Ctrl+W

ITpoBepbTe M3MEHEHHBIN OaHHEP NPUBETCTBUS:
showgreeting_message

DES-3528FastEthernetSwitch
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CommandL.inelnterface
SWITCH_TESTtel+7(495)000-00-00
Firmware:Build2.80.B042
Copyright(C)2010D-LinkCorporation.Allrightsreserved.

BoccranoBute HacTpoiiku GaHHEpa 10 yMOTYaHUIO:
configgreeting_messagedefault

[TpoBepbTeOaHHEPITPUBETCTBUS:
showgreeting_message

®opma npeacTaBaeHUs pe3yJabTaTa:0TyeT

Kputepuu onenkmu:

«5» - mabopaTopHas paboTa BBIITOJIHEHA MOTHOCTHIO, ATAITBI BBITIOTHEHUS paOOTHI, aITOPUTMEI U
TEOPETUICCKHII MaTepHall 3alMCaHbl B TETPA/Ih, CTYJICHT OTBEYAET HAa BCE BOIIPOCHI MPEIOIaBATEIS 10
TeMe paboThI.

«4» - mabopaTopHasi paboTa BBIMOTHEHA TTOJIHOCTHIO, ATAMbI BHIMOIHEHUS PAaOOTHI, aTOPUTMBI U
TGOpeTI/ILIeCKI/II\/JI MaTcpural HC NOJHOCTBIO 3alIMCaHbl B TETpadb, CTYACHT 3aTPYAHACTCA OTBCYATh Ha
BOTIPOCHI MPETIOAaBATEINS MO TeME PabOTHI.

«3» - mabopaTtopHas padota BeimosHeHa Ha 70% u OoJiee, ATarbl BHITTOTHEHHS pabOThI, ajIro-
PUTMBI U TCOPETHUYSCKUIH MaTepraJl 3alliCaHbl B TETPAJb HE B TIOJTHOM 00BEME, CTYICHT HE OTBEYACT
Ha BCE BOMPOCHI MPETIOIaBaTEIIS IO TeME PaOOTHI.

«2» - mabopaTtopHas pabdora BemosHeHa MeHe 70%.
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Tema 2.1 Ilepenaua naHHBIX 110 CETH

JlabopaTopnasi paGora Ne 4
Komanp1 00HOBJICHHS TPOTPAMMHOT0 00ECTICUEHUsI KOMMYTAaTOpa U COXpaHe-
HUS1/BOCCTAHOBIICHUS KOH(PHUTYpAIIMOHHBIX (hailioB

Heabr padorbl: M3y4nTh Mporecc OOHOBJIEHHS NPOrpaMMHOrO OOECICUeHHMs U COXpaHe-
HUS1/BOCCTAHOBIICHUSI KOH(PHUTYpAIHH.

Boinosinus padorty, Bl Oyaere:

yMmemy:

- [lonroraBnmMBaThEKPEKUMYOOHOBIICHUSHCOXPAHEHUSATIPOT PAMMHOT000€CTICYEHUSIKOMMY TaTOpP.
- 3arpyxartb (ails1 mporpaMMHOro 00eCTIeYeHUs B TAMATh KOMMYTATOpa.

- HactpauBath nopsiiok 3arpy3ku IporpaMMHOro o0ecredyeHrss KoOMMyTaTopa.

- Boirpyxatb u 3arpyxatb KOHQUTYpaIHH.

- Boirpyxars log-taiinb.

MarepuajibHoe obecriedeHune (Ha OHO paGoyee MeCTO):

KommyraTtop DES-3528 nnm DES-3810-28 1 mT.

Pa6ouas cranuus ¢ TFTP-cepsepom 1 mT.

KonconpHbI kabenb | mr.

Ka6ens Ethernet 1 m.
3ananmue:

1 CobpaTts cxemy.

2. 3yuuTh U BBINOJIHUTH KOMaH/bl OOHOBJICHUS POrPaMMHOr0 OOecleueH!s] KOMMYyTaTopa U
COXPaHEHHUS/BOCCTAaHOBIICHUSI KOHPUTYPALIMOHHBIX (PaitioB.

Kparkue TeopeTnueckue cBeIeHHA:

OOHOBJIEHUE TIPOrpaMMHOI0 oOecriedeHHs (€ro MHOTa Ha3bIBAIOT «IIPOIIMBKON» KOMMYTa-
TOpa) MOXET ObITh HEOOXOAUMO, KOT/Ia IOCTYIHA HOBasi ()YHKIIMOHATBLHOCTh HIIM TPEOYETCs] KOPPEK-
s omu6ok. CoxpaHsaTh KOH(PUTYpaIMi0 KOMMYTaTOpa HEOOXOAUMO MPU U3MEHEHHH €ro HacTPOEK,
a TaKXkKe JUIS YIPOIECHHUS] BOCCTAHOBJICHUS (DYHKIIMOHUPOBAHUS KOMMYTATOpa B pe3ysbTaTe cO0sl ero
paboTsl UM moJI0MKH. OCHOBHBIM MPOTOKOJIOM, MMPUMEHSEMBIM ISl 3TUX LIETIeH, CIY>KUT MPOTOKOI
TFTP (Trivial File Transfer Protocol, mpocreiimmii mpoTrokon mnepenayu gaHHbIX). s mepena-
YK/3arpy3Kd MPOTrPaMMHOIO OOecreueHHs/KOHQUTypauu HeoOxoaumo Hamuuue B cetdu TFTP-
cepBepa. KommyraTtoper D-Link, moanepkuBaroT BO3MOKHOCTh XpaHEHHUsI HA KOMMYTATOpE JIBYX Bep-
cUil TporpaMMHOro obecrnedeHus U KOHQUrypauuu, npuaéM Jrodas U3 HUX MOXKET ObITh HACTPOEHA
KaK UCIONb3yeMasi MpHU 3arpy3ke KOMMYTAaTopa. JTO MO3BOJISIET O0ECIEYUTh OTKa30yCTOMYHMBOCTD
0o0opyIOBaHUs MpH MEePeXoe Ha HOBOE MPOTpaMMHOE OOecTieyeHHe WM U3MEHEHUH KOH(UTYpaIHH.
Jna u3ydenuss paboOThl KOMMYTAaTOpa, UMEETCS BO3MOXKHOCTH BBITPY3KH depe3 mportokon TFTP
KypHana paboTsl KOMMYTaTOpA.

Ilopsinok BbINOJIHEHHS PadOTHI:
1IToaroTOBUTHKPEKUMYOOHOBIICHUAHCOXPAHEHUSATIPOT PAMMHOT000€CIEUeHUSIKOMMY TaTopP.
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2 3arpy3uTh (aiii1 MporpaMMHOT0 00eCIeueHus B aMsTh KOMMYTaTopa

3 HactpouTs MOpsIIOK 3arpy3KH MPOrpaMMHOT0 00ecrieueH st KOMMYTaTopa.
4 BeITpy3HTb U 3arpy3UTh KOH(PUTYpaIuu

5 Beirpysurslog-daiins

Xon padoThl:

1.IloaroToBKaKpe:KUMYOOHOBJICHUSIMCOXPAHEHUATIPOrPAMMHOIr000ece4eHUAKOMMYTATO
pa

Hactpoiite TFTP-cepsep.B HacTpoiikax mporpammbl HEOOXOAUMO:

1. ycraHoBUTH qupeKTOpHIO puéMa (aiios;
2. OTKJIIOUUTH Bce npyrue cepBuchl, kpome TFTP server.

[ToaroroBbTe (haiiin HOBOro MPOrpaMMHOI0 OOECTIEUEHUsI KOMMYTAaTopa:

1. Haitnure HeoOXoauMmelii (haii «mpormBki» Ha cepsepe ftp:/ftp.dlink.ru/ ;
2. Ckauaiite (aiin u mepeHecuTe ero B qupexroputo Ha TFTP-cepepe;
3. [IpounTaiite (haiiin cCONpPOBOXKIECHUS K «IIPOIIKUBKEY.

2.2.3arpy3kadgaiianporpaMMHOroodecrne4eHusIBIaMATBLKOMMYTAaTOpa

Bce ogpuyuanvuvie gepcuu I10 exnouarom npumedanus, Komopbvie OnUCbi8aiom Hogvle QYHKYUU
U NOCIeOHUEe KOPPEKYUU OUUDOK.

Hacrpoiite |P-anpec unTepdeiica ynpapieHus:
configipifSystemipaddress10.1.1.10/8

Hacrpoiite TFTP-cepsep:
3anyctuth TFTP-cepBep,BHacTpoiikax TFTP-cepBepaykazatslP-
aapecpabouerictanuuu10.1.1.250/8,ykazaTsaupexropurocnpornuBkoiCurrentDirectory.

[TposepnTe noctynHocth TFTP-cepBepa ¢ kommyTaTopa:
ping10.1.1.250

[IpoBeprTe MHGOPMALHIO O TEKYIIEM IPOrPaMMHOM 00ECTIeYeHUH KOMMYTaTopa:
showfirmwareinformation
[IpoBepbTe, 4TO BBI 3arpy»eHbl ¢ TpoImuBKH 2.80 U3 ciiora 2

3arpy3HTe IIporpaMMHOC obecreyeHue Ha KOMMYTAaToOp B HepBLIfI CJIOT (KOMaHI[a BBOJHUTCA B

OJIHY CTPOKY):
downloadfirmware_fromTFTP10.1.1.250 src_file DES-3528_ Series FW_v2.01.B042.had im-
age id 1

y6e,[[I/ITCCL, qTO HpOFpaMMHOG 06GCH6‘IGHI/I6 3arpy>1<eHo:
showfirmwareinformation

2.3.HacTpoiikanopsiaka3arpy3KunporpaMMHOroooecne4eHusKOMMyTaTopa
3anaiiTe HOMep cj0Ta MPOrpaMMHOr0 oOecreyeHus, KoTopoe OyJeT 3arpyxarbcsi Ipu crapre
KOMMYTAaTopa:

configfirmwareimage_id1boot_up

COXpaHI/ITC HU3MCHCHMUS .
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save

OOHoBnEHHAs MpomKBKa OyIeT UCTIOIB30BaHA MPH CIEAYIOIEH 3arpy3Kke KOMMYyTaTopa.
IIepesarpy3ure KOMMyTaTOp:

reboot

[Tocrne 3arpy3ku KOMMyTaTOpa MPoBEpbTe HHHOPMAITUIO O MPOrPAMMHOM 00ECTICUCHHUU:
showfirmwareinformation

YroBeiHAOMOMaETE?

show firmware information

Command: show firmware information

ID Version Size(B) Update Time From User

*1 2.01.B042 2740273 0 days 00:00:00 Serial Port(Prom) Unknown
2 2.80.B045 3849399 0 days 00:00:00 Serial Port(Prom) Unknown

"** means boot up firmware

(R) means firmware update through Serial Port(RS232)

(T) means firmware update through TELNET

(S) means firmware update through SNMP

(W) means firmware update through WEB

(SSH) means firmware update through SSH

(SIM) means firmware update through Single IP Management

CHoBa 3arpy3urtech co BToporo ciiota (rmpommuska 2.80). 3areM 0OHOBHUTE MPOIIMBKY B IEPBOM
ciore ¢ 2.01 na npommusky 2.60.

[Tocne Bcex onepanuii Bbl TOJKHBI OBITh 3arPy>KEHBI CO BTOPOTO CJI0Ta M CIIMCOK IMIPOIIMBOK
NoJKeH ObITh: 1 cinoT — nmpommmBka 2.60, 2 cnot — npomuBka 2.80.

2.4.Boirpy3kaunszarpy3kakonurypanuu

[TocMoTpuTe TEKYIIYIO BEpCHIO KOHPUTYpallui KoMMyTaTopa (Haxosmryrocs B RAM):
showconfigcurrent_config

[IpoBeprTe nHpopMmario 00 umerommxcs B NVRAM koHpUrypauusx KoMmmyTaTopa:
showconfiginformation

[Tocmotpute koHpurypammio kommyrtaropa Nel, coxpanéunyo B NVRAM:
showconfigconfig_in_nvraml

Brirpysute kondurypanuto Nel na TFTP-cepsep:
uploadcfg _toTFTP10.1.1.250 dest_file config.txtl

OtkpoiiTe BBITPY/KeHHbIH KOHGUIYPAMOHHBIH (A JIIOOBIM TEKCTOBBIM PEJaKTOPOM,
HanpuMep 0JJOKHOTOM, H IIPOCMOTPHUTE €r0 CTPYKTYPY.

3amenute IP-ampec 10.1.1.10/8 na 10.1.1.8/8:
#IP
configipifSystemipaddress10.1.1.10/8vlandefaultstateenable
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disableautoconfig

JIOJKHO IIOJIyYHUTHCS TaK:

#IP
configipifSystemipaddress10.1.1.8/8vlandefaultstateenable
disableautoconfig

Coxpanwure aiin.

3arpy3ute I3MEHEHHYIO0 KOHQUTYPAIHIO HA KOMMYTATOp B CJIOT it KOH(pUTyparmm Ne2:
downloadcfg_fromTFTP10.1.1.250 src_file config.txt2

[IpoBepbTe, n3menwmics nu [P-agpec kommyTaTopa:
showswitch

UYro BbI HaOMOgAETE?
3anaiiTe HOMep KOHQUrypaluu, KoTopas OyJIeT 3arpy’kKaTbcs IPpHU CTapTe KOMMYTaTopa:

Device Type : DES-3528 Fast Ethernet Switch
MAC Address : 1C-BD-B9-36-65-90

IP Address :10.1.1.10 (Manual)

VLAN Name : default

Subnet Mask : 255.0.0.0

Default Gateway :0.0.0.0

Boot PROM Version : Build 1.00.B008

Firmware Version : Build 2.80.B045

Hardware Version 1 A3

Serial Number : PVIH1A7003065
System Name :
System Location

System Uptime : 0 days, 0 hours, 6 minutes, 50 seconds
System Contact :

Spanning Tree : Disabled
GVRP : Disabled

IGMP Snooping : Disabled
MLD Snooping : Disabled
VLAN Trunk : Disabled
Telnet : Enabled (TCP 23)
Web : Enabled (TCP 80)
SNMP : Disabled

SSL Status : Disabled

SSH Status : Disabled
802.1x : Disabled

Jumbo Frame . Off

CLI Paging : Enabled

MAC Notification : Disabled
Port Mirror : Disabled
SNTP : Disabled

HOL Prevention State : Enabled
Syslog Global State : Disabled
Single IP Management  : Disabled
Dual Image : Supported
Password Encryption Status : Disabled
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configconfiguration2boot_up

UYemy Oynet paBen [P-agpec mocine nepe3arpy3ku kommyTtaTopa?
Command: show ipif

IP Interface : System

VLAN Name - default

Interface Admin State : Enabled

DHCPv6 Client State : Disabled

Link Status : LinkUp

IPv4 Address : 10.1.1.8/8 (Manual) Primary
Proxy ARP : Disabled (Local : Disabled)
IPv4 State : Enabled

IPv6 State : Enabled

DHCP Optionl12 State : Disabled

DHCP Option12 Host Name
Total Entries: 1
2.5.Buirpy3kalog-gdaiinon

[IpocMoTpuTe KXypHaN paboThl KOMMYTaTOpa:
showlog

Brirpysure xxypnan pabotsl Ha TFTP-cepsep:
uploadlog_toTFTP10.1.1.250 dest_file Logfiles.txt

OrkpoiiTe BoITpy:KeHHBbIH 100-daiin J100bIM TEKCTOBBIM PeIaKTOPOM, HANIPUMeEpP 0JIOKHO-
TOM, M IPOCMOTPHTE €ro CTPYKTYPY.

®opMma npeacTaBiieHUs pe3yJbTaTa:0TueT

Kpurepum oueHku:

«5» - nabopaTopHasi paboTa BHIIIOJHEHA MMOJTHOCTHIO, 3TAIbI BHITOJHEHUS pabOThI, aITOPUTMBI U
TEOPETUYECKHI MaTeprall 3alKiCaHbl B TETPa/ib, CTYJCHT OTBEYAET Ha BCE BOIPOCHI MPENoaBaTeis Mo
TeMme paboTHI.

«4» - nabopaTopHasi paboTa BBIIIOJHEHA MMOJTHOCTHIO, 3TAIbl BHITOJHEHUS pabOThI, aITOPUTMBI U
TEOPETUYECKHI MaTeprall He MOJHOCTHIO 3alMCaHbl B TETPa/lb, CTYACHT 3aTPyIHSAETCS OTBEYATh HA
BOIPOCHI [IpernoaBaTelis o TeMe padoThl.

«3» - mabopaTtopHas pabota BbinonHeHa Ha 70% u Oosiee, 3Tarbl BBINOIHEHUST PabOThI, alro-
PUTMBI U TEOPETUUYECKUI MaTepua 3aliCcaHbl B TETPA/lb HE B TIOJHOM 00BbEME, CTYICHT HE OTBEYAET
Ha BCE BOMPOCHI MPEIoaaBarTes Mo TeMe paboThlI.

«2» - mnabopaTtopHas pabota BbinoiHeHa MeHe 70%.
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Tema 2.1 Ilepenaua naHHBIX 110 CETH

JlabopaTopHasi padora Ne 5
KondurypupoBanue nopToB KOMMyTaTopa

Hean padorei: [TonyueHre HaBBIKOB HACTPOIKK TOpTOB kKomMyTaTopa D-Link DES 3010G
Boinosinus padorty, Bel Oyaere:
ymemy:

- YCTaHOBUTE IIPOITYCKHYIO CIIOCOOHOCTH TOPTOB KOMMYTAaTOpA.

MaTepI/laJIbHOE odecmeyeHue:

Kommyratop DES-3828 1 .
Kommyratop DES-3010G 2 wr.
Pabouas cranuus 4 .

Ka6ens Ethernet

3ananue:
1 ITocTpoiiTe TOMOJIOTHIO CETH.

EEEE
DES-3828
(1] [1]
DES-30106 DES-30106
(2]

2 BBINOJHUATH 33JIaHUE IO HACTPOMKE MOPTOB KOMMYTAaTOPA.
KpaTkue Teopernyeckne cBeJeHHs:

Pa3z[eJ1 «AI[MI/IHI/ICTpI/IpOBaHI/Ie» MCHIO ((KOH(l)I/IprI/IpOBaHI/Ie IIOPTOB»
Port Configuration

From I'o MDIX Speed/Duplex Flow Contrel Apply

Port 1 '] Port 1 '] Enablad '] Auto '] Auto '] Disabled 'l Amlyj

The Port Information Table

0

Enabled Auto Di

sabled LOOM/FUllNons Enabled
2 Enabled Auto Auto Disabled 1 00M/Full/Nons Enabled
3 Enabled Auto Auto Disabied 100M/Full/Nons Enabled
B Enabled Auto Auto Disabled LinkDown Enabled
5 Enabled Auto Auto Disabled LinkDown Enabled
8 Enabled Auto Auto Disabled LinkBDown Enablsed
7 Enabled Auto Auto Disahled LinkDown Enabled
8 Enabled Auto Auto Disabled LinkDown Enabled
8 Enabled Auto Auto Disabled LinkDown Enabled
10 Enablsed Auto Auto Disabled LinkDown Enablad

Menio «Fromy», «To». Ilo3Bonser 3agaTh MOPT WM MOCIENOBATENBHOCTh MOPTOB ISl KOTOPBIX

HE00X0IMMO CKOH(PUTYpUPOBATh CIIEAYIOLINE TapaMeTPhl:

e State (Cocrosinne). Moxer npunumarh 3HaueHue Enabled (Bxmrouen) mmu Disabled (Bwixiro-
YeH).

e Speed/Duplex (Ckxopocts//yniekc). Ilo3Bosser 3a1aTh CKOPOCTh U pekuM paboThl mopra. Mo-
KeT IPUHUMATD CJIEYIONINE 3HAYCHUS:
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Auto. ABTOMaTH4eCKH COTIacyeT CKOPOCTh M PeXKUM paboThl MOpTa, BeIOUpas myumue 3HadeHus (10

MO6/c unmu 100 M6/c, momyayIiieKe wii JyIUIeKC).

10M/Hatf

10M/Full

100M/Half

100M/Full

1000M/Full

1000M/Full_M

1000M/Full_S

e Flow Control (KouTpoab moToka gaHubIX). OToOpakaeT cxemMy yNpaBJICHHS MTOTOKOM JaHHBIX,
UCTIOJNB3YIONIYIOCS MPH KOH(QUTYPUPOBAHUH MOPTOB. [IOpTHI B MOJHOAYIUIEKCHOM PEXHUME HC-
nmoyib3yroT cxemy 802.3x. [TopTel B MONMYAYIIICKCHOM PEKHUME HCIIOJB3YIOT cxeMy backpressure
[TopTel B aBTOMAaTWYECKOM pEXHME HCIIOJB3YIOT OJHY M3 yKa3zaHHbIX cxeM. [lo ymomdaHuto
yIpaBJiIeHNE TTOTOKOM OTKJIFOUEHO.

Knormka « Apply» 11 yCTaHOBKH HOBBIX HACTPOEK.

Xox pa0doThI:
1. V Bcex mopToB yCTaHOBHTE MPOITYCKHYIO criocoOHocTh 100 MoOwuT/c.

2. BeIKITIOunTe OJMH W3 MOPTOB KOMMYyTaTOpa, K KOTOPOMY TIOJIKIIOYCH OJMH M3 KOMIThIOTE-
poB. [TommpoOyiiTe OCYIIIECTBUTH B3aMMOICHCTBHE KOMITBIOTEpOB. CrienaiTe BHIBOIBI HA OCHOBE TOJTY-
YEHHOTO Pe3yJbTara.

3. YcraHOBHTE MPOIMYCKHYIO CIOCOOHOCTH MopToB KomMmyTaTopa DES-3010G, k koTopomy
MOAKTIOYCHBI MauHbI 3 1 4, paBHOU 10 MOuT/C.

4. «ITuHTYHTE» OTHOBPEMEHHO MAIIMHY 2 ¢ MamuH 3 u 4

5. 3amyctute Ha MammHax 1 u 2 yrunuty tcpdump. CpaBHHTE pe3yabTaThl padOTHI HA 00eUX

MalllMHax.

®opma npeacTaBiaeHus pe3yabTaTa:0TyeT B TETPAIU

Kpurepun oueHku:

«5» - mabopaTopHas paboTa BbIIIOJHEHA OJHOCTHIO, ITAIIbI BBITIOJIHEHUS paObOThI, AITOPUTMBI U
TEOPETUUYECKUI MaTepuall 3allMCaHbl B TETPa/ib, CTyIEHT OTBEYAET Ha BCE BOIPOCHI MPENoAaBaTeis o
TeMe paboTHI.

«4» - nabopaTopHas paboTa BBIIOJIHEHA [TOJHOCTHIO, ITAIbI BHIIOJIHEHUS paOOThI, AITOPUTMBI U
TEOPETUYECKHUI MaTepuall He MOJIHOCTBIO 3alIMCaHbl B TETPa/ib, CTYIEHT 3aTPYHIETCS OTBEYATh Ha
BOIPOCHI NIPENOAaBaTes 0 TeMe padOoThI.

«3» - mabopaTopHas pabora BeinosHeHa Ha 70% u OoJiee, ITarlbl BHIIOIHEHUS pabOThl, allro-
PUTMBI U TEOPETUYECKUI MaTepHal 3allMCaHbl B TETPa/lb HE B IIOJHOM 00bEME, CTYJCHT HE OTBEYaeT
Ha BCE BOMPOCHI IIPETNoAaBaTelis o TeMe padoThI.

«2» - nabopaTopHas pabora BbllosHeHa MeHe 70%.
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Tema 2.1 Ilepenaua naHHBIX 110 CETH

JlaGopaTopnas padora Ne 6
KoHTpoJib HaJ| MOIKITIOYCHUEM Y3JIOB K TOpTaM KommyTaropa. @yukims PortSecurity

Heanb padornl: HayuuTbes ympapisiTh MOAKIIOYCHHEM Y3JIOB K MOPTAM KOMMYTaTropa M H3y4YHTh
HacTpoKy ¢pynkiuu PortSecurity na kommyrtatopaxD-Link

Boinosinus padorty, Bel Oyaere:
ymemy:

- YIOPpaBJIATh HOAKIOYCHHUEM Y3JI0B K TIOPTAaM KOMMYTATopa.

MaTepnaﬂbﬂoe odecmeyeHue:

KommyTtarop DES-3828 1 .

Pabouag cranmus 2 wIT.

Kabens Ethernet 2 WIT.

KoucomnpHEbI Ka0enb 1 mrr.
3amanue:

1 ITocTpoiiTe TOMONOTHIO CETH.

=
DES-3828
[x] [1]
DES-30106 DES-3010G
(2] (2]

2 BBINONMHUTH 3aJIJaHUE 110 HACTPOIlKe MOPTOB KOMMYTATOPA.
KpaTkue Teopernueckue cBeJeHHs:
Oyuknus Port Security mo3BosisieT HaCTPOUTH KaKOH-THOO0 OPT KOMMYTATOpa TaK, YTOObI J0-
CTYIl K CETH Yepe3 Hero MOI' OCYILIECTBIISTHCS TOJIBKO ONpeAeNEéHHBIMU YCTPOCTBaMH. Y CTPOICTBA,
KOTOPBIM pa3peuieHo MOAKIYaThCs K nopty onpeaenstorcs no MAC-anpecam. MAC-anpeca Moryt
ObITh M3yuYeHBbl AUHAMUYECKH WJIM BPYYHYIO HACTPOEHBI aJMUHUCTpaTopoMm cetu. [lomumo storo
¢bynkus Port Security mo3BosiseT OrpaHHYMBATH KOJIMYECTBO H3ydaeMbix moprom MAC-aapecos,
TE€M CaMbIM, OTPAaHUYMBAsl KOJMYECTBO MOIKIIOYaeMbIX K HEMY Y3IIOB.
CymectByeT Tpu pexuma padotsl pynkuuu Port Security:

- Permanent (IloctosiHHbIi) — 3aHecéHHble B Tabnuily kommyTtauuu MAC-agpeca HHKOTJa HE
yCTapeBaloT, JIaXKe eCJIM UCTEeKIIO BpeMsi, yCTaHOBJIeHHOe TaiiMepoM Aging Time uiu KoMMyTaTop
ObLI Mepe3arpyskKeH.

- Delete on Timeout (YaanuTh mpu MCTCUYCHUH BPEMEHH) — 3aHECEHHBIC B TAOJHMILy KOMMYTAIIUH
MAC-aapeca ycTaperoT mocie HCTeUeHHs BPEMEHHU, YCTaHOBJIEHHOTO Taiimepom Aging Time u
Oy/ayT y/aleHBbl.

Ecnu cocTosiHre kaHana CBS3M Ha MOJKIIOYEHHOM mopte m3Mensercs, MAC-anpeca, u3y4eHHbIE
Ha HEeM, yJaJsI0TCS U3 TaONUIlbl KOMMYTAIIUH, YTO aHAJIOTUYHO BHITIONHEHUIO JEMCTBUN MIPH HCTE-
YeHUH BPEMEHH, YCTaHOBIEHHOTO TaiimepoM Aging Time.

* Delete on Reset (Y ganute npu cOpoce) — 3aHecéHHbIe B Tabnuiyy kommyTtarmu MAC-aapeca OyayT

yAaJeHbl ocIe Tepe3arpy3kiu KOMMyTaTopa (3TOT PEKUM UCTIONB3YETCs 110 YMOIYAHHIO).
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@ynkuus Port Security okaspiBaeTcst BechbMa MOJIE3HON MPH NOCTPOCHUU JIOMOBBIX CETeH, ce-
Tei npoBaiiepoB HTEpHET U JIOKAJIbHBIX CETEH ¢ TOBBIIIEHHBIM TpeOOBaHUEM 110 O€30IacCHOCTH, I1e
TpeOyeTCsl UCKIFOUUTH JI0CTYI HE3apETUCTPUPOBAHHBIX PA0OUYHMX CTAHIMH K yCIyram CeTH.

Hcnons3ys ¢ynkuuio Port Security MOKHO IOJIHOCTBIO 3alpPETUTh JUHAMUYECKOE U3yuCHHE
MAC-aapecoB yka3aHHBIMHM WJIA BCEMH IIOPTAMHM KOMMYyTaTopa. B aToM citydae 1ocTyn K CETH I0JTy-
YaT TOJBKO Te mosib3oBaTenu, MAC-anpeca KOTOPBIX yKa3aHbl B CTATHYECKON Ta0IHIle KOMMYTAlLlUH.

Xoa paGoThI:
1.1.YnpaBneHnEeK0INYECTBOMITOAKIIFOYAEMBIXKIIOPTAMKOMMYTaTOparnoib30oBaTeei, Iy TéMorpaHuueH
USIMaKCHMaJIbHOTOKOJINYECTBA
uzyyaeMbIxMAC-anpecoB

COpochTe HACTPOUWKH KOMMYTATOpa K 3aBOJACKHMM HACTPOWKAM 10 YMOJTYAHUIO KOMaH/I0M:
resetconfig

ITpoBepbTe nHGOpMAaIHIO 0 HacTpoiikax PortSecurity:
showport security

YcTaHoBUTE MaKCUMalbHOE KOJMYECTBO M3ydaeMbIX KaxkIpiM nmoproM MAC-aapecoB paBHbIM 1, u
BKJIIOUNTE (YHKIMIO HA BCEX MOPTaxX:

configport securityportsalladmin stateenablemax learning addrl
Hoaxarouyure IIK1 u IIK2 k nopram 2 n 10 koMMyTaTropa cOOTBETCTBEHHO.

[Tocmorpure MAC-anpeca, KOTOpbI€ CTalnu U3BECTHBI TopTaM 2 u 10:

showfdbport?2

showfdbport 10

[TpoBepbTe, COOTBETCTBYIOT JIM 3apErHCTPUPOBAHHBIE apeca aapecaM pabouux CTaHIIAN
na

ITpoBepbTe nHPOPMAaIHIO 0 HacTpoiikax PortSecurity Ha moprax KomMmmyTaTopa:
showport securityportsl-24

BiutrounTe 3anuck B )xypHal paboTel KomMyTatopa MAC-aapecoB, MOAKIIOYAIOUIUXCS K TOPTY CTaH-
Ui 1 oTipaBKy coobmeHuit SNMP Trap:

enableport securitytrap Log

BrinoHuTE TECTHPOBaHKE TOCTYITHOCTH y3710B Komauaou ping ot I1K1 k [TK2 u Hao6opoT.
Hoaxarouute IIK1 k mopty 10, a IIK2 k mopry 1.

HOBTOpI/ITe TECTUPOBAHUEC COCAUHCHUA MCIKIAY pa60‘II/IMI/I CTaHIUSAMU KOMaHA0MH pll’lg

[IpoBeprTe MHGOpPMAIHIO B )KypHAalle pabOThl KOMMYTaTOpa:
showlog

Kakoii BbI CI€1aCTC BBIBO
K nopram NnpruBE3aJIMCh MAK aJpeca. I[pyrne HC MOTYT NIOAKIIFOYHUTHCA K 3TOMY IIOPTY

CoxpaHute KOH(QUTYpPALUIO U NTepe3arpy3uTe KOMMYTaTop:

save
reboot
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BeinonHuTe TECTHPOBAHKE COCIMHEHHS MKy PaOOUYMMU CTAHLIUSIMH KOMaHIo1 Ping.

Kakoii Bol cienaere BeiBon? Coxpansiercs jau nHpopmanus o npussaske MAC-port?

Hacrpoiite Ha mopre 2 pabdorty ¢pynkuun Port Security B pexunme Permanent 1 MakCUMalbHOE KOJIH-
YECTBO U3Y4aeMbIX aJpecoB paBHoOE 1:

config-

port securityportsZadmin stateenablemax learning addrllock address m
ode permanent

Coxpanute KOH(PHUTYpAIUIO U TIEpe3arpy3uTe KOMMYTATOP:
save
reboot

[IpoBeprTe nHpOpManHio o HacTpoiikax Port Security Ha moprax komMmmyTaropa:
showport securityportsl-24

Kaxoit BeI cienaere BeiBoa? Coxpansiercs nuapopmaiuu o npussizke MAC-niopt?
COoXpaHsercs

Ouncrture uHpopMauio o npussizke MAC-opt Ha noprte 2:
clearport security entryport2

Otkaounte padory ¢pynknum Port Security Ha moprTe 2 U nmpuBegUTe HACTPOWKHU B MCXOAHOE
(1Mo YMOJIYaHHI0) COCTOSTHHE:

config-
port_securityports2admin_statedisablemax learning addrllock_address_
mode deleteonreset

[TocmoTpuTe Bpems TaliMmepa O6J0KHpoBaHUS (OH COOTBETCTBYET BpemMeHH xku3Hn MAC-anpeca B Tao-
JUIE KOMMYTaIUH):
showfdbaging time

M3MeHuTs BpeMst ACHCTBUS TailMepa MOKHO C ITOMOIIBIO HACTPOHKHM BpemeHu xku3nn MAC-anpeca B
Ta0IMIle KOMMYTAIlMU (BpeMs yKa3aHO B CEKYHJIax):
configfdbaging time20

N3menurtepesxxumpabdoreidynkmuu Port Security na Delete on Timeout:
configport securityportsZadmin state enable-

max learning addrllock address mode deleteontimeout

[IpoeprTe MAC-anpeca, KOTOpbIE CTaU U3BECTHBI OPTY 2:
showfdbport?2

[TpoBeprTe nHpOpMaIHio o HacTpoiikax Port Security Ha moprax koMMyTaTopa:
showport securityportsl-24

Beimonaute TectupoBanue coequnenust Mmexxay [TK1 u TTK2 komanmoii ping.

Kakoii Bbl cenaere BoiBon? Coxpansiercs nHpopmanuu o npussizke MAC-niopt?
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Ja

Otxmrounte padoty dynkiuu Port Security Ha moprax:
configport securityportsl-24admin statedisable

OtkimounTte ¢yHkuto 3anucu B 10g-daitn u ornpasku SNMP Trap:
disableport securitytrap Log

Ipumeuanue: nocie 8blNOIHEHUS OOYUEHUS UMEECA B03MONCHOCHb OMKIIOYUMb (YHKYUIO OUHAMU-
yeckoeo usyyenusi MAC-aopecos, mozoa 6 mabauye KomMmymayuu COXpaHamcs uzydeHuvie aopecad.
Taxum obpazom, mexywas KoHpueypayus cemu 6yoem coxpaumeHa, u odaibHeluiee NOOKIOYEHUE HO-
8bIX ycmpoucme 6e3 sedoma aoMuHucmpamopa oydem Hego3modxicHo. Hoevie ycmpoticmea modcHo
000asumb Nymém co30aHusi Cmamuieckux 3anuceti 6 maoauye KOMMymayuu.

1.2.HacTpoiika3zauuTelOTIOAKIIOUEHUIKIIOPTaM,0CHOBaHHOHHAcTaTnueckoTabnuueMA C-aipecoB
OTtkiaounTe paboune CTAHIUM OT KOMMYTATOpAa.

COpocbTe HACTPONKHM KOMMYTaTOpa K 3aBOJICKUM HaCTpOHWKaM KOMaHI0M:
resetsystem

AxtuBu3upyite Qynkuuio Port Security Ha Bcex mopTax u 3ampetute uzydenune MAC-aapecos,
ycTaHoBHB mapamerp max_learning_addr pasusiM 0 (koMaHa BBOAUTCS B OJIHY CTPOKY):
configport securityportsl-24admin stateenablemax learning addrO

[IpoBepbTe COCTOSIHME TOPTOB:
showports

ITposepbre coenunenne mexay [TK1 u ITK2 komanoii ping.

[IpoBepbTe cocTOsIHUE TAOIHUITBI KOMMYTAIIHHN:
showfdb

HNwmerorcda au tam 3anucu? EcTe oqHa 3amuce

B Tabnuiie koMmmyTamu BpydHyIo co3/1aiiTe crarnueckue 3anucu st MAC-aapecoB pabounx
CTaHIIMH, TOAKIIOUEHHBIX K opTam 2 u 10.

Buumanue! 3amenurte ykazannusie B komanaax MAC-aapeca Ha peajibHble ajJpeca pado-
YMX CTAHIHIA, HOJAKJINYAEMBbIX K KOMMYTATOPY.
createfdbdefault00-50-ba-00-00-01lport2
createfdbdefault00-50-ba-00-00-02port 10
[IpoBeprTe co3naHHBIE CTATUYECKHUE 3aMCH B TAOIUIE KOMMYTAIUH:
showfdb
[IpoBeprTe nHpOpMaIHio o HacTpoiikax Port Security Ha mopTax kKomMmmyTaropa:
showport securityportsl-24
ITpoBepbTe coenunenue Mmexxay [TK1 u ITK2 komanoii ping.

Hoaxmouute IIK1 k mopry 8, a IIK2 k nopty 2.
[ToBTOpHUTE TECTUPOBaHKHE KOMAHIOW Ping.

Kakoli BbI cienaere BBIBOJ

IIuHra HeT, Tak Kak BKJIIOUEHBI B IPYT'HE OPTHI
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VYpanuTe paHee CO3IaHHYIO CTAaTUYECKYIO 3anmuch u3 Tabnumsl MAC-aapecoB Ha mopre 2:
deletefdbdefault00-50-ba-00-00-02port2

dopMma npeacTaBeHus pe3yJbTaTa: OTYET B TETPAIU

Kputepuu onenku:

«5» - mabopaTopHasi paboTa BEITIOJHEHA IMOJTHOCTHIO, 3TAIbI BHITIOIHEHUS pa0O0ThI, aITOPUTMBI U
TEOPETUYCCKHI MaTeprall 3aMCaHbl B TETPA/Ih, CTYJCHT OTBEYAET Ha BCE BOMPOCHI MPEIOIaBaATEISI 110
Teme paboTEHI.

«4» - mabopaTopHasi paboTa BBITIOJHEHA ITOJTHOCTHIO, 3TAIbI BHITIOJIHEHUS pa0OThI, aJITOPUTMBI U
TEOPETUUYECCKHUI MaTeprall He TIOJTHOCTHIO 3aIMCaHbI B TETPA/lb, CTYACHT 3aTPYIHSICTCS OTBEYATh HA
BOIIPOCHI MTPETIOaBATEIIS 1O TeMe PadOTEHI.

«3» - mabopartopHas pabdora BeimoiHeHa Ha 70% u OoJiee, 3TaIbl BBITOJHECHUS PabOTHI, aliro-
PUTMBI U TCOPCTHUYSCKUI MaTepra 3aliCaHbl B TETPAb HE B TIOJTHOM 00BEME, CTYICHT HE OTBEYACT
Ha BCE BOMPOCHI MPETIOIaBaTEIS IO TeME PaOOTHI.

«2» - mabopaTtopHas pabota BeinmoiaHeHa MeHe 70%.
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Tema 2.1 Ilepenaua naHHBIX 110 CETH

JlabopaTopHasi pabora Ne 7
Komanne! ynpasnenus tabnunamu kommyrtanuu MAC- u IP-agpecoB, ARP-tabmuiist
Heanb padorbi: M3yunts npouecc ynpasnenus tadnunamu MAC, IP u ARP.

Boinosinus paborty, Bl Oyaere:
ymemy:

- pabotaTh ¢ TabnuamMu kommyTanuu 1 ARP- Tabiumei.

MaTepnaﬂbﬂoe odecmeyeHue:

KommyTtarop DES-3828 1 .

PaGouas cranuusa 2 1IT.

Kabens Ethernet 2 WIT.

KoucomnpHEbI Ka0enb 1 mrr.
3amanue:

1 TloxakirouuTe CTAaHIIMKM K KOMMYTATOPY, KaK MOKa3aHO Ha CXEMe.
2 TlompoOyiiTe HaWTH COOTBETCTBHE QJPECOB IMOIKIIOYCHHOW CTaHIHMH B Tabiuie. YTo BBI
HaOmmrogaere?

MK
1P 19216804
-

Kafens
Ethornal Kommytarop

Mopr 1 1”192 168.0.5

KoMcorm v
rabers

NnK2
- D102 168.0.3

3 3anummMre TEOPUIO B TETPab U 3aIOJTHUTE TAOIUILY:

Komannma Haznauenue

showfdb

showfdbmac_address00-03-
47-BD-3F-57

showfdbvlandefault

showfdbport2

showfdbaging_time

configfdbaging time

clearfdball

Co3ganue CTaTUYECKOM 3alucyh B
tabnuie MAC-anpecos

[IpocMOTp cTaTHueckux 3amuced B
tabauue MAC-agpecos

[IpocMoTp crarudeckor 3amucu
tabnuiel MAC-aapecoB Ha 3allaH-
HOM IOpTE

YaanuTh CTaTUYECKYIO0 3alucCh W3
tabnuiel MAC-anpecoB
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showipfdb

show ipfdb ip_address

[IpocmoTp ARP-Tabuuib

Haiintu B ARP-tabnuue conocras-
nenust [IP-MAC no ykasanHomy IP-
azgpecy:

[IpocmoTpute B ARP-Tabnune Bce
conoctaBienuss [P-MAC Ha wun-
tepdeiice System

cleararptable

createarpentry192.168.0.3 00-
50-BA-00-07-36

showarpentrystatic

VYnanuth CTaTUYECKYIO 3alHCh U3
ARP-Tabaunm!

showarpentrystatic

KpaTkue TeopeTnueckue cBe1eHHs:

[Tepenava kaqpoB KOMMYTAaTOPOM OCYIIECTBIISICTCS HAa OCHOBE TaOJIMIGI KOMMYyTanuy. Tadmuma
KOMMYTAallUUl MOXET CTPOUTHCA KOMMYTATOPOM aBTOMATHYCCKH, Ha OCHOBC JUHAMHWYCCKOI'O H3y4deC-
HUsE MAC-aipecoB UCTOYHUKOB MOCTYNAIOMMX HA MOPTHI KAJpPOB, WM CO3/1aBATHCS BPYUHYIO a/IMH-
HUCTPATOPOM CCTH. KOMMyT&TOpI)I TPETHEI0 YPOBHA TAKXKE IMOAACPKUBAIOT Ta6J'II/IHI)I KOMMYTallun
IP-ampecoB, KOTOpBIE CO3/IAIOTCS TUHAMUYECKH Ha OCHOBE M3ydeHus |P-ampecoB moctymaromumx Kaj-
pOB.

ARP-tabnuia kommyTtaropa xpaHut comnocrasienue IP- u MAC-anpecoB. ARP-Tabmmia mMo-
KET CTPOUTHCS KOMMYTAaTOPOM JUHAMHUYECKU B mporecce nzydenuss ARP-3ampocoB 1 0TBETOB, Iepe-
JaBaeMbIX MEX]y yCTPOMCTBAMU MOJKIIOYEHHBIMU K €ro MOpPTaM, WIH CO3AaBaThCsl BPYUHYIO aIMU-
HUCTPATOPOM CETH.

YMenue paborarh ¢ Tabnuiamu koMmMmyTtaruu 1 ARP-tabnunielr mo3BosisieT uarHocTupoBaTh
npoOeMbl, BO3HUKAWOIMKE B ceTd, Hanpumep, atakd ARP Spoofing, a Taxke orcinexuBaTh aKTHUB-
HOCTb MOJIb30BATEIICH.

Xox padoThI:
1. TIpocmotpuTe comepkumoe Tadmuisl MAC-aapecos:
showfdb
2. OmpexnenuTe MOPT KOMMYTATOPa, K KOTOPOMY MOIKIIOYEHO YCTPOMCTBO ¢ m3BecTHHIM MAC-
anpecom (B kauectBe MAC-aapeca BBeaute peanbHbiii MAC-aapec I1K1):
showfdbmac_address00-03-47-BD-3F-57
3. Tlocmotpute crnucok MAC-ampecoB ycTpoiicTB, mnpuHamiexkamux VLAN 1o ymMoT4aHHIO
(defaultVLAN):
showfdbvlandefault
4. Tlocmotputre MAC-anpeca yCTpOICTB, U3yueHHbIE TOPTOM 2:
showfdbport2
5. TlpocmotpuTte BpeMmsi HaxoXIeHus 3anucu B Tabnuie MAC-aapecos:
showfdbaging_time
6. U3menute Bpemsa HaxoxaeHus MAC-aapeca B Tabmuiie 10 350 cexyHa:
configfdbaging_time350
7. VYnpanute Bce IMHAMHYECKU CO3aHHbIe 3anucy u3 Tadbmuibl MAC-aapecos: clearfdball
8. Cospaiite cratnueckyro 3anuch B Tabnune MAC-anpecos (B kauectBe MAC-aapeca BBeauTe
peanbHblit MAC-anpec [1K2) Ha nopre 2:
createfdbdefault00-03-47-BD-01-11port2
9. TIlpocmotpute cratudeckue 3amvcu B Tabnuie MAC-aapecos:
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showfdbstatic

10. ITpocmoTtpuTe craTrueckue 3anucu Tadnuis MAC-agpecoB Ha mopre 2:

show fdb static port 2

11. Ynanute craTudeckyto 3anuch u3 tadnuips MAC-aapecos:

deletefdbdefault00-03-47-BD-01-11

12. ITIpocmoTtpuTte copepxkumoe Tadnuisl MAC-anpecos:

showfdb

13. ITpocmoTtpuTe Tabnuiy kommyTanuu [P-agpecos:

show ipfdb

14. HaiiguTe nopt KOMMyTaTopa, K KOTOPOMY HOJKIIOYEHO YCTPOUCTBO € onpeeneHHbIM [P-angpecom

show ipfdb ip_address 192.168.0.4

15. IIpocmotpute ARP-Ttabnuy:

show arpentry

16. Haiimute B ARP-Tabnume conocrapnenust IP-MAC no ykazannomy IP-anpecy:

show arpentry ipaddress 192.168.0.3

17. IIpocmotpute B ARP-Tabnume Bce conocrasnenusi [IP-MAC nHa unrepdeiice System:

show arpentry ipif System

18. YnanuTe BCce TMHAMHUYECKHU CO3/IaHHBIC 3amucH 3 ARP-Tabnuipb:

clear arptable

19. Y6enuTech, 4TO BCe TMHAMUYCCKHE 3aIICH U3 TAOJIHUIIBI YAAJICHBI:

show arpentry

20. Co3paiite cratrueckyto 3amuch B ARP-tabmuie (B kauectBe MAC-anpeca ykaxure MAC-aapec
[1K2):

create arpentry 192.168.0.3 00-50-BA-00-07-36

21. TIpocMoTpHTE CO3TAaHHYIO CTaTHYECKYTO 3amuch B ARP-tabmuie:

show arpentry static

22. Y nanure craTuyeckyto 3anuchk 3 ARP-tabauisr:

delete arpentry 192.168.0.3

23. IIpoBepbTe, UTO 3aMUCh yaajieHa:

show arpentry static

24. Iamenute Bpems HaxoxaeHus 3anmuck B ARP-Tabmune 1o 30 munyT (110 yModanuto 20 MUHYT):

config arp_aging time 30

25. TIpoBepbTe BHINOJHEHHBIE HACTPOMKY:

show arpentry

®opma npeacTaBiaeHus pe3yJabTaTa:0TYeT B TETPAIU

Kpurepun oueHku:

«5» - mabopaTopHas paboTa BBIIOJIHEHA [TOJHOCTBIO, ITAIbI BHIIOJIHEHUS paOOThI, AITOPUTMBI U
TEOPETUYECKHUI MaTepuall 3allCaHbl B TETPa/ib, CTyIEHT OTBEYAET Ha BCE BOIPOCHI MPENoAaBaTeis no
TeMe paboTHI.

«4» - nabopaTopHas paboTa BBIIIOJHEHA OJHOCTHIO, ITAIIBI BBITIOJIHEHUS pabOThI, aITOPUTMBI U
TEOPETUYECKHI MaTepuall He MOJIHOCTBIO 3aIIMCaHbl B TETPa/ib, CTYIEHT 3aTPYJHIETCS OTBEYATh Ha
BOIPOCHI NIPENOAaBaTeis o TeMe padoThI.

«3» - nabopaTtopHas pabora BeinosHeHa Ha 70% u Oosiee, ITarnbl BHIIOIHEHUS pabOThI, alro-
PUTMBI U TEOPETUUECKUI MaTepHa 3alluCaHbl B TETPab HE B IIOJHOM 00beMe, CTYJICHT HE OTBEYAeT
Ha BCE BOMPOCHI MPEToAaBaTelis o TeMe padoTHI.

«2» - nabopaTopHas pabora BblnosHeHa MeHe 70%.
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PA3JAEJI 2 MIPOTOKOJIBI IIEPEJAYU JAHHBIX
Tema 2.1 Ilepenaua TaHHBIX MO CETH

JlaGopaTopnas padora Ne 8
VYnpaBieHue ceTbio ¢ CIoib30BaHueM TexHonoruu Single [P Management

Lenp padoThI: HAy4YUTHCS YIPABIATH CETHIO C HUCIHOJIb30BaHWEM TexHojoruu Single [P
Management.

Boinosinus padorty, Bel Oyaere:
ymemy:

- YIPaBIIATh CETHIO € MCTONb30BaHNeM TexHonoruu Single IP Management.

MaTepI/laJIbHOC odecneyeHue:

KommyraTop DES-3828 1 .
Kommyratop DES-3010G 2 wr.
Pabouas cranuus 2 .

Ka6ens Ethernet

3ananmue:
1 [TocTpoiiTe TOMONOTHIO CETH
DES-3828

5 3

MK1 nK2
P:10.1.1.100/8 P:10.1.1.101/3
MAC: 00-50-BA-00-00-01 MAC: 00-50-BA-00-00-02

2 BbINOJHUTE HACTPOMKY KOMMYTaTOpaA.

Xox pabdoThI:

1. [TocTpoiiTe TOMOJOTUIO CETH, MOKA3aHHYIO Ha PUCYHKE.

2. Hactpoiite kxommyTtaTtop DES-3828 kak xomMaHAHBIM KOMMYTaTOp BUPTYaJIbHOTO CTEKa, a
koMmmyTatopsl DES-3010G kak kKoMMyTaTOpbI-KaHAWIATHI.

3. Ucnonb3ys BeO-untepderic ynpapienuss DES-3828, BriBenuTe kKapTy ceTH, MOCTPOCHHYIO
KOMMYTaTOPOM.

4. 3apucyiiTe KapTy CeTH, IOCTPOCHHYIO KOMMYTAaTOPOM U OTBETHTE Ha CIIEAYIOIINE BOIIPOCHI:

v [ToueMy Ha TOMOJIOTUU CETU HE OTOOPAKAIOTCS KOMITBIOTEPHI?

v KakoBa npormyckHas cnocoOHOCTh BCEX JIMHUM CBSI3U?

v Mac-anpec kommytaropa DES-3828

®opma nmpeacTaBjeHHs Pe3yJbTaTa:0TUYET B TETPAIN

Kputepun onenkn:

«5» - nabopaTopHas paboTa BBIIOJHEHA OTHOCTHIO, ITAIIBI BBITIOJIHEHUS paObOThI, AITOPUTMBI U
TEOPETUYECKHI MaTepuall 3allCaHbl B TETPa/ib, CTYy/IEHT OTBEYAET Ha BCE BOIPOCHI MPENoAaBaTeis Mo
Teme paboThI.

«4» - nabopaTopHas paboTa BBIIIOJHEHA OTHOCTHIO, ITAIIBI BBITIOIHEHUS paOOThI, aITOPUTMBI U
TEOPETUYECKHI MaTepuall He MOJHOCTBIO 3aIIMCaHbl B TETPa/ib, CTYJICHT 3aTPYHIETCS OTBEYATh Ha
BOIPOCHI NPETOAaBATENS [0 TeME PabOTHI.
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«3» - nabopaTopHas padora BeinosHeHa Ha 70% u OoJee, ITarnbl BHIIOTHEHUS! paOOTHI, aro-
PUTMBI U TEOPETUYECKUI MaTepHa 3aucaHbl B TETPaab HE B IOJTHOM 00beMe, CTYJICHT HE OTBEYaeT
Ha BCE BOMPOCHI MPETIOaBaTEIs IO TeME PaOOTHI.

«2» - mabopaTopHas pabora BeinosHeHa mere 70%.
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Tewma 2.1 I[Nepenava 1aHHBIX 1O CETH

JlaGopaTopnas padora Ne 9
VYipasieHue 1osocou IpoIryCKaHUs

Lean padorei: HacTpouTts orpaHudeHme NoJIOCk MpoIyckanusi Ha kommyrarope D-Link.
Boinosinus padorty, Bel Oyaere:
ymemy:

- HaCTpanBaTb OrpaHUYCHHUC IMOJIOCHI IIPOITYCKaHHA HAa KOMMYTATOPEC.

MaTepnaﬂbﬂoe odecmeyeHue:

KommyTtarop DES-3828 1 .

Pabouas cranmus 2 MIT.

Kab6ens Ethernet 2 miT.
3aganue:

1 ITocTpoiiTe TOMONOTUIO CETH.

Brogawmit/ucxoaawmii Brogawuiiucxoaawmi
=5/8 Meur/c =5/5 Méur/c
= =]
DES-38228  Mopr1 Mopr 3

— CTTITITITO, TTOTTIIITIT

NS . Sotees sceeee BT
Mopr 2 MNopr B

Broaawuit/McxogaWmMi  Bron awui UckoaAwm
=5/5 Meur/c =10/2 M6uric

2 BBINOJHUTH 3a/1aHKE 110 HACTPONKE OrPAHUYEHHS MOJOCHI IPOIYCKaHUS

Kpartkue Teopernyeckue cBeIeHH:

CoBpeMeHHbIE KOMMYTATOPBI MMO3BOJISIIOT PEryIMpPOBaTh WHTEHCHBHOCTh TpaMKa Ha CBOHMX
MopTax C Mejbio obecreueHus GYHKIHA KaueCTBa 00CTyKUBaHHUSL.

JInst yrnpaBiaeHuUs MOJ0COM MPOIYCKaHUsS BXOAAIIEro U ucxosiero tpaduka Ha moprax Ether-
net kommyraropsl D-Link mognepxuBator pynkimio BandwidthControl, kotopas ucmonb3yer mexa-
au3m TrafficPolicing. AaMuHHCTpaTOp MOMKET BPYYHYIO yCTaHABIMBATh TPEOYEMYIO CKOPOCTH CO-
CIUHEHUS Ha MOpTe B Auana3oHe ot 64 KOUT/c 10 MakCHMaabHO MOICPKUBAEMON CKOPOCTH HHTEP-
(etica ¢ marom 64 Kowur/c.

Xox pabdoThI:
1. HactpoiiTe nmosocy mpomyckaHusi Ha noprax 1-4 paBHoil SMOUT/C 17151 BXOJSILET0 U UCXO-
nsiero Tpaduka
config bandwidth_control 1-4 rx_rate 5120 tx_rate 5120

2. HactpoiiTe mosiocy mpormyckaHus Ha nopTe 6 paBHoil 10 MOut/c ans Bxoasmiero u 2

MowuT/c 1 ucxoaaIero Tpaguxa
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config bandwidth_control 6 rx_rate 10240 tx_rate 2048

3. [IpoBepbTe BBHIMOTHEHHBIE HACTPOUKH

Show bandwidth_control 1-10

4. Tlogxmrounte craniuu 1K1 u ITK2 x mopram 8 u 10 u ckavaiite daiin pazmepom 50 M6 co
cranuuu [IK1 nHa cranumio [IK 2 u oOpatHo. 3anumurte Bpemsi nepefaud ¢aiina (B CEKyH-

nax)

5. Hoaximounte crannuio I1K1 k mopry 1, noBTopute ckaunBaHue. 3alUIINTE BpEMs Iiepeia-

un (aiina (B cekyHmax)

6. [Togxmrounte crannuio 1K1 x mopty 6, MOBTOpUTE CKauMBaHUE. 3alUIINTE BpeMsl Iiepea-

4K Qaiina (B cCeKyH1ax) . Uro BBl HaOmo1aeTE?

®opma npeacTaBiaeHUs pe3yJabTaTa: OTYET B TETPAIH

Kputepuu onenkmu:

«5» - mabopaTopHas paboTa BBIITOJIHEHA MOTHOCTHIO, ATAITBI BBITIOJTHEHUS paOOTHI, aITOPUTMBI U
TEOPETHUYECKHIA MaTeprall 3allCaHbl B TETPa/ib, CTyICHT OTBEYAET Ha BCE BOIPOCHI MPEIOAaBATEINS 1O
TeMe paldoThI.

«4» - mabopaTopHas paboTa BBIITOJHEHA MTOITHOCTHIO, ATAITBI BRITIOJIHEHUS paOOTHI, allTOPUTMBI H
TeOpeTI/I'-IeCKI/Iﬁ MaTcpurajl HE NIOJHOCTBIO 3alIMCaHbl B TETpadb, CTYACHT 3aTPYAHACTCA OTBCYATh Ha
BOTIPOCHI MPETIOAaBATEINS MO TeME PabOTHI.

«3» - mabopaTtopHasi padota BeimosHeHa Ha 70% u OoJiee, ATarbl BHITOTHEHHUS PaOOTHI, ajro-
PUTMBI M TEOPETUYCCKUN MaTepHall 3aliCaHbl B TETPab HE B TIOJHOM 00beMe, CTYJCHT HE OTBEUYaeT
Ha BCE BOMPOCHI MPETOIaBaTEIIs IO TeME PaOOTHI.

«2» - nabopaTtopHas pabota BbinojsHeHa MeHe 70%.

37



Tewma 2.1 I[Nepenava 1aHHBIX 1O CETH

JlaGopaTopnas padora Ne 10
ArperupoBaHue KaHaJlIoOB

Heab padoThl: M3y4YnUTh HACTPOHKY JTUHAMHUYECKOTO arperupoBaHHs KaHAJIOB Ha KOMMYTATO-
pax D-Link.

Boinosinus padorty, Bel Oyaere:
ymemy:

- BBIIIOJIHATH H&CTpOfIKy JUHAMHUYCCKOI'0 arp€rupoBaHusA KaHaJIOB.

MaTepHaJ’ILHOE odecmeyeHue:

Kommyratop DES-3528 nnmn DES-3810-28 2 wr.

Pabouag cranmus 3 .

KoucomnpHEbI Ka0enb 2 1IT.

Kabens Ethernet 7 wrT.
3amanue:

1 ITocTpoiiTe TOMONOTHIO CETH.
2 BbINOJHATE HACTPOMKY KOMMYTAaTOpA.

Cepsep
IP: 10.1,1.250/8

l.’\:'pm I»E'l
LI ok o) C 1)
R COCHOCOOb 0 D0

\ "

Mopt 11 KommyraTop 1

ArperMpoBaHHbIn
Kasan

Kommyrarop 2

¥

TITITT I A TR I T
B i | T )
sEwy ey vesy deimbel-MET

Noprwe 1-8 Mopr 10 | MNMopt 18

MK ‘ - nKk2

101118 L,

KpaTkue Teopernyeckue cBeIeHH:

ArperupoBanue kananoB cBszu (Link Aggregation) — 310 00beIuHEHHE HECKOIBKHUX (hrU3HUe-
CKUX IOPTOB B OJIHY JIOTMUECKYI0 MarucTpajib Ha KaHaibHOM ypoBHe Mojenu OSI ¢ nenbto obpaso-
BaHMsI BBICOKOCKOPOCTHOTO KaHajla Mepe/iaun JAHHBIX M MOBBIIICHUS OTKa30yCTONYUBOCTH.

Bce u30bITOUHBIE CBSI3M B OJJHOM arperupoBaHHOM KaHAJIe OCTAlOTCSl B pab04eM COCTOSHUH, a
uMerouiics Tpaduk pacnpenensercs Mexay HUMH IS JOCTHXKEHUs OallaHCUPOBKHU Harpysku. [Ipu
OTKa3e OJHOW W3 JIMHHM, BXOIIIIMX B TaKOH JIOTMYECKUI KaHaN, TpapuK pacnpenenseTcs MEexX.Iy
OCTaBIIMMUCS JIMHUSIMH.

Bxirou€HHBIE B arperupoBaHHbIM KaHas MOPThI HA3bIBAIOTCS WIEHAMM I'PYIIbI arperupoBaHus
(Link Aggregation Group). OiuH U3 OPTOB B TPYIINE BHICTYNAET B KaueCTBE MacTepa-nopTa (master
port). Tak Kak Bce MOPThI arperMpOBAHHON I'PYMIIbI JOJDKHBI pabOTaTh B OJJHOM peXuMe, KOHpHUrypa-
LIUsl MacTepa-nmopTa pacupoCTpaHseTcsl Ha BCe MOPTHI B IPYTIIIE.

BaxHbIM MOMEHTOM TNpH peain3aui 00beANHEHHs TIOPTOB B arperMpOBaHHBINA KaHAI SBJISET-
csl pacnpezeneHre Tpaduka mo HUM. BeiGop nmoprta a1 KOHKpPETHOI'O CeaHca BHIMOJIHAETCS Ha OCHOBE
BBIOPAHHOTO AITOPUTMA arperupoBaHusl MOPTOB, T.€. HA OCHOBAaHUM HEKOTOPHIX MPU3HAKOB MOCTYIIa-
OLINX TTaKeTOB.
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B kommyTaropax D-Link mo ymomganuio ucmonb3yercs: airoputM mac_source (MAC-aapec
HMCTOYHUKA).

[Mporpammuoe obecrieueHne komMmyTaTopoB D-Link momnepkuBaer JBa THIla arperupoBaHUs
KaHaJIOB CBSI3U: CTAaTHUYECKOE M TuHaAMHu4eckoe, Ha ocHoBe cranaapta IEEE 802.3ad (LACP).

[Ipu cTaTueckoM arperupoBaHUU KaHAJIOB (MCIHOJB3YETCS M0 YMOJYAHHUIO), BCE HACTPOMKHU
Ha KOMMYTaTOpaXx BBIIOJIHSIOTCS BPYUHYIO0, U OHU HE JIOIYCKaIOT JUHAMHYECKUX U3MEHEHUH B arpe-
TUPOBAHHOMU IpyIIIIE.

Jlji opranu3anyy JMHAMUYECKOI0 arperupoBaHusl KaHAJIOB MEX1y KOMMYyTaTopaMu U ApyTu-
MU CETEBBIMH YCTPOICTBAMH UCIIOJIb3YETCS IIPOTOKOJ YIIPABJICHUS arperupoBaHHbIM KaHaioMm — Link
Aggregation Control Protocol (LACP). IIporokon LACP onpezenser MeTo/| yIpaBieHus: 00beanHe-
HUEM HECKOJIbKMX (PU3MYECKUX HOPTOB B OJHY JIOTMYECKYIO TPYIIy U IMPEAOCTaBISIET CETEBbIM
YCTpOIICTBaM BO3MOYKHOCTb aBTOCOIJIACOBAHUS KAaHAJIOB, IyTEM OTIPABKHU YIPABIAIOIIMX KaJpOB
nporokosia LACP HenocpencTBEHHO MOAKIIOYEHHBIM ycTpoiicTBaM ¢ nojaaepxkoit LACP. IlopTsl, Ha
KOTOpBIX akTuBU3upoBaH NpoTokosl LACP, moryt ObITh HacTpO€HBI Al pabOThl B OJHOM U3 JIBYX
PEXMMOB: aKTUBHOM (active) mim naccuBHoM (passive). [Ipu paboTe B aKTUBHOM peXMME HOPTHI BbI-
MIOJTHSIOT 00pabOTKy M pacChUIKY yIpaBisitomux kajapos npotokona LACP. [1pu paGote B maccuBHOM
pEeXHMMeE MOPTHI BHITOJIHAIOT TOJILKO 00padoTKy ynpasistomux kaapos LACP.

Jlia co3aaHus MCKYCCTBEHHOW Harpy3Kd Ha KaHall CBS3M MEXIY KOMMYTaTOpaMH, IpHU BbI-
MOJTHEHHUH JTA00paTOPHOI paboThI Oy/IeT MCIIOIBb30BaThCs Iporpamma iperf.

Ilopsiaok BbINOJIHEHHS PA0OTHI:
Hacrpoiika kommyTrartopa 1
Co3zpgaiiTe rpynmny arperupoBaHus KaHAJIOB:
createlink aggregationgroup idltypelacp

BxmrounTe mopTel 1-8 B rpynmmy arperupoBaHHs KaHAJIOB M BBIOEpUTE MOPT | B KauyecTBE mMacTepa-
rnopra:
configlink aggregationgroup idlmaster port 1 ports 1-8stateenabled

Hacrpoiite mopTsl Ha paboTy B MaCCUBHOM PEKHUME:
configlacp port 1-8 modepassive

[IpoBepbTe BBITOITHEHHBIE HACTPOUKHU:
showlink aggregation

[TpoBepwTe pexkxum padotsl LACP Ha mopTax KOMMYTaTOpPOB:
showlacp port

[TocMmoTpuTe TEKYLIMI AITOPUTM arperupoOBaHUs KaHAJIOB:
showlink aggregationalgorithm

HacrtpoiikakommyTatopa 2
CozpaiiterpyniyarperupoBaHUsIKaHaJIOB !
createlink aggregationgroup idltypelacp

Bxurounte moptel 1-8 B rpymiy arperupoBaHusl KaHAJIOB M BeIOepuTe MOpT 1 B KayecTBe macTepa-
rnopra:
configlink aggregationgroup idlmaster portlportsl-8stateenabled

HacTtpoiiTe mopTsl Ha paboOTy B aKTHBHOM PEKUME!
configlacp portl-8modeactive

HpOBepLTe BBITTIOJIHCHHBIC HaCTpOﬁKHI
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showlink aggregation

[Tposepbre pexum padbotel LACP Ha moprax KOMMyTaTopoB:
showlacp port

IloaxarounTe KOMMYTaTOPbI 4 Kaﬁe.]'[ﬂMI/I, KaK Io0Ka3aHo Ha cxeMme. U3 HaCTpoeHHOﬁ rpyninbl
MOKHO MCII0JIL30BaTh JIIOObIE IOPThI.

3anycrure nporpammy iperf na 1K, BINONHSIOIEr0 pojib cepBepa:
iperf -s-u

3anycrure nporpammy iperf na IIK1 u [TK2:
iperf-c10.1.1.250-11-t1000-r-u-b10M-P5

Bo Bpemst Tecta npoBephTe 3arpy3Ky MOPTOB HA 000MX KOMMYTaTOpaXx:
showutilizationports

Uto BBl HaOmogaete? 3arpys3ka Tpaduka nepepacrpeaensercs Mexay kanaaamu? CKOJIbKO OJTHOBpE-
MEHHO COEIMHEHUH yyacTByeT B nepenaye? [louemy?

@dopma npeacTaBieHus pe3yJbTaTa: OTYET B TETPAIU

Kpurtepun ouenku:

«5» - nabopaTopHasi paboTa BBIIIOJHEHA MMOJTHOCTHIO, 3TAIbl BHIIOJHEHUS pabOThI, aITOPUTMBI U
TEOPETUYECKHI MaTeprall 3alricaHbl B TETPab, CTYJACHT OTBEYAET Ha BCE BOIPOCHI MPENOaBaTes o
TeMe paboTHI.

«4» - nabopaTopHasi paboTa BBIIIOJHEHA MMOJTHOCTHIO, 3TAIbl BHIITOJHEHUS pabOThI, aITOPUTMBI U
TEOPETUYECKHI MaTeprall He MOJHOCTHIO 3allUCaHbl B TETPa/lb, CTYACHT 3aTPYyIHSAETCS OTBEYaTh HA
BOIPOCHI MIpernoaBaTesis o TeMe padoThl.

«3» - nabopaTtopHas pabota BbinoiHeHa Ha 70% u Oosiee, 3Tarbl BHINOJIHEHUST pabOThI, alro-
PUTMBI U TEOPETUUYECKUI MaTepual 3alKiCcaHbl B TETPAJb HE B IIOJHOM 00bEME, CTYIEHT HE OTBEYAET
Ha BCE BOIMPOCHI MPEIoaaBarTes no TeMe padoThl.

«2» - nabopaTtopHas paborta BbinojgHeHa MeHe 70%.
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Tema 2.1 [Nepenava 1aHHBIX 1O CETH

JlabopaTopnasi paGora Ne 11
Hactpoiika VLAN na ocHoBe crangapta IEEE 802.1Q. Komanasr mporokona GVRP

Hean padorbl: u3yunts Texnonoruto VLAN u e€ Hactpoiiky Ha komMmyTaropax D-Link, u3sy-
YHUTH MPOIECC AMHAMHYECKOTO npoaBmkeHust nHopmammu o VLAN B ceTn.

Boinosinus padorty, Bel Oyaere:

ymemy:

- BBINOJHATH HacTpoiiky VLAN Ha kommyTtaTopax D-Link;
- HacTpauBath rpotokon GVRP.

MaTepI/laJleOC odecneyeHue:

Kommyratop DES-3528 nnm DES-3810-28 2 wr.
Pabouag cranmus 4 1.
KoucomnpHbI Ka0enb 2 1IT.
Kab6ens Ethernet 5 miT.
3aganue:

1 [TocTpoiiTe TOMONOTHIO CETH.

VAN
VLAN v2

rrx 1X1 LLXLR g

2 BbINojgHUTE HACTPOMKY KOMMYTaTOpaA.

Kparkune Teopernuyeckue cBeaeHusi:BupryanpHas nokanpHas ceth (Virtual Local Area
Netwrok, VLAN) npencraBiser co00ii KOMMYTUPYEMBIH CETMEHT CETH, KOTOPBIN JIOTHYECKH BBIJIC-
JIEH TIO BBINOJHSEMBbIM (DYHKUIUSAM, paOdOUYMM TpyIIaM UM MPUIOKEHUSIM, BHE 3aBUCUMOCTH OT (u-
3UYECKOT0 PACIIOJIOKEHHUS MOoJIb30BarTeseil. BupTyanbHble JOKaabHbIE CETH 00J1aal0T BCEMH CBOIi-
CTBaMU (PU3NYECKHUX JIOKAJIbHBIX CeTel, HO paboune CTAaHIIMM MOXHO TPYIIIHUPOBATH, AaXKe €CIU OHU
(bu3MYECKH PacMoNOoXKeHbl HE B OJHOM CErMEHTE, T.K. JII00OW MOPT JHOO0Oro KOMMYTaTopa MOXHO
HACTPOUTH Ha MpUHAIUIEKHOCTh onpenenénnoil VLAN. [Ipu 3ToM oaHOaApecHbINH, MHOTOAIPECHBIN U
IIMPOKOBEIIaTebHBIA Tpaduk OyAeT mepenaBaTbCs TOIBKO MEXAYy paboduuMM CTaHLUAMU, IPUHAI-
nexamumu ogaod VLAN. Kaxnas VLAN paccmarpuBaeTcst kKak jJorudeckas ceTh. Kaapbl, mpenHa-
3HaYEHHBIC CTAHIMAM HE MPHUHAIeKAINM JaHHOH VLAN, MomKHBI epeiaBaTbes Yepe3 MapuipyTu-
3UPYIOIIEe YCTPONUCTBO (MapIIPyTHU3ATOP WM KOMMYTAaTtop 3-ro ypoBHs). Takum obpazom, ¢ OMO-
IIbI0 BUPTYAIbHBIX CeTel pemraercss mpoliemMa OrpaHUYCHUN MpH Mepenadye MHPOKOBEIIaTeTbHbBIX
KaJpOB U BBI3BIBAEMBIX WMHU TMOCIEACTBHM, KOTOPHIE CYIIECTBEHHO CHIDKAIOT MPOU3BOIUTEIHHOCTD
CETH, BBI3BIBAIOT IIIMPOKOBEIIATEIHHBIE IITOPMBI.

Ocnosuble onpenenenust IEEE 802.1Q:
. Tag (Ter) — monmomHuTENbHOE TOJIE TAHHBIX JUIMHOW 4 OaiiTa, coaepikaiiee WHOpPMALIHIO O
VLAN (upentuduxarop VLAN (12 6ur), mone mpuopureta (3 6urta), moje HHAMKATOpA
KaHoHHYeckoro ¢opmara (1 6ut)), nodasisiemoe B kaap Ethernet;
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« Tagging (MapkupoBka kazpa) — npoiecc gobaBiieHus: HHGopManuu (Tera) 0 NIPUHAIICKHOCTH
k 802.1Q VLAN B 3arosioBok kajpa;

« Untagging (Yaanenue tera u3 kajapa) — npouecc usnieuenus uadopmarpu 802.1Q VLAN wu3
3aroJIoBKa Kajpa;

« Ingress port (BxomgHoii mopT) — HOPT KOMMYTaTopa, Ha KOTOPBIM IOCTYINAKT Kaaphl, U
IIpUHUMAETCA peleHue o npuHaiexsoctu VLAN;

« Egress port (BeixomHolt mopT) — mMOpT KOMMYTaropa, C KOTOPOIO KaJpbl MEpeNarTcs Ha
IpyTUE CETEeBbIE YCTPOCTBAa (KOMMYTAaTOphI, paboyne CTaHIIMM) U HA HEM, COOTBETCTBEHHO,
MIPUHUMAETCS PEICHHE O MApKUPOBKE KaJpa.

JIro00# mopT KOMMyTaTOpa MOXET ObITh HACTPOEH Kak tagged (MapKupoOBaHHbIH) MK Kak UN-
tagged (nemapkupoBanHbiii). DyHKIHMs UNtagging mo3BoisieT paboTaTh ¢ TEMU YCTPOHCTBAMU BUP-
TyaJbHOW CeTH, KOTOpBIC HE MOHUMAIOT TEroB B 3aroyioBke kajapa Ethernet. ®ynkius tagging mos-
BoJisieT HacTpauBaTh VLAN Mex 1y HECKOIBKUMU KOMMYTaTOpaMu, MOIEP)KUBAIOIIMMH CTaHAAPT
IEEE 802.1Q, noaxitouats ceteBbie ycTpoiictBa, nmonumatomue IEEE 802.1Q (manmpumep, cepse-
pHI ¢ ceTeBbIMU HHTEpdericamu ¢ oepxkkoit 802.1Q), obecrieynBaTh BO3MOKHOCTh CO3aHUS
CJIOKHBIX CETEBBIX HH(PACTPYKTYP.

IMopsiaok BbINOJIHEHHS PA0OTHI:
[TpoBephTe U 3aMUIIUTE AOCTYITHOCTh COSTUHEHUS MEXKTy paO0OUYMMHU CTAaHIIUSIMU KOMaHAOU ping:
ping<IP-address>

— orlIK1 x [IK 2, [IK 3 n [IK 4
— orlIK2x IIK 1, [IK 3 n [IK 4

Hacrpoiika kommyTtaropa 1
VY nanute noptel KoMMmyTaTopa u3 VLAN 1o ymoigaHuio 4J1sl MX UCIOJIb30BaHus B Apyrux VLAN:
configvlandefaultdeletel-16

Hacrpoiite mopt 25 mapkupoBanHbiM B vlian default:
configvlandefaultaddtagged 25

Coznaiite VLAN v2 u v3, no6aBsTe B cooTBeTcTBYyIOIMEe VLAN mOpTHI, KOTOphIE HEOOXOIUMO
HaCTPOHUTHh HEMapKupoBaHHBIMH. HacTpoiiTenopt 25 MapKupOBaHHBIM

createvlanv2tag?2

configvlanvZ2adduntaggedl-8

configvlanvZ2addtagged25

createvlanv3tag3

configvlanv3adduntagged 9-16
configvlanv3add tagged 25

[IpoBepbTe HacTpoiiku VLAN:
showvlan

IToBTOpHTE MpOLEAYPY HACTPOMKH /151 KOMMYyTaTopa 2.

HpOBepLTe AOCTYIMHOCTb COCANHCHUS MCKIY pa60‘II/IMI/I CTaHIIUAMHU KOMaHI[OI\/'I pll’lg
ping<IP-address>

— ot IIK1 x I1IK 3 Hocrynen
— ot IIK2 x IIK4 Hocrynen
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— ot IIK1 x IIK2 u I1IK4 He nocrynen
— ot IIK2 x IIK1 u ITK3 He nocrynen
3amanmue:
1 [TocTpoiiTe TOMONOTUIO CETH.

oA Do B .

|wm: VLAN 3| pr X

MamcTpanug

BoBc -

Nigge 29 1"

Marmcipanmns

2
VLAN 2{ [VLAN 3

Now yrutop 2

Sk
e i e e S i @ -l

KparTkue Teopernyeckue cBeJeHHA:

Cy1ecTBYIOT JBa OCHOBHBIX CI10C00a, MO3BOJISIONINX yCTaHABIUBATh 4ieHCTBO B VLAN:

cratndeckue VLAN;

nuHamuueckue VLAN.

B cratnueckux VLAN ycTaHOBJIEHHE YWICHCTBA OCYUIECTBIISIETCS BPYUHYIO aAMUHHUCTPATOPOM
cetu. [Ipu U3MEHEHUM TOMOJIOIMU CETH MJIM IEepEeMELICHUH 10JIb30BaTeNs Ha Ipyroe pabodyee MecTo,
aJIMUHUCTpATOpy TpeOyeTcsi BPYyYHYIO BBINOIHATh NPUBS3KY nopTa K VLAN U1 Ka)JI0ro HOBOTO
COEIUHEHMUS.

UienctBo B quHamuueckux VLAN MokeT ycraHaBiIMBaThCsl AMHAMHYECKHM HAa OCHOBE IPOTO-
koma GVRP (GARP VLAN Registration Protocol). IIpotokon GVRP omnpexnensier cnoco6, mocpen-
CTBOM KOTOPOI'0 KOMMYTaTOpbl 0OMeHuBaroTcst HH(opmarueit o cetu VLAN, yToObI aBTOMAaTHYECKU
3apeructpupoBath wieHoB VLAN Ha noprax Bo Bcell cetd. OH N03BOJIIET JUHAMUYECKU CO31aBaTh U
ynanate VLAN crangapra IEEE 802.1Q Ha mMarucTpanpHbIX IOPTax, aBTOMATUYECKU PETUCTPHUPO-
BaTh U MckiIo4ath atpudyThl VLAN (mon peructpanueit VLAN nojpazymeBaercsi BKIIOYEHUE TIOpTa
B VLAN, noj uckiroueHueM — yanenue mnopra us VLAN).

ITpotokon GVRP ucnonszyer coobmenusst GVRP BPDU (GVRP Bridge Protocol Data Units),
pacceutaemble Ha MHoroaapecHslii MAC-aapec 01-80-C2-00-00-21 st omoBemieHHst  yCTpOMCTB-
MOJITMCYUKOB O PA3JIMUHBIX COOBITHSX.

ITopt ¢ mopnepxkkoi nmporokosa GVRP nogxmrouaercss k cetn VLAN TosIbKO B TOM cilydae, ec-
JI1 OH HEINOCPEICTBEHHO MOIyYaeT oloBenieHne o He. Eciau mopt ¢ nopaepxkoit mporokona GVPR
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nepeaaeT ONOBEIIECHUE, MTOJIy4eHHOE OT JPYroro 1nopra KOMMYTaTopa, OH HE MOJKIIOYAeTCs K dTOU
cetu VLAN.

I'maBHas nens nporokosa GVRP — no3BoiauTh KOMMyTaTOpaM aBTOMAaTHYECKH OOHApyKUBaTh
uHpopmanuo o VLAN, koropast uHadye OObKHA Oblia Obl OBITH BPYYHYHIO CKOH(UTYpHpOBaHa Ha
KaKJJ0M KomMmyTarope. Hanbonee panroHanbHO ucnonb3oBaTh npotokon GVRP Ha MaructpanbHbIX
KOMMYTAaTOpax Uil TUHAMHUYECKOH mnepenadu mHpopmanuu o cratudeckux VLAN Ha ypoBeHb J0-
cTyna.

HOpﬂIlOK BbIITOJTHCHHUA paﬁon:

Hacrpoiika kommyTaTtopa 1

VY nanute noptsl kommyTtaropa u3 VLAN no ymonuaHuto Aiis ux Ucnolib3oBanus B apyrux VLAN:
configvlandefaultdeletel-24

Cozpaiite VLAN v2 u v3, no6aBpte B cooTtBeTcTBYIome VLAN mHOpTHI, KOTOpblE HEOOXOIUMO
HacCTPOUTh HeMapKupoBaHHbIMU. HacTpoiite mopTsl 25-26 MapKUPOBaHHBIM:

createvlanv2tag?2

configvlanv2adduntaggedl-8

configvlanv2addtagged 25-26

createvlanv3tag3
configvlanv3adduntagged9-16
configvlanv3addtagged 25-26

[IpoBepwTe HacTporiku VLAN:
showvlan

Hacrpoiite o6bsBnenne o VLAN v2 u v3:
configvlanvZ2advertisementenable
configvlanv3advertisementenable

Bxrounte padoty npotokona GVRP:
enablegvrp

YcraHoBUTE BO3MOXHOCTH MpuéMa 1 oTipaBku uHbopmanuu o VLAN uepe3 nmopta 25-26 koMMyTa-
TOpa:
configport vlan 25-26 gvrp stateenable

IloBTOpHTE MpOLEAYPY HACTPOHMKH JIsI KOMMYTAaTOpa 2.

Hacrpoiika kommyTaropa 3

Bxurounte paboty npotokona GVRP:
enablegvrp

YcTaHoBHTE BO3MOXKHOCTB IpUeMa U oTrpaBku HH(Gopmaiuun o VLAN uyepe3 Bce HOPTHI KOMMYTATO-

pa:
configport vlanallgvrp stateenable

IIposeprte HacTpoiiku VLAN Ha kommyTarope 3:
showvlan

IIposeprte cocrostnne GVRP Ha noprax kommyTaropos 1, 2, 3:
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showport vlan

Sanumute Bamwm HaOmoaeHUS: Ha kommymamope Ne3 nanvt V2, V3 co30anucs OuHamuyecku, u 0o-
basunucy 8 me2uposaHHom sude Ha nopmut 25,26.

[TpoBepbTe AOCTYIMHOCTh COSAMHECHUS MEXKTy pa0OYMMH CTAaHIIUSMU KOMaH/I0H ping:
ping<IP-address>

- otlIK1 kIIK 3
- ot [1K2 x [1K4

®opma npeacTaBIeHUs pe3yJabTaTa:0TYET B TETPAIH

Kputepuu onenku:

«5» - mabopaTopHas paboTa BBIITOJIHEHA MOTHOCTHIO, ATAITBI BBITIOJTHEHUS paOOTHI, aITOPUTMEI U
TEOPETUICCKHII MaTepuall 3aliCaHbl B TETPA/Ih, CTYJACHT OTBEYAET Ha BCE BOIIPOCHI MPETOIaBATEIIS 10
TeMe paboThI.

«4» - mabopaTopHasi paboTa BBIMOJHEHA TTOJHOCTHIO, ATAMBI BHIIOTHEHUS PAOOTHI, AITOPUTMBI U
TGOpeTI/ILIeCKI/II\/JI MaTcepural HC NOJHOCTBIO 3alIMCaHbl B TETpadb, CTYACHT 3aTPYAHACTCA OTBCYATh HA
BOTIPOCHI MPETIOAABATEINS MO TeME PabOTHI.

«3» - mabopaTtopHas padota BeimosHeHa Ha 70% 1 OoJiee, ITarbl BHITTOTHEHHS pabOTHI, ajIro-
PUTMBI U TEOPSTHUYECKUN MaTepHaJl 3alllCaHbl B TETPAJlb HE B TIOJTHOM 00beMe, CTY/ICHT HE OTBEYACT
Ha BCE BOMPOCHI MPETIOIaBaTEIIS IO TeME PaOOTHI.

«2» - mabopaTopHas pabota BeimoaHeHa MeHe 70%.
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Tewma 2.1 I[Nepenava 1aHHBIX 1O CETH

JlaGopaTopuasi padora Ne 12

OrpaHquHHe AIMUHUCTPATUBHOI'O JOCTYIIA K YIIPABJICHUIO KOMMYTAaTOPOM.

dopmupyemasi(-ble) KoMNeTeHuMsI(-1):
Heas padorei: M3yunTth MeXaHU3MBl OIPAHUYEHUS AJMUHUCTPATHBHOTO JIOCTYIIA K YIpaBJe-
HUIO KOMMYTaTOpPOM.

Boinosinus padorty, Bl Oyaere:
Ymems: ncrions3oBaTh MeXaHNU3MBI OrpaHM4YCHUA aIMUHUCTPATUBHOI'O NOCTYyIIa K YIIPABJICHHUIO
KOMMYTAaTOpPOM.

MaTepI/laJIbHOC odecneyeHue:

KommyTtarop DES-3828 1 .

Pabouag cranmus 2 1IT.

Kabens Ethernet 2 WIT.

KoucomnpHEbI Ka0enb 1 mrr.
3aganue:

1 [ocTpoiiTe TOMONOTHIO CETH

DES 3828 1P: 192.168.37.111

L= - W

KoHconbHbIN
kabens

sressed,

Kauenr MK1
IP: 192.168.37.101/24 IP: 192.168.37.102/24

2 BbInojgHUTE HACTPOUKY KOMMYTaTOpA.

Kparkue TeopeTnueckue cBeIeHH:

B coBpeMeHHBIX CeTsIX, 0OCOOCHHO B CETSIX MPOBANWICPOB YCIYT, HEOOXOAMMO OCYIIECTBISATH HE
TOJILKO 3aIIUTy NIEPUMETPA CETH M OTPpaHUYCHUS Nepeaadyn Tpaduka, HO ¥ KOHTPOJIb HaJl KOHCOJISIMH
YIpaBJICHUST aKTUBHBIM 00OPYJIOBaHUEM, MUHUMH3HPOBATH JOCTYI K CPEJCTBAM yIPaBJICHUS, Y4eT-
HBIM a/IMUHUCTPATHBHBIM 3aIUCsIM KOMMYTaTOpa.

SSL (SecureSocketslayer, ypoBeHb 3allMIIEHHBIX COKETOB) — KPHIITOKpa(hUUIeCKuii
MPOTOKOJI, 0OeCIIeunBaroNIii Oe30MacHy 0 niepeaady naHHbIX 1o cetr MutepHer. [Ipu
€ro WCIIOJIb30BAaHUU CO3/aeTCsl 3alIUINCHHOE COCIMHCHHE MEXIY KIUCHTOM U
cepBepoM. Mcrnomnb3yercss mM(ppOBaHUE C OTKPBITBIM KIIFOUOM ISl TTOATBEPIKIACHUS
MOJUTMHHOCTHU OTHPABUTEIIS U MOJTy4YaTelIs.

Hns nocryna k Web-cTpanunam, 3aliuiieHHbIM IPOTOKoIoM SSL, B ajfipecHoi cTpoke Opay-
3epa BMecTo 00bIuHOro npeduxca http, npumensiercs npepukc https, ykaspiBaronuii Ha To, 4To OyAeT
ucnoib3oBatbess SSL-coequnenue. Crangaptasii TCP-nopT 11 coequHeHUs MO MpOTOKoy https —
443. [Ins pabotsl SSL TpeOyercs, uToObI Ha cepBepe umencs SSL-ceprugukar.

SHH (SecureShell, «be3omacHas 000n0uYKka») — CETEBOW MPOTOKON TMPHUKIAIHOTO
YPOBHsI, MO3BOJSIIONIMI MPOM3BOAUTH yIaJCHHOE YIPaBICHHE ONCPALMOHHON
cucteMoit. CxojieH 10 (YHKIMOHATBHOCTH ¢ mpoTokonoM Telnet, Ho. B oTmmune ot
Hero, mudpyer Bech Tpaduk, BKIHOYas W nepeaaBaembie maponu. SHH momyckaer
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9.

BBIOOp pa3aMyHBIX alropuTMoB mudpoBanus. SHH no3somsier Ge3omacHo nepenaBaTh
B HE3AIIUIIICHHON Cpe/ie MPAKTUYECKH JIF0OOW IPYroil CEeTeBOM MPOKOJL

ITopsiiok BbINOJIHEHUS Pa0OTHI:
Hacrpoiika «oBepernoro y3na» (Trusted Host)ua DES 3828

Hacrpoiite IP-anpec nnTepdeiica ynpaBieHus KOMMyTaTopa:
configipifSystemipaddress 192.168.37.111/24

Cozpnaiite 10BEpEeHHYI0 pabOUyI0 CTaHIUIO, C KOTOPOM Pa3pelIeHO yIpaBIeHUE
KOMMYTaTOPOM

create trusted_host 192.168.37.101

[TocMOTpUTE CIMCOK TOBEPEHHBIX Y3JI0B CETH showtrusted_host
[TIpoBepbTe BO3MOXKHOCTH yrpaBieHus kommyTaropom co ctanuuid [1IK U TTK1
telnet 192.168.37.111

3anumnTe, 4YTO BBl HAOIIOJaeTe

VYnanure TOBEPEHHYIO CTAHIIUIO YIIPABICHUS deletetrusted_hostipaddr 192.168.37.101
Cozpnaiite ceTb, U3 KOTOPOU pa3pelIeHO yIpaBiIeHHE KOMMYTaTOPOM

createtrusted _hostnetwork 192.168.37.0/24

[TIpoBepbTe BO3MOXKHOCTH yrpaBieHus kommyTatopom co ctanumid [1IK U TIK1

telnet 192.168.37.111

3anuiuTe, YTo BhI HAOIIOMaeTE

10. Ynanure ceThb, N3 KOTOPOH pa3pelieHo yrpaBiIeHHe KOMMYTaTOPOM

deletetrusted _hostnetwork 192.168.37.0/24

Buumanme! [Tocne cozmanus [P-agpecoB 1OBEpEHHBIX CTAHIIMHN UM CETEU YIIPABIICHUS yIIPaBICHUE
koMmyTaTtopoM uepe3 Web-unrepdeiitic nnu yepes Telnet OymeT 70CTyTHO TOIBKO € ATHX CTAHIIUNA
WU ceTel. MakcuManbHOE KOTHYeCTBO 00beKTOB yrpaBieHus — 10.

2.BxiirodueHne pexuMa mudpoBaHus MapoJield y9eTHBIX 3anicell B KOHPUTYpaAITHOHHBIX (hopMax

11. CoznaiiTe y4eTHYIO 3aMUCh MOJIb30BaTes Swadmin

createaccountadminswadmin

12. [TocMoTpHTE CO3IaHHYIO YUETHYIO 3aITHCh show account
13. ITocmoTtpuTe nH(pOpMaIUIO U CITOCOO XpaHEHUS TapoJIe B KOH(GUTYpallMOHHOM daiiie

showconfigcurrent_config

14. Bxirounte XpaHeHue mapoeil B 3amudpoBanHom Bugae  enablepasswordencryption
15. [TocmoTpuTe THPOPMALIHIO U CITOCOO XpaHEHUS Maposiei B KOHGUTypallmoHHOM daiine

showconfigcurrent_config

16. OTkirounTe peskuM MuppOBAHKS MAPOIIEi disablepasswordencryption
17. Jemmdpyiite napons yuyeTHoH 3anucu swadmin B KoHpUTypallmoHHOM (aiiie

configaccountswadminencryptplain_textdlink

18. ITocmoTpuTE BEITIOJIHEHUE JEITU(POBAHUS

showconfigcurrent_config

19. 3anumuTe, 4TO BBl HAOIIOJACTE

3.HacrpoiikaWeb-xoncomu (o mporokory SSL)

13. Bxmounte pexxum SSL (mpu 3TOM aBTOMaTHUYECKH OyIeT oTKIroueH pexxum Web) enabless|
14. TlonpoOyiiTe 3aiiTu Ha caidT yepe3 koHconb SSL https://192.168.37.111

47



15. Kakoii BBI caenaere BBIBOI?

3anumure
4.Hactpoiika Secure Console (SSH)

6. Bxirounrte pynkimo SSH enablessh

7. TlpoBepbTe BKIIOUCHHE BCTpOoeHHOTO cepBepa SSH showsshserver

8. U3menute mepuoa BpeMeHH cMeHBbl Kirouedi SSH (1o ymoiuaHHMIO KITIOYM HUKOTAA HE
W3MCHSIFOTCS ) configsshserverrekey 10min

9. Ckou¢urypupyiiTe HacTpolku monb3oBatenss SSH (ydeTHas 3amuch MOJB30BATENS yiKe
J0JDKHA OBITH CO3/1aHa) configsshuserdlinkauthmodepassword

10. [TpoBepbTe BO3MOKHOCTD yIpaBJIeHUs] KOMMyTaTopoM depe3 SSH-KoHCOIb.
3anoaHNUTE B TETPaIy TabIHILy.

Komanna Hasznauenue

create trusted host

showtrusted host

delete trusted hostipaddr

createtrusted hostnetwork

delete trusted hostnetwork

createaccount

show account

showconfigcurrent_config

disablepasswordencryption

enablessl

enablessh

show ssh server

config ssh serverrekey 10min

dopma npeacTaBiieHUs pe3yJbTaTa:0TUET B TETPaIu

Kpurepun oueHku:

«5» - nabopaTopHasi paboTa BHIIIOJHEHA MOJTHOCTHIO, 3TAIbI BHIITOJHEHUS pabOThI, aTOPUTMBI U
TEOPETUYECKHI MaTepuall 3arucaHbl B TETPa/lb, CTYACHT OTBEYAET Ha BCE BOIIPOCHI MpenogaBaTeis 1o
TeMme paboTHI.

«4» - nabopaTopHasi paboTa BHIIIOJHEHA MMOJTHOCTHIO, 3TAIbI BHITIOJHEHUS pabOThI, aJITOPUTMBI U
TEOPETUYECKHI MaTepuall He IOJHOCTBIO 3allMCaHbl B TETPa/lb, CTYICHT 3aTPyIHAETCS OTBEUaTh Ha
BOIPOCHI [IpernoaBaTeis o TeMe padoThl.

«3» - nabopaTtopHas pabora BbinojgHeHa Ha 70% u Ooiiee, 3Taribl BHINOJIHEHUST PabOTHI, alro-
PUTMBI U TEOPETUYECKUI MaTepuaJl 3alicaHbl B TETPa/ib HE B IOJTHOM 00beMe, CTYJICHT HE OTBEYaET
Ha BCE BOMPOCHI MPEIoaaBates Mo TeMe paboThlL.

«2» - mnabopaTtopHas pabota BbinoiHeHa MeHe 70%.
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Tema 2.2 CeTeBble apXUTEKTYpPbI

JlaGopaTopnasi padora Ne 13
Komanpl MOHHUTOpHHTA
Ilesb paGoThi: U3yYUTh OCHOBHBIC KOMaH bl MOHUTOPUHTA paboThikoMMyTaTOopoB D-Link.

Boinosinus paborty, Bl Oyaere:
ymemy:

-IIPUMCHATH OCHOBHBIC KOMAaHIbl MOHUTOPUHI'A KOMHBIOTepHOﬁ CCTH.

MaTepnaﬂbﬂoe odecmeyeHue:

KommyTtarop DES-3828 1 .

PaGouas cranuusa 2 WIT.

KoucomnpHEbIH Ka0enb 1 qor.

Kabens Ethernet 2 WIT.
3amanue:

1 ITocTpoiiTe TOMONOTUIO CETH.
2 BBITIOJIHUTE HACTPONKY KOMMYTaTOpa.

DES 3828 IP: 192.168.37.111

N . Siisss sasass ms

: MopT2 MopT 21
KoHCconbHbIN
kabens Kabeno
Ethernet
=]
MK MnK1
IP: 192.168.37.10 IP: 192.168.37.102

Kparkue TeopeTnueckue cBeIeHHA:

MoHUTOpUHT pabOTOCTIOCOOHOCTH KOMIBIOTEPHOI CETH SIBIISIETCS OYEHb BaKHBIM AJIEMEHTOM
ynpaBiieHus: ceTbio. OH MO3BOJISIET OBICTPO JIOKAIM30BaTh MpoOieMy, HaWTH HUCTOYHHUK cOos. Ilo-
CMOTPETH 3arpy3Ky CETH, OLICHUTh BO3MOKHOCTh MacIITaOMPOBAHUS CETH.

Ilopsinok BbINOJTHEHHS PadOTHI:

HOCMOTpI/IT € CTATUCTHUKY O IMaKCTaX, NepCaaBacMbIX U IPUHUMACMBIX ITIOPTOM 2 KOMMYTAaTopa:
showpacketports2

IIpumeyanue: danHas KOMarHoa no360.sem Onpedeisimy KOAU4eCmeeHHble XapaKmepucmuky nepeoa-
8aeMbIX 0OHOAOPECHBIX, MHO20AOPECHBIX U WUPOKOBEUAMENbHIX naKemos. B ciyuae 603nuKkHOGeHUA
8 cemu OONBLUIO2O KOAUHUECMBA WUpoKogewamenbHoco mpaguka (bonee 15% om nepedasaemozo),
HeoOX00UMo nposecmu anaiuz cemu Ha naiudue DOS-amaxu unu neucnpagHocmu.

HOCMOTpI/IT € CTaATUCTUKY 00 ommuoOKax NnepeaaBacMbIX U IIPUHUMACMBIX ITIOPTOM ITaKCTOB!:
showerrorports2
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IIpumeuanue: danHas KOMaHOa NO380aAEM ONPedensimsb OWUOKU NepedasaemvblX OAHHbIX U JOKAIUZ0-
8amv NPooIeMbl 8 KOMMYMUPYEMOU cemu.

O‘-II/ICTI/ITC CYETYMKU CTATUCTUKH Ha MopTe:
clearcountersports2

Ilpumeyanue: 6 cnyyae ycmpaneHus 6biA6IEHHbIX OUUOOK UIU NPOBEPKU OMUEMA 3a2PY3KU NOPMO8,
MOJHCHO OOHYIUMb ycmapesuiie OaHHble.

[Tocmotpure 3arpysky LIITY kommyTaTopa:
showutilizationcpu

Buumanmue: B ciydae nutenbHoi 3arpy3ku CPU 6onee 90%-100% HeobXxoaumMo nmpoBEpUTh
CIIEYIOIINE XapaKTePUCTUKHU:

1. Bo3MoxHbIE aTaku Ha KOMMYTaTOp, HENpaBUIIbHAs HAacTpolika ceT. [lanHas mpobiie-
Ma MOXeT OBbITh perieHa myTém BkitoueHus ¢ynkiuu Safeguard Engine.

2. HenpasunbHas HacTpoiika ACL unu apyrux GyHKIuN KOMMYTaTOpa, BIUSIONIUX Ha
MPOU3BOIUTENHHOCTD 1 padoty CPU.

3. HekoppextHas pabdota I10 (Firmware) koMmmyTaropa npu padoTe HEKOTOPBIX (PyHK-
nuid. JlanHas mpoGiema MOKeT ObITh perieHa myTéM ooHoByieHus 110 kommyTaTopa.

[TocmoTpuTe 3arpy3Ky MOpTOB KOMMYTAaTOpA:
showutilizationports

Ipumeuanue: ¢ nomowbr0 OAHHOU KOMAHObL MONCHO NOCMOMPEMb 3A2PY3KY HOPMOE KOMMYMAmopa
U 00veM NPUHUMAEMO20 U Nepedasaemoco UM mpa@ura 6 CexyHoy.

[TocMoTtpuTe *)ypHan paboTbl KOMMYTaTOpPA:

showlog

[TocmoTpuTe )xypHAI pabOTH KOMMYyTaTOpa ¢ onpeaeneHHoro nuaexca (ID):

showlogindex 5

OuucTute XypHaa pabOThI:
clearlog

[IpoTecTupyiiTe COCTOSHHE MEIHBIX KaOelel, MOAKITIOYEHHBIX K ITOPTaM KOMMYTaTopa:
cable_diagportsall

Ipumeuanue: Oaunas GYHKYUS NO360J51eM ONpedeIums COCMOosHUe nap, NOOKMOYEHHO20 K NOPMY
KOMMymamopa meoHo20 Kabess, a makice e2o Onuny. Qyukyus onpedeisiem cledyoujue nospedicoe-
Hus kabens: pazomkuymas yens (Open Circuit) u kopomroe 3amvixanue (Short Circuit).

®dopma npeacTaBiIeHUsi pe3yJabTaTa: OTYCT B TETPAIH

Kpurepun oneHku:

«5» - mabopaTopHasi paboTa BBIIOJHEHA MTOJHOCTHIO, ATAITBI BBITIOJIHEHUS paOOThI, A ITOPUTMBI U
TEOPETUYCCKHIA MaTeprall 3alTUCAHbI B TETPa/ib, CTYICHT OTBEYAET Ha BCE BOIPOCHI MPEIOAaBATEINS 1O
TeMe paboTHI.

«4» - mabopaTopHasi paboTa BHITIOJHEHA MOJTHOCTHIO, 3TAIbl BHIIIOJIHEHUS PA0OTHI, aNTOPUTMBI U
TEOPETUYECKHI MaTeprall He OJTHOCTHIO 3aMHMCaHbl B TETPa/lb, CTYACHT 3aTPY/IHSAETCS OTBEYaTh HA
BOIPOCHI MIPeTojaBaTeis Mo TeMe padoThl.

«3» - mabopaTtopHas pabota BeinonHeHa Ha 70% u Ooiiee, 3Talbl BBIMOJIHEHUST PabOTHI, alro-
PUTMBI U TEOPETUUYECKUN MaTepua 3aliCcaHbl B TETPa/ib HE B IOJTHOM 00BEMe, CTY/ICHT HE OTBEYAeT
Ha BCE BOMPOCHI MPeroaaBares Mo TeMe padoThlI.

«2» - mabopaTopHas pabora BbinosHeHa MeHe 70%.
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Tema 2.2 CeTeBble apXUTEKTYPbI

JlabopaTopHasi pabora Ne 14
Criucku ynpaiieHUs: JOCTYIIOM

Leas padoTsl: Ha KoMMyTaTope D-Link HACTPOUTH CIIUCKHU YNIPaBJIEHUS JOCTYIIOM, UCIIONB3YS
B KauecTBe Kputepues ¢puibTpanuu MAC- agpec.

Boinosinus padorty, Bl Oyaere:
ymemy:

-HaCTpanBaThb CIIMCKU YIIPABJICHHA JOCTYIIOM, HMCIIOJB3Yyd B KaUCCTBC KPUTCPUCB q)HJ’II:TpaIII/II/I
MAC- anpec.

MaTepHaJ’leOG odecneyeHue:

KommyTtarop DES-3528 1 .

Pabouas crannms 3 mmiIT.

KonconbHbIH Kabean 1 mr.

Kab6ens Ethernet 3 miT.

NHTepHeT-1u103 1 mT.
3apanmue:

1 ITocTpoiiTe TOMONOTHIO CETH.

2 BbINOJHATE HACTPOMKY KOMMYTAaTOpA.
WHTE pHeT-wnos

IP: 10.1.1,254/24
MAC: 00-50-BA-09-00-99 @
. «
Kommyrarop 1 | Mopr1 _, MK1 NK2: gocryn

8 VINTepHeT paspeilen

e - s - Apyrwe NK: goctyn
MopT 26 8 MiTepHer janpeweH
= ’! -
NK1 nK2 NK3
IP; 10,1.1.100/24 IP; 10,1.1.101/24 IP: 10.1.1,10324
MAC: 00-50-ba-11-11-11  MAC: 00-50-ba-22-22-22 MAC: 00-50-ba-33-33-33

KpaTkue Teopernueckue cBeJeHHs:

Crucku ympasienus noctynoM (Access Control List, ACL) siBastoTcs cpenctBoM GuibTpa-
LMY TIOTOKOB JAaHHBIX 0€3 MoTepH MPOU3BOAUTEIBHOCTH, T.K. IPOBEPKA COAEPKUMOI0 NMAaKETOB JIaH-
HBIX BBITIOJIHSETCS HAa anmnapaTHOM ypoBHE. OUIbTPYs MOTOKH AAHHBIX, aIMUHUCTPATOP MOXKET Orpa-
HUYHUTHh THUIBl TMPUIOKEHUHN, pa3pelIéHHBIX A KCIOJIb30BAHUS B CETH, KOHTPOJIHUPOBATH IOCTYII
M0JIb30BATENEH K CETH U OMPEENATh YCTPOMCTBA, K KOTOPBIM OHU MOTYT moAkmouatscs. Taxxke ACL
MOTYT UCHOJB30BaThCS Ui onpeneneHus nomutuku QoS, myTéMm knaccudukanuu tpaduka u nepe-
OTIpeIeTICHUS €ro IPUOPUTETA.

ACL mnpenctaBisitoT co00il MOCie0BaTeIbHOCTh YCIOBUI MPOBEPKH MapaMeTpPOB MAKETOB
naHHbIX. Koraa cooOImeHus nocTynarT Ha BXOAHOW MHTepdeiic, KoMMyTaTop MpoBepseT napaMeTpsbl
MaKeTOB JIaHHBIX Ha COBMaJeHUE C KpuTepusMu puibTpanuu, onpenenéuusiMu B ACL u BIOMHSET
HaJ MakeTaMu OJHO U3 AevictBuii: Permit (Paspermmts) unu Deny (3ampetuts).

Criucku ympaBiieHHs JOCTYIOM cOCTOAT W3 mpoduneit goctyma (Access Profile) u mpasun
(Rule). [Tpodunu gocTyna onpeaensoT TUIBI KPUTEPUEB (PUITBTPALIHH, KOTOPBIE TOJKHBI TPOBEPSATH-
cs B makete AaHHbIX (MAC-anpec, [P-anpec, Homep nopra, VLAN u T.11.), a B IpaBHIaX yKa3bIBarOT-
Csl HEMOCPEICTBEHHBIEC 3HAUEHUS UX mapameTpoB. Kaxpiit mpoduiib MOXKET COCTOATh U3 MHOXKECTBA
MIpaBUIIL.
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B xommyTtaropax D-Link cymectByer Tpu Tumna npodwmieit nocrymna: Ethernet, IP u Packet
Content Filtering (punpTpanus no coaep>xuMomMy IMaKeTa).

Ilopsinok BbINOJIHEHHS PadOTHI:
Paspemuts nons3oBatenam 1K1 u I1IK2 noctyn B IHTEpHET, OCTabHBIM NOJIB30BATENSIM 0~
cryn B UuTepHer 3anperuts. lonb3oBarenu uaeHtuuuupyorcs no MAC-anpecaMm UX KOMITBIOTE-
pOB.

[IpaBuna:
IIpasuno I:

Ecun MAC-anpec naznauenus = MAC-aapecy UaTtepner-unmo3a 1 MAC-aapec ucrounuka = [1K1,
pa3pelnTh;

Ecn MAC-anpec naznauenus = MAC-aapecy UaTtepner-unmo3a 1 MAC-aapec ucrounuka = [1K2,
pa3pennTh;

IIpasuno 2:

Ecimn MAC-anpec naznauenus = MAC-anpecy MHTepHET-1IITI032, 3alIPETHUTD;

IIpasuno 3:

WNHaye, Mo yMo4aHHIO pa3peliuTh JOCTYI BCEM y3J1aM.

Buumanmue! 3amennre ykazanuble B komangax MAC-aapeca na peajibnbie MAC-aapeca
padouux cranuuii 1 UHTEpHeT-1LII03A.

Ilpasuno 1

Coznaiirenpodribaoctyna 10:

createaccess profile profile id 10 profile name 10 ether-
netsource mackFF-FF-FF-FF-FF-FFdestination macFF-FF-FF-FF-FF-FF

Cosnatite mpasuino ais npoduis 10, pazpemaromiee gocryn 1K1, moaxmouénroro k mopty 2, B Un-
TEpPHET:

configaccess profileprofile idlOaddaccess idllethernetsource mac00-
50-ba-11-11-11destination mac00-50-ba-99-99-99%port2permit

Cosnairite pasuino ais npoduis 10, pazpemaromee goctyn [1K2, nmoaximrouenroro k nopry 8, B Mn-
TEpPHET:

configaccess profileprofile idlOaddaccess idlZethernetsource mac00-
50-ba-22-22-22destination mac00-50-ba-99-99-99%port8permit

IIpasuno 2

Cozpnaitrenpodunbaoctyna 20:

createaccess profile profile id 11 profile name 20 ethernetdestina-
tion macFF-FF-FF-FF-FF-FF

Cozpnaiite npasuio s npoduis 20, 3anperiaroniee J0CTYI OCTaJbHBIM MOJIb30BaTeNsIM B IHTepHET:
configaccess profileprofile id 11 addac-
cess id2lethernetdestination mac00-50-ba-99-99-99portl-10deny

Ilpasuno 3
Paspemnre Bce ocranpHOE:

Buvinonusemcs no YMOJI4YarHuio

ITpoBepbTe cozpannblie mpopmin ACL:
showaccess profile
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UYro BbI Habmogaere? CkoabKo npoduiel co31aHo, CKOIBKO B HUX MPaBUII?

IMoaxmrounte cranumu 11K1 u I1K2, kak moka3zaHo Ha cxeme
[Mporectupyiite coenunenue no MHTEpHET-IUTI03a KOMaH10# Ping.
Yro BB HAOIIOHMaeTE?

[Hoaxmrouute emwé onny padbouyro cranuuto, win nojakiaounte 1K1 u [IK2 k nqpyrum nopram u no-
npoOyiiTe moay4yuTh A0CTYn K MHTEepHET-IUTI03Y.
Uro BeI HaOMOaeTe? 3anuIInTe, IOYEMy TaK IPOUCXOIUT?

VY nanute npaBuio u3 npoduis (Hanpumep, 1 otkitoueHus [1K2 or Uuartepuer):
configaccess profileprofile idlOdeleteaccess idlZ2

VY namure npoduns ACL (Hanmpumep, paspemarontuii noctyn B Mareprer cranmwsim [1K1 u [1K2):
deleteaccess profileprofile i1dl0

VY nanure Bce npodumm ACL:
deleteaccess profileall

dopma npeacTaBJieHUs pe3yJbTaTa: OTYET B TETPAIU

Kpurtepun ouenku:

«5» - nabopaTopHasi paboTa BBIIIOJHEHA MMOJTHOCTHIO, 3TAIbl BHIIOJHEHUS pabOThI, aITOPUTMBI U
TEOPETUYECKHI MaTepuall 3arucaHbl B TETPa/lb, CTYACHT OTBEYAET Ha BCE BOIIPOCHI MpernogaBaTeis 1o
TeMe paboTHI.

«4» - nabopaTopHasi paboTa BBIIIOJHEHA MMOJTHOCTHIO, 3TAIbl BHIOJHEHHS padOThI, alTOPUTMBI U
TEOPETUYECKHI MaTeprall He MOJHOCTHIO 3alMCaHbl B TETPa/lb, CTYACHT 3aTPYyIHSAETCS OTBEYaTh HA
BOIPOCHI MTpernoaBaTesis Mo TeMe padoThl.

«3» - nabopaTtopHas pabota BeinojgHeHa Ha 70% u Ooiiee, 3Tarbl BHINOJIHEHUST PabOTHI, alro-
PUTMBI U TEOPETUUYECKUI MaTepual 3alicaHbl B TETPaIb HE B OJHOM 00beMe, CTYJCHT He OTBEYaEeT
Ha BCE BOIMPOCHI MPEIoaaBares no TeMe padoThl.

«2» - nabopaTtopHas pabota BbinojgHeHa MeHe 70%.
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