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JIdcT akTyajm3anuu padoueil mporpamMmbl

Pabouas mporpamMma rnepecMoTpeHa, 00CykaeHa 1 oo0peHa s peanmsaruu B 2027 - 2028
y4eOHOM roJy Ha 3acefqanuu Kadeapsl buszHec-uHGOpPMATHKN 1 WHPOPMAIIMOHHBIX

[Iporokonm ot 20 . Ne

3aB. kadeapoii I'.H. YycaBuTtnna

Pabouast mporpamMma nepecMoTpeHa, 00CykaeHa u oo0peHa s peannsaruu B 2028 - 2029
y4eOHOM rojy Ha 3acefqanuu kadeapsl busHec-mHGOpPMATHKN 1 WHPOPMAIIMOHHBIX

[IpoTtokonm ot 20 . Ne
3aB. kadenpoii I'.H. YycaButuna

Pabouas nmporpaMma rnepecMoTpeHa, 00CyKaeHa 1 0100peHa s peanu3aiuu B 2029 - 2030
y4eOHOM rojly Ha 3aceqaHuu kadeapsl busHec-mHGpOpMATHKN M HH(OPMAITMOHHBIX

[Iporokom ot 20 1. Ne

3aB. xadenpoit I''H. UycaBuTuHna

Pabouas nporpamMma rnepecMoTpeHa, o0CykaeHa u ogoopena mis peanmsaruu B 2030 - 2031
y4eOHOM rojly Ha 3acefnanuu kadeapsl buszHec-uHGOpPMATHKU 1 WHPOPMAIIMOHHBIX

[Iporokom ot 20 1. Ne

3aB. xadenpoit I H. qycaBHmHa

Pabouas mporpamma nepecMoTpeHa, o0cyxieHa u ooopena s peanmsanun B 2031 - 2032
yueOHOM roJly Ha 3acefjaHuu Kadeapsl buzHec-uHpopMaTUKN U HHPOPMAITMOHHBIX

IIporokom ot 20 . Ne
3aB. kadeapoii I'.H. YycaButuna




1 lesin ocBOCHUSA TUCHUTIIMHBI (MOYJIA)

[enp qucruruinHbl «MeTObI U CPECTBA 3aIUTH HHPOpMAIII - cOPMHUPOBATH Y
0akalaBpOB KOMITETCHIIUU B 001acTH 00€CTIEYeHUST OXPaHbI 3/I0POBBS U KU3HH
o0yJaromuxcsi Mpu 00paIeHUH ¢ KOMITBIOTEPHON TEXHUKOW U MPOTPaMMHBIM 00eCTICUeHUEM
1, B 0COOCHHOCTH, B 00JIaCTH MMPUMEHECHHSI PA3TUYHBIX CETEBBIX TEXHOJIOTUM, a TAKIKE
MIPAKTUYECKUX HABBIKOB 00ECIICUCHIS 3aIIUTHI HH(pOpMAIHK B cucTeMax 00paboTKu
uHpopmanuu. [lomyunTs 6a30BbIC 3HAHMS, YMEHUS M HABBIKU B 00J1aCTH METOJIOB 3aIIUTHI
nH(bOpMALIUY IJIS TIOIICPIKKH JEITSILHOCTH 00YJaIOIMUXCS B Y4eOHO-BOCITUTATEIHHOM
MIPOILIECCE ¥ BHEYPOUHOU padoTe; it co3aaHus, GOPMUPOBAHUS M aIMUHUCTPUPOBAHUS
ANEKTPOHHBIX 00Pa30BATEIBHBIX PECYPCOB C TPEOYyEeMBIM YPOBHEM 0€30MaCHOCTH

2 MecTo JUCUMILIMHBI (MOXYJIs]) B CTPYKTYpe 00pa3oBaTe/ibHOI MPOrpaMMbl

JucturmuHa MeToibl M Cpe/ICTBA 3aIlUThl HH()OPMAIIUU BXOJIUT B 0053aTCIbHYIO
4acTh y4eOHOTO0 TUIaHa 00Pa30BaTEIHLHOM MPOTPAMMBI.

I[J'ISI HU3YyUCHUA JUCHUIIIINHBI HGO6XOI[I/IMBI 3HaAHUA (YMCHI/ISI, BJIaI[CHI/ISI),
c(OPMHPOBAHHBIC B PE3YJIbTATEC U3YUCHUS TUCIIMILIHNH/ IPAKTUK:

be3onacHOCTh KHU3HEACATEILHOCTH

3nanus (yMEHHUS, BIAJICHUS] ), TIOJTYYCHHBIC ITPU U3YUCHUU JAHHOM JIUCHIUILTAHBI
OyayT HeOOXOAUMBI [T U3YUSHHSI JUCIUTUTHH/TIPAKTHK:

WudopmarnmonHasi 6€30MacHOCTh B CHCTEME OTKPBITOTO0 00pa3oBaHUs

[ToaroToBka K ciaye U cjada rocyJapCTBEHHOTO 3K3aMeHa

3 Komnerenunu odyyamomierocsi, opMmupyembie B pe3yJibTaTe 0CBOCHHUS

AUCHUIIMHBI (MOAYJIsl) ¥ IUIAHUPYEMble Pe3yJIbTAThl 00y4eHUus

B pe3synbrare ocBoeHUS AUCHUIUTHHBI (MOaysl) «MeToAbl U CPEeICTBA 3aLTUTHI
nH(pOopMaumu» 00yJarOIINICS JOKEH 001a1aTh CASAYIOIMIMMH KOMIIETEHITUSIMH:

KOI[ HHAUKATOpa I/IHI[I/IKaTOp JOCTHIKCHUA KOMIICTCHIITNN

VK-8 CriocobeH co3aaBaTh U OAEP)KUBAThH B TIOBCEHEBHOMN KU3HU U B
npodecCHOHATEHOM IeATSIIBHOCTH 0€30TIacHBIC YCIOBHS KU3HEICATEITBHOCTH JIJIs
COXpaHEHUs MPUPOTHOM Cpe/Ibl, 00ECTICUEHHS] YCTOMYMBOTO Pa3BUTHSI OOIIECTBA, B TOM
YqUCJIC HpI/I yrpo3e 1 BOBHUKHOBCHHUU ‘-Ipei%BBI‘-IafIHBIX CI/ITyaHI/Iﬁ 1 BOCHHBIX KOHq)HHKTOB

YK-8.1 AHanu3upyeT U UASHTUPUIUPYET (PaKTOPBI OMACHOTO U BPETHOTO
BIIUSTHUS 3JIEMEHTOB Cpe/ibl OOMTaHUsI (TEXHUYECKUX CPE/ICTB,
TEXHOJIOTMYECKUX MPOLECCOB, MATEPHUAIIOB, 3[JaHUI U COOPYKECHHI,
IPUPOJIHBIX U COLUATBHBIX SIBJICHUN)

YK-8.2 BrisiBnsieT nmpo0iemsl, CBA3aHHbIE C HAPYLIEHUSIMU TEXHUKU
0e30macHOCTH Ha paboueM MecTe; peasiaraeT MepONpHUATHIX 1O
MPEIOTBPAIEHUIO YPE3BbIYAUHBIX CUTYAIIHI

YK-8.3 Pa3zbsicHser npaBuiia noBeAeHUs TP BOSHUKHOBEHUH YpPE3BhIUANHBIX
CUTYyaIMi TPUPOJHOTO U TEXHOTE€HHOTO MPOUCXOKICHUS; OKA3bIBAET
MEPBYIO MTOMOIIb, OMUCHIBAET CIIOCOOBI yYaCTHs B BOCCTAHOBUTEIBHBIX
MEPOTPUSITHSIX




4. CTpyKTypa, 00b€M U coep:kaHue TUCHUILITHHBI (MOLYJIsI)

OO0mmas TpyA0€MKOCTh TUCIMIUIMHBI COCTABIISIET 4 3a4eTHBIX enuHuIl 144 akaj. 4acoB, B TOM

qHuCIIC:

— KOHTaKTHas paboTa — 76,1 akaj. 4acoB:

— ayauTOpHas — 72 akaj. 4acos;

— BHeayauTopHas — 4,1 akaj. 4acos;

— caMocTosTeNbHas paboTa — 32,2 aKaj. 4acos;

— B opMe IpaKTHUECKOl noaroToBku — 0 akaj. yac;

— MOJTrOTOBKA K K3aMeHy — 35,7 akaj. Jac

®dopma aTrTecTalui - IK3aMeH

AynutopHast 3=
KOHTakTHas paboTa g % dopma TeKyIero
Paszen/ Tema § (B akaj. yacax) é E{ Bun § KOHTPOJIS Kox
A — = g O | caMOCTOATENbHOM | - yCreBaEMOCTH H KOMITETEHIIHH
@) g £ paboTHI IIPOMEKYTOYHOH
Tlek. mal. | mpakT. s aTTecTaluu
3aH. 3aH. O &
1. HopmaruBHo-11paBoBbIE
OCHOBBI 3aIIIUTHI HHHOPMALTUH
1.1 CymrHoCcTh ¥ IOHSITHE
UHPOPMALTUOHHON
6€30IacHOCTH U 3aIIUTHI
uHpOpMALTUU
OCHOBHBIE OHATUSL. Koncnextuposan
3HavyeHue HHPOPMALUOHHON ue y4eOHbIX
6€e30MacHOCTH AT MaTepuaIoB
Cy?b’beKTOB CamocrosTensHoe Onpoc
MHGOPMALMOHHBIX H3y4YeHHE
otHomeHnui. [TousaTre u 4 2 2 yueOHOM U JIP 1 «HanexceocTs YK-8.1
CYIIHOCTb 3aIUTHI Hay4YHOU 1 OCTOBEPHOCT
“HPOPMALTHN
unpopmarmu. Lemu u JUTEPaTypbl
KOHIIENITYaJIbHbIE OCHOBBI IMoaroroBka k
3aIIUTHl HHpOpMALUHL. 1a00paTOpHOMY
Kpurepuu, ycinoBus u 3aHATUIO
TIPUHIUITBI OTHECEHUS
uH()OPMAILIUHU K
3amuiiaemon. Hocurenn 7
3amuIaeMoi HHpoOpManum.
1.2 TIpaBoBoe obecnieueHue KoncnexktupoBan Omnpoc
UHPOPMAIIIOHHOM ue y4eOHbIX Brictynienue Ha
0€30MacHOCTH U 3aIIUTHI MaTEpUajIoB cemuHape 1o JIP2
UHPOpMaIH CamocrosrenbHoe | «3akoHOJaTenbHas
Haznauenwue u ctpykrypa n3y4YeHUe ¥ HOPMAaTHBHO-
TIPaBOBOTO O0ecIeueHHs y4eOHOit n npaBoBast 0aza
3alIUThl THPOPMAIUH. Hay4YHOU obecrieyeHust
IIpaBoBBIE OCHOBBI 3AIUTHI 4 4 2 JIUTEPATYpPHI “HGOPMALMOHHON YK-8.1
uH(popMaIK B IToxnroroska k 6€e30MacHOCTI»
OpTaHU3alNH. CEeMUHAPCKOMY
MexayHapoiHble U 3anaruio o JIP 2: | Bricryruienue Ha
HaIMOHAJIbHbBIE CTAHJAPTHI U npopaboTKa cemunape 1o JIP3
cnenuuKauy B 006JacTu Hay4HO- «CranpmapTsl 1
Hb. CoBpeMeHHbIE METOJAUYECKON cnenudukanuy B
CTaHIapTHI B 0071aCTH JUTEPATYPBI, obnactu




yIIpaBJIeHUs PUCKaMHU

HHOPMALIHOHHO JIOKJIaJl 1 MHPOPMALTUOHHOM
Mpe3eHTaLUs 0e30MacHOCTHY
6€30M1aCHOCTH
HWroro no pazaeny 8 4
2. Knaccudukanus yrpos u
METOJIOB 3alIUTHl HHPOPMaLUH
2.1 Busibl 1 UCTOYHUKH
yrpo3 uH(GOpMaIMOHHO#
6e30macHOCTH
Yrpo3bl nHpOPMATHOHHON
0€30MacHOCTH U 3aIINTHI
UH)OPMAITHH. KoncnextrpoBan
Jecrabunusupyroniee ne y4eOHBIX
BO3/ICHiCTBHE HA MaTepHajoB
kENIZ R Y% CaMocTosTenbHOE Onpocv
uHPOPMAILIHIO. H3y4YeHHE " JIP 4 «Keicrr N
Knaccuduxkarms BumgoB 6 4,2 yueOHO# 1 Hexycersenniii | VR-8.1, VK-
yIPO3 HH(OPMAIHOHHOH HayaHOf HTCIUICKT B 8.2, VK-8.3
UH(OPMAIIMOHHOM
6€e30MacHOCTH 110 JIUTEPATYPhI "
Oe3omacHoCTH"»
pa3IM4HBIM IPU3HAKAM. IMonroroska
HecankunonupoBaHHbIi nabopaTopHOMY
JIOCTYTI K MH(OpMAIIHH. 3aHATHIO
HckyccTBeHHBIN MHTEIUIEKT
B BOIIPOCAx oOecreueHus U
MO JIEPIKKU
UH)OPMAIIIOHHOM
6e30MacHOCTH
2.2 Knaccudukanus u KoncnektupoBan
XapaKTepUCTHKA OCHOBHBIX ue yu4eOHBIX
METO/OB U CPEACTB 3aIUTHI MaTepHaJoB
Mertonap! 3aIuTEL 4 2 CamocTosITEILHOE Ompoc VK-8.1, VK-
nHpopmanuu. CriocoOs H3yUCHHE p 8.2
3aIIUTHl HH)OPMALUH. yueOHOIt n
CpezncTBa 3aIIUTHI Hay4HOI
uH(opMaIu JIUTEPATypPbI
HWroro no pazaeny 10 6,2
3. YpoBHH 3amMTH HHPOPMALIUH:
aJIMUHHCTPATUBHBIH,
MPOTPaMMHBIH,
Kkpunrorpaduyeckuii u
TEXHUYECKUI
Koncnexruposan
ue yueOHbIX
3.1 AQMHMHUCTPaTHUBHBII MaTepHajoB Ompoc
ypoBeHb obecnieuenus b CamocrosarensHoe | BricTyruienue Ha
ITonmutuka 6e30macHOCTH. HU3y4YeHue cemuHape 1o JIP 5
IIporpamma 6e30macHOCTH. yuebHOI «lTonntuka
OreHKa pUCKOB U 0a30BBIN Hay4HOU “HGOPMALMOHHON
YPOBEHb 3aIIUTHI. JIUTEPATypPHI 6e30macHOCTH
VipasneHnue nepcoHaIoM. [Moaroroska k JIP 6 «Aynut VK-8.1. VK-
duznyeckas 3amuTa. 4 7 CEMHUHApPCKOMY 3aIUIIEHHOCTH 32 S./I,C-S 3
Tlopnepxanue 3anaruio 1o JIP 4: ceTei» - '
paboTOCIIOCOOHOCTH. popaboTka JIP 7 «IlaponpHas
PearupoBanue Ha Hay4HO- 3almra u
HapyIICHHUs PeXUMa METOIMYECKOM MEHeIKePbI
Oe3omacHoCTH. JIATEPaTypBHI, napoJei»
IInanupoBanue JOKJIaz U JIP 8 «Maccosas
BOCCTaHOBHUTEJILHBIX paboT Mpe3eHTALHS pacchuIKa ucemM»

[Hoaroroska k
nabopaTopHOMY




3aHATHIO

Ormpoc
3.2 IlporpamMMHEIE CpeicTBa JIP 9 «3amura ot
3alIUThl THPOPMaITUH HECaHKLIMOHUPOBAH
3amura nporpaMMHOTO HOTO J0CTYyIa K
obecrie4eHus oT KoncnexktupoBan “HPOPMALTHI
HECaHKI[HOHUPOBAHHOTO ue y4eOHBIX JIP 10 «3ammuTa
nocryna. Kparkuit 0630p MaTepHaJioB HHOPMAINH B
CYLIECTBYIOLINX HA PhIHKE CamocrosTensHOe JIOKYMEHTaX)
CPECTB 3alUThI HU3y4yeHue JIP 11 «Ynanenue u VK-8.1. VK
uH(pOpMaIU OT 4 12 4 yueOHOil u BOCCTaHOBJIEHUE 8 2’
HECAHKIIUOHUPOBAHHOTO HAY4YHOM “HPOPMALTHN '
Joctyna. 3aava 3amuuThl OT JTUTEPaTypHI JIP 12 «Hactpoiika
BMeIlIaTeIbCTBA IToxroroBka k 6e3omacHoi
MOCTOPOHHHMX JIHII U nabopaTopHOMY paboThl B
anmnapaTHble CpeACTBa 3aHATUIO Opaysepe»
ayrentuukanuu. CTangapt JIP 13 «CVSS
CVSS «O06mas cucrema «O0bmas cucrema
OLIEHKH YSI3BUMOCTEWN» OLIEHKH
YA3BUMOCTEN»»
3.3 Bupycsl u
AQHTHBUPYCHBIE CPEACTBA
Omnpenenenne
KOMIIBIOTEPHBIX BUPYCOB. Omnpoc
Knaccudukanms BricTynnenue Ha
CamocrosTenpHOe
KOMITbIOTEPHBIX BUPYCOB. cemuHape 1o JIP 14
U3y4yeHHe
IIpu3naku 3apakeHusl. N «CoBpeMeHHbIe YK-8.1, VK-
2 2 1 yueOHOM U
IIpodunakTuxa 3apaskeHusl. HAVIHOG BPEJOHOCHBIE 8.2
IIporpammusie Y MIPOTPAMMBI JJIst
JUTEPATYpPbI
aHTUBUPYCHBIE CPEICTBA. TTK 1 MOOMIBHBIX
CTpyKTypa aHTUBUPYCHOM YCTPOHCTB»
nporpaMMsl. [IpuHIUTIBL
BBIOOpA CUTHATYPBI
KOMITBIOTEPHOTO BUpYca
3.4 Kpunrorpaduueckue
METO/BI 3aLIUTHI
Mertoas! KpunTorpaduu. CamocrosTenpHOe
CpencrBa U3yuCHHE Omnpoc
KpUnTorpaduueckoit yueOHOM U JIP 15 «3amuTa
3alUThl KHPOPMAITHH. 4 2 10 HayqHOU HHPOPMAIIH C VK-8.1, VK-
Kpunrorpaduueckue JIUTEPATYPbI TTOMOIIIBIO 8.2
npeoOpa3oBaHusl. IonroroBka k Kpunrorpaduu u
Iudposanue u 1a00paTOpHOMY cTeraHorpaum»
JeummppoBaHue 3aHATHIO
unpopmarmu. [udposas
TIOJITHCh
3.5 TexHuueckue cpeacTsa
CamocrosTenpHOe
3aIUTHl HHGOpMaIH
U3y4yeHHe
Wmxenepnas 3amura N VK-8.1, VK-
4 yueOHOH U Omnpoc
00BEKTOB, 3aIIUTa N 8.2
Hay4YHOU
“HGOPMALIUH OT YTEUKH IO
JUTEPATYPbI
TEXHHYECKUM KaHajiaM
HWroro no pazaeny 18 24 22
HWroro 3a cemectp 36 36 32,2 DK3aMeH
Hroro no aucuuruinie 36 36 32,2 DK3aMeH




5 Ob6pa3oBaTe/ibHbIE TEXHOJIOTHH

[Tpu npoBeneHny 3aHATUI 1 OpraHU3alluU CAaMOCTOSTEIbHOM paboThl OakalaBpoB
UCIOJIB3YIOTCS:

TpaauuoHHbIe TEXHOJIOTHH 00yYeHHs, IPEAToararonye nepeiadyy nHhpopManuy B
rOTOBOM BHJIe, pOPMUPOBAHUE YUEOHBIX YMEHHI 110 00pa3Ily: JEKIU-U3TI0KEHUE, TCKIIH-
00BsCHEHHE, TaOOopaTOpHBIE PaOOTHI, KOHTPOJIBHAS paboTa u JIp.

Hcnonp30BaHue TPaJUuIIMOHHBIX TEXHOJIOTHI 00ecreunBaeT OPUEHTHPOBAHNE
CTYJICHTa B ITOTOKe UH(OPMALINU, CBA3aHHOMN C PA3JIMYHBIMU IMOAXO0AaMHU K OIPEIECICHUIO
CYLIHOCTH, COJCPKaHUs, METO0B, (POPM Pa3BUTHUS U CAMOPA3BUTHS JINYHOCTH;
camooInpe/esieHne B BbIOOpE ONTUMANBHOTO IYTH U CITIOCOOOB TIMYHOCTHO-
npoeccnoHaNbHOTO Pa3BUTHS; CUCTEMATU3allMIO0 3HAHUN, TIOJYYEHHBIX CTY/IEHTaMU B
IpolLecce ayAUTOPHON U CaMOCTOATEIbHOU paboThl. JlabopaTopHbie 3aHATHS 00€CIIEUHBAIOT
pa3BUTHE U 3aKpPEIUICHHE YMEHUN U HAaBBIKOB ONpEIeNICHNUs LeJIel U 3a]]a4 CaMOpa3BUTHS, a
Tak)xe NpUHATHUA Haubosee 3 (HEKTUBHBIX PEHICHUN 110 UX peaTr3aluu.

WutepaktuBHBIE GOPMBI 00yUEHUS, TPEINOIAralone OpraHu3aIiio 00yIeHUs KaK
MPOAYKTUBHON TBOPUECKOW ACATEIBHOCTH B PEKHME B3aUMOJICHCTBHUS CTYACHTOB JPYT C
JPYTOM U ¢ IIpenojaBaTesieM

Hcnonp30BaHne HHTEPAKTUBHBIX 00pa30BaTENbHBIX TEXHOJIOTUN CIIOCOOCTBYET
MOBBIIICHUIO UHTEPECa K MOTHBAIMH YYAITUXCS, AaKTUBH3AIMH MBICIIATEITHBHON
JESTeTbHOCTH U TBOPYECKOTO OTEHIIMAJA CTYACHTOB, JiefiaeT 0osee Y3 GeKTHBHBIM
YCBOEHHE MaTepuasa, 03BOJISIET HANBUAYAIU3UPOBAaTh O0yUYE€HUE U BBECTH SKCTPEHHYIO
KOPPEKUHUIO 3HAHUM.

[Tpu npoBeneHny 1a00PaTOPHBIX 3aHATUHN UCIIONB3YIOTCS IPYIIIOBas padoTa,
TEXHOJIOTUS KOJIJIEKTUBHOM TBOPUECKOH 1€ATEIbHOCTH, TEXHOJIOTUSL COTPYJHUYECTBA.
JlaHHBIE TEXHOJIOTHH 00ECTICYMBAIOT BEICOKUN YPOBEHBb YCBOCHUS CTY/ICHTAMH 3HAHUH,
3¢ bEKTUBHOE U YCTICITHOE OBJIAJICHHE YMEHUSIMH U HAaBBIKAMU B TIPEJMETHON 00JIaCTH,
(hopMUPYIOT MTO3HABATENHHYIO TOTPEOHOCTh M HEOOXOIMMOCTH JaIbHEHIIIETO
camMo00pa3oBaHus, MO3BOJISIOT AKTUBU3UPOBAThH HCCIIEI0BATENbCKYIO JIEATENbHOCTD,
oOecnieunBarOT 3P PEKTUBHBIN KOHTPOIb YCBOCHUSI 3HAHUM

6 YueOHO-MeTOoAUYEeCKOE 0O0ecTiedeHHe CAMOCTOATEIbHOM padoThl 00y4Yarommxcst

HpeI[CTaBJ'IeHO B IPUJIOKCHU U 1.

7 OneHo4YHbIe CPEACTBA IJIsl IPOBEACHHUS IPOMEKYTOYHOM aTTeCTallnu
[IpencraBieHsl B IPUIOKEHUU 2.

8 YueOHo-MeTOAMUYECKOe U MH(POPMAIIMOHHOE o0ecnieYeHne TUCHUTIMHBI

a) OcHoBHas JIMTEpaTrypa:

1. BaykoB, A. A. 3ammra nHpOpMaIuu : yaeOHUK /Ui By30B / A. A. BHykoB. — 3-¢
u31., mepepad. u gon. — Mocksa : M3natensctBo FOpaiit, 2026. — 161 c. — (Bricmee
obpazoBanue). — ISBN 978-5-534-07248-8. — Texkcr : anekrponusiii // O6pa3oBaTenpHas
mwiargopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/584050 (mata obpareHus:
16.01.2026).

2. Yepnoga, E. B. HMubopmanmonHast 6€301acHOCTh YeI0BeKa | yu4eOHHK Ui BY30B /
E. B. UepnoBa. — 3-e uzn., mepepad. u qorm. — Mocksa : M3garensctBo IOpaiit, 2026. —
327 c. — (Bwicmree oopazoBanme). — ISBN 978-5-534-16772-6. — TekcT : 2eKTpOHHBIH //
Oo6pa3oBarenpHas miatpopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/587699 (mata
obpamienus: 16.01.2026).



https://urait.ru/bcode/584050
https://urait.ru/bcode/587699

0) JonosHuTebHAS JJUTEpaATYypA:

1. OpranuzanmoHHOE W TpaBoBOe obecmedeHne WH(DOPMANMOHHONW O0e30MacHOCTH :
yueOHuk s By30B / T. A. IlonskoBa, A. A. CrpensioB, C. I'. UyOykoBa, B. A. Huecos ; mox
penakmueit T. A. ITomskoBo#, A. A. CtpenbiioBa. — 2-¢ u3aA., nepepad. u mon. — Mocksa :
N3narenbcTBO IOpaiir, 2026. — 357 c.— (Bricmiee o0pa3oBaHuE). —
ISBN 978-5-534-19108-0. — Tekcr : anekTponHbIl // OOpazoBarenbHas miardgopma FOpaiit
[caiit]. — URL.: https://urait.ru/bcode/583236 (mara obparenus: 16.01.2026).

2. Cerues, 0. H. Ctanaaptel nHGOpMAIIMOHHON 0€3011acCHOCTH. 3aniuTa 1 00padboTka
KOH(HUACHIIMAIBHBIX JOKYMEHTOB : yueOHoe nocodue / KO.H. CerueB. — 2-¢ u3zg., nepepad. u
non. — Mocksa : UTHOPA-M, 2024. — 602 c¢. — (Bricmiee o6pa3zoBanue). - ISBN 978-5-16-
019904-7. - Texkcr : anexkrponnsiii. - URL: https://znanium.ru/catalog/product/2021464 (mata
obpanienus: 16.01.2026). — Pexxum q0CTyma: 1O MOAIMHKCKE.

3. Kopabenbaukos, C. M. Tlpecrymnenus B cdepe nHOOpMAITMOHHOW OE30MaCHOCTH !

yuebHoe mocobue mia By3oB/ C. M. KopaGenbuukoB. — MockBa : M3marensctBo HOpaiiT,
2026. — 111c.— (Beicmiee oOpazoBanme). — ISBN 978-5-534-12769-0. — Tekcr
anekTpoHHbld  //  OOpazoBarenpHass  muatdpopma  FOpaitir  [caiir]. —  URL:

https://urait.ru/bcode/588094 (mara oOparenus: 16.01.2026).

B) MeToanuyeckue yKasaHus:

1. MeTtoauueckue yKa3aHus M0 BBIOJIHEHUIO Ja00paTOpHBIX paboT M0 AUCHUTUTHHE
«MeTobl U CpeACTBa 3aIUThl HHGOpMaIu Tl OakanaBpoB HanpasieHus 44.03.05
«Ilemarornueckoe o6pazoBanue (MupopmaTika u s3xoHOMuUKa)». — Marauroropck: M3a-so
MaruuTtoropck. roc. Text. yu-ta um. I'.11. Hocosa, 2020. — 30 c.

2. MeTtoauyeckue yKa3aHus 110 BBIOJHEHHUIO JabopaTtopHoil paboTel «HanexxHoCTh 1
JIOCTOBEPHOCTH MH(pOopMarum» i1 OakanaBpoB HanpasieHus 38.03.05 buznec-
unpopmaruka, 09.03.03 «IIpuknannas uapopmaruka», 44.03.05 «Ilemarornyeckoe
obpazoBanue (MupopmaTrka u 5KOHOMHUKA)». — Maruutoropck: M31-Bo MarHuToropck. roc.
TexH. yH-Ta uM. I.11. HocoBa, 2020. — 12 c.

3. Meroanueckue ykazaHus 1Js1 OLIEHKU 3HAHUUM CTYJEHTOB MO TUCLUUILINHE
«MeTobl U cpeACTBa 3alUThl HHGOpMaumy Tt 0akanaBpoB HanpasieHus 44.03.05
«[lemarornueckoe oo6pazoBanue (MudpopmaTtuka u sxonomuka)» / E.B. UepHoBa —
Marnutoropck: U3a-so Maraurtoropck. roc. TexH. yu-1a uM. [.11. Hocosa, 2022. — 35 c.

r) [lporpammuoe odecnieuenne u UnTepHeT-pecypcehi:

IIporpammHoe odecnevyenue

Haunmenosanue .
10 Ne noroBopa CpoK JeiicTBUS JIUIICH3UH

MS Office 2007

Professional Ne 135 ot 17.09.2007 6eccpouHo

7Zip cB0OOHO pacnpoctpansemoe [10 06eccpouHo

MS Office 2003 |, |35 o7 17.09.2007 Geccpoumo
Professional

FAR Manager cB0OOHO pacnpoctpansemoe [10 06eccpouHo
Eﬁg;ip Mozilla cB0OOIHO pacmpocTpansemoe [10 0eccpovHO

IIpodeccnonanbHblie 6a3bl JAHHBIX 1 HHPOPMALMOHHbIE CIIPABOYHBbIE CHCTEMbI

| HasBanue kypca | Ccbuika



https://urait.ru/bcode/583236
https://znanium.ru/catalog/product/2021464
https://urait.ru/bcode/588094

HammmonansHas
nH(pOpMaAITMOHHO-aHAIIAT
nyeckas

URL:
https://elibrary.ru/project risc.asp

DJIEKTPOHHBIE  PECYPCHI . .
6umotexn MITY  mu. https://host.megaprolib.net/MP0109/Web

Nudopmarnmonnas
cucrema - HOpMaTI/IBHBIe
IIPaBOBbIE https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-tzi
aKThl, ?ysclid=lujknksfy724757053

OpraHru3alMOHHO-PACIIOp
SAAUTCIbHBIC

Nudopmarnmonnas
cucrtema - bank pansbix | https://bdu.fstec.ru/?ysclid=lujkqy7cnw630508962

yrpos3

9 MaTepuajibHO-TeXHHYeCKOe o0ecneyeHue JTUCIUIINHBI (MO1YJIs1)

MarepuanbHO-TEXHHYECKOE 00eCTIeYeHHEe JUCIUTUINHBI BKIIFOYALT:

Y4eOHble ayIUTOPUH IS IPOBEACHUS 3aHITUHN JICKIIMOHHOTO TUTIA:
crienuaau3upoBanHas (yaeOHasr) MeOenb (CTOJbI, CTYJIbs, JOCKA ayIUTOPHAs),
MYJIbTHMEIMHHOE 000pyI0BaHKE (TIPOCKTOP, KOMITBIOTED, IKPaH) IS IPE3CHTAIIMH
y4eOHOT0 MaTepualia 1o JUCIUILINHE,

YueOHble ayIUTOPUH IS IPOBEICHUS JTAOOPATOPHBIX 3aHATHUH, TPYIIIOBBIX U
WH/IMBUyIbHBIX KOHCYJIBTAIIMNA, TEKYIIIEr0 KOHTPOJISI ¥ IPOMEKYTOUHON aTTeCTAINN:
crienuaan3upoBanHas (yaeOHas) MeOenb (CTOMBI, CTYJIbs, TOCKA ayAUTOPHAs),
MEPCOHAIbHBIC KOMITBIOTEPBI 00BETUHEHHBIC B JIOKAIBHBIC CETH C BBIXOJIOM B IHTEpHET U C
JOCTYIIOM B 3JIEKTPOHHYIO HH(POPMAIIMOHHO-00pa30BaTEIbHYIO CPEIly YHHBEPCHUTETA,
OCHAIIIEHHBIE COBPEMEHHBIMU MPOTrPAMMHO-METOAMYECKIMH KOMILIEKCAMH

AynuTopuu Ui CaMOCTOSITENIbHON pabOTHI (KOMITBIOTEPHBIE KIIACCHI; YUTATBHBIC
3aJpl OMOMMOTEKH): CrielManu3upoBaHHas (yueOHas) MeOenb (CTOMBI, CTYbs, T0CKa
ayTUTOpHAs ), IEPCOHANBHBIE KOMITBIOTEPHI 00bETUHEHHBIE B JIOKAJIbHBIE CETH C BHIXOJOM B
HNHTepHeT u ¢ 10CTYNOM B 3JIEKTPOHHYIO HH()OPMAITMOHHO-00pa30BaTENBHYIO CPEIy
VHUBEPCUTETA, OCHAIICHHBIC COBPEMEHHBIMU IPOTPAMMHO-METOTUICCKUMHI KOMILIEKCAMU

[Tomemienune uIst XpaHEHHUS U TPOPHIAKTHYECKOTO 00CITy)KUBaHUSI Y4€OHOTO
o0opynoBaHus: MeOemb (CTOJIBI, CTYJbs, CTEIJIAXKH I XPAaHSHUST yueOHO-HATJISTHBIX
ocoOuil U yueOHO-MEeTOINYECKON JOKYMEHTAI|H ), IEPCOHAIbHBIE KOMITBIOTEPHI.


https://elibrary.ru/project_risc.asp
https://host.megaprolib.net/MP0109/Web
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-tzi?ysclid=lujknksfy724757053
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-tzi?ysclid=lujknksfy724757053
https://bdu.fstec.ru/?ysclid=lujkqy7cnw630508962

Ipuioxenne 1

6 Y4eOHO-MeTOqMYECKOE 0O0ecTIedeHHe CAMOCTOATEIBLHOM padoThl 00y4YaroImmXxcst

[To nucrumuinae «MeToIbl U Cpe/iCTBa 3alUThl HHGOPMALUN» MIPETyCMOTpEHA
ayJIUTOpHAs M BHEAYAUTOPHASI CAMOCTOSTEIbHAsI paboTa 6akalaBpoB.

AynuropHas caMocTosiTeNbHAsE paboTa OakanaBpoB MPEANOIaraeT pelieHue u
oopmIIeHHEe COTTIaCHO 33/1aHHBIM TPEOOBAHMAM 3aJaHHii Ja00paTOpHBIX padboT. TpedoBaHus K
odpopmirenuro HaxozsaTess B CMK-O-CMI'TY-42-09 KypcoBoii nmpoekT (paboTa): CTpyKTypa,
coJiepKaHue, 00IIe MpaBUiIa BBITTOIHEHUS U OOPMIICHHUS.

BaeaynuropHas camocTosiTesibHas paboTa CTyI€HTOB OCYILIECTBIISICTCS B BUIE U3YUYCHUS
y4eOHOI 1 Hay4YHOH JIUTEpaTyphl 110 COOTBETCTBYIOIIEMY pa3zeiy ¢ MpopadOTKOi Marepuana,
ydacTue B IUCTAaHIIMOHHOM Kypce win uzydennn MOOK, npeqioxkeHHOM IpenoaaBareieM 1
BBITIOJIHEHH S JIOMAIITHUX 3aJaHul (MOJr0TOBKA K J1a0OpaTOpHBIM paboTaMm) ¢ KOHCYIbTAllUSIMU
IpernoaaBaress.

Bonpocs! 1J1s1 cCaMOCTOATEIbHOI0 H3YYeHUsI:

1. [IpoBeauTe CpaBHUTENBbHBIA aHANW3 NOKTPUH M KoHuenuui rocymapcts CIHIA,
I'epmanuu, @pannuu, SANOHUM M JPYTUX Pa3BUTHIX CTpaH B 00JacTU oOecredyeHUs: pa3BUTHUS
UHPOPMALMOHHBIX TexHoiorui (konuenuuu Knunrona-I'opa, bannremana B EBpone,
Oxwunapckas xapTust «I 1o0anpHOe MHPOPMAITMOHHOE OOIIIECTBO» U T.1I.)

2. N3yuute COBOKYINHOCTh O(UIMAIBHBIX B3IJISI0B HA €N, 33/1a4M, IPUHIUIBI U
OCHOBHBIC HarpaBJIeHUs oOecrieueHnss HHPOpMAITMOHHOH Oe3omacHocT Poccuiickoit denepanun
B «/lokTpuHe uH(pOpMaIMOHHONH 0€30MaCHOCTH POCCHMCKOM (enepanun», yTBEPKICHHOH 9
centsa6ps 2000 r. No  TIp-1895.

3. [To3HakoMbTECH CO CTaThbsIMM OCHOBHOro 3akoHa Poccuiickoit ®enepauun —
Koncturynueit  (nmpunston 12 nexabpst 1993  roma), 3aTparuBaroliuMU  BOHIPOCHI
uHpopManmoHHoM 6e3omacHocTy (cTaThu 23, 24, 29, 41, 42).

4. PaccmotpuTe ompeneneHus BceX BaKHEHIIMX KOMIIOHEHTOB HH(QOPMAIMOHHOM
NeSITeIbHOCTH M HAMNpaBJICHUS Pa3BUTUS 3aKOHOJATENbCTBA B 00JAaCTH HMH(POPMAIMOHHON
6e3omacHocTH B 3akoHe «O0 mHpopMaiuu, nHGOpMaTU3aluK U 3amuTe uHGopmauum» ot 20
despanst 1995 rona Homep 24-D3 (mpunsat ['ocynapcrenHoit Jlymoit 25 suBaps 1995 rona).

S, N3yunte OCHOBHbIE HOPMATUBHBIE AKTHI, pETJIaMEHTHPYIOIINE OXPAHBI OOBEKTOB C
IIOMOLIBI0 HOPM aBTOPCKOrO IpaBa B 3akoHax «O IIpaBOBOM OXpaHE MNporpamm s
AIIEKTPOHHO-BBIUMCIUTEIbHBIX MallMH U 0a3 JaHHBIX», «O MpaBOBOW OXpaHE TOMOJOTUU
MHTETpaIbHBIX MUKpocXeM» U «O0 aBTOPCKOM IpaBe U CMEXHBIX IPaBax».

6. Kak onpenenenbl nmoHsTHs OaHKOBCKasi, KOMMepUYeckas U ciykeOHas TaliHa B
I'paxxnanckoM konekce Poccniickoit denepanun.
1. Kak oTpaxkeHbl BONpPOCHI NMPaBOBOrO pexuma HUH(GOPMAlUU C OTPaHUYEHHBIM

JIOCTYIIOM B 3aKOHaX O TOCY/IapCTBEHHOM M KOMMEpPYECKOM TallHaX, B TpaxaaHCcKoM kojekce PD B
crathe 139 «CnyxeOHasi U KOMMepYeCcKas TaliHay.

8. Kakwue cBeieHus1 He OTHOCATCS K KOMMEPUYECKOM TaliHE.

9. Kak omnpenensiercs nonstue u cojepxaHue KOHQUACHIUATbHON MH(OpMaLUU B
Vxaze [Ipesunenta PO «O0 yTBepkaeHUU NepeyHs CBEJCHUN KOH(PUICHIIMATBHOTO XapaKTepay.

10. JlaiiTe xapakTepuCTHKY cleAyoUUX (GopM 3alIUThl HHPOPMAIH: TaTEHTOBaHHE,

aBTOpPCKOE TpaBo, ToBapHble 3HAKU («IlarentHsiii 3akoH P®y», «O TOBapHBIX 3HAKAX, 3HAKaX
00CITy>)KMBaHUSI 1 HAMMEHOBAHUH MECT IMPOUCXOXKICHUS TOBAPOBY).

11. PaccMoTpuTe BOMPOCH JUIICH3UPOBAHUS B OOJIACTH 3allUThl WHGOpPMAIUU B
3akoHe «O JTUIEH3UPOBAHUU OTIEJIBbHBIX BHAOB JAeATeNbHOCTH» OT § aBrycra 2001 roma Homep
128-®3 (ITpunst ['ocynapcrBennoit Jymoit 13 utons 2001 roxa).

12. Kaknmu rocyiapCTBEHHBIMU NPABOBBIMU IOKYMEHTAMH ONPEIEISAIOTCA AEUCTBUS
10 3aIMTe MHPOPMAIIUK OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.
13. Onpenenure poinb U Mecto @DenepanbHON CiIyKObl MO TEXHUYECKOMY U

skcnoptHomMy  koHTpono  (PCTOK, www.fstec.ru), sBusromeiics MpaBOMPEEMHUKOM
l'ocynapctBeHHol TexHuueckod komuccuu npu Ilpesuaente Poccuiickoit ®enepauun
(www.infotecs.ru/gtc/)


http://dvabop.narod.ru/docum/xartia/xrt.htm
http://www.infotecs.ru/gtc/

14. KakoBbl OCHOBHBIE HampaBieHHUsA JAedrenbHOCTH DenepanbHOr0 areHTCTBa
npaBUTENbCTBEeHHOW cBsi3u M MH(opmanuu (DATICU — www.fagci.ru) B rocymapcTBeHHOM
cucTeMe 3aluTbl HHPOpMaIUH.

15. KakoBbl OCHOBHBIE HampasiieHus jaedarenbHoctd «Cosera besomacHoctu
Poccuiickoit denepanminy.
16. 3nauenue 3akoHa «O0 yyacTuu B MeXIyHAPOIHOM HHPOPMAITMOHHOM 0OMEHEe» OT

4 wronsa 1996 rona Homep 85-D3 (mpunsaT ["'ocymapcrBerHoit [ymoii 5 utons 1996 roxa) B amoxy
I00ATEHBIX KOMMYHUKAITHH.

17. PaccmoTpuTe 3aKOHOMIPOEKTHI U CYHIECTBYIONIYI0 HOPMAaTUBHO-IPaBOBYIO 0a3y Mo
BOIIPOCaM JJIGKTPOHHOTO OW3Heca W JOoKyMeHTooOopora. Kakum o0pasoM obecrneuuBaroTcs
MIPABOBBIC YCIIOBUSI MCIOJb30BAaHUS D3JIEKTPOHHOM 1U(GPOBON MOAMHMCH B 3IEKTPOHHBIX
JOKYMEHTaxX coriacHo 3akoHy «O0 3iekTpoHHOM mudposoi noamucu» Ne 1-D3 (mpuHsTOMY
I'ocynapcrBennoit [{ymoii 13 nexabps 2001 roga).

18. [To3nakoMbTeCh cO cTaThsiMu Kozekca 00 aIMIHUCTPATUBHBIX IPABOHAPYLICHUSAX
o npoOsemMam MpaBoHAPYIIECHHUH B 00acT cBsi3u U uHpopmaruu (I'nasa 13).

19. N3yuute cratbu YrosoBHoro kozgekca Poccuiickoit @enepauuu (pegakuus ot 14
mapta 2002 roma) mpeaycMaTpUBAIOIIME YTOJIOBHYIO OTBETCTBEHHOCTh 32 KOMIIBIOTEPHBIE
MPECTYIICHUS.

20. ['naBa 28 «[Ipecrymienns B cdepe KOMIBIOTEPHON HH(POPMAIIUNY», TPU CTATHU:

21. cTaThs 272. HempaBoMepHBIi 10CTYI K KOMIBIOTEPHON HH(OpMAIUY;

22. cratbsi 273. Co3naHue, HCIOJIB30BAHUE M PACIpOCTPAHEHHE BPEIOHOCHBIX
nporpamm st O9BM;

23. ctatbs 274. Hapymenue npaBui skcrryatanuu OBM, cuctemsl OBM unu ux
CeTH.

24, ITo3snakombTech co ctaTtbsiMu YK P® mop neiicTBHE KOTOPBIX MOTYT MONAaTh

IPOTUBOIPABHBIE JESIHUS, COBEPILEHHBIE C UCIOJIb30BaHUEM KOMIIbIOTEpa U/Miu ceTH. CTaTbu —
129, 130, 137, 138, 146, 147, 158, 159, 163, 165, 167, 168, 171, 182, 183, 200, 242, 276, 280, 282,
283, 354.

25. [IpuBenure mpuMepbl CyqeOHOM MpakTUKM B paccMaTpuBaeMoil cdepe.
Hcnonb3yiiTe MaTepualibl IEpUOANYECKOl neyatu, myoaukanuu B IHTepHeT.

26. Crenaiite 0030p MEXTyHApOIHOTO HH(pOpMaoHHOTOo 3akoHoAaTenscTBRa (CIIIA,
I'epmanuu, BenukoOpuranuu, @panuuu, SInoHun) B 061acTH 3aluThl HHOOPMAIUH.

27. Paccmorpute mpaBoBoe perynupoBaHue cetu MHtepHer B crpanHax EBpomsl,
CIIA, Poccun.

28. [ToznakombTech € mporpamMmoit «OnekrpoHHass Poccusi». KakoBbl pe3ynbTaTsl
peann3alnuy JaHHOM IporpaMmsl?

29. OrneHouHbIe CTaHAAPTHI U TeXHUYeckHe crenndukanuu. OCHOBHbIE TOHATHUS.

30. Crannapr MunucrepctBa o6oponsl CIIIA «Kputepun OLEHKH JOBEPEHHBIX

koMmnbroTepHbIX cuctem» (Department of Defense Trusted Computer System Evaliation Criteria,
TCSEC, [TCSEC]) («OpanxeBasi KHUTa») KaK OILIEHOYHBIN craHmapt. Mcropus co3manust u
tekymuii craryc. [lomutuka ©Oe3omacHocTu cornacHo «OpanxkeBoil kHure». Kiaccsl
6e30macHOCTH MH(pOPMALIMOHHBIX CHCTEM IO CTeNeHu aoBepusi OezomacHocTu («OpaHkeBas
KHHUTa»).

31.  Kpacnas kuura. MHTeprnpeTanus KpUTEPUEB OICHKH HAJCKHOCTH CHCTEM JIJIs
cereii. Trusted Network Interpretation. 1993. (NCSC-tg-005).
32.  PosoBas kuura. lHTeprnpeTaius CUCTEMbI yIIPaBJICHUS HAICKHOMN 0a301 TaHHBIX B

KPUTEPHSIX OICHKH HAJeKHBIX KOMIBIOTEPHBIX CHCTeM MUHHCTEpCTBA OOOPOHBI W3 YHMCIIA
KPHUTEPUEB OIICHKU HAJCKHBIX KOMIbIOTepHBIX cucteM. Trasted Database Management System
Interpretation of the Trusted Computer System Evaluation Criteria. NCSC, 1991,
(NCSC-TG-021).

33. HNudopmanronHass 0e30MacHOCTh PACHpPEISICHHBIX CUCTeM. PekoMeHmanuu
X.800 «ApxuTekTypa 6€30MaCHOCTH ISl B3AUMOICHCTBUS OTKPBITBIX CHCTEM).
34. Cnemudukarmus  Internet-coo6mectea RFC 1510  «CereBoii  cepBuc

ayrentudukannu Kerberos (V5)» [Kerb].


http://www.fagci.ru/

35. l'ocymapctBennsie  cramaptel. [OCT P HMCO/MBK  15408-2002.
WNudopmannonHas texHonorus. Metoasl u cpeacrtsa obecrieueHust OezomacHoctu. Kpurepuu
OILICHKH 0€30MacHOCTH MH(OPMAIIMOHHBIX TEXHOJOTUH (B PYCCKOSI3bIUHOM JTUTEpaType OOBIYHO,
HO HE COBCEM BepHO, MMeHyemblii «O60mme kputepun» -OK). OCHOBHBIC TOHSTHS U WJICH.
(Mexnynapoausiii cranaapt ISO/IEC 15408).

36. 'OCT P UICO/MDBK 15408 — «BBeaenne u obmas mozenby. OOmuid moaxom K
dbopmupoBaHHIO TPeOOBaHUI U OIIEHKE 0€30MacHOCTH ((YHKIIMOHATIBHBIC U IOBEPHS ), OCHOBHBIE
KOHCTPYKIIMU (TIpodMiIb 3allUThl, 3aJaHue MO Oe30MacHOCTH) MPEACTABJICHUS TpeOOBaHUI
0e30MacHOCTH B MHTEpecax MmoTpeduTeneil, pa3paboTUMKOB U OLICHIIUKOB MPOJYKTOB U CUCTEM
NUT. TpeboBanus Ge3omacHocTH 00bekTa omneHku (OO) mo meromonorun OOMUX KpUTEpUEB
OTIPEIeIIAIOTCS UCXO/I U3 Lieieil 0e30MacHOCTH, KOTOphIe, B CBOIO Ouepe/ib, OCHOBBIBAIOTCS Ha
aHamze HazHadeHus OO © yCIOBUI Cpelbl €ro HCIOJIb30BaHUS (yrpo3, MPeanofioKEeHUH,
MOJIMTUKU OE30MaCHOCTH).

37. I'OCT P HCO/MDBK 15408-2 —  «DyHKIMOHAIbHBIE TPeOOBaHUS
6e3omacHoctr». Kiaccudukanus (yHKIHOHANBHBIX TpeboBaHUN OezomacHocTH «OOMUX
kputepueBy. Kitaccel QyHKIIMOHAIBHBIX TPEOOBAHHIA, OIMMCHIBAIONINE JJIEMECHTAPHBIC CEPBUCHI
6e3omacHocTH. Kitaccel pyHKIIMOHAIBHBIX TPEOOBAHUM, OMUCHIBAIOIINE MTPOU3BOIHBIE CEPBUCHI
0e30MacHOCTH.

38. 3amuTa JaHHBIX MOJIb30BaTeNsl. 3anmTa QYHKIUH 0€30MaCHOCTH 00BbEKTa OLICHKH.

39. Knaccel GyHKIIMOHATBHBIX TPeOOBaHMIA, UTPAIOIIHE HHPPACTPYKTYPHYIO POJIb.

40. I'OCT P UCO/MDK 15408-3 — «TpebGoBanus noBepus K OE30MACHOCTH.
OcHoBHbIE IOHATHUA U KJIaccuukanus TpeOoBaHUid JoBepusi OE30MACHOCTH.

41. Ornenka npoduiielt 3amuThl U 3a1aHui 1o O6e3omacHocTr. TpeboBaHUS JOBEPHS K
sTany pa3paboTku. TpeOoBaHUS K ATaly MOJIYYEHHS, NMPEACTABICHUS M aHAIH3a Pe3ylbTaToOB
paspabotku. TpeboBaHHS K IOCTABKE U IKCIUTYaTAIMH, TTOCPIKKA TOBEPHS

42. OrneHoYHBIE YPOBHU J10BEpUst 0€30MaCHOCTH B «OOIINX KPUTEPUIX).

43. [Tpodunu 3ammrhl, pazpaboTaHHble Ha OCHOBE «OO0mMX KpuTepueB». OOmue
TpeOoBaHUs K cepBrcaM Oe3omacHOCTH. bruoMerpruueckas uaeHTHPHUKAIUS U ayTeHTUPUKAIHS.

44, Bbputanckuii cranaapt BS 7799 «Ynpasnenue nnpopmaninoHHONH 0€30M1aCHOCTBIO.

[Tpaktuueckue npasuiay» (Code of practice for information security management) [BS7799] u ero
BTOpas dactb BS 7799-2:2002 «Cuctemsl ympaBieHuss WH()OpMAIMOHHOW O€30MaCHOCTHIO -
cneunduKanus ¢ pykoBoACTBOM 10 Hcmonb30BaHuio» (Information security management systems
- Specification with guidance for use) [BS7799-2] mist npakTHYeCKOTO CO3aHUs U MOAACPKAHUS
pexxumMa MH(OPMAIIMOHHONW O€30MaCHOCTH € MOMOIIBI0 PErYJISATOPOB aJMUHUCTPATUBHOIO U
poLeaypHOro ypoBHel. Perynsatopsl 6e30macHOCTH U peanu3yeMble UMHU LenH. YeTbipexpazHas
MO/IeJIb Tpoliecca YIpaBieHUss HHPOPMALIMOHHOM 6€3011acCHOCTBIO.

45. Cranngapt ISO/IEC 17799:2002 «Ynpasnenue nHGHOPMAITMOHHONW 0€30MTaCHOCTHIO
— MH}opMamoHHbIe TEXHOIOTUI.

46. Oenepanbubiii crangapt CIIA FIPS 140-2 "TpeGoBaHus 0€30MacHOCTH s
kpunrorpaduueckux moaynen" (Security Requirements for Cryptographic Modules) [FIPS140].

47. TpebGoBanusi K TPOU3BOIBHOMY (IUCKPELIMOHHOMY) YIIPABJICHUIO JIOCTYIIOM.
PykoBomsimuit - nokyment I'ocrexkomuccun Poccun — «be3omacHOCTh  MH(GOPMAIMOHHBIX
texHojoruil. Kontponupyemsiit noctym. [poduns 3amute» (113 KI).

48. TpeboBaHusT K MNPUHYAUTEIBHOMY (MaHJATHOMY) YIPaBICHHUIO JIOCTYIIOM.
PyxoBomsmumit  moxkyment ['octexkomuccuum Poccunm «be3omacHoCTh  HMH(DOpPMAIIMOHHBIX
texHosoruil. Merounas 3ammuTta. [Ipoduns 3ammteny (113 M3).

49, PosteBoe ympaBiieHre JOCTYIIOM.

50. MexcereBoe sKkpaHupoBaHue. PykoBonsmue AOKyMEHTBHI [ ocTexkomuccuu
Poccun (Knaccudukanus aBromatuzupoBaHHbIX cucteM (AC) 1Mo ypoOBHIO 3allIMIIEHHOCTH OT
HecankuronuposanHoro goctyna (HCJ), Knaccudukamnms MexceTeBbIX SKpaHoB).

ol. CucreMbl aKTUBHOIO ayauTa. AHOHUMH3aTOphl. BbImyck u  ympaBieHue
cepTUUKaTaMU. AHAIHU3 3aIUIIEHHOCTH.



52. [Tpodunu 3amuTel, paspaboTanHbie Ha OCHOBE «OOmMX KpuTepueB». YacTHbIE
TpeOOBaHUS K KOMOMHALMAM U MPHIOKEHUAM CEpBHCOB Oe3omacHOCTH. OrnepalnuoHHbIe
CHCTEMBI.

53. Yacrtable TpeOOBaHUS K KOMOMHAIIMSAM U MPHIIOKEHHUSIM CEPBHCOB OE30MaCHOCTH.
CucreMmsl ynpaBieHus 0a3aMy JaHHBIX.

o4, YacrtHble TpeOOBaHUS K KOMOMHALIUAM U MPUIIOKEHUSIM CEPBUCOB OE30MTaCHOCTH.
BuptyaneHbie uacTHble ceTH. BupTyanbHble tokanbHble ceTi. CMapT-KapThl.

95. I'apmoHM3upOBaHHbIE KpUTEpUU EBpONEHCKUX CTpaH.

56. Texauueckass crneuudurkanus «OOOOMEHHBIH TPUKIAAHOW MPOTPAMMHBIN

uHTepdeiic cmyxobl 6e3omacHocTn» (Generic Security Service Application Program Interface,
GSS-API) [GSS-API].

o7, OcHoBHBIC TOHATHA U uaen pekomennanumii cemerictBa X.500. X.501 "Cyx6a
nupekropuii: momenu" [X501] m X.511 "Cnyx0a aupekTopuii: aOCTpaKTHOE OIpEACIICHHUE
cepBuca" [X511].

58. Kapxkac ceptudukaroB oTKpsIThIX KiTouel. X.509 "Cayxba AUpeKTOpHil: KapKachl
ceptudukaToB OTKphITHIX Kitoueld u arpuOyroB" (The Directory: Public-key and attribute
certificate frameworks) [X509].

59. Kapxkac ceprucukaroB atpudytoB. [IpocTast u cunbHast ayTeHTUQHUKAIHS.

60. Crermndukanuu Internet-coobmectsa [Psec. ApxurtekTypa cpeacTs 6€30macHOCTH
IP-ypoBHsL.

61. Crnenudurammu Internet-coobmecrtsa I[Psec KonTekcTel 0Oe3omacHocTH |
yIpaBlIeHUE KIIOYaMU.

62. [TpoTOKOJIbHBIE KOHTEKCThI U MOJINTUKA OE30IaCHOCTH.

63. Ob6ecneuenune ayrentuyHoctu IP-makeroB. ObecneueHne KoH(UIESHIIMAIBHOCTH
CETEeBOTro Tpaduka.

64. OcHoBHble unen W noHsatus nporokona TLS. Ilporokon mepemaum 3amucen.
[IpoToKON YCTaHOBJIEHUS COCNMWHEHHHA W aCCOIMUPOBAHHBIE MPOTOKOIBI. [IpuMeHeHue
npotokona HTTP nag TLS.

65. OO6001IeHHbIN MPUKIAIHON MPOrpaMMHBIN HMHTepdenc cinyk0bl 0€30MaCHOCTH.
OCHOBHBIE TOHSTHSL.

66. OO00011IeHHbII TPUKIAIHON MPOrpaMMHBIN HHTEpdeic ciyx0bl 0e30macHOCTH

OyHKIMU A8 paboTel ¢ ynocroBepeHUsMH. Co3laHHMe M YHHUUYTOXKEHHE KOHTEKCTOB
6e3omacHocTH. 3amuTa coobuieHuil. Jlornka paboTsl mosp3oBarTenei naTepderica 6€30MacHOCTH.

67. Crpyktypa u coaepxkaHue jgokymeHta «llomutuka uH(bOpMaLMOHHON
0€30MacHOCTH OpraHu3alum».

68. Cnyx0a nadopmaronHoit 0ezonacHoctu opranuzanuu. CocTas, LeNd U 331a4H
CITY>KOBI UHPOPMAITMOHHON O€30MTaCHOCTH OPTaHU3AIUH.

69. Ponp cranmaproB u TpeOOBaHMIA no HHGOPMAIIMOHHON 0€30MacHOCTH
npeanpustast B GopmupoBannu «Ilomutukn nHGOpMAITMOHHON 0€30ITaCHOCTH OpTraHU3aIHIy.

70. [TpuHIMIBI pacipeieneHns TOTHOMOYHA.

71. [Tpouenaypsl u Meroabl WHGOPMALMOHHONW OE€30MacHOCTH OpraHu3ali Kak

cocrasisitone «[lonutukn HHPOPMALMOHHON OE30MTACHOCTH OPraHU3ALIUI.
72. [Tpodumnu 3ammThI.

73. OO0s13aHHOCTH COTPYAHUKOB 110 00ECIIeYeHUI0 NHPOPMAITMOHHONW OE€30ITaCHOCTH.

74. [Topsimok ycTaHOBiIeHUs pexuma KoHbuIeHIanpHoCcTH nHpopmanuu. [lepedenp
CBE/IEHUI, OTHOCUMBIX K KOH(HISHIIMAIHbHON HH()OPMAIIMK U HE MOUIeKAIINX 3aCEKPEUNBAHUIO.

75. TpeGoBanusi, mpeIbsABIsEMbIE K MPETEHACHTaM Ha padoTy ¢ KOH(UICHIIHAIbLHON
uHpopMalrel U K IpeTeHIeHTaM Ha JIOJKHOCTb CIIy)K0y HH(POPMALlMOHHOM 0€301MacHOCTH.

76. [Topsimox obecrieueHUs] COXPAHHOCTU KOH(PHIECHIUAIbHOW HHPOpPMAIMKU MpU

MOCTOSIHHOM WJIM BPEMEHHOM IPEKPALIeHUH TOJIb30BaTENIeM JIOCTYNa K KOH(PHIECHIMAIBHOMY
WH(pOPMAITMOHHOMY PECYPCY.

17. OpranuzanuoHHbIe MEPBI MO0 00ECTICUYECHUIO U TIOACPKAHUIO WH(DOPMAIIMOHHON
0€30MacHOCTH B TIEPHO]T YPE3BBIYANHBIX CUTYAIIHH.

78. Buast unpopmanuu opranuszanuy, moAjaeKamme 3amuTe.



79. PernamenTarnus nelicTBHI BceX KaTETOPHi COTPYAHUKOB, TOMYIIEHHBIX K Pa0OTE C
UH(POPMALIMOHHBIMHA CUCTEMaMH.

80. Cucrema OpraHM3alMOHHO-PACTIOPSIUTEIBHBIX JIOKYMEHTOB YYPESKICHHUS I10
BOIIpOcaM oOecrieueHus: HHPOPMAITMOHHOM 0€30IacHOCTH.
81. [TonuTrka 6€30MaCHOCTH YUPEIKICHHUS.

82. [Tporpamma 6€30MaCHOCTH yUpPEKICHUS.



Ipuio:xkenne 2

OueHovHbIe CPpeACTBA J1JIsl MPOBeIeHUS POMEKYTOUHOM aTTeCTAlNU
a) I[lnanupyemble pe3yabTaThbl O0y4YeHHMSl M OIIEHOYHbIEe CpeACTBAa /ISl TNPOBeJAeHHS
NMPOMEKYTOYHOM aTTeCcTaAlluM:

Kon Nupukarop nocTHKEeHUsS OLieHOYHBIE CpeICTBa
HWHIWKATOpa KOMIICTCHIINHU
VK-8 - Cnocoben co3aaBaTh M NONIEPKUBATHL B TOBCEIHEBHOH JKH3HH H B
npogecCHOHAILHOM  [IeSITeIbHOCTH  0e30MAacCHble  YCJIOBHSl  KU3HEAESITeIbHOCTH  J1JIsl

coOXpaHeHHsI IPUPOIHOI Cpe/ibl, 00ecredeHusl YCTOMYHUBOTO0 PA3BUTHSA 00111eCTBA, B TOM YHCJIe
NPH yIrpo3e U BOSHUKHOBEHUH YPe3BbIYANHBIX CHTYallMii U BOEHHbIX KOH(JIHKTOB

YK-8.1

AHanuzupyer u
UACHTUPULIUPYET
(dakTopbl  OMACHOTO U
BPETHOTO BIIUSHUS
3JIEMEHTOB cpenbl
oOuTaHus (TEXHUYECKUX
CpPECTB,
TEXHOJOTHYECKIX

MPOIIECCOB, MAaTEPHUAJIOB,
3MIaHUIL U COOPYXKECHHIA,
MIPUPOJTHBIX 51
COILIMAJILHBIX SIBJICHU )

IIpuMepHbIe BADUAHTHI TECTOBBIX 32/IaHUIA.

1. Yo Takoe 6e300aCHOCTh JaHHBIX?

a. 2TO COCTOSIHUE XpaHUMbIX, 00padaThIBAEMbIX U
HepeaaBaeMblX JaHHBIX, IPU KOTOPOM HEBO3MOXKHO
UX CIIy4ailHOE WM IpeIHaMEpPEeHHOE I0JIy4EeHHE,
U3MEHEHHE WIN YHUYTOKEHHE

b. 3T0 cocrosiHME XpaHUMBIX, 00padaTHIBACMBIX M
HepeaaBaeMblX JaHHBIX, IPU KOTOPOM HEBO3MOXKHO
UX CIIy4allHO€ HCKaKCHUE

C. 3TO COCTOSIHME XPAaHUMBIX, 00pabaThIBa€MbIX HU
[epeIaBaeMbIX JIaHHBIX, IPH KOTOPOM HEBO3MOXKHO
UX IpeJIHAMEpPEHHOE II0JIyYeHUE, H3MEHEHHE WU
YHUYTOXXCHUE

d. cocTosHME  3AINUIICHHOCTH  HAI[MOHAIbHBIX
untepecoB P® Bo Bcex cdepax uyenoBeueckoit
JESATEIIBHOCTH

2. YKaXUTe HEKOPPEKTHOE OTIPEICIIEHUE HAPYIIUTEIIs
Nb:

a. (usnueckoe U0, CIyYaiiHO UM IPETHAMEPEHHO
coBeplIalollee JIEHCTBUS, CIEICTBUEM KOTOPBIX
ABJISIETCA HapylIeHHe Oe30MacHOCTH HH(POpMaLUuu
pu ee 00paboTKe TEXHUYECKUMU CPEACTBAMU

b. ¢dusnueckoe M POpUIMYECKOE JHIIO, CIyYailHO
coBeplIalollee JIEHCTBUS, CIEICTBUEM KOTOPBIX
ABIISIETCA HapylleHHe O0e30MacHOCTH HH(POpMaLuu
pu ee 00pabOTKe TEXHUYECKUMH CPEACTBAMHU

C. 3TO JIMLO, IPEANPUHSBIIEE TOMBITKY BHITOTHEHUS
3ampelnieHHbIX orepanui  (IeCcTBUN) 1o omuoKe,
HE3HAHUIO WM OCO3HAaHHO CO 3JIbIM YMBICIOM (U3
KOPBICTHBIX HHTEPECOB) WM O€3 TAKOBOTO (pajid UTPbHI
WIM YJIOBOJIBCTBUS, C LENbI0 CaMOYTBEPXKICHUA U
T.I.) W UCHOJB3YIOUIee JUIsi D3TOr0 pPa3IUuyHbIe
BO3MO>XHOCTH, METO/IbI M CPE/ICTBA

4. Yto Takoe 3amnumraemas nHbopmarus’?

a. mobas nHpopmanus, kotopas nossisercs B CMU
b. uHbOpManus, KOTOpas TOJICHKUT 3allUTe B
COOTBETCTBUU c TpeGOBaHUAMU MIPaBOBBIX
JOKYMEHTOB U 00s3aTeIbHO  OTHOCHUTCS K
rOCyJapCTBEHHOM TailHEe

C. uHpopmanus, ABJISAIOIAsCA
COOCTBEHHOCTH W TIOZJIeKallas

peaMETOM
3aluTe B




Kon

WHaukaTop TOCTHXEHUS

OneHoYHBbIE CpeCTBa

HWHIOWKaTOpa KOMIICTCHIINHU

COOTBETCTBUU c TpeOOBaHUAMHI MIPABOBBIX
JIOKYMEHTOB WJIM TPEOOBAaHUSIMH, YCTaHABIMBACMBIMU
COOCTBEHHHUKOM MH(OpMaIIH
IlepeyeHb BONPOCOB /15 MOATOTOBKH K IK3aMEHY
1. TlonsTue nHGOPMAIIMOHHON OE30MACHOCTH.
2. OCHOBHBIC COCTaBISIIOIIKAE WHGOPMAIMOHHON
Oe3omacHoOCTH
3. BaxnocTb u CJI0)KHOCTh poOIeMBI
nH(pOpMaIMOHHOM 0€30MMacHOCTH
4. 3akoHOMATENbHBIH YpPOBEHb WH(OPMAIMOHHON
0e3omacHOCTH
5. O030p poccHiickoro 3aKOHOJATENILCTBA B 00JIACTH
MH(pOpPMaLlMOHHON 06€30M1acCHOCTU
6. IIpaBoBnbie AKTBI o0rm1ero Ha3HAYCHMS,
3aTparuBaroIIne BOTIPOCHI MH(POPMAIIMOHHOM
Oe3omacHOCTH
7. TlonsTue nHPOpPMAILIMOHHON 0€30IaCHOCTH.
8. OcHoOBHBIE cocTaBisAOmKEe UHGOPMAITMOHHON
Oe3omacHOCTH
9. OcHOBHBIE ornpezeNneHus u KpUTEpUH
KJIaCCHU(UKAIIUU YyTPO3
10. Haubonee pacnpocTpaHEeHHbIE yIpo3bl
JOCTYITHOCTH
IIpakTH4yeckoe 3a1anue
Pazpaborate  Mozenp  yrpo3 W HapyLIMUTENS
npeaMeTHOH o01acTu

YK-8.2 BeisBisier nmpo0iemsl, IIpumepHBbIC BApDHAHTHI TECTOBLIX 3aaHUH.

CBSI3aHHLIE C
HapyLICHUSMU TEXHUKH
0e30IMacHOCTH Ha
pabouem MecTe;
npeiaracT
MEPOIPUITUSX 110
MIPEIOTBPAIICHUIO
YpE3BbIYANHBIX CUTYALIUI

1. Yo Takoe 6€30aCHOCTH JaHHBIX?

€. 2TO COCTOSHHE XPaHHMBIX, 00padaThIBAE€MBIX U
nepeaBaeMbIX JaHHBIX, MPU KOTOPOM HEBO3MOXKHO
UX CcIydyalHOE€ WIM [peIHAMEPEHHOE TOJyuYeHHE,
M3MEHEHUE WIH YHUUITOKEHNE

f. 9TO cocTrosHME XpaHMMBIX, 00pabaTHIBACMBIX U
nepeaBaeMbIX JaHHBIX, MPU KOTOPOM HEBO3MOXKHO
UX CIIy4ailHO€ HCKaKeHUe

g. 2TO COCTOSIHME XPaHHMBIX, 00paOaThIBAa€MbIX W
MepeaBaeMbIX JaHHBIX, MPU KOTOPOM HEBO3MOXKHO
WX TIPpEAHAMEPEHHOE TOJy4YeHUe, W3MEHCHHE WIH
YHUUTOXEHUE

h. cocrosHMe  3alIMIIEHHOCTH  HAIMOHAIBHBIX
uHTepecoB P® Bo Bcex cdepax dYemoBeueCKOH
JIEATEIbHOCTH




Kon
WHIUKATOpa

WHaukaTop TOCTHXEHUS
KOMIIETEHILINU

OneHoYHBbIE CpeCTBa

2. Yro sBIsieTCS LENbIO 3alUTH HHPOPMAITIH?

a. 3amura uHGOpPMaIUHU OT YTEUKU

b. >kemaeMblii pe3yabTaT 3alUThl UHPOPMAIIUU

C. 3amuTa HHPOPMAIUHU OT YyTPAThl

d. mpemoTBpamieHue ~ yTpatbl M YTCUKH

KOH(pHUACHIIMAIbHON HH(OpMaIun
3. YKaxuTe HEKOPPEKTHOE OTIPEIeICHUE HAPYIIUTEIs
Ub:

a. (usnyeckoe JIMIIO, CITy4aitHO 17001
npeHaMEepPEeHHO coBeplIaroIIee JeicTBus,
CIEICTBUEM  KOTOPBIX  SIBJISIETCA  HapylleHUe
OesonmacHocTH HMH(pOpMamMK Tpu ee 00paboTke
TEXHUUYECKUMU CPEICTBAMU

b. ¢usuyeckoe WM  OpPUIMYECKOE  JIUIIO,
CIIy4ailHO COBepIIalIlee ACHCTBUS, CIEICTBUEM
KOTOPBIX  SIBIISIETCS ~ HapylmieHne  Oe30MacHOCTH
uHpopManuu mpu ee 00pabOoTKe TEXHUYCCKUMH
CpeAcTBaMu

C. 3TO  JHIO, TMPEANPUHSBIICE  MOMBITKY
BBITIOJIHCHHS 3aMPEIIEHHBIX ONepanuii (IeUCTBHil) 1o
omuOKe, HE3HAHWI0O WU OCO3HAHHO CO 3JIbIM
YMBICJIOM (M3 KOPBICTHBIX HWHTEPECOB) WM 0e3
TaKOBOTO (paau WUrPHl WIH yJOBOJLCTBUS, C LIEIBIO
CaMOYTBEPKIACHHUS | T.I1.) U UCHIOJIB3YIOIIEe AJISt STOTO
pas3InYHbIE BO3MOKHOCTH, METOJIbI M CPEJICTBA
4. Yto Takoe 3aniumraemas nHbopmarus’?

a. mobast mHpopMaIus, KOTopas MOSIBISIETCS B
CMH

b. unpopmarus, KOTOpas MOAJICIKHUT 3aIIUTE B
COOTBETCTBUU c TpeOOBaHUSIMHU TIPABOBBIX
JOKYMEHTOB M 00s3aTelIbHO  OTHOCUTCS K
rOCyJapCTBEHHOM TailHE

C. uHdopmanus,  SABASAIOMIAsICI  MPEAMETOM
COOCTBEHHOCTH W  TO[JIeKamas  3aluTe B
COOTBETCTBUU c TpeOOBaHUSIMU MIPaBOBBIX
JOKYMEHTOB WJIM TPEOOBAaHMSIMH, YCTAaHABINBAEMBIMU
CcOOCTBEHHUKOM MH(pOpPMAITUU

IlepeyeHb BONPOCOB 15 MOATOTOBKH K IK3aMEHY
11. TlonsiTHEe ¥ CYIIHOCTD 3alIUTHI HH(DOPMAITUH.

12. O6bexThI 3aMThI HH(OPMALIHH.

13. Cpenctra 3ammThl HHPOPMAIIHH.

14. Metop! 3auThl HHGOPMAIUH.

15. OcHOBHBIC TIOHATHS AAMUHUCTPATHBHOTO YPOBHS
UH(POPMALIMOHHOM 6€30MacHOCTH

16. INonuTrka 6€30MaCHOCTH

17. Ilporpamma 6e30macHOCTH

18. UnenTndukanys u ayTeHTHHUKAIUS

19. Ynpasnenue nocrymnom

20. PosieBoe ympaBiieHHE TOCTYIIOM

21. IIpoTOKONUPOBAHUE U AYIHT




Kon WHnukaTop NOCTHXKEHUS OLeHOYHBIE CpeICcTBa
HWHIOWKaTOpa KOMIICTCHIINHU
22. lugppoanue
23. DKpaHUPOBAHHE
24. Knaccuukanus MeXCeTeBbIX IKPAHOB
25. AHanus 3aluIeHHOCTH
26. JIOCTYITHOCTb
27. OTKa30yCTOMYMBOCTH U 30HA PUCKA
28. Kpunrorpadus
29. BpenoHOCHBIE TPOrpaMMBbl M CITOCOOBI 3aIITUTHI OT
HUX
30. Ilogpaznenenus TEXHUUYECKOH 3aIUTHI
uHpopmanuu.
31. MecTo 1 poib anmapaTHO-NPOTPAMMHBIX CPEICTB
3aIUTHIL.
32. TpeOoBaHUS  PYKOBOAALIMX  JIOKYMEHTOB K
cpelcTBaM 3aIUTHI uHbOopMauu oT
HECAHKIIMOHUPOBAHHOTO JAOCTYIIA.
33. O6GHapyKeHHe CEeTEeBOI aTaku.
34. CriocoObl  obecnieueHust Oe3omacHOi pabOTHI B
HNuTepHer.
35. [Mpunnuns! GyHKIMOHUPOBAHUS OpaHIMAay3POB.
36. IlepeueHn HH()OPMAITMOHHBIX pecypcoB,
MOJIeKAIINX 3aIINUTE.
37. OcHOBBI 0€3011aCHOCTH Web-PECypPCOB.
38. CriocoObl  3amMThl  (PaljIOB OT TTOCTOPOHHETO
JIOCTYyTA.
39. DproHoMuveckue U HOPMATHBHBIE TPEOOBaHUS K
opraHu3zaium pabouero Mecra rnoJyib30BaTess
40. BpetoHOCHOE MPOrpaMMHOE O0eCTICUeHHE.
41. Tlytun IIPOHUKHOBEHUS BpPEAOHOCHOIO
MIPOrpaMMHOTO 00eCTIeueHu .
42. CriocoObl 3aIUTHI oT BPEJOHOCHOTO
MIPOrpaMMHOTO 00ecTieueHus
IIpakTHyeckoe 3a1aHue
[TpoBecTy ayuT 3aLIUIIEHHOCTH CETH
BoccranoBuTh ynaneHHy0 HHPOPMALIUIO
VY aanuth nHGOpPMALKIO C 3alaHHBIMU ITapaMeTpaMu
3amuTUTh HMHQOpPMAIMIO: MapoJib, KpUOTOrpadusd,
creraHorpagus
Paccrpuika coo01eHuni c COXpaHEHUEM
KOH(HICHIIMATBLHOCTH aJpecara
Pa3zpaboraTte Mojenp HapymuTens IS 3aJaHHOU
OpraHu3aliu
KoMmmuiexkcHoe 3aganue
ObecneunTh 3amIUTy UHPOPMALUKM JTOKYMEHTOB
pPa3IMYHOTO THUMA  (IOCTYIHOCTH, IEIIOCTHOCTH,
KOH(HIEHIIMAJIBHOCTb)  OT  BBIABJICHHBIX  yIpo3
MPEAMETHOM 00J1acTH
VK-8.3 Pazbscusier npasuia | [lepeyeHb BONPOCOB /1Jisl MOATOTOBKH K IK3aMeHY
MIOBE/ICHUS npu | 43. BpenoHocHoe nporpaMMHoe o0ecrieueHue
BO3HUKHOBEHUH 44, OcHOBHBIE YTPO3bI IETOCTHOCTH




Kon
WHIUKATOpa

WHaukaTop TOCTHXEHUS
KOMIIETEHILINU

OneHoYHBbIE CpeCTBa

YpE3BbIYANHBIX CUTYALINI

HPHPOTHOTO u
TEXHOI'CHHOI'O
IPOMCXOXKICHNUS,
OKa3bIBacT HIEPBYIO
HIOMOIII, OIHCHIBACT
CIocoObl  y4yacTust B
BOCCTaHOBHTEIbHBIX
MEpPOINPUATUAX

45. OCHOBHBIE YTPO3bI KOH(DUIEHITUATEHOCTH

46. YpaBieHue prucKaMu

47. OCHOBHBIE KJIACCHl MEP MPOLIEAYPHOTO YPOBHS
48. YrpaBieHue NepcoHaIoM

49. duszudeckas 3ammura

50. IMoxnepkanue paboTOCIIOCOOHOCTH
51. PearupoBanue Ha HapyILIEHUs
Oe3omacHoOCTH

52. OCHOBHBIE TOHATHUS MPOTPAMMHO-TEXHHUYECKOTO
ypoBHS HHGOPMAITMOHHOM 0€30MacHOCTH

53. OcoOEHHOCTH COBPEMEHHBIX HH(POPMAIMOHHBIX
CUCTEM,  CYIIECTBEHHBIE C  TOYKH  3pPCHUS
0€e30MacHOCTH

pexuma

IIpakTH4yeckoe 3a1anue
CdopmupoBaTh Mapoib ¢ 33aJaHHBIMA KPHUTECPUSMU

YCTOMYUBOCTH

PaccunraTh yCcTOMYMBOCTD ITAPOJIS

[IpuMeHATh  CHENUATU3UPOBAHHOE  MPOTrPAMMHOE
o0ecreyeHue JUIsl COXpaHeHHsl CTaTyca MH(pOpMaluu:
XpaHeHue  Mmapojed,  yaajleHue  MHpOpMauH,

COKpBITHE HH(OpMaIH

KommuiekcHoe 3aganue

HaiiTi HapyieHuss HOpMaTHUBHBIX MPABOBBIX
JIOKYMEHTOB B TIPE/IOKCHHBIX 3a/IaHUSX

- PEMoCT 3aIucH, coepxaliei 0100peHne
HapyllIeHue 3aKoHoaTenbcTBa PD;

- CKauMBaHUE «B3JIOMaHHBIX» IIPOTPAMM;

- pacchlIKa crama;

- IOKYTIKa MUHH-BUICOKAMEPHI;

- YCTaHOBKa MPOTpaMM MPOCTYIIKU Ha TenedoH
CYmpyTy, peOCHKY;

- UCMIOJIb30BaHUE JIOCTYIIA B UYKYIO COLUATBHYIO CETh
(TToIcMOTpEN Maposib, He Pa3JIOTHHUIICS TOJIH30BATENb
u Jp.)

- MpOCMOTp Uy>k0# mouTkl. [lomobpate TpeboBaHMs
CYIIECTBYIOIIETO 3aKOHOAATEHCTBA K CUTYAIUSIM:

- paboTonaTenb TpedyeT MPOXOAUTH AETEKTOP JKH
COTPYIHUKOB TOCIIE MHIIMICHTOB HA MPEANPHUITHH,

- paboToaaTenb TpeOyeT COOOIUTh CBEICHHS O
JIOXO0/IaX BCEX WICHOB CEMbU PaOOTHHKA;

- TIOJTB30BATEITb BOIIET O] YYETHOH 3aITUCHIO APYTOTO
paboTHUKA AJIs BBITIOTHEHHSI MPOQECCHOHATBHBIX

3a/1ayg;
- TIONB30BaTeNb  3apasuil  pabodyylo  CTaHIIHIO
BPEIOHOCHOM  TPOTrpaMMOM,  HCHOJIb3ys  CBOM

¢uem-nHocuTenpb (BapuaHT | — yMBIIIEHHO, BApUAHT 2
— HEYMBIIIJIEHHO)




0) Ilopsinoxk mnpoBedeHUS TNPOMEKYTOUHON AaTTeCTAllMH, IOKA3aTeJM MW KPUTEPHH
OLlCHUBAHMUSL:

[IpomexxyTouHast arrectauuss MO JUCHUIIMHE «MeTonbl W CpeAcTBa  3allMThI
uH(OpPMAIIUN» BKIIFOYAET TEOPETHUECKHUE BOMPOCHI, TTO3BOJIIONINE OIICHUTh YPOBEHb YCBOCHHS
00y4aromuMuUCs 3HaHUH, U IPAaKTHUYECKUE 3a[aHusl, BBIBIISIONINE CTENEHb CHOPMUPOBAHHOCTU
YMEHUH U BIaJIeHUH, TPOBOIUTCA B (hOpME SK3aMEHa.

DK3aMeH MO0 JIaHHOM JAMCUHUIUIMHE MPOBOJUTCS B YCTHOH (hopMme Mo 3K3aMEeHAlMOHHBIM
OwsieraMm, KaKIblii M3 KOTOPBIX BKJIIOYAET JBa TEOPETHUUECKHUX BOIIPOCA U OJIHO MPAKTUYECKOE
3a/laHue.

Iloka3aTesiu U KpUTEPUH OLIEHMBAHUSA IK3aMeHA:

«OTIU4HO» — OLIEHKA 3HAHUI OakanaBpa, KOTOPbI CBOOOAHO BiIaJleeT:

1) MOHATHHHO-TEPMUHOJIOTHMYECKONW 0a30i MUCHMIUIMHBI M 3HAET 3HAYeHHE Haubojee
4acTO UCIIOJIb3YEMBIX a00peBUATYP;

2) 4eTKO YBSI3BIBAECT TEOPETHUUECKOE MO3HAHUE AUCIUIUIUHBI C PEabHON MPAKTUKOM;

3) 3HAKOM C UIMPOKUM KPYroM JHUTEPaTypHBIX HCTOYHHMKOB, 3HAET, TJ€ HUX JOCTaTh,
XOpOILIO pa30upaeTcsi B UCTOPUN CTAHOBJICHUS TUCLUIUIMHBI, B OLIEHKE €€ TEKYIIEro COCTOSIHUS U
MEPCIEKTUB €€ Pa3BUTUS;

4) MONHOCTBIO BIIAIEET MAaTEPUaIOM MIPAKTUUYECKOTO 3a/IaHus, YETKO U apTyMEHTHPOBAHO
3alIUIIACT €ro MOJOXKUTEIbHBIE pPEe3yJIbTaThl, OOOCHOBAaHO KOMMEHTHUPYET H OOBSCHSET
JIOMYLIEHHBIE HEJ0YETHI.

«Xopomo» - OLICHKA 3HAHUU OakamnaBpa, KOTOPBIA BJIAJICET
MOHITUHHO-TEPMUHOIOTHYECKON 02301 TUCIUILIMHBI, MOXKET yBS3aTh TEOPETUYECKOE MMO3HAHNE
JACLIUIUIMHBI ¢ pEaIbHOM MpaKkTUKOW. Bruageer maTepuanom MPaKTUYECKOrO 3aJaHusl, OKa3asl
CIIOCOOHOCTH K 00BSICHEHUIO CMBICIIA OCHOBHBIX MOJIOKEHHIA;

«Y IOBIIETBOPUTEIILHOY — OLICHKA 3HAaHUM OakaiaBpa, KOTOPHIM B OOJIbIIIEH YaCTH BIAJICET,
C HeOONBIIMMHU H3bSHAMH, TMOHATUHHO-TEPMHHOJIOTMYECKONH 0a30il AUCHMILTUHBI, HMEEeT
MPEACTABICHUE O BHYTPEHHEW JIOTUKE JUCIUIUIMHBI, TPEICTABICHHOW B BHUIE Y4eOHOU
nporpammel, Biazieer, Ho HEYBEpEeHHO, MaTEPUAIOM MTPAKTUUYECKOTO 3aJaHMUS.

«HeynoBneTBOopuTeNbHO» — OLEHKA 3HAaHMM OakanaBpa, KOTOpBIH HE BIaJeeT
MOHITUHHO-TEPMUHOIOTUYECKON 0a301 TUCITUIIMHBI U MaTepUaIoM MPAKTHUECKOTO 3aJaHHsl.



