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JIner akTyanusanuu padoyeil nporpaMmsl
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1 Leau ocBOeHMS TUCHUNIIMHBI (MOIYJIA)

[{enbto OCBOEHUS AUCLHUIUINHBI SBISETCS MMOJy4€HHE HaBBIKOB MPOTUBOACHCTBUS
aTakaMm, OCYILECTBIISIEMbIM METOJJaMH COLUAIIBHON MH)KEHEPHH.

3agaun:

- U3YYHTb IICUXOJOTHYECKYIO IPUPOAY U TEXHUYECKHE CIIOCOOBI peaanu3alun aTaK

METOJIaMU COLUATbHONU UHKEHEPHH;

- OCBOUTD MIPUHIIMIIBI O€3011aCHOM PabOTHI € AIEKTPOHHBIMU CPEACTBAMHU
KOMMYHHKAIUH (MHTEPHET, 0YTa, MOOUIIbHBIC MTPUIIOKEHHUS, COLIUAIbHBIC CETH);

- 03HAaKOMUTHCS C TEXHUKAMU aKTUBHOM U TACCUBHOW 3alllUTHI;

- IPUOOPECTH HABBIKU MPABUILHOTO pEarnpoBaHUs Ha MAaHUMYJISTUBHOE
BO3JICHCTBUE, apTyMEHTHPOBAHHOTO OTKAa3a U MPOTUBOICHCTBUS COLIMATILHON NHKEHEPUH;

2 MecTo JTUCUMILIIMHBI (MOXYJIs]) B CTPYKTYpe 00pa30oBaTe/ibHOI MPOrpaMMbl

Jucuunnuna [IpoTuBOIeiCTBHE HETATUBHBIM METO/IaM COLIMATIbHOM MHKEHEPUU
BXOJIUT B YaCTh y4EOHOTO TUTaHa (POPMHUPYEMYIO yYACTHHUKAMHU 00Pa30BaTEeIbHBIX
OTHOIIIEHUH 00pa30BaTEeIbHON MTPOTPAMMBI.

st u3ydeHus TUCHUIUIMHBI HEOOXOAUMBI 3HAHUS (YMEHHUS, BIAICHHUS ),
chOpMUPOBAHHBIE B pE3yJIbTaTe U3YUEHUS AUCIUILTHH/ MPAKTUK:

[Mu¢poBast rpaMOTHOCTH

3uanus (yMEHUs, BJIa/ICHUs ), TOTYYCHHbIE IPU U3yYEHUU JaHHOM TUCIUTUINHBI
OyayT HEOOXOIUMBI AJI U3YYCHUS TUCIUILIAH/TPAKTHK:

[loaroToBka K cnaye u caada rocyJapcTBEHHOT 0O 3K3aMeHa

3 Komnerenuuu ody4aromerocsi, popmupyemsoie B pe3y/ibTaTe 0CBOCHHUS

AUCHUILVIMHBI (MOYJIS1) M IJIAHMPYeMble pe3yJIbTaThl 00y4eHus

B pesynbrare ocBoeHus AucuuIuinHebl (Moayis) «lIpoTtuBosaelicTBUe HEraTUBHBIM
METO/IaM COLMAIBbHON HH)XEHEPHH» 00yJaroNHics T0/DKEH 001a1aTh ClIeTyoIIMU
KOMITIETEHIUSIMHU:

KO,[[ HHAUKATOpa I/IHI[I/IKaTop JAOCTHIKCHUA KOMIICTCHIINN

VYK-6 CniocobeH ynpaBisiTb CBOUM BPEMEHEM, BHICTPANBATh U PEATU30BBIBATH TPACKTOPHIO
CaMOpa3BHUTHsI HA OCHOBE NMPHHIIUIIOB 00Pa30BaHNUs B TCUCHNE BCEH JKU3HH

YK-6.1 Hcrnonb3yeT THCTPYMEHTBI M METO/IbI YIIPaBJICHUS BPEMEHEM IIpU
BBIIIOJIHEHNH KOHKPETHBIX 33/1a4, IPOEKTOB, IIPH JTOCTUKEHUU
ITOCTAaBJICHHBIX LETIEN

YK-6.2 Omnpezensier NpUOPUTETHI COOCTBEHHOH 1€ATEIbHOCTH, TMYHOCTHOTO
Pa3BUTHS U TPO(PECCHOHATBHOTO POCTa
YK-6.3 OnenuBaeT TpeOOBaHUS PbIHKA TPYAA U MPEIIOKEHUS 00pa30BaTeIbHbIX

YCIIYT JJi BBICTPAuBaHUs TPAEKTOPUH COOCTBEHHOTO
po(hecCHOHAILHOTO pOCTa




4. CTpykTypa, 00b€M U copepkaHue TUCUUIIMHBI (MOXYJIs1)

OO6mias TpyA0€MKOCTh JUCIHUIUIMHBI COCTABISIET 1  3a4eTHBIX eAuHUI] 36 aKaj. 4acoB, B TOM

HHUCJIIC:

— KOHTakTHas pabora — 18,1 akaz. 4acos:

— aynutopHas — 18 akaj. 4acos;
— BHeayauTopHas — 0,1 akan. 4acos;
— camocTosTenpHas pabora — 17,9 akaj. 4acos;
— B (popme npakTudeckoil moaroroBku — 0 akai. yac;
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1. ComnanpHast HHKEHEPHS
ITpopaboTka
Omnpoc o
TEOPETHYECKOTO P
1.1 CounanbHas MaTepHana TEOPETUYECKOMY
HUHKCHEPHS: MaTepHai
P 4 6 Odopmierue puaiy VK-6.1
XapaKTePUCTHKH Otuér no
oTyeTa 1o N
0COOEHHOCTH . MIPAKTUYECKOM
NPaKTUIECKOH 6
pabore. pabote
IIpopaboTka
Omnpoc o
TEOPETHYECKOTO Teo eﬁmecxom
1.2 MaHumynaTuBHEIE Marepuana I\I/[)aTe et y
TEXHUKHU COLIUATBHON 4 4 Odopmienne pualy VK-6.2
OTtuér 1o
UHKEHEPHU oTyeTa 1o N
. MIPaKTAYECKON
NPaKTUIECKOMH 6
pabore. pabote
Hroro no pazzpeny 8 10
2. IIpoTtuBopeiicTBre counaibHON
HMHKEHEPUH
2.1 OcHoBBI 6e301acHOM IIpopaboTka Ompoc o
paboTHI B CpeICTBaX TEOPETHYECKOTO P
N TEOPETUYECKOMY
INEKTPOHHOM Marepuana VaTePHAT VK-6.2. VK
KOMMYHUKAIAH 4 4 OdopmieHne OT‘{ET noy 6 é
(3NEKTPOHHBIE PECYPCHI, oTyeTa 1o HDAKTHICCKOG '
MOYTa, MECCEHKEPHI, MPaKTHYECKOU P aGote
COLIMATILHBIE CETH) pabore. p
IIpopaboTka
Onpoc no
TEOPETHYECKOTO Teo eTIp)l HECKOM
2.2 IaccuBHas 1 aKTUBHAs Marepuana LI/[)aTe et y
3al1Ta OT MAHUMYJISALUH 1 6 3,9 Odopmienne OT‘IET r[oy
COLMATIbHON MH)KEHEPUH oTYeTa 1o .
e MIPaKTHYECKON
pabore pabore
HWroro no pazaeny 10 7,9
HWroro 3a cemectp 18 17,9 3a4éT
Uroro no aucuuruinae 18 17,9 3a4eT




5 O0pa3oBaTesibHbIE TEXHOJIOTHH

B xone npoBeneHNs NPAaKTUYECKUX 3aHITHH MTPe1yCMaTpUBAETCS:

— UCNOJIb30BaHUE MYJIbTUMEIUNHBIX PE3EHTALMI 10 BCEM TEMaM JUCLUILINHBI,

— opranuzanus ae6atoB o Teme «CoruanbHas HHXEHEPHs KaK yrpo3a 6e301acHOCTH
o01IeCTBaY;

— OpraHu3alys pojIeBoi Urpbl «ATaKyHl U 3aIUILIANC».

—TBOpYECKasi MPOOIEMHO-OpUEHTUPOBAHHAS CaMOCTOSITEIbHAsL PadOTa CTYIEHTOB
BKJTIOYAIOIIAs B ce0sI MOKCK, aHATIN3, CTPYKTYPUPOBAHHE U MPE3EHTALUS HH()OPMAIIH 110
TEME 3aHATUH (UM UHIMBUYalbHBIX 33JaHU), ydacTHE B OJIMMIINAAAX; aHAIN3 HAYYHbIX
myOJIMKaLui 10 3apaHee ONPeIeICHHON MPEToIaBaTeieM TEME.

B xone npoBezieHNs BceX NPAaKTUUECKUX 3aHATHUI peaycMaTprUBaeTCs
MCIIOJIB30BAHUE CPENICTB BHIYUCIUTEIBHON TEXHUKH MIPU BBIIOJHEHUN PAKTUYECKUX pabdoT.

C nenbto hopMUpPOBaHUS U Pa3BUTHS MPO(ECCHOHATBHBIX HABBIKOB 00YYaOIIUXCS
MPUMEHSIOTCS] UHTEPAKTUBHBIC (POPMBI O0YUEHHUS Ha ayTUTOPHBIX 3aHATHIX. Y YeOHBIN
Ipolecc, ONUPAIOLINICSA Ha UCIIOJIb30BAHNE MHTEPAKTUBHBIX METO/I0B 00y4€eHus,
OpPraHU3yeTCs C yUeTOM BKJIIIOYEHHOCTH B IPOLIECC [TO3HAHUS BCEX CTYACHTOB IPYIIIbI O3
uckiroueHusi. CoOBMECTHas 1eATEIbHOCTh O3HAYAET, YTO KaX/Iblii BHOCUT CBOM 0COOBIH
WH/IMBUYaJIbHBIA BKJIaJ1, B X0J1€ pabOThl U1eT 0OMEH 3HaHUSIMHU, HJIESIMH, CIIOCO0aMU
JEATEIIBHOCTH.

OpraHu3yroTcst UHAMBHUyalbHas, IapHas U IpyIIoBas paboTa, UCIOIb3YeTCs
IIpOoeKTHast paboTa, poJIeBbIE UI'PbI, OCYIIECTBISIETCS paboTa ¢ JOKYMEHTAaMH U PA3IMYHbIMU
UCTOYHUKAMU MHPopManuu. IHTepakTUBHBIE METO/Ibl OCHOBAHbI Ha IPUHIUIIAX
B3aUMOJICHCTBHSI, aKTUBHOCTH 00y4aeMbIX, OIIOpEe HA IPYIIIOBOM OMBIT, 00s13aTEIbHOM
obpatHoi cBs3u. Co3naercs cpefa 00pa3oBaTeIbHOTO OOLIEHHUS, KOTOPask XapaKTepU3yeTCs
OTKPBITOCTBIO, B3aUMOJECHCTBUEM YYaCTHUKOB, PABEHCTBOM MX apryMEHTOB, HAKOILIEHUEM
COBMECTHOTI'O 3HaHUS, BO3MOYKHOCTBIO B3aUMHOM OLICHKU W KOHTPOJIS.

Texymumii, IpOMeXyTOUHBIN U PYOEKHBI KOHTPOJIb IPOBOIUTCS C TOMOIIBIO
CEepBUCOB 00PA30BaTEIILHOTO MOpTAIA.

6 YueOHO-MeTOAUYEeCKOE 0O0ecTieYeHHe CAMOCTOATEIBLHOM padoThl 00y4YarommXxcst

HpeI[CTaBJ'IeHO B IIPUJIOKCHU U 1.

7 OneHo4YHbIe CPEACTBA IJIsl IPOBEACHHUS NIPOMEKYTOYHOM aTTeCTalluu
[IpencraBieHsbl B IPUIOKEHUU 2.

8 YueOHo-MeTOAMUYECKOE U MH(POPMAIIMOHHOE o0eciedyeHne TUCHUNINHBI

a) OcHoBHasi IMTEpPaTYpA:

1. Yepuosa, E. B. NupopmarronHas 6e30MacHOCTh YeIOBEKa : YUCOHUK /s BY30B /
E. B. UepnoBa. — 3-e¢ u3z., nepepad. u gon. — Mocksa : M3natensctBo Opaiit, 2026. —
327 ¢. — (Bwicmee obpaszoBanue). — ISBN 978-5-534-16772-6. — TekcT : 3IeKTpOHHBIN //
O6pazoBarenbHas miatpopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/587699

2. Kossipp, H. C. T'ymanutapHble acieKTbl HH()OpMAIIMOHHON 0€301MacHOCTH : Y4eOHHUK
ms By30B / H. C. Koszbips, H. B. Cenpix. — Mocksa : U3aarensctBo FOpaiit, 2026. — 170 ¢. —
(Beiciee  obpazoBanme). — ISBN 978-5-534-17153-2. — Tekct : SJEKTpOHHBIA //
O6pazoBarenbHas miatpopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/589310

0) /lomoJiHUTeIbHAA JIUTEpaTypa:


https://urait.ru/bcode/587699
https://urait.ru/bcode/589310

1. Xsauern, K. UckycctBo oOmana: CoruanbHas MHXEHEPHUs B MOIIEHHUYECKUX CXeMax
: mpakTuyeckoe pykoBojctBo / K. Xosaneru. - Mocksa : Ansnuna [Tabmumep, 2026. - 432 c. -
ISBN 978-5-9614-1072-3. - Tekcr : AJIEKTPOHHBIH. - URL:
https://znanium.ru/catalog/product/2235297 — Pexxum qocTyIa: 1mo MOAMKUCKe.

2. CasenxoB, A.MW. Ilcuxomnorus NUPOTUBOACHCTBHUS JDKM W MaHUIYJIUPOBAHUIO !
yueOnuk st By3oB/ A. . CaBenkoB. — Mocksa : UznatensctBo HOpaiit, 2026. — 241 c. —
(Beicmiee  oOpaszoBanme). — ISBN 978-5-534-15538-9. — Tekct : 9JCKTpOHHBIA //
O6pazoBarenbHast mwiatpopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/589105

3. ToncroeBckuit, W. DHOWKIONEAWS JIOTMYECKUX OMMOOK: 3a0IyXKICHUS,
MaHUITYJISIUY, KOTHUTHUBHBIE MCKAXCHMS M Jpyr'He Bpard 3IpaBOro  CMbICIA
Hay4yHO-nionyssipHoe uznanue / U. ToncroeBckuid. - MockBa : Ansnuna [labmumep, 2026. - 608
c. - ISBN 978-5-9614-8247-8. -  Tekct :  DIIEKTPOHHBIN. - URL:
https://znanium.ru/catalog/product/2236930 — Pexum qocTyrma: 1mo mOoAMKUCKe.

B) MeToanuyeckue ykasaHus:
[IpencraBieHsl B IPUIOKEHUH 3.

r) [Iporpammuoe obecneuenue u UHTepHer-pecypcebi:

IIporpamMmMHoe obecnevyenue

Haumenosanue .
10 Ne norosopa Cpoxk neicTBUS JTULIEH3UH

MS Office 2007 |\, 135 o1 17.09.2007 Geccpouno
Professional

7Zip CBOOOJTHO pacrpocTpaHsIeMoe 06eccpovHO
bpay3ep Mozilla |cBoGoano pacnpoctpansemoe

Firefox 1o Occepouro
Bpaysep Yandex |cBOOOIHO pacmpocTpaHsIeMoe 0eccpodHO

IIpodeccnonanbubie 0a3bl JAHHBIX 1 HHPOPMALMOHHbIE CIIPABOYHBIC CHCTEMbI

Haszpanue kypca Cchlika
HarmonansHas mHGOpPMAIIMOHHO-aHATUTHYECKAST
cucreMa — Poccuiickmii wuHAekc Hay4dHoro | https://elibrary.ru/project risc.asp
IIUTUPOBAHUS
Poccniicxas  Tocynapersennas  dubmorexa. https://www.rsl.ru/ru/4readers/catalogues/
Karanoru
?JEKTPOHHHG pecypeet Gubmuorexn MITY uu. https://host.megaprolib.net/MP0109/Web

9 MarepuajibHO-TeXHHYECKOE oDecredeHne TUCHUIIHHBI (MOITYJIs1)

MaTCpI/IaJILHO-TCXHI/I‘-ICCKOC obecrneucHue JUCHUIIIIMHBI BKIIIOYACT!:


https://znanium.ru/catalog/product/2235297
https://urait.ru/bcode/589105
https://znanium.ru/catalog/product/2236930
https://elibrary.ru/project_risc.asp
https://www.rsl.ru/ru/4readers/catalogues/
https://host.megaprolib.net/MP0109/Web

VY4eOHble ayAUTOPUH IS IPOBEICHUS MPAKTHUECKUX 3aHATHMA, TPYIIIOBBIX U
WH/IMBUYAIBHBIX KOHCYIbTAIUN, TEKYILET0 KOHTPOJIA U POMEXYTOYHOH aTTeCTalluu
CrneunanusupoBanHas (yueOHasi) MeOesb (CTOJIbL, CTYJIbS, JO0CKA ayIUTOpHAs),
MEPCOHAIBHBIE KOMIIBIOTEPHI 00BETUHEHHBIE B JIOKAIBHBIE CETH C BBIXOJIOM B MIHTEpHET 1 ¢
JOCTYIIOM B 3JIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTENbHYIO CPE/ly YHUBEPCHUTETA,
OCHAIIIEHHBIE COBPEMEHHBIMHU MPOTPAMMHO-METOANYECKIMH KOMILIEKCAaMH

AyauTopuu JUisi CaMOCTOSATEIbHON paOOThl (KOMITBIOTEPHBIE KJIACCHI; YUTAIbHbBIC
3aJI6l OUOINOTEKN).

CrenmanusupoBanHas (yueOHast) MeOenb (CTOJbI, CTYbs, JOCKA ayAUTOpHAs),
MEPCOHAIBHBIE KOMIIBIOTEPHI, 00bEMHEHHBIE B JIOKAIBHBIE CETH C BBIXOA0M B IHTEpHET U C
JOCTYIIOM B 3JIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTEIbHYIO CPE/ly YHUBEPCHUTETA,
OCHAIIIEHHBIE COBPEMEHHBIMHU IMPOTPAMMHO-METOAMYECKIMH KOMIUIEKCAMH.

[Tomemenue s XpaHeHHsI U TPOYUIAKTUIECKOTO 00CITY>KUBAaHUS y4eOHOTO
00opyIoBaHUsI.

Meb6enb (CTOMbI, CTYIbs, CTEIUIAXH UL XpaHeHUs y4eOHO-HATIISAHBIX TTOCOOUH 1
y4eOHO-METOIMIECKON TOKYMEHTAIUH ), IEPCOHAIBHBIE KOMITBIOTEPHI.



Ipuioxenne 1

Y4eOHO-MeTOANYECKOE 00ecTedyeHHe CAMOCTOSATEIbHO PadoThl 00y4aI0IIUXCS

[To mucuumnnmue «I[IpoTuBOAeiicTBHE HETaTUBHBIM METOAAM COLMAIbHOW HHKEHEPUN)
IpeayCMOTPEHA ayAUTOpHAs U BHEAYJAUTOPHAS CAaMOCTOSsITEIbHAs paboTa 00yJaromuxcs.

AynutopHas caMOCTOsITeNIbHAsE paboTa CTYJAEHTOB MPEAINOiIaracT MoJAroToBKa OTBETOB Ha
BOIIPOCHI, PELIEHUE IIPEIJIOKEHHBIX CUTyallud, BBIIOJHEHHE TBOPUYECKUX 3aJaHUd C
MCIIOJIb30BAaHUEM CPECTB BU3yalM3allui HH(OPMAIUH.

BueaymutopHass camocrosiTenbHas paboTa OOydYalOUIMXCS OCYIIECTBISCTCS B BHUJC
U3YYEHHUS JUTEepaTypbl MO COOTBETCTBYIOLIEH Teme ¢ IpopaboTKoi Marepuana, MOArOTOBKA
3a/laHuil ¥ TBOPUYECKUX IPOEKTOB 110 TEME, IIPEITI0KEHHON MTPETogaBaTeeM.

IHoaroroBka k nedaram mo reme «CounajbHasi MHKEHEPHUS KaK yrpo3a 0€30MacHOCTH
o0mecTBa»

Pesomronus. ConuanbHasi WHXKEHEpUs MPEACTaBISET CEPbE3HYI0 Yrpo3y 0e30MacHOCTH
oOuiecTna.

[ToaTBepk1arome apryMeHThl.

1. ATaku conuaabHON HHKEHEPUHU CTAHOBSITCS BCE 00JIe€ U30IIPEHHBIMU M YaCTO YCTICIIHBI
B oOMaHe JIto/iei, 3aCTaBJIsisl UX BblIaBaTh KOH(MUIACHIMATBEHYIO HH(POPMAIIHIO.

2. Pa3Butue comuanbHBIX CETEH YHOPOCTUIIO KHOEPIpPECTymHUKaM cOOp JIMYHOU
uH(pOpMallMK, KOTOpas MOXXET ObITh HUCHOJIB30BaHA JJsi CO3/JaHus yOEAWTENbHBIX aTak
COLIMAIbHOW MHKEHEPUU.

3. ATaku colMallbHOM MHXKEHEPHUH TPYTHO OOHAPYKUTH U MPEIOTBPATUTH, TOCKOIBKY OHU
OCHOBaHbl Ha MAaHUITYJIMPOBAHHHM YEJIOBEUYECKMM TIOBEJCHUEM, a HE Ha HCIOJIb30BaHUU
TEXHUYECKUX YSA3BUMOCTEH.

4. Ataku COLMANILHON WHXEHEPUH MOTYT UMETh JAJICKO WAYIIUE MOCJIEICTBHS, BKIIOYAS
(dbuHAHCOBBIE MOTEpPH, KPaXXy JTUYHBIX JAHHBIX M YyHIEpO penyTaluud U HENPUKOCHOBEHHOCTH
YaCTHOUW KU3HU.

Bonpochl 1J1s1 caMOCTOATEIBLHOT0 H3YYeHH S

1. Tumsl aTak cOlMaIbHONW MH)XEHEPUU U CHOCOOBI UX BbIsABIEHUA. 2. [Icuxonoruueckue
MPUHIIMIIBI, JISKAIME B OCHOBE COL[UAIIbHON MH)KEHEPHUH, U TO, KaK UX MOXHO MCIOJIB30BaTh JJIS
MaHUITYJIUPOBAHUS JIFOJAbMH.

3. PacnpocTpaHeHHble TaKTUKH COLMATbHON MH)KEHEPHH, UCIIOJIb3yeMbl€ B (DPUIIMHIOBBIX
MOIIIEHHUYECTBaX, U KaK UX U30eXarb.

4. TemaTuyecKkue UCCIeI0BaHuUs YCIEIIHbIX aTaK COLIMAIbHON MHKEHEPUH U UX BIMSHUS Ha
OTJIEJbHBIX JIUI U OPraHU3aLUu.

5. PekoMeHganuu no CO3/JaHUI0 HAJIEKHOTO Mapojs UM Kak M30ekaTh paclpoCTpaHEHHbIX
aTaK COLIMAJIbHOW MHXEHEPUH, CBSI3aHHBIX C ITAPOJISIMHU.

6. Poinib conianbHOM HHXKEHEpUU B KHOEPIIPECTYITHOCTH U KUOEPIITHOHAXKE.

7. BaxHocTh 0Oy4YeHHMs COTPYJHHMKOB IO BOIpocaM KuOepOe30macHOCTH st
MPEIOTBPALICHHS aTaK COLMAIbHON MHKEHEPHU.

8. CHIKEHHE PHUCKA aTaK COLUAIbHONW HMH)KEHEPUU C IOMOIIBI0 TEXHUYECKUX CPEICTB
KOHTPOJISI, TAKUX KaK OpaHaMayspbl 1 aHTUBUPYCHOE IPOrpaMMHOE o0ecriedeHue.

9. DOtuyeckne COOOpaKeHMs, CBSI3aHHBIE C MHCIOJIb30BAHUEM TAKTUKU COIHMATIBHOMN
WHXEHEpUU B OOOPOHUTEIBHBIX 1EJIsX.

10. Bynymye TeHASHIMU U pa3paboTKH B 0071aCTH COLMAIBHON UHKEHEPUH U TO, KaK OHU
MOTYT MOBJIHATH Ha KHOEepOe30MacHOCTb.

11. DOBosronysi COLMAIBbHON WMHXEHEPUU: HOBBIE BBI30OBBI B CTPATETMSX 3alIUTHl U
CMSITUEHUS TOCIIEACTBHM.

12. Ataku conMaabHON MHXXEHEPUU B SMOXY IU(PPOBBIX TEXHOJOTHM: TaKTHKA, METOJbI U



IIPEIOTBPALICHHE.

13. TexHOMOTHYECKHE TOCTUKEHHS U UX BIUSIHUE HA METObI COLIMATILHON MHKEHEPHH.

14. WckyccTBEHHBI HHTEIIEKT U COLMAJIbHAs WHXXEHEpPUS: MOTEHIMAIbHbIE PUCKH U
KOHTPMEPBHI.

15. buomerpuyeckas ayreHTH(UKaUMA: YCWIEHHE 3alIUTHl OT aTak COLUAIBLHOU
WUHXCHEPUU.

16. IloBeneHyeckas aHaJUTHKA M MAalIMHHOE OOYYeHHE: MOBBIMIEHUE 3(PPEKTHBHOCTU
BBISIBJIICHHS ITOIIBITOK COLIMATIbHON MHKCHEPHUH.

17. Texnomorusi OJIOKYEHH: 3alIUTa OT YIPO3 COIMATBHON HHKECHEPHUH.

18. Nurepuer Bemed (IoT) m commaiibHas WHXXEHEPUs: yCTpaHEHUE YSI3BUMOCTEH B
MOJIKJIFOUEHHBIX YCTPONCTBAX.

19. OcBenOMIJICHHOCTh M MPOCBEIICHUE TMOJIb30BATENICH: paclIUpeHHe TMpaB U
BO3MO>KHOCTEM OTAEIBHBIX JIUL IPOTUBOCTOSATH METOJAM COLUAIBHON MHIKEHEPHH.

20. MuorodakropHas ayreHtudukanus (MFA): ycuiieHne 3amuThl OT aTak COIMAIbHON
WHKXEHEPUU.

21. OpueHTUpOBaHHBIH Ha IMOJB30BaTENs JAW3allH A1 obecredeHuss Oe30MacCHOCTH:
CHI)KEHHE PUCKOB COLMAIIbHON MH)KEHEPHUH C TOMOIIbI0 MHTYUTUBHO MOHSATHBIX MHTEP(EICOB.

22. Ponb npaBui KOHQUACHIMAIBHOCTH IaHHBIX B 00pb0E C UCIOIB30BaHUEM COLMAIbHON
WHXCHEPUU.

23. Ilcuxonoruyeckue acHeKThl COLMAIbHOW MH)KEHEPUU: NOHMMAHUE MaHUIYJIALUN U
IIOBBILICHUE JKU3HECTOMKOCTH.

24. Ataxku Cc HUCIONb30BAaHHUEM OMOMETPUYECKOW MOJJENIKH: HOBBIE YIPO3bl COLMAIBHOMN
WHXCHEPUU.

25. Metonpl 06€30MacHOrO KOAMPOBAHUS: COKpAlllEHUE BO3MOXKHOCTEH i arak
COLMAJIbHOW MH)KEHEpUH MpH pa3paboTKe IPOrpaMMHOro odecreueHms..

26. T'omocoBoii ¢ummHTr (BUmMHT): OOHapy)XeHHE W TPEIOTBPAIICHUE COLUATBHOM
MH)KEHEPUH C TOMOILBIO TeJIe()OHHBIX 3BOHKOB.

27. MobunbHasg 0e30laCHOCTh M COLMAlbHAas WUHXKEHEpUsA: PUCKU U MEPbI
IPEJOCTOPOKHOCTH B AIOXY CMapT(HOHOB.

28. HoBble TEXHOJIOTUHU COLMATbHON MHKEHEPHOU 3alUThI: BO3MOKHOCTH U OTPaHUYEHUS.

29. Ctpareruy pearnpoBaHHs HAa MHIMJIEHTBHI U BOCCTAHOBJICHUS IIOCJIE aTaK COLMAIBHOM
VHKEHEPUH.

30. YenoBeueckuil (akTop B COLMATIBHON HMHXEHEPHM: OpPraHU3aLMOHHAS KYyJIbTypa U
00y4eHue I YCHIJICHHS 3alTUTHI.



IMpunoxenne 2

OueHouHBbIE CpPeICTBA /15 NPOBe/IeHUsI POMEKYTOUHOI aTTecTalnu

a) I[lnanupyemble pe3yabTaThbl O0y4YeHHMSl M OIIEHOYHbIEe CpeACTBAa /ISl TPOBeJAeHHSA
NMPOMEKYTOYHOM aTTeCTAlluM:

Kon
WHJIUKaTOpa

Nupukarop
IOCTHIKEHUS
KOMIIETEHIIUH

O1eHOYHEIE cpe€acTBa

YK-6 - CiocoOeH ympaBisiTb CBOUM BPEMEHEM, BBICTPaUBaTh U PEAIN30BbIBATH TPACKTOPUIO
CaMOpa3BHUTHS HA OCHOBE MPUHIIUIIOB 00Pa30BaHUS B TEUCHHUE BCEH )KU3HU

YK-6.1

Hcnonp3yer
WHCTPYMEHTBI U
METO/IbI YIIPABJICHUS
BpEMEHEM IIpU
BBITIOJIHEHU U
KOHKpPETHBIX 3a7ad4,
MIPOEKTOB, MPH
JOCTH>KCHUHU
MOCTaBJIEHHBIX
Heen

[Tepedenp BOPOCOB I MOJATOTOBKH K 3a4eTy

1. Kak paboraet cornuanbpHas HHXEHEPHsI?

2. KTo Takue conpanbHble XaKepbl, OMUIINTE Ha
KOHKPETHOU MepCOHAINU

3. Uto Takoe nHGOPMAITMOHHAS MAHUTTYJISIUS?

4. KakoBbl OCHOBHBIE THUIIBI MAHUITYJIATOPOB U BUIBI
MaHUIYJISAUI?

5. Onumurte 0cOOEHHOCTH BepOAIbHBIX MAHUTTYJISIIUH.

6. Kakue crioco6s1 Hanbonee 3 QeKTHBHEI B
MPOTUBOACUCTBUN MAaHUMYJISIUSAM?

7. KT0 yarie npyrux CTaHOBUTCS KEPTBOU MOIIICHHUKOB?
8. deiikoBbIC HOBOCTH U Je3UH(OpMAIIHSL.

9. Kak pa3rpaHnunTh 3aKOHHBIC 3aIPOCHI U MAHHITYJISLIUN
COLIMANILHOM WHXKEHEepUu?

TemMaTrka MpakTUYECKUX 3aJaHHUI

1.KakoBbl ~pacnpocTpaHEHHbIE HEraTUBHBIE METOIBI
COITMAJILHOM WHKECHEPHH, HCTIOJIb3yEeMbIE
3JI0yMBIIUICHHUKaMU? [IpuBenure KOHKPETHBIE
MIPUMEDBL.

2.OrmpenencHue JIOCTOBEPHOCTH 171 HaJIeKHOCTH
uHpopmanuu B HTEpHET

KommexkcHoe 3a1anue

IIpuaymaiite mnpuMep aTakd COLMAIBHOW WHKXEHEPHH,
KOTOpasi MOKEeT OBITh MPOBEJIEHA Yepe3 COLUAIBHYIO CETh
(manpumep, BKonrakre, Facebook, Instagram). Onumure:
1. Henn aTaku (uto XOYET MIOJIyYUTh
37I0YMBIIIUIEHHHUK ).

2. Meton Bo3aeiicTBUSI (KaKk XEpTBY BTATHBAIOT B
aTaky).

3. Hcnoab3yemble NCHXO0JIOTHYECKHe
NpuémMbI (Kakue c1ad0CTH/IMOIIUN IKCIUTYaTUPYIOTCS).

4. Bo3mo:xHble mocjiecTBHUS (YeM 3TO  MOXKET
00epHYThCS AJIsl KEPTBBI).

VK-6.2

Onpenenser
MPUOPHUTETHI
coOCTBEHHOM
EeITEILHOCTH,
JINYHOCTHOT O

[lepeueHs BOMPOCOB ISl MOATOTOBKH K 3a4€Ty

1. KakoBbl HEKOTOpBIE pealibHble TPUMEPHl  aTak
COLIMAJIbHOW MH)KEHEPHUH U UX BO3JIEHCTBUS Ha OTAEIbHBIX
JIMII ¥ OpraHu3anun’?

2. Kak pa3BuBangach COMAIbHAS WHKEHEPHS C MOSIBJICHUEM




pa3sBUTHA U COLIMAJIbHBIX CETEN M OHJIAMH-KOMMYHHMKAIUI?

po¢eCCHOHAIBHOTO

pocra TemaTuka NpakTUYECKUX 3aJaHUN
1. IIpuBenuTe aKTUBHBIE METOMBI 3AIUTHI OT COLUAIBHON
WHXXEHEPUH, 000CHYHTE, TPOUILTIOCTPUPYHUTE TPUMEPAMHU
U3 KU3HU
2. I[IpuBeanTe NaCCUBHBIE METO/IbI 3AILUTHI OT COLUAIIBHON
MH)XEHEepUH, 000CHYiTe, NPOMIUTIOCTPUPYHTE TPUMEPAMU
U3 KU3HU

KomMrnekcHoe 3a1anue
OxapaxTepu3syiite criequpuKy NOBEICHUSI MAaHUITYJIATOPOB
¥ OCOOCHHOCTH MaHHITYJISUI B MEKITUIHOCTHOM
B3auMoieiicTBuy, [IpuBenuTe criocoObl 3alUThl: AaKTUBHBIE
1 maccuBHbe. OOOCHYHTE JUTS KaXKI0TO BHIA
MaHUNYJISIUU
YK-6.3 OnenuBaer [Tepevenp BOPOCOB [T MOJTOTOBKH K 3a4eTy

TpeboBaHus peiHka | 1. Kak MOkHO MCHOIB30BaTh 00pa3oBaHKUE U

TpyJla u OCBEJIOMJICHHOCTB /17151 00PBOBI C COMANTBHOM

IIPEII0KEHUS UHXXECHepuein?

00pa3oBaTeNbHbIX 2. Kak couuanbHble MHKEHEPHI UCTIOIb3YIOT

YCIIyT AJIs 4eJI0BEYECKOE MOBEICHUE, YTOOBI MOIYUUTh TOCTYII K

BBICTpAauBaHUs KOH(HIEHIIMATBHON nHOopMarn?

TPacKTOpUU 3. Kak pa0otaeT conpanbHas HHXeHepus?

COOCTBEHHOTO 4. CoumanbHbIE CETH U 3alIUTa JINYHON WH(POpMAIHN

npodeccrnoHanbHoOro | 5. PUCKU M yrpo3bl colManbHbIX ceTel

pocra TemaTuka NpakTUYECKUX 3a0aHUN

JlaliTe peKkOMEHAAIMU TI0 OCHOBaM 0€301acHOi paboThI B
CpencTBax dJIEKTPOHHOM KOMMYHUKAIUHU (IJIEKTPOHHBIE
peCypChl, MOYTA, MECCEHKEPHI, COITUATBHBIE CETH)

KommnekcHoe 3a1anue

[MpuBeaUTE peKOMEHAAINH TI0 3aIIUTE TUUYHON HHPOPMAITUU
IB COIIMAJIbHBIX CCTAX:

- JUTsl HECOBEPILIEHHOJIETHETO;

- JUTSI COUCKATEIISI JTOJIKHOCTH;

- JUTSl IMEIOILIETO PYKOBOISIIIYIO TOJKHOCTD;

- 17151 6y10Tepa ¢ OOJBITUM OXBATOM;

- JUTSL IOMOXO3STHKH C HECOBEPILIEHHOJIIETHUMH JIE€THMU;

- JUTS 9eJI0BeKa, pabOTalOIIEro B TOCYIaPCTBEHHBIX OPTAaHOB;
- JUTsl MyOITMYHON JIMYHOCTH.




0) Ilopadok npoeedeHus nNPOMENCYmMOUHOU ammecmayuu, noKkazamenu u Kpumepuu
OUeHUBAHUA:

[TpomexyTouHas aTTecTalus Mo AUCHUILIMHE TPOBOIUTCS B (hopMe 3aueTa 2 ceMecTp.

Kpumepuu oyenku 3auema

OneHka <«3a4TeHO» BBICTABISECTCA OOYYalOLIEMYCsl, €CIU: OH 3HAeT OCHOBHBIC
OIpe/ieNIeHus, MOCIE0BATEIeH B HM3JI0XKEHUU MaTepuaa, JAEMOHCTpUpYeT 0a30Bble 3HAHUS
JVICLUTUIMHBIL, BIaJIeeT HEOOXOIMMBIMU YMEHHUSAMHU M HAaBBIKAMU TPU BBITIOJTHEHUH MPAKTHYECKUX
3aJaHUN.

OneHka «HE 3auTE€HO» BBICTABISETCS OOYYAIOIIEMYCS, €CJIM: OH HE 3HA€T OCHOBHBIX
OINpe/ieIeHNH, HerocieoBaTeieH M COMBYMB B M3JIO0XKEHUU Marepuana, He olsajaer
OTIpeNIeICHHOW CHCTEMON 3HAHMI O JAWCIUILIMHE, HE B IOJHOM Mepe BiajeeT HeOOXOIMMBIMU
YMEHMSIMH U HaBBIKAMU IIPY BBITIOJHEHUH NTPAKTUYECKUX 3alaHUM.



IIpunoxenne 3
MeTtoanyeckue peKOMeHAAUMH 1JIsl CTYAeHTOB
HHOACHUTEJBbHAA 3AIINCKA

OcBauBasg Kypc, OakajaBpy HEOOXOAMMO HAayduThCsl paboTaTh Ha JIEKUMAX, Ha
71a00PAaTOPHBIX 3aHATUSX U OPraHU30BbIBATh CAMOCTOSATEIbHYIO BHEAYAUTOPHYIO AESITEIBHOCTD.

3Has TeMy NPaKTHYECKOro 3aHATHUS, HEOOXO0AUMO TOTOBUTHCS K HEMY 3a01arOBPEMEHHO.
Jis 3TOr0 HEOOXOIUMO HM3YYHTH JICKIIMOHHBIA MaTepuall, COOTBETCTBYIOIIMNA TeME 3aHATUS U
PEKOMEH/I0BaHHbIH NperogaBaTesieM MaTepua u3 yueOHOM JIuTepaTypsl.

B mpouecce moaroToBkM K 3aHATHAM HEOOXOAWMO BOCIOJB30BaThCS MaTepHalaMH
y4eOHO-METOIUYECKOr0  KOMIUIEKCa  JMCLUIUIMHBL, MaTepuajaMM, pPEKOMEHJIOBaHHBIMU
IpenoaaBaTesieM U CaMOCTOATEIbHO HAalICHHBIMU MaTepHalaMu.

Baxneiimeli 0cOOCHHOCThIO OOYYEHUSI B BBICIICH IIIKOJIC SIBJSETCS BBICOKMM YpPOBEHBb
CaMOCTOSITENIFHOCTH  CTYJEHTOB B xoJe oOpa3oBaresnbHOro mpormecca. ddeKTuBHOCTH
CaMOCTOSITENIbHONW PabOThl 3aBUCUT OT TaKUX (DAKTOPOB Kak:

- YPOBEHb MOTHBAIMH OaKaJlaBPOB K OBJIA/ICHUIO KOHKPETHBIMH 3HAHUSMHU U YMEHUSIMH,

- HaJIMYME HaBbIKAa CAaMOCTOSITEIbHOMN PaboThl, C(HOPMUPOBAHHOTO Ha PEABLAYILNX dTanax
00y4eHus;

- HUINYME YETKUX OPUEHTHPOB CaMOCTOSATEIILHOU PaOOTHI.

[lpuctynas K caMOCTOATENbHOM paboTe, HEOOXOOUMO MOJIYYUTh  CIEAYIOUIYIO
UH(pOpMaLUIO:

- [IeJIb U3YYEHHsI KOHKPETHOI0 y4eOHOro MaTepuana;

- MECTO M3y4aeMOro MaTepualia B CUCTEME 3HAHHI, HEOOXOAUMBIX sl (POPMHUPOBAHUS
CHeLHaINCTa;

- [IepeYeHb 3HaHUN U YMEHUH, KOTOPbIMH JIOJIKEH OBJIAJETh CTY/EHT;

- IOPAI0K U3yUYEHHsI yUeOHOIro MaTepuana;

- ICTOYHHUKH MH(POPMALINH;

- (hopMma U criocoO pUKcalMK Pe3yJIbTATOB BBIIOJIHEHHs YU€OHbIX 3aJaHNi;

- CPOKH BBIIIOJIHEHUSI CAMOCTOSITENILHOM paOOTHI.

Ota uHpopManus MpeicTaBlieHa B y4eOHO-METOANYECKOM KOMILIEKCe AMCLUIUIMHBI Ha
nopTaiie.

[Tpu BBINOIHEHUH CAMOCTOSATEIBHONW Pa0OThl PEKOMEHYETCs:

- 3aMKMChIBaTh KJIIOYEBBIE CIIOBA U OCHOBHBIE TEPMUHBI,

- COCTaBIIATh CJIOBAPh OCHOBHBIX TIOHATHH,

- COCTaBJISATh TAOJUIIBI, CXEMBI, TPAQUKHU U T.1.

- IUcaTh KpaTkue pedeparsl 1o n3ydyaeMoi TeMe.

CrnenyeT BBINIOJIHATD PEKOMEH1yeMblI€ YIIPaXKHEHUS U 3aJJaHUS.

PesynpTaTroM  camoCTOATENBbHOW  paboTBl  JOJKHA  OBITH  CHUCTEMaTH3alus U
CTPYKTYpUpOBaHHE y4yeOHOrOo  MaTepuaja MO H3y4aeMOil TeMme, BKIIIOUEHHE €ro B YKe
UMEIOLIYIOCS Y CTYAECHTA CUCTEMY 3HAHUU.

[Tocne m3ydeHus ydeOHOTro MaTepuana HEOOXOAMMO IPOBEPUTH YCBOEHUE YUEOHOIO
MaTepuaja ¢ IOMOILIBIO IpelaraéMblX KOHTPOJBHBIX BOMNPOCOB M IPH HEOOXOAUMOCTH
MOBTOPUTH Y4eOHBIM MaTepuar.

B npouiecce noaroToBKH K 3a4eTy HEOOXOAMMO CUCTEMAaTU3HPOBATh, 3aIIOMHUTH YUEOHBIH
MaTepuai, HAyYuThCsS MPUMEHSTh €ro Ha MPaKTHKeE.

OCHOBHBIMU crioco0aMu TPUOOpPETEeHUs] 3HAHWM, KaKk W3BECTHO, SBISIOTCA: UYTCHHE
yueOHUKa U JIOMOJIHUTENIBHOMN JTUTEepaTyphl, pacckas U 00bsICHEHUE MpernoaBaTeis, IOUCK OTBETa
Ha KOHTPOJIbHBIE BOIIPOCHI.

[TproOperenne HOBBIX 3HAHUM TPeOYET OT ydallerocs ONpeesIeHHbIX YCUINNA U aKTUBHOM
paboThl Ha KaXI0M 3Tane (GopMuUpoBaHUs 3HaHUH. 3HaHUS, IPUOOPETEHHBIE yJalIUMCS B X0/
AaKTUBHOM CaMOCTOATEIbHOU pabOoThl, SIBISIFOTCS OoJiee TITyOOKUMHU U IIPOYHBIMH.

N3yuas naHHyIO AUCHUIUIMHY, OakajlaBp CTaJKHBAeTCs C HEOOXOAMMOCTHIO INMOHSTH U
3aIIOMHUTH OOJIBIION 110 00beMy yueOHBIN MaTeprall. 3aIOMHUTD €r0 OYE€Hb BaXKHO, TAaK KaK Jake
UHTEJUIEKTYaJbHbIE W OIEpallMOHHBbIE YMEHUS M HaBBIKM JUIsI CBOEH peau3aliu TpeOyroT
OTIpeIeNIEHHBIX TEOPETUYECKUX 3HAHUI.



BaxHeWmmmM ycioBueM A yCIEIHOTO ()OPMHUPOBAHUS MPOYHBIX 3HAHUN ABISETCA UX
YIIOpSI0UYMBAHNE, IPUBEICHHE UX B €ANHYIO CUCTEMY. DTO OCYIIECTBISIETCS B XO/I€ BBITOJIHEHUS
yJalyMesl CIEAYIOIUX BUIOB PabOT IO CaMOCTOATENIBHOMY CTPYKTYPUPOBAHUIO y4eOHOTO
Marepuana:

- 3allUCh KIIKOYCBBIX TCPMUHOB,

- COCTaBJICHUE CJIOBapsi TEPMUHOB,

- coctasiieHue ciosapst 'OCTos,

- COCTaBJICHUE Ta0MHIL,

- COCTaBJICHUE CXEM,

- COCTaBJICHUE KJIacCU(HKALUH,

- BBIAIBJICHUC TPUYNHHO-CJICACTBCHHBIX CBSI3€I>'I,

- COCTaBJICHUE OTIOPHBIX CXEM U KOHCIIEKTOB.

WNudopmanus, opraHu3oBaHHAas B CHUCTEMY, IJie y4eOHbBIE BJIEMEHTHI CBS3aHBI APYT C
JIPYroM pa3lu4HOro pojaa CBA3SIMU ((QDYHKIMOHAIBHBIMH, JIOTHYECKUMH M Jp.), JydIIe
3alIOMUHAETCA.



