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JIner akTyanusanuu padoyeil nporpaMmsl

PaGouas mporpamma nepecmoTpeHa, oocyxieHa u ogqoopena st peanusanuu B 2027 - 2028
ydeOHOM roy Ha 3acefanuu kadeapsl MuGopmaTtuku u nHGOpMAIMOHHON 0€30MMacCHOCTH

[Iporokom ot 20 . Ne
3aB. kadenpoii

Pabouas mporpamma nepecMoTpeHa, o0cyxaeHa u ogqoopena st peanusanuu B 2028 - 2029
yueOHOM roy Ha 3acefanuu kageapsl MHpopmaTuku u nHHOpMaMOHHON O€30MMaCHOCTH

[Iporokonm ot 20 1. Ne
3aB. kadeapoii

PaGouas mporpamma nepecmMoTpeHa, oocyxaeHa u ogodpena st peanusanuu B 2029 - 2030
yueOHOM rojy Ha 3acefanuu kadeapsl Mupopmatuku u nHGOpManoHHON 6€30MaCHOCTH

IIporokom or 20 1. Ne
3aB. kadeapoii

Pabouas mporpamma nepecMoTpeHa, oocyxaeHna u ogoopena st peanmsanuu B 2030 - 2031
y4aeOHOM rojty Ha 3aceqaHuu kapeapsl Mapopmaruku u nHOOpMAIIMOHHON O€30IMaCHOCTH

IIporokom or 20 1. Ne
3aB. kadeapoii




1 Leau ocBOeHMS TUCHUNIIMHBI (MOIYJIA)

1) onpeneneHue u olieHKa yrpo3, pa3padoTka MojeNiell yrpo3 B X0J€ CO3/IaHus U
SKCIUTyaTaluy HHPOPMAIIMOHHBIX CUCTEM;

2) BbIsIBJICHHE, aHAJIU3 U YCTPAaHEHHE YSI3BUMOCTEH B X0/1€ CO3AaHUS U AKCIUTyaTalllu

3) BBISIBJICHHE HCTOYHUKOB yrpo3 HecaHKIMOoHupoBaHHOro noctymna (HC/I)

4) onpenenenre TUIA HAPYLIUTENs

2 MecTo JTUCUMILIMHBI (MOXYJIs]) B CTPYKTYpe 00pa3oBaTeibHOI MPOrpaMMbl

Jucuummna Yrpo3sl KuOepOe30macHOCTH BXOJHUT B YaCTh YU€OHOTO IIaHa
bopmMHEpyeMyI0 ydacTHUKaMH 00pa30BaTEIbHBIX OTHOLICHUH 00pa30BaTeIbHOM MPOrPaMMBbI.

Jis n3ydeHust JUCUUIUTMHBL HEOOXOAUMBI 3HaHUS (YMEHUSs, BIIAICHU),
c(OPMHPOBAHHBIC B PE3YJIbTATEC U3YUCHHSI TUCIIUILTHH/ IPAKTUK:

[{udposas rpaMOTHOCTH

CrpyKTypa 1 opraHu3aius KOpIopaTUBHBIX HH()OPMAIIMOHHBIX CUCTEM

OcHOBBI TporpaMmMupoBanus Ha Python

Ocuosbl OOIT u MVC nHa Python

baswr mannpIx. SQL-uHBEKIIUN

3uanus (yMEHUs, BIaJICHNUs ), TOTYYCHHbIE IPU U3yYEHUU JaHHOM IUCIUTUINHBI
OyayT HEOOXOAMMBI AJI U3YUYECHUS TUCIUILTAH/TIPAKTHK:

IlenTect

IloaroroBka k ciaue u cjada rocyaapCTBEHHOI'O 3K3aMCHa

3 Komnerennun odyyaronierocsi, opmupyemMbie B pe3yJbTaTe 0CBOEHMSI

AUCHUILIMHBI (MOAYJIs1) M IVIAHUPYeMble Pe3yJIbTAThI 00y4eHHUs

B pe3ynbraTe ocBOGHUS TUCHMILIMHBI (MOIYIs) «YTPpo3bl KNOEPOE30aCHOCTH
o0yyaroIuics 10JbKeH o0safaTh CIEAYOIMMI KOMIIETEHIMSMU:

Konx nnaukaropa

I/IHI[I/IKaTop JOCTHXKECHUS KOMIICTCHIIN

JIIK-004-5 CniocoGen obecnieunTh PyHKIIMOHUPOBAHHUE CPECTB 3aLIUTHI UH()OPMAINK B
MH(OPMAIIMOHHO-AHATUTHYECKUX CUCTEMAX

JIIK-004-5.1 [Tpumensiet 3HaHUS B 06JacTH 6€30MaCHOCTH BBIYUCIUTENBHBIX CeTEeH B
MH(OPMALIMOHHBIX CUCTEMAX
JIIK-004-5.2 [TpuMeHsieT 3HaHUS B OpraHU3alyy Mep MO0 3aIuTe HHHOpMaIiK B

MMpoHeCcCce SKCIIyaTalun I/IH(i)OpMaI_II/IOHHHX CHUCTEMAX




4. CTpykTypa, 00b€M U copepkaHue JUCUUIIIMHBI (MOTYJISA)

OO6mias TpyA0€MKOCTh JUCIUILUIMHBI COCTABIISIET 3 3aueTHbIX eaunul] 108 akaa. yacoB, B TOM

HHUCJIIC:

— KOHTaKTHas pabora — 36,1 akaz. 4acos:

— aynuTopHas — 36 akajl. 4acos;

— BHeayauTopHas — 0,1 akan. 4acos;

— camocTosTenbHas pabora — 71,9 akaj. 4acos;
— B (popme npakTudeckoil moaroroBku — 0 akai. yac;

@dopma arTecTaluy - 3a4eT

AynutopHast 3w
KOHTakTHas paboTa g % dopma TeKyIero
Pasien/ Tema § (B akaj. yacax) g E‘ Bun § KOHTPOJISI Ko
T — 2 g O | caMOCTOATENLHOH | yCIIeBaeMOCTH M PS—
3 g g padoThI MIPOMEKYTOYHOM
Tek. na6. HIPaKT. 'S aTTecTaluu
3aH. 3aH. | U &
1. HopmaruBHBIE U TIpaBOBBIE
aKThI B 00JIACTH 3aLUTHI
uH(popMaImu
CamocrosTenpHOe
U3yueHHE
yueOHOil u
1.1 OcHOBHBIE NOHSATUS U Hay4HOH Texyuwit konTpoms
JIUTEPATYPHI. yCIIeBaeMOCTH:
ST MOICTMPOBAHIA PaboTa ¢ — YCTHBIH OIIpoC
yrpo3 kudep0e30MnacHOCTH. 7 4 2 | AIIK-004-5.2
Basa gammbix yrpos GCTIK 3JIEKTPOHHBIMHU (cobecemoBanmue);
PD. OubIMoTeKaMH. — CEMUHApCKHE
ITouck 3aHATHS;
JIOTIOJTHUTEIbHON
uH(popMaIHy 10
3alaHHON TEME.
Wroro no pazneny 4 2
2. Dranbsl MOAEIUPOBAHUS YTPO3
b
ITonroroBka x
MIPAKTHYECKOMY
3aHATHIO.
CamocrosTenpHOe
H3y4EHHE Texymuit KOHTPOJIb
2.1 BrisiBiIeHHE 00BEKTOB yueOHOI u YCIIEBAEMOCTH:
MH(POPMALMOHHON CHCTEMBI, Hay4YHOU — KOHTPOJIbHBIE JITK-004-5.1
TIOAJIEXKAIUX 3ALIUTE. 4 6 JIUTEPATYPBI. paboThI; JIK-00 4_5' 2’
Onpenenenue NCTOYHUKOB Pa6ora c — TIpOBepKa '
yrpo3 7 3JIEKTPOHHBIMU WH/IMBUTYaJIbHBIX
OuOIHOTEKAMH. 3aJjaHui
[Monck
JIOTIOTHUTEIHHON
uHpopMaLUy 10
3aJIaHHOM TeMeE
2.2 Hanbonee gacto Ilonroroska x N
peanu3yemMbie yrpo3bl. 4 20 HpaII(ITPI‘IeCKOMy Tewyuuwii contpons | JINK-004-5.1,
YCIIEBAEMOCTH: JITK-004-5.2
BrisBiieHne crioco6oB 3aHATHIO.




peai3aly yrpo3

CaMOCTOSTENbHOE
H3y4eHue
yueOHOM U
Hay4YHOU
JUTEPATYPBHI.
Pabota ¢
3JIEKTPOHHBIMHU
OMOIMOTEKAMH.
TTouck
JIOTIOJTHUTEIBHOM
nHdopManuy 1o
3aJIaHHOU TeMe

— YCTHBIH OIIpOC
(cobecenoBanue);
— KOHTPOJIbHEIE
paboTsI,

— MpoBepKa
WHUBUAYaIbHBIX
3aJIaHUuN

TToaroroBka k

HWroro no pazneny

NIPAKTHYECKOMY
3aHATUIO. Tekymuii KOHTPOJIb
CamocrosTensHoe YCIIEBaEMOCTH:
U3y4YeHHE — YCTHBIH O1IpOC
yueOHO U (cobecenmoBanue);
2.3 Yrpo3sl MOOMIIBHBIM 4 109 HayHHom B KOHT6p OHB‘HHe JIIK-004-5.1,
yCTpoicTBaM. ' JIATCPATYPEL. PaboTer, JITK-004-5.2
PaboTa ¢ — CEMHHApCKHE
AJIEKTPOHHBIMHU 3aHATUS;
6ubnroTexamu. — IIpoBepKa
Touck WH/IUBUIYQJIbHBIX
JIOTIOJTHUTEIbHON 3a/laHui
UHPOPMAIIUH T10
3aaHHON TEME
HWroro no pazaeny 12 36,9
3. Mognens yrpo3 UCITIxH
MHGOPMALTMOHHOW CHCTEMBI
TI€PCOHAIBHBIX JTAHHBIX
IloaroroBka k
MPaKTUYECKOMY
3aHATHIO. Texymmuit KOHTPOJIb
CamocrosTensHoe YCIIEBaEMOCTH:
U3y4eHHe — YCTHBIH o1rpoc
yueOHOM U (cobecemoBanmue);
3.1 Yrpo3sl 6e3onacHOCTH HayqIHOU — KOHTPOJIbHEIE
JITK-004-5.1,
I1/1a. Kanansr peanuzamumn 8 17 JTUTEPaTypPHI. paboTsI, JIK-004-5.2
yrpo3 6e3onacuoctu I1J1H. Pabora ¢ — CeMHHapCKue '
AJIEKTPOHHBIMHU 3aHATUS;
6ubnrorexamu. — IIpOBepKa
ITounck WHIMBUYaJIbHBIX
JIOTOIHUATEILHOMN 3aJlaHuN
“HPOPMALIUH T10
3aJJaHHON TeME
ITogroroBka k
NPaKTUYECKOMY
3aHATHIO. Texymuit KOHTPOJIb
CamocrosTensHoe YCIIEBaEMOCTH:
U3y4yeHHe — YCTHBIH o1poc
3.2 Knaccabuamms yrpos yqe6H0171uM (cobecenoBanue);
Oe3omacHOCTH HayHHou - KOHTPOJIbHRIE JITTK-004-5.1,
6 10 JIUTEPATYPHI. paboTsI,
MEPCOHANBHBIX TAHHBIX 110 JIIIK-004-5.2
crocoBy peanHsamm Pabota ¢ - CeMI/IHapC.KI/Ie
AJIEKTPOHHBIMHU 3aHSATHS,
6ubnrorexamu. — TIpoBepKa
Iouck HH/IUBUTYaJIbHBIX
JIOTIOJTHUTEIbHON 3aJlaHUI
nHdopManuy 1o
3aJJaHHOM TeME
14 27




4. MeToauKu NOCTPOEHHUS JIepeBa
yrpos

TToaroroBka k

IIPaKTHYECKOMY
3aHATHIO.
CaMocTosTenbpHOe
4.1 Pa3paboTka Moenu
™ U3yYCHHUE
UHPOPMAITIOHHO N N
y4eOHOH 1 Tekymuuii KOHTPOJIb
0€30MacHOCTH C y4ETOM HAVIHO CHICBACMOCTH:
peann30BaHHbIX 3aIUTHBIX i Y ’ JIIK-004-5.1,
7 6 6 JUTEPATYPBHI. — IpoBepKa
Mmep. DopMupoBaHUE JIIK-004-5.2
Pabora ¢ WHIUBUAYaIbHBIX

MIepEeYHS aKTHBOB, .

JNIEKTPOHHBIMHU 3amaHui
OIIpeieNeHNe UX

OubIMoTeKamMH.
3HAYUMOCTH JUIS1 KOMITAHHU

ITouck
JIOTIOJTHUTEJIbHOU

UH(OPMAIUH 10

3aaHHON TEME
HWroro no pazaeny 6 6
Hroro 3a cemectp 36 71,9 3a4éT
Hroro no aucuuruinye 36 71,9 3a4er




5 O0pa3oBaTesibHbIE TEXHOJIOTHH

Jnis peanu3anuu npeaycMOTPEHHBIX BUJIOB yueOHOM paboThI B KauecTBe
00pa3oBaTeNbHBIX TEXHOJIOTHH B MPETOAaBaHUH JUCIUTUIMHBI UCTIOIB3YIOTCS:

1) TpaauiiioHHAsI TEXHOJIOTHS, BKIIFOUAOIIasi B ce0sl 00bsICHEHUE MTPENo/1aBaTesis Ha
JIEKIHSX, CAMOCTOSITEIbHYIO paboTy ¢ Y4eOHOH M CIIPaBOYHOM JIUTEPATYPOH MO
JUCLIUILIMHE, BBIIIOJIHEHUE 3aJaHUH 110 METOAMYECKUM yKa3aHusAM. 2) Pa3znenbHo-
KOMIIETEHTHOCTHAsI TEXHOJIOT S, BKIIIOUAKOIIasl B €051 )KECTKOE CTPYKTYpUPOBAHUE
cojiepKaHusl y4eOHOro MaTepHrasa, COIPOBOXKIAIOIIAACS 00s3aTEIbHBIMU OJIOKaMU
JOMAIIIHUX 33JaHUN, KOHTPOJIbHBIX paOOT U TECTUPOBAHHEM IO KaXI0M TeMe COJIepKaHHS
Kypca. 3) UaTepakTHBHBIC TEXHOJIOTUH — OpTaHU3aIUs 00pa30BaTeIbHOIO Mpolecca,
KOTOpasi IPeIoJaracT akTuBHOE U HEJTMHEMHOE B3aUMO/IEHCTBHE BCEX YUaCTHUKOB,
JOCTIIKEHHE Ha 3TOM OCHOBE JMYHOCTHO 3HAYMMOTO Uil HUX 00pa30BaTeIbHOIO Pe3yIbTaTa.
Hapsiny co cnenuanu3upoBaHHBIMU TEXHOJIIOTUSAMHU TAKOTO PO/ia MPUHIIUII HHTEPAKTUBHOCTH
MIPOCIICKUBACTCS B OOJIBIIMHCTBE COBPEMEHHBIX 00Pa30BaTEIbHBIX TEXHOIOTHH.
HHTepakTUBHOCTH MOJIpa3yMeBaeT CyOBbEKT-CyObEKTHBIE OTHOIICHHSI B X0J1€
00pa30BaTeNpHOrO MpoIiecca U, Kak CIeCTBUE, JOPMUPOBAHUE CaMOpa3BUBAIOIIEHCS
nH(pOpMaLIMOHHO-pecypcHOit cpeabl. 4) TexHomoruu npodbIeMHOr0 00yUEeHHs — OpraHU3aIs
00pa30BaTeNnpHOro MpoIiecca, KOTopasi MpeArnoIaraeT MOCTaHOBKY MPOOJIEMHBIX BOIIPOCOB,
CO3/1aHHE Y4eOHBIX MPOOIEMHBIX CUTYALUN U1 CTUMYIUPOBAHUS aKTUBHOMN
M03HABATENIBHOM JIeATeIbHOCTH o0yyatonmxcs. 5) UrpoBeie TEXHOIOTHH — OpTaHU3aIHs
00pa30BaTeNnpHOro MpoIiecca, OCHOBAaHHAS Ha PEKOHCTPYKIIUU Mojienel moBeaeHus GopMel
y4eOHBIX 3aHATHI C MCMOIB30BaHUEM IPEIOKEHHBIX CLIEHAPHBIX ycloBuil. 6) TexHomoruu
MIPOEKTHOTO O0yUYEHUS — OpraHu3aIus 00pa3oBaTeILHOrO MPOIIECCa B COOTBETCTBHUHU C
QIITOPUTMOM IOATAIHOTO PEICHUs MPOOIEMHOMN 3aa4 WIIH BBITIOJHEHHS y4eOHOTO
3a/laHusl.

[TpoexT npenmnonaraeT COBMECTHYIO yue€OHO-TI03HABATEIbHYIO AE€ATEIbHOCTD IPYIIIBI
oOyuarouxcsi, HalPaBJIEHHYIO Ha BEIPA0OTKY KOHIIEIUH, YCTAHOBJICHHE LIeJIel U 3a/1ad,
(hOpMYIUPOBKY 0KHJIAEMBIX PE3YyIbTATOB, ONPEAEICHUE PUHITUIIOB U METOUK PEIICHUs
MOCTABIIEHHBIX 3a]1a4, TUIAHUPOBAHUE X0J1a paOOTHI, MOUCK JOCTYMHBIX U ONTUMAIBHBIX
pecypcoB, MO3TAMHYIO peaIN3aLUIO TU1aHa paboThl, MPE3EHTALMIO Pe3yAbTaTOB paboThI, UX
ocMbIcieHue u peduiekcuto. 7) MHpopMamoHHO-KOMMYHHMKAIIMOHHbBIE 00pa30BaTeIbHbIE
TEXHOJIOTUH — OpraHu3alus o0pa3oBaTebHOrO MpoIecca, OCHOBaHHAsI HA IPUMEHEHU U
CHEIHATU3UPOBAHHBIX IPOTPAMMHBIX CpeJl U TEXHUYECKUX CPEJICTB PaOOTHI C
uHpopmanmen.

6 Y4eOHO-MeTOqMYECKOE 0O0ecTIedeHHe CAMOCTOATEIBLHOM padoThl 00y4YaoIuXxcst

[IpencraBieHo B mpuiiokeHuu 1.

7 OueHOYHbIE CPEACTBA ISl IPOBEACHUS IIPOMEKYTOYHOM aTTeCTALUN
[IpencraBieHbl B IPUIOKEHUH 2.

8 YueOHO-MeTOAMYECKOE U MH(OPMAIIMOHHOE o0ecTeyeHne TUCIMIIHHbI

a) OcHoBHas JUTEpaTypa:

1. BaykoB, A. A. 3amuTa unpopmaimu : yaeOHUK a7 By30B / A. A. BHykoB. — 3-¢
u31., nepepad. u gon. — Mocksa : M3natensctBo FOpaiit, 2026. — 161 c. — (Briciiee
obpazoBanue). — ISBN 978-5-534-07248-8. — TexkcT : anekrponHslit // O6pazoBaTenbHast
atdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/584050 (nara obpameHus:
10.03.2026).

2. 3amuta nHpopmarmn : yaedHoe mocodue / A.IT. Kyxk, E.I1. XKyk, O.M. JleneurkuH,
AW. TumonkuH. — 4-¢ uzn. — Mocksa : PUOP : UH®OPA-M, 2026. — 398 ¢. — (Bricmiee
obpazopanue). — DOI: https://doi.org/10.29039/ 03014-1. - ISBN 978-5-369-



03014-1. - Tekcr : anextponHbIi. - URL: https://znanium.ru/catalog/product/2242341 (nara
obpamenusi: 10.03.2026). — Pexxum qoctyma: 1mo momucke.

3. MasuuH /[. H. AmMUHUCTpUpOBaHHE KOMITBIOTEPHBIX ceTel : ydeOHOe mocooue
[uist By30B] / [I. H. Masuus, 0. A. Ma3auna. - Marautoropck : MI'TY um. I'. W. Hocosa,
2023. - 1 CD-ROM. - 3arux. ¢ tutyn. skpana. - URL:
https://host.megaprolib.net/MP0109/Download/MObject/21027. - ISBN 978-5-9967-2906-7.
- TekcT : aneKTpoHHBIN. - nata oopamenus: 10.03.2026.

4. ITpoTHBOCHCTBHE MPECTYILICHHUSIM, COBEPIIACMbIM B chepe HHPOPMAIIMOHHBIX
TEXHOJIOTHH : yaeOHuK / mox Hayd. pen. M. A. Kanunngenko. — Mocksa : UHOPA-M, 2024.
— 642 c. — (Bricmiee oopazosanne: Cnernmanuter). — ISBN 978-5-16-017838-7. - Tekcr :
anekTponHsbii. - URL: https://znanium.ru/catalog/product/2121606 (nara obpamieHus:
10.03.2026). — Pesxum gocTyna: mo mojamnucke.

0) JonosHuTebHAS JUTEpaATypa:

1. ObGecnieuenne 0€30MACHOCTA TEPCOHANBHBIX JIAHHBIX [DJIEKTPOHHBIN pecypc].
HannonanbHbIi OTKPBITBII YHUBEPCUTET «HHTYHTY/ .- Pexnum Jocryna:
https://intuit.ru/studies/courses/697/553/info.- 3arnaBue ¢ skpaHa.

2. Becenos, I'. E. MeHemKMeHT pucka HH(GOPMAIMOHHONW O€30IacHOCTH: YueOHOe
nocobue / Becenos I'.E., Abpamos E.C., IllunoB A.K. - Taranpor:lOxHbIii (enepanbHbii
yauBepcutret, 2016. - 107 c.: ISBN 978-5-9275-2327-5. - Tekct : snekrponHbni. - URL:
https://znanium.ru/catalog/product/997108 (nara oGparuenus: 08.04.2026). — Pesxum moctyma:
IO TOTHCKE.

B) MeToanuyeckue yKasaHus:

MeTtoauueckie yKa3aHHsl 1O BBIMOJHEHHIO MPAKTHUYECKUX padOT MpelCTaBICHbI B
MPUJIOKEHUH 3.

MeTtoauueckre yKa3aHHs 1O BBIMOJTHEHUIO BHEAYAUTOPHBIX CaMOCTOSTEIBHBIX PaboT
MPEACTaBJICHBI B IPUJIOKEHUH 4.

r) [lporpammuoe odecnieuenue u UnTepHeT-pecypcehi:

IIporpammMHoe obecnevyenue

HaHMT_II{SBaHHe Ne noroBopa CpoKk JeiicTBUS JIUTIICH3UH
MS Off_lce 2007 Ne 135 ot 17.09.2007 0eccpovHO
Professional
7Zip cB00OOIHO pacnipocTpansemoe [10 0eccpovHO
LibreOffice cB00OHO pactpocTpansemoe [10 OeccpouHo
FI\)/: ifgsglgﬁazloog Ne 135 ot 17.09.2007 06eccpouHo
FAR Manager cB00OOTHO pacnipocTpansemoe [10 0eccpovHO
Linux Calculate cB00OHO pacnpocTpansemoe [10 6eccpodHo

IpodeccuonanbHbie 6a3bl JAHHBIX U HHPOPMAMOHHBIE CIIPABOYHbIE CHCTEMbI
HasBanue kypca Cchuika
HanmonansHas uHGOpMaImOHHO-aHATUTHYECKAST URL:
cucrema — Poccuiickuii nuiekc HaydHoro nutupoBanust | https://elibrary.ru/project_risc.
(PUHII) asp




Nudopmanmonnas cucrema - HopMatuBHBIC MpaBOBHIS
aKThl, OpraHU3alMOHHO-PACTIOPSAIUTENbHbIC _zashchita-

OKYMEHTbI, HOPMaTUBHBIE U METOUUYECKHE . . .
HOXYM > FOP a informatsii/dokumenty-tzi?

JIOKYMEHTBI U MTOATOTOBJICHHBIE IPOEKTHI JOKYMEHTOB .
o Texunueckoi 3amurte nHpopmanuun GCTIK Poccun ysclid=lujknksfy724757053

https://fstec.ru/tekhnicheskaya

WudopmannonHas cucrema - baHk 1aHHBIX yrpo3 https://bdu.fstec.ru/?
6e3onacuoctu nHpopmanuu GCTIK Poccun ysclid=lujkqy7cnw630508962

9 MaTtepuajibHO-TEXHHYECKOe o0ecnevyeHne JUCHUUIIIMHBI (MOILYJIs1)

MarepuanbHO-TEXHUYECKOE 00ecTIeueHrne JUCIUTUTUHBI BKIIOYAET:

JlekumoHHbBIE Ay AUTOPHH:

- MynbTuMeuitHbIe CpeCTBA XPAaHEHUS, IEpeJauy U Mpe/ICTaBICHHs HH)OPMALIUH.

Y4eOHble ayIUTOPUU JJIs TPOBEACHUS MPAKTUYECKUX 3aHATHIA, TPYIIOBBIX U
WHIUBUAYAIBHBIX KOHCYJbTAUHN, TEKYIIETO KOHTPOJIS M MPOMEKYTOYHON aTTeCTallUu:

- [lepconanbubie komnbioTeps! ¢ [10, BeixogoM B THTEpHET U ¢ JOCTYIIOM B
ANEKTPOHHYIO0 HH(DOPMALIMOHHO-00pa30BaTENbHYIO CPEy YHUBEPCUTETA.

[TomerieHus A7l CaMOCTOSITENIbHOM pabOThI 00YJarOIIUXCS:

- [Iepconanbubie komnbioTeps! ¢ [10, BeixogoM B UHTEpHET U ¢ JOCTYIIOM B
ANEKTPOHHYIO0 HH(DOPMALIMOHHO-00pa30BaTENbHYIO CPEy YHUBEPCUTETA.



Ipuioxenne 1
Y4eOHO-MeTOAMYECKOE 00ecTiedeHHe CAMOCTOSATEIbHOM PadoThl 00y4aArOINXCSI

AynutopHas caMoOCTOsATeNIbHas paboTa oOOydaromuxcs HAa TMPAKTHUYECKUX 3aHATHIX
OCYIIECTBIISICTCA TIOJI KOHTPOJEM IIPENoJaBaTesis B BHJC PEIICHHUS 33Jad W BBIMOJTHEHUS
VIIPaXHEHUH, KOTOPBIE OMpEAeNseT MPernoaaBarelb Uit 00y4aromerocss ¢ HCIOJIb30BaHUEM
meronos IT.

Breayauroprast camocTosiTeNibHas paboTa 00yJaroIIMXCsl OCYIIECTBISICTCS B BHJIC YTCHUS
JUTEPATYphl IO COOTBETCTBYIOIIEMY pa3leny ¢ NpopadOTKOW Marepuajga ¥ BBIMOJHEHUS
JOMAIIHUX 33JaHui C KOHCYJIbTAIlMSIMU TMperojaBaTessi, a TakK K€ C NPUMEHEHUEM
KEHMC-TEXHOJIOTHII.

a) KOHTpOJIbHLIe BOIIPOCHI U 3aJaHU JJIA IIPOBECACHUSA TCKYIIEr0 KOHTPOJISA

Yro Takoe kuOepOe30MacHOCTh U OYEMY OHA BaykHA?
Kakue ocHOBHBIE LI€TTH TIPECIICAYIOT 3I0YMBIITUICHHUKA B KHOEPIIPOCTPAHCTBE?
Kakue cymiecTByt0T OCHOBHBIE IPUHIIMITBI 0OecrieueHHst Kubepoe3omnacHoCTH?
OnumuTe OCHOBHBIE KATETOPHH yrpo3 KnOepOe30nacHOCTH.
Yro Takoe ysI3BUMOCTh, YTP0O3a U PUCK B KOHTEKCTEe KMOepOe3onacHocTu?
Kakue cymiecTByOT 3Tarbl )KU3HEHHOTO IIUKJIA YTPO3bI?
OOBsAcHUTE PA3HULLY MEX]ly aKTUBHBIMHU M ITACCUBHBIMH aTaKaMH.
Kakne ocHOBHBIE METOABI  3amIMTHl  HWH()OPMAIMK  HCIONB3YIOTCS  JIJIS
MPOTUBOJICUCTBUS yrpo3am?

9. Uro Takoe mONMTHKAa OE30MACHOCTH W KAaKoBa €€ pojb B 00ECIeYCHHH
KnOepOe30macHOCTH?

10. Kakue cymecTBYIOT OCHOBHBIE MEXIYHApOJIHBIE W HAIMOHAIBHBIC CTaHIAPTHI B
obnactu kubepbe3onacHocTH?

11. Kakue OCHOBHBIE THWIIBI CPEJACTB 3alIUThl HWH(OpPMAIMKM HCHOJB3YIOTCS B
MH(POPMALIMOHHO-aHATUTUYECKUX CUCTEMax?

12. KakoBbl OCHOBHBIE (QYHKIMH MexceTeBoro oskpana (firewall)? Kakue Turmb
MEKCETEBBIX IKPAHOB CYIIECTBYIOT?

13. Yro Takoe cucrema oOHapyxeHus BTopkeHuit (IDS) m xak ona pabotaer? Kakume
tunel IDS cymecrByror?

14. Yto Takoe cucrema npenorBpaiieHus BTopkeHuid (IPS) n uem ona ornmyaercs or
IDS?

15. OnwumunTe npuHIUIEL pabOThl aHTUBUPYCHOTO MTPOTrPAMMHOI'0 00ECIIEUEHUS.

16. Yro takoe SIEM (Security Information and Event Management) cucrema u kakoBa ee
poJib B obecnieueHnn kubepobesonacHoCcTH?

17. KakoBbl OCHOBHbBIE MPUHIMIBI PAa0OTHI cUcTEeM KOHTpois aoctyna? Kakue monenu
KOHTPOJISL TOCTYMa CYIIECTBYIOT?

18. YUro Takoe mmdpoBaHue M ANA 4YEro OHO Hcmoyb3yercsa? Kakue anropuTmbl
m@poBaHus Bbl 3HaeTe?

19. O6bacuute npunnuns! padotsl VPN (Virtual Private Network).

20. Yro takoe nByx¢akTopHas ayTeHTH(QHUKAIMS U TIOYeMy OHA BaKHA?

21. Omnummre OCHOBHBIE THIBI CETEBBIX aTak (Hampumep, DDoS, MITM, sniffing).

22. Urto Takoe CKaHWPOBaHHUE MTOPTOB U KaK OHO UCIOJIB3YETCS 3II0YMBIITUICHHUKAMHE?

23. OObsicHuTe, kak pabortaer nportokon TCP/IP u kakue ys3BUMOCTH MOTYT OBITh
CBSI3aHBI C €TO UCTIOH30BAHUEM.

24. Yrto takoe DNS-cny(uHT U KaK OT HEro 3alUTUTHCS?

25. Kakwue cymecTByIOT METOIbI 3alUThI OecpoBoaAHbIX cereit (Wi-Fi)?

26. OnummMre OCHOBHBIE IPUHIUIIBI IIOCTPOCHUS 0€30MaCHOM CETEBOI apXUTEKTYPHI.

27. Uto Takoe cerMeHTaIus CeTH U 3a4eM OHa Hy»KHa?

28. Kakue WHCTPYMEHTHI HCHOJB3YIOTCS [UIS MOHUTOPHUHTA CETEBOTO Tpaduka H
0OHapy>XCHUST aHOMAJTHIA?

LN~ wNE



29. KakoBbl OCHOBHBIE ATaIlbl YIIPaBJICHUS! pUCKaMH B KHOepOe30macHOCTH?

30. OnummuTe OCHOBHBIE MeEphl M0 obOecrnedeHuio (Qu3nueckor 0e30MacHOCTH
UH(POPMALIMOHHBIX CHCTEM.

31. KakoBa poiib 00y4eHUs U MOBBIIICHUSI OCBEIOMICHHOCTH IT0JIb30BaTeleii B 00IacTh
kubepbOe3onacHocT?

32. Kakue mpoueaypbsl HEOOXOIUMO BBHINOJHATh TPU OOHAPYKCHUU WHIIMICHTA
kubepoOe3onacHocT?

33. Uto Takoe miaH BoccTaHoBieHHs mocie aBapuu (Disaster Recovery Plan) n kakoBa
ero 1eip?

34. Kak obecnieunTh 6€30MacHOCTh 00JIauHbIX cpea?

35. Yro Takoe TECTHpOBAHUE HA MPOHUKHOBEHUE (TICHTECT) M KaK OHO MUCTIOIb3YETCS TSI
oIleHKH ypoBHs 6e3omacHoct UC?

36. Kak obecreunts Oe3omacHOCTh BeO-mpuiiokeHnit? Kakue THIBI ySI3BUMOCTEH
BEO-TIPUIIOKEHUI HanOoJIee PaclipoCTpaHECHbI?

37. Kaxk obecrieunth 6€3011aCHOCTH 0a3 TaHHBIX?

38. UTto Takoe ayauT 0€30MaCHOCTH U KaK OH POBOJIUTCS?

39. Kak oOecneduTh COOTBETCTBHE TPEOOBAHMUSAM  PETYISITOPOB B  00JacTu
KnOepOe301macHOCTH?

40. Yto Takoe ynpaBieHHE ySI3BUMOCTSIMH U KaK OHO OCYIIIECTBIISICTCS?

0) [IpuMepbl HHAMBUAYAJIbHBIX TOMAIIHUX 3aJaHUH

1. Ucnonszys Nmap, NpoBeauTe CKAaHUPOBAaHHWE 33JaHHOW CETM U OIpeleNnnuTe
OTKPBITHIE TIOPTHI, pabOTAIOIIME CIY)XObl M OINEpalMOHHBIE cHCTeMBbl X0cToB. Chopmupyiite
OTYET O pe3ysbTaTaX CKAaHUPOBAHMSL.

2. Hactpoiite 3amaHHBII MEXCETEBOM OSKpaH s 3allUThl 33JlaHHOW CHCTEMBI.
Pazpemnte ToIbk0 HEOOXOAMMbIE COETUHEHUS U 3a0JIOKHPYHTE BCE OCTallbHBIE, chopMupyiite
ckpunt. CocTtaBbTe OTYET O MPOJEIAHHOW paboTe C ¢ OMMCAHMEM IPaBUJI U 0OOCHOBAaHHEM HX
HE00XO0/IUMOCTH.

3. Hcnonb3ys ckanep yszpumocteid Nessus (i OpenVAS), mpoBenuTe CKaHUPOBaHHE
3aJJaHHOM CHUCTEMBI U OlpeieNnuTe umeromuecs ysi3suMmoctu. ChopMupyiite oTueT o pe3yabTarax
CKaHHPOBAHMS C YyKa3aHHEM OOHApYyXEHHBIX YI3BUMOCTEH, WX YpPOBHS ONACHOCTH U
PEKOMEH AU TI0 YCTPaHEHMUIO.

4. Hactpoiite web application firewall nis 3amuThl 3aJaHHOTO BEO-TIPHIIOKEHUS OT
pacripocTpaHeHHbIX arak. CocTaBbTe OTY4ET O NPOJAETaHHOW paboTe, oOmucaB MpaBUIIa
KOH(HUTypaluy U UX Ha3HaYCHHUE.



Ipuio:xkenne 2

OIIeHO‘lHLIe cpeacrea Jid MPpoOBEACHUSA l'[pOMe)KyTO‘lHOﬁ aTTeCTallumn

a) [lnanupyemble pe3y/bTaThl 00yUeHHs] U OLIEHOYHbIE CPeICTBa /IJisl IPOBeleHHs
MPOMEKYTOYHOM aTTeCTAUMHU

Kon
WHIUKAaTOpa

Nunuxarop
OCTHIKEHUSI
KOMIIETEHIIHU

OneHouyHble CpeaCcTBa

JIIK-004-5 Crnocoben obecnieunTs (YHKIMOHHUPOBAHHWE CPEICTB 3alIUThl MHPOpPMALUU B
MH()OPMAIMOHHO-aHATUTHYECKUX CUCTEMAax
— JIIIK-004-5.1 Ilpumensiet 3HaHuUs B 00J1aCTH O€30aCHOCTH BBIYMCIUTEIBHBIX CETEH B
UH(POPMALIMOHHBIX CUCTEMAX
— JIIK-004-5.2 TlpuMeHsieT 3HaHHMsS B OpraHu3allid Mep 1o 3amuTe WHGOpMAaIuu B
npoIiecce SKCITyaTalnuyd NHPOPMAMOHHBIX CHCTEMAX

JITK-004-5.1

[Tpumensier
3HAHMUS B
obyactu
0e30MacHOCTH
BBIUMCIUTEIbHBI
X ceTe B
nHpOpMaInoOHH
BIX CUCTEMaxX

Teoperuueckue BOIPOCH! K 3a4ETy:
1. Yrto takoe kuOepOe30MacHOCTb M TOYEMY OHa
Ba)kHa?

2. Kaxkue OCHOBHBIE eNTu MPECIeIyIOT
3MOYMBIIUIEHHUKH B KHOEPIIPOCTpaHCcTBE?

3. Kakme  CymecTBylOT ~ OCHOBHBIE  TPUHIIMIIBI
obecrieueHust KuoepOe301macHoCTH?

4. Onumure OCHOBHbBIE KaTeropuu yrpo3
KrOepOe30MacHOCTH.

5. Yto Takoe ysA3BHMOCTb, YIPO3a U PUCK B KOHTEKCTE
kubepOezonacHoCTH?

6. Kakme cCymiecTByrOT OTambl JKA3HEHHOTO IIHKJIA
yrpo3bl?

7. OObsiCHUTE pa3HUIly MEXAY aKTUBHBIMU U

MaCCUBHBIMU aTaKaMH.

8. Kakue oCHOBHBIE METONBI 3aIIUTHI HH(pOpMAIH
UCTOJIB3YIOTCS JUIsl TPOTUBOJCHCTBUS yrpo3am?

9. UYro Takoe moimTHKa 0€30NaCHOCTH U KaKOBa €€ POJTb
B o0ecrieyeHnu kubepobe3onacHOCTH?

10. Kakue cymecTByIOT OCHOBHBIE MEXIYHAPOIHBIE U
HaI[MOHAJIbHBIE CTAHIAPTHI B 001acTH KHOEpOe30nacHOCTH?

11. Kakue  OCHOBHBIE  THUIIBI  CPEACTB  3aIUTHI
uHpopMaluu UCTIOJb3YIOTCS B
MH(POPMAIMOHHO-aHAIUTHYECKUX CUCTeMax?

12. KakoBbl OCHOBHbIE (DYHKIIMH MEXKCETEBOIO IKpaHa
(firewall)? Kakue TUITBI MEKCETEBBIX SKPAHOB CYIIECTBYIOT?

13. Yro Takoe cucrema oOHapyxeHus Bropxenuit (IDS)
1 Kak oHa padboraer? Kakue tumsl IDS cymectByror?

14. Yro Takoe cucreMa NpPEIOTBPALICHUS BTOPKEHUN
(IPS) u uem ona otiinyaercs ot IDS?

15. Onumure NpUHUMIB  PaOOTHI
MIPOTrpaMMHOTO 00eCTIeUeHH .

16. Yro takoe SIEM (Security Information and Event
Management) cucremMa U KakoBa €€ poJib B OOECIeYeHUH
kubepbOe3onacHocT?

17. KakoBbl OCHOBHBIE TPHUHIUIIBI PabOTBI CHUCTEM
KoHTposst poctyna? Kakue Moaenum KOHTpOJs JocTyna
CYIIECTBYIOT?

AHTUBUPYCHOI'O




Kon
UHMKATOpa

Nupukarop
IOCTHIKEHUS
KOMIIETEHIINU

OueHoYHbIE CPEACTBA

18. Uro Ttakoe mm¢ppoBaHME U I YETrO OHO
ucnonb3yercs? Kakue anropurMel mu@poBanus Bbl 3HaeTe?

19. O6bscuute npunuuns! padotsl VPN (Virtual Private
Network).

20. Yto Takoe aAByX(akTopHas ayTeHTH(PHUKAIUA H
oYeMy OHa BakHa?

21. OnummuTe OCHOBHBIC THITHI CETEBBIX aTaK (HAIpUMeED,
DDoS, MITM, sniffing).

22. Yto Takoe CKaHMpPOBAaHWE MOPTOB U KaK OHO
UCIIOJIb3YeTCsl 3I0YMBIIICHHUKAMHU ?

23. OOwscuure, kak padoraet npotokon TCP/IP u kakue
YSI3BUMOCTH MOTYT OBITh CBSI3aHBI C €TI0 MCII0JIb30BaHUEM.

24. Yto Takoe DNS-cnmy¢puHr ® Kak OT HeEro
3alUTUTLCA?

25. Kaxkue cymecTByIOT METO/IbI 3alIUTHI OECITPOBOIHBIX
cereit (Wi-Fi)?

26. OnummTe OCHOBHBIE MPHHIUIBI  MOCTPOCHHS
0e301acHO ceTeBOil ApXUTEKTYPHI.

27. Yrto Takoe CerMEHTAIUs CETH U 3a4eM OHa HYy>KHa?

28. Kaxkue MHCTPYMEHTHI UCIOJb3YIOTCS IS
MOHHUTOPHHTA CETEBOTO Tpaduka U 0OHAPYKEHUST AaHOMAITHN?

[TprMepsl MpakTHUECKUX 3aJaHUN IS 3aUeTa:

1. C nmomomuipto nporpaMMbl-aHanu3aTopa Tpaduka 1
KOMIbIOTepHbIX  ceTed  Wireshark  mepexBatutre U
IpoaHanu3upyiire cereBoi Tpapuk. Omnpenenautre THUIIbI
IPOTOKOJIOB,  HCIOJIb3YyeMbIX B  CeTH, M  BBIIBUTE
MOTEHLIMAIBHO OnacHble coeAinHeHus. ChopMupynTe OT4ET O
pe3yJbTaTax aHaJln3a.

2. Tlpoanamusupyiite aor-gaiibl BeO-cepBepa,
CHUCTEMBl KOHTPOJS JOCTYyNa MM MEXKCETEeBOro HKpaHa.
BeisiBUTE  MOAO3pHUTENBbHBIE  COOBITUS W TIOTIBITKH
HECaHKIIMOHUpOoBaHHOTO Joctymna. Cdopmupyite oT4er o
npojelaHHOM  paboTe C  ONHMCAaHUWEM  BBISBIEHHBIX
M0JI03PUTENBHBIX COOBITHIA, ux BO3MOXHBIMH
NOCJIEICTBUSIMUA U PEKOMEHJAIMSMU 110 3aIIUTE.

JITK-004-5.2

IIpumenser
3HaHUS B
OpraHu3aluu
Mep 10 3alluTe
uHpOpMaLuU B
nporecce
AKCIUTyaTalluu
UH(pOPMaLIOHH
BIX CUCTEMAX

Teoperuueckue BOIPOCH! K 3a4ETy:

1. KaxoBBI OCHOBHBIE ITallbl YMPABICHHUS PHUCKAMHU B
kubepbOe3onacHocTH?

2. Onummte OCHOBHBIE MeEphl 1O OOECIICYCHHIO
¢du3nueckoit 6e30macHOCTH UH(HOPMAIIMOHHBIX CUCTEM.

3. KakoBa ponp  oOyueHHSs W TIOBBIIICHHUS
OCBEJJIOMJICHHOCTH HoJIb30BaTeNen B o0nactu
kubepOe3onacHoCcTU?

4. Kakue mnpoueaypbl HEOOXOIMMO BBIIOJIHATH MPHU
00Hapy>XeHUU UHIUeHTa Knbepoe3omacHocT?

5. Uto Takoe MjaH BOCCTAHOBJICHUS IOCJE aBapUH
(Disaster Recovery Plan) u kakoBa ero 1emns?

6. Kak obecieunts 6€30MacHOCTh 0OJAYHBIX cpen?

7. Yto Takoe TECTUPOBAHME HA NPOHUKHOBEHHE
(IEHTeCT) M KaK OHO HCIOJIB3YETCSl U OLEHKH YPOBHSI




Nupukarop
IOCTHIKEHUS OueHoYHbIE CPEACTBA
KOMIIETEHIINU

Kon
UHMKATOpa

6e3onacnoctu UC?

8. Kak obecrmeunth 0€30macCHOCTh BEO-TIPUIIOKEHUN?
Kakue Tunel ys3BUMOCTEH BeO-IIpHIIOKEHUN Hauboiee
pacrpoCcTpaHeHbI?

9. Kak obecnieunts 6€30macHOCTh 0a3 JaHHBIX?

10. Yro Takoe aymuT O€30maCHOCTM M KaK OH
MPOBOUTCA?

11. Kak ob0ecneyuTh COOTBETCTBHE TpeOOBAHUAM
PEryasTOpoB B 00J1aCTH KHOEpOe30macHOCTH?

12. Yro Takoe ymnpaBicHHUE YSI3BUMOCTSMHU W KaK OHO
OCyIIECTBIsIeTCS?

[TpuMepbl MPaKTHYECKUX 3aaHUM JIJIS 3aUeTa:

1. Hcmone3ys Hydra, mpoemute bruteforce araky Ha
3ajaHHyo ciyx0y. Hactpoiite 3ammury ot bruteforce arak.
Cdopmupyiite oT4eT 0 TpPOACIAHHOW paboTe, omucaB
npoBeqeHHy0 bruteforce araky, omeHuB 3¢¢GEKTHUBHOCTh
3alIMTHI U 1aB PEKOMEHIAINH 10 €€ YCHIICHHIO.

2. Tlomyunte x3m mapons. I[lombeputre mapois,
UCTIONB3Ysl pa3jiMyHble ClIoBapu © TexXHUKU. OrneHuTe
CTOMKOCTB mapoJisi. COCTaBbTE OTYET O MPOJICIIAHHON padoTe,
JIaB PEKOMEHIAINY TI0 CO3/IaHHIO HAJCKHBIX MapoJIeH.

3. Ha  ocHOBe  CMOJAEIMPOBAHHOTO  HMHIUJICHTA
0e30IacCHOCTH co3JalTe OTUeT 00 MHIMACHTE, BKIIFOYAFOITHI
OINKCaHHE MHIMJIEHTA, €0 MOCIEICTBUS U IPUHATHIE MEPHI.

4. TlpoBemuTe OIEHKY PHUCKOB O€30MACHOCTH IS
3aJJaHHOM MH(POPMALIMOHHOM cucTeMbl. ONpeeInTe aKTUBBI,
yrpo3bl,  YS3BUMOCTH H  BO3MOXKHBIE  TIOCIIEICTBHS.
ITpenyioskuTe Mephl 10 CHUKEHHUIO PHCKOB.

6) HOpﬂ}IOK MPpOBECACHUSA l'lpOMe)KyTO‘-IHOi/i aTTeCTallu, NMOKa3aTe/iu M KPUTEPHUHU
OICHUBAaHUSA

Iloxa3zatenu n KPUTEPUHA OLICHUBAHUA 3a4Y€Ta:

—  «3auTeHO» — OOYYaroIIWiiCsl JOJDKEH MOKa3aTh MOPOTOBBIM YpPOBEHb 3HAHWHA Ha
YPOBHE BOCTIPOU3BEACHHS U 00BsICHEHUSI MHPOPMAITUH, HABBIKY PEIICHUS] TUITOBHIX 33]1aY;

— «HE 3a4TeHO» — OOydYalIIHiics IeMOHCTpUpYyeT 3HaHusa He Oomee 20%
TEOPETUYECKOT0 MarepHana, JAOMYyCKaeT CYIIECTBEHHbIE OIIMOKM, HE MOXEeT I[0Kas3aTh
HHTCIUICKTYAJIbHBIC HABBIKW PCIICHUA ITPOCTHIX 3a1a4.




IIpunoxenne 3

MeToan4yeckne yKa3aHus 10 BbINIOJHEHUIO MIPAKTUYECKUX PadoT

[TpakTudeckre pabOTBl TPOBOAATCS B KOMIBIOTEPHBIX KIAcCaX IENBI0 TONYYCHUS
MPAKTUYECKUX YMEHUH ansi (GOPMUPOBAHUS W PA3BUTHS NPOPECCHOHATIBHBIX HABBIKOB U
COOTBETCTBYIOIIUX KOMIIETCHIIMH TO AucuuIuinHe. [Ipy MOAroTOBKE K BBIMOJIHECHUIO 3aJIaHUN
MPAKTUYECKOH paboThl HCMONB3YWTE JIEKIMHM, CHOPAaBOYHBIA MaTepuan MpPOrpaMMHOTO
oOecrieueHns, PEKOMEHJOBAHHYIO JIATEpParypy U mudpoBeie 00pa3oBaTeIbHBIE PECYPCHI
COOTBETCTBYIOIIMX METOAMUYECKUX MAaTepPHAIIOB, pa3MELICHHBIX B ceTU MIHTepHET Uiu T0OKaIbHON
cetn yHUBepcurera. [lepes BBITOIHEHHEM MPAKTHYECKON pabOThl HEOOXOIUMO MONTYYHTh CBOM
BapHaHT UHAMBUAYAJILHOTO 33/1aHUd y IpenoAasartens. [Ipexie ueM NpUCTynUTh K BBITIOJTHEHHUIO
MPAKTUYECKOH paboThl, BHUMATEIBHO MPOYTUTE PEKOMEHIAIMU K €€ BBIIOIHEHHUIO.
O3HAaKOMBTECH C NIEPEUYHEM PEKOMEHIYEeMOI JINTEepaTyphl, IOBTOPUTE TEOPETUUECKUI MaTepHall,
OTHOCSIIIMICS K TeMe paboThl. OTBEThTC Ha KOHTPOJIBHBIC BOMPOCHI, BBITOJHUTE 3aIaHUS JIJIS
CaMOCTOSITENILHOTO BbIMONHEHUsA. [lo pesynbrataM mpakTHuecKoil paboOThl NpPEIOCTaBISETCS
otueT. OTYET K MPAaKTUIECKUM padoTaM JOIKEH COJIePIKATh:

- Ha3BaHUE MPAKTUYECKOM paboThI;

- 1IeJIb U 33/1a4u paboThI;

- KpaTKHe TEOPETUIECKHUE CBEICHMUS;

- 3a/1aHUs IO IPaKTUYecKoii paboTe;

- X0J1 pabOTHI - OITMCAHKE TTOCIEAOBATEIHLHOCTH JCUCTBHUIA TIPH BBHITIOJHEHUH PAOOTHI;

- BBIBOJIBI HJIU PE3YJIbTATHI.

Pe3ynbTaThl BBITOJIHEHUS MPAKTHYECKOH pabdOThl MOTYT OBITh IPEJCTaBICHBI B
3JIEKTPOHHOM BapHaHTE WM pacledyaTaHHble. Pe3ynbTaThl BRIMOTHEHUS 3aJaHUI MPaKTHYECKON
paboTBI MOKHO COXpPaHUTh Ha 00pa30BaTEIbHOM MOpTAJIC B JIMYHOM KaOWHETE W HCII0JIb30BaTh
MIPU MOATOTOBKE K DK3aMEHY.

3amuTa paGoThl M pe3yJibTAThI OLlEHUBAHUS

3amuTa NpoBOJUTCS B /1Ba dTana:

1. JleMOHCTpUPYIOTCSL pe3yJbTaThl BBITOJIHEHUS 3aJaHus. B ciydae BBINOJHEHHUS
NPaKTUYECKON paboThl, IpeaycMaTpuBarolell pa3padoTKy NPorpaMMbl, IPU MOMOIIU TECTOBOTO
pUMepa J0Ka3bIBAETCS, YTO PE3YNbTAT, IOJYyYaeMblid MIPH BBINOJIHEHUN IPOTPaMMBI, SBISETCS
IIPABUJIBHBIM.

2. s 3aumThl paboThl CTYIEHTY HEOOXOUMO OTBETUTH Ha JIOMOJIHHUTEIbHBIE BOIPOCHI
npenonaBarens. Kaxnas mnpakTuueckas paboTa OIEHMBAETCS OINpPEENIEHHBIM KOJUYECTBOM
0asIoB ncxos U3 5-0aJbHON CHUCTEMBI OLIEHOK.

ITpakTyeckas paboTa cuMTaeTCsl BHIOJHEHHOM M 3alllUIIEHHOMN, €CIIM BBIOJHEHBI BCE
3a/laHNsl U JaHbl NIPaBUJIbHBIE OTBETHI MPENOAABATENI0 Ha 3aJaHHbIe Bonpockl. [IpakTudeckas
paboTa cuuTaeTcss BBHIOJHEHHOM W HE3alIMIIEHHOH, €ClM BBIIOJIHEHBl BCE 3alaHus, HO
MOJIyYEHHBIE PpEe3yJbTaThl SBIAIOTCS HEBEPHBIMU WM HE JlaHbl NPAaBWIbHBIE OTBETHI
IPEenoJIaBaTel0 Ha 3aJaHHbIE BOMPOCHI M OTBETHl ObuIM He monHble. OOydaromemycsi, He
BBITMIOJHUBIINM B IIOJTHOM 00BEME BCE 3aJlaHUsl MPAKTUYECKON paboThl, WIIK MPOMYCTUBLIUM T10
YBOKUTEIBHOU MPUYMHE NMPAKTHUYECKYIO paboTy, HEOOXOIMMO BBINOJIHUTH €€ CAMOCTOSATEIBHO B
KOMITBIOTEPHOM KJIacCe, PE3yJIbTaThl BHITIOJTHEHHONW paboThl COXPaHUTh Ha ChEMHOM HaKOMHTENE
WM Ha oOpa3oBaTeNbHOM IMopTane. Pe3ynbTarel MNperocTaBUTh B CPOKH, YKa3aHHbIE
IIpEeno/iaBaTesieM BMECTE € OTYETOM, JIEMOHCTpauued TOJIyYEHHBIX pe3yJbTaTOB B
KOMITBIOTEPHOM KJIACCE WJIM MPEIOCTABICHNEM MaTepHallOB Ha 3JIEKTPOHHOM 00pa3oBaTeIbHOM

pecypce.



IIpaBuia no Texunke 6€30MACHOCTH A1 00y4aKOIIUXCH
NPH NPOBeJIeHUH NMPAKTHYEeCKUX padoT

1. TIlpaktuyeckue pabOTHI TPOBOMATCS TOA HaOmoaeHueM mnpenogaBarens. K
BBIMIOJTHEHUIO MPAKTHYECKUX pPabOT CTYIEHThI JOMYCKAlOTCA TOJIBKO IOCHE MPOCITYIIHMBAHUS
WHCTPYKTaXKa M0 TEXHUKE O€30MaCHOCTH U MTPOTUBOMIOXKAPHBIM MEpaM.

2. OOyyaromuiicss JODKEH CTPOTO BBIMOJHATH MpaBHiia TEXHUKUM O€30MacHOCTU H
CaHUTAPHO-TUTUEHUYECKHE HOPMbI mpu paboTe B  KOMIBIOTEPHBIX  KJaccax  WIIU
CHEIHAIM3UPOBAHHBIX TAOOPATOPUSIX YHUBEPCUTETA.



IIpunoxenne 4

MeTtoauyecKkue yKa3aHusl 0 BHINMOJTHEHHI0 BHEAYTHTOPHBIX CAMOCTOSITEILHBIX PadoT
O01IMe moJ10KeHus

Hacrosmue Meroauyeckue ykazaHusl IpeAHa3HauYeHBI 1)1 OpraHU3alui BHEAYIUTOPHOMN
CaMOCTOSITENILHOM pabOThl CTYIACHTOB M OKAa3aHHs IOMOIIM B CAMOCTOSITEIPHOM H3y4eHUU
TEOPETHYECKOTO M peaTn3alii KOMIIETCHITUN 00ydaeMbIX.

JlaHHBIE METOJWYECKHE YKa3aHHs HE SIBJISIOTCS y4eOHBIM MOCOOMEM, MOATOMY IMepes
Ha4yaJIOM BBITIOJIHEHHSI CAMOCTOSITEIHHOTO 3aJaHMS CIIEAYET U3YYUTh COOTBETCTBYIOIINE PA3/ICIbl
JICKIIMOHHBIX 3aHSATHH, MaTepualioB 00pa30BaTEIBHOTO IMOpTaja, pa3/eloB OCHOBHOW U
JIOTIOJTHATEILHON JIMTEPATyphl, MPEACTABICHHBIX B IYHKTE &. «Y4eOHO-METOIUYECKOe H
uH(pOpMaIMOHHOE 00ecTieueHre JUCIUTLTNHBI (MO s )» nanHoi PIT/I.

esn 1 32124 CAMOCTOSITEILHOMH PadOTHI

Llens camocTosITENBEHONW pPabOTHl — COJACHCTBHE ONTHUMAIbHOMY YCBOSHHIO Y4eOHOTO
Mmarepuaja oOOy4aroIlMMHUCS, pa3BUTHE MX I[IO3HABATENBHOM AaKTMBHOCTH, TOTOBHOCTH U
noTpeOHOCTH B CaMOOOPa30BaHUH.

3a1auu caMOCTOSITEIbHON pabOThI:

—  TOBBIIICHHE UCXOTHOTO YPOBHS BIIAJCHUS HHPOPMALMOHHBIMH TE€XHOJIOTHSIMHU;

—  yriyOJieHue U cucTeMaTH3alus 3HaHul;

— TIOCTaHOBKA M PELICHHE CTaHIAPTHBIX 337a4 NPOPECCHOHATBHON eI TENTbHOCTH;

— pa3BuTHE PAOOTHI C pa3IUM4YHON MO 00BeMy M BHAYy HH(pOpMaLued, y4yeOHOH Hu
Hay4HOH JIUTEPATYPOU;

—  IPAaKTUYECKOE NPUMEHEHUE 3HaHWUM, YMECHHUI;

—  CaMOCTOATENbHO MHCIIOJB30BAaHUE CTAHJAPTHBIX MPOrpaMMHBIX CpPEACTB cOopa,
00paboTKH, XpaHEHUsI U 3alUThl HH(OPMaLUU

—  pa3BUTHE HaBBIKOB OPraHU3ALMM CAMOCTOATEIBLHOTO Y4EOHOI0 Tpy/la U KOHTPOJIS 3a
ero 3¢ ¢GeKTUBHOCTBIO.

Bunel BHeayIMTOpHON caMOCTOATENbHOW pPaOOTHl M (QOpPMBI KOHTPOJIE W BpeMsl Ha
BBINOJIHEHHE KaXJIO0TO BHJIA CAMOCTOATENBbHOM paboThl yka3zaHbl B myHKTe 4. «CTpyKkTypa U
coAepKaHue qUCUHUIUTMHB nanHou PIT/I.

IHopsiaok BHINOJHEHUS

[Ipu BBINONHEHUU TEKYIIEW BHEAYAUTOPHON CaMOCTOSITENIbHON paboThl o0yyarouiemycs
clIeflyeT NMPHUIEPKUBAThCA CIEAYIOLIETo MopsiaKa JeHCTBUI:

1) BHHMMATENIBHO W3Y4YHTh COOTBETCTBYIOIIUEC TEOPETHUUECKHE pa3zesbl TUCIUILINHBI,
HOJIb3YACh MaTepragaMy (JIEKLIMOHHBIMU, PE3EHTALlMOHHBIMU, ayAH0-BU3YaJIbHBIMU):

—  TMPENOCTaBISIEMBIMH MTPETIO/IaBaTeNIeM Ha JICKIIMOHHBIX 3aHSATHSIX;

— TpeAoCTaBIsIEeMbIMHU MPENOIaBATEIEM B paMKax 3JEKTPOHHBIX 00pa30BaTeIbHBIX
KYpPCOB;

— coaepXKalluMucs B yueOHUKax u y4eOHBIX ocoousx 9bC
(971eKTPOHHO-OMOIMOTEUHBIX ~ CHUCTEM),  DJEKTPOHHBIX  KaTaJloroB  YHUBEpCUTETa U
MHTEPHET-PECYPCOB.

2) moapoOHO pa3o0paTh TUIOBBIC MIPUMEPHI PELICHUS 33/1a4, PACCMOTPEHHBIE B paMKax
ayJIMTOPHOM KOHTAKTHOM pabOThI C IPENoAaBaTeseM;

3) TPUMEHUTH TIOJNy4CHHBIE TEOPETHUYSCKHE 3HAHUS W NPAKTHYSCKHE HABBIKU K
PELICHUIO WHANBHTyaTbHBIX 3aJJaHUH, K TIPOXOXKIEHUIO KOMITBIOTEPHBIX TECTUPOBAHHIA;

4) npu HEOOXOAMMOCTH, CHOPMUPOBATH MEPEUEHb BOMPOCOB, BHI3BABIIUX 3aTPYIHEHUS
B IIPOLIECCE CAMOCTOATENbHOM paboThl. OOCYAUTH BO3HUKIINE BOIPOCH CO CTYIEHTAMU IPYIIIIBL,
B paMKaxX KOMAaHJHO-TIPOCKTHOH paloThl, M C IperojaaBaTesieM, B paMKax KOHCYJIbTAI[HOHHON
MOMOINA,  peaM30BaHHOM MO0 B KOHTakTHOM  ¢dopme, JuOO  CcpeAcTBaMU
uH(pOpPMaLMOHHO-00pa3oBaTeNbHOM cpeasl BY3a.



Kpurtepun onieHKH BHeayANTOPHBIX CAMOCTOSITEIbHBIX PadoT

KagyecTBO  BBINIOJHEHHMS BHEAYyIUTOPHOM  CaMOCTOSTENBbHOW paboThl  OOydaromuxcs
OLIGHUBAETCS TMOCPEJICTBOM TEKYIIEr0 KOHTPOJISI CAMOCTOSITENIbHOW pPaboThl O00ydaromuxcs ¢
UCIOJIb30BaHUEM OaJlIIbHO-PEHTUHIOBOM CUCTEMBI.

B kauectBe opM TeKylIero KOHTPOJS MO AUCHUIUIMHE HCIOJB3YIOTCS: MHIWBUAYaJbHBIC
3aJlaHUs, ayAUTOPHBIE KOHTPOJIbHBIE PA0OThI, KOMIIBIOTEPHOE TECTUPOBAHHUE.

MaxkcumanbHOe KOJMYECTBO 0aJIIOB 00YJarOIIUIICS MOTyYaeT, eCIu:

—  BBINOJHSET HMHAMBUIYyalbHbIE 33JaHUS B COOTBETCTBUU CO BCEMM 3asiBIECHHBIMU
TpeOOBaHUSIMU;

—  JIaeT mpaBUJIbHBIE (POPMYIMPOBKH, TOUHBIE ONPEICICHNUS, IIOHATHS TEPMUHOB;

—  MOXET 000CHOBATh PAIlMOHAIILHOCTh PELICHUS TeKYIIEH 3a1a4H.;

— OOCTOATENBHO C  JIOCTAaTOYHOM  IOJHOTOM  M3JaraeT  COOTBETCTBYIOILLYIO
TEOPETUYECKUM pa3aeil;

— TIpaBWJIBHO OTBEYaeT Ha JOINOJHUTENbHbIE BOIPOCHI MpEnojaBaTeisi, HMEIoIIne
LEJIBIO BBISICHUTh CTEIIEHb IOHUMaHMs UM JIAaHHOT'O MaTepuaia.

50~85% OT MakCHMaJILHOTO KOJIMYECTBA 0AJUIOB 00YJAIOIIUIICS MOJTydaeT, ECITu:

— HenoJHO (He MeHee 70% OT MOJIHOr0), HO MPaBUJIBHO BBINOJIHEHO 33JJaHUE;

— 1pU U3JO0KEHUM OBbUIM JOMYIIEHbl 1-2 HecyleCTBEHHbIE OLIMOKH, KOTOpBIE OH
MCIPABIISAET MOCJIE 3aMeYaHusl IpernogaBaTes;

—  JlaeT IpaBUJIbHBIE (POPMYIMPOBKU, TOUHBIE ONPE/IEICHNUS, IOHATHS TEPMUHOB;

—  MOXET 000CHOBaTh CBOM OTBET, IPUBECTH HEOOXOAUMBIE IPUMEDHI;

— TIpaBWJIBHO OTBEYaeT Ha JONOJHUTENbHBIE BONPOCHI MpEenojaBaTeisi, HMEIoIINe
LEJIBIO BBISICHUTh CTEIIEHb IOHUMaHMs UM JIAaHHOT'O MaTepuaia.

36~50% OT MakCUMaJIbHOT'O KOJMYECTBA OaJIJIOB 00yYaroIMiiCs 110JIydaeT, eCllu:

—  HenoiHO (He MeHee 50% OT MOJIHOT0), HO MPaBUJIBHO U3JI0KEHO 3a/1aHUE;

—  IIpM U3JI0’KEHHHM ObUIa JAomyIieHa 1 cyliecTBeHHast OmnoKa;

—  3HaeT U IOHUMAaeT OCHOBHBIE MOJIOKEHUSI JTaHHOW TEMBI, HO JIONTyCKaeT HETOUYHOCTH B
(bopMyJIUPOBKE MOHATHU;

—  U3JaraeT BBINOJIHEHUE 33JaHUs HEOCTATOYHO JIOTUYHO U IOCIIEN0BATENBHO;

—  3aTpyIHsIeTCs MPU OTBETaX Ha BOIPOCHI MPENOAaBaTENs.

35% 1 MeHee 0T MaKCUMAaJIbHOT'O KOJIM4YeCcTBa 0aJIjIoB 00yJaromMnics MOoTydaeT, ecilu:

—  HenoaHo (MeHee 50% OT MOJIHOTr0) U3JI0KEHO 3a/laHueE;

—  OpU U3NOKEHUM ObUIM JONYyUIeHBl cyllecTBeHHble omubku. B "0" 0Oanios
IpenojaBaTesb BIpPaBE OLEHUTh BBIIOJHEHHOE OO0y4arolMMCsl 3aJaHUe, €cClId OHO He
yJIOBJIETBOPSIET TPEOOBaHMSIM, YCTAaHOBIIEHHBIM IIPEIOIaBaTeIeM K JaHHOMY BUy paOOThI MIIM HE
OBLIO IPEJICTABICHO JJIsl IPOBEPKHU.

CymMa nosy4eHHBIX 0aJIOB 1O BCEM BHJIAM 33JaHHI BHEAyAUTOPHOW CaMOCTOSTENIbHON
paboTBl COCTaBJISIET PEUTHUHTOBBIA TOKa3aTedh OOydwaromierocs. PeHTHHTOBBIA TOKa3aTelb
oOyyarolerocsi BJIMSET Ha BBICTABJICHHWE HMTOTOBOW OLIGHKM IO pe3ylbTaTaM H3Yy4YeHUs
JUCIUTUIAHBI.

[Toka3zarenu v KpUTEpUU OLIEHUBAHUS OTYYEHHBIX 3HAHUN TPEACTaBICHbI B IPUIOKEHUU
2 nannoi# PII/I.



