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PaGouan nporpamma cocrasiena na ocnose ®I'OC BO - Gakanaspuar 1o Hanpasienuio
noarorosky 13.03.02 Dsekrposneprernka H anekTporexuuka (npukas MunoOpHaykn Poccnu
ot 28.02.2018 r. Ne 144)

PaGoyas nporpamma pacemorpena 1 o100pena na zacenanuu kapenpn Mudopmaruku u
HHdopMauHoHHOM GezonacHocTH
22.01.2026 r., npotokon Ne §

3as. kadeapoi “AH94 WM. Bapankosa
PaGoyas nporpamma onodpena Meroanyeckoi komucenein UOnAC
03.02.2026 r., nporoxon Ne 5 3
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JIner akTyanusanuu padodeil nporpaMmsl

Pabouas mporpamma nepecMoTpeHa, odcyxieHa u ogoopena s peanusanuu B 2027 - 2028
yuebHoM roy Ha 3aceqanuu kapeapsr [THJIOTHI

[Iporokonm ot 20 . Ne
3aB. kadenpoii

Pabouas mporpamma nepecmMoTpeHa, oocyxieHa u ogqoopena st peanusanuu B 2028 - 2029
yuebHoM roy Ha 3aceqanuu Kageapsr [TMJIOTHI

[Iporokonm ot 20 1. Ne
3aB. kadeapoii

PaGouas mporpamma nepecmMoTpeHa, odcyxieHa u ogoopena s peanuzanuu B 2029 - 2030
yuebHoM roy Ha 3aceganuu kagenpsl [TMIIOTHI

IIporokom or 20 . Ne
3aB. kadeapoii

Pabouas mporpamma nepecMoTpeHa, oocyxieHa u ogoopena s peanusanuu B 2030 - 2031
yuebHOM rony Ha 3aceqanunu Kadeaper [THJIOTHI

IIporokom or 20 . Ne
3aB. kadeapoii




1 Leau ocBOeHMS TUCHUNIIMHBI (MOIYJIA)

1) onpeneneHue u OlieHKa Yrpo3, pa3padoTka MojieNiel Yrpo3 B X0J€ CO3/IaHus U
SKCIUTyaTaluy HHPOPMAIIMOHHBIX CUCTEM;

2) BbISIBIICHHE, aHAJIU3 U yCTPAaHEHHE YSI3BUMOCTEH B X0/1€ CO3aHUS U AKCIUTyaTalllu

3) BBISIBIICHHE UCTOYHUKOB YIpo3 HecaHKImoHupoBaHHoro goctymna (HC/)
4) onpenenenre TUIA HAPYIIUTENs

2 MecTo JUCUMILIMHBI (MOIYJIS]) B CTPYKTYpe 00pa3oBaTe/ibHOM MPOrpaMMbl

Jucuumnmna Yrpo3sl KuOepOe30macHOCTH BXOJHUT B 4aCTh Y4€OHOTO IIaHa
hopMUpyEeMyIO yYaCTHHUKAMHU 00Pa30BaTEIbHBIX OTHOIICHUH 00pa30BaTeIbHOM IPOTrPAMMEI.

JIist u3ydeHwus! TUCIUTUTMHBI HEOOXOTMMBI 3HAHUS (YMEHUS, BIAICHHS),
copMHUpPOBAaHHBIE B PE3YJIbTATE U3YUCHHS AUCIHUILINH/ TIPAKTHK:

[ludpoBas rpaMOTHOCTH

[lepconanbHas 3PEKTUBHOCTD

3HaHus (yMEHUs, BIIAICHUs ), OJyYEHHbIE IPU U3yYECHUH JAaHHOM JTUCLUIUIMHBI
OynyT HEOOXOAUMBI JUTS U3yYCHUS TUCIUTUINH/TIPAKTHK:

[IpoekTHast NeATEIEHOCTD

3 Komnerenuuun ody4aromerocsi, popmupyemsblie B pe3yJibTaTe 0CBOCHUS

AUCHUILVIMHBI (MOYJI1) M IJIAHMPYeMble pe3yJIbTaThl 00y4eHusl

B pe3ynbrare ocBoeHUS AUCUUIUIMHBL (MOAYIsS) «YTpo3bl KHOEpOE3011acHOCTH
00y4JaroIMHUICs JOIDKEH 00J1aaTh CIEAYIOINMHI KOMIIETCHIIUSIMHU:

Kon unaukaropa WNHaukaTop AOCTHIKEHUS KOMIICTCHITUH

JIIK-004-5 CniocoGen obecnieunTs PyHKIIMOHUPOBAHHUE CPEACTB 3aIUTHI HH()OPMAIIHH B
MH()OPMAIIMOHHO-aHAJIUTUYECKIX CUCTEMaX

JIIK-004-5.1 [TpumensieT 3HaHUS B 00J1aCTH 0€30M1aCHOCTH BBIUMCIUTEIbHBIX CETEN B
WH(POPMAIIMOHHBIX CHCTEMAX
JIIK-004-5.2 [TpumeHsieT 3HaHUS B OpraHU3aluy Mep M0 3aluTe HHOopMauu B

IIPOLECCe IKCILTyaTallui HHPOPMAIIMOHHBIX CUCTEMAX




4. CTpykTypa, 00b€M U copepkaHue JUCHUIIIMHBI (MOXYJISA)
OO6mias TpyA0€MKOCTh JUCIUILUIMHBI COCTABIISIET 3 3a4eTHBIX eauHuI] 108 akaa. yacoB, B TOM

HHUCJIIC:

— KOHTakTHas pabora — 36,1 akaz. 4acos:

— aynutopHas — 36 akaj. 4acos;

— BHeayauTopHas — 0,1 akaj. 4acos;

— camocTosTenpHas padora — 71,9 akaj. 4acos;
— B (popme npakTudeckoil moaroroBku — 0 akai. vac;

®dopma aTrTecTaluy - 3a4eT

AynuropHas ] o
KOHTaKTHas paboTa E z dopma TeKyIero
o =
5 B aKaJ. yacax 5 Bu KOHTPOJIS
Paszen/ Tema 3 (B axan ) == A y P Kox
g & © | caMOCTOSsTENBHOM | ycmeBaeMOCTH U
JUCLUATUINHBI 3 e o . | xommereHunu
3 o & paboThI MIPOMEKYTOUHOM
0 mpakt. | 8
Tek 1a0. PaKt. | =g aTTeCTalnuu
3aH. 3aH. | U &
1. HopmaruBHBIE U TIpaBOBBIE
aKThI B 00JIaCTH 3aIUTHI
uH(popMauu
CaMocrosTensHoe
U3y4YeHHE
yueOHoil u
Hay4qyHOU Texkymuit KOHTPOJIb
1.1 OcHOBHBIC IOHATHS U Y ym P
JIUTEPATYPHI. YCIIEBaEMOCTH:
ST MOICTMPOBAHIA Pabora c CTHBIN ONpoC
yrpo3 kuoep0e30MnacHOCTH. 7 4 2 Y P JIIK-004-5.2
3JIEKTPOHHBIMU (cobecenoBanue);
baza gannbix yrpoz ®CTOK
PO O6ubauorexamu. — CeMHHapCKue
' ITowuck 3aHATHS,
JIOTIOTHUTENBHOMN
uH(popMaIHK 10
3aJaHHOU TeMe.
Wroro no pazneny 4 2
2. DTanel MOJENUPOBAaHUS YTPO3
b
ITonroroBka x
MIPAKTUYECKOMY
3aHATHIO.
CamocTosaTenbHoe
U3y4eHne Texkymuii KOHTPOJIb
2.1 BrisiBineHne 00bEKTOB yaeOHOU 1 yCIIeBa€MOCTH:
UH(OPMAIIIOHHOH CUCTEMBI, Hay4YHOU — KOHTPOJIbHBIE
JITK-004-5.1,
MOJUIC)KAIINX 3aLIHTE. 4 6 JIUTEPATYPHI. paborTsr; JITTK-004-5.2
Onpenenenue HCTOYHUKOB Pabora ¢ — TIpoBepKa '
yrpo3 7 3JIEKTPOHHBIMHU WHJIUBUIYaTIbHBIX
OuOIIMOTEKAMH. 3ajaHu’
[onck
JIOTIOTHUTENBHOMN
HHPOPMAIHH 10
3aJJaHHOM TeMe
2.2 Hanbonee gacto INonroroska x .
€aM3yeMble YTPO3bI 4 20 I aII:TI/I‘leCKOM Tewyuwii xourpom, | JUTK-004-5.1,
P M ' p y YCIIEBaEMOCTH: JITK-004-5.2
BrisBiieHne crioco6oB 3aHATHIO.




peai3aly yrpo3

CaMOCTOSTENbHOE
H3y4eHue
yueOHOM U
Hay4YHOU
JUTEPATYPBHI.
Pabota ¢
3JIEKTPOHHBIMHU
OMOIMOTEKAMH.
TTouck
JIOTIOJTHUTEIBHOM
nHdopManuy 1o
3aJIaHHOU TeMe

— YCTHBIH OIIpOC
(cobecenoBanue);
— KOHTPOJIbHEIE
paboTsI,

— MpoBepKa
WHUBUAYaIbHBIX
3aJIaHUuN

TToaroroBka k

HWroro no pazneny

NIPAKTHYECKOMY
3aHATHIO. Texymmuii KOHTPOJIb
CamocrosTensHOe YCIIEBaEMOCTH:
U3y4YeHHE — YCTHBIH O1IpOC
yueOHO U (cobecenmoBanue);
2.3 Yrpo3sl MOOMIIBHBIM 4 109 HayHHom B KOHT6p OHB‘HHe JIIK-004-5.1,
yCTpoicTBaM. ' JIATCPATYPEL. PaboTer, JITK-004-5.2
PaboTa ¢ — CEMHHApCKHE
AJIEKTPOHHBIMHU 3aHATUS;
6ubnroTexamu. — IIpoBepKa
Touck WH/IMBUTYaJIbHBIX
JIOTIOJTHUTEIbHON 3a/laHui
UHPOPMAIIUH T10
3aaHHON TEME
HWroro no pazaeny 12 36,9
3. Mogens yrpo3 UCITIx
MHGOPMALTMOHHOW CHCTEMBI
TI€PCOHAIBHBIX JTAHHBIX
IloaroroBka k
MPaKTUYECKOMY
3aHATHIO. Texymmuit KOHTPOJIb
CamocrosTensHoe YCIIEBaEMOCTH:
U3y4eHHe — YCTHBIH o1rpoc
yueOHOM U (cobecemoBanmue);
3.1 Yrpo3sl 6e3onacHOCTH HayqIHOU — KOHTPOJIbHEIE
JITK-004-5.1,
I1/11. Kanansr peanuzanumn 8 17 JTUTEPaTypPHI. paboTsI, JIK-004-5.2
yrpo3 6e3onacuoctu I1J1H. Pabora ¢ — CeMHHapCKue '
AJIEKTPOHHBIMHU 3aHATUS;
6ubnrorexamu. — IIpoBepKa
ITounck WHIMBUYaJIbHBIX
JOIIOJIHUTESIIFHOM 3aJaHuN
UHPOPMALIUH T10
3aJJaHHON TeME
ITogroroBka k
NPaKTUYECKOMY
3aHATHIO. Texymuit KOHTPOJIb
CamocrosTensHoe YCIIEBaEMOCTH:
U3y4yeHHe — YCTHBIH o1poc
3.2 Knaccabuamms yrpos yqe6H0171uM (cobecenoBanue);
Oe3omacHOCTH HayHHou - KOHTPOJIbHRIE JITTK-004-5.1,
6 10 JIUTEPATYPHI. paboTsI,
MEPCOHANBHBIX TAHHBIX 110 JIIIK-004-5.2
crocoBy peanHsamm Pabota ¢ - CeMI/IHapC.KI/Ie
AJIEKTPOHHBIMHU 3aHSATHS,
6ubnroTexamu. — TIpoBepKa
ITounck WH/IMBUTYaJIbHBIX
IOIIOJIHUTEIIFHON 3aJaHuN
nHdopManuy 1o
3aJJaHHOM TeME
14 27




4. MeToauKu NOCTPOEHHUS JIepeBa
yrpos

TToaroroBka k

IIPaKTHYECKOMY
3aHATHIO.
CamocrosTenbHOE
4.1 Pa3paboTka Moenu
N U3ydeHHe
UHPOPMAITIOHHO N N
y4eOHOit u Tekymuuii KOHTPOJIb
0€30MacHOCTH C y4ETOM HAVIHO CHICBACMOCTH:
peann30BaHHbIX 3aIUTHBIX i Y ’ JIIK-004-5.1,
7 6 6 JUTEPATYPBHI. — IpoBepKa
Mmep. DopMupoBaHUE JIIK-004-5.2
Pabora ¢ WHIUBUAYaIbHBIX

MIepEeYHS aKTHBOB, .

JNIEKTPOHHBIMHU 3amaHui
OIIpeieNeHNe UX

OubIMoTeKamMH.
3HAYUMOCTH JUIS1 KOMITAHHU

ITouck
JIOTIOJTHUTEIbHON

UH(OPMAIUH 10

3aaHHON TEME
HWroro no pazaeny 6 6
Hroro 3a cemectp 36 71,9 3a4éT
Hroro no aucuuruinye 36 71,9 3a4er




5 O0pa3oBaTesibHbIE TEXHOJIOTHH

Jis peanu3anuy npeaycMOTPEHHBIX BUIOB yueOHOM paboThI B KauecTBe
00pa3oBaTEeNbHBIX TEXHOJIOTHH B MPETOaBaHUH JUCIUTUIMHBI UCTIOIB3YIOTCS:

1) TpanumoHHasi TEXHOJIOTHUS, BKJIIOYAIOIIAsi B ce0s1 00bACHEHHE MPEIo1aBaTess Ha
JIEKIHSIX, CAMOCTOSITEIbHYIO pab0Ty ¢ Y4eOHOMH M CIIPaBOYHOM JTUTEPATYPOH MO
JMCLUUIUIMHE, BBITIOJTHEHUE 3a/1aHUH [T0 METOJMYECKUM yKazaHusM. 2) PaznensHo-
KOMIIETEHTHOCTHASI TEXHOJIOTHsI, BKIIOYAIOMIAs B C€0sI dKECTKOE CTPYKTYPUPOBAHHE
CoJiepKaHusl yueOHOTO MaTeprasa, COMPOBOKIAIOIIAICS 00sM3aTEIbHBIMU OJIOKAMU
JIOMAIIIHUX 33JaHUH, KOHTPOJIbHBIX paObOT U TECTUPOBAHHEM IO KaXI0H TeMe CoepKaHus
Kypca. 3) UaTepakTHBHBIEC TEXHOJIOTHH — OpTaHU3aIUs 00pa30BaTeIbHOIO MpoLecca,
KOTOpas MperoiaracT akTHBHOE M HEIMHEHHOE B3aMMOACHCTBIE BCEX YUACTHUKOB,
JOCTIIKEHHE Ha 3TOW OCHOBE JIMYHOCTHO 3HAYMMOTO JUI HUX 00pa30BaTeIbHOTO Pe3ysbTaTa.
Hapsiny co cnennanu3upoBaHHBIMU TEXHOJIOTHSIMU TAKOTO POAA MPUHIUI HHTEPAKTUBHOCTH
MIPOCIICKUBACTCS B OOJIBIIMHCTBE COBPEMEHHBIX 00Pa30BaTEIbHBIX TEXHOJIOTHH.
HHTEepakTHBHOCTD MMO/Ipa3yMeBacT CyObhEKT-CyOBEKTHBIEC OTHOIICHUS B XOJI€
00pa3oBaTeIBLHOIO NpoIlecca U, KaK ClIeACTBHAE, (OPMUPOBAHUE caMOpa3BUBAIOIICHCS
MHGPOPMAIIMOHHO-PECYPCHOM cpefibl. 4) TeXHOIOruH MPOoOIEMHOTO 00YUYCHUS — OpraHU3aIUs
00pa3oBaTeNBLHOrO MPOIIecca, KOTopast MPEIoJiaracT MoCTaHOBKY MPOOJIEMHBIX BOIIPOCOB,
CO3JIaHKE Y4EOHBIX MPOOIEMHBIX CUTYAIUH ISl CTUMYJIMPOBAHUS aKTUBHOM
M03HABATEIBHON IEATEIBHOCTH 00yUaromumxcs. 5) UrpoBbie TEXHOIOTHH — OPraHU3aIHsI
00pa3oBaTeILHOIO POIIecca, OCHOBAaHHAS HA PEKOHCTPYKIIUK Mojienel oBeaeHuss Oopmbl
y4eOHBIX 3aHSATHI C HCIIOIB30BAaHUEM TPEJIOKEHHBIX CIICHAPHBIX YCIOBUH. 6) TexHOMOTHH
MIPOEKTHOT'O O0YYEHHUSI — OPraHU3alus 00pa30BaTEIBLHOIO MPOIIECCa B COOTBETCTBUU C
JITOPUTMOM IO3TAITHOTO PEIICHUS MPOOJIIEMHON 3a/1a4¥ WM BBITIOJIHEHUS YUeOHOTO
3aJIaHHS.

[TpoekT mpenmnoaraeT COBMECTHYIO yUeOHO-II03HABATEIBHYIO JACSITEIBHOCTD IPYIIITBI
oOyuarouxcsi, HalpPaBJIEHHYIO Ha BEIPA0OTKY KOHIIETII[MH, YCTAaHOBIICHUE TIeNiei U 3a/1ad,
(OpMYIMPOBKY OKH/IaEMBIX PE3yIbTATOB, ONPEAEICHNE IPUHIUIIOB U METOUK PEIIeHUsS
MOCTaBIEHHBIX 33724, TUIAHUPOBAHUE X012 paOOThI, TOUCK JTOCTYITHBIX U ONTHMAIbHBIX
pecypcoB, MO3TAMHYIO peaIN3aLUIO TUIaHa paboThl, MPE3EHTALMIO Pe3yAbTaTOB paboThl, UX
ocMbIcieHue 1 peduiekcuto. 7) MHpopMamoHHO-KOMMYHHMKAIIMOHHbBIE 00pa30BaTeIbHbIE
TEXHOJIOTUH — OpraHu3anus o0pa3oBaTeIbHOIO Mpollecca, OCHOBaHHAs Ha IPUMEHEHUH
CMELUANU3UPOBAHHBIX IPOIPAMMHBIX CPEJl U TEXHUYECKUX CPEJCTB paboThI ¢
uHpopmanmen.

6 Y4eOHO-MeTOqMYECKOE 00ecTIedeHHe CAaMOCTOATEILHOM padoThl 00y4YaoImmXxcst

[IpencraBieno B mpuiioxeHuu 1.

7 OueHOYHbIE CPEACTBA LISl IPOBEICHUS MIPOMEKYTOYHOM ATTeCTALUN
[IpencraBieHbl B IPUIOKEHUU 2.

8 YueOHO-MeTOAMYECKOE U MH(OPMAIIMOHHOE o0ecTeyeHne TUCIMIIHHbI

a) OcHoBHas JUTEpaTypa:

1. BaykoB, A. A. 3amwuTa nnpopmanuu : yaeOHUK a7 By30B / A. A. BHykoB. — 3-¢
u31., nepepad. u gon. — Mocksa : M3natensctBo FOpaiit, 2026. — 161 c. — (Beiciee
obpazoBanue). — ISBN 978-5-534-07248-8. — TexkcT : anekrponnsiii // OOpa3oBaTenbHas
atdopma IOpaiir [caiit]. — URL: https://urait.ru/bcode/584050 (nara oOpameHus:
10.03.2026).

2. 3amuta uHpopmarun : yaedHoe mocoodue / A.IT. Kyxk, E.IL. XKyk, O.M. Jleneurkus,
AWM. Tumomkun. — 4-e¢ u3a. — Mocksa : PUOP : UHOPA-M, 2026. — 398 ¢. — (Bricmiee
obpazopanue). — DOI: https://doi.org/10.29039/ 03014-1. - ISBN 978-5-369-



03014-1. - Tekcr : anextponHbIi. - URL: https://znanium.ru/catalog/product/2242341 (nara
obpamenusi: 10.03.2026). — Pexxum qoctyma: 1mo momucke.

3. Ma3nun /J[. H. AxMuHuCcTpupOBaHEe KOMIIBIOTEPHBIX CETE : yueOHOe mocodue
[uist By30B] / [I. H. Masuus, 0. A. Ma3zauna. - Marautoropck : MI'TY um. I'. W. Hocosa,
2023. - 1 CD-ROM. - 3armx. ¢ tutyn. skpana. - URL:
https://host.megaprolib.net/MP0109/Download/MObject/21027. - ISBN 978-5-9967-2906-7.
- TekcT : aneKTpoHHBIN. - nata oopamenus: 10.03.2026.

4. IIpoTUBOACICTBHE MIPECTYIUICHUSIM, COBEpIIIaeMbIM B chepe NHHOPMAITMOHHBIX
TEXHOJIOTHH : yueOHuK / o Hayd. pen. M. A. Kanuanyenko. — Mocksa : UHOPA-M, 2024.
— 642 c. — (Beicmiee oopazosanne: Cnenmanurer). — ISBN 978-5-16-017838-7. - Tekcr :
anekTponHsbii. - URL: https://znanium.ru/catalog/product/2121606 (nara obpamieHus:
10.03.2026). — Pesxum gocTyma: mo mojamnucke.

0) JonosHuTebHAS JJUTEpaATYpA:

1. Monens yrpos I1JI. : Oprann3annoHHO-pacnopsguTeNIbHas JOKYMEHTAIUS 110
sammure [1]] [DnexTponHslit pecypc]. HanmoHanbHbI OTKPHITHIA YHUBEpCUTET «HTYHTY/ .-
Pesxxum noctyna: http://www.intuit.ru/studies/courses/697/553/lecture2447.- 3arnasue ¢
JKpaHa.

2. Becenos, I'. E. MeHnemkMeHT prcka HHPOPMAITMOHHON 0e30macHOCTH: Y4ueOHoe
nocodue / Becenos I'.E., A6pamos E.C., Illunos A.K. - Taranpor: FOxHbIi henepanbHbiii
yauBepcuteT, 2016. - 107 c.: ISBN 978-5-9275-2327-5. - TekcT : anexTponHsIii. - URL:
https://new.znanium.com/catalog/product/997108 (agara obparuenus: 20.01.2023)

B) MeToanuyeckue ykasaHus:

1. MeToauueckue yKa3aHus M0 BBIMOJHEHUIO MpakTHueckux padbot. ([Ipunoxenue 3.)

2. Meroanueckue yka3aHus 1O BBIIOJIHEHUIO BHEAYAUTOPHBIX CAMOCTOSTEIbHBIX
pab6ort. (ITpunoxenue 4.)

r) [Iporpammuoe odecnieuenue u UnTepHeT-pecypcehi:

IIporpammHoe odecnevenue

HaunmenoBanue .
10 Ne noroopa CpoKk JeiicTBUS JIMIICH3UH

MS Off_lce 2007 No 135 ot 17.09.2007 OeccpovYHO
Professional
7Zip cB00OIHO pacnpocTpansemoe [10 OeccpovyHO
LibreOffice cB0OOHO pacnpoctpansemoe [10 0eccpovHO
F'\,/: gf(e)si;filgﬁaZIOOB Ne 135 ot 17.09.2007 6eccpodHo
FAR Manager cB00OOTHO pacnpocTpansiemoe [10 OeccpovYHO
Linux Calculate cB000OIHO pacnpocTpansemoe [10 6eccpodHO

IpodeccuonanbHbie 6a3bl JaAHHBIX M MH(POPMALMOHHBIE CIIPABOYHbIE CHCTEMbI

Hassanme kypca CcplIKa

HarmonansHas mHGOpPMAIIMOHHO-aHATTUTHYECKAS URL:
cucrema — Poccuiickuii nHaeke HaydHoro nutupoBanus | https://elibrary.ru/project_risc.
(PMHLI) asp




Nudopmanmonnas cucrema - HopMatuBHBIC TpaBOBHIS
aKThl, OpraHU3aMOHHO-PACTIOPSAIUTENbHbIC _zashchita-

OKYMEHTbI, HOPMaTUBHBIE U METOUUYECKHE . . .
HOXYM > FOP a informatsii/dokumenty-tzi?

JIOKYMEHTBI U TTOJATOTOBJICHHBIC MMPOCKTHI JIOKYMEHTOB S
o Texunueckoi 3amure nHpopmanuun CTIK Poccun ysclid=lujknksfy724757053

https://fstec.ru/tekhnicheskaya

WudopmannonHas cucrema - baHk 1aHHBIX yrpo3 https://bdu.fstec.ru/?
6e3zonacHocTr nHpopmanuu PCTIK Poccun ysclid=lujkqy7cnw630508962

9 MaTtepuajJbHO-TEXHHYECKOe o0ecreyeHne TUCUUIINHBI (MOIYJIs1)

MarepuanbHO-TEXHUYECKOE 00ecTieueHrnEe JUCIUTIIMHBI BKIIOUALT:

JlexumoHHbBIE Ay AUTOPHH:

- MynbTuMeauitHbIe CpeACTBa XPaHEeHUS, TIEpejaul U IPECTaBIeHUs HH(OPMaLIUU.

Y4eOHble ayIUTOPUH JJIs IPOBEACHUS MPAKTUYECKUX 3aHATHIM, TPYNIOBBIX U
WHIUBUAYAIBHBIX KOHCYJBTAIIUHN, TEKYIIETO KOHTPOJIS U MPOMEKYTOYHON aTTeCTallUu:

- [lepconanbubie komnbioTepsl ¢ [10, BeixogoM B IHTEpHET U ¢ JOCTYIIOM B
ANEKTPOHHYIO0 HH(OPMALIMOHHO-00pa30BaTENIbHYIO CPEy YHUBEPCUTETA.

[TomereHus Al CaMOCTOSTENbHOM pabOThI 00YJaIOIIUXCS:

- [Iepconanbubie komnbioTepsl ¢ [10, BeixogoMm B HTEpHET U ¢ JOCTYIIOM B
ANEKTPOHHYIO0 HH(DOPMALIMOHHO-00pa30BaTENIbHYIO CPEy YHUBEPCUTETA.



Ipuioxenne 1
Y4eOHO-MeTOAMYECKOE 00ecTiedeHHe CAMOCTOSATEIbHOM PadoThl 00y4aArOINXCSI

AyauTopHas caMOCTOATeNIbHas paboTa oOO0ydalmMXcs Ha MPAKTHYECKUX 3aHATHUSIX
OCYIIECTBIISICTCA TIOJI KOHTPOJEM IIPENojaBaTesis B BHJAC PEIICHHUs] 3aJad W BBIMOJTHEHUS
VIIPaXHEHUH, KOTOPHIE OMpeAeIsieT MPernoaaBarelb Uisi 00y4aromlerocss ¢ HCIOJIb30BaHUEM
meronos IT.

BreayauropHasi caMocTOsITeNIbHAS pad0Ta 00yJarONINXCsl OCYIIECTBISICTCS] B BUJIC YTCHUS
JUTEPATYphl IO COOTBETCTBYIOIIEMY pa3feny ¢ IpopadOTKOW Marepuaja M BBIMOJHEHUS
JOMAIIHUX 33JaHui C KOHCYJIbTAIlMSIMU TMperojaBaTessi, a TakK € C IPUMEHEHUEM
KEHMC-TEXHOJIOTHIA.

a) KOHTpOJIbHLIe BOIIPOCHI U 3aJaHUA 1JISl IPOBCACHUA TCKYIIEIr0 KOHTPOJIA

Yro Takoe kubepOe30nacHOCTh U MOYeMy OHA BayKHA?
Kakue ocHOBHBIE LI€TTH TIPECIICAYIOT 3I0YMBIITUICHHUKA B KHOEPIIPOCTPAHCTBE?
Kakwue cyniecTByIOT OCHOBHBIE TPUHIIMITBI OOecTieueHus: KubepOe30nacHOCTH?
OnuimTe OCHOBHBIE KATETOPHH YIPO3 KHOEpOE30MacHOCTH.
UYto Takoe ysI3BUMOCTb, YIP03a M PUCK B KOHTEKCTE KHOepOe30macHOCTH?
Kakue cy1iecTByrOT 3Taribl )KU3HEHHOT'O IIUKJa YTPO3bl?
OOBscHUTE PA3HULLY MEX]Ty aKTUBHBIMHU M ITACCUBHBIMH aTaKaMH.
Kakne ocHOBHBIE METOABI  3amMTHl  HH()OPMAIMM  HCIONB3YIOTCS  JIJIS
MIPOTUBOJICUCTBUS yrpo3am?

9. Uro Takoe mONMTHKAa OE30MACHOCTH W KakoBa €€ pojb B 00ecre4eHuu
KrOepOe30macHOCTH?

10. Kakue cymecTByIOT OCHOBHBIE MEXIYHApOJHBIE M HAIMOHAIBHBIC CTaHAAPTHI B
obnactu kubepbde3onacHocTH?

11. Kakue OCHOBHBIE THWIBI CPEJACTB 3alIUThl HWH(OpPMAIMKM HCIONB3YIOTCS B
MH(POPMALMOHHO-aHATUTUYECKUX CUCTEMaX?

12. KakoBbl OCHOBHBIE (QYHKIHU MexceTreBoro »dkpana (firewall)? Kakue Tumb
MEXKCETEBBIX IKPAHOB CYIIECTBYIOT?

13. Yro Takoe cucrema oOHapyxeHus BTopkeHuit (IDS) m xak ona pabotaer? Kakue
tunel IDS cymectByror?

14. Yro Takoe cucrema npenorBpaiieHus BTopkeHuid (IPS) m uem ona ornmuaercs ot

LN~ wNE

IDS?

15. OnwumunTe npuHIUIBL paObOThl aHTUBUPYCHOT'O MTPOIPAMMHOT0 00ECIIeUEHUSI.

16. Yro takoe SIEM (Security Information and Event Management) cucrema u kakoBa ee
poJib B o0ecrieueHur KnbepOoe30macHOCTH?

17. KakoBbl OCHOBHbBIE IPUHIUIMBI PabOTHI cucTeM KOHTpoJs aoctyna? Kakue monenu
KOHTPOJISL TOCTYMa CYIIECTBYIOT?

18. YUro Takoe mmdpoBaHue M ANA 4YEro OHO Hcmoybdyercsa? Kakue anropuTmbl
m@poBaHus Bbl 3HaeTe?

19. O6bacuuTe npunnunsl padotsl VPN (Virtual Private Network).

20. Yro takoe nByx(akTopHas ayTeHTUDHUKAIMS U TIOYeMy OHa BakHa?

21. OmnummMre OCHOBHBIE TUIIBI CeTEBBIX aTak (Hampumep, DDoS, MITM, sniffing).

22. Urto Takoe CKaHWPOBAaHHUE MTOPTOB U KaK OHO MCIOJIB3YETCS 3II0YMBIIUICHHUKAMH?

23. OObsicHuTe, kak pabortaer mportokon TCP/IP u kakue ys3BUMOCTH MOTYT OBITh
CBSI3aHBI C €TO UCTIOH30BAHUEM.

24. Yrto takoe DNS-cny(uHT U KaK OT HEro 3alUTUTHCS?

25. Kakue cymiecTByIOT METO/IbI 3alTUThI OecripoBoaHbIX ceTert (Wi-Fi)?

26. Onummre OCHOBHBIE IPUHIUITBI IIOCTPOEHUS 0€30MaCHON CETEBOI apXUTEKTYPHI.

27. Uto Takoe cerMeHTaIus CeTH U 3a4eM OHa Hy)KHa?

28. Kakue WHCTPYMEHTBI HCHOJB3YIOTCS [UIi MOHUTOPHUHIA CETEBOro Tpaduka u
0OHapy>XCHUST aHOMAJTHIA?



29. KakoBbl OCHOBHBIE ATaIlbl YIIPABJICHUS! pUCKaMH B KHOepOe301macHOCTH?

30. OnummuTe OCHOBHBIE MEpHl 10 oOecrnedeHuio (Qu3nueckol 0e30MacHOCTH
UH(POPMALIMOHHBIX CHCTEM.

31. KakoBa poiib 00y4eHUs U MOBBIIICHUSI OCBEIOMIICHHOCTH T0JIb30BaTENIeH B 00JIACTH
kubepbOe3onacHocT?

32. Kakue mpoueaypbsl HEOOXOIUMO BBHINONHATh TPU OOHAPYKCHHHM WHIHIICHTA
kubepoOe3onacHocT?

33. Uto Takoe miaH BoccTaHoBieHHs mociie aBapuu (Disaster Recovery Plan) u kakoBa
ero 1eip?

34. Kak obecnieunTh 6€30MacCHOCTh 00JIAUHBIX cpen?

35. Yro Takoe TECTUPOBAHUE HA MPOHUKHOBEHUE (TICHTECT) M KaK OHO MCTIOIb3YeTCs JUIS
oIleHKH ypoBHs 6e3omacHoct UC?

36. Kak obecrieunts Oe3omacHOCTh BeO-mpmiiokeHnit? Kakue THIBI yA3BUMOCTEH
BEO-TIPUIIOKEHUI HanOoJIee PaclipoCTpaHEeHbI?

37. Kaxk obecrieunTh 6€30MacHOCTh 0a3 TaHHBIX?

38. UTto Takoe ayaut 0€30MaCHOCTH U KaK OH IPOBOJUTCS?

39. Kak oOecneuyuTh COOTBETCTBHE TPEeOOBAaHHMAM  PETYISITOPOB B  00JacTu
KrnOepOe301macHOCTH?

40. Yto TaKoe ynpapieHHE ySI3BUMOCTSIMH U KaK OHO OCYIIIECTBIISICTCS?

0) [IpuMepbl HHAMBUAYAJIbHBIX TOMAIITHUX 3aJaHUH

1. Ucnonszys Nmap, npoBeguTe CKaHUPOBAaHME 3aJaHHOM CETM U OINpelenuTe
OTKPBITHIE TIOPTHI, pabOTAIOIIME CIY)XOBI M OINEpalMOHHBIE cucTeMbl XocToB. Cdopmupyiite
OTYET O pe3yjIbTaTaX CKaHUPOBAHMSL.

2. Hactpoiite 3amaHHBII MEXCETEBOW OSKpaH /s 3alIUThl 3aJlaHHOMW CHCTEMBI.
Pazpemnte ToabKk0 HEOOXOAMMBIE COETUHEHUS U 3a0JIOKMPYHTE BCEe OCTajbHbIE, C(HhOpMUpYHTE
ckpunt. CocTaBbTe OTUYET O MPOJIEIIAHHON pabOTe C C OMUCAHWEM TPABWI U 0OOOCHOBAHHUEM HX
HE00XO0IUMOCTH.

3. Hcnonb3ys ckanep yszpumocteld Nessus (i OpenVAS), mpoBenuTe CKaHUPOBaHHE
3aJJaHHOM CHCTEMBI U OlpeJeNIuTe nMeromuecs ysa3BuMoctu. ChopMHupyHTEe OTUET O pe3yabTaTax
CKaHUPOBAHMUSA C YyKa3aHWEM OOHApYKEHHBIX YSA3BHMOCTEH, HX YPOBHS ONACHOCTH U
pEeKOMeH1alui 10 YCTPaHEeHHUIO.

4. Hactpoiite web application firewall mis 3amuTsl 3aJaHHOTO BEO-TIPUIIOKEHUS OT
pacripocTpaHeHHbIX arak. CocTaBbT€ OTY4ET O MPOJAETaHHOM paboTe, OMUCaB MpaBUiIA
KOH(HUTypaluy U UX Ha3HaYCHHUE.



Ipuio:xkenne 2

OIIeHO‘lHLIe cpeacrea Jid MPpoOBEACHUSA l'[pOMe)KyTO‘lHOﬁ aTTeCTallumn

a) [lnanupyemble pe3y/ibTaThl 00yUeHHs] U OLIEHOYHbIE CPeICTBa /IJisl IPOBeIeHHs
MPOMEKYTOYHOM aTTeCTAUMHU

Kon
WHIUKAaTOpa

Nunukarop
IOCTHIKEHUSI
KOMIIETEHI[UHA

OneHouHble CpeaCcTBa

JIIK-004-5 Crnocoben obecrieunTs (DYHKIMOHUPOBAHHE CPEICTB 3alIUThl MHPOPMALUU B
MH()OPMAIMOHHO-aHATUTHYECKUX CUCTEMAax
— JIIIK-004-5.1 Ilpumensiet 3HaHust B 00J1aCTH O€30aCHOCTH BBIYMCIUTEIBHBIX CETEH B
UH(POPMALIMOHHBIX CUCTEMAX
— JIIK-004-5.2 TlpumeHsieT 3HaHHMS B OpraHM3allid Mep 1o 3amuTe WHpopManuu B
npoIiecce SKCITyaTalnuyd HHPOPMAMOHHBIX CHCTEMAX

JITK-004-5.1

[Tpumensier
3HAHMUS B
obnactu
0e301macHOCTH
BBIUMCIUTEIbHBI
X CeTe B
nHpOpMaInoOHH
BIX CUCTEMAaX

Teoperuueckue BOIPOCH! K 3a4ETy:
1. UYro rtakoe xkubOepOe30macHOCTb W TOYeMy OHa
Ba)kHa?

2. Kaxkue OCHOBHBIE eNTu MPECIeyIoT
3NOYMBIIUIEHHUKH B KHOEPIIPOCTpaHCcTBE?

3. Kakme  CymecTBylOT ~ OCHOBHBIE  TPUHIIMIIBI
obecrieueHust KuoepOe301macHoCTr?

4. Onumure OCHOBHBIE KaTeropuu yrpo3
KrOepOEe30MacHOCTH.

5. Uto Takoe ysA3BHMOCTb, YIpO3a U PUCK B KOHTEKCTE
kubepbe3onacHoCcTH?

6. Kakme cymecTByroT OJTambl >KM3HEHHOTO IIMKJIA
yrpo3bl?

7. OObsicCHUTE pa3HUIy MEXAY aKTUBHBIMH U

MAaCCUBHBIMU aTaKaMH.

8. Kakue OCHOBHBIE METOIBI 3aIIUTH HH(pOpMAIIH
UCTOJIB3YIOTCS JUIsl TPOTUBOJACHCTBUS yrpo3am?

9. UYro Takoe moymMTHKa 0€30MaCHOCTH U KaKOBa €€ POJib
B o0ecrieyeHnu kubepoe3onacHOCTH?

10. Kakue cymecTByIOT OCHOBHBIE MEXIYHAPOIHBIE U
HaI[MOHAJIbHBIE CTAHIAPTHI B 001acTH KHOepOe30nacHOCTH?

11. Kakue  OCHOBHBIE  THUIIBI  CPEACTB  3aIUTHI
uHpopMaluu UCTIOJB3YIOTCS B
MHPOPMANMOHHO-aHAIUTHYECKUX CUCTeMaX?

12. KakoBbl OCHOBHbBIE (YHKIIMHM MEXKCETEBOIO JKpaHa
(firewall)? Kakue TUITBI MEXKCETEBBIX SKPAHOB CYIIIECTBYIOT?

13. Yro Takoe cucrema oOHapyxeHus Bropxenuit (IDS)
1 Kak oHa paboraer? Kakue tumsl IDS cymectByror?

14. Yro Takoe cucreMa MNpPEIOTBPALICHUS BTOPKEHUN
(IPS) u uem ona otnnyaercs ot IDS?

15. Onumure NpUHUMIB  PaOOTHI
MIPOrpaMMHOTO 00eCTIeUeHHS.

16. Yro takoe SIEM (Security Information and Event
Management) cuctemMa U KakoBa €€ pojib B OOECIeYeHUH
kubepbe3onacHocTH?

17. KakoBbl OCHOBHBIE TPHUHIUIIBI PabOTBI CHUCTEM
KoHTposst poctyna? Kakue Moaenum KOHTpOJsS JocTyna
CYIIECTBYIOT?

AHTUBUPYCHOT'O




Kon
UHMKATOpa

Nunuxarop
IOCTHKEHUS
KOMIIETEHIINU

OueHoYHbIE CPEACTBA

18. Uro Takoe mmppoBaHWE H I UYETO OHO
ucnonb3yercs? Kakue anropurMel mu@poBanus Bbl 3HaeTe?

19. O6bscuute npunuuns! padotsl VPN (Virtual Private
Network).

20. Yto Takoe AByX(aKTOpHas ayTeHTH(PHUKAIHUA |
oYeMy OHa BakHa?

21. OnummuTe OCHOBHBIC THITHI CETEBBIX aTak (HampuMmep,
DDoS, MITM, sniffing).

22. Yto Takoe CKaHMpPOBAaHWE IIOPTOB U KaK OHO
UCIIOJIb3YeTCsl 3I0YMBIIICHHUKAMU ?

23. OOmwscuure, kak padoraet npotokon TCP/IP u kakue
YSI3BUMOCTH MOTYT OBITh CBSI3aHBI C €r0 MCII0JIb30BaHUEM.

24. Yto Takoe DNS-cnmy¢puHr ® Kak OT HeEro
3aIUTUTLCA?

25. Kakwue cymecTByIOT METOBI 3aIUTHI OECIIPOBOIHBIX
cereit (Wi-Fi)?

26. OnumuTe OCHOBHBIE MNPHHIUIBI  MOCTPOCHHS
0e301acHO ceTeBOil ApXUTEKTYPHI.

27. Yrto Takoe CerMEHTAIUs CETH U 3a4eM OHa HYy)KHa?

28. Kaxkue MHCTPYMEHTHI UCIIOJIb3YIOTCS Ui
MOHMTOPHHIA CETEBOr0 Tpaduka u 0OHApYyKEHUS aHOMaIINi?

[TpuMepsl MpakTUUECKUX 3aJaHU JJIS 3aUeTa:

1. C nomomrsio porpaMMbI-aHaIu3aTopa Tpaduka s
KOMIbIOTepHbIX ~ ceTed  Wireshark  mepexBatutre U
IpoaHaNu3upyiire cereBoi Tpapuk. OmpeneiauTe THUIIbI
NPOTOKOJIOB,  HCIOJIb3YyeMbIX B  CeTH, M  BBIIBUTE
MOTEHLIMAIBHO onacHble coeiMHeHus. ChopMupyiTe oT4eT 0
pe3yJbTaTax aHaJInu3a.

2. Tlpoanamusupyiite aor-gaiibl BeO-cepBepa,
CHUCTEMBl KOHTPOJS JOCTYyNa MM MEXKCETEBOro HKpaHa.
BeisiBUTE  MOAO3pHUTENBHBIE  COOBITUSI W TIOTIBITKH
HECaHKIIMOHUpOoBaHHOTO Joctymna. Cdopmupyite oT4eTr 0
npojelaHHOM  paboTe C  ONHMCAaHUWEM  BBISBIEHHBIX
M0JI03PUTENBHBIX COOBITHIA, ux BO3MOXHBIMH
NOCJECTBUSIMUA U PEKOMEHJAllMSIMU TIO0 3allIUTe.

JITK-004-5.2

IIpumenser
3HaHUS B
OpraHu3aluu
Mep 10 3alluTe
uHpOpMaLuU B
nporecce
AKCIUTyaTalluu
UH(pOPMaLIOHH
BIX CUCTEMAX

Teoperuueckue BOIPOCH! K 3a4ETy:

1. KaxoBBI OCHOBHBIE ATaIlbl YNPABICHHUS PUCKAMHU B
kubepbOe3onacHocTn?

2. Onummute OCHOBHBIE MEphl 1O OOECIICYCHHIO
¢du3nueckoit 6e30macHOCTH UH(HOPMAIIMOHHBIX CUCTEM.

3. KakoBa ponp  oOyueHHSs W TIOBBIIICHHUS
OCBEJIOMJICHHOCTHU noJjb30BaTeen B o0nactu
kubepOe3onacHoCTH?

4. Kakue mnpoueaypbl HEOOXOIMMO BBIIOJIHATH MPHU
OOHapyXeHUH MHIHICHTa KHOepOe30macHoCTH?

5. UTo Takoe MJaH BOCCTAHOBJIEHUS IOCJE AaBapUH
(Disaster Recovery Plan) u kakoBa ero nenb?

6. Kak obecieunts 6€30MacHOCTh 0OJAYHBIX Cpenl?

7. Yto Takoe TECTUPOBAaHME HA IPOHUKHOBEHHE
(eHTeCT) M KaK OHO HCIOJIb3YETCSl JUIsl OLEHKH YPOBHSI




Nunuxarop
IOCTHKEHUS OueHoYHbIE CPEACTBA
KOMIIETEHIINU

Kon
UHMKATOpa

6e3onacHoctu UC?

8. Kak obecrneunth 0€30maCHOCTh BEO-TIPHIIOKEHUIN?
Kakue tumbl ys3BUMOCTEH BeO-TIpUIIOKEHHUN Hamboee
pacrpoCcTpaHeHbI?

9. Kak obecnieunts 6€30macHOCTh 0a3 JaHHBIX?

10. Yro Takoe aymuT O€30mMaCHOCTM M KaK OH
MPOBOJUTCS?

11. Kak o0ecneynuTh COOTBETCTBHUE TPEeOOBAHUIM
PEryJIsTOpPOB B 00J1aCTH KHOEpOEe30macHoCTH?

12. Yro Takoe ymnpaBieHHE YS3BUMOCTSMH U KaK OHO
ocyuiecTBisiercs?

[TpuMepbl MPaKTHYECKUX 3aJaHU JIJIs 3aUeTa:

1. Hcmone3ys Hydra, mpoemute bruteforce araky Ha
3ajaHHyl0 ciyx0y. Hactpoiite 3amury ot bruteforce atak.
Cdopmupyiite oT4eT 0 TpOACIAHHOW paboTe, OIMHUCAB
npoBefeHHyo bruteforce araky, omeHuB 3¢¢GEKTUBHOCThH
3alIMTHI U 1aB PEKOMEHIAINH IO €€ YCHIICHHIO.

2. Tlomyunte x3m mapoins. Ilombeputre mapois,
UCTIONB3Ysl pa3iuyHble ClIoBapu © TexHUKU. OrneHute
CTOMKOCTB mapoJisi. CoOCTaBbTE OTYET O MPO/JICIIaHHON padoTe,
JIaB PEKOMEHIAINY TI0 CO3/IaHHIO HAJCKHBIX MapoJIeH.

3. Ha  ocHOBe  CMOJAEIMPOBAHHOTO  HMHIUICHTA
0€30IaCHOCTH CO3JalTe OTYET 00 MHIMACHTE, BKIIOYAIOIIMI
OINKCaHKUE MHIMJIEHTA, €eT0 MOCIEICTBUS U IPUHATHIE MEPHI.

4. TlpoBemuTe OIEHKY PHUCKOB O€30MACHOCTH IS
3aJJaHHOM MHPOPMALMOHHOM crcTeMbl. OnpeenuTe akTHBHI,
yrpo3bl,  YSI3BUMOCTH M BO3MOXKHBIE  TOCJIEICTBHSL.
ITpenyiosxuTe Mephbl MO0 CHUKEHHUIO PHCKOB.

6) HOpﬂ}IOK MpoOBECACHUSA l'lpOME)KyTO‘IHOﬁ arTrecTanuu, MoKa3aTeJild U KPUTCPHUHU
OICHUBAaHUSA

Iloxa3zatenu n KPUTEPUHA OLICHUBAHUA 3a4Y€Ta:

—  «3auTeHO» — OOy4YaronIuics JOJKEH IMOKa3aTh IMOPOTOBBIA ypPOBEHb 3HAHWM Ha
YPOBHE BOCTIPOU3BEACHHS U 00BsICHEHUSI MHPOPMAITUH, HABBIKY PEIICHUS] TUITOBBIX 33]1aY;

— «HE 3a4TeHO» — OOydYalIIHMiCs IeMOHCTpUpYeT 3HaHusa He Oomee 20%
TEOPETUYECKOr0 MarepHualia, JOMYCKaeT CYIISCTBEHHbIE OIIMOKHA, HE MOXET I[0Ka3aTh
HHTCJICKTYAJIbHBIC HABBIKW PCIICHUA ITPOCTHIX 3a1a4.




IIpunoxenne 3

MeToan4yeckne yKa3aHus 10 BbINIOJHEHUIO MIPAKTUYECKUX PadoT

[TpakTudeckre pabOTBI TPOBOASTCS B KOMIBIOTEPHBIX KIACCaX IENBIO TMONTYYCHUS
MPAKTUYECKUX YyMEHUN A (OpMUPOBAHMUS W DPA3BUTHS MNPOPECCHOHANIBHBIX HAaBBIKOB U
COOTBETCTBYIOLIMX KOMIETEHLUHUN 1O AUCUUIUIMHE. [[pr MOArOTOBKE K BBINOJHEHUIO 3aJaHUM
MPAKTUYECKOW paboThl HCMONB3YyWTE JIEKIUH, CIPaBOYHBIA MaTepuail MPOrpaMMHOIO
oOecrieyeHns, PEKOMEHIOBAaHHYIO JIUTEpaTypy H LH(PPOBBIE 00pa30BaTEIbHBIE PECYPCHI
COOTBETCTBYIOIIMX METOJUYECKUX MAaTEPUATIOB, pPa3MEIICHHBIX B C€TU MIHTEpHET niu JI0KaJIbHON
cetn yHUBepcurera. [lepes BBITOIHEHUEM MPAKTUYECKON pabOThl HEOOXOAUMO MOIYIUTh CBOM
BApUAHT MHANBUIYAJIBHOIO 33/1aHus y npenoaasaTes. [Ipexae ueM npuCTyUTh K BBIITOJTHEHUIO
MPAKTUYECKOH paboThl, BHUMATEIBHO MPOYTHUTE PEKOMEHIAIMU K €€ BBINOJIHEHHUIO.
O3HaKOMBTECH C IEPEYHEM PEKOMEHYEMOU JINTEPATyphl, HIOBTOPUTE TEOPETUUECKHUI MaTepual,
OTHOCSIIUICS K TeMe padoThl. OTBEThTE HAa KOHTPOJBHBIE BOMPOCHI, BHIMOJHUTE 3adaHUs NS
CaMOCTOSITENILHOTO BbIMONHEHUs. [lo pesynbrataM mnpakTUyecKoil paboThl MpeaoCTaBIsSETCS
oTtueT. OTYET K MPaKTUYECKUM padOTaM JIOJDKEH COIEPKATh:

- Ha3BaHUE MPAKTUYECKOM paboThI;

- 1IeJIb U 33/1a4u paboThI;

- KpaTKHE€ TeOPETUUECKUE CBEACHUS;

- 3a/1aHUs 0 TIpaKTUYeckoii padoTe;

- X0/ paboTHI - ONMHMCAHKE MOCIEA0BATEILHOCTH JACHCTBUN MIPHU BHIMIOJHEHUN PaOOTHI;

- BBIBO/JIbI WJIA PE3YJIbTATHI.

Pe3ynbrarhl BBIMOSHEHUS MPAKTHYECKOW paboThl MOTYT OBITH IPEJCTaBICHBI B
3JIEKTPOHHOM BAapUaHTE WIM pacledyaraHHble. Pe3ynbTaTsl BBINOJHEHUS 3alaHUM TPAKTUYECKOU
paboTBI MOKHO COXPaHUTh Ha 00pa30BaTEIIbHOM TMOpTAJIC B JIMYHOM KaOWHETE W HMCIIOJIb30BaTh
IIPU MOJTOTOBKE K SK3aMEHY.

3amuTa paGoThl M pe3yJibTAThI OLlEHUBAHUS

3amurTa NpoBOAUTCS B JBa dTamna:

1. JleMOHCTpHpYIOTCS pPE3yibTaThbl BBIIOJIHEHUS 3afaHus. B ciiydae BBITOJTHEHUS
MPaKTHYECKON paboThl, MpeaIycMaTpUBAIOIEH pa3paboTKy MPOrpaMMBI, IPU MOMOIIU TECTOBOTO
npuMepa JI0Ka3bIBAETCs, YTO PE3YNbTAT, MOJydyaeMbIi TIPH BBITIOJHEHUU MTPOTPAMMBI, SIBIISETCA
MpaBUIIbHBIM.

2. Jns 3anmuThl paboThI CTYACHTY HEOOXOAMMO OTBETUTH Ha JOMOIHUTEIBHBIE BOITPOCHI
npenogaBarens. Kaxmas mnpaktuueckas paboTa OIEHUBAETCS OINPEAENEHHBIM KOJIUYECTBOM
0aJTOB UCXOIs1 U3 5-0aJIbHOW CHCTEMBI OIICHOK.

[TpakTuueckast paboTa cuuTaeTCs BBHIIOJIHEHHON U 3alUIIECHHON, €CITU BBHITIOJHEHBI BCE
3aJlaHusl U JITaHbl TIPAaBWJIbBHBIE OTBETHI MPEINOJABATENI0 HA 3aJaHHbIE BONPOCHL. [IpakTudeckas
paboTa cuuTaeTcs BBINIOJHEHHOW W HE3AIIUIIEHHOW, €CIM BBIOJTHEHBI BCE 3a/laHus, HO
MOJIYYCHHBIE PE3YNIbTaThl SBISIOTCS HEBEPHBIMH WM HE JaHbl TPAaBUJIBHBIC OTBETHI
MpernoAaBaTeNio Ha 3aJaHHBIE BOMPOCHL M OTBETHl ObUIM He monHble. OOydaromemycs, He
BBITIOJIHUBIIIM B TOJTHOM 00BEME BCE 3aJaHUsl IPAKTUYECKON paOOThI, WIIM MPOMYCTUBIINUM I10
YBOXXHUTEITLHOW MPUYHHE MPAKTUYECKYIO padOTy, HEOOXOIMMO BBITIOIHUTH €€ CAMOCTOSITENTLHO B
KOMITHIOTEPHOM KJIacCe, Pe3yJIbTaThl BHIMOJIHEHHON pabOThl COXPAaHUTh HA ChEMHOM HaKOITHTEIIe
Win Ha oOpa3oBaTenbHOM ToOpTaie. Pe3ynbTaThl MTPEeNOCTaBUTh B CPOKH, YKa3aHHbBIS
MPENoJaBaTeieM BMECTE C OTYETOM, JIEMOHCTpaluMed TMOJYy4eHHBIX pe3yJbTaTOB B
KOMIIBIOTEPHOM KJIacce WM MPeOCTaBIEHUEM MaTepHalioB Ha 3JIEKTPOHHOM 00pa30BaTEIbHOM

pecypce.



IIpaBuia no Texunke 6€30MACHOCTH A 00y4aIOIIUXCH
NPH NPOBeJIeHUH NMPAKTHYEeCKUX padoT

1. TIlpaktuyeckue pabOTHI TPOBOMATCS TOA HaOmoaeHueM mnpenogaBarens. K
BBIMIOJTHEHUIO MPAKTHUYECKUX PabOT CTYIEHTHI JOMYCKAlOTCA TOJIBKO IOCNE MPOCTYIIMBAHUS
WHCTPYKTaXKa [0 TEXHUKE OC30MACHOCTH U MTPOTUBOTIOXKAPHBIM MEpaM.

2. OOyyaromuiicss JODKEH CTPOTO BBIMOJHATH MpaBUiia TEXHUKUA O€30MacHOCTU H
CaHUTAPHO-TUTUEHUYECKHE HOPMbI mpu paboTe B  KOMIBIOTEPHBIX  KJaccax  WIIM
CHEIHAIM3UPOBAHHBIX TAOOPATOPUSIX YHUBEPCUTETA.



IIpunoxenne 4

MeTtoauyecKkue yKa3aHusl 0 BHINMOJTHEHHI0 BHEAYTHTOPHBIX CAMOCTOSITEILHBIX PadoT
O01IMe moJ10KeHus

Hacrosimue Meroaudeckue ykazaHusl peHa3HAYEHBI 1)1 OpraHU3alMKi BHEAYAUTOPHOMN
CaMOCTOSITENIbHOM pPabOThl CTYIACHTOB M OKAa3aHHs IOMOIIM B CAMOCTOSITEIBHOM H3y4eHUU
TEOPETHYECKOTO M peaTnu3alii KOMIIETCHITUI 00y9aeMbIX.

JlaHHBIE METOJWYECKHE YKa3aHHs HE SIBJISIOTCS y4eOHBIM MOCOOMEM, MOITOMY IMepe
Ha4yaJIOM BBITIOJIHEHHSI CAMOCTOSITEIIHHOTO 3aaHMS CIIEAYET U3YUUTh COOTBETCTBYIOIINE PA3/ICIIbl
JICKIIMOHHBIX 3aHSATHH, MaTepualioB 00pa30BaTEIBHOIO IMOpTaja, pa3/eioB OCHOBHOW U
JIOTIOJTHUTEIILHON JIMTEPATyphl, MPEACTABICHHBIX B IYHKTE 8. «Y4eOHO-METOIUYECKOE H
uH(pOpMaIMOHHOE 00ecTieueHre JUCIUTLTNHBI (MO s )» nanHoi PIT/I.

Lesn 1 32124 CAMOCTOSATEILHOM PadOThHI

Llens camocTosTENBPHONW pPabOTHl — COJCHCTBHE ONTHUMAIBHOMY YCBOSHHIO Y4eOHOTO
Mmarepuajga oOOy4aroIlMMUCS, pa3BUTHE MX I[O3HABATENbHOM AaKTMBHOCTH, TOTOBHOCTU U
noTpeOHOCTH B CaMO0OOPa30BaHUH.

3agauu caMOCTOSTEIbHON pabOThI:

—  TOBBIIICHUE UCXOTHOTO YPOBHS BIIAJCHUS WHPOPMALMOHHBIMH TEXHOJIOTHSIMHU;

—  yriyOJieHue U cucTeMaTH3alus 3HaHul;

— TIOCTAaHOBKA M pELIEHHE CTAaHAAPTHBIX 337a4 NpoeCcCUOHATbHON IS TENbHOCTH;

— pa3BuTHE pabOTHl C pa3UYHONH MO 00beMy W BUAYy HHPOpManueid, ydeOHOH u
Hay4HOU JIUTEPATYPOU;

—  IPAaKTUYECKOE NPUMEHEHUE 3HaHWUM, YMECHMUI;

—  CaMOCTOATENBbHO MHCIIOJb30BaHME CTAHJAPTHBIX MPOrPaMMHBIX CpEACTB cOopa,
00paboTKH, XpaHEHUsI U 3aIUThl HH(OpMaLUn

—  pa3BUTHE HaBBIKOB OPTaHU3ALMH CAMOCTOATEIBLHOTO Y4EOHOI0 Tpy/la U KOHTPOJIS 3a
ero 3¢ eKTUBHOCTBIO.

Bunel BHeayaMTOpHON caMOCTOATENbHOW paOOTHl M (QOpPMBI KOHTPOJIE W BpeMsl Ha
BBINOJIHEHHE KaXKJOTO BHJIA CAaMOCTOATENBbHOM paboThl yka3zaHbl B myHKTe 4. «CTpykTypa U
coAepKaHue qUCUHUIUTMHB nanHou PIT/I.

IHopsiaok BHINOJHEHHUS

[Ipu BBINONHEHUN TEKYIIEW BHEAYAUTOPHON CaMOCTOSITENIbHON paboThl 00yyarouiemMmycs
ClIeAyeT MPUIEPKUBAThCA CIEAYIOLIETo MopsiaKa JeHCTBUI:

1) BHHMMATEIBHO W3Y4YHTh COOTBETCTBYIOIIME TEOPETUYECKHE pa3Jeibl TUCIUTUINHBI,
HOJIb3YACh MaTepragamMy (JIEKLIMOHHBIMHU, PE3EHTALIMOHHBIMHU, ayAH0-BU3yaIbHBIMH):

—  TIPEeNOCTaBISIEMBIMH MTPETIOIaBaTENIeM Ha JICKIIMOHHBIX 3aHSATHIX;

— TpeAoCTaBIsIEMbIMHU MPEINOIaBATEIEM B paMKax 3JEKTPOHHBIX 00pa30BaTeIbHBIX
KYpPCOB;

— coaepXKalluMucs B yueOHUKax u y4eOHBIX ocoousx 9bC
(971eKTPOHHO-OMOIMOTEUHBIX ~ CHUCTEM),  DJEKTPOHHBIX  KaTaJloroB  YHUBEpCUTETa U
MHTEPHET-PECYPCOB.

2) moapoOHO pa3o0paTh TUIOBBIE MTPUMEPHI PELICHUS 33/1a4, PACCMOTPEHHBIE B paMKax
ayJIMTOPHOM KOHTAKTHOM pabOThI ¢ IPENoaaBaTesem;

3) TPUMEHUTH TIIOJy4CHHBIE TEOPETHUYECKHE 3HAHUS W NPAKTHUECKHE HABBIKA K
PELICHUIO WHANBHTyaTbHBIX 3aJJaHUH, K TIPOXOXKIEHUIO KOMITBIOTEPHBIX TECTUPOBAHHIA;

4) npu HEOOXOAMMOCTH, C(HOPMUPOBATH MEPEUEHb BOIIPOCOB, BHI3BABIINX 3aTPYIHEHHUS
B [IPOLIECCE CAaMOCTOSTENbHOM padoThl. OOCYIUTH BO3HUKILNE BOMPOCH! CO CTYACHTaMU I'PYIIIbI,
B paMKaxX KOMAaHJHO-TIPOEKTHOH paloThbl, U C MpernoaaBaTesieM, B paMKax KOHCYJIbTAllMOHHOM
MOMOINA,  peaM30BaHHOM MO0 B KOHTakTHOM  ¢dopme, JuOO  cpeAcTBaMU
uH(pOPMaLIMOHHO-00pa3oBaTebHOM cpeasl BY3a.



Kpurtepun onieHKH BHeayANTOPHBIX CAMOCTOSITEIbHBIX PadoT

KadecTBO  BBHINOJHEHHS BHEAYJUTOPHOM  CaMOCTOSTEIBLHON  paboThl  OO0ydYaroIIMXCS
OLIGHUBAETCS TMOCPEICTBOM TEKYLIEr0 KOHTPOJIS CAMOCTOSITENbHOW pPabOThl 00y4aromuxcst ¢
UCIOJIb30BaHUEM OaJIIbHO-PEHUTUHIOBOM CUCTEMBI.

B kauectBe opM TeKylIero KOHTPOJS MO JUCHUIUIMHE HCIOJNB3YIOTCS: MHIWBUAYaJbHBIC
3aJJaHUs, ayAUTOPHBIE KOHTPOJIbHBIE PA0OThI, KOMIIBIOTEPHOE TECTUPOBAHHUE.

MaxkcumanbHOe KOJMYECTBO 0AJUIOB 00YYAIOIIUIICS MOTyYaeT, eCiu:

—  BBINOJHSET MHAMBHUIYyalbHbIE 33JaHUS B COOTBETCTBUM CO BCEMM 3asiBIECHHBIMU
TpeOOBaHUSIMU;

—  JIaeT mpaBUJIbHBIE (POPMYIMPOBKH, TOUHBIEC OTIPE/ICICHNUS, IIOHATHS TEPMUHOB;

—  MOXET 000CHOBATh PAIlMOHAIILHOCT PEUICHHUs TEKYIIeH 3a1aui.;

— OOCTOATENBHO C  JIOCTAaTOYHOM  IIOJHOTOM  M3JaraeT  COOTBETCTBYIOILYIO
TEOPETUYECKUH PA3LCLII;

— TIpaBWJIBHO OTBEYaeT Ha JOINOJHUTENbHbIE BOIPOCH MpenojaBaTeis, HMEIoIINe
LEJIBIO BBISICHUTh CTEIIEHb IOHUMaHMsI UM JIAaHHOT'O MaTepuaia.

50~85% 0T MakCUMaJIbHOTO KOJMYECTBA OAJIJIOB O0YYaIOIIUICS MOTy4aeT, €CIIu:

— HenoJHO (He MeHee 70% OT MOJIHOr0), HO MPaBUJIBHO BBIMOJIHEHO 33JJaHUE;

— TpU U3JO0KEHUM OBbUIM JOMYIIEHbl 1-2 HecyleCTBEHHbIE OLIMOKH, KOTOpBIE OH
MCIPABIISET MOCIIE 3aMeYaHusl IpernogaBaTes;

—  JlaeT npaBUJIbHbBIE (POPMYIMPOBKU, TOUHBIE ONPEIEIECHUS, IOHATHS TEPMUHOB;

—  MOXeT 000CHOBaTh CBOM OTBET, IPUBECTH HEOOXOAUMBIE IPUMEDHI;

— TIpaBWJIBHO OTBEYaeT Ha JONOJHUTENbHbIE BOIPOCH MperojaBaTeis, HMEIoIINe
LEJIBIO BBISICHUTh CTEIIEHb IOHUMaHMsI UM JIAaHHOT'O MaTepuaia.

36~50% 0T MakCUMaJbHOTO KOJMYECTBA OAJIIIOB 00YyYarOIIMUNCs [TOIY4aeT, €CIIu:

—  HenoJHO (He MeHee 50% OT MOJIHOTr0), HO MPaBUJIBHO U3JI0KEHO 3a/1aHUE;

—  IIpM U3JI0’KEHHHM ObUIa JAomyIieHa 1 cyliecTBeHHast omnoKa;

—  3HaeT Y IOHUMAaeT OCHOBHBIE MOJIOKEHUSI TAaHHOW TEMBI, HO JIONTYCKAeT HETOUYHOCTH B
(bopMyIUPOBKE MOHATU;

—  M3JIaraeT BBIIOJHEHHUE 33/1aHUS HEJOCTATOYHO JIOTUYHO U MOCIIE0BaTENbHO;

—  3aTpyAHseTcs MpU OTBETaxX Ha BOIPOCHI MPEMOAaBaTENs.

35% 1 MeHee 0T MaKCUMAaJIbHOT'O KOJIM4ecTBa 0aJIsIoB 00y4aromMUNCs MOTydaeT, eCcilu:

—  HenoaHo (MeHee 50% OT MOJIHOTr0) U3JI0KEHO 3a/1aHuE;

— IOpU U3NOKEHUM ObUIM JONYyLIEHBbl CyllecTBeHHble omuOku. B "0" Oamios
IpenojaBaTesib BIPAaBE OLEHUTh BBIIOJHEHHOE OOy4arolMMCsl 3aJaHue, €ClIi OHO He
yJIOBJIETBOPSIET TPEOOBAHUSIM, YCTaHOBIIEHHBIM IIPEIOIaBaTeNeM K JaHHOMY BUTYy paOOTBhI MIIH HE
OBLIO IPEJICTABICHO JJIsl IPOBEPKHU.

CyMMa nosy4eHHBIX 0aJUIoB 10 BCEM BMJIaM 3aJaHMil BHEAyJAUTOPHOW CaMOCTOSTEIbHOMN
paboTBl COCTABJISIET PEHUTHUHTOBBIA TOKa3aTeab OOydwaromerocs. PeHTHHTOBBIM TOKa3aTelb
o0yyaromerocsi BJIMSET Ha BbBICTABJICHHWE HTOTOBOW OLIGHKM MO pe3yjibTaTaM M3Y4YeHUs
JVICTIATUTAHBL.

[Toka3zarenu u KpUTEpPUU OLIEHUBAHUS TOTYYEHHBIX 3HAHUN MPEACTaBIICHbI B IPUIIOKEHUN
2 nannoi# PII/I.



