MUHHCTEPCTBO HAYKH U BBICILIEIO OBPA3OBAHMS
POCCHMCKON OEJIEPALIMU

Deaepansroe rocyapersennoe G10pkeTHOE 06pa3OBATENBHOC YHPCKACHHE
BBICLICTO 00pa3oBaHus
«Marauroropekuii rocyaapersennniit rexunuecknit yuusepenrer um. I.U. Hocosa»

4+ YTBEPXJIAIO
1 4 Bapexrop MOMAC

X Jawiéef /7 B.P. Xpasumn

03.02.2026 r.

PABOYASA ITPOT'PAMMA JTHCITHILTHHBI (MOIY.IA)

HHPOPMAITHOHHAA FE3OIIACHOCTE

Hanpasaemsye moAroToBEH (CIeHAIBHOCTE)
09.03.03 Ipmxragsas madOpMaTHEA

HamnpaerensocTs (Mpoduis/ crenHaamsamd) IporpasMel

Vrpasaenue npoexKTaMH paspa0oTEH OHSHEC-TPHTOXREHHIH 14 HHPOEOH SKOHOMHIKH

Vposess sricmero 00pasosaHma - 0aKaIaEpHAT

$Dopma oOygeHna
o4HaA

HucturyT/ paxyasTer HHCTHTYT SHepreTHEH H aBTOMATHSHP OBAHHBIX CHCTEM

BrasHec-MHGOPMA THEN M HHPOPMAITHOHHEIX TeXHOJIOTHH
3
6

MarsnToropcx
2026 rox



Pwomnwmnunmmmmocuuuorocm-&mwno

wanpastcanio noxrorosks 09.03.03 [picsanas uadopmarika (npuxas MunoSpuayku
Poccust o1 19.09.2017 r. Ne 922)

Pabowan MPOrpAMMEa PACCMOTRCHA W 0J00peHa 1a Jace i xadenpw  Busiec-
K ¥ OPMALIIOELY TeXHoI0r

22.01.2026, nporokoa Ne 5 W
Jan. xadeapoil A¥~ [ H. Yycasutuna

PaGovas rporpamma ozo0pena MeToueckolt mmuc“ UIMAC -
03.02.2026 r. npotoxoa Ne § b

[lpcmczmcm-\

Pafouas mporpamma cocTamiei:
pouent kadenpn BAHT, ko,

Penerent:
naninst cnetmer Gromec-annna, KOHCOM FPYIIN, xra.

»*’”/ " B.A. Omypkos



JIner akTyanusanuu padoyeil nporpaMmsl

Pabouast mporpamMma rnepecMoTpeHa, 00CykaeHa u o00peHa s peanusaruu B 2027 - 2028
y4eOHOM rojy Ha 3acefqanuu Kadeapsl buznec-uHpoOpMaTHKN 1 HHPOPMALIMOHHBIX

[Iporokonm ot 20 . Ne

3aB. kadenpoii I'.H. YycaBuTuna

PaGouas mporpamma nepecMoTpeHa, oocyxieHa u ogoopena s peanusanuu B 2028 - 2029
yueOHOM rojy Ha 3acefqanuu Kadeapsl buznec-uHGOpMaTHKN 1 HHPOPMALIMOHHBIX

[Iporokom ot 20 . Ne
3aB. kadenpoii I'.H. YycaBuTuna

PaGouas mporpamma nepecmMoTpeHa, odcyxieHa u ogoopena s peanusanuu B 2029 - 2030
y4eOHOM rojly Ha 3acefnanuu kadeapsl buszHec-uHGOpPMAaTHKU 1 HHPOPMAIIMOHHBIX

[Iporokon ot 20 . Ne

3aB. kadenpoit I H. ?ycaBHmHa

PaGouas mporpamma nepecmMoTpeHa, oocyxieHa u ogoopena s peanusanuu B 2030 - 2031
y4eOHOM rojly Ha 3acefnanuu kadeapsl busHec-uHGOpPMATHKU ¥ WH(GOPMAIIMOHHBIX

IIporokom or 20 . Ne
3aB. kadeapoii I''H. YycaBuTuHna




1 Leau ocBOeHMS TUCHUNIIMHBI (MOIYJIA)

Lens ocBoenus nucuuiuiHbl «MHPOpManronHast 6€30MacHOCThY - CHOPMHPOBATH Y
0akaiaBpoOB KOMIIETEHIIMU B 00J1aCTU METOJIOB U CPEACTB 0OecredeH sl HHPOPMAIIMOHHOM
0€30MMacCHOCTH B OpraHu3alusaX U Ha NPEIIPUITUIX Pa3IudYHbIX chep AedareabHOCTH U GopM
COOCTBEHHOCTH, OCHOBBIBAsICh HA HOPMAaTUBHO-TIPABOBBIX JOKYMEHTAX, MEK/TYHAPOIHBIX U
OTEYECTBEHHBIX CTaHIapTaX B 00JIACTH HHPOPMAIIMOHHBIX CUCTEM U TEXHOJIOTHi, HA OCHOBE
nH(pOpMaITMOHHON 1 OMOIHOrpadUIECKON KyJIbTYPBI ¢ TPUMEHEHUEM HH(POPMAIMOHHO-
KOMMYHHMKAIIMOHHBIX TEXHOJIOTHH U C Y4ETOM OCHOBHBIX TpeOOBaHMM HH(DOPMALIMOHHON
0€30MacHOCTH

2 MecTo qucHUILIMHBI (MOYJIsI) B CTPYKTYpe 00pa3oBaTe/IbHOH MPOrpaMMbl

Jucuunnuna MadopmanonHas 6€30MacHOCTh BXOIUT B 00s13aTEIbHYIO YaCTh
y4eOHOro njaaHa o0pa3oBaTeIbHOW IPOrpaMMBI.

JUis n3yyeHus JUCUUIUIMHBI HE0OXO0AUMBI 3HAaHUS (YMEHUS, BIIa/ICHUs),
c(OpMHPOBAHHBIC B PE3yJIbTATEe N3YUCHHS TUCIUILTHH/ TPAKTUK:

HNudpopmaruka

WMHpopMaLnoHHbIE CUCTEMBI U TEXHOJIOTUU

VYyeOHas - TeXHOIOTn4YecKas (MPOSKTHO-TEXHOIOTUYECKast) IPAKTHKA

UT-undpactpykrypa

[Tpon3BoICTBEHHAs - TEXHOJIOTHYECKas (IIPOEKTHO-TEXHOJIOTUYECKas) MPaKTHKa

3HaHus (YMEHUs, BIa/ICHNUs), TIOTYUEHHbIE IPU U3yUYEHUU JAHHOMN JIHCHUIIINHBI
OyayT HeOOXOAUMBI [T U3YUSHHSI JUCIUTUTHH/TIPAKTHK:

[TonroroBka K cjaue U caya rocyJapCTBEHHOTO 3K3aMeHa

3 Komnerennun ody4uaronierocsi, opmupyemMbie B pe3yJbTaTe 0CBOEHMSI

AUCHUILIMHBI (MOAYJIs1) M IUIAHUPYeMble Pe3yJIbTAThI 00y4eHHUs

B pe3ynbrate ocBoeHUs TUCHMILINHBI (Moayis) «MHbopMaonHas 6€301MacHOCTh
o0yyaroImuiics 10JbKeH o0safaTh CIEAYIOIMMI KOMIIETEHIIMSMU:

KO)I HHAUKaTopa I/IHI[I/IKaTop JOCTHXKCHUS KOMIICTCHIIN

VK-8 CriocobeH coziaBaTh U MOAIEP>KUBATh B TOBCEHEBHOM KU3HU U B
npo¢eCCHOHATILHOM 1eATeNIbHOCTH 0€30MacHbIe YCIOBUS XKU3HEACATEIbHOCTH IS
COXpaHEeHMs IPUPOHOM cpelibl, 00ecTIedeHNsl yCTOMYMBOIO Pa3BUTHUS OOIIECTBA, B TOM
qucyie PU Yrpo3e M BOSHUKHOBEHNUHU YPe3BbIYaHBIX CUTYallui M BOCHHBIX KOH(IUKTOB

YK-8.1 AHanu3upyeT U UASHTUPHUIUPYET (PaKTOPhI OMACHOTO U BPEIHOTO
BJIMSIHUS DJIEMEHTOB CpeJibl 0OUTaHMsl (TEXHUUECKUX CPECTB,
TEXHOJIOTHYECKUX MPOLIECCOB, MAaTEPUAIIOB, 3/1aHUH U COOPYKEHHH,
INPUPOJHBIX U COIMATIBHBIX SBJICHUN)

YK-8.2 BruBnsier nmpoGieMsl, CBA3aHHBIE C HAPYILIEHUSIMH TEXHUKU
6e301acHOCTH Ha paboueM MecTe; NpearaeT MEpOnpUsATHIIX 110
IIPEIOTBPALICHUIO YPE3BbIYAMHBIX CUTYallUN

YK-8.3 Pa3pscHseT mpaBuia nmoBeeHMs IPH BOZHUKHOBEHUH UPE3BBIYAMHBIX
CUTyallMil IPUPOTHOTO U TEXHOTCHHOIO IPOUCX0XKIEHUS; OKA3bIBAET
HEPBYIO MIOMOIIIb, OTIUCHIBAET CIIOCOOBI YYaCTUSI B BOCCTAHOBUTEIBHBIX
MEPONPUATHIX

OIIK-3 CnocoOeH pemaTh cTaHAapTHBIE 33]a4l MPO(eCcCHOHAIBHOM esITeNbHOCTH Ha
OcHOBe MH(OPMAIIMOHHOHN U 6ubnHorpadguyeckoit KyabTyphbl ¢ IPUMEHEHHEM
MH(POPMAIIMOHHO-KOMMYHUKALIMOHHBIX TEXHOJIOTUN U ¢ y4E€TOM OCHOBHBIX TpeOOBaHUN
nH(POPMAIMOHHOI 06€30MacHOCTH;

OIIK-3.1 Hcnonb3yeT NpUHLIMITBL, METOBI U CPEJCTBA HHPOPMALIMOHHOMN U
6ubnmmorpaduueckoil KyabTypbl U peIICHHsI CTaHIAPTHBIX 3a/1a4
npodeCCHOHATBLHOM EATENTbHOCTH C UCTIOIb30BaHNEe HH(OPMAIIMOHHO-




KOMMYHUKAIIMOHHBIX TEXHOJIOT U

OIIK-3.2

Pemaet ctanaapTHbie 3a1a4u MpodheCCUOHATBLHOM NeITETbHOCTH C
Y4€TOM OCHOBHBIX TpeOOBaHMI HHGOPMAIITMOHHON O€301TaCHOCTH




4. CTpykTypa, 00b€M U copepkaHue JUCUUIIIMHBI (MOTYJISA)

OO6mias TpyA0€MKOCTh JUCIUILUIMHBI COCTABIISIET 3 3aueTHbIX eaunul] 108 akaa. yacoB, B TOM

HHUCJIIC:

— KOHTaKTHas pabota — 57,2 akaj. 4acos:

— ayauTopHas — 54 akaj. 4acos;

— BHeayauTopHas — 3,2 akKaJl. 4acoB;

— camocTosTenpHas pabora — 15,1 akaz. 4acos;

— B (popme npakTudeckoil moaroroBku — 0 akai. yac;

— MOATOTOBKA K 3K3aMeHy — 35,7 akaj. yac

<DopMa aTTeCTaluu - 3K3aMEH

AynutopHast ] o
KOHTakTHas paboTa E 5 dopma TeKyIero
2 =
B B aKaJl. yacax 5 Bun KOHTPOJIS
Paszen/ Tema 3 (B axan ) == y P Kox
g & © | camocrosTenbHON |  yCIIeBa@MOCTH H
JTACIUTUTAHBI 3 e = . | xommerenuuu
O g g padoThI MIPOMEKYTOUHOH
Tex mal. | mpaxT. 'S aTTeCTalnuu
3aH. 3aH. | O &
1. HopmaTuBHO-TIpaBOBEIE
OCHOBBI HH(OPMALIMOHHON
0€30MacCHOCTH U 3aIUTHI
uH(popMauu
KoncnektupoBan
ue yueOHBIX
MaTepHaJoB
CamocTosiTenbHOe
1.1 1.1 CymHocTs n M3y4eHUe Ompoc
o . N JIP 1 «HanexHnocts OI1K-3.1,
MOHATHE WHPOPMALTUMOHHON 2 2 4 yueOHO# 1
o U JIOCTOBEPHOCTH OITK-3.2
0e3omacHOCTH Hay4JHOI
uH(OpMaIN
JUTEPATyPhI
[Noaroroska k
1a00paTOpHOMY
3aHATHIO
1.2 1.2 Yrpo3ssl
UHPOPMALTUOHHON
Oe3ormacHOCTH
Yrpo3s! nHbOpMaMOHHON
0€30MacHOCTH U 3aIINATHI 6
UHPOPMAITHH. KoncnexktupoBan
Jecrabunusupyroiiee ue yueOHbIX
BO3/€HCTBHE HA MaTepHaoB
3alUIAEMYIO0 CamocTosiTensHoe Onpoc
Y JIP 2 «Keticer
uH(pOpMALIHIO. H3y4eHHE "HeKYCCTBOHHLL YK-8.1, YK-
Knaccuduxkarys BUgIoB 2 2 yaeOHOU 1 Y 8.2, OIIK-3.1,
o N WHTEJUIEKT B
yrpo3 uH(pOpPMATNOHHOH HayJHOU . OIlK-3.2
nH(OpMALIIOHHON
6e30macHOCTH IO JIUTEPaTyphl "
Oe3omacHocTH"»
Pa3IMYHBIM [TPU3HAKAM. IMonroroBka
HecankunonnpoBaHHBIH 71a00paTOpHOMY
JIOCTYT K HH(OpMAIIHH. 3aHATHIO
HckyccTBEHHBIN UHTEIIEKT
B BOIIpOCax o0eCIeueHus u
MO IEPIKKU
UHPOPMAIIIOHHO
6e30macHOCTH




1.3 1.3 [IpaBoBbIE OCHOBBI

KoncrniexktrpoBan
obecriedeHus1 0€30MaCHOCTH Omnpoc
ne y4eOHbIX
UH()OPMAIOHHBIX Brictyniienue Ha
N MarepuaoB
TEXHOJIOTUI cemuHape 1o JIP 3
CamocrosTensHoe
Haznauenwue u ctpykrypa HSVACHIC «3aKoHOIaTENIbHAS
MPaBOBOTO 00ecCTIeueHNUs engoﬁ . 1 HOPMATHBHO-
3alUThl HHPOPMAIHH. y:a Hoi npaBoBast 6aza
[IpaBoBBIE OCHOBEI 3AIIUTEI nnTeyI;T - obecrieyeHust
UHPOpMAIIH B patyp MHPOPMALTUOHHOM OIIK-3.1,
2 IToaroroBka x
OpraHu3aluy. 6e30macHOCTH OIIK-3.2
CEMHUHAPCKOMY
MexyHapoiHbIe U Brictynienue Ha
3ansaTHio 1o JIP 3
HaIMOHAJIbHBIC CTAHAAPTHI H cemuHape no JIP 4
u 4: npopaboTka
cnenupuKanuy B 006JacTu HAVIHO «Cranmaptsl 1
Nb. CoBpemenHbIE i . cnenudukanuy B
METOAMYECKOI
CTaHIApTHI B 0071aCTH obnacTu
JIUTEPaTypBhl, .
YIIpaBJIEHHUs PUCKAMHU OKIAN 1t “H)OPMATMOHHOM
UH(POPMAIIOHHOM 6e30macHOCTH
Tpe3eHTaLHS
6e30MacHOCTH
HWroro no pazaeny 6
2. AIMUHUCTpPATUBHBIN 1
MPOLEYPHBIH YPOBHU
UH()OPMAIIOHHOI 6€30MacCHOCTH
KoncnexrupoBan
ne yueOHbIX
MaTepHaJoB
CaMmocrosTensHoe
U3y4YeHUE
. 4eOHOH U
2.1 AnMUHUCTpATUBHBIN y . Omnpoc
Hay4HOI
ypoBeHb obecnieuenus b HTeDATYDDL BricTynnenue Ha
INonuTuka 6€30MacHOCTH. patyp cemunape no JIP 5 | YK-8.3, OIIK-
1,1 ITogroroBka K
IIporpamma 6e30macHOCTH. «ITonutrka 3.1, OIIK-3.2
O1eHKa PUCKOB 1 0a30BbIiH CEMHHAPCKOMY “H)OPMATMOHHOM
P 3anstuio mno JIP 5: p
YPOBEHD 3aIATHI 0e301acHOCTH»
npopaboTka
HaY4HO-
METOINYECKOU
JATEPaTypBHI,
JOKJIAJ 1
Mpe3eHTaLUs
2.2 Knaccsl Mep Koncnexruposan Onpoc
MIPOLIEAYPHOTO YPOBHS ne y4eOHbIX
poueayp P i JIP 6 «Ayaur
VYrpapieHue nepcoHaNIoM. MarepuaoB
duznyeckas 3ammra CamocrosTenshoe | 0 WHICHEOCTH
Mo repsKatie ’ SEVICHIE ceTei» YK-8.1, VK-
P v N JIP 7 «ITaponbHas 8.2, YK-8.3,
paboTtocnocobHOCTH. 8 yueOHOIt n
PearupoBanue Ha Hay4HOU JatiuTa i OIK-3.1,
4 MEHEKEPHI OIIK-3.2
HapYIICHUS PeKUMa JIUTEPATYPhI o
napoJei»
0€30MacHOCTH. IMoaroToBka K
JIP 8 «Maccosas
[TnanupoBanue JTa00paTOPHOMY
pacchbuIKa MUcem»
BOCCTaHOBHUTEIBHBIX paboT 3aHATHIO
Hroro no pazzaeny 91
3. IIporpaMMHO-TEXHUYECKHE
MepbI 00€CTIeUeHH S 3aIUTHI
uH(pOpMaIu
Koncnextrposan Omnpoc
3.1 IlporpammHbIe cpeacTBa
ne y4eOHbIX JIP 9 «3amura ot
3aIuThl HHGOpMaIH
MaTepuaioB HECaHKIIMOHUPOBaH
3aiuTa nporpaMmHoro CamocrosTensHoe HOT'O JOCTyNa K YK-8.1, VK-
obecrieueHus OT HBVACHIC o MaL}IIEI/I» 8.2, OIIK-3.1,
HECaHKIMOHHUPOBAHHOTO yieny P OIIK-3.2
N yueOHOI n JIP 10 «3amura
pocryna. Kparkuii 0630p .
HAYYHOM HHPOPMAIIH B

CYILECTBYIOLIUX HA PhIHKE

JIUTEPATYpPbI

JOKYMEHTax»




CPEJCTB 3aIl[UTHI
uH(pOpMaIU OT

JIP 11 «Y nanenue u

BOCCTAaHOBJICHHE
HECaHKLIMOHUPOBAHHOTO
IMoaroroBka k nHpOopMaLII»
Jocryna. 3agada 3auThl OT y
naboparopuomy | JIP 12 «Hacrtpoiika
BMeNIaTeIbCTBA N
3aHATUIO 6e3onacHoi
MIOCTOPOHHHUX JIUI] U
paboThI B
anmaparHble CpeACTBa
Opayzepe»
ayTeHTU(HUKAIIMT
3.2 Bupycsl 1 CamocrosTenbHOe
AHTHBUPYCHBIE CPEACTBA u3ydyeHue
Omnpenenenue yueOHOil u
KOMIIBIOTEPHBIX BUPYCOB. HayJHOU Ormpoc
Knaccugukarmst JTUTEPaATypPHI BricTynnenne Ha
KOMIIBIOTEPHBIX BUPYCOB. IToaroroBka K cemunape 1o JIP 13
IIpuznaku 3apakeHusl. CEMUHApPCKOMY «CoBpemMeHHBIE VK-8.2, OIIK-
IIpodunakTika 3apakeHus. 3assTuio 1o JIP BPEIOHOCHBIE 3.1, OIIK-3.2
IIporpammMHbIe 13: mpopaboTka pOrpaMMBI JUIs
AQHTUBUPYCHBIE CPEACTBA. HaY4HO- ITK 1 MoOUIBHBIX
CtpyKTypa aHTHBHUPYCHON METOINIECKOM YCTPOMCTBY»
nporpamMMel. [IprHIUTIBL JIUTEPATYPEI,
BBIOOpA CUTHATYPEI JOKITag U
KOMITBIOTEPHOTO BHpYyca MIpe3eHTaNus
3.3 Kpunrorpaduueckue
P pag KoncnexkrtupoBan
METO/BI 3aLIUTHI
ue y4eOHbIX Omnpoc
Metoapl kpunrorpaduu.
Cpencrra MaTepHajoB JIP 14 «3ammura
. CamocrosTenbHOe uHpopMaIy ¢
Kpunrorpadueckoit u3ydeHue HIOMOILBIO
3alUThI HH)OPMAIIHH. yHeHr VYK-8.2, OTIK-
yueOHOM U Kpunrorpaduu
Kpunrorpapuueckue N 3.1, OIIK-3.2
HayqIHOU JIP 15 «3ammuTa
NpeOOpasOBAHHA. JUTEPATYPHI nuHbopMaIH ¢
Iudposanue u patyp p
IoaroroBka K TTOMOUIBIO
nemudpoBaHue
ropmaran. 1ludposas 1a00paTOpHOMY creraHorpaduuny
p ’ p 3aHSTHIO
TIOJIITUCE.
Koncnekruposan
3.4 TexHuyeckue CpeacTBa ue y4eOHbIX
3aIIUThl HH(OpMaIK MaTepuaIoB Omnpoc
WmxenepHas 3amura CamocrosTenbHOe JIP 16 «CVSS
00BEKTOB, 3aIllUTa u3ydeHue «Obmas cucrema | YK-8.2, VK-
UH(OPMAIMU OT YTEUKH 10 yueOHOi u OLICHKU 8.3, OIIK-3.1,
TEXHUYECKUM KaHajaMm. HAay4YHOU YA3BUMOCTEMN»» OIlK-3.2
Craagapt CVSS «O6mast TUTEePaTypHI JIP 17 «Matpuna
CHCTEMA OLIEHKU ITogroroBska k MITRE ATT&CK»
yA3BUMOCTEI» 1a00paTOpHOMY
3aHATUIO
3.5 NudopmanmoHHo-
IICHXOJIOTHYECKast
0e30macHOCTb
INonsTre nadopmanuoHHO- Koncnextuposan
TICHXOJIOTHYECKON ue y4eOHBIX
6e3omacHocTH. MICTOUHUKH MaTepuanoB
HUH(POPMALMOHHO- CamocrosTenpHOe Omnpoc
TICUXOJIOTUYECKOTO H3y4eHue JIP 18 VK-8.2, YK-
BO3JICHCTBUS HA YEIIOBEKA. y4eOHOi u «adopmanmonso- | 8.3, OIIK-3.1,
Buns! uaopMaiontHo- Hay4YHOU MICUXOJIOTHYECKHE OIIK-3.2
MICHXOJIOTHYECKUX JUTEPaTyphl MaHUITYJISIHN
BosaerictBuii. HJITI. CekThl. ITogroroBka k
IMupamuer. Pacceuiky. 1ab0paTOPHOMY
3amuTa JIMIHOCTH OT 3aHITHIO

HH()OPMAITMOHHO-
MICHXOJIOTHYECKUX
BO3/1€HCTBUI




Htoro mo pasneny 8 20
Htoro 3a cemecTp 18 36 15,1 JK3aMeH
Wrtoro mo gucuminHae 18 36 15,1 JK3aMEH




5 O0pa3oBaTesibHbIE TEXHOJIOTHH

[Tpu npoBeieHNH 3aHATHI U OPraHU3aIUH CAMOCTOATEIBHOM paboThl 0aKaniaBpoB
HCIOJIb3YIOTCS:

TpaauLnOHHBIE TEXHOJIOTHH 00yUYeHHS, IPEANOIaralonue nepeaady nahopmMalyy B
TOTOBOM BHJIE, JOPMUPOBAHNE YIECOHBIX YMEHHM 110 00PA3ILy: JCKIUS-U3TI0KEHUE, TCKIIHS-
o0BsicHeHHE, TabopaTopHbIe pabOThI, KOHTPOJIbHAS paboTa u Jp.

Hcnonb30BaHue TpaauIIMOHHBIX TEXHOJIOTHI 00eCieunBaeT OpUCHTUPOBAHHUE
CTY/IEHTA B ITOTOKE MH(OPMAINH, CBA3aHHON C Pa3IMYHBIMU MTOIX0JaMHU K OTIPEICICHUI0
CYIIHOCTH, COAEP>KaHUs, METOJI0B, ()OPM Pa3BUTHUS U CAMOPA3BUTHS JTUYHOCTH;
caMoOIIpe/IeNIeHUE B BEIOOPE ONTUMAIBHOTO IYTH U CIIOCOOOB JTMYHOCTHO-
po(ECCUOHATLHOTO PAa3BUTHUS; CUCTEMATHU3ALINIO 3HAHHUM, TIOJTYYEHHBIX CTYyJJCHTaMH B
MIPOILIECCE AYAUTOPHON U CAMOCTOATEIbHOU paboThl. JlabopaTopHbIe 3aHATHS 00ECTICYHBAIOT
pa3BUTHE U 3aKPEIUIEHNE YMEHUI U HABBIKOB ONPEEIICHUS LeJIel U 3a/1a4 CaMOpPa3BUTHS, a
TaKXKe MPUHATHS Hanbosee 3(p(PEeKTUBHBIX pelIeHUH 110 UX peaTu3ali.

HuTepaktuBHbIe HOPMBI 00YUESHHSI, IPEANOIAraoNINe OPraHU3auio 00yueHus KaKk
MIPOYKTUBHOU TBOPYECKOM JIEATEIBHOCTH B PEXKUME B3aUMOJICHCTBUS CTYIACHTOB APYT C
JPYroM | ¢ TIpernojaBaTesieM

Hcnonp30BaHre MHTEPAKTUBHBIX 00pa30BaTeNbHBIX TEXHOJIOTHI CIIOCOOCTBYET
MOBBILICHUIO UHTEpEca U MOTUBAIIUH YUAIUXCSI, AKTUBU3AIUN MBICITUTEIHLHON
NeSITeIbHOCTH U TBOPYECKOTO MOTEHIINAIA CTYACHTOB, JenaeT 0onee 3pPeKTUBHBIM
YCBOGHHE MaTepuaa, M03BOJISIET HHANBUAYAIN3HUPOBATH O0yUYEHUE U BBECTH SKCTPEHHYIO
KOPPEKIHIO 3HAaHH.

[Tpu npoBeneHny 1a00PaTOPHBIX 3aHATUI HCIIONB3YIOTCA FPyHoBas padboTa,
TEXHOJIOTHUS KOJIJIEKTUBHOM TBOPUYECKOM 1€ATETbHOCTH, TEXHOJIOTUSI COTPYTHIUYECTBA.
JlaHHbBIE TEXHOJIOTUN 00ECIIEYNBAIOT BHICOKUI YPOBEHb YCBOCHHUS CTYIEHTAMU 3HAHUH,
3¢ (deKTHUBHOE U YCIEIIHOE OBIAJICHHE YMEHUSIMHU U HaBbIKaMU B IIPeIMETHON 00JacTu,
(bopMHpYIOT TO3HABATENBHYIO TOTPEOHOCTh U HEOOXOJUMOCTb JallbHEHIIEro
camMo00pa3oBaHusl, MO3BOJSIOT AKTUBU3UPOBATH UCCIIEI0BATENbCKYIO IEATENHHOCTD,
obecrnieunBarOT () PEKTUBHBIN KOHTPOIb YCBOCHHSI 3HAHHIMA

6 YueOHO-MeTOAUYEeCKOE 0O0ecTieYeHHe CAMOCTOATEIBLHOM padoThl 00y4YarommXxcst

HpeI[CTaBJ'IeHO B IIPUJIOKCHU U 1.

7 OneHo4YHbIe CPEACTBA IJIsl IPOBEACHHUS NIPOMEKYTOYHOM aTTeCTalluu
[IpencraBieHsbl B IPUIOKEHUU 2.

8 YueOHo-MeTOAMUYECKOe U MH(OPMAIIMOHHOE o0ecedyeHne JUCHUIIIHMHBI

a) OcHoBHasi IMTEpPaTYpA:

1. Baykos, A. A. 3ammra uHGOpMaNuy : yaeOHHK [T By30B / A. A. BHykoB. — 3-¢
u31., mepepad. u gon. — Mocksa : M3gatensctBo FOpaiit, 2026. — 161 c. — (Bsicmiee
obpazoBanue). — ISBN 978-5-534-07248-8. — Texkct : anekrponnsiii // OGpa3oBaTenpHas
mwiargopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/584050 (mata obpareHus:
16.01.2026).

2. Yepnoga, E. B. UMudopmarmonnas 0e30macHOCTb YeI0BeKa : YIeOHHK IS By30B /
E. B. UepnoBa. — 3-e u3n., mepepad. u qorm. — Mocksa : M3garensctBo FOpaiit, 2026. —
327 ¢. — (Bwicmiee oopaszoBanune). — ISBN 978-5-534-16772-6. — TekcT : 37eKTpOHHBIH //
OopasoBarenbHas miathopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/587699 (marta
obpamienus: 16.01.2026).

0) /lomoJiHUTe IbHAA IUTEpaTypa:


https://urait.ru/bcode/584050
https://urait.ru/bcode/587699

1. Opranu3alMoHHOE M TMPaBOBOE oOecmedyeHrue WHOOPMAIMOHHOW O0€30MacHOCTH !
yueOnuk ans By3oB/ T. A. Ilomskosa, A. A. Ctpensuos, C. I'. UyOykosa, B. A. Huecos ; nox
penakuueit T. A. [TomskoBoit, A. A. CtpenbiioBa. — 2-¢ u3a., nepepad. u gom. — Mocksa :
N3narenbcTBO IOpaiir, 2026. — 357 c.— (Bricmiee oOpasoBaHue). —
ISBN 978-5-534-19108-0. — Tekct : snexkrponHbIi // OOpazoBatenbHas miardgopma FOpait
[caiit]. — URL.: https://urait.ru/bcode/583236 (mara obparenus: 16.01.2026).

2. Ceprues, 0. H. CrangapTsl H”HPOpPMALMOHHOM Oe30MacHOCTH. 3ammTa 1 00padoTka
KOH(HUIESHIINATBHBIX JOKYMEHTOB : yueOHoe nocooue / FO.H. CprueB. — 2-e uzn., nepepad. u
non. — Mocksa : UTHOPA-M, 2024. — 602 c¢. — (Bricmiee o6pa3zoBanue). - ISBN 978-5-16-
019904-7. - Tekcr : anexkrponnsiii. - URL: https://znanium.ru/catalog/product/2021464 (mata
obpamenus: 16.01.2026). — Pexxum nocTyna: mo moArnucke.

3. Kopa6ensuukos, C. M. Ilpectymienus B cepe MHPOPMALMOHHON 0€30MacCHOCTH :

yueOHoe mocobue misa By3oB/ C. M. KopabGenpbHukoB. — Mocksa : M3natenbctBo Opaiit,
2026. — 111c.— (Beicmiee oOpazoBanme). — ISBN 978-5-534-12769-0. — Tekcr
anekTpoHHBId  //  OOpazoBarenmpHass  miatgpopma  FOpaitir  [caiir]. —  URL:

https://urait.ru/bcode/588094 (mara obparenus: 16.01.2026).

B) MeToanuyeckue ykasaHus:

1. Yepnoga, E. B. [Ipaktukym no nabopManimoHHoOH 6€301MacHOCTH sl 0aKaIaBpoB
MpHUKIaIHON nHOPMATUKH : TpakTUKyM [1u1st By30B| / E. B. UepHoBa ; Maruutoropckuii
roc. rexuudeckuid yH-T uM. I'. Y. HocoBa. - Maruuroropck : MI'TY um. I'. 1. Hocosa, 2019.
-1 CD-ROM. - 3arn. ¢ Tutyin. skpana. - URL:
https://host.megaprolib.net/MP0109/Download/MObject/2646  (marta oOpamieHus:
18.02.2026). - Makpoo0ObeKT. - TekcT : a5eKTpoHHbId. - CBeleHHs 0CTYyIHBI Takke Ha CD-
ROM.

2. MeTtoauyeckue yKka3aHusl 110 BBIIIOJIHEHUIO JabopatopHoi pabotsl «HanexxHOCTh U
JOCTOBEPHOCTHh HH(pOpMarmmy» Jijisi 6akanaBpos Hanpasienus 38.03.05 buznec-
nnpopmaruka, 09.03.03 «IIpuxnannas uapopmatuka», 44.03.05 «Ilenaroruueckoe
oOpasoBanue (MHpopmaTuka u 3k0HOMHUKA)». — Maruutoropck: M31-Bo Marautoropck. roc.
TexH. yH-ta um. [.11. Hocosa, 2020. — 12 c.

r) [lporpammuoe odecnieuenue u UnTepHeT-pecypcebi:

IIporpammHuoe o0ecnieuenune

Haumenosanue .
1o Ne norosopa Cpox neicTBUS TUIEH3UN
MS Office 2007
Professional Ne 135 ot 17.09.2007 OeccpouHo
7Zip cB00OOTHO pacnipocTpansemoe [10 0eccpovHO
MS Office 2003
Professional Ne 135 o1 17.09.2007 6eccpouHo
Bpay3ep Mozilla cB00OOIHO pacnpocTpansemoe [10 0eccpovHO
Firefox
FAR Manager cB00OOHO pactpocTpansemoe [10 6eccpouHO
Bpayzep Yandex cB00OOIHO pacmpocTtpansemoe [10 O6eccpouHo
IMpodeccuonanbHble 6a3bI JTAHHBIX U HHPOPMANMOHHBIE CIPABOYHBbIE CHCTEMbI
HazBanwue kypca Cchuika
HarmonansHast HGOpPMAIIMOHHO-aHATTUTHYECKAS
cucrema — Pocculickuii MHACKC HAYYHOTO ITUTHPOBAHUS https://elibrary.ru/project risc.asp
(PUHLL)



https://urait.ru/bcode/583236
https://znanium.ru/catalog/product/2021464
https://urait.ru/bcode/588094
https://host.megaprolib.net/MP0109/Download/MObject/2646
https://elibrary.ru/project_risc.asp

Poccuiickas

https://www.rsl.ru/ru/4readerscatalogues/
I'ocynapcrBenHast

DJIEKTPOHHBIE  PECYPCHI

6uGotexn MITY o https://host.megaprolib.net/MP0109/Web

Nudopmanmonnas
cucrteMa - bauk pamsbix | https://bdu.fstec.ru/?ysclid=lujkgy7cnw630508962

yrpo3

WNudopmannonnas
cucrema - HopmaTtuBHbIE
MIPaBOBbBIE https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-tzi
AKThI, ?ysclid=lujknksfy724757053

OpraHu3aluoOHHO-PaCIIOP
AAUTCIBHBIC

9 MaTtepuajibHO-TEXHHYECKOe o0ecnevyeHne JUCHUUIIIMHBI (MOIYJIs1)

MarepuanbHO-TEXHHUECKOE 00eCIIeYeHHEe AUCIUIIINHBI BKIHOYALT:

Y4eOHbIe ayAUTOPUH [T IPOBEACHUS 3aHATUHN JIGKIIMOHHOTO TUTIA:
crenuanu3upoBaHHas (yueOHas ) MeOelb (CTOJbI, CTYNbs, 1OCKa ayAUTOpHAs!),
MyJIbTUMEANIHOE 000py10BaHUE (IIPOEKTOP, KOMIIBIOTED, 3KPaH) [ IPE3EHTAluU
y4eOHOro Marepuaia no JUCHUTUIHHE;

Y4eOHble ayAUTOPUH [T IPOBEACHUS JTAOOPATOPHBIX 3aHATHH, TPYIIIOBBIX U
WH/IMBUYAIbHBIX KOHCYJBTAIIMN, TEKYIIEr0 KOHTPOJIS ¥ IPOMEKYTOYHON aTTeCTallUu:
crenuanu3upoBaHHas (yueOHas ) MeOelb (CTObI, CTYINbs, JOCKA ayJUTOpHAs!),
MEPCOHAIBHBIE KOMIIBIOTEPHI 00BETUHEHHBIC B JIOKATBHBIE CETH C BBIXOJIOM B MIHTEpHET 1 ¢
JOCTYIIOM B JIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTENbHYIO CPEly YHUBEPCHUTETA,
OCHAIIIEHHBIE COBPEMEHHBIMH NPOTPAMMHO-METOANYECKIMH KOMILIEKCAMH

AyIUTOpHH IJIs1 CAMOCTOSITETBHON PaOOThI (KOMITBIOTEPHBIE KIIACCHI, YUTATbHBIE
3aJ1pl OMOIMOTEKN): Crienuanu3upoBanHas (yaeOHas) MeOemb (CTOMbI, CTYIIbs, JOCKa
ayJAUTOpHAs ), IEPCOHAIBHBIE KOMIIBIOTEPHI 00BHETUHEHHBIE B JIOKAIBHBIE CETH C BBIXOZOM B
HNHTepHeT u ¢ 10CTYNOM B 3JIEKTPOHHYIO HH(OPMAIITMOHHO-00pa30BaTENBHYIO CPEIY
YHHUBEPCHUTETA, OCHAIIIEHHBIE COBPEMEHHBIMU TIPOTPAMMHO-METOAMYECKUMHI KOMIUIEKCaMHU

[Tomemienune uIst XpaHEHHUS U TPOPHIAKTHUECKOTO 00CITy)KUBaHUSI Y4€OHOTO
o0opynoBaHus: MeOeIb (CTOJIBI, CTYJbS, CTEIJIAXKH I XpAaHSHUST yu4eOHO-HATJISTHBIX
ocoOuil 1 yueOHO-MEeTOINYECKON TOKYMEHTAIMH ), IEPCOHAIbHbIE KOMIIBIOTEPHI


https://www.rsl.ru/ru/4readerscatalogues/
https://host.megaprolib.net/MP0109/Web
https://bdu.fstec.ru/?ysclid=lujkqy7cnw630508962
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-tzi?ysclid=lujknksfy724757053
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-tzi?ysclid=lujknksfy724757053

Ipuioxkenne 1

YueOHO-MeTOANYECKOE 00ecTieYeHre CAMOCTOSITeIbHOI padoThl 00y4yaromuxcst

[To mucummummue «MHpOpManmoHHas 06e30MacHOCTR» MPEAYCMOTPEHA ayAWTOpHas W
BHEAYAUTOPHAs CaMOCTOsITEeIbHAs paboTa OaKkaIaBpoB.

AymuTopHas caMOCTOsITeNbHAass paboTa OakajgaBpOB NpEANONaraeT pelieHue |
odopmIieHHEe COTJIACHO 33JaHHBIM TPEOOBAaHUAM 3aaHUi JabopaTopHbIX padboT. TpedoBaHus K
opopmiiennro HaxoasaTcss B CMK-O-CMI'TY-42-09 KypcoBoii mpoekT (paboTta): CTPyKTypa,
coJiepKaHue, 00Ie MpaByiIa BBHITIOTHEHUS U 0(OPMIICHHSL.

BHaeaynutopHas camocTosTenbHas padoTa CTYIEHTOB OCYIIECTBIISCTCS B BUAC H3yUCHUS
y4eOHOI ¥ Hay4HOW JIUTEpaTyphl MO0 COOTBETCTBYIOIIEMY pa3zeiy ¢ MpopadoTKoil marepuania,
y4acTHe B JUCTaHIIMOHHOM Kypce mwiu m3ydeHurn MOOK, npeayioskeHHOM IperoiaBaTelieM U
BBITIOJIHEHHS TOMAITHUX 33JaHUi (TMIOATOTOBKA K J1a00paTOpHBIM paboTaM) ¢ KOHCYJIbTALUAMHU
nperno/iaBaTess.

Bonpocs! 1J1s1 CaMOCTOATETbHOT0 H3YYeHUsI:

1. [TpoBenuTe CpaBHHUTENBHBIN aHAIN3 JOKTPUH W KoHueniwmii rocymnapcts CIIA,
I'epmanuu, @pannun, SMOHUM W JPYTUX Pa3BUTHIX CTPaH B 00JIaCTH OOECTICUCHUS PAa3BUTHUS
UHPOPMALMOHHBIX TexHonorud (koHuenuuu Kimarona-I'opa, bannremana B EBporme,
Oxwunapckas xapTust «I 1o0anpHOe MHPOPMAITMOHHOE OOIIECTBO» U T.1I.)

2. W3yunte COBOKYMHOCTh O(UIIMATIBHBIX B3IJISA0B HA 1€MW, 337a4i, TPUHIIUIBI U
OCHOBHBIE HarpaBieHus obecrieueHus HHPopMamoHHoi 6e3omacHocT Poccuiickoit denepanuu
B «JlokTpuHEe WH(POPMAIIMOHHON O0€30MacHOCTH POCCHUUCKON (henepanuny», yTBEpKICHHOW 9
cenTsa0ops 2000 r. No  [Ip-1895.

3. Ilo3HakoMBTECH €O CTaThIMM OCHOBHOrO 3akoHa Poccuiickonn denepanum —
Koucturynueit  (mpunsitoir 12 ngexadbps 1993  ropma), 3aTpardBarOUIMMH  BOIIPOCHI
uHpopmanmoHHoi 6e3omacHocTu (ctathu 23, 24, 29, 41, 42).

4, PaccMmoTpuTe ompeneneHuss BCceX BaXXHEWIIMX KOMIIOHEHTOB MH(OPMAlMOHHOM
NeSITebHOCTH M HANpaBICHUs Pa3BUTUS 3aKOHOJATENLCTBA B 00JIACTH HH(POPMALMOHHOM
O6e3omacHOCTH B 3aKkoHe «O0 uHpopManmu, nHGOpMATH3AMKA U 3anuTe UHPopManun» ot 20
despanst 1995 rona Homep 24-D3 (mpunsat ['ocynapcrBenHoit Jlymoit 25 suBaps 1995 rona).

5. N3yunte OCHOBHbIE HOPMATUBHbBIE AKTHI, pETJIAMEHTHPYIOIINE OXPaHbl 0ObEKTOB C
IOMOIIIBI0O HOPM aBTOPCKOTO TMpaBa B 3akoHaXx «O MpaBOBOW OXpaHe NPOrpaMM s
AIIEKTPOHHO-BBIUMCIUTEIbHBIX MallMH M 0a3 JaHHBIX», «O MpaBOBOW OXpaHE TOMOJOTUU
MHTErpalbHBIX MUKpocXeM» U «O0 aBTOPCKOM IpaBe U CMEXHBIX IPaBax».

6. Kak onpenenensl nmoHsTHs OaHKOBCKasi, KOMMepUYecKas U ciykeOHas TaliHa B
I'paxxnanckoM konekce Poccniickoit denepanun.
7. Kak oTpaxkeHbl BOMpOCHI MPaBOBOrO pexumMa HHPOPMALMU C OTpaHHMYEHHBIM

JIOCTYIIOM B 3aKOHAX O TOCYJaPCTBEHHON U KOMMEPUYECKOM TailHax, B TPAXKIaHCKOM Kojiekce PO B
cratbe 139 «CnyxeOHast 1 KOMMepUecKas TaiHay.

8. Kakue cBeeHHs He OTHOCATCS K KOMMEPUYECKOM TalHe.

Q. Kak ompenensiercs moHsTHE U cOAepKaHUE KOH(UIESHITMAIBHON MHGOpMAIUU B
Vkaze [Ipesunenta PO «O06 yrBepxkaeHUN NIEpEeUHs CBEACHUN KOH(PUICHIIMATFHOTO XapaKTepay.

10.  [aiire xapakTepuctuky cieayromux GopM 3amuTsl ”HYOPMALUH: TaTeHTOBAHHUE,
aBTOpCcKOe mpaBo, ToBapHble 3HAKU («IlarentHsbiii 3akoH P®», «O TOBapHBIX 3HaKax, 3HAKaX
00CITy>)KMBaHUSI 1 HAMMEHOBAHUH MECT IMPOUCXOXKICHUS TOBAPOBY).

11. PaccmoTpuTe BONIpOCH IIMIEH3MPOBAaHUS B OOJNACTH 3aIUTHI MHPOPMALUH B
3aKkoHe «O JTUIEH3UPOBAHUM OTAEIBbHBIX BUIOB JAedaTenbHOCTH» OT 8 aBrycta 2001 roga Homep
128-®3 (ITpunst ['ocymapcreennoit JJymoit 13 urons 2001 rona).

12.  Kakumu rocynapcTBeHHBIMHU IIPAaBOBBIMH JOKYMEHTAMHU ONPEENSIOTCS AeHCTBUS
10 3anuTe HHGOPMAITMHN OT HECAHKITMOHHUPOBAHHOTO JOCTYIIA.

13. Onpepmenure pons u Mmecro @enepanbHON ClIyXObl 110 TEXHHYECKOMY U
skcnoptHomMy  koHTpono  (DPCTOK, www.fstec.ru), sBusromeiics MNpaBOMPEEMHUKOM


http://dvabop.narod.ru/docum/xartia/xrt.htm

I'ocymapcrBenHoi TexHHMueckod komuccuu npu IIpesunenre Pocculickoir  ®enepanuu
(www.infotecs.ru/gtc/)

14. KakoBbl OCHOBHBIE HalpaBieHUs JAEATENbHOCTH MenepanibHOro areHTCTBa
NPaBUTEILCTBEHHON CcBsisu M uHbpopmanmu (PATICU — www.fagci.ru) B rocymapcTBeHHOM
CHCTEME 3aIUThl HHPOPMAIUH.

15. KakoBbl ocHOBHBIE HampaBineHus jearensHoct «Coera BesomacHocTu
Poccuiickoit denepanniny.
16.  3uauenue 3axona «O6 yUacTHU B MEXKIyHAPOAHOM HH(GOPMALIHOHHOM 0OMEHEY OT

4 wronsa 1996 rona Homep 85-D3 (npunsaT ["'ocynapcrBennoi ymoii 5 utons 1996 roma) B aroxy
I00ATEHBIX KOMMYHUKAITHH.

17.  PaccMoTpuTe 3aKOHONMPOEKTHI M CYLIECTBYIONIYIO HOPMATHBHO-IIPABOBYIO 6a3y MO
BOIIPOCaM AJIEKTPOHHOIO Ou3Heca U JoKyMeHToobopoTta. Kakum oOpa3zom obecneunBaroTcs
NPaBOBBIC YCIIOBHSI HCIIOJIb30BAHUS AJIEKTPOHHONH LU(PPOBOM TMOAMUCH B DJICKTPOHHBIX
JIOKYMEHTaX COIIacHO 3aKoHY «O0 3mekTpoHHOH 1udpoBoi nmognucu» Ne 1-O3 (mpuHsATOMY
['ocynapcrennoii lymoii 13 nexadpst 2001 roga).

18. [ToznakombTeCh co cTaThsiMu Kozekca 00 aIMUHUCTPATUBHBIX TPABOHAPYIICHUSIX
1o mpobiaemMaM IpaBOHAPYIICHUH B obnacTu cBsizu ¥ nHpopmanuu (I'masa 13).
19. Wzyuute cratbu YronoBHoro kozaekca Poccuiickoit @eneparuu (penakuus ot 14

mapra 2002 ronma) mpeaycMaTpHUBAIOLIUE YTOJOBHYIO OTBETCTBEHHOCTh 3a KOMIIbIOTEpPHbBIE
IIPECTYIUICHUS.

I'naBa 28 «[Ipectymnenus B chepe KOMIBIOTEPHOIN HH(OPMALIMM», TPU CTATHU:

cratbs 272. HerpaBoMepHBIA JOCTYI K KOMIIBIOTEPHOW HH(POPMALINH;

cratbs 273. Co3ganue, UCIOJIb30BaHUE U PACIIPOCTPAHEHUE BPEJOHOCHBIX IIPOrpaMM s
OBM;

crarbs 274. Hapymenue npasui 3kcrutyaraunu 9BM, cuctemsr OBM uinu ux cetu.

20.  TlosnakombTech co crathimMu YK P® mon nelicTBHe KOTOPHIX MOIYT MONaiaTh
IPOTUBOIPABHBIE JIESIHUS, COBEPILLICHHBIE C CIOJb30BaHUEM KOMIIbIOTEepa U/niau ceTd. CTaTbu —
129, 130, 137, 138, 146, 147, 158, 159, 163, 165, 167, 168, 171, 182, 183, 200, 242, 276, 280, 282,
283, 354.

21. Tlpusemute mnpuMepbl cyaeOHOI TNpPakTMKM B paccMaTpuBaeMoii cdepe.
Hcnonp3yiiTe MmaTepralibl IEPUOIUIECKON TIeyaTH, myonukanuu B IHTepHeT.

22. Cremnaiite 0030p MeXTyHapOIHOTO HH(pOpMaOHHOTO 3akoHoAaTenbcTBa (CIIIA,
I'epmanun, BenukoOpuranuu, @panuuu, SAnoHun) B 006JaCTH 3alIUThl HHOOPMALIHH.

23.  PaccMoTpuTe IIpaBOBOE perylHpoBaHHe ceTd MHTepHeT B cTpaHax EBpomEL
CIIA, Poccun.
24.  TlosHakombTech c mporpammoil «JyekTpoHHas Poccusi». KakoBbl pe3ynbTaThl

peanu3anyy JaHHOW MporpaMMsbl?
25.OueHouHbIe CTaHAAPThl U TEXHUYECKKE crenupukanuy. OCHOBHbIE TTOHATHS.

26.Crannapr Munucrepcta 060ponbl CIIA «KpuTepun OLEHKH JOBEPEHHBIX
koMmmbroTepHbIX cuctem» (Department of Defense Trusted Computer System Evaliation Criteria,
TCSEC, [TCSEC]) («OpanxeBasi KHUTa») KaK OICHOYHBIN cTaHmapT. Mctopus co3manus u
tekymii cratyc. Ilomutuka Oe3omacHocTH coryacHO «OpamkeBoil  kHure». Kitaccsl
0e30macHOCTH HMH(OPMALIMOHHBIX CHCTEM IO CTeneHH JoBepus Oe3zomacHocTu («OpankeBas
KHUTa»).

2(.KpacHas xuura. IHTeprnperanus KpHTEPHEB OLEHKU HAaIEKHOCTH CHCTEM [T CETEH.
Trusted Network Interpretation. 1993. (NCSC-tg-005).

28.Po3oBas knura. MHTepnpeTanus CHCTEMBI yIPABIECHUS HAIEKHOM 0a30l JaHHBIX B
KPUTEPUAX OLCHKM HAJEKHBIX KOMIIBIOTEPHBIX CHUCTeM MUHHCTEpCTBa OOOPOHBI W3 4YHCIa
KPHUTEPUEB OIICHKU HAJEKHBIX KOMIBbIOTepHBIX cucteM. Trasted Database Management System
Interpretation of the Trusted Computer System Evaluation Criteria. NCSC, 1991,
(NCSC-TG-021).

29.VupopmannonHas 0e30acHOCTb paclpeeieHHbIX cucteM. Pekomenpamun X.800
«ApXUTEKTYypa 0€30MaCHOCTH Il B3aUMOJICHCTBUS OTKPBITHIX CUCTEM.


http://www.infotecs.ru/gtc/
http://www.fagci.ru/

30.Cnenuduxanus Internet-coobmectsa RFC 1510 «CeTeBoii cepBHC ayTeHTU(DHKAIMH
Kerberos (V5)» [Kerb].

31.Tocynapcrennsie cranaaptsl. TOCT P UICO/MDBK 15408-2002. MudopmanuonHas
TeXHOJOorus. MeTo/Ib! 1 cpelicTBa obecneueHus 6e3omacHocTH. Kpurepun orieHKH 6€301macHOCTH
UH(POPMAIMOHHBIX TEXHOJOTHH (B PYCCKOS3BIYHOH JINTEpAType OOBIYHO, HO HE COBCEM BEPHO,

umenyeMsbIit «Oomme kputepun» -OK). OcHoBHBIE TOHATHS U UaeH. (MexTyHapO HbIN CTaHIapT
ISO/IEC 15408).

32.TOCT P UCO/MDK 15408 — «Bsesenue u obumas Mozenb». OOmmil momxox K
dbopmupoBaHHIO TPEOOBAHUI U OIIeHKE 0€301MacHOCTH ((PYHKIIMOHATIBHBIC U JOBEPHS ), OCHOBHBIC
KOHCTPYKIIMU (TIpowiib 3allUThI, 3aJaHue MO Oe30MacHOCTH) MpPEACTaBJICHUsS TpeOOBaHUI
0e30MacHOCTH B MHTEpecax MmorpeduTeneil, pa3pabOTUMKOB U OLICHIIUKOB MPOAYKTOB U CUCTEM
NUT. TpeboBanus Ge3omacHocTH 00bekTa oneHku (OO) mo meromonorun OOIUX KpUTEpUEB
OTIPEeIIAIOTCS UCXO/I U3 1ieieil 0e30MacHOCTH, KOTOphIe, B CBOIO Ouepe/lb, OCHOBBIBAIOTCS Ha
aHaymze HazHadeHus OO W yCIIOBUH cpelbl ero WCIOJb30BaHUs (Yyrpo3, MpPEIroNIoKEeHUH,
MOJIUTUKU OE30M1aCHOCTH).

33.'OCT P UCO/MDK 15408-2 — «DyHKIMOHATbHbIE TPeOOBAHUSA GE30MACHOCTHY.
Knaccudukanus ¢yHKIIMOHATBHBIX TpeOoBaHUi Oe3omacHocTH «O0mux kpurepuesy. Kiacchr
(GYHKIMOHATIBHBIX TPEOOBAHUH, OMUCHIBAIOIIME AIIEMEHTAPHBIE CEPBUCHI Oe3omacHocTH. Kitacchl
(GYHKIMOHATBHBIX TPEOOBAHHH, ONMMCHIBAIOIINE TPON3BOIHBIC CEPBUCH OE30MTACHOCTH.

34.3amuTa naHHBIX MOJB30BaTeNs. 3amura QyHKINH G€30MacHOCTH 0OBEKTA OLIEHKH.
35.Knacchl pyHKIMOHANBHBIX TPeOOBAHMIA, HIPAIONIUE HHPPACTPYKTYPHYIO POIb.

36.'OCT P UICO/MDK 15408-3 — «TpeGoBanus 1oBepus k 6e30nacHOCTHY. OCHOBHBIE
HOHSTHS U Kiaccuukanus TpeOoBaHui T0Bepus OE30MaCHOCTH.

37.0uenka npoduieii 3amuThl M 3a4aHUil 10 Ge3omacHocTH. TpeboBaHUs NOBEpHs K
aTamy pa3paboTku. TpeGoBaHUs K 3Tamy MONXYYCHHS, MPEACTABICHUS M aHAN3a Pe3yJbTaToB
pa3paboTku. TpeboBaHuUs K MOCTABKE U SKCILTyaTalluu, MOAECPKKA TOBEPHUS

38.Ouenounsle ypoBHM J0BepHs 6€30MacHOCTH B «OOMUX KPUTEPHIX).

39.Ilpodunu 3amuThl, pazpaboTaHHble Ha OcHOBe «OOmMX KpuTepuesy. OOmue
TpeOoBaHUs K cepBUcaM Oe3omacHOCTH. buomerpuueckast naeHTH(OUKAIUS U ayTeHTH()UKALINS.

40.bpuranckuii crangapr BS 7799 «Ynpapienue MHGOPMAIMOHHON 0€30MaCHOCTBIO.
[Tpaktnyeckue npasuiay» (Code of practice for information security management) [BS7799] u ero
BTOpas dactb BS 7799-2:2002 «Cuctemsl ympaBieHuss WHOOPMAIMOHHONW O€30MaCHOCTHIO -
cneunduKanus ¢ pyKoBOACTBOM 1O Hcnoib3oBaHuio» (Information security management systems
- Specification with guidance for use) [BS7799-2] mist npakTH4YeCKOTO CO3AaHUs U MOAACPKAHUS
pexxumMa MH(OPMAIIMOHHON O€30MacHOCTH € MOMOIIBIO PETYJISATOPOB aJAMUHUCTPATUBHOTO H
IpoLEAYpPHOTro ypoBHEH. PerynsaTopsl 6€30macHOCTH U peanu3yeMble MU 1enu. YeTblpexpazHas
MOJIeJIb Tpoliecca YIpaBieHUss HHPOPMALIMOHHOM 6€3011acCHOCTBIO.

41.Cranpapr ISO/IEC 17799:2002 «Yupasnenue HHGOPMALMOHHON 6€30MACHOCTBIO —
WNHpopManinoHHbIE TEXHOIOTUI.

42. ®enepanenpii  crangapr CIIA FIPS 140-2 "TpeGoBanmst 6€301macHOCTH  IJis
kpuntorpaduueckux moayineit" (Security Requirements for Cryptographic Modules) [FIPS140].

43.TpeboBanuss K NPOU3BOIBHOMY (JMCKPELMOHHOMY) YIPABIECHHIO JOCTYIOM.
PyxoBomsmmit  moxkyment ['octexkomuccuum Poccunm «besomacHocTh  HMH(pOpMaMOHHBIX
texHosoruil. Konrponupyemsrii goctyn. [Ipoduns 3ammren (113 KII).

44, TpeGoBanuss K NPUHYIUTENLHOMY (MAHIATHOMY)  YIPABIECHHIO  JOCTYIIOM.
PyxoBomsmmit  noxkyment ['octexkomuccuum Poccum  «be3omacHocTh  HMH(OPMAIMOHHBIX
TexHosoruil. Merounas 3ammuTta. [Tpoduns 3amuten (113 M3).

45.PoneBoe ynpaBieHue JOCTYIIOM.

46.MexcereBoe sKpaHupoBanue. Pykosojsime nokymeHThl 'octexkomuccuu Poccuu
(Knaccuduxanusa aBromatusupoBaHHbIX cucteM (AC) 1Mo YpOBHIO 3alUIIEHHOCTH OT
HecankimonupoBanHoro gocrymna (HCJI), Knaccudukanus MexceTeBbIX SKPaHOB).

47.CucteMbl  akTMBHOTO  ayauMTa. AHOHMMHM3ATOPHl. BBIIYCK M yIpaBleHHEe
cepTUpUKaTaMU. AHAINU3 3alUILEHHOCTH.



48.Tlpodunu 3ammThl, pazpaboTaHHble HA OCHOBEe «OOIMX KpuUTepHeB». YacTHbIE
TpeOOBaHUSI K KOMOWHAIIMSAM | TPUIOKEHUSIM CEpPBUCOB Oe3omacHOCTH. OrneparmoHHbIC
CHCTEMBI.

49.Yactuple TpeboBaHUA K KOMOMHALMAM U NPHJIOKEHHAM CEPBMCOB 0€30IaCHOCTH.
Cucremsl ynpapieHus: 6a3amMu JaHHBIX.

50.Yacrusie Tpe6oBaHUs K KOMOMHAIMAM U MPHJIOKEHHSAM CEPBHMCOB 0€30IaCHOCTH.
BupTtyanbHbie yacTHble ceTu. BupryaibHble okanbHble ceTH. CMapT-KapThl.

51.TapmonusupoBannbie Kputepur EBponeiickux cTpaH.

52. Texunueckas cnenuduxanus «O600IIEHHbIH IPUKIaTHON IPOrpaMMHBIi nHTEpdeiic
ciy:k0b1 Oe3omacHocTn» (Generic Security Service Application Program Interface, GSS-API)
[GSS-API].

53.0cHoBHBIC TOHSTHS W WICH pexkomennanuii cemericta X.500. X.501 "Cnyx0a
nupekropuii: momenu" [X501] m X.511 "Cuyx0a mupekTopuii: aOCTpaKTHOE OmIpeaeieHue
cepsuca" [X511].

54.Kapkac cepruukaToB OTKPBITHIX Kirodeil. X.509 "Cuyxkba JTUpeKTOpHil: KapKachl
ceptudukaToB OTKpBITHIX Kitoded u atpubyros" (The Directory: Public-key and attribute
certificate frameworks) [X509].

55.Kapkac ceprudukaros arpuOyToB. [IpocTas u cHiIbHas ayTeHTH(UKALHUSL.

56.Cnenuduxamun Internet-coobmectsa IPsec. ApXHTEKTypa CpEACTB 0G€30MacHOCTH
IP-ypoBHsL.

57.Cneunpuxanun Internet-coobmectna IPsec KoHTEKCTEI 6€30MaCHOCTH M yIIPABICHUE
KITFOUaMH.

58.IIpoToKoIbHBIE KOHTEKCTHI U TIOIMTHKA GE30MaCHOCTH.

59.06ecneuenne ayrentuunoctu IP-nmaketoB. OGecredeHne KOH(HIEHINAILHOCTH
ceTeBoro Tpaduka.

60. Ocuosuble nen u noustus nporokona TLS. TIporokon nepeaun 3anuceii. [Iporokosn
YCTaHOBJIEHUSI COECIMHEHHM M acCOLMUpPOBaHHBIE NMPOTOKOJbI. [IprnMmenenne nporokosna HTTP
Hax TLS.

61.06006m1eHHbI TpUKIagHONW MPOrpaMMHBINA HHTepdeiic clykObl 6e30MacHOCTH.
OCHOBHBIE TOHSTHS.

62.0060061eH b  PUKIATHON IIPOrpaMMHBIA HHTepdeiic clyk0bl 6e30macHOCTH
OyHkmu g paboTel ¢ ymoctoBepeHUsiMH. Co3laHWMe H  YHHUYTOXXEHHE KOHTEKCTOB
6e3omacHocTH. 3amuTa coodmenuit. Jloruka paboTsl nosip3oBaTeneil nuaTepdeiica 6e30nacHOCTH.

63.CtpykTypa u coaepxanue gokyMeHnTa «[loauTHKa MHPOPMAIMOHHON 6e30MacHOCTH
OpraHu3aLun».

64.Cnyx6a nnbpopMauoHHoil Ge3omacHocTH opranmsanuu. CocTaB, Held U 3a7aduu
CITy»OBI UHPOPMAIIMOHHOMN 6€30MaCHOCTH OpPTraHU3aIUH.

65.Posb cTanmapToB M TpeGOBaHMH MO MHPOPMAIMOHHOM GE30MaCHOCTH MPEATIPHATHS
B (hopmupoBanuu «lloauTHky MHPOPMAIIMOHHON 0€30aCHOCTH OPraHU3aLM».

66. IIpuHIMIBl pacTpeaeneHus MoJIHOMOYHIA.

67.Ipouenypsl W MeTOAB HH(POPMALMOHHONW OE30MACHOCTH OpraHM3alMh  Kak
cocrapitrone «[lomuTukn MHPOPMAITMOHHOW OE30TTaCHOCTH OPTaHU3AITUI.

68. IIpopunu 3armureL.

69. O6s3aHHOCTH COTPYAHUKOB MO 0OECTIEYEHHIO MHPOPMALIMOHHON 6E30IIaCHOCTH.

70.TTopsamox ycTaHOBNEHHsI peXMMa KOHQHAEHIHATLHOCTH MH(opManuu. IlepedeHs
CBE/IEHUI1, OTHOCUMBIX K KOH(PHICHIIMAIBHON HH(POPMALIUK 1 HE TIOJIekKAITUX 3aCEKPEUMBAHUIO.

71.Tpe6oBanus, npexbsABiseMble K NPETEHIEHTaM Ha paboTy ¢ KOH(UIECHIMATEHON
nH(popMaIen 1 K MpeTeHeHTaM Ha JI0HDKHOCTD CITyK0y HH(POPMAIIMOHHON O€30MaCHOCTH.

72.Tlopsnok obecrieueHnss COXPAHHOCTH KOH(QMACHIMATBLHOH HMH(OPMALUKM [pH
MOCTOSIHHOM WJIM BPEMEHHOM MpPEKpPAILEHUH I0JIb30BaTeIeM J0CTyNa K KOH(PHUACHUHUATLHOMY
UH(OPMAIIMOHHOMY PECYPCY.

73.0pranu3aluoHHbIE MEpPhl 10 OOECIEUYEHUI0 U TOAEPKAHUI0 MH()OPMALMOHHOM
0€30MacHOCTH B TIEPHO]T YPE3BbIUAUHBIX CHUTYAIIUN.



74.Bunsl nHpOpMaLU OPraHU3aLNH, TTOJIEKAIME 3aIIHUTE.

75.PernaMenTanus neiicTBHI Beex KaTeropvii COTPYAHUKOB, OMYIIEHHBIX K paboTe ¢
nH()OPMAITMOHHBIMHU CHCTEMaMH.

76.CuctemMa  OpraHM3alMOHHO-PACHOPAJUTENLHBIX JOKYMEHTOB — YUPEXKIEHHS 110
BOIpocaM obecrieueHus: THPOPMAITMOHHOM 0€30aCHOCTH.

77 .Tlonurrka GE30IaCHOCTH YUPEKICHHUS.
78.TIporpamma 6€30MaCHOCTH YUPEKICHHUS.



IIpunoxenne 2

OueHovHbIEe CpeCTBa A5 NPOBeIeHUs IPOMEKYTOUYHOM aTTecTAlMI

a) Ilnannpyembie pe3yabTaThl 00y4eHHUs] H OLICHOYHBIE CPEACTBA 1JIsl IPOBEAeHHU

MPOMEKYTOYHOM aTTECTALMU:

Kon
WHAWKATOPa

Nuaukatop A0CTIKEHUS
KOMIIETCHIINH

O1eHOYHBIC CpPeICTBa

YK-8 — CnocoGeH co31aBaTh M NOJJIeP:KMBATH B MIOBCEHEBHOM JKU3HU U B NPO(ecCHOHATbHOIM
AeATeJbHOCTH 0e30MacHbIe YCJIOBUS KU3HeAeSITeJILHOCTH [1JIs1 COXpPaHeHUs] MPUPOIHOM cpebl,
ofecrneyeHHsl yCTOIYMBOrO pa3BUTHS 001ECTBA, B TOM YHUCJIe IPH YIPo3€e U BOSHUKHOBEHUHU

Ype3BbIYANHBIX CUTYallUH M BOEHHbIX KOH(IUKTOB

VK-8.1 AHanuzupyet 51 IIpumepHble BApDMAHTHI TECTOBBIX 3a/IaHMUIA.
uAeHTHPHUIUPYET 1. TpeboBanus «OOINX KPUTEPUEB)» TPYINITHUPYIOTCS B!
(akTOpel  OMAcHOTO | a.Kimaccer
BPEIHOTO BIIUSTHUS b. Tloaxmaccer
JJIEMEHTOB cpensl C. I'pynnibt
oOutaHust  (TEXHUUYECKHX d. [oarpymmsrl
CPEJICTB, TEXHOJIOTUIECKUX
IPOLIECCOB, MAaTepHAaJIOB,
sgaHuii u  coopyxeruii, | 1lepedeHb BONPOCOB /LIS HOATOTOBKH K3aMeHIy
HPUPOHBIX M COLUATBHBIX .

ARIICHH) 1. Tloustue nHGOPMAITMOHHON OE30TTACHOCTH. }

2. OCHOBHBIE COCTABISIONINE HHPOPMAIIMOHHON
Oe3omacHoCTH

3. BaxHOCTB M CIOXKHOCTBH TPOOITEMBI
WHPOPMAIMOHHOH 0€30MaCHOCTH

4. 3akoHOAAaTEeNbHBIN YpOBEHb HH(POPMAIIMOHHOH
Oe3omacHOCTH

5. O030p pocCcHIiCKOro 3aKOHOIATEILCTBA B 00JIACTH
WHPOPMAIMOHHOHN 0€30MaCHOCTH

6. IIpaBoBbIE aKThI OOIIETO HA3HAYCHUS,
3aTparuBarolre BOIPOCH HHPOPMAIIMOHHON
0e30macHOCTH

7. O630p 3apyOexHOro 3aKOHOJATEIbCTBA B 00JIACTH
WH(POPMAITMOHHOW 0€301MacHOCTH

8. OueHouHble CTaHAAPTHI u TEXHUYECKHUE
cnenupUKaImH.
IIpakTH4yeckoe 3aganne
[TpoBecTH ayuT 3aMUIIEHHOCTH CETH
Hactpouts pasnuuHbie criocoObl aBTOPH3aLUH Ha
Be0-pecypce ¢ Y4eTOM TOCTABICHHBIX 3324
KommuekcHoe 3aganne
O6ecneunTs 3amUTy HHPOPMAIMH JOKYMEHTOB
Pa3IMYHOrO TUMA (JIOCTYIMHOCTD, LENOCTHOCTD,
KOH(HICHINAIBHOCTD) OT BBISIBJIEHHBIX YTPO3 IIPEIMETHOM
oOnactu

YK-8.2 BrisiBisier pOoOJIEMBI, IIpumepHbIe BAPHAHTHI TECTOBBIX 3aJaHUIA.
CBSI3aHHBIE c | 1. Ykaxure HekoppeKkTHOe onpeaenenne Hapymurens Ub:
HApYIICHUAMH  TEXHUKH
6€30MaCHOCTH Ha pabouem a. (usmueckoe MO, CITyYaHO WIH PEAHAMEPEHHO
MecTe; npeIaraeT COBepIIaroIee JeHCTBUS, CIIEACTBUEM KOTOPBIX

ABJISIETCSl HApYIIeHHE 0e30MacHOCTH HH(opMaIyu




Kon WNunukatop noCTmKeHUs OLieHOYHBIE CpeICcTBa
WHANKATOpa KOMITETeHIIUN
MEPOTIPHUSITHUSIX o npu ee 00pabOTKE TEXHUIECKUMH CPEACTBAMH
NpEAO0TBPALICHHUIO b. ¢usmueckoe nm WpPUIMYECKOE JTUIIO, CITyYaitHO
YpE3BbIYANHBIX CUTYalul COBepIlaroIiee AeUCTBUS, CIEICTBUEM KOTOPBIX
ABJISIETCSl HApYIIeHHe 0e30MacHOCTH HH(popMau
npu ee 00pabOTKE TEXHUIECKUMH CPEACTBAMH
C. 3TO JINIO, IPEANPUHSBIIEE MTOTBITKY BHITOTHEHUS
3anpenIeHHBIX onepaluii (IeHCTBHI) IO OITHOKE,
HE3HAHUIO WJIM OCO3HAHHO CO 3JIbIM YMBICIIOM (U3
KOPBICTHBIX HHTEPECORB) WK O6€3 TAaKOBOTO (paiu
WTPHI W YAOBOJIBCTBUS, C IENBIO
CaMOYTBEPKACHUS U T.I1.) U UCHOIB3YIOMIEE IS
3TOTO pa3lIuYHbIe BO3SMOKHOCTH, METOABI U
cpelncTBa
IlepedyeHb BONPOCOB IS MOATOTOBKH K IK3aMEHY
9. OcHoBHBIE OTIpeeNICHHS " KpUTEPHH
KJIACCU(HUKAIIH YTPO3
10. Hanbomnee pacpocTpaHeHHBIE YTPO3BI JOCTYITHOCTH
11. BpenoHocHOE mporpaMMHOe oOecIieueHue
12.OcHOBHBIE YTPO3bI ETOCTHOCTH
13.OcHOBHBIE YTPO3bI KOH(DHUICHIIMATFHOCTH
14. nentudukanus u ayTeHTUOUKAIHS
15. Vnpasnenue 10CTYIIOM
16.PoneBoe ynpaBieHre JOCTYIIOM
17.1IpoTokonupoBaHUe U ayAUT
18. llIudpoBanue
19. ODxpanupoBanue
20.Knaccuduxamnus MeKceTeBbIX IKPAaHOB
21. AHanu3 3amuIeHHOCTH
22. JlocTymmHOCTD
23. OTKa30yCTOWYMBOCTH U 30HA PHCKA
24, Kpunrorpadus
25.BpenoHocHOe porpaMMHOE 00eCIIeUeHHE.,
26.11yTn MpOHUKHOBEHHS BPEJOHOCHOTO MPOTPaMMHOTO
obecrieveHusl.
27.Croco0bl 3allUThl OT BPEJOHOCHOI'O MPOrPaMMHOTO
obecrieyeHust
IIpakTH4yeckoe 3aganune
PazpaboraTs Moaens yrpo3 6€30MacHOCTH M HapyLIUTEIIs
JUTSI TIpeIMETHON 001acTH
KomniekcHoe 3aganue
PazpaboraTs nporpaMmy 6€30MacCHOCTH JUIS IPEAMETHON
oOnactu
YK-8.3 Paszbsicusier npaBuia IIpuMepHble BAPHAHTHI TECTOBBIX 3a1aAHUIA.

MTOBEACHUS TIPH
BO3HUKHOBECHUH
Ype3BbIYANHBIX CUTYalluN
MIPUPOTHOTO U

2. Uto siBIIsieTCS LIEJIBIO 3AIUThI HHGOpMAIHK?
a. 3amuTa HHPOPMAIHH OT YTEUKH
b. kemaemblit pe3ynbTaT 3alUTH HHPOPMAITUH
C. 3amuTa HHOOPMAIHH OT YTPATHI




Kon WNunukatop noCTmKeHUs OLieHOYHBIE CpeICcTBa
WHIUKATOpa KOMIIETEHIINHN
TEXHOT€HHOT'O d. mpenmoTBpaleHNE YTPATHI M YTEUKH
MIPOUCXOXKICHUS; KOH(UICHIMATBHON HH(pOpMALIUN

OKa3bIBaCT MEPBYIO
HIOMOIIIb, OTTUCHIBACT
CHOCOOBI Y4acTHs B
BOCCTaHOBHUTEJBHBIX
MEpOTPHUSITHUSIX

l'[epeqem, BOIIPOCOB AJId MOATOTOBKH K 3K3aMEHY

28.OCHOBHBIC TOHATHS aIMHHUCTPATHBHOTO YPOBHS
WHPOPMaMOHHON 0€30MaCHOCTH
29.IonmTHka 6€30MacHOCTH
30.I1Iporpamma Ge30macHOCTH
31.CuHXpoHH3aMsl  MPOTPaMMBbI
YKM3HEHHBIM IIUKJIOM CHCTEM

0€30IacHOCTH €

IIpakTH4yeckoe 3aganune
BoccranoBuTh ynaneHHy0 HH(GOpMAaLHIO
VY nanurte HH(bopMauM}o C 3aJaHHBIMH IIapaMeTpaMu

[TpoTHBOCTOSITH PaCIPOCTPAHEHHBIM CIIOCO0aM
WHPOPMAITMOHHOTO MaHUITYIMPOBAHUS

KommiekcHoe 3aganne

[TpuMeHsTh crienuanTu3upOBaHHOE TPOTPAMMHOE
obecrieueHre sl coOXpaHeHU KOH(UACHIINATHHOCTH
nH(pOpMAIUH: XpaHeHHEe TTapolieH, yaanenrne nHhopMaIig,
COKpBITHE HHPOPMALTUH

OIIK-3 — ciocofeH pemiaTh CTAaHJAAPTHBIE 321241 NPogecCHOHAIbLHOI 1esTeIbHOCTH HA OCHOBE
uHG(popManHOHHOH M OUlbIMOrpaduyecKoil KyJbTYPbl ¢ IPUMEHEHUEM
HH(OPMANMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHH M C Y4eTOM OCHOBHBIX TpeOoBaHMii
HHPOPMALHMOHHON 0e30I1aCHOCTH;

OIIK-3.1

Hcnosnp3yeT NpUHLMIIBL,
METOJBI ¥ CpelCTBA
UH(POPMALMOHHON H
oubnmorpaduaeckoit
KyJIbTYPBI JIJIsI PELICHHs
CTaH/IapTHBIX 33714
npo¢eCCUOHANTBHOM
JIeSTeNIbHOCTH C
UCIIOJIb30BaHHE
UH(POPMALMOHHO-KOMMYHHKA
[MOHHBIX TEXHOJIOTH

[IpuMepHbIe BADHAHTHI TECTOBBIX 3aJaHMIA.

1. Kakoii mpuHIMI HHGOPMAIMOHHOHN KYJIbTYphl HanOOIee BaXKeH
TS IpeI0TBpAIIeHUS YTeUKH KOH(DHUICHIINATBHBIX TAaHHBIX ?

a) MakcumaiibHOE OrpaHMYEHHE JOCTYIA K JTFOOBIM
MH()OPMAITMOHHBIM pecypcam

b) Cucremarnueckoe 06HOBICHHE IPOTPAMMHOTO 0OECTICUCHH S
¢) CobJro/iIeHre HOPM LIUTUPOBAHUS U OUOIHOrpaguIECKOro
OTIHCAHHUS

d) Hcnonb30Banue J0CTOBEPHBIX UCTOYHHKOB M IIPOBEPKA
HHPOPMALIUY TTepe]l TIPUMECHEHUEM

2. Kakoit MeToz morcka nHpopmanuu Handoee 3pdekTuBeH st
crienpanucTa o Ub npu aHann3e HOBBIX KHOEpyrpo3?
a. A) Py4Hoii mouck B ciiy4yaiiHbIx 00rax u Gpopymax
b. B) Mouutopusr crierpanu3upoBansix 6a3 nanusix (CVE,
MITRE ATT&CK) u Hay4HBIX TyOIHKAIHiA (BEPHBIA)
c. C) Ucnonp3oBaHUE TOJIBKO BHYTPEHHUX KOPIIOPATUBHBIX
OTYETOB
d. D) 3ampochl B uaTax MECCEH/KEPOB

Hepeqeﬂb BOl'lpOCOB AJA MOATOTOBKHU K 3a'{eTy C
OLIEHKOM

1. Kakue npuHIUIB HHOOPMAIIMOHHON KYJIbTYpHI
HanOojiee Ba)KHLI UIA  CIEmNUaiaucra B oliacTy




Kon

WuaukaTop MOCTHXKCHHUS

OneHoYHBbIE CpeCTBa

MHIUKATOpa KOMITCTEHIINU
rH(pOpManMoHHOM O6e30macHoCTH?
2. Kak oubimorpaduueckasi KyabTypa CIiocOOCTBYET
podeccuoHaIbHONW — JieaTenbHOCTH B cdepe UB?
[IpuBenuTe NpUMEPHL.
3. Kakue MeTo/1bl oKcKa 1 aHaJIM3a UH()OPMALIUY BbI
3HAeTe€ M KAaK KX MOXKHO IPUMEHUTH B 3aJadax
MH(pOpMaMOHHOM O6e30macHoCTH?
4.  Onummure, KaK
MH()OPMALIMOHHO-KOMMYHHUKAIIIOHHBIE ~ TEXHOJIOTHUY|
(UKT) momoraroT B peIIEHHH CTaHAAPTHBIX 3ajady
MH(pOpPMaIMOHHOM 6€30MMacCHOCTH.
5. Kakume »oTHueckne M NpaBOBbIE  ACHEKTHI
HE00X0IMMO YUYUTHIBATh pu pabote C
mH(pOpMaMOHHBIME pecypcamu B B?
6. Kak Bbl opranusyere MOWCK aKTyaJlbHBIX YIpo3 H
YI3BUMOCTEH B OTKPBITBIX HMCTOYHMKaX? ONUIINTE
QIITOPUTM JICUCTBUM.
/. Kakue  pucku  MOryT  BO3HHKHYTh  IIpH
MCII0JIb30BAaHUU OTKPBITBIX UHGOPMAITMOHHBIX
[PECYPCOB B MpodecCHOHANBHOM AesTenbHocTH? Kak mx
MUHHUMHU3UPOBATH?
[IpakTH4YecKkoe 3a1aHne
PaspaboraiiTe ran HHGOPMAIIMOHHOTO TTOUCKA IO TEME
«HoBnIe METOAbI 3allIUTHI OT (1)I/IIHI/IHI‘OBI)IX aTaK».
KommiexkcHoe 3aganue
Bbl — crieruanucT no HHPOPMAIMOHHOI O€30TacHOCTH, U
BaM HEOOXOQMMO OATOTOBUTH aHAJIMTHYECKUI OTYET HA
remy «CoBpemeHHbIe MeTobI 3amuThl 0T DDO0S-aTak». Bam
[PYKOBOJIUTENb TPEOYET, YTOOBI TEKCT OBLIT OPUTMHAIIBHBIM,
COOTBETCTBOBAJI HOPMaM aKaJIeMHYECKOW 3TUKH U UMET
ypOBEHb 3aMMCTBOBaHuUi He Oonee 15% (110 JaHHBIM
AHTHUILIAruaTa)
OIIK-3.2 Pemaer cranaaprHele | IIpuMepHbIe BADHAHTHI TECTOBBIX 3aJaHMI.

3a1a4u 1. Uro Takoe 3ammniaeMasi iHpopmanus?

npodeccnoHaIbHOM

JESTENBHOCTH € y4eToM a. mo06as nadopmanus, kotopas nossiusercs B CMH

OCHOBHBIX TpeGoBaHMit b. wuHpOpMarys, KOTOpas MOMIEKUT 3aAIUTE B

MH(pOPMALIHOHHON COOTBETCTBHU C TPEOOBAHUSAMH PABOBBIX

Ge30MaCHOCTH JOKYMEHTOB U 00513aT€IIbHO OTHOCHTCS K

rocyJapCTBEHHON TaliHe

C. wuH(DOpMAaIHS, SBISIOMIASCS IPESIMETOM
COOCTBEHHOCTH U TOJISKAIAs 3aIUTe B
COOTBETCTBHH C TPEOOBAHUSIMU TIPABOBBIX
JIOKYMEHTOB WJIH TPEOOBaHUSIMU,
yCTaHaBJIMBAEMbIMH COOCTBEHHUKOM WH(POPMALIUH

2. Uto Takoe 0e301acCHOCTD JaHHBIX?

a. 9TO COCTOSIHUE XPAaHUMBIX, 00padaThIBAEMBIX H
nepeaaBaeMbIX JaHHBIX, IPU KOTOPOM
HEBO3MOXKHO UX CITy4ailHOE WM IpeTHAMEPEHHOE
MOJTy4YeHUE, UBMEHEHUE WJIH YHUYTOKECHHE

b. 910 cocTosiHMe XpaHUMBIX, 00pabaTHIBAEMbBIX
nepeaaBaeMbIX JaHHBIX, IPU KOTOPOM
HEBO3MOXKHO UX CITy4aifHOE NCKaKEHUE

C. 3TO COCTOSIHHE XpaHHUMBIX, 00pabaThIBAEMBIX U
nepeaaBaeMbIX JaHHBIX, IPU KOTOPOM

HCBO3MOKHO UX NPCAHAMCPCHHOC IOJYUCHHUC,




Kon
WHIUKATOpa

WuaukaTop MOCTHXKCHHUS
KOMIIETEHILINT

OneHoYHBbIE CpeCTBa

U3MEHEHUE WIH YHUUTOKCHUE

d. cocrosHME 3aIMUIEHHOCTH HAIIMOHATBHBIX
nHTEepecoB PD Bo Beex chepax denmoBeuecKoit
JIESATEeIbHOCTH

Hepeqeﬂb BOIPOCOB AJIsl MOATOTOBKHU K IK3aMEHY

32.I1ousarue nHGOPMALMOHHON 0€30I1aCHOCTH.

33.OcHOBHBIE COCTaBJISIOIINE nH(POPMAIHOHHOM
0e30macHOCTH

34. BaxxHoCTh u CII0KHOCTh npoOIeMBl
WH()OPMAITMOHHON 0€30TIaCHOCTH

35.[loapaseneHus: TEXHUUESCKOM 3aIIUThI HHOOPMALIIH.

36.MecTto M poJsib anmapaTHO-MPOTPAMMHBIX CPEACTB
3aIINTHIL.

37. TpeboBaHuWs PyKOBOIAIINX TOKYMEHTOB K CPEJCTBAM
3allluThI I/IH(bOpMa]_[I/H/I oT HECAaHKIIMOHUPOBAHHOI'O
JOCTYTIA.

38.O06Hapyx)eHIe CeTeBOW aTaKy.

39.Cnoco0bl  obecrieueHust Oe3omacHoil  paboThl B

HNurepuer.
40. [TpuannE GyHKITMOHUPOBAHUS OpaHAMAay3POB.
41.TlepeueHb UH(pOPMAIIMOHHBIX pecypcos,

HOJIeKALUX 3aIIUTE.
42.CriocoOBI 3aIIUTHI (QaiJIOB OT IIOCTOPOHHETO AOCTYIIA.
43.DproHoMHYecKie W HOPMAaTHBHBIE TPEOOBaHHUA K

opraHuzaiuu pabo4yero MecTa IoJjib30BaTeNs

IIpakTH4yeckoe 3aganune

CdopmupoBath maposib ¢ 3aJaHHBIMH KPUTSPUIMHU
YCTOMYUBOCTH

PaccuuraTh ycTONYMBOCTD NAPOJIS

3amuTuTh HHGOPMALIUIO: TIAPOJIb, KpUNTOrpadus,
creranorpadus

Paccrika cooOmieHwii ¢ coxpaHeHHEM
KOH(UICHIINAIBHOCTH ajpecaTa

KomiuiexkcHoe 3a1anue

Haiitn HapymeHnss HOpMaTUBHBIX IPABOBBIX
JOKYMEHTOB B IPE/UI0KECHHBIX 3a/1aHUSAX:

- PEeNoCT 3aIucH, coepxaiieil o100peHne
HapylIeHHe 3aKoHoAaTenbCTBa PD;

- CKaUMBaHUE «B3JIOMAaHHBIX» IIPOTPAMM;

- pacchlIKa criama;

- IOKYNKa MUHHU-BUIEOKaMePhl;

- yCT@HOBKA MPOrpaMM MPOCIYIIKH Ha Terae(oH
CYIpyTy, PeOCHKY;

- NCII0JIb30BAaHUE JIOCTYIA B UY)KYIO COLMAIBHYIO CETh
(moacMOoTpen Mapoib, He pa3IOTUHUIICS MOJIb30BATENb
u ap.)

- MPOCMOTp 4y>ko# nouTkl. [logoOpaTe TpeboBaHMs
CYLIECTBYIOIIEr0 3aKOHOAATEIbCTBA K CUTYallUsIM:




Kon
WHIUKATOpa

WuaukaTop MOCTHXKCHHUS
KOMIIETEHILINT

OneHoYHBbIE CpeCTBa

- paboTonaTenb TpeOyeT MPOXOAUTh AETEKTOP JKH
COTPYIHUKOB TIOCIIC MHIIMICHTOB HA MPEANIPUSITHH,

- paboToaaTenb TpedyeT COOOIIUTh CBEICHHS O
JIOXO0/IaX BCEX WICHOB CEMbU PAaOOTHHKA;

- TIOJIb30BaTEJb BOILIEN O] YYE€THOM 3alHChIO APYTOro
paboTHUKA AJIs BBITIOTHEHHSI POPECCHOHATBHBIX
3ajady;

- IOJIb30BATENb 3apa3uil PadOYyI0 CTAHLIUIO
BpPEJIOHOCHOM MPOTPaMMOi, UCIIOJIb3YS CBOM
¢uem-nHocuTens (BapuaHT | — yMBIIIIEHHO, BApUAHT 2
— HEYMBIILIJIEHHO)




0) Ilopsiiok mpoBeaeHUs MPOMEKYTOUYHOM ATTECTAIUN, IOKA3ATEIN U KPUTEPHH
OlLleHUBAHUS:

IIpomexxyTounass arrecrauuss no aucuuiuinHe «WudopmanmuonHass 0e30MaCHOCTbY
BKJTIOYAET TEOPETHUECKUE BOMPOCHI, TO3BOJISAIOINE OLIEHUTh YPOBEHb YCBOCHHSI 00YUaIOIIUMUCS
3HAaHUW, W TPAKTUYECKHE 3aJaHUs, BBIABISIONIUE CTENEHb CPOPMUPOBAHHOCTU YMEHHI U
BJIaJICHUI, IPOBOJUTCS B JOPME IK3aMeHa.

DK3aMeH MO JAaHHOH TUCIUILUIMHE MPOBOAUTCS B YCTHOU (hopMe MO 3a4eTHBIM OujieTam,
KQKJIbII U3 KOTOPBIX BKIIIOUAET OJUH TEOPETUYECKUI BOIIPOC U OJHO MIPAKTUYECKOE 3aJaHUE.

IHoka3zaTesiu 1 KPpUTEPUM OLIEHUBAHMSI 3249€TAa C OL[EHKOM:

«OTIMYHOY» — OIICHKA 3HAHUH CTYJIEHTa, KOTOPHIi CBOOOIHO BIIa/ICET:

1) NOHATUHHO-TEPMHUHOIOTHYECKON 0a30i AMCUMIUIMHBI M 3HAET 3HAYeHHE Haubosee
Y4aCTO UCMOJIb3yEeMBIX a00peBHATYp;

2) 4eTKO yBSI3BIBAET TEOPETUYECKOE [TO3HAHUE AUCHUIUIMHBI C peaIbHON MPAaKTUKOM;

3) 3HaKOM C UIMPOKHUM KPYroM JIMTEpaTypHbIX HMCTOYHMUKOB, 3HAET, IJI€ UX JOCTaTh,
XOpOIIIO pa30upaeTcsi B ICTOPUU CTAHOBIICHUS IMCIUIUIMHEI, B OIICHKE €€ TEKYIEro COCTOSIHUS U
IIEPCIEKTHUB €€ Pa3BUTUS;

4) MOJHOCTBIO BIa/ICET MaTepUAIOM MPAKTUUECKOTO 33aJaHusl, YeTKO U apTryMEHTUPOBAHO
3alllMIIaeT €€ IIOJOKUTENIbHbIE PpPEe3yNbTaTbl, OOOCHOBAaHO KOMMEHTUPYET M OOBSCHSET
JIOTYLIEHHBIE HEJ0YETHI.

«Xopomo» — OLICHKA 3HAHUU CTYJICHTA, KOTOPBII BJIAJEET
MOHITUHHO-TEPMUHOJIOTUYECKON 0230 TUCIUILIMHBI, MOXKET YBSI3aTh TEOPETHUECKOE MMO3HAHUE
JTUCLUIUIMHBI C peaibHOM MpakTUKOW. Briageer marepuanoM MpakTUYECKOW paboThI, MoKa3as
CIIOCOOHOCTH K 00BSCHEHHIO CMBICIIA OCHOBHBIX MOJIOKEHHIA;

«Y 10BJIETBOPUTEIHHO) — OLIEHKA 3HAHUM CTYJIEHTa, KOTOPbIM B OOJIBIIEH YaCTH BiIaJEeT,
C HeOONBIIMMHU H3bSHAMH, TMOHATUHHO-TEPMHUHOJIOTHYECKONH 0a30i1 AMCHMILIUHBI, HUMEET
IPEJICTAaBICHUE O BHYTPEHHEHW JIOTMKE IUCIUIUIMHBI, MNpPEJICTaBICHHON B BUIE Yy4ueOHOMU
nporpammel, Biazieer, Ho HEYBEpEHHO, MaTEPHAIOM TPAKTUYECKOTO 3aaHMSI.

«HeyaoBIETBOPUTENBHO» — OLEHKAa 3HAHWWA CTYJEHTA, KOTOPbIA HE BIAJECET
MOHITUHHO-TEPMUHOIOTHYECKON 0a30¥ TUCITUTUIMHBI U MAaTEPUATIOM MTPAKTHYECKOTO 3aJaHusl.

Hepeqeﬂb BOIIPOCOB IJId MOATOTOBKH 3K3aMCHIY

1. TlonsTne nHpopmMaIOHHON 06€30IaCHOCTH.

2. OcCHOBHBIE COCTaBIIAONINE HH(DOPMAIIMOHHON 0€30I1aCHOCTH

3. BaXHOCTH ¥ CIIOKHOCTH MPOOIeMBl HHPOPMAITMOHHOH 0€301acHOCTH

4. 3axoHOMATENbHBIA YPOBEHb HHPOPMALIMOHHONW O€30M1aCHOCTH

5. O030p poccUiicKoro 3aKOHOAATENLCTBA B 001acTH MHPOPMAITMOHHOMN 06€3011acHOCTH

6. IlpaBoBble akThl OOILIEr0 HAa3HAYEHMS, 3aTPArMBAIOLINE BOIMPOCH HMH(POPMALMOHHOM
0e30macHOCTH

7. O0630p 3apybekHOT0 3aKOHOJATENLCTBA B 007acTH HH()OPMAIIMOHHON 0€30MacCHOCTH

8. OreHOoYHbIE CTAaHIAPTHI U TEXHUYECKUE CTICITU(PUKAIIHH.

9. OcHOBHBIE OIIpeIeNIeHUs] U KpUTEPUH KiIacCU(UKALUU YyTpo3

10. Haubonee pacpocTpaHeHHBIE YTPO3BI JOCTYITHOCTH

11. BpenoHocHoe nporpaMmMHoe odecrieueHne

12. OcHOBHBIE YTPO3HI IIETOCTHOCTH

13. OcHoBHBIE YIpO3bl KOHPHIEHIIMATHLHOCTH

14. Unentudukanus u ayTeHTUPUKALUS

15. Ynpasnenue 1octymnom

16. PoneBoe ympaBiieHHE TOCTYIIOM

17. IlporokonupoBaHue U ayIuT

18. lludposanue



19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.

38.
39.
40.
41.
42.
43.
44,

OKpaHUPOBaHUE

Knaccudukanus MexceTeBbIX SJKpaHOB

AHanu3 3aIIeHHOCTH

HocTynmHocTb

OTKa30yCTOHYMBOCTD U 30HA PUCKA

Kpunrorpadus

BpenonocHoe nporpamMmmHoe oOecriedeHue.

[Tyt MPOHUKHOBEHUSI BPEIOHOCHOTO MPOTPaMMHOI0 00eCIIeYeHHUS.
Crioco0bI 3a1UTHl OT BPEAOHOCHOTO MTPOrPaMMHOTO 00ecreueHus
OcHoBHbIE IOHATHA AJIMUHUCTPATUBHOTO YPOBHS HH(GOPMALIMOHHON 06€30M1acCHOCTH
[Tonutrka 6€30MaCHOCTH

[Tporpamma 6e3omacHocTH

CuHXpOHHU3aIUS IPOrPaMMbl 0€30aCHOCTH C KU3HEHHBIM IIMKJIOM CUCTEM
[Tonsitre nHMOPMaLIMOHHON GE30MIaCHOCTH.

OCHOBHBIE COCTaBIISIONINE HHPOPMAIIMOHHOW 0€30TTaCHOCTH

BaxxHOCTb U CII0)KHOCTH MPoOIeMbl HHOOPMALIMOHHON 6€30MacHOCTH
[Togpasnenenust TEXHMUECKON 3aIIUTHI HHPOPMALIUH.

MecTo u pouib anmnapaTHO-MPOTPAMMHBIX CPEACTB 3aIIUTHI.

TpebGoBanusi pPYKOBOAAIIUMX JOKYMEHTOB K CpEICTBaM 3alllUuThl HHGOpMAIUu
HECAaHKIIMOHUPOBAHHOTO JAOCTYIIA.

OOHapy)XeHHe CeTeBOM aTaku.

Crioco6s1 obecrnieuenus 6ezonacHoi padboTel B IHTEpHET.

[TpunHIMIBI GYHKIIMOHUPOBAHUS OpaHIMAayIPOB.

[Tepevenp MHPOPMALMOHHBIX PECYPCOB, MOJICIKAIINX 3AITUTE.

OcHOBBI 6€30MMacCHOCTH Web-pecypcoB.

Crioco0sb1 3amuThl (PaiIoB OT ITOCTOPOHHETO JOCTYTIA.

oT

apFOHOMI/I‘IeCKI/IC U HOPMATUBHLIC Tpe6OBaHI/IH K OpraHusanuu pa6oqer0 MECTa

IIOJIB30BaTCIIA



