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JIner aktyanu3anuu padoyeil mnporpamMmsl

Pabouas mporpamma nepecMoTpeHa, 00cyxieHa u ogoOpena uist peanmsarmu B 2026 - 2027
yuebHOM rony Ha 3aceqanuu kapeapsr [THIJIOTHI

[IpoTokosm oT 20 . Ne
3aB. kadenpoii

Pabouas mporpamma nepecMoTpeHa, 00cykieHa u oo0pena uist peanmsarmu B 2027 - 2028
yueOHOM rony Ha 3aceqannu kadeapst [THJIOTHI

[Iporokom or 20 1. Ne
3aB. kadenpoit

Pabouas mporpamma nepecMoTpeHa, 00CykieHa u oo0pena uist peanm3armu B 2028 - 2029
yueOHOM rony Ha 3acenanuu kageapsl [TMJIOTHI

[IpoTokomor 20 . Ne
3aB. kadenpoit

Pabouas mporpamma nepecMoTpeHa, 00CykieHa 1 o1o0peHa Juis peanm3anmu B 2029 - 2030
yaeObHoM roay Ha 3acenanuu kadeaper [TNMJIOTHI

[IpoTtokonm oT 20 1. Ne
3aB. kadenpoit

Paboyas nmporpamma nepecMoTpeHa, o0cyxaeHa 1 ogoopena s peanusauu B 2030 - 2031
yaeOHOM roay Ha 3aceqanuu kadeaper [TNMJIOTHI

[Ipotokom ot 20 r. Ne
3aB. xadenpoit




1 Llesiu ocBOeHUSI TMCHUIIMHBI (MO1YJ151)

1) onpenenenue u oleHKa yrpo3, pa3padoTka MOJeNei yrpo3 B X0€ CO3JaHus U
SKCIUTyaTalli UHOOPMAITHOHHBIX CUCTEM;

2) BBISIBIICHUE, aHAJIU3 M YCTPAHEHHE YSI3BUMOCTEH B XOJIE CO3JJaHUS M SKCIUTyaTal[lH

3) BBISBJICHHE UICTOYHUKOB yIrpo3 HecaHKImoHupoBanHoro gocryna (HC/I)

4) onpeniesieHne TUMA HApYIIUTENSA

2 MecTO IUCHUILIHHBI (MOAYJIs1) B CTPYKTYpe 00pa3oBaTe/IbHOM NPOrpaMMbl

JucuuruimHaa YTpo3sl KnOepOe30nacHOCTH BXOAUT B YaCTh y4eOHOTO IIaHa
(bopMuUpyeMyr0 yIaCTHHKaMH 00pa30BaTeIbHBIX OTHOIICHUH 00pa30BaTeIbHON TPOTPaMMEI.

JUig n3ydeHus QUCHUILIMHBI HEOOXO0IMMBbI 3HaHUs (YMEHMUSI, BIIAJICHUS),
c(OpMHUPOBaHHBIE B PE3YJIbTATE U3YUEHUS AUCIUILINH/ IPAKTUK:

Hudposas rpaMoTHOCTH

[lepconanbHas 3¢ppekTUBHOCTH

3HaHus (YMEHHUs, BIAJCHUS), TIOTYYECHHbIE IPU U3yUYEHUH JaHHOM UCIUIUIMHbI
OyayT HEOOXOUMBI JUI U3Y4EHUs JUCIMILINH/TIPAKTHK:

[IpoekTHas nesaTenbHOCTh

3 Komnerenunu o0y4yarwwerocsi, GopMupyembie B pe3yJibTaTe 0CBOCHHA

MUCHUILTAHBI (MOAYJIs) ¥ TUIAHMPYeEMbIe Pe3yJabTaThl 00yYeHUsI

B pesynbpTaTe ocBoeHUS AUCIUIUIMHBI (MOAYINA) «YTPO3bl KHOEPOE30ITaCHOCTHY
00yJaroIIuiics JOJDKEH 00JaaaTh CICIYIONUMA KOMITETCHITHSIMHU:

Ko nnaukaropa

NHaukatop AOCTHIKEHUS KOMITETCHITHHI

JITK-004-5 Criocoben obecnieunTh PyHKITMOHUPOBAHKUE CPEJCTB 3aIIUTH HH(OPMAIIH B
WH(OOPMAIIMOHHO-AHATUTHICCKUX CUCTEMAX

JITK-004-5.1 [IpumensieT 3HaHus B 00;1acTH 0€30MTaCHOCTH BBIYMCIUTEIHHBIX CETEH B
WHGOPMAIIMOHHBIX CHCTEMaX
JITK-004-5.2 [IpuMeHsieT 3HaHUs B OpraHU3aIliy Mep 110 3amuTe HHHOpMaIuy B

IIPONIECCE DKCILTyaTallun I/IH(l)OpMaHI/IOHHBIX CHUCTEMaAxX




4. CTpyKTypa, 00b€éM U coep:kaHHue TUCHHUIINHBI (MOLYJIs1)
OO0mmast TpyI0eMKOCTh JUCHHUIUIMHBI COCTABISET 3 3a4eTHBIX enuHul] 108 akaj. 4acoB, B TOM

YHUCIIC:

— KOHTaKkTHast pabora — 36,1 akaxa. 4acos:

— aynuTopHas — 36 akaj. 4acos;

— BHeayautopHas — 0,1 akaj. 4acos;

— camocTosTeNbHas padora — 71,9 akaj. 4yacos;
— B JopMe IpaKTUIEeCKOH moaAroToBKH — 0 akaj. vac;

dopma arTecTanuu - 3a4eT

AynuTopHast g
KOHTaKTHas paborta = dopma TeKyIero
o 5 X
5 B aKaJ. yacax 3) Bu, KOHTPOJIA
Pazzen/ Tema 3 (B axan ) = A y P Kon
S 3 © | caMoCTOATenbHOM | ycmeBaeMOCTH U
JIMCIATUTAHBI 5 e = . | xommereHmu
O g 5 paboThI MPOMEKYTOTHON
Tlex mab. | MpakT. Z'S aTTecTaluu
3aH. 3aH. | © &
1. HopmaTuBHBIE U IPaBOBBIE
aKTbI B 00JIaCTH 3AILUTHI
“HPOPMALUH
CamocrosTenbHOe
u3ydeHue
yueOHOI u
1.1 OcHOBHBIE IOHSATHUS U HayHHOu Texymuid koutpo,
JIUTEPaTyphl. yCIIeBaeMOCTH:
34T MONCTMPOBAHHA Pa6ora ¢ CTHBIH orpoc
yrpo3 KubepOe30nacHOCTH. 7 4 2 Y P JIITK-004-5.2
Basa nanmbix yrpo3 DCTIK 3JIEKTPOHHBIMH (cobecenoBanue);
PO v OubIIMoTEeKaMH. — CEMHHApCKHE
’ TTouck 3aHATHS;
JIOTIOJTHUTENIbHON
UHPOPMAIIH IO
3a/laHHOM TeMe.
Hroro no pazaeny 4 2
2. DTambl MOAETUPOBAHUS YTPO3
b
IToaroroska k
MIPAKTHYECKOMY
3aHATHIO.
CamocrosiTenpHoe
H3ydeHue Texymuit KOHTPOIH
2.1 BoisiBiIcHHE O0BEKTOB yueOHOM 1 YCIIEBAEMOCTH:
MH(POPMAITUOHHON CHCTEMBI, HayqHOU — KOHTPOITbHBIE JITK-004-5.1
MTOJUISKAIIHX 3alUTe. 4 6 JIUTEPATYPHI. paboThI; JIIK-004 5' 2’
Ormnpenenenre NCTOYHUKOB Pabora ¢ — MpOBEpKa '
yrpo3 7 JNEKTPOHHBIMU WHIUBUAYaJIbHBIX
OUOINOTEKAMU. 3alaHUI
Tlouck
JIOTTOJTHUTEIBHOM
nH()OPMALINH 110
3aJaHHOA TEME
2.2 Haubonee yacto TlonroroBka k N
€aJIM3yeMble YTPO3blI 4 20 I aIiLTI/I‘IeCKOM Tetcymuii xourpoms, | JIIK-004-5.1,
p Y ) p y yCIIeBaeMOCTH: JIIK-004-5.2
BrisiBieH#e crmoco6oB 3aHATHIO.




peanu3aniy yrpo3

CaMoCTOsATEIBbHOE
U3y4eHHE
yaeOHOI u
Hay4HOU
JIUTEPATYPBHI.
PaGora ¢
3JIEKTPOHHBIMHU
OUOJIMOTEKAMH.
ITouck
JIOTIOJTHUTEITbHOM
HUH(POPMAIHH 110
3aJIaHHOM TeMe

— YCTHBIH OITpOC
(cobecemoBanue);
— KOHTPOJIbHBIE
padoTH;

— MpOBepKa
WHJIUBHYa bHBIX
3aJaHUN

IloaroroBka k

Uroro no pazneny

MPAKTHICCKOMY
3aHATHUIO. Texkynuit KOHTPOJIb
CamocrosTensHoe yCHEBacMOCTH:
U3yUCHHE — YCTHBI#1 onpoc
yueOHOI n (cobecenoBanue);
2.3 Yrpo3sl MOOUIBHBIM HayHHon B KOHTPOHL.HHe JTIK-004-5.1,
o 4 10,9 JIUTEPATYPBL. paboTH;
yCTpOKCTBaM. PaGora ¢ — COMUHADOKHE JITIK-004-5.2
p
IJIEKTPOHHBIMU 3aHATHS,
O6ubnrorexamu. — MpoBepKa
Tlouck WHIUBUAYATbHBIX
JIOTIOJTHUTENBHOMN 3aJaHAN
MH(OpMAIHH 110
3a/laHHOM TeMe
Wroro no pazaeny 12 36,9
3. Mogens yrpo3 UCITx
MHPOPMAITMOHHOH CUCTEMBI
[IEPCOHAIBHBIX IaHHBIX
TlonroroBka k
HNPaKTUIECKOMY
3aHSATHIO. Texymuit KOHTPOJIb
CamocrosTenpHOe yCIIeBaeMOCTH:
H3y4eHue — YCTHBIH Ompoc
yueOHOI u (cobecenoBanue);
3.1 Yrpo3sl Ge30macHOCTH HayqHOU — KOHTPOJIbHBIE JITK-004-5.1
[T/1n. Kanans! peanuzanuu 8 17 JIUTEPATYPBHI. paboThI; JIIK-00 4_5' 2’
yrpo3 6e3zonacHoctu [1/1H. Pabora ¢ — CEMHHApCKHE '
3NEKTPOHHBIMU 3aHATHS;
OubIMoTeKaMH. — IpoBepKa
Touck WHIUBUAYAJIbHBIX
JIOIOJIHUTENHLHOU 3aJaHAN
UHPOPMALIUH 10
3aJaHHON TEME
IToaroroska k
MIPAKTHYECKOMY
3aHSITHIO. Texymuit KOHTPOIH
CamocrosiTenpHOE yCIIeBaeMOCTH:
n3ydeHue — YCTHBIN OMPOC
3.2 Knacoudmkatms yrpos yqe6H0ﬁUH (cobecenoBanue);
6e30aCHOCTH HayTHO! — KOHTPOJIBHBIC | 1111r_004-5.1,
6 10 JIUTEPATYPHI. paboThI;
MIePCOHANBHBIX TAaHHBIX 10 6oTa C — COMUHADOKIC JIIK-004-5.2
croco0y pean3aiuu Pa P )
JJEKTPOHHBIMU 3aHSATHS;
OubnmoTeKamu. — IIpOBEpKa
Touck WHIUBHUAYaJIbHBIX
JIOIIOJIHUTEIHLHON 3aJaHAN
“HQOpMALIUH IO
3aJaHHOA TEME
14 27




4. Meronuku
JepeBa

HOCTPOEHUS

IloaroroBka K

PaKTHYECKOMY
3aHATHIO.
CamocrosiTenbHOe
4.1 Pa3paboTtka mMoaenu
N U3ydeHHE
HH()OPMAHOHHOM . .
yueOHOI U Tekymuii KOHTPOITb
0€30MacCHOCTH C y4ETOM HAVIHO CIICBACMOCTI:
peaTM30BaHHBIX 3aLIUTHBIX v y ’ JIIIK-004-5.1,
7 6 6 JUTEPATYPBHI. — IpoBEpKa
Mep. DopMHUpOBaHUE JIIK-004-5.2
Pabora ¢ WHJIUBHYa bHBIX

NepeyHst aKTHBOB, .

ANIEKTPOHHBIMHU 3aaHui
OIpEe/ICICHHE UX

OubIHOTEKAMHU.
3HAYMMOCTH JUISl KOMITAHHH

[Nouck
JIOTIOTHUTENBHON

UH(POPMAIIH 10

3aJJaHHOU Teme
HUroro no pazueny 6 6
HUroro 3a cemectp 36 | 719 3a4ér
HTOro o quciuminHe 36 | 719 3a4er




5 O0pa3oBaTe/ibHbIE TEXHOJIOTHH

Jns  peanu3alnuy  MPEAyCMOTPEHHBIX BUIOB y4eOHOW pabOThI B  KadyecTBE
00pa30oBaTeNIbHBIX TEXHOJIOTUH B PENOJaBaHUN AUCIUILIMHBI UCIIOJIB3YIOTCS TPAAUIIHOHHAS U
MOJYJIbHO-KOMIIETEHTHOCTHAsI TEXHOJIOT M.

Peanuzanusi KOMIIETEHTHOCTHOTO IOAXO0JA IPEAYCMAaTpUBAET MCIOJIb30BAaHUE B
y4eOHOM TIPOIIeCCe aKTHBHBIX U MHTEPAKTUBHBIX ()OPM MPOBEICHHS 3aHITUN B COUYETAHUH C
BHEAYJUTOPHOU pabOTO# C 1esbi0 (POPMHUPOBAHUSA U PA3BUTHS MPOPECCHOHATBHBIX HABBIKOB
00yJaromuxcs.

[Ipn npoBegeHuM y4yeOHBIX 3aHATHI MpenojaaBareiab OOECHEUYMBAET pa3BUTUE Y
oOyyarouuxcs HaBBIKOB KOMaHJIHOW pabOThl, MEKIMYHOCTHOW KOMMYHUKALIUU, MPUHITUS
pELIeHNH, INJEPCKUX KaueCTB OCPEACTBOM MPOBEICHUS HMHTEPAKTUBHBIX JIEKIIMH, TPYIITOBBIX
JUCKYCCUH, POJIEBBIX WIp, TPEHUHIOB, aHajlu3a CUTyalud , Yydera oOcoOeHHOocTel
pohecCHOHANTBHOM JIEATETFHOCTH BBIITYCKHUKOB U MOTpeOHOCTEN paboTomaTenei.

@DopMBbl y4EOHBIX 3aHIATHH C UCIOJIb30BAHUEM TPAAUIIMOHHBIX TEXHOJIOTHII:

— UH(GOPMAILMOHHBIE — I 03HAKOMJICHHS C TEXHUYECKHUMH CPEJCTBAMH pealnu3aliu
MH(OPMAaLIMOHHBIX MPOIIECCOB, CO CTaHIApTaMU OpraHU3alluU CeTeil, OCHOBHBIMU MpHUEMaMU
3aIuThl HHQOPMALIMKU, U IPYrol CpaBOYHON HH(OpMaIUeil;

— CEMUHAp — MPaKTUYECKOE 3aHITHE, MOCBAIIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUN U
HAaBBIKOB 10 MPEII0KEHHOMY aJTOPUTMY.

®opMbl yUeOHBIX 3aHATHI C UCIIOJI30BAHUEM TEXHOJIOTUH MTPOOIEMHOTO 00yUYEHUS:

— TpPaKTUYECKOEe 3aHATHE B (opMe MpPaKTHKyMa — OPTraHU3aIus y4eOHOH paloThl,
HalpaBJieHHass Ha peIIeHHUE KOMIUICKCHOW y4eOHO-TIO3HABATENIbHON 3a/lauu, TpeOyrolmel oT
oOyuaronierocss MPUMEHEHUs KaK HayYHO-TEOPETHYECKUX 3HAHWM, TaK M MPaKTHYECKUX
HAaBBIKOB;

— TpaKTHUYECKOE 3aHSATHE Ha OCHOBE Keiic-meroga — oOydeHHEe B KOHTEKCTE
MOJIETTUPYEMOU CUTYAIlUH, BOCIIPOU3BOIAIIEH peabHbIE YCJIOBUS Hay4HOM,
MIPOU3BOJICTBEHHOM, 0011eCTBEHHO I NeSITeIbHOCTH; oOyuaromuecs JIOJIKHBI

MIPOAHAJIM3UPOBATh CHUTYallUI0, pPa3o0paTbcs B CYTH NpoOJieM, MPEeAsoKUTh BO3MOXKHBIE
pelieHus W BBIOpaTh Jydillee W3 HHUX; KeWchl Oa3upyroTcs Ha pealbHOM (HaKTUUECKOM
MaTepuale Win e MPUOIMKEeHbI K PeaJbHON CUTYallnu;

— MOATOTOBKA TEMAaTHUECKUX pedepaToB, COAEPKALIUX pa3aeibl, YaCTHUYHO WIH
MOJIHOCTHIO BBIHOCUMbIE HA CAMOCTOATEIHHOE U3yUEHUE.

(DOpMLI y‘I66HHX 3aHATHH C UCIIOJb30BaHHEM HUI'POBLIX TEXHOJIOTHIA:

— yqe6Ha51 urpa — Q)opMa BOCCO3JlaHHA IIPCIMCTHOI'O M COLOUAJIBHOI'O COACPIKAHUS
6yz[ymel71 HpO(l)eCCHOHaHBHOﬁ ACATCIIbBHOCTU CIICHUAINCTA, MOJICIUPOBAHUA TAaKHUX CHUCTCM
OTHOM@HHﬁ, KOTOPBIC XapaKTCPHLI 1JIA 3TOH JCATCIIBbHOCTH KaK LICJIOTO,

— ACJIOBas Urpa — MOJACIUPOBAHUC PA3JIUIHBIX CHTyaHHﬁ, CBA3aHHBIX C BLIpa60TKOfI n
INPpUHATUEM COBMECTHBIX peHleHHﬁ, O6CY)K,Z[€HI/ICM BOIIPOCOB B PCIKUME «MO3IOBOTO IITYpMa»,
peKOHCprKHHCﬁ (l)yHKI_[I/IOHaJ'IBHOFO B3aHMMOJICHCTBHUS B KOJJIEKTUBE U T.II.

TexHoI0rMK MPOEKTHOr0 00Y4EHUs:

— TBOPYECKHH NPOEKT — YydeOHO-TIO3HaBaTeNbHAs JEATEIbHOCTh OOyJaromuxcs
OCYILIECTBIISIETCS B paMKax paMOYHOIO 3a/1aHNs, IOJUUHSAACH JOTMKE U NHTEPECaM Y4aCTHUKOB
MpOEeKTa, KaHpy KOHEYHOro pe3yinbraTa (rasera, ¢GWibM, Mpa3JHUK, U3JaHHUE, HKCKYpCus,
MIOATOTOBKA 3a/laHUil KOHKYPCOB U T.I1.);

— HHGOPMAIIMOHHBIN MPOEKT — Yy4yeOHO-TIO3HABaTeNbHAsl JEATEIbHOCTh C SPKO
BBIPQ)KEHHOW 9SBPUCTUYECKOM HAMNpaBICHHOCThIO (MOMCK, OTOOp MW CHCTeMaTH3alus
nH(pOpMAIIUU O KAKOM-TO 00BEKTE, 03HAKOMJIEHHE YUACTHUKOB MIPOEKTA € 3TOM MHpopmManueii,
ee aHan3 U 0000IIeHe I IPe3eHTaluK OoJiee MUPOKOH ayJUTOPUN).



6 YueOHO-MeTOqMYECKOE OOecTIedeHHe CAaMOCTOATEILHOH PadoThl 00y4aroIuXxcst

[IpencraBieHo B mpuioxeHuu 1.

7 OueHOYHbIE CPEACTBA IS NPOBEACHUS MPOMEKYTOYHOM aTTecTallul
[IpencraBieHsl B IPUIOKEHUU 2.

8 YueOHO-MeTOAMUYECKOE 1 HHPOPMALIMOHHOE 00ecTeueHue JUCIUIIMHBI

a) OcHoBHas JMTEpaTypa:

1. Baykos, A. A. 3ammra nHpopmanuu : yaeOHUK i By30B / A. A. BHykoB. — 3-¢
u3n., nepepad. u mon. — MockBa : M3marensctBo IOpaiit, 2025. — 161 ¢. — (Bricmiee
oOpazoBanue). — ISBN 978-5-534-07248-8. — Tekcr : snexkrponHbIii // OOpa3zoBarenbHas
mnatdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/561313 (mata oOparieHus:
09.05.2025).

2. 3ammra uaGopmarmu : yaeobnoe nocodue / A.I1. XKyxk, E.IT. XKyk, O.M. Jlenemkux,
A.N. TumomkuH. — 3-¢ m3a1. — Mockga : PUOP : UH®PA-M, 2024. — 400 ¢. — (Bsicmiee
obpazoBanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
anexktpounsiii. - URL: https://znanium.ru/catalog/product/2140566 (mata oOpaineHus:
09.05.2025). — Pexxum octyna: mo HOMUCKe.

3. [IpoTuBOA€iiCTBHE MPECTYILUIEHUSM, COBEPIIAEMBIM B chepe HHPOPMAITMOHHBIX TEXHOJIOT UM
: yueOnuk / mox Hayd. pea. U.A. Kanuanyenko. — Mocksa : UTHOPA-M, 2024. — 642 ¢c. —
(Beicmee oOpaszoBanme: Crenuanurer). —. - ISBN  978-5-16-017838-7. - Tekct
anekTponubid. - URL: https://znanium.ru/catalog/product/2121606 (marta oOpamieHus:
09.05.2025). — Pexxum ocTyma: 1mo o ImHuCKe.

0) JlomosiHuTeEAbHAS JIUTEpaTypa:

1. Buykos, A. A. 3amura nadopmaiu B 0aHKOBCKHX CUCTEMAX : YICOHUK TSI By30B
/ A. A. BHykoB. — 2-¢ u3[1., ucnp. u gomn. — Mocksa : U3narensctBo FOpaiit, 2025. — 246 ¢. —
(Beicmmee o6pazoBanme). — ISBN 978-5-534-01679-6. — Tekct : 21meKTpOHHBIN //
Oo6pazoBarenbHas 1wiardopma Opaiit [caiit]. — URL: https://urait.ru/bcode/561314 (nara
oopamenus: 09.05.2025).

2. Hesepos, JI. Uném mo kubepcneny : aHanu3 3amuiieHHOCTH Active Directory ¢
nomotibio yrruuThl BloodHound : mpakrtuueckoe pykoBoactBo / JI. HeBepoB. - Mocksa :
Anwnimna [1PO, 2025. - 304 c. - ISBN 978-5-206-00398-7. - Tekcrt : snekrponHsIii. - URL:
https://znanium.ru/catalog/product/2206535 (nata oopamienus: 09.05.2025). — Pexxum nocrymna:
T10 TOJITHCKE.

3. bapankoBa U. U. Onpenenenue KpUTHIECKH 3HAYUMBIX PECYPCOB 00BEKTa 3aIIUTHI
IIPU COCTABIICHUHU MOJIENH yrpo3 HHGOpMAIMOHHON Oe30macHoCTH : yueOHoe mocobue / U. 1.
bapaunkosga, O. B. [lepmsikoBa ; MI'TY. - Marauroropck : MI'TVY, 2017. - 1 a51eKTpoH. ONT. JUCK
(CD-ROM). - URL: https://host.megaprolib.net/MP0109/Download/MObject/1858. - ISBN
978-5-9967-1031-7. - TekcT : 37EKTPOHHBIN. - 1aTa oOpamenus: 09.05.2025.

B) Meroanuyeckue yKa3aHus:

r) Ilporpammuoe o6ecneuenne u MHTEpHET-pecypchl:

IIporpammHoe oGecnieyeHue

HaumenoBanue }
1o Ne norosopa CpoK JIeiCTBHS JIUIICH3UU
MS Office 2007
Professional Ne 135 o1 17.09.2007 O6eccpouHO



https://znanium.ru/catalog/product/2140566
https://znanium.ru/catalog/product/2121606
https://urait.ru/bcode/561314
https://znanium.ru/catalog/product/2206535
https://host.megaprolib.net/MP0109/Download/MObject/1858

7Zip cB0OOIHO pacmpoctpansemoe [10 OeccpouHO

LibreOffice cB0001HO pacipocTpansiemoe [10 OeccpouHO

MS Office 2003 1y, 135 o1 17.09.2007 Gecepono

Professional

FAR Manager cB0OOIHO pacnpocTpansemoe [10 06eccpovHO

Linux Calculate cB0001HO pacipocTpansiemoe [10 OeccpouHo
IpodeccuonanbHbie 6a3bl JAHHBIX M HHPOPMAIMOHHBIE CIPABOYHbIE CHCTEMBbI

HasBsanue kypca Cchuika

HanmonansHas nHGOpMaMOHHO-aHATUTHYECKAS URL:

cucrema — Poccuiickuit nuaekc Hayanoro nurtupoanus |https://elibrary.ru/project_risc.

(PUHLI) asp

Nudopmannonnas cucrema - HopmatupHble IpaBoBbIe
aKThl, OPraHU3aLMOHHO-PACTIOPSAIUTEIbHBIC _zashchita-

OKYMEHTBI, HOPMaTUBHBIE U METOINYECKUE . . .
AOTYM P a informatsii/dokumenty-tzi?

JOKYMEHTBI U ITOATOTOBJIEHHBIE TPOEKTHI TOKYMEHTOB o
o rexHuueckoi 3amure nHpopmanuu @CTIK Poccun ysclid=lujknksfy724757053

https://fstec.ru/tekhnicheskaya

HNudopmarnronnas cucrema - bank qaHHBIX yrpo3s https://bdu.fstec.ru/?
oe3zonacHocTu uHopmarmu ®CTIK Poccun ysclid=lujkqy7cnw630508962

9 MarepuajibHO-TeXHHYECKOe o0ecnevyeHne TUCUMIIMHBI (MOIYJIs1)

MarepuanbHO-TEXHUYECKOE 00eCTICUeHHE JUCIUTUIMHBI BKITIOYACT:

JlaGopaTopusi TpOrpaMMHO-aNIapaTHBIX CpPEICTB obecredeHuss WHGOPMAIIMOHHON
0€30MacHOCTH:

— kommbioTep Destene Volution i560 na 6aze Windows Server 2008 R2(Standart)
MSDN,;

— IIS5BM Ha 6a3e Windows 7 — 12 rt.;

—  MYJIbTHMEIUIHBIC CPENICTBA XPAHCHHUS, TIEPEIavy U TIPEACTaBICHUS HHPOPMAITUH.

VYdeOHble ayAWTOPUU Uil TPOBENCHHS MPAKTUYCCKUX 3aHSITHH, TPYIIOBBIX H
WH/IMBUYIbHBIX KOHCYJIbTAIMH, TEKYILIEr0 KOHTPOJIS U IIPOMEXYTOYHOHN aTTeCTallNH:

— mepcoHanbHbie KoMIbloTephl ¢ [1O, BbIXOZOM B MHTEpHET M € JIOCTYyIIOM B
AIIEKTPOHHYIO HH(POPMAIIMOHHO-00pa30BaTEIbHYIO CPETy YHHBEPCHUTETA,;

—  MYJIbTUMEIUHHBIC CPEICTBA XPAHEHUS, IEPEIau U MPEICTABICHIS WH(POPMAIIUH;

— KOMIUJICKC TECTOBBIX 3aJlaHWil JUIS TPOBEICHUS IMPOMEKYTOUYHBIX U PYOCKHBIX
KOHTPOJIEH.

[TomerneHus 11t CaMOCTOSTEILHON paObOThI 00YUarOLTUXCS:

— mepcoHanbHbie KoMIbloTepbl ¢ [1O, BbIxogoM B HWHTEpHET M C JOCTYyIIOM B
AIIEKTPOHHYIO HH(POPMAIIMOHHO-00pa30BaTEIbHYIO CPEIly YHUBEPCHUTETA.

[Tomemenus pans  XpaHeHHsT M TPOMUIAKTUUECKOTO OOCTYy)XKMBaHHS Yy4eOHOTO
o0opynoBaHUs:

— mkappl IS XpaHEHWS  y4eOHO-METOJAMYECKON JOKyMEHTalHuH, Y4eOHOTO
o0opynoBaHus U y4eOHO-HATJISAHBIX TTOCOOUIA.

[Tomemnienus Ui cCaMOCTOATENBHON pabOThI 00YJAIOIIHXCS:

— mnepcoHanbHble KommbloTepbl ¢ [1O, BbixogoM B VIHTEpHET W € JOCTYIOM B
ANIEKTPOHHYIO HH(DOPMAIIMOHHO-00pa30BaTENIbHYIO Cpely YHUBEPCUTETA.

[Momemenus ansg XpaHeHHss HW  TPOMUIAKTUUECKOTO OOCTYy)KMBaHHS Yy4eOHOTO
00Opy0BaHUS:

— mkappl AN XpaHEHHS  y4eOHO-METOAMYECKON  TOKyMEHTAIluH, Y4eOHOro
o0opynoBaHus U y4eOHO-HATJISTHBIX TTOCOOUIA.



IIpuiaoxenune 1
Y4eOHO-MeTOAUYECKOE 0O0ecTeYeHHe CAMOCTOATEIbHOMH padoThl 00yYaromuxcs

AynuTopHass caMocTosITeNbHas paboTa oOOy4aromMXCs Ha TMPAKTUYECKUX 3aHATHUSIX
OCYILIECTBJISCTCS I0J KOHTPOJIEM IMPENOJiaBaTeNisi B BUAEC PELICHUS 3aJa4 W BBIIOJHEHUSA
VIpaXHEHUH, KOTOPBIC OMpECIsIeT IMpernoaaBaTellb Uisi 0Oydaromerocs ¢ HCIOJb30BaHUEM
meroa0B IT.

BreayauropHasi caMocTosITeIbHAS Pab0Ta 00YJIAOIIMXCS OCYIISCTBIISICTCS B BHJIC YTCHUS
JUTEpaTyphl IO COOTBETCTBYIOIIEMY pa3leily ¢ MNpopadOTKOW Marepuana U BBINOJHEHUS
JOMAIIHUX 33JaHUi C KOHCYJbTAaUUSIMU MpPENoAaBareiii, a TaK K€ C M[PUMEHECHUEM
KelCc-TeXHOJIOTHH.

a) KOHTpOJIbeIe BOIIPOCHI U 3aJlaHUA JTJIA MPOBCACHUSA TEKYIIECTro KOHTPOJH

Uto Takoe knbepOe30MacHOCTh U IOYEMY OHA BaykHA?
Kakne ocHOBHBIE IIETH MTPECIETYIOT 37I0YMBIIIIICHHUKN B KHOEPIIPOCTPAHCTBE?
Kakwue cymiecTByloT OCHOBHbIE IPUHIUIIBI 0OecnieueHus: kubepoezonacHoCTH?
OnuirTe OCHOBHBIE KATETOPHUH YTPO3 KHOEpOe30MacHOCTH.
UTto Takoe ysI3BUMOCTh, YTp0O3a U PUCK B KOHTEKCTE Knubepbe3omacHoCTH?
Kakwe cymecTByrOT 3TaIbl )KU3HEHHOTO IHKJIA YTPO36I?
OOBsicHUTE pa3HUILY MEXy aKTHBHBIMHU M TTACCHBHBIMH aTaKaMHU.
Kakne oCHOBHBIE  METOABI  3almIUTHl  MHPOPMAIMK  HCIOJB3YIOTCS  JUIS
MPOTUBOICUCTBUS Yrpo3am?

9. UYrto Takoe monMTHKa OE30MAaCHOCTH M KakoBa €€ pojb B oOecreueHuun
knbepoe3onacHocTu?

10. Kakue cyiiecTBYIOT OCHOBHbIE MEXAYHApOJHBIE U HallMOHAJbHBIE CTAaHIAPTHI B
obyactu krubepOoe30macHOCTH?

11. Kakue OCHOBHBIE THIIBI CPEIACTB 3alIUThl HMHGOPMAIIUU HCIOJB3YIOTCS B
MH(OPMALMOHHO-aHAIUTUYECKUX CUCTeMax?

12. KakoBbl OCHOBHBIE (YHKIHH MexcereBoro odkpaHa (firewall)? Kakue THumbI
MEXCETEBBIX 3KPAHOB CYIIIECTBYIOT?

13. Yro Takoe cucrema obOHapyxeHus BropxkeHui (IDS) m kak ona paboraer? Kakue
tunsl IDS cymectByroT?

14. Yrto Takoe cucrema mpenoTBpamieHus BTopxkeHui (IPS) m yem oHa oriamvaercs ot
IDS?

15. Onumurte NpuHIUIBL pabOTHl AHTUBHPYCHOTO TPOTPAMMHOTO 00eCTIeUeHUSI.

16. Yro takoe SIEM (Security Information and Event Management) cucrema u kakoBa ee
poJib B o0ecnieueHrH kubepobe3onacHOCTH?

17. KakoBbl OCHOBHBIE MPUHLHUIBI PabOTHl cucTeM KOHTpoJs goctyna? Kakue monenu
KOHTPOJIS IOCTYIa CYIIECTBYIOT?

18. Uto Takoe muppoBaHHe U AN 4YEro OHO wucnolbs3dyerca? Kakue anroputmsl
mudpoBaHus Bbl 3HaeTe?

19. O6bsacuute npuHuuns! pabotsl VPN (Virtual Private Network).

20. Yo Takoe AByX(aKkTOpHas ayTeHTHU(PHKALNS U TOYeMY OHa BakHa?

21. OnuuTe OCHOBHBIE TUIIBI CeTEBBIX aTak (Hanpumep, DDoS, MITM, sniffing).

22. Y10 Takoe CKaHMPOBAHHUE MOPTOB U KaK OHO MCIOJIB3YETCs 31I0yMBIIUIEHHUKAMU?

23. OObsicuute, Kak pabortaer mpotokoia TCP/IP m kakue ys3BUMOCTH MOTYT OBITh
CBSI3aHBI C €T0 UCIOJIb30BAHUEM.

24. Yto Takoe DNS-cniy(huHT 1 Kak OT HEro 3alUTUTHCS?

25. Kakwue cyIecTBYIOT METO/IbI 3alUThl OecpoBOIHbIX cerelt (Wi-Fi)?

26. OnuunTe OCHOBHbIE IPUHLIUIBI TIOCTPOCHUS OE30IIaCHOM CeTeBON apXUTEKTYPHI.

27. Yto Takoe CerMEeHTaIus CeTH U 3a4eM OHa HY)XHa?

28. Kakue WHCTPYMEHTHl HCHOJB3YIOTCS JUISI MOHUTOpPHHTA CETeBOr0 Tpaduka Hu
oOHapyXeHHs aHOMaJTNii?

NGk WNE



29. KakoBbI OCHOBHBIE 3TAllbl YIIPABJICHUS pUCKaMU B KHOepOE301macHOCTH?

30. OmummTe OCHOBHBIE Mephl 1O oOecredeHuto (u3nyeckor 0e30macHOCTH
UH(POPMAIIMOHHBIX CUCTEM.

31. KakoBa posib 00yueHHsI U MOBBIIICHUSI OCBEIOMIICHHOCTH I0JIb30BaTENIeH B 00JIACTH
Kknbepbe3onacHoCTH?

32. Kakwe mporeaypbl HEOOXOOUMO BBINOJHATE TPH OOHAPYKCHUHM HHIUICHTA
KknbepoOe3omacHoCTH?

33. Uto Takoe miuaH BoccraHoBieHHs nocie aBapuu (Disaster Recovery Plan) u kakoBa
ero 1eib?

34. Kak oGecrieunTh 6€30MacHOCTh 00JIAYHBIX Cpe?

35. UTto Takoe TecTUpOBaHHE HA MPOHUKHOBEHHUE (IIEHTECT) U KaK OHO MCIIOJIb3YETCS JIJIs
olleHKH ypoBHsI 6e3omacHoctu UC?

36. Kak oOecrieunts Oe30macHOCTh BeO-mpriiokeHnit? Kakuwe THIBI ySI3BUMOCTEH
BEO-TIpUIIOKEHUN HanboJiee pacpoCTpaHEHBI?

37. Kak obecriednth 6€30MacHOCTh 0a3 JaHHBIX?

38. UTto Takoe aynuT 0€30MaCHOCTH U KaK OH MPOBOIUTCS?

39. Kak oOecrieunTh  COOTBETCTBHE TPEOOBAHUSIM  PETYIATOPOB B  00JacTH
kubepOe3zonacHocTH?

40. Yto Takoe ynpaBleHHE YI3BUMOCTSIMH U KaK OHO OCYIIECTBIISCTCS ?

0) [IpuMepbl HHAMBUAYATBHBIX TOMAITHUX 3aJaHUH

1. HWcmonws3ys Nmap, NpoOBEAWTEe CKAHHUPOBAHWE 3aJaHHONH CETH W OIPEICIIUTE
OTKpBITbIE TOPTHI, paboTarolIie CIYy:KObl U OINepallMoHHbIE CUCTeMbl XocToB. Cdopmupyiite
OTYET O pe3y/lbTaTax CKAHUPOBAHUSI.

2. HacrtpoiiTe 3amaHHBIA MEXCETEBOW OKpaH s 3allUThl 33JaHHOW CHCTEMBI.
Pazpemmre TOIRKO HEOOXOAMMBIE COCTMHEHUS U 3a0JIOKHPYHTE BCE OCTalbHBIC, chopmMupyiTe
ckpunt. CocTtaBbTe OTYET O MPOJENaHHOW paboTe ¢ ¢ OMHCAHUEM MpaBWJI U 0OOCHOBAHHEM HUX
HE00XOINMOCTH.

3. MHcmonb3ys ckanep ys3BuMoctei Nessus (i OpenV AS), mpoBeuTe CKaHUPOBaHUE
3aJJaHHOM CHUCTEMBI U OIpeieuTe umeronecs ysi3BuMoctu. ChopMupyiite oTueT o pe3yinbTarax
CKaHUPOBAHUA C YyKa3aHHMEM OOHAPY)KCHHBIX YSA3BHUMOCTEH, HX YPOBHS OINACHOCTH H
pPEKOMEHAALNN IO YCTPaHEHHUIO.

4. Hactpoiite web application firewall mist 3amuThl 3a1aHHOTO BEO-TIPUIIOKEHHS OT
pacnpocTpaneHHbix arak. CocTaBpTe OTUET O MpoOJEIaHHONW paboTe, OMHUCaB IpaBUIIa
KOH(UTypalluy U UX Ha3HAUCHUE.



IIpuioxenne 2

OIIeHO'lHBIe cpeacrea AJisi IpoBEACHUSA HpOMe)KyTO‘lHOﬁ aTrecranuu

a) Ilnanupyemble pe3yibTaThl 00yYeHHs] U OLICHOYHbIE CPeICTBa [JIsl NPOBeICHUS
NPOMEKYTOYHOM aTTecTaluu

Kon
HHOUKAaTOpa

Nupukarop
JOCTHXXCHUA
KOMIICTCHIINN

OneHouHbIE CpeICTBA

JIIK-004-5 Crnocoben obOecnieunTh (PYHKIMOHHPOBAHHWE CPEICTB 3alIUTHl WHPOpPMAIMU B
MH(OPMALMOHHO-aHAIUTUYECKUX CUCTEMAaX
— JITIK-004-5.1 [Ipumensiet 3HaHMs B 001aCTH O€30MAaCHOCTH BRIYMCIUTEIBHBIX CETEH B
MH(OPMALIMOHHBIX CHCTEMAX
— JITIK-004-5.2 TlpumeHsieT 3HaHHWS B OpPTaHM3ALUK MEp IO 3alIuTe WHPOPMAIH B
MIPOLIECCE FKCILTyaTallui HH(OPMALMOHHBIX CUCTEMAX

JUTK-004-5.1

[Ipumensier
3HAHUS B
obnactu
0e30MacHOCTH
BBIYHCITUTEIbHBI
X CeTel B
nH(pOpMaLMOHH
BIX CUCTEMAX

TeopeTnueckne BOIPOCHI K 3aUeTy:
1. Yrto Ttakoe kubOepOE30MACHOCT M TIOYEMY OHa
Ba)KHA?

2. Kakue OCHOBHEBIE e MpeciIeyroT
3JI0YMBIIIJIEHHUKU B KHOeprpocTpaHcTae?

3. Kakue CYLLECTBYIOT OCHOBHBIE MIPAHIIATIBI
obecnieueHust kKnbepOe3omacHoOCTH?

4. Onumure OCHOBHbIE KaTeropuu yrpo3
krnOepOe30macHOCTH.

5. Uro Takoe ya3BUMOCTH, yrpoO3a U PUCK B KOHTEKCTE
knbepoe30macHOCTH?

6. Kakue cymecTByloT JTambl >KM3HEHHOTO IIMKIIA
yIpo3b1?

7. OObsicHuTE
[IACCUBHBIMU aTaKaMH.

8. Kakue OCHOBHBIE METOABI 3alIUTHl HWHGOpPMALUU
UCIIOJIb3YIOTCS JUIsl IPOTUBOJICHCTBUA yrpo3am?

9. Yo Takoe NoJIUTHKA O€30IAaCHOCTHU U KAKOBA €€ POJib
B oOecrieueHnH KubepOe3omacHocTr?

10. Kakue cymiecTByIOT OCHOBHbIE MEXIyHapOJHBIE U
HallMOHAJIbHBIE CTaHAAPTHI B 00JacTu KubepodezonacHocTu?

11. Kakue  OCHOBHblE  THIIBI  CPEJICTB  3aLIUTHI
UHpOopMaLUn UCIOJIb3YIOTCS B
MH(POPMALIMOHHO-aHATUTHYECKUX CUCTEMaX?

12. KakoBbl OCHOBHbIE (DYHKIIMM MEXKCETEBOr0 JKpaHa
(firewall)? Kakue TUIIBI MEXCETEBBIX SIKPAHOB CYILECTBYIOT?

13. UYro Takoe cuctema oOHapyxeHus BTopskeHuit (IDS)
U Kak oHa pabotaer? Kaxue tunsl IDS cymectByror?

14. Yto Takoe cuctema IMperoTBpAILEHHs BTOPKEHUN
(IPS) u yem ona oTinuaetcs ot IDS?

15. Onumwure nOpuHOMIB  PabOTHI
IPOTPaMMHOTO 0OeCTIeueHHs.

16. Uro Takoe SIEM (Security Information and Event
Management) cucreMa W KakoBa €€ poJib B OOeclie4eHUuH
kubepoezonacHocTH?

17. KakoBbl OCHOBHBIE NPUHIMIBI pabOThl CUCTEM
KOHTpoJNisl noctyna? Kakue Monenun KOHTpoJiss JocTyna
CYILECTBYIOT?

PasHUILY MCIKOY AKTHBHBIMH u

AHTUBUPYCHOT'O




Kon
UHOUKATOpa

Nupukarop
JIOCTHKECHUS
KOMIICTCHIIHU

OneHouHBIE CpeCTBA

18. Uro Takoe mmdpoBaHMe © JUII YETO OHO
ucnoib3yercsa? Kakue anroputMel mu@poBaHust Bbl 3HaeTe?

19. O6bsicante npuHnums padoter VPN (Virtual Private
Network).

20. Yto Takoe naByx(akTopHas ayTeHTH(QHUKAIHUA |
IOYEMY OHA Ba)kHA?

21. OnummTe OCHOBHBIC THITHI CETEBBIX aTaK (HampuMmep,
DDoS, MITM, sniffing).

22. Yto Takoe CKaHMpPOBAaHHWE TMOPTOB U KaK OHO
UCIOJIb3YETCS 3JI0 yMbIIIIEGHHUKaMU?

23. OObwsicauTe, Kak padoraet nmpotokon TCP/IP u kakue
YS3BUMOCTH MOTYT OBITh CBSI3aHBI C €TI0 HCIIOJIE30BAHNEM.

24. Yto Takoe DNS-cny¢pmHr W Kak OT HeEro
3AIIUTUTHCA?

25. Kakwe cymecTBYIOT METOIbI 3aIIUThI OSCIIPOBOTHBIX
cereit (Wi-Fi)?

26. OmMmmMTe OCHOBHBIC MPHHIMUIBI  MOCTPOCHHS
0e30MmacHOM CeTeBOM apXUTEKTYPBHI.

27. Yto Takoe CerMeHTAIMs CETH M 3a4eM OHA Hy)KHa?

28. Kaxwue WHCTPYMEHTBI UCTIOJIB3YIOTCS JUTSt
MOHHUTOPHHTA CETEBOTO Tpaduka U 0OHAPYKEHHS aHOMAJTi?

[IprMepbl MPaKTUYECKUX 3aJaHUI 715 3a4eTa:

1. C nmomomipio porpamMMbI-aHaJIM3aTOpa TpaduKa s
KOMIBIOTEPHBIX ~ cereid  Wireshark  mepexBarute U
MpoaHAIM3UPYHTE ceTeBo Tpaduk. Onpenenure THIIBI
IPOTOKOJIOB,  HCIOJIb3YyeMbIX B CETH, M  BBIIBUTE
MOTEHLIUAJIbHO onacHble coeAnHeHus. ChopMupyiite oT4eT 0
pe3ynbTaTax aHaiau3a.

2. Ilpoanamm3upyiite Jor-aibl BeO-cepBepa,
CUCTEMBbl KOHTPOJIS JOCTyIla WM MEXKCETEBOr0 JKpaHa.
BoisiBuTe  momo3putenbHble  COOBITUST W TOMBITKU
HECaHKIIMOHUpOBaHHOro nocrymna. Cdopmupyiite OT4eT O
OpoJesiaHHOM ~ paboTe ¢  ONHCAaHMEeM  BBIBICHHBIX
M0/I03PUTENBHBIX COOBITHUH, ux BO3MOXKHBIMU
MOCIICACTBUSIMH M PEKOMEHIAIUSIMU TI0 3aIIUTE.

JITK-004-5.2

IIpumenser
3HaHUS B
OpraHu3aluu
Mep MO 3alluTe
UHpOpMaLU B
npolecce
SKCITyaTallu
UH(POPMALMOHH
BIX CUCTEMAX

Teoperndeckue BOMPOCHI K 3a4ETY:

1. KakoBbl OCHOBHBIC 3Talbl yIPaBICHHUS PHUCKAMHU B
knbepoOe30onmacHoCTH?

2. OnummTe OCHOBHBIE MeEpbl 10 00ECHEeUeHHIO
dbuznyeckoit 6e3onacHoCTH HHGOPMAITMOHHBIX CUCTEM.

3. KakoBa  ponp  oOydeHMS ©W  TIOBBIIICHHUS
OCBEJIOMJICHHOCTH NoJIb30BaTesen B obnactu
KkubepOe3onacHoCTH?

4. Kakue mnponeaypbl HEOOXOIUMO BBHIIOTHATH MPH
oOHapyXeHUH MHIMIeHTa KubepOe3onacHoCTH?

5. Uro Takoe MjaH BOCCTAHOBJICHHS TIOCJIE aBapuu
(Disaster Recovery Plan) u kakoBa ero mnens?

6. Kak oGecieunts 6€30MacHOCTh 0OIAYHBIX Cpel?

7. Uro Takoe TeCTUpOBaHWE Ha MPOHUKHOBEHHE
(meHTecT) M Kak OHO HCIIOJIB3YeTCSl JUIS OLIGHKH YpPOBHS




Nupukarop
JIOCTHKECHUS OneHouHBIE CpeCTBA
KOMIICTCHIIHU

Kon
UHOUKATOpa

6e3omacHoctu MC?

8. Kak obecrieunth 0€30MaCHOCTH BEO-TIPHUIIOKEHUI?
Kakue Tunel ysa3BuMocTell BeO-NpuiIoKeHUM Haubosee
pacrpocTpaHeHbl?

9. Kak obecrieunts 6e30macHOCTh 0a3 JaHHBIX?

10. Uro Takoe ayauT O€30MacHOCTH M KaKk OH
npoBoauTcs?

11. Kak o0ecrnednTh COOTBETCTBHE TPEOOBAaHUSAM
perynsaTopoB B 061acTi kubepobe3onacHocTu?

12. Yro Takoe ympaBieHHE YSA3BHUMOCTSIMH M KaK OHO
OCYIIECTBIISIETCS?

[Tpumepbl TpakTHYECKUX 3a/IaHUH IS 3a4eTa:

1. Ucnons3ys Hydra, npoBenute bruteforce ataky Ha
3aJaHHyl0 ciyx0y. HacTpoiite 3amuty ot bruteforce arak.
ChopmupyiiTe OTYET O TMpoJeNaHHOW paboTe, oOmucaB
npoBesieHHYI0 bruteforce ataky, oueHuB 3((HEeKTUBHOCTH
3aIIUTHI U J1aB PEKOMEHIAINHN TI0 €€ YCHUIICHHIO.

2. Tomyunte xom mapons. Ilombepure mapois,
HUCIIOJIB3YsA Ppa3jIM4YHBIC CJIOBApW W TCXHUKH. OHGHI/ITG
cToitkocTh maposs. CocTaBbTe OTYET O MPOIeTaHHOM padoTe,
JTaB PEKOMEHIAIUH 110 CO3/IaHUIO HAJCKHBIX MapoJIei.

3. Ha ocHOBe  CMOJENMpPOBAaHHOTO  HMHIMJCHTA
0€30MacHOCTH CO3JalTe OTUET 00 MHIIUAEHTE, BKIIFOYAIOIINIA
OTIMICaHW€ UHIUICHTA, €T0 MOCIEACTBHUS U MPUHATHIE MEPHI.

4. TlpoBemute OIICHKY PHUCKOB O€30MacHOCTH s
3aJlaHHON MH(GOPMAITMOHHON CUCTeMBbI. OTIpeIeNTuTe aKTHUBBHI,
yrpo3bl, YA3BUMOCTH U  BO3MOXHBIE  TOCIEJICTBUS.
[TpemyioxuTe Mephl 0 CHUYKEHUIO PUCKOB.

0) Ilopsinoxk mpoBeneHHs] NMPOMEKYTOUHON AaTTeCTAUMH, NMOKA3aTeJd U KPHUTEPUH
OlLleHHUBAHMS

IMoka3aTeu U KpUTEPUH OIEHUBAHUS 3a4eTAa:

—  «3a4TE€HO» — OOYydalIlIuics JOJDKEH IMOKa3aTh MOPOTOBBIM ypPOBEHb 3HAHMN Ha
ypOBHE BOCIPOU3BEICHUS U 00BICHEHUSI HH(POPMAIIMH, HABBIKW PELICHHs TUIIOBBIX 3a]1a4;

— «HE 3a4TeHo» — OOydJalomuiicss JeMOHCTpupyeT 3HaHus He Oonee 20%
TEOPETUYECKOTO0 MaTepuania, JOMyCKaeT CYIIeCTBEHHbIE OINMOKM, HE MOXKET I[0Ka3aTh
MHTEJUJIEKTYadIbHbIe HABBIKU PEIICHUS MPOCTHIX 3a/1a4.
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