MUHUCTEPCTBO HAYKHU 1 BBICIIIET'O OBPA30OBAHNSI
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BBICIIErO 0Opa3oBaHMs
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PABOYAS ITPOTPAMMA JIUCLIATIJIMHBI (MO JIST)

ITPOTHBOJEHCTBHE HETATHBHBIM METOJIAM COI[HA/TBHOH
HH KEHEPHH

HanpasJieHue OATOTOBKH (CTEHATbHOCTD)
44.03.05 Tlemarormyeckoe o6pasoBaue (¢ ABYMs NPOQHIIMH [O/ITOTOBKH)
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®opma 00ydIeHHS
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Kype 1-4 1o BBIOOpPY CTYJEHTA
Cemectp 2-7 no BBIOOPY CTy/IeHTa
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Pa6ouasi mporpaMMa COCTaBJICHa Ha OCHOBE ®I'OC BO - 6akanaBpuar 1o
HarpaBJICHAIO NIO/IrOTOBKA 44.03.05 Tlemarornueckoe oGpasopanue (C AByMs npobHIAMU
I0roTOBKH) (MpuKa3 MUHOOpHAYKH Poccuu ot 22.02.2018 . Ne 125)

Pa6ouas mporpaMma pacCMOTpeHa 1 on00peHa Ha 3ace/IAHUK xadenpst  BAUKT
21.01.2025, mporokon Ne 5 éﬂi

3aB. Kadenpoii L %’ ? I'.H. UycasuTiHa
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JIner akTyanusanuu padoyeil nporpaMmsl

Pabouast mporpamMma nepecMoTpeHa, 00CykaeHa U 0100peHa s peanuzaruu B 2026 - 2027
yuebHoM roy Ha 3aceqanuu Kageapsr [TMJIOTHI

IIporokom ot 20 . Ne
3aB. kadenpoii

PaGouas mporpamma nepecMoTpeHa, oocyxieHa u ogoopena s peanusanuu B 2027 - 2028
yuebHoM rojy Ha 3aceqanuu Kageapsr [TNJIOTHI

IIporokomor 20 . Ne
3aB. kadenpoii

PaGouas mporpamma nepecmMoTpeHa, o0cyxieHa u ogoopena s peanusanuu B 2028 - 2029
yuebHoM roy Ha 3aceganuu kagenpsl [TMIIOTHI

[Iporokon ot 20 . Ne
3aB. kadenpoit

PaGouas mporpamma nepecmoTpeHa, odcyxieHa u ogoopena s peanuszanuu B 2029 - 2030
yuebHoM roay Ha 3aceganuu kagenpsl [TMIIOTHI

IIporokom or 20 . Ne
3aB. kadeapoii




1 Leau ocBOeHMS TUCHUNIIMHBI (MOIYJIA)

[{enbto OCBOEHUS AUCLHUIUINHBI SBISETCS MMOJy4€HHE HaBBIKOB MPOTUBOACHCTBUS
aTakaMm, OCYILECTBIISIEMbIM METOJJaMH COLUAIIBHON MH)KEHEPHH.

3agaun:

- U3YYHTb IICUXOJOTHYECKYIO IPUPOAY U TEXHUYECKHE CIIOCOOBI peaanu3alun aTaK

METOJIaMU COLUATbHONU UHKEHEPHH;

- OCBOMUTD MIPUHIIMIIBI O€3011aCHOM PabOTHI € AIEKTPOHHBIMU CPEACTBAMHU
KOMMYHHKAIUH (MHTEPHET, 0YTa, MOOUIIbHBIC MTPUIIOKEHHUS, COLIUAIbHBIC CETH);

- 03HAaKOMUTHCS C TEXHUKAMU aKTUBHOM U TACCUBHOW 3alllUTHI;

- IPUOOPECTH HABBIKU MPABUILHOTO pEarnpoBaHUs Ha MAaHUMYJISTUBHOE
BO3JICHCTBUE, apTyMEHTHPOBAHHOTO OTKAa3a U MPOTHUBOICHCTBUS COLIMATILHON NHKEHEPUH;

2 MecTo JTUCUMILIIMHBI (MOXYJIs]) B CTPYKTYpe 00pa30oBaTe/ibHOI MPOrpaMMbl

Hucuunnuna [IpoTuBoIeiCTBHE HETATUBHBIM METO/IaM COLIMATIbHON MHKEHEPUU
BXOJIUT B YaCTh y4EOHOTO TUTaHa (POPMHUPYEMYIO yYACTHHUKAMHU 00Pa30BaTEeIbHBIX
OTHOIIIEHUH 00pa30BaTEeIbHON MTPOTPAMMBI.

st u3ydeHus TUCHUIUIMHBI HEOOXOAUMBI 3HAHUS (YMEHHUS, BIAICHHUS ),
chOpMUPOBAHHBIE B pE3yJIbTaTe U3YUEHUS AUCIUILTHH/ MPAKTUK:

[Mu¢poBast rpaMOTHOCTH

3uanus (yMEHUs, BJIa/ICHUs ), TOTYYCHHbIE IPU U3yYEHUU JaHHOM TUCIUTUINHBI
OyayT HEOOXOIUMBI AJI U3YYCHUS TUCIUILIAH/TPAKTHK:

[loaroToBka K cnaye u caada rocyJapcTBEHHOT 0O 3K3aMeHa

3 Komnerenuuu ody4aromerocsi, popmupyemsoie B pe3y/ibTaTe 0CBOCHHUS

AUCHUILIMHBI (MOYJIS1) M IVIAHMPYeMble pe3yJIbTaThbl 00yueHust

B pe3ynbrare ocBoeHus aucuuIuinHebl (Moayis) «I[IpoTtuBozaelicTBUe HEraTUBHBIM
METOZAaM COLMAIILHON NH)KEHEPUN» 00yJaroIuics T0JKEeH 001agaTh CIeAyOIMMU
KOMITIETEHIUSIMHU:

KO,[[ HHAUKATOpa I/IHI[I/IKaTop JAOCTHIKCHUA KOMIICTCHIINN

VYK-6 CniocobeH ynpaBisiTb CBOUM BPEMEHEM, BHICTPANBATh U PEATU30BBIBATH TPACKTOPHIO
CaMOpa3BHUTHsI HA OCHOBE NMPHHIIUIIOB 00Pa30BaHNUs B TCUCHNE BCEH JKU3HH

YK-6.1 Hcrnons3yeT THCTPYMEHTBI M METO/IbI YIIPABJIEHUSI BPEMEHEM IIpU
BBIITOJIHEHUH KOHKPETHBIX 33/1a4, IPOEKTOB, IIPH JTOCTUKEHUU
ITOCTaBJIEHHBIX LENeH

YK-6.2 Onpezaensier NpUOPUTETH COOCTBEHHOM 1€ATEIbHOCTH, TMYHOCTHOTO
PasBUTHS U TPO(PECCHOHATBHOTO POCTa
YK-6.3 OuenuBaeT TpeOOBaHUS PHIHKA TPYAA U MPEII0KEHUS 00pa30BaTeIbHBIX

YCIIYT JJi BBICTPAuBaHUs TPAEKTOPHUH COOCTBEHHOTO
po(hecCHOHAILHOTO POCTa




4. CTpyKTYpa, 00bEM H COEpKaAHNE TUCHUILIMHBI (MOIYJIs1)

OO6mias TpyA0€MKOCTh JUCIHUIUIMHBI COCTABISIET 1  3a4eTHBIX eAuHUI] 36 aKaj. 4acoB, B TOM

HHUCJIIC:

— KOHTakTHas pabora — 18,1 akaz. 4acos:
— aynutopHas — 18 akaj. 4acos;
— BHeayauTopHas — 0,1 akan. 4acos;

— camocTosTenpHas padora — 17,9 akaz. 4acos;
— B (popme npakTudeckoil moaroroBku — 0 akai. yac;

@dopma arTecTaluy - 3a4eT

AynutopHast = o
KOHTakTHas paboTa E z dopma TeKyIero
= =
B B aKaJ. yacax 3] Bun KOHTPOJISI
Paszen/ Tema 3 (B axan ) EB y P Kox
g 8 © | camocrosTenbHON |  ycIieBaeMOCTH H
JTACIUTUTAHBI 3 g = . | xommerenuun
O S 5 paboThI MIPOMEKYTOUHOH
nmab. | OpaxT. Q&
Tek. P 2'S aTTeCTaluu
3aH. 3aH. | O &
1. ComnanpHast HHKEHEPHS
ITpopaboTka
pop Omnpoc mo
TEOPETUYECKOTO
1.1 CounansHas TEOPETUUYECKOMY
HUHKCHEPHS: marepnaia MaTepHuai
) 4 6 Odopmierne praiy VK-6.1
XapaKTEPUCTUKH U oTICTA 110 Otuér no
0COOEHHOCTH . MPaKTUIECKON
TPaKTUIECKON aGoTe
pabore. p
IIpopaboTka
pop Omnpoc no
TEOPETHYECKOTO
TEOPETHYECKOMY
1.2 MaHumynaTuBHEIE Marepuana MaTeDHAL
TEXHUKHU COIUATBHON 4 4 OdopmieHne OquT l'[Oy YK-6.2
UHKEHEPHU oTyeTa 1o .
. MPaKTHIECKON
NPaKTUIECKON aGoTe
pabore. p
Hroro no pazpeny 8 10
2. [IpoTuBoaeHCTBUE COITUATBLHOI
HHKEHEPHU
2.1 OcHOBBI Oe30macHOM IIpopaboTka Ompoc o
paboThI B cpencTBax TEOPETHYECKOTO P
INEKTPOHHOM Marepuana TeopeTieckomy
P p Mateprany VK-6.2, VK-
KOMMYHHKAIIAN 4 4 Odopmienne Oraér 1o 6.3
(3MeKTpOHHBIE PECYpCHI, oT4era o . '
. MPAKTHIECKOM
MoYTa, MECCEHKEPHI, MPaKTUIECKON aGote
COLIMATILHBIE CETH) pabore. p
IIpopaboTka
pop Omnpoc no
TEOPETHYECKOTO
TEOPETHYECKOMY
2.2 IaccuBHas 1 aKTUBHAs Marepuana
N MaTepHany
3aIIUTa OT MAHHITYIISIUN 1 6 3,9 Odopmnenne OTaeT 110
COLIMANBEHON HHKEHEPUH oTyera o .
o MPaKTHIECKON
MIPaKTHYECKON aGote
pabore. p
HWroro no pazaeny 10 7,9
Hroro 3a cemectp 18 17,9 3a4€T




Hroro o aucumruinHe | | | 18 | 17,9 | 3a4eT




5 O0pa3oBaTesibHbIE TEXHOJIOTHH

B xoze npoBenieHNs IPAaKTUYECKUX 3aHITHH MTPe1yCMaTpUBAETCS:

— UCNOJIb30BaHUE MYJIbTUMEIUNHBIX PE3EHTALMI 10 BCEM TEMaM JUCLUILINHBI,

— opranuzanus ae6atoB o Teme «CoruanbHas HHXEHEPHs KaK yrpo3a 6e301acHOCTH
o01IeCTBaY;

— OpraHu3alysi pojIeBOi Urpbl «ATaKyl U 3allUIIANCS.

—TBOpYECKasi MPOOIEMHO-OpUEHTUPOBAHHAS CaMOCTOSITEIbHAsL PadOTa CTYIEHTOB
BKJTIOYAIOIIAs B ce0sI MOKCK, aHATIN3, CTPYKTYPUPOBAHHE U MPE3EHTALUS HH()OPMAIIH 110
TEME 3aHATUH (MM UHIMBUYaIbHBIX 33JaHUI), ydacTHE B OJMMIIMAJAX; aHAIN3 HAYUHbIX
myOJIMKaLui 1Mo 3apaHee ONPEIeICHHON MPEoIaBaTeeM TEME.

B xone npoBezieHNs BceX NPAaKTUUECKUX 3aHATHUI peaycMaTprUBaeTCs
MCIIOJIb30BAHUE CPEJICTB BHIYUCIUTEIBHON TEXHUKU IPU BBITOJHEHUN PAKTUYECKUX padoT.

C nenbio GopMUpPOBaHUS U Pa3BUTHS MPO(HECCHOHANBHBIX HABBIKOB 00YYaOLIHXCS
MPUMEHSIOTCSI HTHTEPAKTUBHBIE (OPMBI O0YUCHHUS Ha ayTUTOPHBIX 3aHATHIX. Y YeOHBIN
IpoLecC, ONUPAIOLINICS Ha UCIOJIb30BAHUE UHTEPAKTUBHBIX METO/I0B 00y4eHus,
OpPraHU3yeTCs C yUeTOM BKJIIIOYEHHOCTH B IPOLIECC [TO3HAHUS BCEX CTYACHTOB IPYIIIbI O3
uckiroueHusi. CoOBMECTHas 1eATENIbHOCTh O3HAYAET, UTO KaX/Iblii BHOCUT CBOM O0COOBIN
WH/IMBUYaJIbHBIA BKJIaJ1, B X0J1€ pabOThl U1eT 0OMEH 3HaHUSIMHU, HJIESIMH, CIIOCO0aMU
JEATEIIBHOCTH.

OpraHu3yroTcst UHAMBHUyalbHas, IapHas U IpyIIoBas paboTa, UCIOIb3YeTCs
IIpOoeKTHast paboTa, poJieBblEe UTPbI, OCYIIECTBISIETCS paboTa ¢ JOKYMEHTaMH U Pa3IUYHbIMU
UCTOYHUKAMU MHPopManuu. IHTepakTUBHBIE METO/Ibl OCHOBAHbI Ha IPUHIUIIAX
B3aUMOJICHCTBHSI, aKTUBHOCTH 00y4aeMbIX, OIIOpEe HA IPYIIIOBOM OMBIT, 00s13aTEIbHOM
obpatHoi cBs3u. Co3naercs cpefa 00pa3oBaTEIbHOTO OOLIEHHSI, KOTOPask XapaKTepU3yeTcs
OTKPBITOCTBIO, B3aUMOJECHCTBUEM YYaCTHUKOB, PABEHCTBOM MX apryMEHTOB, HAKOILIEHUEM
COBMECTHOT'O 3HaHUS, BO3MOKHOCTBIO B3aUMHOM OLICHKU W KOHTPOJIS.

Texymmii, IpOMeXyTOUHBIN 1 PYOEKHBIH KOHTPOJIb IPOBOIUTCS C TOMOIIBIO
CepBUCOB 00Pa30BaTEIILHOTO MOPTAJIA.

6 YueOHO-MeTOAMYECKOE 0OOecTieYeHHe CAMOCTOATEILHOM padoThl 00y4Yarommxcst

HpeI[CTaBJ'IeHO B IIPUJIOKCHU U 1.

7 OneHo4YHbIe CPEACTBA IJIsl IPOBEACHHUS NIPOMEKYTOYHOM aTTeCTalluu
[IpencraBieHsbl B IPUIOKEHUU 2.

8 YueOHo-MeTOonM4UecKoe M HH(pOpMALIOHHOE o0ecnieueHre U CUUILTHHBI

a) OcHoBHas JIuTepaTrypa:

1. Yepnoga, E. B. MNHdopmanronHas 6€30macHOCTb YesloBeKa : yUeOHHK /15l By30B /
E. B. UepnoBa. — 3-¢ u3n., mepepad. u gom. — Mocksa : M3garensctBo FOpaiit, 2025. —
327 c. — (Bwicmiee oopazoBanme). — ISBN 978-5-534-16772-6. — TekcT : 2IeKTpOHHBIH //
O6pa3oBarenpHast miatpopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/566457 (nata
obpamenus: 14.01.2025).

2. Kozbipp, H. C. T'ymanutapHbie acneKThl HH()OpPMaLMOHHON O€30MaCHOCTH :
yueOHuk /i By30B / H. C. Kossips, H. B. Cenpix. — Mocksa : U3natensctBo FHOpaiit, 2025.
— 170 c. — (Bwicmiee oopazoBanue). — ISBN 978-5-534-17153-2. — TexkcrT :
anexTpoHHsbId // OOpa3zoBarensHas maatdopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/568566 (mara obpamenus: 14.01.2025).

0) JJonosiHuTebHAS JUTEpaATYpA:



1. Xanuern, K. UckyccTBo oOMaHa: corpaibHas HHKCHEPUs: B MOIICHHUYECKUX CXEMax
/ Kpuctodep Xanneru ; mep. ¢ anri. - Mocksa : Anpnunaa [TaGmumep, 2020. - 430 c. - ISBN
978-5-9614-1072-3. - Tekct : anextponnsiid. - URL: https://znanium.ru/catalog/product/1220962
(mata oopamenus: 14.01.2025). — Pesxum ocTymna: mo moIimucKe.

2. CaenkoB, A.W. Ilcuxonoruss NPOTUBOJCHCTBHS JDKH W MAHHITYJIHPOBAHHIO :
yueOnuk s By30B / A. WM. CaBenkoB. — Mocksa : M3natensctBo HOpaiit, 2025. — 241 ¢c. —
(Boiciiee  obpazoBanue). — ISBN 978-5-534-15538-9. — Tekct : 9JeKTpOHHBIA //
OopasoBarenbHas tiardpopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/568319 (mata
obpamienus: 14.01.2025).

3. Toncroesckuif, WM. DHuukioneaus JOTMYECKHX OMHMOOK:  3aliyXIaeHHus,
MaHUMYJISALUN, KOTHUTUBHBIC MCKQXEHHs W JIDyTM€ Bpard 3ApaBoro  CMbICIa
Hay4yHO-nionyssipHoe u3nanue / M. ToncroeBckuii. - Mocksa : Anbnuna [Tabmummep, 2025. - 608
c. - ISBN  978-5-9614-8247-8. -  Tekcr :  onektponsbii. -  URL:
https://znanium.ru/catalog/product/2199740 (nata obparuenus: 14.01.2025). — Pexxum mocryma:
IO TTOJIITHCKE.

B) MeToanuyeckue ykasaHus:

[IpencraBieHbl B IPHIOKEHHUH 3.

r) [Iporpammuoe odecneuenue u UnTepHer-pecypcebi:

IIporpamMHoe odecnevenue

Haumenosanue N
10 Ne norosopa Cpoxk nelicTBUS JTUIICH3UH
MS Office 2007
Professional Ne 135 o1 17.09.2007 0eccpouHo
7Zip cB000HO pacmpocTpansemoe [10 6eccpoyHO
Eﬁg;)e(p Mozilla cB00OIHO pacnipocTpansemoe [10 0eccpovHO
bpaysep Yandex |cBoGogHO pacnpoctpansemoe I[1O 6eccpodHo

Hpocbeccnonanbm,le 0a3bl JAHHbIX U I/IH(l)OpMaIIHOHH])Ie CIIPaBOYHLIC CUCTEMbI

HasBanue kypca Cchuika
HarmonansHas mHGOpPMAIIMOHHO-aHATUTHYECKAST URL:
cuctema — Poccuiickuit nuaeke HaygHoro nutupoBanus | https://elibrary.ru/project_risc.
(PUHIT) asp

https://www.rsl.ru/ru/4readers
/catalogues/
OnektpoHHblie pecypcebl oubmuorekn MI'TY um. .. https://host.megaprolib.net/M
Hocosa P0109/Web

9 MaTtepuajibHO-TeXHHYECKOe o0ecreyeHne TUCUUIINHDBI (MOLYJIs1)

Poccuiickas ['ocynapctBennas oubnuoreka. Karansoru

MaTepHaHBHO-TCXHquCKOG obecneyeHne JUCIHHUIIIIMHBI BKIIIOYACT:



VY4eOHble ayAUTOPUH IS IPOBEICHUS MPAKTHUECKUX 3aHATHMA, TPYIIIOBBIX U
WH/IMBUYAIBHBIX KOHCYIbTAIUN, TEKYILET0 KOHTPOJIA U POMEXYTOYHOH aTTeCTalluu
CrneunanusupoBanHas (yueOHasi) MeOesb (CTOJIbL, CTYJIbS, JO0CKA ayIUTOpHAs),
MEPCOHAIBHBIE KOMIIBIOTEPHI 00BETUHEHHBIE B JIOKAIBHBIE CETH C BBIXOJIOM B MIHTEpHET 1 ¢
JOCTYIIOM B 3JIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCHTETA,
OCHAIIIEHHBIE COBPEMEHHBIMHU NMPOTPAMMHO-METOANYECKIMH KOMILJIEKCAMH

AyauTopuu JUisi CaMOCTOSATEIbHON paOOThl (KOMITBIOTEPHBIE KJIACCHI; YUTAIbHbBIC
3aJI6l OUOINOTEKN).

CrenmanusupoBanHas (yueOHast) MeOenb (CTOJbI, CTYNbs, JOCKA ayAUTOpPHAs),
MEPCOHAIBHBIE KOMIBIOTEPHI, 00bEMHEHHBIC B JIOKAJIbHBIE CETU C BBIX0I0M B VIHTEpHET U ¢
JOCTYIIOM B 3JIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCHUTETA,
OCHAIIIEHHBIE COBPEMEHHBIMHU IMPOTPAMMHO-METOAMYECKUMH KOMIUIEKCAMH.

[Tomerienue U1t XpaHEeHHUS U TPOPHUIAKTHUECKOTO 00CITy)KUBaHUS Y4eOHOTO
o0opyIoBaHUsI.

Meb6enb (CTONBI, CTYIbs, CTEIUTAXKH U XpaHEHHUS y4eOHO-HATIISIHBIX TIOCOOUH 1
y4eOHO-METOIMIECKON TOKYMEHTAIUH ), IEPCOHAIBHBIE KOMITBIOTEPHI.



Ipuioxenne 1

Y4eOHO-MeTOAMYECKOE 00ecTedeHHe CAMOCTOSATEIbHOM PadoThl 00yYaArOINXCSI

[To mucuumnnmue «I[IpoTuBOAeiicTBHE HETaTUBHBIM METOAAM COLMAIbHOW HHXKEHEPHM)
IpeayCMOTPEHA ayAUTOpHAs U BHEAYJAUTOPHAS CAaMOCTOSsITEIbHAs paboTa 00yJaromuxcs.

AynutopHas caMOCTOsITeNIbHAsE paboTa CTYJAEHTOB MPEAINOiIaracT MoJAroToBKa OTBETOB Ha
BOIIPOCHI, PELIEHUE IPEJIOKEHHBIX CUTyaluid, BBINOJIHEHUE TBOPUYECKUX 3aJaHUN C
MCIOJIb30BAaHUEM CPEJICTB BU3yallM3allui HH(OPMAIIUH.

BueaymutopHass camocrosiTenbHas paboTa OOydYalOUIMXCS OCYIIECTBISCTCS B BHUJC
U3YYEHHUS JUTEepaTypbl MO COOTBETCTBYIOLIEH Teme ¢ IpopaboTKoi Marepuana, MOArOTOBKA
3a/laHuil ¥ TBOPUYECKUX IPOEKTOB 110 TEME, IIPEITIOKEHHON MTPETogaBaTeeM.

HoaroroBka k nedaram no reme «ConuaJbHas HHAKEHEPHUSI KAK Yrpo3a 0e301acHOCTH
oomecTBa»

Pesomronus. ConuanbHasi WHXKEHEpUs MPEACTaBISET CEPbE3HYI0 Yrpo3y 0e30MacHOCTH
o011ecTBa.

[ToaTBepxaromme apryMeHThl.

1. ATaku conuaabHON HHKEHEPUHU CTAHOBSITCS BCe 00JIe€ U30IMIPEHHBIMHU U YACTO YCIIEITHBI
B oOMaHe JIto/iei, 3aCTaBJIsisl UX BblIaBaTh KOH(MUIACHIMATBEHYIO HH(POPMAIIHIO.

2. Pa3Butue comuanbHBIX CETEH YHOPOCTUIIO KHOEPIpPECTymHUKaM cOOp JIMYHOU
uH(pOpMallMK, KOTOpas MOXKET OBITh HCIHOJB30BaHA JJSi CO3/aHusA yOeAUTENbHBIX aTak
COLIMAIbHOW MHKEHEPUU.

3. ATaku colMalbHON MHXKEHEPHUH TPYTHO OOHAPYKUTH U MPEIOTBPATUTD, TOCKOIBKY OHU
OCHOBaHbl Ha MAaHUITYJIUPOBAHHHM YEJIOBEUYECKUM TIOBEJCHUEM, a HE Ha HCIOJIb30BaHUU
TEXHUYECKUX YSA3BUMOCTEH.

4. Ataku COLMATLHON WHKXEHEPUH MOTYT UMETh JAJICKO WAYIIUE TOCIIEICTBHS, BKIIOYAS
¢dbuHAHCOBBIE MOTEpPH, KPaXXy JTUYHBIX JAHHBIX M YyIIEpO penyTaluud U HEMPUKOCHOBEHHOCTH
YaCTHOM KU3HH.

Bonpochl 1J1s1 caMOCTOATEIBLHOT0 H3YYeHH S

1. Tumsl aTak colMaIbHONW MH)XEHEPUU U cHocoObl UX BhIsABIEHMA. 2. [lcuxonornyeckue
MPUHIIMIIBI, JIEKAIUE B OCHOBE COL[MAIbHON MH)KEHEPUH, U TO, KaK UX MOXHO MCIIOJIB30BaTh JJIS
MaHUITYJIUPOBAHUS JIFOJAbMH.

3. PacnpocTpaHeHHble TaKTUKH COLMATbHON MH)KEHEPHH, UCIIOJIb3yeMbl€ B (DPUIIMHIOBBIX
MOIIICHHUYECTBaX, U KaK UX U30eXaTb.

4. TemaTuyecKkue UCCIeI0BaHuUs YCIEIIHbIX aTaK COLMATbHON MH)KEHEPUH U UX BIUSHUS Ha
OTJIEbHBIX JIUI U OPraHU3aLNN.

5. PekoMeHganuu 1no co3JIaHUI0 HAJIEKHOTO Mapojs U Kak M30ekaTh paclpoCTPaHEHHbBIX
aTaK COLIMAJIbHOW MHXEHEPUH, CBSI3aHHBIX C ITAPOJISIMHU.

6. Ponb conianbHOM HHKEHEPUHU B KHOEPIIPECTYTHOCTH U KHOEPIIITHOHAXKE.

7. BaxHocTp OOydYeHHMs COTPYJHHKOB IO BOIpocaM KHOepOe30macHOCTH Ui
MPEIOTBPALICHHS aTaK COLMAIbHON MHKEHEPHU.

8. CHIKEHHE PHUCKA aTaK COLUAIbHONW HMH)KEHEPUU C IOMOIIBI0 TEXHUYECKUX CPEICTB
KOHTPOJISI, TAKUX KaK OpaHaMayspbl 1 aHTUBHPYCHOE MPOTrpaMMHOEe o0ecriedeHue.

9. DOtuyeckne CcoOOOpaKeHHsI, CBSI3aHHBIE C MCIIOJB30BAaHHUEM TAKTHKH COLMAIBHON
WHXEHEpUU B OOOPOHUTEIBHBIX 1EJIsX.

10. bBynymuie TeHAeHIMU U pa3paboTKH B 00IaCTH COLMAIBHON UHKEHEPUH U TO, KaK OHU
MOTYT TIOBJIMSTH HAa KHOEpOE30MacHOCTb.

11. OBosonusi COIMAIbHON WMHXEHEPUU: HOBBIE BBI30OBBI B CTPATETMSX 3allUTHl U
CMSATYEHUS NOCIEACTBHUMN.

12. Ataku conMaabHON MHXEHEPUU B 3MOXY IM(PPOBBIX TEXHOJOTHM: TAKTHKA, METOJAbI U



IIPEIOTBPALICHHE.

13. TexHOMOTHYECKHE TOCTUKEHHS U UX BIUSIHUE HA METObI COLIMATILHON MHKEHEPHH.

14. WckyccTBEHHBI HHTEIJIEKT W COLIMAJIbHAs WHXXEHEpPUS: MOTEHIHUAIbHBIE PUCKU U
KOHTPMEDBL.

15. buomerpuyeckas ayreHTH(UKaUMA: YCWIEHHE 3alIUTHl OT aTak COLUAIBLHOU
WHXEHEPUHU.

16. IloBeneHyeckas aHaJUTHKA M MAalIMHHOE OOYYeHHE: MOBBIMIEHUE 3(PPEKTHBHOCTU
BBISIBJICHUS MTOIBITOK COLIMAJILHON MHKEHEPHH.

17. Texnomorus OJIOKYEHH: 3alIUTa OT YIPO3 COIMATBLHON MHKEHEPHUH.

18. Nurepuer Bemed (IoT) m commaiibHas WHXXEHEPUs: yCTpaHEHUE YSI3BUMOCTEH B
MOJIKJIFOUEHHBIX YCTPONCTBAX.

19. OcBenOMIJICHHOCTh M MPOCBEIICHUE TMOJIb30BATENICH: paclIUpeHHe TMpaB U
BO3MO>KHOCTEM OTAEIBHBIX JIUL IPOTUBOCTOSATH METOJAaM COLUAIBHON MHIKEHEPHH.

20. MuorodaxrtopHas ayrentuduxanus (MFA): ycunenue 3alMThl OT aTak COLMAIBLHOM
WHKXEHEPUU.

21. OpueHTUpOBAaHHBI Ha TMOJB30BATENsd [U3alH [UIsi oOecreueHus: 0e30MacHOCTH:
CHIDKEHHE PHCKOB COLMAIHOW MH)KEHEPUH C MTOMOIIBI0 HMHTYHUTHBHO MOHITHBIX HHTEP(EHCOB.

22. Ponb mpaBuil KOH(GUICHIIMATEHOCTU JaHHBIX B 00pbOE C HUCTIONIb30BAaHUEM COIIHAIbHOM
WHXEHEPUHU.

23. Ilcuxonoruyeckue acHeKThl COLMAIbHOW MH)KEHEPUU: NOHMMAHUE MaHUIYJIALUN U
MOBBIILICHHUE )KU3HECTOUKOCTH.

24. ATaku C HCIOJNB30BAHHEM OMOMETPUYECKOW TOJICIIKH: HOBBIC YIPO3bI COIMAIBHOM
WHXEHEPUHU.

25. Metonpl 06€30MacHOrO KOAMPOBAHUS: COKpAlllEHUE BO3MOXKHOCTEH i arak
COLIMATILHOW MHKXEHEPUU MPHU Pa3padOTKe MPOrpaMMHOT0 00ECIICUeHUSI.

26. TonocoBoil ¢QuumuHr (BUmMHT): OOHapyKeHHE M MpPEelIOTBPALLECHHE COLMAIBLHOM
UH)XEHEPUH C TOMOILBIO TeNIe()OHHBIX 3BOHKOB.

27. MobunbHasg 0e30HacHOCTh U COLUMalbHAs WHXKEHEpUs: PUCKU U MEpbI
IPEJOCTOPOKHOCTH B AIOXY CMapT(HOHOB.

28. HoBble TEXHOJIOTUHU COLMATbHON MHKEHEPHOU 3alUThI: BO3MOKHOCTH U OTPaHUYEHUS.

29. Ctpareruy pearnpoBaHys Ha MHIMJEHTBI U BOCCTAHOBJIEHUS IIOCJE aTaK COLMAIBHOU
VHKEHEPUH.

30. YenoBeueckuil (akTop B COLMATIBHON HMHXEHEPHM: OpPraHU3aLMOHHAS KYyJIbTypa U
00y4eHue I YCHIJICHHS 3alTUTHI.



IMpunoxenne 2

OueHoYHbIE CPeACTBA /IJIsl MPOBeAeHUsI POMEKYTOUHON aTTeCTANUU

a) I[lnanupyemble pe3yabTaThbl O0y4YeHHMSl M OIIEHOYHbIEe CpeACTBAa /ISl TPOBeJAeHHSA
NMPOMEKYTOYHOM aTTeCTAlluM:

Kon
WHJIUKaTOpa

Nuaukarop
TOCTHKEHUS
KOMIIETEHIIUH

O1eHOYHEIE cpe€acTBa

YK-6 - CiocoOeH ynpaBisiTh CBOUM BPEMEHEM, BBICTPAUBAaTh U PEAIM30BbIBATH TPACKTOPHUIO
CaMOpa3BHUTHS HA OCHOBE MPUHIIUIIOB 00Pa30BaHUS B TEUCHHUE BCEH )KU3HU

YK-6.1

Ucnone3yer
MHCTPYMEHTBI U
METO/IbI YIIPABJICHUS
BpEMEHEM IIpU
BBITIOJIHEHU U
KOHKpPETHBIX 3a7ad4,
MIPOEKTOB, MPH
JOCTH>KCHUHU
MTOCTaBJICHHBIX
Heen

[lepeueHp BOMpPOCOB ISl MOATOTOBKH K 3a4€Ty

1. Kak paboraer cornanbHas HHXCHEPHsI?

2. KTo Takue conpanbHble XaKepbl, OMUIINTE Ha
KOHKPETHOU MepCOHAINU

3. Uto Takoe nHGOPMAITMOHHAS MAHUTTYJISIUS?

4. KakoBbl OCHOBHBIE THUIIBI MAHUITYJIATOPOB U BUIBI
MaHUIYJISAUI?

5. Onumurte 0cOOEHHOCTH BepOAIbHBIX MAHUTTYJISIIUH.

6. Kakue crioco6s1 Hanbonee 3 QeKTHBHEI B
MPOTUBOACUCTBUN MAaHUMYJISIUSAM?

7. KT0 yamie npyrux CTaHOBUTCS KEPTBOM MOIIICHHUKOB?
8. deiikoBbIC HOBOCTH U Je3UH(OpMAIIHSL.

9. Kak pa3rpaHnunTh 3aKOHHBIC 3aIPOCH 1 MAHUITYJISIHH
COLIMANILHOM WHXEHEepUn?

TemMaTrka MpakTUYECKUX 3aJaHHUI

1.KakoBbl ~pacnpocTpaHEHHbIE HEraTUBHBIE METOIBI
COITMAJILHOM WHKECHEPHH, HCTIOJIb3yEeMbIE
3JI0yMBIIUICHHUKaMU? [IpuBeure KOHKPETHBIE
MIPUMEDBL.

2.OrmpenencHue JIOCTOBEPHOCTH 171 HaJIeKHOCTH
uHpopmanuu B HTEpHET

KomMriekcHoe 3aanue

[Ipuaymaiite mnpuMep aTakd COLMAIBHOW WHXEHEPHH,
KOTOpasi MOXKET OBITh MPOBEJEHA Yepe3 COLUAIBHYIO CETh
(manpumep, BKonrakre, Facebook, Instagram). Onuure:
1. Henn aTaku (uto XOYET MIOJIyYUTh
37I0YMBIIIUIEHHHUK ).

2. Meton Bo3aeiicTBUSI (KaK XEpTBY BTATMBAIOT B
aTaky).

3. Hcnonb3yembie NCUXO0JI0THYECKHe
NpuéMbI (Kakue c1adoCTH/IMOIMH SKCIUTYaTUPYIOTCS ).

4. Bo3mo:xkHble mocieacTBUs (4e€M  3TO  MOXKET
00epHYThCS AJIsl KEPTBBI).

VK-6.2

Onpenenser
HPUOPUTETHL
COOCTBEHHOI
JACATCIIbHOCTH,
JIMYHOCTHOT'O

[Tepeuenb BOpOCOB I MOJTOTOBKH K 3a4eTy

1. KakoBbl HEKOTOpBIE peEajbHblE MPUMEPHl  aTak
COLMAJIBHOW MHYKEHEPUH U UX BO3JEHCTBHS Ha OTAEIbHBIX
JIUI ¥ OpraHu3auuu’?

2. Kak pa3BuBanach CoOlMaIbHasi WHKEHEPHS C MOSIBJICHUEM




pa3sBUTHA U COLIMAJIbHBIX CETEN M OHJIAMH-KOMMYHHUKAIUI?

po¢eCCHOHAIBHOTO

pocra TemaTuka NpakTUYECKUX 3aJaHUN
1. ITpuBenuTe aKTUBHBIE METOBI 3AILUTHI OT COLUAIBHON
WHXXEHEPUH, 000CHYHTE, TPOUILTIOCTPUPYHUTE TPUMEPAMHU
U3 KU3HU
2. I[IpuBeanTe NaCCUBHBIE METO/IbI 3AILUTHI OT COLUAIIBHON
MH)XEHEepUH, 000CHYiTe, NPOMIUTIOCTPUPYHTE TPUMEPAMU
U3 KU3HU

KomMrnekcHoe 3a1anue
OxapaxTepu3syiite criequpuKy NOBEICHUSI MAaHUITYJIATOPOB
¥ OCOOCHHOCTH MaHHITYJISUI B MEKITUIHOCTHOM
B3auMoJieiicTBuy, [IpuBenuTe ciocoObl 3alUThl: AaKTUBHBIE
1 naccuBHbIe. OOOCHYHTE /IS KQXkKA0T0 BUIA
MaHUNYJISIUU
YK-6.3 OnenuBaer [Tepevenp BOPOCOB [T MOJTOTOBKH K 3a4eTy

TpeboBaHus peiHka | 1. Kak MOkHO MCHOIB30BaTh 00pa3oBaHKUE U

Tpyda u OCBEJIOMJICHHOCTB /17151 00PBOBI C COMANTBHOM

IIPEII0KEHUS UHXXECHepuein?

00pa3oBaTeNbHbIX 2. Kak couuanbHble MHKEHEPHI UCTIOIb3YIOT

YCIIyT AJIs 4eJI0BEYECKOe IMOBEACHUE, YTOObI MOIYUUTh 1OCTYII K

BBICTpAauBaHUs KOH(HIEHIIMATBHON nHOopMarn?

TPacKTOpUU 3. Kak pa0otaeT conpanbHas HHXeHepus?

COOCTBEHHOTO 4. CoumanbHbIE CETH U 3alIUTa JINYHON WH(POpMAIHN

npodeccuoHanbHoOro | 5. PUCKHU M yrpo3bl coMaNbHbBIX ceTel

pocra TemaTnka NpakTUYECKUX 3aJaHUN

JlaiiTe pekoMeHJalMy 0 OCHOBaM Oe30MacHOi paboThI B
CPEJICTBAX 3JEKTPOHHOW KOMMYHHKAIUH (JIEKTPOHHbBIE
pecypcehl, IOYTa, MECCEHIPKEPbI, COLIMAIbHBIE CETH)

KommnekcHoe 3a1anue

[MpuBeaUTE peKOMEHAAINH TI0 3aIIUTE TUUYHON HHPOPMAITUU
IB COIIMAJIbHBIX CCTAX:

- JUTsl HECOBEPILIEHHOJIETHETO;

- JUTSI COUCKATEIISI IOJKHOCTH;

- JUTSl IMEIOILIETO PYKOBOISIIIYIO TOJKHOCTD;

- 17151 6y10Tepa ¢ OOJBITUM OXBATOM;

- JUTSL IOMOXO3STHKH C HECOBEPIIIEHHOJIIETHUMHU JIETHMU;

- JUTS 9eJI0BeKa, pabOTarOIIEro B TOCYIaPCTBCHHBIX OPTaHOB;
- JUTs TyOTMYHON JIMYHOCTH.




0) Ilopadok npoeedeHus npoOMelHCymouyHOU ammecmayuu, nokazamenu u Kpumepuu
OUeHUBAHUA:

[TpomexyTouHas aTTecTalus Mo AUCHUILIMHE TPOBOIUTCS B (hopMe 3aueTa 2 ceMecTp.

Kpumepuu oyenku 3auema

OneHka <«3a4TeHO» BBICTABISECTCA OOYYalOLIEMYCsl, €CIU: OH 3HAeT OCHOBHBIC
OIpe/ieNIeHus, MOCIE0BATENIEeH B HU3JI0XKEHUU MaTepualla, JAEMOHCTpUpPYeT Oa30oBble 3HAHUSA
JVICLUTUIMHBIL, BIaJIeeT HEOOXOIMMBIMU YMEHHUSAMHU M HAaBBIKAMU TPU BBITIOJTHEHUH MPAKTHYECKUX
3aJaHUN.

OneHka «HE 3a4YT€HO» BBICTABISETCS OOYYalOIIEMyCsl, €CIIM: OH HE 3HaeT OCHOBHBIX
ONpe/ieIeHUH, Herocyie[oBaTelieH M COMBYMB B U3JI0XKEHUM Marepuana, He oOnajgaer
OTIpeNIeICHHOW CHCTEMON 3HAHMI O JAWCIUILIMHE, HE B IOJHOM Mepe BiajeeT HeOOXOIMMBIMU
YMEHMSMH U HaBBIKAMU IIPY BBIIIOJHEHUH TPAKTUYECKUX 3aJaHU.



IIpunoxenne 3
MeTtoanyeckue peKOMeHAAUMH 1JIsl CTYAeHTOB
HNOACHUTEJIBHASA 3AIIMCKA

OcBauBasg Kypc, OakajaBpy HEOOXOAMMO HAayduThCsl paboTaTh Ha JIEKUMAX, Ha
71a00PAaTOPHBIX 3aHATUSX U OPraHU30BbIBATh CAMOCTOSATEIbHYIO BHEAYAUTOPHYIO AESITEIBHOCTD.

3Has TeMy NPaKTHUYECKOTO 3aHATHS, HEOOXO0AUMO TOTOBUTHCS K HEMY 3a0/1arOBPEMEHHO.
st 3TOr0 HEOOXOIUMO M3YYHTh JIGKIMOHHBIM MaTepual, COOTBETCTBYIOUIMHA TeMe 3aHITUS U
PEKOMEH/I0BaHHbIH NperogaBaTesieM MaTepua u3 yueOHOM JIuTepaTypsl.

B mpouecce moAroToBKM K 3aHATHAM HEOOXOAMMO BOCIHOJB30BAThCS MaTepHalaMH
y4eOHO-METOMYECKOr0  KOMIUIEKCa  JAMCLUUIUIMHBL, MaTrepuajaMH, pPEKOMEHI0BaHHBIMU
IpenoaaBaTesieM U CaMOCTOATEIbHO HAalICHHBIMU MaTepHalaMu.

Baxneiimeli 0cOOCHHOCThIO OOYYEHUSI B BBICIICH IIIKOJIC SIBJSETCS BBICOKMM YpPOBEHBb
CaMOCTOSITENIFHOCTH  CTYJEHTOB B XOje oOpa3oBaTenbHOro mpomuecca. I(P(HEeKTUBHOCTh
CaMOCTOSITENIbHOW PabOThI 3aBUCUT OT TaKUX (PAKTOPOB Kak:

- YPOBEHb MOTHBAIMH 0aKaJlaBPOB K OBJIA/ICHUIO KOHKPETHBIMH 3HAHUSIMHU U YMEHUSIMH,

- HaJIMYME HaBbIKA CAMOCTOSITEIbHOIN paboThl, CHOPMUPOBAHHOTO Ha MPEABLAYILUX 3Tanax
00y4eHus;

- HUINYME YETKUX OPUEHTHPOB CaMOCTOSATEIILHOU PaOOTHI.

[lpuctynas K caMOCTOATENIbHOM paboTe, HEOOXOIUMO MOIYYUTh CIETYIOLIYIO
UH(pOpMaLUIO:

- [IeJIb U3YYEHHsI KOHKPETHOI0 y4eOHOro MaTepuana;

- MECTO M3y4aeMOro MaTepuajia B CUCTeME 3HAHHM, HEOOXOAUMBIX JJs1 (POPMHPOBAHUS
CHeLHaINCTa;

- IEpeYCHb 3HAHUH U YMEHHH, KOTOPBIMH JOJKEH OBJIAJETh CTYJCHT;

- IOPAI0K U3yUYEHHsI yUeOHOIro MaTepuana;

- ICTOYHHUKH WH(POPMAIINH;

- (hopMma U criocoO pUKcalMK Pe3yJIbTATOB BBIOJIHEHHS YU€OHbIX 3aJaHni;

- CPOKH BBITIOJIHEHUSI CAMOCTOSITEIbHOU PabOThI.

Ota uHpopManus MpeicTaBlieHa B y4eOHO-METOANYECKOM KOMILIEKCe AMCLUIUIMHBI Ha
nopTaiie.

[Tpu BBINOJIHEHUH CAMOCTOSATENIBHONW PabOThl PEKOMEHTYeTCs:

- 3aIMCBIBATh KJIFOUEBBIE CJIOBA U OCHOBHBIE TEPMUHBI,

- COCTaBJIATh CJIOBapb OCHOBHBIX OHSATHH,

- COCTaBJISITh TAOJIHIIBI, CXEMBI, TPAQUKH U T.1.

- IUcaTh KpaTkue pedeparsl 1o n3ydyaeMoi TeMe.

Cremyer BBITOTHATH PEKOMEHAYEMbIE YITPAXKHEHHS U 33/TaHUSI.

PesynpTaTroM  camoCTOATENBbHOW  paboTBl  JOJKHA  OBITH  CHUCTEMaTH3alus U
CTPYKTypUpOBaHHE y4yeOHOro  MaTepuaja IO H3yd4aeMoll TeMe, BKIIIOUYEHHE €ro B YXKe
MMEIOUIYIOCS Y CTYACHTa CUCTEMY 3HAHUU.

[Tocne wm3ydeHus ydeOHOTo MaTepuana HEOOXOAMMO IMPOBEPUTH YCBOEHUE Y4eOHOIO
MaTepuaja ¢ IOMOILIBIO IpeIaraéMblX KOHTPOJBHBIX BOMNPOCOB M IpPH HEOOXOAUMOCTH
MOBTOPUTH Y4eOHBIM MaTepuar.

B npouiecce noaroToBKH K 3a4€Ty HEOOXOAUMO CHCTEMAaTU3HPOBATh, 3alIOMHUTH YUEOHBIH
MaTepual, HaydUThCsS TPUMEHSTh €r0 Ha MPAaKTHKE.

OCHOBHBIMU crioco0aMu TPUOOpPETEeHUs] 3HAHWM, KaKk W3BECTHO, SBISIOTCA: UYTCHHE
yueOHUKa U JIOMOJIHUTENIBHOMN JTUTEepaTyphl, pacckas U 00bsICHEHUE MpernoaBaTeis, IOUCK OTBETa
Ha KOHTPOJIbHBIE BOTIPOCHI.

[TproOpereHne HOBBIX 3HAHUM TPEOYET OT yJalerocs ONPeeICHHbIX YCUIUHM U aKTUBHOMN
paboThl Ha KaXI0M 3Tane (GopMupoBaHUs 3HaHUH. 3HAHUS, IPUOOPETEHHBIEC YJYalTUMCS B X0/
AKTHBHOM CaMOCTOSITEIILHOM pabOTHI, SBISIOTCS O0jIee TTyOOKHMMH M IPOYHBIMH.

W3yuas gaHHYIO AUCHUIUIMHY, OakajaBp CTaJKUBAeTCs C HEOOXOJUMOCTHIO TOHATH M
3allOMHUTH 0OJIBIION 10 00BEMY yueOHBII MaTepHrall. 3aIOMHUTB €0 OYE€Hb BAXKHO, TaK KakK JJaxe
MHTEJUICKTYaJbHBIC W OIEpallMOHHBIE YMEHUS M HAaBBIKUM JUIsI CBOCH peau3alu TpeOyroT
OIpEIEIIEHHBIX TEOPETUUECKUX 3HAHUI.



BaxHeWmmM ycioBueM A yCIEIHOTO (POPMUPOBAHMS MPOYHBIX 3HAHHUN SIBIISICTCS  UX
YIIOpSI0UYMBAHNE, TPUBEICHHE UX B €ANHYIO CUCTEMY. DTO OCYIIECTBISIETCS B XO/I€ BBITOJIIHEHUS
yJalyMesl CIEAYIOIUX BUIOB PabOT IO CaMOCTOATENIBHOMY CTPYKTYPUPOBAHUIO y4eOHOTO
Marepuana:

- 3allUCh KJIIKOYCBBIX TCPMUHOB,

- COCTaBJICHHUE CIIOBapsi TEPMUHOB,

- coctasiieHue ciosapst 'OCTos,

- COCTaBJICHUE Ta0MHIL,

- COCTaBJICHUE CXEM,

- COCTaBJICHUE KJIacCU(HKALUH,

- BBIAIBJICHUC TPUYNHHO-CJICACTBCHHBIX CBSI3€I>'I,

- COCTaBJICHUE OTIOPHBIX CXEM U KOHCIIEKTOB.

WNudopmanus, opraHu3oBaHHAs B CUCTEMY, IJie Y4eOHBIC AJIEMEHTHI CBS3aHBI JPYT C
JIPYyroM paslM4HOro pojaa cBA3sIMU ((DYHKIMOHAIBHBIMH, JIOTUYECKUMU M Jp.), JIydIle
3a[IOMUHAETCH.



