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JIner akTyanu3anuu pado4eil nporpaMmsl

Pabouas mporpamMma nmepecMoTpeHa, 00CykieHa U 0100peHa 11 peanusaruu B 2026 - 2027
y4yeOHOM rony Ha 3acenanuu kadgeapsr [TNMJIOTHI

[Iporokom or 20 . Ne
3aB. kadenpoit

Pabouas mporpamma nepecMoTpeHa, 00cyxaeHa u ogoopena i peanuszanuu B 2027 - 2028
yueOHOM rofy Ha 3acenanuu kageapsl [THJIOTHI

[Ipotokom ot 20 . Ne
3aB. kadenpoii

Pabouas mporpamma nepecMoTpeHa, 00cyxkaeHa u oqoopena s peanmszanuu B 2028 - 2029
ydebHoM rony Ha 3acenanuu kadeaper [TMIJIOTHI

IIporokomor 20 . Ne
3aB. xadeapoit

Pabouas nporpamMma nepecMoTpeHa, 00CyskIeHa U 0100peHa s peanuzaruu B 2029 - 2030
y4yeOHOM rony Ha 3acenanuu kadgeapor [TMJIOTHI

[Iporokom or 20 1. Ne
3aB. xadenpoit




1 Heau ocBOeHNS AMCHUILTHHBI (MOXYJIA)

Hensimu ocBoenus quctuiuinHbl «[lentecT» siBasieTcss GopmMupoBaHue y
00y4JarOIIUXCsl MOHATUH O IPUHIIUATIAX TOCTPOCHUS B (PyHKIIMOHUpOBaHUs cuctem, [10 u
ceTeil mepeaauu MHPOPMAIUN; COCTABJICHHS METOIUK TECTUPOBAHUS CUCTEM, CETEH
nepeaaun naopmanuu u [10 Ha TPOHUKHOBEHHUE; MOO0PA HHCTPYMEHTAIBHBIX CPEICTB
TECTUPOBAHUS;, (POPMHUPOBAHUS OTICTHOCTU 00 aHANM3€E pe3yabTaToB TecTupoBanus 110,
CHUCTEM W ceTel nepeaadn nHGpopMaluu ;HOPMATUBHBIX MPABOBBIX aKTaX B 00JACTH 3aIUTHI
nH(pOpMaIK; PyKOBOISIINX U METOJMUECKUX TOKYyMEHTaX YIIOJTHOMOYEHHBIX (heepanbHbIX
OpraHOB UCITOJIHUTEILHON BIACTH 110 3aIIUTe MHPOPMAIIMK U OBJIaJIeHUE 00YyJIarOIUMUCS
HEOOXOAMMBIM M IOCTATOYHBIM YPOBHEM MPOPECCHOHATHHBIX KOMITETEHIIUNA B COOTBETCTBUH
¢ tpeboBanmsimu ®I'OC BO

2 MecTo JTUCUMILIMHBI (MOXYJIs]) B CTPYKTYpe 00pa3oBaTeibHOI MPOrpaMMbl

Jucruminza [IeHTecT BXOAUT B 4acTh y4eOHOTO IU1aHa (OPMUPYEMYIO YIaCTHUKAMHU
00pa3oBaTeIbHBIX OTHOIIEHUH 00pa30BaTEILHON IPOrPAMMBI.

JIns u3ydeHus AUCIUIUIMHBI HeOOX0ANMBI 3HaHUS (YMEHHS, BIIAICHHS),
c(OpMHUPOBAHHBIC B PE3YJIbTATE U3YUECHUS JUCIUILINH/ IPAKTHK:

[{udposas rpaMOTHOCTH

MareMaTHuecKkue OCHOBBI HHKCHEPHU

®dusuka

IT: UutepHeT Beweit

3Hanus (yMEHUs, BIIAJICHUS ), TOTYYCHHBIEC TPU U3yYECHUH JAHHON TUCIUIUTMHBI
OyayT HeOOXOAUMBI [T U3yUEHHS TUCIUIUTMH/TIPAKTHK:

[MoxroroBka K caade u caada rocy1apCTBEHHOTO SK3aMeHa

[Ipou3BoiCTBEHHAA-TIPEAIUIUIOMHAS TPAKTHKA

3 Komnerenuuu ody4yaronierocsi, fopmupyembie B pe3yJbTaTe 0CBOEHMS

JUCHUIIMHBI (MOAYJIs1) M IVIAHMPYeMble pPe3yJbTAThl 00yUeHust

B pesynbrare ocBoeHust auctuiuinHabl (Moayis) «lleHTecT) oOywaronuiics q0JDKeH
00J1a1aTh CIIeIYIOMNUMHA KOMIIETCHITUSIMU:

Kon nnaukaropa NHaukaTop TOCTHIKEHUS KOMIIETCHITUN

JITK-004-6 CriocoOeH aHamu3upoBaTh pe3ybTaThl TecTupoBanus [10 Ha cOOTBETCTBUE
OKU/Ia€MBIM pe3yJbTaTaM, OpOpPMIISITh U pa3MeIaTh OTYET O TECTUPOBAHUH B COOTBETCTBUH
¢ skM3HEHHbIM IMKJI0M 1O B cucTeme KOHTpOosIst Bepcuit

JITTK-004-6.1 YcraHaBiuBaeT/onpeneasieT YypoBeHb KpUTHYHOCTH aedektoB [10

JIIK-004-6.2 [Ipumensier 6a30Bble TEXHUKHU MPOEKTUPOBAHUS U KOMOMHATOPUKU
TECTOB C ydeToM THIOB nedekToB [10, ux KraccupuKauy U CTATHCTUKA
BO3HUKHOBEHUS

JIIK-004-6.3 dopmupyeT 0TUETHOCTh 00 aHalIu3e pe3ynbTaToB TectupoBanus [10 B
COOTBETCTBUH C YCTAaHOBJICHHBIMH pPeTJIaMEeHTaMu




4. CTpyKTypa, 00b€M U colepkaHue TUCUUIIIMHBI (MOXYJIs1)

OO61mas TpyJ0eMKOCTh AUCHHUIIIMHBI COCTaBIsAET 3 3aueTHbIX equHuIl 108 akaj. yacos, B TOM

qucCJic:

— KOHTaKkTHas padora — 20,1 akaza. 4acos:
—ayautopHas — 20 akaj. 4acos;

— BHeayauTopHasd — 0,1 akan. 4acos;

— camocTosTenpHas padora — 87,9 akaj. 4acos;
— B hopMe IpaKTHUUECKOi moAroToBkH — 0 akaj. Jac;

d)opMa aTTeCTaluu - 3a4CT

AynutopHas ) =
KOHTaKTHasl paboTa E = ®dopma Tekymero
Pasnen/ Tema § (B axaz. yacax) g g Bun § KOHTPOJIS Ko
S —— : g © [ camocrosTenbroif | yemesaemocTiy | Lo
@) 2 £ pabotsl MIPOMEKYTOYHOH
Tek. mab. | HpaKT. z'g aTTecTalun
3aH. 3aH. O =
1. MeTonomnorust TeCTUPOBaHUS
Ha IIPOHUKHOBEHHE
CamocrosTensHoe
n3ydyeHue
y4eOHO u
Hay4YHO
1.1 MexayHapoaHble JIUTEPATYPBHI, JIK-004-6.1,
CTaHIAPTHl U PYKOBOJACTBA 1 6 paborta ¢ TecrnpoBanue JIK-004-6.2.
MIPOBEACHUS TECTUPOBAHMS MarepuagaMu JTTK-004-6.3
Ha TPOHUKHOBEHHUE 00pa3oBaTeNbHOT
0 TopTana.
ITogroroBka x
MIPaKTHYECKUM
3aHATHSIM.
8
CamocrosTenpHOe
HU3y4YeHHUe
y4aeOHOU 1
Hay4HO
1.2 Dtans! npoBeaeHus JmTeg a1ypel, JITK-004-6.1,
TECTUPOBAHUS HA 1 6 Magz EZ?_I:MH TectupoBanue JTIK-004-6.2,
TIPOHUKHOBEHHE p JIIK-004-6.3
o0pazoBarenbHOT
0 mopTana.
Iloaroroska
MIPAaKTHIECKUM
3aHATHSIM.
HWroro no pasaeny 2 12
2. [Nonyyenue unugpposoro
OTIICYATKA 1IEJIeBOI1 MaIlIMHBI
CamocrosiTenpHOE
2.1 Tlonyyenue u3ydyeHue
UH(OPMAIY U3 OTKPBITHIX yueOHoil u MHARBIIY b HOE JIIK-004-6.1,
MCTOYHMKOB. 8 1 4 Hay4HO 4 JIITK-004-6.2,
Hcnonp3oBanue o0mmx JUTEPATYPHI, JIOMAIIIHEE Sanatme JITK-004-6.3
pecypcoB pabora ¢
MarepuagaMu




00pa3zoBaTeabHOT
0 mopTaa.
IToaroroBka k
MPaKTUYCCKUM
3AHATHAM.
IToxaroroska MJ13

2.2 Ananus 3amnuceil DNS n
MOJTyYeHUE CBEJICHUI O
CETEBOM MapUIpyTU3aLUU

CaMocTosTeNnbHOe
u3y4yeHue
y4eOHOit 1
HAY4YHO
JIUTEPATYPHI,
paboTa c
MaTepuanaMu
00pazoBaTeIbHOT
0 mopTaa.
IToaroroBka k
MPAaKTUICCKUM
3aHATHAM.
IToxgroroska MJ13

NunuBuayansHoe
JIOMalllHee 3a7aHue

JITIK-004-6.1,
JITIK-004-6.2,
JITTK-004-6.3

2.3 ABTOMaTH3MpPOBaHHbIE
WHCTPYMEHTHI J1s1 cOopa

UHpOpMAIH

CamMocTosiTenbHOe
H3yYCHHE
yueOHOH U
HAY4HO
JIUTEPATYPHI,
pabora c
MaTepHallaMH
00pa3zoBaTeIbHOT
0 rmopTana.
IlogroroBka k
MPaKTUYECKUM
3aHITHSIM.
IToaroroska MJ13

WunuBunyansHOE
JIOMAIIHEe 3a/laHue

JITTK-004-6.1,
JITK-004-6.2,
JIK-004-6.3

Hroro mo pazneny

16

3. MeTojnl CETEBOrO
CKaHMPOBAHUS

3.1 Unentudukanus
LEJIEBOM MaIIHbI

CamocrosTenpHoe
H3y4YeHHe
yueOHOH u
HaY4HO
JIUTEPATYPHI,
pabora c
MaTepHaIaMu
o0pa3oBaTeNbHOT
0 ropTa’a.
[ToaroroBka k
MPaKTUYECKUM
3aHATHAM.
IToaroroska MJ13

WNunuBnayansHoe
JIOMAlIlIHEE 3aJaHNe

JITIK-004-6.1,
JITK-004-6.2,
JITK-004-6.3

3.2 Cxanuposanue TCP/IP u

UDP coo0mmennii

CaMoCTOATEIBLHOS
HU3y4YEHHUE
y4eOHOit 1
HAY4YHO
JIUTEPATYPHI,
pabota c
MarepuaIaMu
o0pazoBaTeabHOT
0 mopTana.
IToaroroBka k
MPAKTUYCCKUM
3AHATHAM.
IToxaroroska MJ13

NunuBuayansaOe
JIOMallHee 3aaHue

JITK-004-6.1,
JIIK-004-6.2,
JITK-004-6.3

3.3 CkaHUpOBaHHE CETEBBIX

CaMOCTOATENIBHO

ITogroroska

JTIK-004-




MIOPTOB LI€JICBOW MAIIMHbI

€ U3y4eHue
yueOHoil u
Hay4HO
JTUTEPATYPHI,
pabora ¢
MaTepHaIaMu
00pa3oBaTeILHOT
0 mopTara.
TloaroroBka k
MPaKTHYECKUM
3aHATUSAM.
IToaroroska MJ13

JOMAaIIHETO
3alaHusA

6.1, JIIK-
004-
6.2, JITIK-
004-
6.3

Hroro no pasneny

12

4. CkaHupoOBaHUE YSI3BUMOCTEH

4.1 ABTOMaTH3UPOBAHHOE
CKaHMPOBAHUE ySI3BUMOCTEH

12

CaMOCTOSATEIbHOE
H3y4eHHE
yueOHOi
Hay4HO
JIUTEPATYPHI,
pabora ¢
MaTepuaraMu
00pa3oBaTeILHOT
0 ropTarna.
ITogroroBka k
NPaKTHYECKUM
3aHATHSIM.
Ilogroroska /13

NunuBuayansHoe
JIOMaIllHee 3aJaHne

JITK-004-6.1,
JITK-004-6.2,
JITK-004-6.3

4.2 TectupoBaHue BeO-
MPUIIOKEHUI

12

CamocTosATenbHOoe
H3y4CHHE
y4eOHOH U
HAYYHO
JIUTEPATYPHI,
pabora c
MarepuagaMu
00pa3oBaTeIbLHOT
0 mopTarna.
IToaroroBka k
MPAKTUYECKUM
3aHATHSIM.
TToaroroska U3

NnnnBuayansHOE
JIOMaIlIHee 3a1aHue

JITIK-004-6.1,
JITTK-004-6.2,
JITK-004-6.3

4.3 TectupoBaHue
OecrpoBOJHBIX ceTel Ha
INPOHUKHOBCHUEC

12

CaMocrosTenbHoe
U3ydeHHe
yueOHOI n

HAay4HO
JIUTEPATYPHI,
pabora ¢
MarepuagaMu
00pazoBaTeIbHOT
0 ropTarna.
IToaroroBka k
MIPAKTHYECKUM
3aHATHSM.

TectupoBanue

JITIK-004-6.1,
JITK-004-6.2,
JITK-004-6.3

HWroro mo pazneny

10

36

5. Or4eTHast AOKyMEHTAHs O
TECTUPOBAHHU HA
MIPOHUKHOBEHNE

5.1 JlokymeHTanus u
MPOBEPKa Pe3yIbTATOB.
Turme! oTueToB

CaMoCTOATEIBEHOE
U3y4yeHue
y4eOHOM U
HAYYHO
JTUTEPATYPHI,

HMunuBunyansHOE
JIOMAIIIHEee 3aIaHne

JITK-004-6.1,
JIK-004-6.2,
JIK-004-6.3




pabora ¢
MaTepHagaMu
o0pazoBarenbHOTr
0 mopTa’na.
TToaroroBka k
MIPAKTUYECKUM
3AHITHSIM.
Tlogroroska /13

CaMoCTOsATENbHOE
U3yueHHe
y4ueOHOU 1
HAy4HO
5.2 IHCTpYMEHTHI UL JUTEPATYPBHI,
[MOJAITOTOBKY OTYETHOM pabora ¢ JI1K-004-6.1,
JIOKYMEHTAIUH O 1 59 MaTepuanaMmu HHmasupyasaoe JI1K-004-6.2,
JIOMAIlIHee 3aJaHue
TECTHUPOBAHHUU Ha 0o0pazoBaTebHOT JITK-004-6.3
MIPOHUKHOBCHHE 0 mopTa’na.
IToaroroBka k
MPaKTHICCKUM
3AHITHSIM.
TTonroroska 1UJ13
HWroro no pasaeny 2 11,9
Hroro 3a cemectp 20 87,9 3a4ET
Hroro no aucuumuinze 20 87,9 3a4eT




5 O0pa3oBaTesibHbIEC TEXHOJIOTHH

Jns  peanuzanM  NPEAyCMOTPEHHBIX BHAOB y4eOHOM paboThl B  KayecTBe
00pa30BaTeNIbHBIX TEXHOJIOTMH B MPENOAABAHNN AUCLUIUINHBI HCHIOIB3YIOTCS TPAIULIMOHHAS U
MOJTyJIbHO-KOMITIETEHTHOCTHAs! TEXHOJIOTHH.

Peanuzanuss KOMIIETEHTHOCTHOIO NIOAXOJAa IPELyCMAaTPUBAET HCIOJIb30BAaHUE B
y4eOHOM Ipoliecce aKTUBHBIX U MHTEPAKTUBHBIX ()OPM IMPOBEACHUS 3aHATUN B COUYETAHHM C
BHEAYJJUTOPHOW paboTOi ¢ Lenbio (OPMHUPOBAHUS U Pa3BUTHS MPO(ECCHOHANBHBIX HABBIKOB
00y4Jaromuxcsl.

[Ipu mnpoBeneHMM YYEeOHBIX 3aHATHH MPENOAABATENb OOECIEYMBACT pPAa3BUTHE Y
00y4aromuxcsi HaBBIKOB KOMAaHAHOM pabOThI, MEXKIMYHOCTHOH KOMMYHUKAIUHM, TPUHSATHS
pEILIeHNH, IUJIEPCKUX KAueCTB IIOCPEICTBOM IPOBEACHHSI MHTEPAKTUBHBIX JIEKLUMN, TPYIIOBbIX
JUCKYCCHH, pOJIEBBIX WIp, TPEHUHIOB, aHalIM3a CUTyalWi, ydeTa OCOOCHHOCTEH
npodeCCHOHATIBLHOM 1A TEIbHOCTH BBIITYCKHUKOB M TOTpeOHOCTEl paboTonarenei.

@DopMbl yUeOHBIX 3aHATHH C UCTIOIB30BAHUEM TPATUIIMOHHBIX TEXHOJIOTHIA:

— MH(POPMALIMOHHBIE — JUII O3HAKOMJICHUS] C TEXHHYECKUMH CPEJCTBAMHU pealiu3alliu
MH(POPMALIMOHHBIX MPOLECCOB, CO CTaHIAPTaMU OPraHMU3ALMU CETEH, OCHOBHBIMH MpUEMaMH
3alMThl HH(GOPMAIMH, U JPYTOH CIIPaBOYHON HH(pOpMAILIUEH;

— CEMMHAp — MPAKTUYECKOE 3aHATUE, TIOCBALICHHOE OCBOCHUIO KOHKPETHBIX YMEHUHN U
HABBIKOB 110 IIPE/VI0KEHHOMY aJITOPUTMY .

@opMbl yUeOHBIX 3aHATHH C UCTIOJIIb30BAHUEM TEXHOJIOTHI MPOOIEMHOT0 O0YUYCHHUS:

— TpaKTUYecKoe 3aHsATHE B (hopMe NpaKkTUKymMa — OpraHu3anus y4deOHOW paloThl,
HaIpaBJieHHAs Ha pelIeHHWE KOMIUIEKCHOW y4eOHO-TI0O3HABATENbHON 3amaud, TpeOyromend ot
oOydarolierocss MPUMEHEHHMs] KaK HAay4YHO-TEOPETHMYECKHUX 3HAHUM, TaK U MPaKTHUYECKHUX
HaBbIKOB;

— TMpaKkTUYECKOE 3aHATHE Ha OCHOBE Keic-meroga — oOOyueHHe B KOHTEKCTE
MOJEIINPYEMOU CUTYALMH, BOCIIPOU3BOIAIIEH peabHbIE YCIOBUS HAYYHOM, MPOU3BOICTBEHHOM,
OOIIECTBEHHON JEeSATEeNIbHOCTH; OO0ydYaromiyecss JOJDKHBI IPOAaHAJIN3UPOBAaTh CUTYAIHUIO,
pa3o0paThCsi B CyTH IpoOIieM, MPEAJIOKUTh BO3MOXKHBIE PEIIeHUsI U BHIOpATh JIydlllee U3 HUX;
KEWChl 0a3upyloTCs Ha pealbHOM (PaKTUUECKOM MaTepuaje WIH K€ MPUOIMKEHBI K PeaIbHON
CUTYallUu;

— TOJATOTOBKAa TEMaTHYECKHX pedepaToB, coAepKalluX paslienbl, YaCTUYHO WIH
MTOJIHOCTBIO BEIHOCHMBIE HA CAMOCTOATENIbHOE U3YUEHHE.

@®opMbl yueOHBIX 3aHATHH C UCIOJIB30BAHUEM UTPOBBIX TEXHOJIOTHUH:

— yueOHast urpa — (Gopma BOCCO3AAaHUS NPEIMETHOIO M COLUAIBHOIO COJEpKaHMS
Oyaymel mpodecCUOHAIBHON JEeSATEIbHOCTH CIELUAINCTa, MOAEIUPOBAHUSA TAaKUX CHUCTEM
OTHOILIEHHH, KOTOPBIE XapaKTEPHBI AJI 3TON JESITEIIBHOCTH KaK LEJIO0T0;

— JIeJIoBasi Urpa — MOJIEJIMPOBAHUE PA3IMYHBIX CUTYyallui, CBA3aHHBIX C BBIPAOOTKOM U
HPUHATHEM COBMECTHBIX peIIeHUl, 00CYk/IeHUEM BOIPOCOB B PEXKUME «MO3TOBOTO IITYpPMay,
PEKOHCTPYKIMEH (PyHKIIMOHAIBHOIO B3aUMOJICHCTBHS B KOJUIEKTHUBE U T.II.

TeXHOJIOrHH TPOESKTHOTO O0yUYEHUS:

— TBOpPYECKHH TMPOEKT — Y4eOHO-IO3HABATEIbHAS JIEATCIBHOCTh OOYUYaIOIIUXCS
OCYIIIECTBIICTCS B paAMKaxX paMOYHOTO 3aJJaHHsl, TOJYUHSSACH JIOTUKE U WHTEPECaM YYaCTHHKOB
NPOCKTA, JKaHPy KOHEUHOro pe3ysibTarta (rasera, (GpuibM, Mpa3JHHUK, H3IaHUE, DKCKYpCHS,
MOJIrOTOBKA 33aJJaHUH KOHKYPCOB H T.I1.);

— WH(QOPMALMOHHBIA MPOEKT — Y4YeOHO-TIO3HABATENIbHAS JCATEIBHOCTh C SPKO
BBIPQKCHHOW HIBPUCTHYCCKOW HANpPAaBICHHOCTBIO (TIOMCK, OTOOp M CUCTEMaTH3allHs
UHPOPMAIIUU O KAKOM-TO 00BEKTE, 03HAKOMIICHHE YYaCTHUKOB IMPOEKTa C ATOM WHPOpMaIneEH,
ee aHanu3 U 0000IIeHHe I MIPe3eHTAINH 0oJiee IUPOKOU ay TUTOPUN).



6 Y4eOHO-MeTOAHYECKOE 0O0ecTIedeHHe CAMOCTOATEILHOM padoThl 00yYaI0INXCs

[IpencraBneHo B NpUIIOKEHUH 1.

7 OueHoYHbIE CpeCTBA /ISl IPOBeIeHUs MPOMEKYTOYHON aTTeCTAMHU
[IpencraBneHsl B IPUIOKEHUU 2.

8 YueOHo-MeTOAMUYECKOE M HH(POPMALIMOHHOE O0ecTieyeHHe TUCHMILTNHBI

a) OcHoBHas1 UTEpaTypa:

1. Baykos, A. A. 3amura uHpopManuu : ydeOHUK /1 By30B / A. A. BHykoB. — 3-¢
u3l., mnepepad. u mom. — Mocksa : M3garensctBo FOpaiit, 2025. — 161 ¢. — (Bpicmee
obpazoBanue). — ISBN 978-5-534-07248-8. — Tekcr : snexrponHsiii // OOpazoBaTenbHas
miathpopma IOpaiit [caiit]. — URL: https://urait.ru/bcode/561313 (mara oOpareHus:
09.05.2025).

2. 3amura uHpopmaruu : yaeonoe mocooue / A.Il. XKyk, E.Il. XKyk, O.M. Jlenemnkun,
A.W. TumomkuH. — 3-¢ u3a. — Mocksa : PUOP : UHOPA-M, 2024. — 400 c. — (Bricuiee
obpazoBanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
anektponnbii. - URL: https://znanium.ru/catalog/product/2140566 (mara oOpareHus:
09.05.2025). — Pexxum q0CTyIIa: 10 HOIIKCKE.

3. IlpoTuBOACHCTBUE TNPECTYIUICHUSM, COBEpIIaeMbIM B cdepe WHPOPMAIMOHHBIX
TEXHOJIOTHH : yueOHuK / mox Hayd. pea. M. A. Kanuanuenko. — Mocksa : UH®OPA-M, 2024. —
642 c. — (Bricmiee obpaszoBanue: Crenuanutet). —. - ISBN 978-5-16-017838-7. - Tekcr :
anektponubii. - URL: https://znanium.ru/catalog/product/2121606 (mara oOparneHus:
09.05.2025). — Pexxum q0CTyIa: 0 HOIIMKCKE.

0) lonosiHuTeIbLHAS JINTEPATypa:

1. Buykos, A. A. 3amura nHdpopmanuu B 0aHKOBCKUX CUCTEMaX : YUeOHHUK ISl By30B
/ A. A. BaykoB. — 2-e u3n., ucnp. u gor. — Mocksa : M3natensctBo FOpaiit, 2025. — 246 c.
— (Bricmee oGpazoBanme). — ISBN 978-5-534-01679-6. — Tekct : »1meKTpOHHBIH //
O6pasoBarenbHas iardpopma IOpaiit [caiir]. — URL: https://urait.ru/bcode/561314 (mata
obpamenus: 09.05.2025).

2. Hesepos, /I. Uném mo kubepcnedy : aHamu3 3ammiieHHocTH Active Directory ¢
nomotbio yTuiauTel BloodHound : mpaktudeckoe pykxoBoxactBo / JI. HeepoB. - Mocksa :
AnprimHa [TPO, 2025. - 304 c. - ISBN 978-5-206-00398-7. - Tekct : amekrponHbid. - URL:
https://znanium.ru/catalog/product/2206535 (mxara obpamierus: 09.05.2025). — Pexum goctymna:
IO TIOJTITHICKE.



https://znanium.ru/catalog/product/2140566
https://znanium.ru/catalog/product/2121606
https://urait.ru/bcode/561314
https://znanium.ru/catalog/product/2206535

3. bapankoBa U. U. Onpenenenne KpUTHYECKH 3HAYMMBIX PECYPCOB OOBEKTA 3aIIUTHI
MIPU COCTABJICHUH MOJIENIH yTpo3 WH(OPMAIMOHHOM O€30MmacHOCTH : yuebHoe mocodue / 1. U.
bapankogsa, O. B. [Iepmskosa ; MI'TY. - Marautoropck : MI'TVY, 2017. - 1 31eKTpoH. ONT. JUCK
(CD-ROM). - URL.: https://host.megaprolib.net/MP0109/Download/MObject/1858. - ISBN 978-

5-9967-1031-7. - TekcT : aIeKTpOHHBIN. - 1aTa obpamenus: 09.05.2025.

B) MeToanuyecKkue yKa3aHusi:

r) lIporpammHuoe odecnnieuenne u UHTEepHeT-pecypcehl:

IIporpammHoe obecnieuenue

HaumenoBanue o
o Ne norosopa Cpoxk nielicTBUS JTMLIEH3UU
MS Office 2007 |\ 135 o1 17.09.2007 GeccpoUHo
Professional
7Zip cB00OOHO pactpoctpansemoe [10 OeccpouHO
Anaconda Python |cBo6oano pactipoctpansiemoe [10 6eccpoyHo
NotePad++ cB0OOTHO pacnpocTpansemoe [10 OeccpoyHO
LibreOffice cB00OIHO pacmpocTpansemoe [10 0eccpovyHO
MS Visual Studio
Code cB0OOHO pactpoctpansemoe [10 OeccpouHo
JetBrains
PyCharm
Community cB00OIHO pacnpoctpansemoe [10 6eccpodyHo
Edition
Bbpaysep Mozilla
Eirefox cB00OIHO pacnpoctpansemoe [10 6eccpodyHo
Bbpayzep Yandex |cBoGomno pacmpoctpansemoe [10 OeccpoyHO
PostgreSQL cB00OOHO pactpocTpansemoe [10 OeccpouHO
FAR Manager cB000IHO pacnipocTpansiemoe 110 O6eccpoyHO
Linux Calculate cB00OIHO pacnpocTpansemoe [10 6eccpodyHo
PUTTY cB00OOIHO pacnipocTpansemoe [10 OeccpoyHO
IIpodeccnonanbubie 0a3bl JAHHBIX U HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMBI
HaszBanue kypca Cchbuika
WNudopmannonHas cucremMa - baHk 1aHHBIX yTpo3 https://bdu.fstec.ru/?
oe3omacHoctu nHGopMmanun @CTIK Poccun ysclid=lujkqy7cnw630508962



https://host.megaprolib.net/MP0109/Download/MObject/1858
https://bdu.fstec.ru/

WNudopmannonnas cucrema - HopmaTtueHbIie IpaBOBBIE
aKThl, OPraHU3aLIHOHHO-PACIIOPSAAUTEIIbHBIC
JOKYMEHTbI, HOPMaTUBHBIE U METOUYECKHE
JOKYMEHTBI U IOJITOTOBJIEHHBIE POEKTHI JOKYMEHTOB
o TexHuueckoi 3amure nHpopmanuu ®CTIK Poccun

https://fstec.ru/tekhnicheskaya
-zashchita-
informatsii/dokumenty-tzi?
ysclid=lujknksfy724757053

Mesxaynapoanast peepaTuBHasi U OJTHOTEKCTOBAs
crpaBoyYHas 0a3a JaHHBIX HAYYHBIX U3JaHUN «Springer
Nature»

https://www.nature.com/sitein
dex

denepanbHbIil 00pa30BaTEIbHBIN MOPTAT — DKOHOMHUKA.

Cormosorust. MeHe [)KMEHT

http://ecsocman.hse.ru/

DnexTpoHHbIe pecypcbl oubnnoreku MI'TY um. I'.1.
Hocosa

https://host.meqgaprolib.net/M
P0109/Web

Poccuiickas ['ocynapcrBennas 6ubnuoreka. Karamoru

https://www.rsl.ru/ru/4readers
/catalogues/

denepanbHOE TOCYAAPCTBEHHOE OIOKETHOE
yupexaenue «DenepanbHblii HHCTUTYT
IIPOMBIIITIEHHON COOCTBEHHOCTU»

URL: http://www1.fips.ru/

HamuonannHas I/IH(I)OpMaI_[I/IOHHO-aHaJII/ITI/I‘-ICCKaH
cucrtemMa — PocCUMCKUM MHIEKC HAay4YHOI'0 HUTHPOBAHUSA
(PMHL)

URL:
https://elibrary.ru/project risc.
asp

DnexkTpoHHas 0a3a mepuoIuUecKuX n3nanuii East View

https://dlib.eastview.com/

Information Services, OO0 «1IBUC»
9 MaTepuajibHO-TeXHHYECKOe ofecneyeHne JUCHUIIIHHBI (MOTYJIs1)

MartepuanbHO-TEXHUUYECKOE 0OecTieueHNe NUCIUIUIMHBI BKIIOYAeT:

JlaGopaTopusi TIpOTrpaMMHO-aNMapaTHBIX CPEACTB obOecreyeHuss HH(POpPMaIMOHHON
0€30IMaCHOCTH:

— xommbeiotep Destene Volution
MSDN;

— IIDBM Ha 6a3e Windows 7 — 12 mrt.;

—  MyJIBTUMEJUIHBIE CPe/ICTBA XPaHEHMs], Iepeayy U NpeACcTaBIeHNUs HHPOPMAaLIUK.

VY4yeOHble ayqUTOpUU s TPOBENEHUS TNPAKTUUYECKUX 3aHATUH, TPYIIOBBIX U
MHAMBUyaJIbHBIX KOHCYJIBTAIUI, TEKYLIET0 KOHTPOJISA U IPOMEKYTOYHON aTTeCTallUu:

— nepcoHanbHble KoMmmbioTepsl ¢ [IO, BeIxomoM B MHTEpHET M C JIOCTYynmoOM B
AEKTPOHHYIO HH()OPMALIMOHHO-00pa30BaTeNIbHYIO CPEly YHUBEPCUTETA;

—  MyJbTUMEAMHHBIE CPEACTBA XPAHEHUS, IepeJaun 1 MpeICTaBIeHUs HH(OPMAIIUH;

— KOMIUJIEKC TECTOBBIX 3aJ@HUM JUIsl NMPOBEACHMUS IMPOMEXKYTOUHBIX U PYOEKHBIX
KOHTPOJIEH.

[TomernieHus a1t caMOCTOSTENBHOIN pabOThl 00y YarOIIUXCA:

— nepcoHanbHble KoMmmbloTepel ¢ I1O, BbixomoM B MHTepHET M C AOCTYNOM B
JEKTPOHHYIO HH()OPMALIMOHHO-00pa30BaTEeNIbHYIO CPEly YHUBEPCUTETA.

i560 na 6aze Windows Server 2008 R2(Standart)

[Tomemenuss s XpaHeHHS U NPOPUIAKTHYECKOTO OO0CIyXMBaHHSI y4eOHOTro
000pyTIOBaHUS:
— mKapel JUIA  XpaHEHHs y4eOHO-METOAWYECKOH JOKyMEHTAalMH, Y4eOHOro

000pyI0BaHUs U Y4eOHO-HATIISITHBIX TTOCOOMIA.

[TomemieHus 111 CaMOCTOSTENIBHON padOThI 00YyYarOIIMXCS:

— mnepcoHaibHble KoMmbloTepbl ¢ 11O, Bbixomom B MHTEepHET M € JOCTynoMm B
AJIEKTPOHHYIO0 HH(POPMAIIMOHHO-00pa30BaTEIbHYIO CPETy YHUBEPCUTETA.

[ToMenienuss Ui XpaHEHUST ©  MPOPHUIAKTHUECKOTO OOCITY)KUBaHHS yd4eOHOTO
000pyIOBaHUS:

mKadbl U1 XpaHSHUsT y4eOHO-METOANYECKON TOKYMEHTAIINH, y4eOHOTO 000pyTI0BaHHUS
U yueOHO-HarJISAHBIX TOCOOUH.


https://fstec.ru/tekhnicheskaya
https://www.nature.com/sitein
http://ecsocman.hse.ru/
https://host.megaprolib.net/M
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http://www1.fips.ru/
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Ipuioxkenne 1
Y4eOHO-MeTOoANYECKOE 0O0ecTedeHHe CAMOCTOATEILHOMH padoThl 00y4arommuxcst

AynutopHas caMmocTosTenbHas paboTa oOydaromuxcs Ha TPAKTHUYECKUX 3aHITHIX
OCYILECTBIISICTCS TIOJI KOHTPOJIEM IIpPErojiaBaTelis B BHJE PEIICHHUS 3aad W BBINOJTHEHUS
YOPaXHEHUH, KOTOpPHIE OMpeAeliseT MpernofaBaTellb JUisi 0O0ydYarolerocsi ¢ HCIOJIb30BaHUEM
metonos IT.

BueaynuropHas camocTosiTesnibHasi pabota 00y4arouuxcsi OCyIIECTBISIETCS] B BUJIE YTCHUS
JUTEPATYPhl IO COOTBETCTBYIOIIEMY paslely ¢ MpopadOTKOW MaTepuaja U BBITOJHEHUS
JOMAIITHUX 3aJaHUi C KOHCYJBTAlMSIMU TIPEIoJIaBaTeis, a TaK ke C MPUMEHEHUEM Keiic-
TEXHOJIOTHH.

a) KoHTpoJ/ibHBIE BONPOCHI U 3a/IaHNUS ISl TPOBeeHHUs] TeKYLero KOHTPOJIs

1. Yro Ttakoe neHTecT (TeCTUpOBaHUE HA MPOHUKHOBeHUE)? KakoBbI ero 1enu u 3aaaun?
Uem oTiMyaeTcst HIEHTECT OT OLEHKU YS3BUMOCTEH?

2. Kaxkue ocHOBHBIE ATarnbl BKIIOYAET B ce0s pOIECC MeHTecTa?

3. Kaxkue cymecTByroT THITbI eHTecTa? B ueM ux paznuaus?

4. Kakue cylecTBYIOT IPaBOBbIe U ATHUECKHE aCMEKThI poBeieHus nenrectoB? Kakue
OCHOBHbIE HOPMATHBHBIE IOKYMEHTHI U CTAaHAAPTHI PETYJIUPYIOT IIPOBEIEHUE TIEHTECTOB?

5. KakoBbl ocHOBHbIE KBaTU(UKALMOHHBIE TPeOOBaHUs K IIEHTeCTEPY?

6. Kakue OCHOBHBIE MHCTPYMEHTBHI U MPOrpaMMHOE 0OecreueHue MCIOIb3YIOTCS MPH
MPOBEJICHUH TIEHTECTOB?

7. Yto Takoe ypoBeHb KpuTHUHOCTH JedekTta? Kak knmaccupuuupyroTes ysi3BUMOCTH T10
creneHn omacHOCTH (kputuuHocTH)? IlpuBenute mnpumepsl ne)EeKTOB pPa3HOrO ypPOBHS
KPUTHYHOCTH.

8. Kakue (hakTopsl BIUSIOT HAa OMpE/IEIeHNEe YPOBHSI KPUTUYHOCTHU AedeKTa?

9. Kakue cymecTBYIOT HIKaJIbl JJIsl ONpPEENICHUS] YPOBHA KPUTHYHOCTH ae(eKTOB?
[TpuBenuTe mpUMeEpHI OLIEHKH 1e(DEKTOB Pa3HOTO YPOBHS KPUTUUHOCTH 110 ITUM IIKATaM.

10. Kakue WHCTPYMEHTBI M TEXHUKM MOXHO HCIIOJIB30BaTh JUISI aBTOMAaTH3AIUH
oTpesieNieHus] YPOBHS KPUTUYHOCTHU JAe(PEKTOB?

11. Kakue Tumbl ysa3BUMOCTEH HamOOJiee 4YacTO BCTPEUAIOTCS B COBPEMEHHBIX BeO-
MPUIIOKEHUAX ?

12. Yto Takoe npoexktupoBanue TecToB? KakoBsl ero memn?

13. Kakwue cymiecTBytoT 6a30Bble TEXHUKH MPOSKTUPOBAHUS TECTOB?

14. Yto Takoe koMOMHATOpPHOE TecThupoBaHue? [[j1s1 uero oHO UCTIOIb3YyeTC s ?

15. Kakue cymecTByroT MeToJbl KOMOMHAaTOpHOTO TecTHpoBaHus? Kak BbIOpaTh
HauOoJ1ee MOAXOIALIYI0 TEXHUKY ITPOEKTUPOBAHUS TECTOB JJI1 KOHKPETHON CUTyaluu?

16. Kax wucnonp30BaTh CTaTHCTUKY BO3HUKHOBEHHUS Je(EKTOB i1 ONTHUMH3AIUU
nporuecca TeCTUPOBaHuUs?

17. Yro takoe otueT o neHrecte? KakoBa 1enp aHanm3a pe3yJlbTaTOB TECTUPOBAHUS HA
COOTBETCTBHUE OKUAaEMbIM pe3ynbraTtam? Kak oneHUTh 3 PeKTHBHOCTH TPOBEIEHHOTO TIEHTECTA
Ha OCHOBE aHalu3a pPe3yJabTaToB?

18. Kakue MeTpuKH MOKHO HCIIOIB30BATh JUISl OIEHKH PE3yJIbTATOB ITEHTECTA?

19. Kakue ocHOBHbBIE pa3leibl JODKEH COJEp’KaTh OT4YeT 00 aHaiu3e pe3ylbTaToB
tectupoBanusi? Kak opopMuTs oT4eT 0 meHTecTe, 4TOObI OH OBUI MOHATEH KaK TEXHUYECKHM
CHeluanucTaM, Tak U pykoBoAcTBY? Kak oOecrmeuyuTh COOTBETCTBHE OTUETa yCTAHOBJICHHBIM
periaMeHTam 1 TpeOOBaHUSAM 3aKa3uHKa?

20. Kakue MHCTPYMEHThI MOXHO HCIIOJNB30BAaTh AJI aBTOMAaTU3aluu (HopMHUpOBaHUS
OTYETOB O MeHTecTe?

21. Kakue BBIBOIBI MOXHO CHENaTh HAa OCHOBE aHalIM3a pPe3yJbTaTOB IMEHTECTa [
yIy4IIeHus: 6€30MacHOCTH OpTraHu3aIuu’?

22. Kak wucnonp3oBaTh pe3ylbTaThl TMEHTECTa M OOyYeHUs U  TOBBIIICHUS
OCBEJIOMJICHHOCTH COTPYJIHUKOB B 00J1aCTH MHPOPMALIMOHHON O€30MacHOCTH?



23. Kak TOKyMEHTHpOBAaTh MPOILIECC BOCTIPOM3BEICHHS HAWICHHON YS3BUMOCTH?

24. Kak ucronb30BaTh HHGOPMAIHIO 00 M3BECTHBIX IKCIUIONTAX JUIS TOATBEPXKICHHUS U
JIEMOHCTPAIMU BO3CHCTBHS HAWCHHBIX ySI3BUMOCTEH?

25. Kak omnpenenuTh, Kakue YS3BHUMOCTH MPEICTABISIOT HAMOOJBINYIO YIpO3y JUIS
opranm3zanun? Kakue KpuTepun HCIONB3YIOTCS IS ONPEICICHHS IPHOPUTETHOCTH HCIIPABIICHUS
HaWJICHHBIX ysI3BUMOCTEH?

26. Kak obecrieunTs KOH(QHIECHIMAIBLHOCTh MH(OPMAIUK, COAEpKalleics B OTYETE O

nenrecre?

27. KakoBa poib cUCTEMBbl KOHTPOJS Bepcuil B mpouecce mnentecra? Kak mpaBuiibHO
pa3MelnaTh OTYET O TECTUPOBAHUU B CUCTEME KOHTPOJISI BEpCuii?

0) IIpumepbl HHAUBUAYAJTBHBIX JOMALIHUX 3aIaHUI

Tema

3aganue

Tema 2.1

Hcnonb3yss OTKPBITBIA MCTOYHHUK IIOMCKAa apXHMBOB CAMTOB IPOU3BECTH IIOMCK
3aJJaHHOTO0 XOCTa. Vcronb3yst OTKpBITbIE HCTOYHUKU,HAMTH HHMOpMALHMIO O
pPEruCTpaluy JOMEHA

Tema 2.2

Brmonuuts nouck A, AAAA n MX 3anuceil JoMeHa 1o 3aJJaHHOMY a/Ipecy JIOMEHa.
Hcnonwiys ICMP-3anpoc, nonyduTs HHOOPMAIIHIO 0 MaPIIPYTU3ALIKH JIO [IEIEBOTO
nomeHa. CTpyKTypHUpOBaTh NMOJyYCHHBIC JAaHHBIE M CPOPMHUPOBATH OTUET.

Tema 2.3

Hcnones3ysi aBTOMaTH3UPOBAHHBIM HHCTPYMEHT cOopa WHGOpPMAIlUH, BBIMOIHHUTH
noucKk AokymeHToB (opmara pdf m docx Ha menmeBom aomene. ChopMupoBaTh
HTML-oTuer no pe3ysbraTaM MOUCKA.

Tema 3.1

ITo 3amanHOMYy nuanasony IPv4 anpecoB ompenenuTs 3aJ€iCTBOBAHHBIE ajpeca.
VYkasatb pazmep nakera 1024 6aiita u IpOBEpPUTH BPEMsl OTBETA IKCILTYyaTUPYEMBbIX
aapecoB. ChopMHpOBaTh MO NOJTYYESHHBIM JAHHBIM OTYET.

Tema 3.2

Ucnonp3yss mporpamme-aHanuzatop Tpaduka isi KOMIBIOTEPHBIX — CETeH
WhireShark, nposectu ananu3 tpaduka. OnpenenuTh ceTeBbIe aapeca, C KOTOPhIMU
B3aUMOJICHCTBYET IiesieBasi MamrHa. [lo moxydyeHHOMY TpaduKy ONpeneTuTh THII
COOOIIEHUH U CTPYKTYPY MAKETOB.

Tema 3.3

BBITTONTHUTE CKaHUPOBAHUE MTOPTOB LIEIEBOM MAIIMHBI, UCIIOJIb3Ys Pa3HbIE PEXKUMBI
ckaHupoBaHusg. OmpenenuTh OTKPBHITHIE TMOPTHI IeNeBOW MamwuHbl. [lomyduTh
nHdopmarmto 06 OC 11eneBoit MalIMHbI.

Tema 4.1

Hcnonb3ys (yHKIMM aBTOMAaTH3UPOBAHHOTO CKAaHHPOBAHUS, BBIOJHHUTH IMOMCK
ySI3BUMOCTEH 11e7eBoi BUpTyainbHOUM MamuHbl Ha 6a3ze OC Linux. ChopmupoBarts
OTYET M0 NOJYUYEHHBIM JaHHBIM.

Tema 4.2

[Ipou3BecTH CKaHMPOBAHHWE OTKPBITHIX MOPTOB LEJIEBOM BUPTYyalbHOM MAaIIUHBI.
[poiitu Ha http u ftp neneBoit MamMHEL. BBIMTOIHUTE aHAIA3 TOCTYTIA K JAHHBIX HA
ftp ueneBoit mamuHbl. [lody4uTh AOCTYN K JTMYHOMY KaOWHETY BEO-NIPHIIOKEHUS
LIEJIEBOM MAIIVHBIL.

Tema 5.1

[IpoBecTn aHanM3 OT4YeTa O TECTUPOBAHMU Ha MpPOHUKHOBeHHE. [lo cTpykType
JIOKyMEHTa OMPENEIUTh THUI OTYeTa U TMOJHOTY MPEJIOCTABIECHHBIX JAHHBIX.
CdopmupoBaTh peKOMEHIAIMH 110 YCTPAHEHHUIO YSI3BUMOCTEN.

Tema 5.2

[lo pesynpraTam TECTHMpOBaHHS Ha IMPOHUKHOBEHHE C(OPMHPOBATH OTYET IJIf
PYKOBOAMTEIIEH OpraHu3aluu u TEXHUYECKUU OTUYET, UCIIONB3YS
ABTOMAaTHU3MPOBAHHBIC CPEACTBA MPEIOCTABICHUS OTYETOB.




Hpuioxkenne 2

OneHo4HbIe cpeacTea aJisi MpoBECACHUSA HpOMe)KyTO‘lHOﬁ aTrreCcTalum

a) Ilimanupyemble pe3yabTaThbl 00yUeHHUs] M OLIEHOYHbIE CPEACTBA JJIsl NMPOBeICHUS
MPOMEKYTOYHOM aTTeCTAMHU

Kox Nuaukarop
JIOCTHKCHUS OneHouHBbIE CpecTBa
UHAMKATOpa
KOMIIETEHIINH

JTIK-004-6: CriocoOeH aHanu3upoBaTh pe3ynbTaTel TecTupoBanus [10 Ha cooTBeTCTBHUE
OKUJaeMBbIM pe3yJbTaTaM, OpOPMIISITh U Pa3MENIaTh OTYET O TECTUPOBAHUH B COOTBETCTBUHU C
*u3HeHHBIM LUKIIOM [1O B cucteme KOHTpOJIsi BEpCHid

- JITK-004-6.1: YcranapimuBaeT/onpeeiseT ypoBeHb KpUTUUYHOCTH aedekToB [10

- JITK-004-6.2: [TpumensieT 0a30BbIe TEXHUKH MPOCKTUPOBAHUS 1 KOMOMHATOPHKH
TECTOB ¢ yueToMm TumoB aedextos [10, ux knaccupukanuy U CTATUCTUKA BOZHUKHOBEHUS

- JITK-004-6.3: ®opmMupyeT OTYETHOCTHh 00 aHaIu3e pe3yabTaToB TecTrpoBaHus 110
B COOTBETCTBHH C YCTAHOBJICHHBIMU PErJIAMEHTAMHU
JIIK-004-6.1 | YcranaBnuBaer/ | TeopeTudeckre BOIPOCH K 3a4eTy:

onpezaenser 1. Yro Takoe  meHTecT  (TECTHUPOBaHUE  Ha
YPOBEHb npornkHoBeHue)? KakoBel ero memu u 3amaun? Uem
KPUTHUYHOCTH OTJIMYAETCS IEHTECT OT OLICHKU YA3BUMOCTEN?
negexros 110 2. Kaxue OCHOBHBIE ATaIlbl BKIIFOYAET B ce0sl MpoIecce
neHTecra’?
3. Kakwme cymectBytoT THIBI TieHTecTa? B dWem mux
pasnuyus’?

4. Kakue cymecTByloT TIpaBOBble U AITHYECKHE
acmeKkThl IpoBelaeHus TneHTecToB? Kakue OCHOBHBIE
HOpPMAaTUBHbIE JIOKYMEHTBHl M CTaHJApThl PEryJIUPYIOT
IIPOBEJICHUE TIEHTECTOB?

5. Kakosbl OCHOBHBIE KBaJIU(PHUKAIIMOHHBIE
TpeOOBaHUS K TIEHTEeCTEPY?

6. Kakme oCHOBHBIE MHCTPYMEHTHI M MPOTPAMMHOE
o0ecreyeHne UCTIONIb3YIOTCS MPH TPOBEJEHUN TIEHTECTOB?

7. UYro Takoe ypoBeHb KpUTHYHOCTH nedexta? Kak
KJIACCU(DUIUPYIOTCS YSI3BUMOCTH T10 CTENEHH OMACHOCTHU
(xputnanoctn)? IlpuBenute mpuMepsl AePEKTOB Pa3HOTO
YPOBHS KPUTHYHOCTH.

8. Kaxkue (hakTophl BIMAIOT HA OINpPENEICHUE YPOBHS
KPUTUYHOCTH AedexTa?

9. Kakme CymecTBYIOT UIKaJIbl JUIsI ONpeIeTCHHS
ypoBHS KpuTHYHOCTH JedektoB? IlpuBeaure mnpumepsl
OLIEHKU JIe()EeKTOB Pa3HOTO YPOBHS KPUTUYHOCTHU IO ITUM
IIKaJIaM.

10. Kakpe  WHCTPYMEHTBI W  TEXHHKH  MOYHO
UCMOJb30BaTh JAJISl aBTOMAaTHU3allMU OIpPEEJIEHUs] YPOBHS
KPUTHYHOCTH J1€(hEeKTOB?

[TpuMepbl MpakTHUECKUX 3aJaHUN AJIs 3a4eTa:

1. HWcmonw3ys Burp Suite m apyrue HMHCTPYMEHTHI,
HaWAWUTe U MPOIKCIUTyaTHpyte ys3BUMOcTh SQL-
WHBEKIINY B 33JaHHOM BeO-TipritokeHuu. O1eHuTe YpOBEHb
KPUTHUYHOCTH YSA3BHUMOCTH, MIPEUIOKNUTE PEKOMEHIAINH 110
YCTPAHEHHUIO YSI3BUMOCTH B OTUETE.




Kon
WHIUKAaTOpa

Nupukarop
JIOCTH>KECHUS
KOMIICTCHIIMN

O1ieHOYHBIE CPENICTBA

2. Haiigure u nposkcruryatupyiite ysi3BumMocts XSS B
BeO-TipwiioxkeHnu.  [IpomeMoHCTpUpyHTE  BO3MOXKHOCTh
BBIMOJIHEHHS TIPOU3BOJIBHOTO JavaScript-koma B Opaysepe
I10JIB30BATEJIA. Onenure YPOBEHBb KPUTHUYHOCTH
ySI3BUMOCTH, NPEIIOKUTE PEKOMEHIALINN 110 YCTPAHEHUIO
yS3BUMOCTEHN B OTYETE.

3. llpoananu3upyiite cucreMy ayTeHTU(UKAUH U
aBTOPU3AIUN BEO-TIPUIIOKEHUS. Haitinure u
NpodKCIUTyaTupyiire cnabele Mecta. OlLleHUTE YPOBEHBb
KPUTHYHOCTH HAWJACHHBIX YSI3BUMOCTEH, MPEIIOKUTE
PEKOMEHALIMN [0 YCTPAHEHHUIO YS3BUMOCTH B OTYETE.
OneHure ypoBeHb KpUTHUHOCTH HaMIEHHBIX YS3BUMOCTEH,
IIPEJIOKUTE PEKOMEHIALINNU TI0 YCTPAHEHUIO YSA3BUMOCTEN
B OTYETE.

4. Ucnonb3ys HMHCTPYMEHTHl aHaiu3a BeO-cepBepa,
MIPOBEANTE aHaJIu3 KOH(UTypanuu BeO-cepBepa.
Omnpenenure U3BECTHBIC YSA3BUMOCTH U HeOe30MacHbIe
HacTpolku. OnEeHUTEe ypOBEHb KPUTUYHOCTH HAMJIEHHBIX
ySI3BUMOCTEM, NPEAIOKNUTE PEKOMEHJALUH 110 YCTPAHEHUIO
YSA3BUMOCTEHN B OTUETE.

JITK-004-6.2

IIpumensier
0a30BbIE
TEXHUKHU
MIPOCKTUPOBAHU
AU
KOMOWHATOPHUKH
TECTOB C yYETOM
THTIOB JIe()EeKTOB
110, nx
KJaccuukanum
U CTaTUCTUKH
BO3HMKHOBEHHS

TeopeTnueckre BONpPOCH! K 3a4ETY:

1. Yro Takoe mpoekTupoBaHHe TecTOB? KakoBBI ero
uenu?

2. Kakue CYIIECTBYIOT
IIPOEKTUPOBAHUS TECTOB?

3. Uto Takoe koMOuHaTopHOe TectupoBanue? J[ns
YEero OHO UCIONIBb3YeTCs?

4. Kakue CymecTBylOT MeTOJbl KOMOHMHATOPHOTO
tectupoBanusi? Kak BbIOparh Hambosiee TOIXOMSAIIYIO
TEXHUKY MPOEKTUPOBAHMSI TECTOB JUIsI KOHKPETHOU
CUTyaIuu?

5. Kax wucnonp3oBaTh CTaTHUCTUKY BO3HHUKHOBEHUS
neeKTOB /s ONITUMU3ALINY ITPOLIecca TECTUPOBAHUA?

0a3oBEIE TCXHHUKHU

[IpuMepsl pakTHUECKUX 3aJaHUM JJIs 3a4€Ta:

1. Jna 3agaHHOTO MOAYJNS WM (YHKIMOHATBHOCTH
BEO-TIPWIIOXKEHUsT ~ pa3paboTaiite  HaOOp  TECTOBBIX
CLIEHapUeB, MCINONb3Yysl TEXHUKY «Tabinua pereHuin».
[IpoBenute TecTupoBaHue U CHOPMUPYHUTE OTUET O €ro
pe3ynbTarax.

2. Jlna 3amaHHOTO MOAYJIS WU (YHKIIMOHATBHOCTHU
BEO-TIPHJIOKEHHSI, WMEIOMIETO HECKOJIBKO TapaMeTpoB,
MIPUMEHUTE TEXHUKY MOMapHOT0 TECTUPOBAHUSI.
Crenepupyiite MUHIMAJIbHBIA HA0OP TECTOBBIX CIICHAPHEB,
o0ecreuynBarOUX  TMOKPBITUE BCEX TMap  3HAYCHHM
napameTpoB. llpoBenute TectupoBaHme U CHOpPMHUpYHTE
OTYET O €ro pe3yJIbTarax.

JITK-004-6.3

dopmupyer
OTYETHOCTH 00
aHaJn3e
pe3yJIbTaToOB

TeopeTrueckre BOMPOCH! K 3a4ETY:
28. Uto takoe otuet o nearecre? Kakosa 1enp ananusa
Pe3yJIbTaTOB TECTUPOBAHUSA HA COOTBETCTBHE OXKHUIACMBIM




Nupukarop

Kon
JOCTHXKEHUS OneHouHBIE Cpe/icTBA
WHIUKAaTOpa
KOMIIETCHIINH
TecTUpoBaHusl | pesynabTaTam? Kak oneHuTh 3pPeKTUBHOCTH MTPOBEICHHOTO
1O B MEHTECTa HA OCHOBE aHAJIN3a PE3yJIbTaTOB?
COOTBETCTBHUU C 29. Kakue MeTpHKU MOXKHO HCTIOIB30BaTh JUISI OICHKU
YCTaHOBJICHHBIM | PE3YyJIbTaTOB MEeHTecTa?

Y pErIaMEHTaMH

30. Kakue OCHOBHBIC pa3ieibl JTOJDKEH COIEpKaTh
ordyer 00 aHamu3e pe3yabTaToB TectupoBaHus? Kak
0(hOopMHUTH OTYET O MEHTECTE, YTOObI OH ObLI MOHATEH KaK
TEXHUYECKHM CIeIHaIncTaM, Tak M pykoBoiacTBy? Kak
o0ecreynTh  COOTBETCTBHE  OTYETAa  YCTAHOBIICHHBIM
perinamMeHTam U TpeOOBaHUAM 3aKa3uuKa?

31. Kakue HMHCTPYMEHTBI MOXHO HCIIOJIb30BaTh JUIS
aBTOMaTH3aKUy (POPMHUPOBAHHUS OTYETOB O TIEHTECTE?

32. Kakue BBIBOJIbI MOXKHO CZENIaTh HA OCHOBE aHAJIN3a
pe3ysnbTaToB NEHTeCTa [UIsl YJIy4lleHus Oe30MacHOCTU
opraHu3anuu?

33. Kak wucmonb30BaTh pe3ynbTaThl IEHTECTa IS
00y4YeHHMs U MOBBILLICHHUS OCBEIOMICHHOCTH COTPYAHUKOB B
obnactu nHOOPMAITMOHHOM 0€30T1acHOCTH?

34. Kak JOKyMEHTHPOBaTh MPOILIECC BOCIPOU3BEICHUS
HaWJIeHHOH YSI3BUMOCTU?

35. Kak wucnonb3oBath HH(pOpManuio 00 H3BECTHBIX
OKCIUIOWTAX Uil TOATBEPXKICHUS ¥ JIEMOHCTPAIUU
BO3/IEUCTBUS HAWJEHHBIX ySI3BUMOCTEM?

36. Kaxk onpenenuTsh, Kakue ysI3BUMOCTH PEICTABIISIOT
HauOOJBIIYI0 yrpo3y ais opranuzanuu? Kakue xpurepun
UCTIONB3YIOTCS ISl ONpEACNCHHS  MPUOPUTETHOCTH
UCTPABJICHUs HAWICHHBIX YSI3BUMOCTEH?

37. Kak o0ecrnevynThb KOH(UIEHIINATIBHOCTD
uHpOpMaINH, Co/IepIKaIIencsl B OTYETE O MeHTecTe?

38. KakoBa poib CHCTEMBI KOHTpOJISI BEpCUl B
nporecce nenrecta? Kak nmpaBWiIbHO pa3MemiaTh OTYET O
TECTUPOBAHUH B CUCTEME KOHTPOJISI BEPCHIA?

IIpumepshl IpakTUYECKUX 3aJaHUM IS 3a4eTa:

1. Peanmsyiite bruteforce araky Ha ¢popmy jgoruna Beo-
npuioxenus. Onenute 3(PEeKTUBHOCTE  PA3TUUHBIX
MmetonoB 3amuThl oT bruteforce atak. Chopmupyiite oTuer
O pe3ynbTaTax IEHTECTa, JalTe PEKOMEHJALUU 110
ycuiIeHuto 3anmTel ot bruteforce B otyere.

2. Haiinure n nposkcmyatupyiire yszsumocts CSRF
B BeO-mpmwiokeHuu. [IpogeMOHCTpUPYHTE BO3MOXKHOCTH
BBITIOJIHEHUS JCUCTBUI OT MMEHHU MOJb30BaTeist 0e3 ero
Beaoma. OIEHUTE YPOBEHb KPUTUYHOCTH HaWJECHHOU
ys3Bumoctd.  Cdopmupyiite oT4eT O  HaileHHOH
ySA3BUMOCTH, JaUT€ PpEKOMEHAALHMH II0 YCTPaHEHUIO
HAWJICHHOMN YSI3BUMOCTH B OTUETE.

3. Ilpoananu3upyiiTe CTaTUCTUKY YSI3BUMOCTEH B
3aJJaHHOM BeO-mpmiokeHun. Onpenenure Hanboiee 4acTo
BCTPEYAIOIIMECS THUIBI YA3BUMOCTEHM M WX IPUYHUHBL
Cdopmupyiite otuet. Ilpeayioxxute Mepsl M0 yIy4IICHUIO




Nupukarop
JIOCTH>KECHUS OueHouHbIE CpEACTBA
KOMIICTCHIIMN

Kon
WHIUKAaTOpa

0€30MacHOCTH 33JJaHHOTO BEO-TIPHIIOKEHHS, 00OCHYHTE UX
WCTIOJIb30BAHUE.

0) Ilopsinoxk mpoBeneHHMs] MPOMEXKYTOYHOW ATTECTANMM, NMOKA3aTeJd U KPUTEPHU
OLlCHUBAHUS

IMoka3aTeu U KpUTEPUH OLlEHUBAHUSI 324eTAa:

—  «3auTeHO» — 00yUaIOMIMIACS JODKEH TI0Ka3aTh MOPOTOBHII YPOBEHb 3HAHUI HAa YPOBHE
BOCTIPOM3BEJICHUS 1 00bICHEHUsI MH(GOPMAIIMU, HABBIKH PEIICHUS TUTIOBBIX 3a/1a4;

— «HE 3auTeHOo» — OOydYarouuiics JeMOHCTpUpyeT 3HaHus He Oonee 20%
TEOPETUYECKOI0 MaTepHuana, JOMyCKAaeT CYIISCTBEHHbIE OIIMOKHA, HE MOXET IMO0Ka3aTh
HWHTCIJIJICKTYAJIbHBIC HABBIKH PCIICHUA MPOCTHIX 3a/a4.



