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JIner akTyanusanuu padodeil nporpaMmsl

Pabouast mporpamMma rnepecMoTpeHa, o0Cyk/ieHa U ogo0peHa ajis peaymsaruu B 2026 - 2027
yueOHOM roy Ha 3acefannu kapeapel WHbopmaruky u nHGOpPMATMOHHON OE30MACHOCTH

[Iporokom ot 20 . Ne
3aB. kadenpoii N.U. bapankoBa

PaGouas mporpamma nepecmMoTpeHa, oocyxeHa u ogoopena st peanusanuu B 2027 - 2028
ydeOHOM roy Ha 3acefannu kapeapel WHbopmaruky u nHGOpPMAIMOHHON OE30MACHOCTH

[Iporokom ot 20 . Ne
3aB. kadenpoii N.U. bapankoBa

PaGouas mporpamma nepecmMoTpeHa, odcyxieHa u ogoopena uis peanusanuu B 2028 - 2029
yueOHOM roy Ha 3acefganuu kageapsl WMHpopmatuku u nHGOpMaMOHHONH OE30MaCHOCTH

[Iporokon ot 20 . Ne

3aB. kadenpoit I/I.I/I.fapaHKOBa

PaGouas mporpamma nepecmMoTpeHa, odcyxieHa u ogoopena s peanusanuu B 2029 - 2030
yueOHOM roy Ha 3acefganuu kageapsl WMHbopmatuku u nHGOpMaLIMOHHON OE30MACHOCTH

IIporokom or 20 . Ne
3aB. kadeapoii N.N. bapankosa

Pabouas mporpamma nepecMoTpeHa, oocyxieHa u ogoopena s peanusanuu B 2030 - 2031
yueOHOM rojly Ha 3acefaHuu kageapsl MHopmaTuku u nHGOpMALIMOHHON O€30MaCHOCTH

[Iporokom ot 20 . Ne

3aB. xadenpoii I/I.I/I.fapaHKOBa

PaGouas mporpamma nepecmMoTpeHa, odcyxieHa u ogoopena s peanusanuu B 2031 - 2032
y4eOHOM rojy Ha 3acefanuu kapeapsl HMupopmatuku u nHpopMaMOHHOH 0€30MacHOCTH

IIporokomor 20 . Ne

3aB. xadenpoii I/I.I/I.fapaHKOBa




1 ean ocBOeHMS TUCHUIIIHMHBI (MOIYJIA)

[enssmMu ocBoeHUS AUCIUTUIMHBI (Moayis) «Pa3padorka SIEM-cucrem» siBisroTcst:

1. 3HaKOMCTBO O0YyYAIOIINXCA C OCHOBHBIMU MPUHIIMIIAMU YIIPABJICHUS COOBITUAMU U
MHIUACHTaMU HH(GOPMAaIMOHHON 06€3011acHOCTH B MH(OPMALIMOHHBIX CHUCTEMAX U
KOMITBIOTEPHBIX CETAX, IPUHIUIIAMH TOCTPOCHUS U (PYHKIMOHUPOBAHUS CUCTEM
YIpaBJICHHUS COOBITHSMU W MHIIUAEHTaMU HH(popMarmoHHou 6e3omacHoctu (SIEM-
CUCTeMaMHU) B 00beMe, TOCTaTOUHOM JJIsl TOHMMaHUS 3ajja4 yrpaBieHUs] HHIUICHTaMU
nH(pOpMaMOHHOM 06€301MacHOCTH;

2. oOy4eHue CTYJeHTOB MIPUHIIUIIAM pa3pabOTKU U BHEIPEHUS CUCTEM YIIPaBJICHUS
MHIUACHTaMU UH(GOPMAIMOHHON 0€3011aCHOCTH.

2 MecTo JUCUMILIIMHBI (MOXYJIs]) B CTPYKTYpe 00pa3oBaTe/ibHOI MPOrpaMMbl

Jucnumuna Pa3pabotka Siem cucreM BXOAUT B 4acTh y4eOHOTO IJIaHa
bopmMHEpyeMy0 y4acTHUKaMH 00pa30BaTEIbHBIX OTHOUICHUH 00pa30BaTeIbHON MPOTPaMMBI.

Jis n3y4deHus JUCUUTUTMHBI HE0OXO0IMMBI 3HAHUS (YMEHUS, BIIaICHUS),
c(OpMHUPOBAHHBIE B PE3yJIbTATEe N3YUYEHUS TUCIMILINH/ IPAKTUK:

be3zonacHOCTb OnepalnroHHbIX CUCTEM

3ammTa HHPOPMALIMU OT YTEUKHU IO TEXHUYECKUM KaHajlaM

bezonacHocts cereit O9BM

besonacHocts MHTEpHETA Bemen

TexHonoruu odecriedeHuss THOOPMAITMOHHON OE30MTaCHOCTH

be3zonacHocTh cucrem 0a3 JaHHBIX

MonenupoBanue yrpo3 nH(GOpPMAIMOHHON O€30ITaCHOCTH

3amuTa HTHPOPMALMOHHO-TEXHOJIOTHYECKUX PECYPCOB aBTOMATU3UPOBAHHBIX CUCTEM

OpraHu3anroHHOe U IIpaBoBOe obecreueHne HH(HOpMaIMOHHON 0€30acHOCTH

[TporpaMMHo-arinapaTHble cpeAcTBa oOecreueHus] HHPOPMAIMOHHOM 0€e3011acCHOCTH

Cetu 1 cucTeMsl nepeadu HHGpOpMaIuu

OcHoBbI HTHGOPMAITMOHHON O€30MaCHOCTH

Opranuzanysg 9BM 1 BBIYMCITUTENBHBIX CUCTEM

3HaHus (yMEHUs, BIIAICHUs ), OJTyYeHHbIE IPU U3yYEHUH JAaHHOM JUCLIUIUIMHBI
OyayT HeoOXOAUMBI JUI U3YUEHHSI JUCIUIUTMH/TIPAKTUK:

3ammra nporpaMMHOro 00ecreueHHs

MeTto/1b1 BBISIBIICHUS HApYILIEHUH MHPOPMAIIMOHHOM 0€301acHOCTH

MeTo/1bl TPOEKTUPOBAHUS CUCTEM 3aLUTHI paclpe/leIeHHbIX HH(POPMALIMOHHBIX
CUCTEM

Obecneuenne UHPOPMAIIMOHHON 0€30MaCHOCTH KPUTHUYECKON HHPOPMAIIMOHHOM
nHQpacCTpyKTypoi

Pa3paboTka u sKcIuTyaTamysi aBTOMaTU3MPOBAHHBIX CUCTEM B 3aIIMIIEHHOM
UCIIOJTHEHU U

3aiuTa 3JeKTPOHHOTO IOKYMEHTO000poTa

®dopeHs3uka

IlenTecTuHr

MonenrpoBaHue cucTeM 3alIUThl HHPOPMAIUH

3 Komnerenuun ody4aromerocsi, popmupyemsoie B pe3yibTaTe 0CBOCHHUS

AUCHUILVIMHBI (MOYJIs1) M IJIAHMPYeMble pe3yJIbTaThl 00y4eHH s

B pesynbrare ocBoeHust auctuIunHbl (Moayns) «Pa3pabotka Siem cucrem»
o0yyJaroImuiics 10HKeH o0IafaTh CIECAYIOIIMMU KOMIIETCHIIMSMU:

Kon nnaukaropa NHaukaTop 1OCTHIKEHUS KOMIIETCHITIH

I1K-3 CriocobeH aHaTM3upoBaTh MPUYNHBI BOSHUKHOBEHHSI KOMIIBIOTEPHBIX WHIHICHTOB




I1K-3.1 Onpenensier IpUUMHY U yCIOBUS U3MEHEHUS IPOrPaMMHOI0

obecrieueHus

I1K-3.2 OmnpexensieT NPUHIUIIBI ICTECHUS TPOTPAMMHOTO 00eCTIeUeHHs Ha
TPYIIIBL, UX cenu(UIecKre CBOWCTBA M B3aUMOCBSI3b C KOMIIBIOTEPHON
CHCTEMOM

I1K-3.3 [IporHo3upyeTr BO3MOKHBIE ITyTH Pa3BUTHS HOBBIX BUJOB

KOMIIBIOTEPHBIX IIPECTYIJICHUH, IPABOHAPYILICHUI Y NHIMICHTOB

[1K-4 CriocobeH npoBOJUTh HHCTPYMEHTAIBHBI MOHHTOPUHT 3alIHIEHHOCTH
KOMITBIOTEPHBIX CUCTEM U CETEMN

[1K-4.1 [IpuMeHsieT HHCTpYMEHTAJIbHBIE CPEACTBA IIPOBEICHNUS] MOHUTOPUHIA
3AIMIEHHOCTH KOMIIBIOTEPHBIX CUCTEM
[1K-4.2 IIpuMeHsseT MeTObl aHAJIM3a 3alUIICHHOCTH KOMIIBIOTEPHBIX CUCTEM U

cereit




4. CTpyKTYypa, 00bEM U COJEpKaAHNE TUCUUIIIMHBI (MOXYJIs1)

OO6mias TpyA0€MKOCTh JUCIUIUIMHBI COCTABIISIET 4 3a4eTHBIX eAuHUI] 144 akaja. yacoB, B TOM

HHUCJIIC:

— KOHTaKTHast pabota — 72 aKkaJ. 4acoB:
— aynutopHas — 68 akaj. 4acos;
— BHeayAuTopHas —4 aKaj. 4acos;

— camocTosTenbHas pabora — 36,3 akaj. 4acos;
— B popme npakTudeckoil moarotoBku — 0 akai. yac;
— MOATOTOBKA K 3K3aMeHy — 35,7 akaj. yac

<DopMa aTTeCTaluu - 3K3aMCEH

AynutopHast ] o
KOHTakTHas paboTa E = dopma TeKyIero
o =
B B aKaJl. yacax 3] Bu KOHTPOJISI
Paszen/ Tema 3 (B axan ) S B A . P Kox
g & © | camocrosiTenpHON |  ycneBaeMOCTH U
JTACIUTUTAHBI 3 g = . | xomnerenun
O g g padoThI MIPOMEKYTOUHOH
nab. | mpaxr. ts
Tlek. o SaH 5 g aTTeCTaluu
1. 1. MHumaeHTst
MH()OPMAIIOHHON 0€30IaCHOCTH
TTouck
JIOTIOJTHUTEIbHON
UH(OPMAIHH 10
3a/1aHHOM TeMe
abora ¢
1.1 Yto Takoe "MHIMICHT 6I/I6J('III)/IOF adec TIK-3.1, TTK-
MB"? UHIuaeHTs 1 2 4 Km’;ﬂ Y eTHBL OIhOC 3.2, I1IK-3.3,
coobrtus Ub - cxoncrea u P TIK-4.1, TIK-
MarepuagaM,
paznuaus. 4.2
CIIPaBOYHUKAMH,
KaTaJloTaMH,
CIIOBapsIMH,
SHITUKIIOTIC TUSIMHA
o )
ITouck
JIOTIOTHUTEIHHON
1.2 Tpupoza nH(opMaLuy 10
) 3a/IaHHOU TeMe
BO3HHUKHOBCHUA ( a60Ta ¢
nHIaeHToB Ub. 61/16;:/101" adbaec TIK-3.1, TTK-
Knaccudukarust 2 4 KI/H\I:II/I Ve THb OMDOC 3.2, TIK-3.3,
uHnuAeHToB Vb no creneHn p TIK-4.1, TTIK-
MaTepHaIaMu,
BJIMSIHUS Ha 4.2
CIIpaBOYHHUKAMHU,
paboTococoOHOCTh KATATOTAMH
MH()OPMAIIMOHHON CHCTEMBI ’
CIIOBapsIMH,
SHIUKIIOTIE TUSIMHU
HWroro no pazaeny 4 8
2. 2. 3anaua ynpaBieHus
MHIUACHTaMH UH)OPMAIIHOHHON
0e30macHOCTH
2.1 NHUMIEHTHI U COOBITUS IMowuck u JlabopaTopHas IK-3.1, TIK-
B BBIYHCIIMTEILHOW CETH - 8 2 6/411 4 U3yuCHHE pabora "Cucrema 3.2, 1IK-3.3,
MPUPOIa ¥ IPUINHBEI UHPOPMALIUH T10 CETEeBOTO TIK-4.1, TIK-
BO3HUKHOBCHHUS, YCTaHOBKE U MOHUTOPHHTA 4.2




HaCTpOiiKe

CUCTEMBI .
Zabbix - ycraHoBKa
Ki1accuukanus, coop u CETEBOTO
1 TIepBUYHAS
aHanu3 MOHUTOPHHTA HACTPOlKA"
Zabbix (umu P
QHAJIOTHYHOM)
Hroro no paszpery 6/41 4
3. 3. SIEM-cuctems! -
Ha3HaueHHE U 00JacTh
TPUMEHEHUSI
3.1 SIM-cucTeMbI Kak
CPEICTBO YIpaBICHHS IMouck u TIK-3.1, TTK-
uHnuaeHtamu b, SEM- H3yUYCHHE 32 TIK-3.3
CHCTEMBI KaK CpeJICTBA 4 UHPOPMALIUH T10 YCTHBIN Onpoc oo =
. ITK-4.1, TIK-
MOHUTOpHHTA cOoObITHIA 1B, COBPEMEHHBIM 42
SIEM-cucrema xak SIEM-cucremam '
KoMIutekcHoe MB-pemenne
[Touck n
n3ydeHue
3.2 ocTynHble CBOOOHO UHPOPMALIUH T10 TMaGopatopas
pacripoctpansemsie SIEM- YCTaHOBKE U " MK-3.1, TIK-
pabota "YcraHoBKa
CHCTEMBI - OCHOBHBIE pa3BEPTHIBAHUIO 3.2, IIK-3.3,
6/21 6 U TIepBHYHAS
XapaKTepUCTUKH, 00J1aCTh cBOOOJTHO o [K-4.1, TIK-
Hactpoiika SIEM-
TIPUMEHEHUS, 0COOCHHOCTH pacrpocTpaHsIeMo " 4.2
. cuctemsl Wazuh
BHEJIPCHUS i SIEM-cucremsr
Wazuh (umu
AHAIOTUIHON)
Hroro no pazupeny 6/21 10
4. 4. OcHOBHBIE CTPYKTypHBIE
aneMeHThl SIEM-crcTembr
4.1 OcHOBHEIE CTPYKTYpPHEIE [Touck n
anemeHThl SIEM-cucTemsr - H3y4YCHHE IK-3.1, TIK-
KOJJIEKTOPBI, CEpBEP- UH(OpMAIH 1O . 3.2, IK-3.3,
KOJUIEKTOp, CEpBEp- 4 HacTpoiike YCTHBIH onpoc [IK-4.1, T1K-
KoppensTop, cepep 6a3 KomrmoHeHT SIEM 4.2
JaHHBIX -CUCTEMBbI
Wroro no pazneny 4
5. 5. C60p u HOpMAITU3AIIHS
coOprrrii Ub
5.1 ITaccuBHBINA U aKTUBHBIN
(arenrckuit) cbop
JKYpHaJIBHBIX (ailioB
00BEKTOB MOHUTOPHUHTA,
HOpMaIn3alusa KakK
MpUBECHUE COOBITHI C I1K-3.1, TIK-
OJIMHAKOBBIM CMBICJIOM K 4 3.2, IIK-3.3,
obmiemy dopmary, [K-4.1, TIK-
oborarieHue coopiTrii b, 4.2
CepBeP-KOJUIEKTOP KaKk
LEHTPAITbHBIA KOMIOHEHT
cucremsl cOopa
MH(OPMAIMH O COOBITHAX
b
HWroro no pazaeny 4
6. 6. Ananus coosituii Ub
6.1 Tlonarue KoppesLUUn [K-3.1, TIK-
cobbrtuii Ub. Meronst 3.2, IIK-3.3,
Koppensiuuu codbituii b - [K-4.1, TIK-
Ha 3apaHee 3aJIaHHbIX 4.2




MpaBUJIaX, KOHCUHBIH
aBTOMAT, PACCYXK/ICHUE Ha
OCHOBE MPEIEICHTOB,
OaiieCOBCKasl CETh,
HelpoHHast ceTb. O0IacTi
OPHMCHCHUS KXKI0TO U3
METOJIOB KOPPEJISIIHH.

6.2 CepBep-KOppeIATOp Kak
[EHTPABHBIN KOMIIOHCHT
SIEM-cuctembl

4/1,91

IK-3.1, IIK-

3.2, TIK-3.3,

IK-4.1, IIK-
4.2

Wroro no paszneny

4/1,91

7.7. Buenpenue SIEM-cuctemsr
B KOPIIOPATHBHYIO
BBIYHCITUTENHHYIO CETh

7.1 Ucrounuku coobrtuiit b
B KOPIIOPATUBHOM CETH.
KypHanbHbie (aiisn
CETEeBOT0 000PYIOBaHHS -
cO0p U aHANHU3.

Cnyx06a rio0ansHOTo
KaTajora Kak
LEHTPAIU30BaHHbIH
MeXaHU3M cOopa COOBITHH.

TK-3.1, TIK-

3.2, TIK-3.3,

TK-4.1, TIK-
4.2

Wroro no pazneny

8. 8. AHann3 UHIUICHTOB
0e30macHOCTH Ha 6ase
npuMeHeHus: SIEM-cucrembl

8.1 Omosenieaune 06
HMHIUIEHTaX 0€30I1aCHOCTH
W UHIUIEHT-MEHEHKMEHT

TK-3.1, TIK-

3.2, TIK-3.3,

TK-4.1, TIK-
4.2

HWroro no pazaeny

9. 9. Xpanenue uniunentos b

9.1 Opranu3anus XxpaHeHUs
co6wiTHii Ub B SIEM-
cucreMe. PensiuoHHbIe U
HepensinuonHeie CYB/I B
SIEM-cucremax - Mmonenu
npumeHeHus. Mozaenu
MOCTPOCHUS
HEPEISIIIMOHHOTO
XpaHWIUIIA JaHHBIX -
"KJII0Y-3HAYCHHUE ",
""ceMeMCcTBO CTOIOIOB",
JIOKYMEHTO-
opuenTupoBanHas b/
Henocratku u
MIPEeUMYIIECTBA KAXKAOTO U3
METOJIOB.

ITnanupyemasi eMKOCTb
XpaHWIIUINA - OTIPEIeTICHIE
Tpebyemoro o0beMa.

4/41

TK-3.1, TIK-

3.2, TIK-3.3,

TK-4.1, TIK-
4.2

Hroro no pazgeny

4/41

10. 10. IToaroToBKka K UTOrOBOM
arTecTanun

10.1 Dx3ameH o
JIHCIATIIINHE

13

Tlouck
JIOTOIHUATEIBLHOMN
nHdopManuy 1o

3aJJaHHON TeMe
(pabota c

DK3aMeH

IK-3.1, IIK-

3.2, [IK-3.3,

IK-4.1, IIK-
4.2




6ubnuorpaduyec
KHM
MaTepHanaMH,
CIIPaBOYHHKAMH,
KaTaJoraMu,
CJIOBapsIMH,
SHLUKIIONETUSIMU

)

Uroro no pazneny

1,3

HWroro 3a cemectp

34

34/11,9
)44

36,3

OK3aMCH

Hroro no JUCHUITIIINHE

34

34/11,9
)44

36,3

OK3aMCH




5 O0pa3oBaTesibHbIE TEXHOJIOTHH

Jnis peanu3anuu npeaycMOTPEHHBIX BUJIOB yueOHOM paboThI B KauecTBe
00pa3oBaTEeNbHBIX TEXHOJIOTHH B MPENOAaBaHUH TUCIUTUTMHBI «CeTH U CUCTEMBI Tepelaun
nH(OPMALUN» UCTIONB3YIOTCS TPAAULIMOHHAS U MOYIbHO-KOMIIETEHTHOCTHASI TEXHOJIOTHH.

Peanuzanus KOMIIETEHTHOCTHOTO MOJIX0/A MPEyCMaTPUBAET UCTIOIb30BAHNUE B
y4eOHOM IpoIecce aKTUBHBIX U MHTEPAKTUBHBIX (POPM MPOBEACHHUS 3aHATHIA B COYETAHUU C
BHEAYJAUTOPHOU pabOTOM ¢ 1eTbI0 (OPMHUPOBAHUS U PA3BUTHS MPO(PECCHOHATHHBIX HAaBBIKOB
00yJaroIuxcs.

[Tpu npoBeeHNM yueOHBIX 3aHATHH MPEro1aBaTesb 00EeCIeUnBaeT pa3BUTHE Y
00yJaroImuxcs HaBBIKOB KOMaHIHON paObOThl, MEXJIMYHOCTHOM KOMMYHHUKAIUH, TIPUHSATHS
PELICHHH, JIUEPCKUX KaYeCTB OCPEICTBOM IPOBEICHUS HHTEPAKTUBHBIX JICKITUH,
IPYIIOBBIX TUCKYCCHH, POJIEBBIX UTP, TPDEHUHTOB, aHAJIN3a CUTYAIlHii , yueTa 0COOCHHOCTEH
poeCCHOHATIBHOM IeATEIFHOCTH BHITYCKHUKOB M OTpeOHOCTEl paboTomarenei.

6 YueOHO-MeTOAUYECKOE 0OOecTieYeHHe CAMOCTOATEIBLHOM padoThl 00y4Yarommxcst

[IpencraBieHo B mpuaoKeHuu 1.

7 OueHO4YHbIE CPEICTBA VISl IPOBEICHUS POMEKYTOYHOM aTTeCTAllUN
[IpencraBieHsl B IPUIOKEHUH 2.

8 YueOHo-MeTOAMUYECKOE U MH(POPMAIIMOHHOE o0ecTieYeHre TUCIMIITTUHBI

a) OcHoBHas JIMTEpaTrypa:

1. A6nenos, A. XK. AHanu3, onucanne 1 olieHKa (yHKIIMOHATBHBIX y3110B SIEM-
cucteMsl : yuebHoe mocodbue / A. XK. A6aenos, B. A. Tpymun, K. Cynaiiman. —
Horocubupck : HI'TY, 2018. — 122 ¢. — ISBN 978-5-7782-3603-5. — Teker :
9IeKTpOHHBIN // JlaHb : anekTpoHHO-0nbMMoTeunas cucrema. — URL:
https://e.lanbook.com/book/118277 (nara obparmienus: 14.04.2025). — Pexxum gocryma: s
aBTOPH3. NIOJI30BATEIICH.

2. Buykos, A. A. 3amuTa nHpopMmanyu : yaeOHUK 1715 By30B / A. A. BHykoB. — 3-¢
u31., nepepabd. u gon. — Mocksa : M3parensctBo FOpaiit, 2025. — 161 c. — (Briciee
obpazoBanue). — ISBN 978-5-534-07248-8. — Texkct : anekrponnsiii // O6pa3oBaTensHas
wiargopma FOpaiit [caiir]. — URL: https://urait.ru/bcode/561313 (nara obparieHus:
14.04.2025).

0) /lomoJiHUTeIbHAA JIUTEpaTypa:

1. bananos, A. H. Kubep6e3zonacHocTs : yueOHoe mocobue st By3oB / A. H. bamanos.
— 2-e u31., crep. — Cankr-IlerepOypr : Jlans, 2025. — 680 c. — ISBN 978-5-507-52709-0. —
Texcr: onekTponHblii / Jlamp : anekTpoHHO-OMOMMoOTewyHass cucrema. —  URL:
https://e.lanbook.com/book/457463 (mara obOpamienus: 15.04.2025). — Pexum nocryma: s
aBTOPU3. MOJIb30BATEIICH.

2. Kanrep, 1. B. Ynpasnenue napopMamoHHoi 6e301acHOCTBIO : yueOHOoe mocodue /
H. B. Kanrep, A. C. llabypos. — Ilepms : [THUITY, 2023. — 91 ¢. — ISBN 978-5-398-02866-
9. — Tekcr : snexkrpoHHslii // Jlap : s31ekTpoHHO-OMOIMOTeuHass cuctrema. — URL:
https://e.lanbook.com/book/328889 (mara obpamenus: 15.04.2025). — Pexxum gocrtyma: st

aBTOpPU3. MOJIL30BaTEIEeH.
https://www.ntc-vulkan.ru/upload/iblock/56¢/56¢c09e5eelbc2c60f7d3c5711453aea5. pdf

B) MeToauuyecKkue yKazaHus:



r) [IporpammHuoe obecneuenue u UHTepHeT-pecypceb:

IIporpammHoe o0ecnieuenune

Haumenosanue .
o Ne norosopa Cpoxk neicTBUS JIMLIEH3UN
Calculate Linux
Desktop Xfce cB0OOIHO pactpoctpansemoe [10 OeccpodHO
Bpayzep Yandex |cBoGomHO pacnpoctpansemoe [10 OeccpouHo
Eﬁiﬁip Mozilla cB0OOAHO pacmpoctpansemoe [10 OeccpouHo
PostgreSQL cB00OOIHO pacnpocTpansiemoe [10 0OecCpovYHO
Linux Calculate cB00O1HO pacmpoctpansemoe [10 0eccpouHo
PUuTTY cB00OIHO pacnpocTpansemoe [10 OeccpovHO
CYBJ Pen baza | Cepruduxar Ne01-04\22 ot
JlanHbIX 06.05.2022 06.05.2025
Cepruduxar Ne01-04\22 ot
Pen OC 06.05.2022 06.05.2025
Kaspersky
Endpoint Security | n 165 33 o1 27.03.2023 27.03.2025
TS Ou3Heca-
CrangapTHbIi
I':\’/lg Windows 10 K-79-21 o1 22.11.2021 6eccpodHo
FAR Manager cB00OTHO pacnpocTpansiemoe 10 OeccpovHO
([j)g;brLean der cB0OOHO pacnpocTtpansemoe [10 OeccpodHo

HpO(l)eCCI/IOHaJIbH])Ie 0a3bl JAHHDLIX U I/IH(l)OpMaIIHOHH])Ie CIIPaBOYHLIC CUCTEMbI

HazBaHue Kypca

CchUika

WNudopmannonnas cucrema - HopmatuBHble IpaBOBbIE
aKThl, OpraHU3aMOHHO-PACIIOPSAIUTEIbHBIE
JOKYMEHTBI, HOPMaTUBHBIE U METOJUYECKHE
JOKYMEHTBI U IOATOTOBJIEHHBIE TPOEKTHI JOKYMEHTOB
no Texuuueckoit 3anmre uHpopmanuu @CTIOK Poccun

https://fstec.ru/tekhnicheskaya
-zashchita-
informatsii/dokumenty-tzi?
ysclid=lujknksfy724757053

Nudopmannonnas cucrema - bank gJaHHBIX yrpo3
6e3onacHoct nHGopManmu GCTIK Poccun

https://bdu.fstec.ru/?
ysclid=lujkqy7cnw630508962

9 MaTtepuaJjibHO-TEXHHYECKOe o0ecreyeHne TUCUUIINHbI (MOLYJIs1)

MaTepI/IaJ'II)HO-TeXHI/I'-IeCKOG obecneyeHne JUCIHHUIIIIMHBI BKIIIOYACT:

JIek1noHHbBIE AyJAUTOPUHU:

- MyJbTUMEUIHbIE CPEJCTBA XPAaHEHUS, TIepeladt U MpeACTaBICHUs HHPOpMAIIH.

VY4eOHble ayAUTOPUH [T IPOBEIECHUS MPAKTHUECKUX 3aHATHH, TPYNIIOBBIX U
WH/IMBUYAIbHBIX KOHCYJIbTAIIUN, TEKYIIEr0 KOHTPOJIS ¥ IPOMEKYTOUHON aTTeCTalllu:

- iepcoHaIbHbIe KoMbioTepsl ¢ [10, BixoqoM B IHTEpHET U ¢ JOCTYIIOM B
AJIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTEIbHYIO CPelly YHUBEPCUTETA.

[TomerieHust 17151 CaMOCTOSITENBHOM pabOTH 00YJAIOLTHXCS:

- IepcoHaIbHbIe KoMIbIoTepsl ¢ [10, BIxoaoM B IHTEpHET U ¢ JOCTYIIOM B
AJIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTEIbHYIO Cpelly YHUBEPCUTETA.




IIpunoxenne 1
Y4eOHO-MeTOAMYECKOE 00ecTedeHHe CAMOCTOSATEIbHOM PadoThl 00yYaArOINXCSI

[To mucummumue «Pa3paborka SIEM-cucrem» mpenycMoTpeHa ayAauTopHas H
BHEAYJAUTOPHAs CaMOCTOSITeNIbHAs pa0oTa 00yJaroImuxcs.

AynuropHas caMocTosATeNbHass paboTa OOYy4arolIMXCsl IPEINOJIaracT BbIIOJHEHUE
KOHTPOJIbHBIX 33Ja4 Ha MIPAKTUYECKHUX 3aHATHSIX.

AymuTOpHas CcaMOCTOsTeNbHas paboTa OO0yJaromuXcs Ha TMPAKTUYECKUX 3aHATHAX
OCYILECTBIIICTCS 1O/ KOHTPOJIEM IpenojaBareis B BHJE BBINOJIHEHHs J1aOOpaTOpHBIX padoT,
KOTOpBIE OIpe/eNAeT IPENnoaBaTelib 11l 00ydaromerocs.

BHeaynuropHas camocTosTesnbHas paboTa OO0y4aromuxcs OCYIIECTBIIAETCS B BUJC
U3yUYEHHSI TUTEPATYPHI IO COOTBETCTBYIOLIEMY pa3/ielly ¢ MpopadOTKON MaTepualia; BHIIOJHEHUS
JOMAIIHUX 3aJaHuM, TOATOTOBKUM K ayAMTOPHBIM KOHTPOJIbHBIM paboTaM M BBIIOJHEHUS
JIOMAIITHUX 33JJaHHUi C KOHCYJIbTALUSMU MPETIOAaBATEIS.

KOHTpOJIbHLIe BOIIPOCHI M 3aIaHUMA IJIA MIPOBECACHUSA TEKYHIECro KOHTPOJIA

1. Hemm wu 3amaum 00pabOTKM U aHaANM3a MHIUIACHTOB O€30MacHOCTH B
UH(POPMALIMOHHBIX CHCTEMAX.

2. Yrpo3sl ”HPOPMALIMOHHONW O€30MaCHOCTH B COBPEMEHHBIX BBIYHCIUTEIBHBIX CETSX.

3. CoOpiTusi 6€30HaCHOCTH B BBIYMCIUTEIbHBIX CETSAX — KJIACCU(PHUKALMS, HNPUYUHBI
BO3HUKHOBEHUS, CPEJICTBA MOHUTOPUHTA M aHAJIN3A.

4. Texnonoruu c6opa M aHAIN3a COOBITHI B BEIYMCIUTEIILHBIX CETSX.

5. MHumpaeHt u codpiTie B MHMOPMALTMOHHON CHCTEME — CXOJICTBA U PA3IUYHUSL.

6. Cucremsl ympasneHuss uHImneHTaMd (SIM) U cHUCTeMBl yHpaBIeHUS COOBITHSIMHU
(SEM) — cxoxctBa u pasnuuus. HeoOxomumocts B wucnonb3oBaHuu SIEM-cucTembl Kak
KOMILIEKCHOTO PEIICHUSI.

7. OcHOBHbIE CTPYKTYpHBbIE KOMITOHEHTHI SIEM-cucremsl.

8. TIlaccuBHBIN U aKTHBHBII COOp COOBITHIT — MPEUMYIIECTBA U HEAOCTATKH KAKIOTO U3
CIOCO00B.

9. Hopmanmzarus u odorameHue COOBITHI — B 4eM HEOOXOUMOCTb.

10. Opranusanus xpaHeHus uHGopmanuu o coobTusax B SIEM-cucteme.

11. Koppemsusi codbiTnii kak riaBHas 3amada SIEM-cuctembr. OCHOBHBIE CITOCOOBI
KOPPEJALHH.

12. Ucnonw3oBanne SIEM kak nHCTpyMeHTa aHaIM3a WHIMIECHTOB B MH(POPMAITMOHHBIX
cucTeMax.

IIpumepsl NpaKTHYECKUX 3aJaHUH

1. Hacrpoiite cOop >XypHaJlOB C yKa3aHHOro cepBepa (Hampumep, Linux, Windows,
MapLIpyTH3aTop) WM cereBoro obopyaoBanus B SIEM-cuctemy. YkaxkuTe HEoOXOIUMbIe
napamertps! nojkiatouenus (IP-aapec, mopt, mpoToKoi), THII cCOOMPAEMBIX JKYpHAJIOB (HaIIpuMep,
CHCTEMHBIC >KYpHAIIbI, KypHAJIbl ayJquTa OE30MacHOCTH) W METOJI WX Meperadd (Harmpumep,
Syslog, Windows Event Forwarding), HactpoiiTe mnpaBuia pa3bopa KypHalIoB (eciu
HE00X0aMMO), U yOenuTech, 4To COOBITHS ycmemHo noctymatoT B SIEM u otoOpaxarorcst B
NaHeJI MOHUTOPHUHTA.

2. PaspaOotaiiTe mpaBmIIO KOPPEISIIUH UIsI 0OHAPYKEHUS ONPEACTICHHOTO THUTIA aTaku
WIN TOJIO3PUTENIBHOW aKTUBHOCTHU (HAaIpHMep, MHOXKECTBEHHbIE HEyJa4yHbIe MOMBITKA BXOJa B
cucreMy ¢ ogHoro IP-agpeca B TedeHHe KOPOTKOTO MEPHOIa BPEMEHH; TI0I03PUTEIBHBIN Tpaduk
K onpeneneHHoMy [P-aapecy; monsITKH J0CTyIa K KOHPHUISHIMAILHBIM (haitnaM (CIHcoK (aiinos
JIOJDKEH OBITh OINpENENeH) MOJb30BaTEIsIMM, Y KOTOPBIX HET IpaB AOCTyIa; OOHapy>KeHHe
BPEIOHOCHON aKTUBHOCTM Ha OCHOBE aHaJIM3a >KYPHAJIOB AHTUBUPYCA, MHTEIPUPOBAHHOTO C
SIEM). Vkaxure ycnoBus cpabaThiBaHUs TIpaBWia, JEHCTBHs, KOTOPBIC IOJKHBI OBITh
BBITIOJIHEHBI TIPH CpadaThIBaHUM (HaIpUMep, OTIpaBKa yBeAOMIIEHUs 1o email, 61okupoka IP-



ajzpeca, CO3/JaHue UHIIUJICHTA B CUCTEME YNPABIICHUS] MHIIMICHTAMH) U IPUOPUTET CO3aBAEMOT0
WHIUIECHTA. Bam MIPEOCTaBIICH HHIMJICHT, CTrE€HEPUPOBAHHBIN SIEM-cucteMoH.
[Tpoananu3upyiiTe neTany HHIHACHTA (3KypHAJIbI, YCIIOBUS cpabaThIBaHUS IPABHIIA KOPPEISAIUH ),
OTIPENICTUTE THUIT aTaKH, €€ HICTOYHUK U 11esd. [Ipennoxxure maru 11t JoKaIu3aluyd U YCTPaHCHUS
MMOCJICJICTBHI aTaKHU.



IIpunoxenne 2

OueHoYHBIE CpPeICTBA /AJs NPOBe/IeHUs] MPOMEKYTOUHOI aTTecTaluu

a) [lnannpyemble pe3y/ibTaThl 00yUeHNsI M OLIEHOYHbIE CPeICTBA VI NIPOBeAeHH s
MPOMEKYTOYHOM aTTeCTAUMHU

Koxa
HMHIUKA
TOpa

HNuauxkarop
JOCTHKEHUS
KOMIIETEHIIUH

OueHo4YHbIE CpecTBA

[1K-3 Criocoben aHanu3upoBaTh MPUYMHBI BOSHUKHOBEHHSI KOMIIBIOTEPHBIX WHIMIEHTOB:

— [TIK-3.1: Onpenenser NpuYUHY U YCIOBHS U3MEHEHHS IPOTPAMMHOTO 00ecriedeHus

— [IK-3.2: Onpenensier NpUHIMIIBI ASTEHHUS MPOTPAMMHOT0 00eCreYeHUs Ha TPYIIIbI, UX
cnienn(uIecKre CBOWCTBA U B3aUMOCBSI3b C KOMIIBIOTEPHON CHCTEMOM

— [IIK-3.3: [Iporao3upyet BO3MOXKHbIE ITYTH Pa3BUTUSA HOBBIX BUOB KOMIIBIOTEPHBIX
MPECTYIUICHUH, TPAaBOHAPYIIEHUI U UHIIUJCHTOB

IIK-3.1 | Onpenensier npuuuny | Teopernyeckune BOnpockl:
1 yCIOBHA HSMCHCHIA | (yoyopnple MOHATHS M APXUTEKTYPA:
TPOrpaMMHOT0 1. Yrto Takoe SIEM u kakue OCHOBHBIE 3aJaud OHa
obecrieueHus pemaet?
2. KimoueBbie kommoneHTHl SIEM-cucreMbl u  HX
GbyHKIUH.
3. B yem pasnuma wmexay SIEM u OOBIYHBIMH
crcTeMaMHM JOTMpOBaHuUs?
4. Kakue tumbel JaHHBIX HCHOIb3ytoTCs B SIEM-
cucTeMax JJs aHaiausa?
5. Kakue apxurekTypHble BapuaHThl pa3BEepTbIBaHUS
SIEM cymectByloT M B Y€M HX IPEUMYILECTBA H
HEeZ0CTaTKu?
IIpakTuyeckue 3aJaHuA:
3. Ucnonw3ys unTepdeiic SIEM, BBINOIHUTE MOMCK
KYPHAJIOB, COOTBETCTBYIOIUX OMNpPEIEIECHHBIM KPUTEPUIM
(HampuMmep, JKypHaJIbl OT KOHKPETHOTO TIOJIb30BaTeNs,
KYypHaJIbI, COJEpPIKAIINE OINPEACIEHHOE KIKYEBOE CIIOBO,
KYpHaJIbI 32  ONpEIENIEHHBI  NepuoJ  BPEMEHH).
OtdunpTpyiiTe pe3ynbTaThl MOUCKA, YTOOBI OTOOPA3UTH
TOJILKO HYXHYI0 HHQOPMAIHIO.
[IK-3.2 | Onpepensier DOYHKIHOHAJIBHOCTH U IPUMEHEHHE:
NPUHIUIBI  JICJICHUS 6. Kakx SIEM-cucrema momoraer B oOHapyXeHUH
IPOTPaAMMHOTO yrpo3 HHPOPMALMOHHOM Oe30macHoCTH?
obecreyeHust Ha 7. UYto Ttakoe mpasuia koppessiuu B SIEM u kak oHI
TPYIIITEI, nx | padorarot? IlpuBeaure npumep.
cneuupuyeckue 8. Tlpomecc pa3pabOTKM ¥ TECTHPOBAHUS MPABUI
CBOICTBA koppesuuu B SIEM.
B3aUMOCBSI3b c 9. Kak SIEM wucnonb3yercss sl pearupoBaHHsl Ha
KOMIIBIOTEPHON MHIMJICHTHI 0€30MacHOCTH.
CHUCTEMOM 10. Kakue otueTsl MoxkeT reHepupoBath SIEM 1 kakyio

MH(OPMAIIHUIO OHU MPEAOCTABIISIFOT?

11. Kakue npeumymectBa maet uHTerpanus SIEM c
npyrumu cuctemMamu OezomacHoctu (Hampumep, IDS/IPS,
AHTUBHUPYCHI)?




Kon Nupuxarop
HHIUKA TOCTHKEHH S OueHouHble cpecTBa
TOpa KOMIETEeHI[UH
IIpakTuyeckue 3a1aHusA:
4. Tlo maHHBIM WMHIUJEHTA, creHepupoBaHHOro SIEM,
MpOAHAJIM3UPYUTE:
— JleTanu MHUUACHTa (OMHCaHUE, KYypPHAIbI, YCIOBUS
cpabaTbIBaHUsI IPABUIIA).
—  3aJeiiCTBOBaHHBIC AKTHBBI (cepBepsl,
MOJIH30BATEIIN ).
—  TOTEHIMAIbHBIN yiiepo.
IIK-3.3 | IIpornosupyer Hacrpoiika u ynpaBjieHue:
BO3MOYKHBIE yTH 12. Kakue (akrtoppl HEOOXOJUMO YUUTHIBATh IPH
pa3BUTHS HOBBIX | BeIOOpe SIEM-cuctemsl jyist opranu3anuu?
BHUJIOB 13. Onumumre npornecc HacTpoiiku SIEM-cuctemsl amns
KOMITBIOTEPHBIX cOopa 1 aHaIM3a JaHHBIX U3 Pa3IMYHBIX HCTOYHHUKOB.
MPECTYIJICHUH, 14. Kakue TpeOoBaHUs MIPEABSIBISIOTCS K
npaBoHapymieHuii W | ”HQpacTpykType A passepThiBanus SIEM?
HHIUJICHTOB 15. Kak obecnieunts Macmradbupyemocts SIEM-
CUCTEMBI IpY YBEJIIMYEHUH 00beMa JaHHbBIX?
16. Kakyie MeTpUKHM UCHOJB3YIOTCS NS OLIEHKHU
s dextuBHocTu padotsl SIEM-cuctemsbi?
IIpakTuyeckue 3aJaHuA:
Hcnonp3ys BO3MOXKHOCTH Toucka u ¢uibTpanun SIEM,
oT(huIbTpyiTE:
— BCe COOBITHS, CBSI3aHHBIE C  KOHKPETHBIM
MOJTb30BATEIIEM 32 OTIPEIeIICHHBIN IEPHO]T BPEMEHH;
—  BCe COOBITHSA, CO/IEpIKaIllNE ONPEIENICHHYIO CTPOKY
(mammpumep, IP-agpec, ums gaiina).
— coOblTus 1o  TUnmy  (Hampumep,  COOBITHA
ayTeHTU(UKALUU, COOBITUS CO3aHMsl (PaiiyioB).
DKcnopTHpyHTe pe3ynbTarhl nmoucka B ¢opmar CSV unu
npyroii noguepxknuBaembiii SIEM ¢opmar.
[IK-4:  CnocoGeH  MpOBOJUTH  MHCTPYMEHTAJIbHBIH ~ MOHHUTOPHHI  3al[UIIEHHOCTH

KOMITIBIOTCPHBIX CUCTEM U ceTeH

- TIK-4.1:

HpI/IMeHﬂCT HHCTPYMCHTAJIbHBIC CPCACTBAa IPOBCACHUSA MOHUTOPUHIA

3aIMUIICHHOCTH KOMIIBIOTCPHBIX CUCTEM
— IIK-4.2: HpI/IMCHHCT MCTOJbI aHaJIn3a 3allIUIIICHHOCTU KOMIIBIOTCPHBIX CUCTCM U ceTei

[1K-4.1

IIpumensier
MHCTPYMEHTAJIbHBIE
CpencTBa IPOBEICHUS
MOHUTOPHHIA
3aIMILEHHOCTH
KOMIIBIOTEPHBIX
cucTeM

Teopernyeckune BONpochbl:

1. Yro Takoe Threat
ucnoius3yercs B SIEM?

2. Kakue MeToIbl MCTONB3YIOTCS UISI ONTHMHU3AIIH
npousBogutTenbHoCcTH  SIEM-cucrembl mpu  pabore ¢
0OJIBIIMMY 00BEMAaMU JaHHBIX?

3. Kak SIEM mnomoraer B BBINOJHEHHUU TPeOOBaHUI
perynsTopoB u ctangapto (Hanpumep, PCI DSS, GDPR)?

4. KaxoBel nepcnektuBbl pa3Butus SIEM-cucrem B
KOHTEKCTE COBPEMEHHBIX KHOEPYrpO3 U HOBBIX TEXHOJIOT MM
(Hanpumep, MalIMHHOE o0yueHwue, o01ayHbIe

Intelligence u kak oOHa




Kon Nupuxarop
HHANKA JOCTHKEeHUS OueHovHbIe cpeacTBa
TOpa KOMIIeTeHIIUH

BBIYUCIICHHUS)?

IIpakTuyeckue 3aJaHUA:

5. Ilpennoxure miaH AEHCTBUNA MO JIOKAJTW3AUU U
yCTpaHEHHIO MOCIEICTBUI HHIIMeHTa. BrirtounTe B
IJJaH  KOHKPETHBIE IIard, KOTOPBIE  MOXKHO
BBITIOJIHUTH ~ TpsAMo w3 uHTepdeiica SIEM

(mampumep,  OJOKUPOBKA  y4YETHOW  3aIUCH
rmosib3oBaress, gobaeineHue I[P-agpeca B depHbIH
CITUCOK).
[IK-4.2 | Ilpumensier metoanl | [IpakTnyeckune 3aJaHUA:
aHajisa Co3zpmaiite MOJB30BATENIbCKYIO TaHEIh MOHUTOPHHIA B
SAHMIICHHOCTH SIEM koropas oToOpakaeT KJIIOUYEBBIE ITOKa3aTeln
KOMITHIOTEPHBIX

0€30MaCHOCTH OpraHu3aluu:
— KOJIMYECTBO aKTUBHBIX MHIIUJCHTOB IO KATETOPHUSM;
— Ton-10 HauboJIee aKTUBHBIX UCTOUHUKOB yIPO3;
— CTAaTUCTUKY [0  HUCIHOJB30BAaHUIO  CETEBBIX
IIPOTOKOJIOB.
Hactpoiite rpaduku U BUIKETH JUIS  HArJISAHOTO
MIpeiCTaBIeHNs] HHPOPMAaIIUH.

CHUCTEM U CeTeU

B) Ilopsinok mpoBeneHHsi MPOMEKYTOYHOH aTTeCTAllMH, MOKA3aTeJad M KPUTEPHH
OlLICHUBAHMSA:

[IpomexxyTouHast aTTecTanusi MO JUCUUIUIMHE BKIIOYAET TEOPETUUYECKHUE BOIPOCHI,
MO3BOJIAIOIINE OLIEHUTh YPOBEHb YCBOCHUSI 00YYaIOIIMMUCS 3HAHUMN, U MPAKTUUYECKHUE 3aJlaHus,
BBISIBJISIFOIINE CTETIEHb COPMUPOBAHHOCTH YMEHUH U BIIaJIEHUH, TPOBOAUTCA B (popme IK3aMeHa.

OK3aMeH MO0 JaHHOM JUCHUIUIMHE TMPOBOJUTCS B KOMIIBIOTEPHOM Kjacce IO
HK3aMEHAIMOHHBIM OWJeTaM, KaXJblii W3 KOTOPBIX BKIIOYaeT | TeopeTudyeckuil Bompoc U 2
MIPaKTUYECKUX 3a/IaHMUSL.

Iloka3aTein M KpUTEPUH OLIEHMBAHUSA IK3aMeEHA:

— Ha OLIEHKY «OTJIMYHO» — 00yUaIoLUIiCcs JOJIKEeH MTOKa3aTh BBICOKUN YPOBEHb 3HAHUH He
TOJIKO Ha YPOBHE BOCIPOU3BENEHHS M OOBSICHEHHS MHPOPMALMHU, HO U HMHTEIUICKTyallbHbIE
HaBBIKU PELICHUS MpoOeM U 33a4, HaX0XKJIEHUS! YHUKAJIbHBIX OTBETOB K Mpo0jemMaM, OLIEHKU U
BBIHECEHUS KPUTHUUECKUX CYKICHUII;

— Ha OIIEHKY «XO0POII0» — O0YYAIOIINIICS JOJKEH MTOKa3aTh CPETHUM YPOBEHBb 3HAHUI HE
TOJIKO Ha YPOBHE BOCIPOU3BENEHHUS M OOBSICHEHHS MHPOPMALMHU, HO U HMHTEIUIEKTyallbHbIE
HaBBIKU pelIeHus MpoOJeM U 3aady;

— Ha OLEHKY «yAOBJIETBOPHUTEJIbHO» — OOYYAIOLIUIICS OJKEH IMOKa3aTh MOPOTrOBBIN
YpOBEHb 3HaHHMM Ha YPOBHE BOCIPOU3BEACHMSI U OOBSCHEHUS MH(OPMALMU, HABBIKU PEIICHUs
TUTIOBBIX 33714,

— Ha OLEHKY «HeyJI0BJIeTBOPUTEIbLHO» — O0YUaIOLIUIICs HE MOXKET IOKa3aTh 3HaHUS Ha
YPOBHE BOCHPOM3BEACHUS U OOBSICHEHUS MH(POPMALIMU, HE MOXKET MOKa3aTh HABBIKM PELICHUS
THIIOBBIX 33]a4.



