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JIMcT akTyajam3anuu padoyeil mporpamMmbl

Pabouast mporpamMma rnepecMoTpeHa, 00Cy>keHa 1 o00peHa s peanusaruu B 2026 - 2027
ydeOHOM oy Ha 3acefanuu kadenpel MubopmaTuku n nHGOpMamoHHON 0€30MacHOCTH

[Iporokonm ot 20 . Ne

3aB. kadeapoii I/I.I/I.fapaHKOBa

Pabouast mporpamMma nepecMoTpeHa, 00CykaeHa 1 o00peHa s peansaruu B 2027 - 2028
y4ueOHOM To/Ty Ha 3acenanuu kadenpel MubopmaTtuku n nHOOpMaIMOHHOM 6€30MaCHOCTH

[IpoTtokonm ot 20 . Ne
3aB. kadenpoii N.U. bapankoBa

Pabouast nporpamMma rnepecMoTpeHa, 00Cy KeHa 1 0J100peHa s peann3aiuu B 2028 - 2029
y4eOHOM roJly Ha 3aceqanuu kageapsl MHpopMaTHKK 1 HHPOPMAIIMOHHOW 0€301aCHOCTH

[Iporokom ot 20 1. Ne

3aB. xadenpoit I/I.I/I.fapaHKOBa

Pabouas nporpamMma rnepecMoTpeHa, 00CykaeHa u ojgo0peHa s peanusaruu B 2029 - 2030
yueOHOM roy Ha 3acefaHuu kapeapsl MHpopmaruku u nHGOpMaMOHHON OE30MaCHOCTH

[Iporokom ot 20 1. Ne

3aB. xadenpoit I/I.I/I.fapaHKOBa

Pabouas mporpamma nepecMoTpeHa, oocykieHa u ogoopena s peanusanuu B 2030 - 2031
y4eOHOM o1y Ha 3acenanuu Kadgeapsl HMudopmaTuku u nHGOpMaIMOHHON 6€30MaCHOCTH

IIporokom ot 20 . Ne
3aB. kadeapoii N.N. bapankosa

Pabouas nmporpamMma rnepecMoTpeHa, 00CykeHa 1 oo0peHa s peanm3arnuu B 2031 - 2032
yueOHOM rojy Ha 3acefanuu kadeapsl Mupopmartuku 1 nHpopMaMoHHOH 0€30MacHOCTH

[Iporokom ot 20 . Ne

3aB. xadenpoii I/I.I/I.fapaHKOBa




1 lesin ocBOCHUSA TUCHUTIIMHBI (MOYJIA)

HensmMu ocBoeHus: AUCHUIUIMHBL «lleHTECTHHT» (TECTHpOBaHHME HAa MPOHUKHOBEHUE)
3aKIIOYAOTCS B (OPMUPOBAHUU Y OOYYAIOIIMXCS 3HAHWUH, HABBIKOB M KOMIICTCHIIUH,
HEOOXOMUMBIX JUISl BBISIBICHUS W YCTPAHCHUS YS3BUMOCTEH B WH(GOPMAIMOHHBIX U
ABTOMATU3UPOBAHHBIX CUCTEMAaX; COCTABJICHUS METOJIUK TECTHUPOBAHUSI HA NMPOHUKHOBEHHE B
MH()OPMAIIMOHHBIX U aBTOMATHU3MPOBAHHBIX CUCTEMaX; MOJ00pa WHCTPYMEHTAIBHBIX CPEACTB
TECTHUPOBAHUS MH(DOPMAIIMOHHBIX U aBTOMATU3UPOBAHHBIX CHCTEM; COCTaBJICHHE MPOTOKOJIOB
TECTHPOBAHUS W OBIAJCHHE OOYYAIOIIMMUCSI HEOOXOIUMBIM H JIOCTATOYHBIM YPOBHEM
PO ECCHOHAIBHBIX KOMIICTCHIIMM B COOTBeTCTBHM ¢ TpeOoBanusmu OI'OC BO s
cnerranbHocTH 10.05.03 MHpOopManmonHas 6€30MacHOCTh aBTOMATU3HPOBAHHBIX CUCTEM.

2 MecTo JTUCUMILIMHBI (MOXYJIs]) B CTPYKTYpe 00pa30oBaTeibHOI MPOrpaMMbl

Juctummaa [IeHTecTHHT BXOJUT B 9acTh y4eOHOTo MiaHa (GopMupyemMyro
Y4aCTHUKaMH 00pa30BaTEIIbHBIX OTHOIICHU 00pa30BaTEIIbHON TIPOTPAMMBI.

JIist u3y4eHus TUCIUTUTMHBI HEOOXOIMMBI 3HAHUS (YMEHHUS, BIIAJICHIS ),
c(hOpMHUPOBAHHEIC B PE3YJIBTATE U3YUCHUS JUCIUILTNH/ TIPAKTHK:

Opranuzanus 9BM U BBIYHCIUTENBHBIX CUCTEM

Cetu u cuCTEeMEI TIepeaadn HHPOPMaITUU

[TporpaMMHo-arnapaTHbeie cpeAcTBa odecrneyeHus: HHPOPMAIIHOHHON 0€30MacHOCTH

be3zomnacHocTh cuctem 0a3 TaHHBIX

bezonacHocts cereit O9BM

Pa3paboTka cuctem 3amuThl HHPOPMAIIMK aBTOMAaTH3UPOBAHHBIX CUCTEM

3uanus (yMEHHUS, BIAJICHUS), IOTYICHHBIE TIPY U3yYCHUHU JAHHON JTUCIIUTUTHHBI
OyIyT HEOOXOUMBI JIS U3YUYCHHSI TUCITUTUINH/TIPAKTHK:

Ob6ecnieuenne HHPOPMAITMOHHON 0€30MaCHOCTH KPUTHUECKON HHPOPMAIIHOHHOM
UH(QpaCTpyKTypoit

Pa3zpaboTka u dKcIUTyaTauss aBTOMAaTHU3HPOBAHHBIX CHCTEM B 3aIMIICHHOM
WCTIOJTHEHU T

dopeH3uka

[Ipou3BoaCTBEHHAS - HAYYHO-UCCIEI0BAaTENbCKas paboTa

[TpousBoaCcTBEHHAS - IPEATUIUIOMHAS MPAKTUKA

3 Komnerenunu o0y4amomerocsi, popmupyembie B pe3y/ibTaTe 0CBOCHHUSA

AUCHUILNIMHBI (MOLYJIS) M INIAHMPYeMbIe pe3yJIbTaThbl 00y4eHust

B pesynbrare ocBoeHust AucuUIUIMHEbL (Moayssl) «lleHTecTunry obyvarommuiics
JIOJKEH 00J1a1aTh CleyOIUMH KOMITETEHIUSIMU:

KO,Z[ HHAUKATOpa I/IHIII/IKaTOp JOCTHIKCHUA KOMIICTCHIINN

[TIK-6 Cnocoben npoBOIUTh aHATIN3 CTPYKTYPHBIX M (PYHKIIMOHATBHBIX CXEM 3aIIUIIEHHBIX
aBTOMATHU3HPOBAHHBIX HHPOPMAIIMOHHBIX CUCTEM C II€JIbIO BBISBJIECHUS OTEHIIUAIBHBIX
ySI3BUMOCTEN HHPOPMAIIMOHHOM 0€30MaCHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM

ITK-6.1 [TpoBoaWT aHaIM3 CTPYKTYPHBIX U (PYHKIIMOHATBHBIX CXEM
3aIUIICHHBIX aBTOMATU3UPOBAHHBIX HHPOPMAITHOHHBIX CUCTEM C
EJTbIO BBISIBIICHUS TOTEHIIUATBHBIX YA3BUMOCTEH HHPOPMAITOHHOMA




0e30IacHOCTH ABTOMAaTHU3HUPOBAHHbLIX CUCTEM

I1K-6.2 BrIsiBIsIeT yA3BUMOCTH MH(GOPMAITMOHHO-TEXHOJIIOTHIECKUX PECYPCOB
ABTOMATH3UPOBAHHBIX CHCTEM

I1K-6.3 BrIsBIISIET OCHOBHBIE YTPO3bI 0€3011aCHOCTH MH(OPMAITIH B
ABTOMATH3UPOBAHHBIX CHCTEMaX

[1K-6.4 CocTtaBisieT mpOTOKOJIBI TECTUPOBAHUS CHCTEM 3aIUThl HH()OpMAIHH

ABTOMATHU3WPOBAHHBIX CUCTEM




4. CTpyKkTypa, 00bEM U coepkaHue TUCHUILINHBI (MOLYJIs1)

OO0mmas TpyJ0€MKOCTh JUCIUIUIMHBI COCTABISIET 4 3a4eTHHIX eNUHMI] 144 akaja. 4acoB, B TOM

YHUCIIE:

— KOHTakTHas padota — 103,8 akaj. 4yacos:
—ayaurtopHas — 102 akaj. 4acos;

— BHeayauTopHas — 1,8 akaj. 4acos;

— camocTosTenbHas padota — 40,2 akaj. 4acos;

— B (hopme npakTudecKoi moarotroBku — 0 akas. Jac;

<DopMa arrecraguu - 3a4€T

AynutopHas
KOHTakTHas paboTa
(B akaj. yacax) Bun
CaMOCTOSITEIILHOU

paboThI

Paznen/ rema
JACLUATIIAHBL

Cemectp

1ab. | mpakT.
3aH. 3aH.

Jlek.

CamMmocrogreabHas
paboTta cTymeHTa

dopma TeKyIIero
KOHTPOJIS
YCIIEBa€MOCTH U
TIPOMEXYTOTHOM
aTTeCTaluu

Kon
KOMIICTCHIIHH

1. DTHYHBIA XaKUHT

MTOUCK
JIOTIOJTHUTENIbHON
HHPOPMAIHH 10

3alaHHON TeMe
(pabota ¢
6ubnunorpaduyec
KUM
1.1 IlonaTue nenrecra. 4 441 6 MaTepUanaMy,
Buns! nenrecra. CIPaBOYHHUKAMH,
KaTaJIoraMH,
CJIOBApSIMH,
SHIMKIIONEIUAMHI
); IOATOTOBKA K
AKP,
TECTHPOBAHMUIO,
3a4ery.

TECTUPOBAHME,
AKP, 3amura pabot

I1K-6.1, I1K-
6.2, I1IK-6.3,
[1K-6.4

MTOUCK
JIOTIOTHUTENBHOMN
uHpopMaIHK 10

3a/laHHOM Teme
(pabora ¢
6ubnnorpaguuec
KAM
MaTepHajIaMHu,
CIpaBOYHHUKAMH,
KaTaJIoOTaMH,
CJIOBApSIMH,
SHIMKJIIONEIUAMHU
); TOATOTOBKA K
AKP,
TECTUPOBAHHIO,
3a4ery.

10

1.2 TIporpamms! Bug
Bounty. ITpuHImns! u
w1aTGopMbI IS 6 5/51 4
B3aHMOJICHCTBUS XaKepPOB U
KOMITaHUH.

TECTUPOBAHME,
AKP, 3amura padot

TK-6.1, TIK-
6.2, TIK-6.3,
TK-6.4

1.3 UnctpymeHTapuii st 6 20/14,8 6 MTOUCK
MEHTECTUHTA. n JIOTIOJTHUTEIILHOM

TECTHPOBaHKE,
AKP, 3amura

IK-6.1, IK-
6.2, I1IK-6.3,




“HGOPMALIUH T10
3aJIaHHOU TeMe
(pabota ¢
oubnuorpagpuiec
KUM
Marepuagami,
CIpPaBOYHHUKAMH,
KaTaJoramH,
CJIOBapsIMH,
SHIUKIIOTIE TUSMU
); TOATOTOBKA K
AKP,
TECTUPOBAHUIO,
3a4ery.

pabor

IK-6.4

HWroro no pazneny

16

29/23,8
148

16

2. TectupoBaHue Ha
MIPOHUKHOBEHHUE (IEHTECTHHT)

2.1 AKTUBHEIN aHaM3
CHUCTEMBI Ha HaJIU4ue
YS3BHUMOCTEH.

13

MTOMCK
JIOTIOJTHUTEIILHOM
UH(pOPMAIUH T10
3aJaHHOH TeMe
(pabota ¢
oubnuorpagpuec
KUM
MaTepHuaJaMH,
CIPaBOYHHUKAMH,
KaTaJoramu,
CIIOBapsAMH,
SHIMKIJIOEIUIMHA
); TOATOTOBKA K
AKP,
TECTHPOBAHHIO,
3aueTy.

TECTHPOBAHUE,
AKP, 3amura padot

IK-6.1, IIK-
6.2, IIK-6.3,
IK-6.4

2.2 AHanu3a ceTeBoro
TpaduKa 17151 BBISIBICHHS
BO3MOJKHBIX yTE€UYEK JaHHBIX.

10

12

TIOUCK
JOTIOJTHUTENBHOM
UH(OPMAIHH 10
3aJlaHHOM Teme
(pabota ¢
oubnuorpagpuiec
KUM
Marepuagam,
CNIPaBOYHHUKAMH,
KaTaJoramMH,
CIIOBapsIMH,
SHIUKIIOTIE TUSIMU
); MOATOTOBKA K
AKP,
TECTUPOBAHUIO,
3avery.

TECTUPOBAHME,
AKP, 3amuta pabot

TK-6.1, TIK-
6.2, TIK-6.3,
TK-6.4

2.3 CraTnueckuii aHaIu3
KOZa JJIs BBISIBIICHUS
MTOTEHIMAIBHBIX OIINOOK,
YA3BUMOCTEH U HApyLIEHUH
TIPaBUJ KOAUPOBAHHUS.

14

10,2

MTOUCK
JIOTIOJTHUTENILHON
“HGOPMALIUH T10
3aJJaHHON TEeME
(pabora c
oubnuorpagpuiec
KHUM
MaTepHaIaMu,
CIPaBOYHHUKAMHU,
KaTaJoramMH,
CIIOBapsMH,
SHIMKJIIONEIUAM

TECTUPOBAHME,
AKP, 3amura padot

I1K-6.1, IIK-
6.2, IIK-6.3,
IK-6.4




I/I); IOAT0OTOBKA K

AKP,
TECTUPOBAHHIO,
3avery.
Hroro no paszzeiy 18 39 24,2
HWroro 3a cemectp 34 68/513’8 40,2 3a4ET
Hroro o aucumruinHe 34 68/23.8 40,2 3a4eT

)48




5 Ob6pa3oBaTe/ibHbIEe TEXHOJIOTUH

Jis peanu3anuu npeaycMOTPEHHBIX BUJIOB yUeOHOM paboThl B KaUecTBE
00pa3oBaTEeNbHBIX TEXHOJIOTUH B IMPENOJAaBaHUM TUCIHUIUIMHBI «[I€eHTeCTHHr» UCIONB3YIOTCS
TpaTUIIOHHAS U
MOJTyJIbHO-KOMITETEHTHOCTHAS! TEXHOJIOTHH.

Peanu3zanust KOMIIETEHTHOCTHOTO TIOJIX0/1a IPEAYCMaTPUBACT MCIIOJIb30BaHUE B
y4eOHOM IPOIIECCEe AKTUBHBIX U MHTEPAKTHBHBIX ()OPM MPOBEICHUS 3aHATHI B COUCTAHUU C
BHEAYJMTOPHOU pabOTOM C 1eTbI0 (POPMHUPOBAHUS M PA3BUTHS MPO(ECCHOHATHLHBIX HABBIKOB
oOydJaronuxcs.

[Tpu npoBeeHNH y4eOHBIX 3aHATHIA MPEIoIaBaTeb 00ECIIEUNBaCT Pa3BUTHE Y
00y4YaroIuXxcs HABBIKOB KOMaHTHON paOOThl, MEXJIMYHOCTHOH KOMMYHUKAITUH, TIPUHSTHSI
PEIICHHIA, JIUJEPCKUX KaYeCTB TOCPEICTBOM IPOBEICHUSI HHTEPAKTUBHBIX JICKITUH,
TPYIIIOBBIX TUCKYCCHUH, POJIEBBIX UT'P, TPEHUHTOB, aHAJIN3a CUTYAIlU , y4eTa 0COOCHHOCTEH
poeCCHOHATILHOM JIEATEILHOCTH BBIITYCKHUKOB M OTpeOHOCTEl paboTomareei.

6 YueOHO-MeTOAMYECKOE 00ecrieyeHre CAMOCTOATEeIbHOM PadoThl 00y4ar0IIMXCH

[IpencraBieHo B npusaoxeHuu 1.

7 OueHO4YHBbIE CPECTBA VISl IPOBEIeHUsI IPOMEKYTOUHOM aTTeCTAIlUN
[IpencraBieHsl B IPUIOKEHUU 2.

8 YuedHO-MeTOANYECKOE U HH(POPMAIIHOHHOE 00ecTeYyeHne TUCIHIIHHbI

a) OcHoBHas JMTEpaTypa:

1. Baykos, A. A. 3amura uapopmaiuu : yaeoHoe mocobue s By308 /

A. A. BHykoB. — 3-¢ u31., nepepad. u qon. — Mocksa : M3narensctBo FOpaiit, 2020. —
161 c. — (Bricmiee obpazoBanue). — ISBN 978-5-534-07248-8. — Tekcr : 2neKTpOHHBIH //
OBC HOpaiir [caiit]. — URL: https://urait.ru/bcode/422772(nara obpamienuns: 31.01.2025).

2. Kazapun, O. B. HazaexxHocTh 1 6€301MacHOCTh IPOTPAMMHOTO O0ECTICUeHHS
yuebHoe mocobue st OakanaBpuara u maructparypsl / O. B. Kazapun,

. b. llly6unckuii. — Mocksa : U3natensctBo FOpaiit, 2019. — 342 ¢. — (bakanasp u
maructp. Moayns). — ISBN 978-5-534-05142-1. — Tekcr : anexktponHsbii // 3BC Fpaiit
[caiiT]. — URL: https://urait.ru/bcode/441287 (nara oopamenus: 31.01.2025).

3. Kazapun, O. B. TlporpammHo-anmnapaTHbIe Cpe/ICTBa 3alIUThl HHGOPMAIUH.
3amuTa mporpaMMHOro obecredeHus : y4eOHUK U TpakTUKyM it By3oB / O. B. Kazapun,
A. C. 3ababypun. — Mocksa : I3garenscTtBo FOpaiit, 2019. — 312 c. — (Crnenmanucr). —
ISBN 978-5-9916-9043-0. — Texkcr : anextponusiii // IbBC FOpaiit [caiiT]. — URL:
https://urait.ru/bcode/437163 (nara obpamenus: 31.01.2025).

0) /lomoJiHUTeIbHAS JINTEpaTypa:

1. Buykos, A. A. 3amura nHpopMauu B 0aHKOBCKHX CHUCTEMax : yuyeOHoe nmocolue
JUTs OakajaBpuarta M MarucTparypsl / A. A. BHykoB. — 2-e u3., Hcrp. u 1011 — MOCKBa :
NznarensctBo FOpaiit, 2018. — 246 ¢. — (bakanaBp u Maructp. AkaleMUIecKui Kypc). —
ISBN 978-5-534-01679-6. — Texkcr : anexktponusiii // ObBC FOpaiit [caiiT]. — URL:
https://urait.ru/bcode/414083 (nara obpamenus: 31.01.2025).

2. 3ammTa uHpopmaruu : yueo. mocoodue / A.Il. XKyk, E.IT. XKyk, O.M. Jlenemkus,
A.WN. TumomkuH. - 3-¢ u3f. - Mocksa : PUOP: UHOPA-M, 2019. - 400 c. - (Bricuiee
obpazosanue). - DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-16-106478-8. - TekcT :
anektpoHHbId. - URL: https://new.znanium.com/catalog/product/1018901 (mara obparieHus:
31.01.2025)

3. bproxomurkuii, FO. A. MckyccTBeHHBIE MIMMYHHBIE CUCTEMBI B HH(OPMAIIHOHHOMN



6e3onacHocTH : yueObHoe mocodue / HO. A. bproxomunkuii ; FOxubIN dhenepanbHbIi
yHUBepcuTeT. - PoctoB-Ha-Jlony ; Taranpor : U3gatensctBo KOxkHOTO dheaepanbHOro
yHuBepcuteta, 2019. - 147 ¢. - ISBN 978-5-9275-3212-4. - Tekcr : anexktpoHHsbii. - URL:
https://new.znanium.com/catalog/product/1088177 (narta oopamenus: 31.01.2025)

4. CereBas 3amurta uHbopManuu. JJabopatopHbslil IPakKTUKYM : yueOHOe mocooue
[mns By3oB] / JI. H. Masuun, . U. bapankosa, Y. B. Muxaiinosa, M. B. Adanaceesa ;
MaruauToropckuii roc. Texuuueckuid yu-T um. I'. 1. HocoBa. - Maruuroropck : MI'TY um. I
H. Hocosa, 2019. - 1 CD-ROM. - 3aru. ¢ Tutyi. skpana. - URL:
https://host.megaprolib.net/MP0109/Download/MObject/2400. - ISBN 978-5-9967-1605-0. -
Tekcr : anekTpoHHbII* (maTa oopamenus: 31.01.2025).

4. Pa3BepThIBaHUE U HACTPOMKA BUPTYAIBHBIX CETEH : yueOHOe rmocodue [t By30B] /
[coct.: B. B. bapankos, 1. U. bapankosa, Y. B. Muxaiinosa, O. b. Kanyruna] ; MI'TVY. -
Maruutoropek : MI'TV, 2019. - 1 anekrpon. onr. auck (CD-ROM). - URL:
https://host.megaprolib.net/MP0109/Download/MObject/2388. - ISBN 978-5-9967-1305-9. -
Tekcr : amekTpoHHbIH (Hata oOpamenus: 31.01.2025).

5. ApxuTekTypa U NpUHIUIBI paOOTHl BEIUMCIUTEIBHBIX CUCTEM : yueOHOe mocobue
[nns By30B] / B. B. bapankos, 1. 1. bapankosa, M. B. Konosanos, M. B. Adanacsesa ;
Marnutoropckuii roc. Texuuueckuid yH-T uM. ['. 1. HocoBa. - Maruutoropck : MI'TY um. T
W. Hocoga, 2019. - 1 CD-ROM. - 3arn. ¢ tutyn. 3xpana. - URL:
https://host.megaprolib.net/MP0109/Download/MObject/2495. - ISBN 978-5-9967-1306-6. -
Tekcr : amekTpoHHbIH (Hata oOpamenus: 31.01.2025).

6. Mazuun /J[. H. AnMuHucTpupoBaHHe KOMITBIOTEPHBIX ceTell : yueObHoe mocobue
[nns By30B] / [I. H. Masuun, FO. A. Ma3uauna. - Marautoropck : MI'TY um. I'. WM. Hocosa,
2023. - 1 CD-ROM. - 3arux. ¢ Tuty:n. skpana. - URL:
https://host.megaprolib.net/MP0109/Download/MObject/21027. - ISBN 978-5-9967-2906-7.
- TexcT : areKTpoHHbIH (HaTta obpamienus: 31.01.2025).

B) MeToanueckue yKazaHusi:
MeTtoudeckue yka3aHUs 110 BHIMOJTHCHUIO BHEAYAUTOPHBIX CAMOCTOSTEIBHBIX PabOT
no gucturumae «Ilenrectunr» (Ilpunoxenwne 3).

r) [lporpammuoe odecnieuenne u UnTepHeT-pecypcehi:

IIporpamMHoe obecnevyenue

Haumenosanue .
1o Ne norosopa Cpoxk neicTBUS TUIICH3UH

MS Office 20071y, 135 o1 17.09.2007 GeccpouHo
Professional
7Zip cB00OTHO pacnpocTpansemoe [10 0eCcCpovHO
Adobe Reader cB00OHO pacnpocTpansemoe 10 6eccpouHO
Bpaysep Mozilla
Firefox cB00OOIHO pacnpocTpansemoe [10 0eccpovHO
Bpaysep Yandex |[cBoGoaHo pacnpoctpansemoe [1O 0eCcCpovHO
FAR Manager cB000HO pacmpoctpansemoe [10 06eccpouHO

IIpogeccnonanbubie 62361 JAHHBIX U MHPOPMALMOHHbIE CIIPABOYHbIE CHCTEMBbI

HasBanmne Kypca Cchlka

DJekTpoHHas 0a3a nepuoauuecKkux u3nanuii East View i .
Information Services, OOO «MBUC» hitps://dlib.eastview.com/




HanmonansHas nHpopMannoHHO-aHATUTHYECKAS
cucrtema — Poccuiickuii MHIEKC HAyYHOTO LIMTUPOBAHUS
(PVIHIT)

URL:
https://elibrary.ru/project_risc.
asp

denepanbHOE TOCYIAPCTBEHHOE OI0OIKETHOE
yupexaenue «denepanbHblii HHCTUTYT
MIPOMBIIIIICHHOW COOCTBEHHOCTHY

URL.: http://www1.fips.ru/

MesxnyHapoaHas pedepaTuBHAs U TTOJTHOTEKCTOBAS
cripaBoyHast 0a3a TaHHBIX HAYYHBIX W3MaHHUN «Springer
Nature»

https://www.nature.com/sitein
dex

denepanbHbIil 00pa30BaTEIbHBIN MOPTAT — DKOHOMHMKA.

Conuonorusa. MeHe»KMEHT

http://ecsocman.hse.ru/

DnekTpoHHBIe pecypcebl onbmuoreku MI'TY um. I'.1.
HocoBa

https://host.megaprolib.net/M
P0109/Web

Poccuiickas ['ocynapcrBennas oubnuoreka. Karamoru

https://www.rsl.ru/ru/4readers
/catalogues/

Nudopmanmonnas cucrema - HopmaTuBHbIE IPaBOBEIC
aKThI, OPTAaHU3AIMOHHO-PACTIOPS AUTEIbLHBIC
JIOKYMEHTBI, HOPMAaTHBHBIE U METOJIUUCCKHUE
JIOKYMEHTBI U MOJATOTOBJICHHBIC TPOCKTHI JIOKYMEHTOB
o Texauueckoi 3amure nHpopmanuu PCTIK Poccun

https://fstec.ru/tekhnicheskaya
-zashchita-
informatsii/dokumenty-tzi?
ysclid=lujknksfy724757053

WNudopmanmonnas cucrema - baHK JaHHBIX yrpo3
6e3omacnoctu unpopmannu PCTIK Poccun

https://bdu.fstec.ru/?
ysclid=lujkgy7cnw630508962

9 MaTepuajibHO-TEXHHYECKOE o0ecreuyeHne JUCHUILINHbI (MOIYJIA)

MatepuanbHO-TEXHUYECKOE 00ecTIedeHHEe TUCITUIINHBI BKITIOYAET:
Jlexunonnas ayaurtopus (ayn. 2124, aya. 226, aya. 365, ayn. 388 u 1.1.)-

Ku6epnonuron «MagTech Cyberlaby, ayx. 2113

MynbTuMeauiiHbIE CpEACTBa XpaHEHUs, Iepeadn U IpeCTaBlIeHus: HHPOpMauu

Kommnbrorepnsiii kinace (aya. 372, ayn. 245, ayn. 247, aya. 144, ayn. 142 u T.1.) -

[Tepconanbubie komnbroTephl ¢ [10 U BbIX010M B IHTEpHET U JOCTYIIOM B 3JIEKTPOHHYIO
MH(POPMALMOHHO-00pa30BATENbHYI0 CPEly YHUBEPCUTETA.

Ayautopust JUisl CaMOCTOSITEIbHON pabOThI UWTaNIbHbIE 3a1bl OUOIMOTEKH, ayy 132a -
ITepconanbubie komnbroTephl ¢ [10 U BbIX010M B IHTEpHET U JOCTYIIOM B 3JIEKTPOHHYIO
MH(POPMALMOHHO-00pa30BATENbHYI0 CPEly YHUBEPCUTETA.



MMPUJIOKEHUE 1

YYEBHO-METOJUYECKOE OBECIIEYEHUME CAMOCTOSITEJIbHOM PABOTbI
OBYYAIOIUXCS

ITo aucrumuiuae «I[IeHTECTHHT» MPeIyCMOTPEeHA ayJAUTOPHAsS M BHEAYJAMTOpPHAsS CaMOCTOSTEIbHAS
paboTa 00yJaroIuXCS.

BHeaynuTopHasi caMOCTOSTENbHAs paboTa OOYYarOmMXCS OCYIIECTBISIETCS B BHIC H3y4YCHHUS
JUTEPATYPHl MO COOTBETCTBYIOIIEMY pa3/iely ¢ MPopabOTKOW Marepuana; BBIOTHCHHS JOMAITHUX
3aJ[aHni, TOATOTOBKH K ayJAWTOPHBIM KOHTPOJBHBIM pabOoTaM W BBIMOJHEHHS JOMAIIHUX 3adaHU# C
KOHCYJIbTAIASMH TIPETIOIABATEIIS.

prvzeprle 3adaHua u 80onpocos no memam:

IlepeueHs KOHTPOJIHHBIX BOIPOCOB:

CoNoOA~WNE

10.

11.
12.

3aK0HO/IaTeILHO-TIPABOBBIC OCHOBBI IIEHTECTA

OyHKIMOHATBHBIE TPEOOBaHUS O€30MACHOCTH

TpebGoBanust 1oBepus K 0€30IMaCHOCTH

MeTtoaonoruu neHTecTa

DTarnbl TECTUPOBAHUS HA IPOHUKHOBEHHUE

Mexaynapoansie crannaptsel (OSSTMM, PTES, NIST SP 800-115)
Knaccudukanuu ysszsumocreii (CVE, CVSS)

[Mpunmuns stnanoro xakuara (White Hat Hacking)

3uanus, Heobxoaumble s caaun sk3amenoB CEH (Certified Ethical Hacker), OSCP
(Offensive Security Certified Professional) u ap.

Metonst B3ntoma u 3amuThl (SQL-unbekun, XSS, CSRF, skcruyatammst OC u ceTeBbIX
CEPBHUCOB).

Kak ncroneszoBate MITRE ATT&CK B meHTecTe?

Wuctpymentst ans padotsl ¢ MITRE ATT&CK



MMPUJIOKEHUE 2

OIIEHOYHBIE CPEJICTBA U1 ITIPOBEJAEHUS TIPOMEXYTOYHOMN ATTECTAIIAU

a) lInanupyemoie pezynvmamsl 00yueHusA U OYeHOUHBIE CPEOCMEA 01 RPOGEOEHUA

npomeafcymoqnoﬂ ammecmayuu:

CTpyKTYpHBIii
3J1eMeHT

KOMIETCHIINH

ILnanupyemsle
pe3yJbTaThl 00y4eHusl

OueHo4HBIE CpPeACTBA

[TK-6 CriocoOeH npoBOIUTH aHAIHU3 CTPYKTYPHBIX U (DYHKIIMOHATBHBIX CXEM 3alUIIEHHBIX
ABTOMATU3UPOBAHHBIX MH()OPMAIIMOHHBIX CUCTEM C LIEJTBIO BBISBICHUS MOTCHIIMATBHBIX
yS3BUMOCTEH MHPOPMAITMOHHOM 0€301TaCHOCTH aBTOMATH3UPOBAHHBIX CUCTEM

[IK- | — IIpoBoauT aHanus3 Bomnpocs! k 3auety
6.1 | CTPYKTYpHBIX H 1. 3axkoHOZAaTENbHO-TIPABOBBIC OCHOBBI ICHTECTA
(YHKIHOHAIBHBIX 2. OyHKIMOHAIBHEIC TPeOOBaHUS O€30MMACHOCTH
CXEM 3aIUIIEHHBIX 3. TpeboBanus noBepus K O€30IaCHOCTH
ABTOMATH3UPOBAHHBIX g Ig/[eToz[onomn TeHTecTa
. Tarbl TECTHPOBAHUSI HA MPOHUKHOBEHHE
MH(OpMAIHOHHLIX 6. Menc;[yHapoLEJLIe CTaHnaprH (OSSTMM, PTES, NIST SP
CHCTEM C LENBIO 800-115)
BBIABJICHHS 7. Knaccuduxamun yszeumocrteit (CVE, CVSS)
HOTCHIHAIBHBIX 8.  Ilpunnumnsl sTuunoro xakuara (White Hat Hacking)
YS3BUMOCTEH 9. 3Hnanwus, HeoOxoauMbIe Mg caaun sk3ameHoB CEH (Certified
MH(POPMAMOHHOM Ethical Hacker), OSCP (Offensive Security Certified Professional) u
0€301acHOCTH ap.
aBToMaTH3upoBaHHbIX | 10. Meroxsl B3noma u 3amuthl (SQL-unbekuun, XSS, CSRF,
CHCTEM skcrutyararust OC u CeTEeBbIX CEPBUCOB).
11. Kaxk ucnomnp3oBate MITRE ATT&CK B nenrecte?
12. Wnctpyments! s padotsl ¢ MITRE ATT&CK
I[IK- | BreigBuser 3agaHus:
6.2 YS3BUMOCTH 1. TlpoBecTH TECTUPOBAHHE MEXaHU3MOB (WMIIBTPAIIMU JAHHBIX U
MH(OPMAIIMOHHO-TEXH |TPAHCIIIINN apecoB
OJIOTHYUECKIX 2. TIpoBecTH TECTUPOBAHUE MEXAHU3MOB WACHTH(QHUKAINK U
pecypcoB ayTeHTU(UKAIMN aIMUHHCTPATOPOB
ABTOMATH3MPOBAHHBIX 3. TIpoBecTH TeCTUPOBAHHE MEXAHU3MOB KOHTPOILS LIENIOCTHOCTH
CHCTEM 4. TlpoBecTH TECTHPOBaHWE AHTUBHPYCHOM 3aIUTHI o
5. Tlpumenenue uactpyMenToB s nentectunra (Kali Linux,
Metasploit, Burp Suite, Nmap, Wireshark u mp.).
[IK- | BoisaBisieT OCHOBHBIE 3aganus
6.3 | yrpossl 6e3omacHoct | 1. IIpoBectu recTupoBaHMM Ha IPOHHKHOBEHHE Ha
MHPOPMALIHH B kubepnonurone «MagTech Cyberlaby
ABTOMATH3HPOBAHHBIX 2. llpoBectn MozenupoBaHKE IEHCTBUN KUOEPIIPECTYTHUKOB
CHCTEMAX 3. TlpoBectu aymuT 6€30MACHOCTH CETEH, CHCTEM, TIPUIIOKEHHH,
(hm3nueckoif 6e30macHOCTH.
4. Tlposectu ayauT Ge3onacHOCcTH BeO-nipuioskerns U API.
IIK- | CocraBnser Bompocs! k 3auery
6.4 | MPOTOKOJIEI 1.  Crpykrypa npoTOKOIa NeHTecTa

TCCTUPOBAHUA CUCTCM
3aImuThl HHGHOPMAITUH
ABTOMAaTU3UPOBAHHBIX
CHCTEM

2. Cranpmaptel nentecta (PTES, OWASP, NIST).

Samanus

1. CocTaBuTb IIaH ¥ MOSCHATH ATAIBI TECTUPOBAHUS
JMCKPELOHHOTO TIPHHIIAIIA KOHTPOJIS JOCTYTIa




2. CocTaBHTb IUIaH U HOSICHUTH 3TAIlbl TECCTUPOBAHUS
MaHIaTHOTO MPUHIIAIIA KOHTPOJIS TOCTyIIa

3. CocTaBUTH IUIaH U MOSCHUTH 3TAIbl TECTUPOBAHUS
MEXaHU3MOB OYHCTKH IIaMATH

4. CocTaBuTb IUIaH U MOSICHUTH 3TAITbl TECTUPOBAHHS
MEXaHU3MOB U30JIALIUN MOJTYJICH

5. CocTaBHTb IUIaH U HOSICHUTH 3TAIlbl TECTUPOBAHUS
MEXaHN3MOB UICHTU(UKAINN U ayTeHTU(DUKAITIN CYOBEKTOB
JocTyna

6.  CocTaBUTH IUIaH U TOSCHUTH 3TAIbl TECTUPOBAHUS
MEXaHU3MOB KOHTPOJIS IIETIOCTHOCTH

7. CocTaBWTH IUIaH U TOSCHUTH 3TAIbl TECTUPOBAHUS
WCTIIBITAHUI MEXKCETEBBIX IKPAHOB

8.  CocTaBHTH OTYET O TECTUPOBAHUH HA IPOHHUKHOBEHHE

0) Ilopsaooxk npoeedenus nPOMeNHCYmouHOoU ammecmayiu, NOKa3ameiu u Kpumepuu OUeHueanus:

ITpomexxyTouHast aTTECTaLUs 110 JUCLUIUIMHE BKIIFOYAET TECOPETUUECKUE BOIPOCH U MMPAKTHYECKHE
3aJlaHusl, TO3BOJISIOIINE OIICHUTH YPOBEHB YCBOCHHSI 00yUarOIIMMUCS 3HAHUM, U BBISBISIFOIIUE CTETICHB
c(hOpMHUPOBAaHHOCTH YMEHHUH U BIIaJCHHUH, IPOBOAUTCS B (hopMe 3adeTa.

Ilokazamenu u Kpumepuu OueHu6eanus 3auema:

— Ha OLIEHKY «3a4YTeHO0» — 00yJaromuiics JOJKEeH I0Ka3aTh IOPOroBbIi ypOBEHb 3HAHUI HA YPOBHE
BOCIIPOU3BE/ICHUS U 00BICHEHUSI HH()OPMAIINY, HABBIKY PEIICHUS TUTIOBBIX 3a]1ay;

— Ha OLCHKY «HE€ 3aYTECHO» — 06yan0H11/1171c51 HE MOXKCT IMOKAa3aTh 3HaHUs Ha YPOBHC BOCIIPOU3BCACHU U
00BbsICHEHMS I/IH(I)OpMaHI/II/I, HE MOXKCT ITIOKa3aTb HABBIKU PCIICHUSA TUIIOBBIX 3a1a4.




MMPUJIOKEHUE 3
METOANYECKHNE YKA3AHUA
[1O BBITOJIHEHMIO JIABOPATOPHBIX PABOT

PekoMenganuu HarmpaBiieHbl Ha OKa3aHUE METOJMYECKON MOMOINM OO0ydYaromuMcs Tpu
BBITNIOJTHEHUH JJa00PAaTOPHBIX paldoT.

JIaGoparopHast paboTa — 3TO 3aHATHE, IPOBOJIUMOE TI0]] PyKOBOJCTBOM MpENoaBaTess B
y4eOHOM ayIUTOpUH (KOMITBIOTEPHOM KJIACCE YHUBEPCUTETA WIIH YUeOHOU CHeMan3upOBaHHON
naboparopun yHHUBEPCUTETA), HANIPABICHHOE HA yTIyOJICHHE HAyYHO-TCOPETUUYECKUX 3HAHUH U
MOJTy4YeHUE MPAKTUYECKUX HABBIKOB PEIICHUS TUIIOBBIX U MPUKIIATHBIX 331a4.

[enpto nmabopaTopHBIX paboT sBisieTcss (OPMUPOBAHHE U OTPAOOTKA MPAKTUYECKUX
YMEHHH U HaBBIKOB, HEOOXOIMMBIX B MOCIEAYIOLIEH 1eATeIbHOCTH 00yYatOIINXCS.

OCHOBHBIMU 3a7]a9aMU JTA0OPATOPHBIX PAOOT SIBIISIOTCS:

— yriuyOJieHWe YPOBHS OCBOCHHS OOIIEKYJIBTYPHBIX U MPOGECCHOHATBHBIX
KOMIICTCHITUH;

— o0oOmieHue, cucreMaTu3alus, yriayOleHue, 3aKperjieHHe  MOJYyYEHHBIX
MPAKTUIECKUX 3HAHUH 10 KOHKPETHBIM TeMaM TUCITUIUINH PA3JINIHBIX [IHUKIIOB;

— TpuoOpeTeHre 00yJaloNUMUCT YMEHUH U HABBIKOB UCITOJIb30BAHUS COBPEMEHHBIX
TEOPETUYECKUX 3HAHUN B PEIICHUU KOHKPETHBIX MPAKTHUECKUX 3a7a4;

— pa3BUTHE pohecCuOHaTBLHOTO MBIIILJICHHS, npodeccuoHanbHOM u
M03HABATEIbHON MOTHBALIUH.

[Tepeuens TeM J1abopaTOPHBIX PabOT ompeaeseTcs padodyei MporpaMMoi TUCITUTUIAHBL.
[Tnan maGopaTopHBIX pabOT OTBEYAET OOIIEH HANPaBICHHOCTH JIEKIIMOHHOTO Kypca M COOTHECEH
C HUM B IIOCJIEIOBATEILHOCTU TEM.

CTpyKTypa 3aHATHS BKJIFOYACT CICAYIONIME KOMIIOHCHTHI: BCTYIIUTEIbHAS YacTh; OTBETHI
Ha BOMNPOCHI 00YYarOIIMUXCs; MPAKTUUECKasi YacTh; 3aKIIOUUTENBHOE CIOBO Ipenoaasarens. Bo
BCTYNHUTEIHLHOW YacTH OOBSIBISICTCS TeMa TEKYIIETO 3aHSATHS, CTABHTCS €ro IeIW W 3ajaddu,
MPOBEPSETCS] UCXOAHBIN YPOBEHb TOTOBHOCTH OOYYAIOUIUXCS K 3aHATHIO (BBITIOJHEHHE TECTOB,
KOHTPOJIBHBIE BOIIPOCHI ¥ T.I1.)

Ha 3anstum mpenojaBaTenb MOXET HCIOIB30BaTh Pa3HOOOpaszHble 00pa3oBaTeIbHBIC
texnosorun (metonel IT, pabora B komanne, case-study, mpoOiemHOe oOydeHHE, yueOHBIE
JTUCKYCCHH U T.I1.) IO CBOEMY BBIOOPY /JIsl JOCTHKEHHS KAUeCTBEHHOTO YPOBHS O0YUECHHUS.

IIpaBnia mo Texuuke 6€30MaACHOCTH A/ 00y4aIOIIUXCS
NPH NPOBeIeHNH MPAKTHYeCKUX padoT
Obwue npasuna:

1. JlaGopaTtopHble paOOThl TPOBOAATCS TOJ HaOmoAeHueM mpenojaBarens. K
BBITOJIHEHUIO JTAOOPAaTOPHBIX PabOT 00ydarouuecs J0MyCKalTCs TOIBKO MOCHE MPOCTYIIMBAHUS
MHCTPYKTaXka M0 TE€XHHMKE O€30IacHOCTH, MpaBWJIaM MOBEJEHUS, MPOTUBONOKAPHBIM MepaM B
KOMITBIOTEPHOM KJIACCE U CHEeIMAIM3UPOBAHHBIX JIAOOPATOPHSIX.

2. OOyuaeMblii [TIOJDKEH CTPOTO BBITIOJHATH TpaBWIa TEXHUKA O€30MacHOCTH |
CaHUTAapPHO-TUTMEHHYECKHE HOPMBI TIpu  paboTe B  KOMIBIOTEPHBIX  KJjaccax u
CHEIHaI3UPOBAHHBIX JTJAOOPATOPUSIX YHUBEPCUTETA.

ITopsinok BHINOJHEHHS NPAKTHYECKUX PadoT

[Ipy mnoAroToBKE K BBINOJHEHHUIO Ja0OPaTOPHBIX paboT OOyyarouuiicss JOJKeH
MOBTOPUTH TEOPETHUECKUI Marepuain, HeOOXOAUMBINA i BBIMOJHEHHs 3aJaHUM M0 TeKylen
TEeMe.

[Tocne BbIMONHEHUS KaXIOW jabopaTopHOil paboThl 0OydaroUMiics IEeMOHCTPHPYET
pe3yNbTaT BBINOJIHEHUS MpernojaBaTeniio, oTBeyaeT Ha Bompockl. IIpemnonaBaTens olieHHBaeT
paboTy B COOTBETCTBUU C 3aJJaHHBIMH KPUTCPUSIMH OILICHKH MIPAKTUYECKUX paboT.

IIpaBuia ogopmiieHust pe3yJbTATOB H OLIEHUBAHMS NIPAKTHYECKOH padoThI

Pe3ynbraThl BBINOJHEHHON J1abopaTopHOW paboThl O(GOPMIIAIOTCS B COOTBETCTBUHU C



TpeOOBAHUSIMH K BBITOTHEHUIO KOHKPETHON PaOOTHI.
Pabota cunTaercs BHIIOTHEHHOM, ecii 00yJaromuiicss Habpai 0a, KOTOPBIH COCTaBIsIeT
HOJOBHUHY MaKCUMAaJIBHOTO KOJMYECTBA OAILIOB.

Jlist onleHUBaHUS PAOOThI IPUJIATACTCS CIICAYIONINE KPUTCPHH.
Oyenka «omauunoy — padoTa BHIIOJHEHA B TIOJHOM 00beMe U 0e3 3aMeYaHHi.
Oyenka «xopouio» — pabOTa BBIMOJIHEHA MPABUILHO C YYE€TOM 2-3 HECYIIECTBEHHBIX ONIUOOK,
UCTIPABJIIEHHBIX CAaMOCTOATEIBHO 110 TPEOOBAHMIO MTPETIOIaBATEIIs.
Oyenka «yoosiemeopumenvHoy — padoTa BBITIOJIHEHA TPABUIHLHO HE MEHEE YeM Ha TIOJIOBUHY HITH
JIOITyIIIEHa CYIECTBEHHAs OIMIMOKa.
Oyenka «HeyoosemeopumeibHo» — JOIYIICHBI Be (M 00Jiee) CyIIeCTBEHHBIC OMMUOKHA B XOJe
paboThI, KOTOPhIC OOYYAIOIIUICS HE MOXKET HCIPABUTH JaKe MO TPEOOBAHUIO MPETOIaBATEIS,
WK paboTa HE BHIIOJIHEHA.



IMPUJIOKEHME 4

METOJUYECKHUE YKA3AHIA 110 BBIITIOJIHEHWIO BHEAY IUTOPHBIX
CAMOCTOATEJIBHBIX PABOT

O01IHe M0J10KeHUu

Hacrosiiue meroauueckue yka3zaHus NpedHA3HAUYEHbI Ul OpraHU3alMd BHEAyAUTOPHOMN
CaMOCTOSITENIbHOW paboThl 00yUarOIIMXCsl U OKa3aHMs MOMOLIM B CaMOCTOSITEIbHOM H3yYeHHUU
TEOPETUYECKOI0 U peaIn3aluy KOMIETEHIUH 00y4yaeMbIX.

JlaHHBIE METOAMYECKHE YKA3aHUs HE SBIIIOTCS YIeOHBIM TOCOOHEM, TIOITOMY Tepe]] Ha4aIoM
BBIMIOJTHEHUSI CaMOCTOSITEIBHOTO 3aJaHMsl  CJEIyeT HW3YYHTh COOTBETCTBYIOIIME pa3Jieibl
JEKIMOHHBIX 3aHATUH, MaTepualioB OOpPa30BaTELHOTO IOpPTalia, pa3JesioB OCHOBHOW U
JOTIOTHUTEIILHOW JIUTEpaTyphl, MPEACTABICHHBIX B MyHKTEe 8. «Y4eOHO-METOJUYecKoe U
nH(OPMAIIMOHHOE 00eCTIeUeHUE TUCIUTUIHNHBI (MOIY s )» anHou PIT/I.

Henun 1 3a7a4u caMoCTOATEILHON PadoThI

Ilenb camoOCTOSTENBHOM pabOThl — COJCHCTBUE ONTHMAJIbHOMY YCBOEHHIO Y4YeOHOTO
Mmarepuaiga OOy4aroIlMMHUCS, pa3BUTHE MX I[I03HABATENBbHOM AaKTMBHOCTH, TOTOBHOCTU U
HOTPEOHOCTH B CaMOOOPa30BaHHH.

3agauu camocTosITeIbHOM PadoThI:

— TIOBBILICHHUE UCXOTHOTO YPOBHS BJIaeHHUS HH(POPMALIMOHHBIMH TEXHOJIOTHUSIMH;
— yrayOneHue U cucTeMaTH3alys 3HaHui;
— TIIOCTaHOBKA M pelleHHE CTAHJapTHBIX 3a]1a4 IpodecCUOHAIbHOM 1A TeIbHOCTH;
— pasBuTHe paboThI C pa3IMuHON 0 00beMy U BUAY UH(pOpMaIel, yaeOHON 1 HayyHOMH
JUTEPaTypoi;
— IPaKTHYECKOE IPUMEHEHHUE 3HAaHUM, YMEHUM;
— CaMOCTOSITENIbHO MCIOJb30BaHUE CTaHAAPTHBIX MPOTPAMMHBIX CpPEICTB cOopa,
00pabOTKH, XpaHEHUS U 3alUThl HH(pOpMALUN
— pa3BUTHE HABBIKOB OPraHM3allid CaMOCTOSITEBHOIO y4eOHOro TpyJa M KOHTPOJS 3a
ero 3¢ eKTUBHOCTBIO.
Buie1 BHEAY TUTOPHOI cCaMOCTOSATENNEHON paboTHI M (HOPMBI KOHTPOJISI M BpEMsI Ha BBITTOJTHEHHE
KaX/I0T0 BUJA CaMOCTOSITENIbHOW paboThl ykazaHbl B IMyHKTe 4. «CTpyKTypa M coJiepKaHHe
JUCHUTLTMHBD qanHou PITJI.

HOpﬂ)IOK BbINNOJTHCHU A

[Ipy BBHINOJIHEHMM TEKYIIEH BHEAyIUTOPHOM CaMOCTOSTENbHOM padoThl 00ydaromeMycs
ClenyeT IPUACPKUBATHCS CIECAYIOLIETO NOPsIKa IeUCTBUM:

1) BHUMATENBHO U3YYUTh COOTBETCTBYOILINE TECOPETHUCCKUE PA3/ICIbl JUCIUIUINHBI, OIb3YSCh

MatepraiamMu (JISKIIMOHHBIMH, TIPE3EHTAIIMOHHBIMH, ayIHO-BU3yaIbHBIMH):

d) MpeIoCTaBISIEMBIMH MPETIOIABATENIEM HA JICKIIMOHHBIX 3aHSATHSIX;

b) npenocraBnsemMbIME TIpENoaBaTeIeM B paMKax JIEKTPOHHBIX 00pa30BaTEIbHBIX KYPCOB;

C) conepKalUMUCS B yueOHHMKAxX U yueOHBIX mocoousix DBbC (31eKTpOHHO-OMOINOTEYHBIX
CHCTEM), DJIEKTPOHHBIX KaTaJIOTOB YHUBEPCUTETA M HHTEPHET-PECYPCOB.

2) TlompoOHO pa3zo0paTh THIIOBBIE NPHMEPHI PEIICHMS 3aJad, PAacCMOTPEHHBIE B paMKax
ayJIMTOPHOM KOHTAKTHOM pabOTHI ¢ MperogaBaTesem.

3) IlpuMeHUTHh MONyYCHHBIC TEOPETHYCCKUE 3HAHMUSA W TPAKTHYCCKUE HABBIKU K PEIICHHUIO
WH/IMBUIYAJIbHBIX 33/1aHUH, K TPOXO0XKICHUIO KOMIIBIOTEPHBIX TECTHUPOBAHHM.

4) Tlpu HeoOXOmUMOCTH, CHOPMHUPOBATH TEPEUCHb BOIPOCOB, BBI3BABIIMX 3aTPyJHCHHS B
npolecce caMoCTOSTENbHON paboThl. OOCYAUTH BO3HMKIIKE BOMPOCHI ¢ OO0YYarOIIUMUCS
TPyNIBI, B paMKax KOMaHIHO-TIPOGKTHOH pa0OTBl, W C TMperojaBarelieM, B paMKax
KOHCYJIbTAIMOHHON TTOMOIIH, peaTi30BaHHOM MO0 B KOHTAKTHOU (hopme, 10O cpeicTBaMH
nH(popManmoHHO-00pa3oBaTebHOM cpeasl BY3a.

Kpurtepun onieHKH BHeayAUTOPHBIX CAMOCTOSITEILHBIX PadoT



KadecTBO  BBHINOJHEHHS BHEAYJUTOPHOM  CaMOCTOSATEIBLHON  paboThl  OO0ydYaroIIMXCS
OLIGHUBAETCS TOCPEICTBOM TEKYIIEr0 KOHTPOJS CAMOCTOSITEIbHONW pabOThl O0ydaromuxcs ¢
UCIOJIb30BaHUEM OAJUIbHO-PEUTUHTOBON CHCTEMBI.

B kauectBe opM TeKylIero KOHTPOJS MO AUCHUIUIMHE HCHOJIb3YIOTCS: WHIANBUAYaIbHbIC
3alaHuA, ay JUTOPHBIC KOHTPOJIbHBIC paGOTbI, KOMIIBIOTCPHOC TECCTUPOBAHUC.

MaxkcumanbHOe KOJTMYECTBO 0AaJUIOB 00YYAIOIIUIICS MTOTyYaeT, eCiu:

— BBINOJHSCT WHAMBHIYyalbHbIC 3a/JlaHUS B COOTBETCTBHUH CO BCEMH 3asBJICHHBIMHU
TpeOOBaHUSIMU;
— JacT NpaBUJIbHBIC q)OpMyJ’II/IpOBKI/I, TOYHBIC OIMPCACIICHUS, ITIOHATUA TCPMHUHOB,
— MOXeT 000CHOBATh PAIIMOHAIBHOCTD PEUICHUs TEKYIIEH 3a1auu.;
— 00CTOSITENHHO C IOCTATOYHOM MOJHOTOM M3JIaraeT COOTBETCTBYIOMIYIO TEOPETUUECKUN
pazern,
— TMpaBWIBHO OTBEYAET HA JOMOJIHHUTEIBHBIC BOIPOCHI MTPETIOIaBaTeNs, UMEIOIIHE IISITBI0
BBIAICHUTDH CTCIICHb TIOHUMAHUA UM JaHHOI'O MaTCpurajia.
50~85% 0T MakCUMaIbHOTO KOJMYECTBA OAIIJIOB OOYYAIOIIMICS MOTyYaeT, eCllu:

— HenoaHo (He meHee 70% OT MOJIHOr0), HO MPAaBUJILHO BHIIOJIHEHO 33JaHUE;

— IpU U3JI0KEHHH OBUIM JOMyIIeHbl 1-2 HEeCyIIeCTBEHHbIE OIIMOKH, KOTOphIE OH
UCIIPABIISIET TIOCIIE 3aMEYaHUsI IIPENo/IaBaTeNs;

— JacT IpaBUJIbHBIC (1)OpMy.]II/IpOBKI/I, TOYHBIC OIMPCACIICHUA, TIOHATUA TCPMHUHOB,

— MOXeT 000CHOBATh CBOW OTBET, IPHUBECTH HEOOXOIMMEBIEC TPHUMEPHI;

— TPaBWIBHO OTBEYAET HA JOMOJHHUTEIBHBIE BOIPOCHI MTPETO1aBaTeNsl, UMEIOIIHNE IIeITBI0
BBISICHUTH CTEIICHb IIOHMMaHUs UM JaHHOTO MaTepHaJa.

36~50% 0T MakCUMaJbHOTO KOJUYECTBA OAJIIIOB 00YYarOIIMIICS [T0JIy4aeT, €CIIu:

HernosHo (He MeHee 50% 0T MOJTHOr0), HO MPABUIIBHO U3JI0KEHO 33JaHHE;
IpY U3J10KEHUH Obl1a JomymieHa | cymecTBeHHas ounoKa;
3HACT U ITIOHUMACT OCHOBHBIC ITOJIOXKCHUA I[aHHOﬁ TEMBbI, HO JOIIYCKAaCcT HETOUYHOCTHU B
(bopMyIMpOBKE MOHATHUH;
u3JaraeT BhIMOJIHEHUE 3aJaHHs HEJI0CTaTOYHO JIOTUYHO M MTOCTIeI0BATEIbHO;
— 3aTpyJHseTCs IPU OTBETaX Ha BOIPOCHI MPETOAaBaTENs.
35% u MeHee OT MaKCUMAaJIbHOTO KOJIMYeCTBA OaJIJIOB 00yYaromuiics MoyydaeT, eciu:

— HenoxHo (MeHee 50% OT MOJHOT0) U3JI0KEHO 3aJaHHE;

— TMpU M3JI0KEHUH OBbIIM JIOMyIIEHbl cyllecTBeHHble ommOku. B "0" Gamios
IpernojaBaTelib BIPaBe OLEHUTH BHINOJIHEHHOE 00YYaroIMMCs 3aJlaHue, €CIM OHO He
YZIOBJIETBOPSIET TPeOOBAHMSAM, YCTAaHOBJICHHBIM IpENojaBaTesleM K JaHHOMY BHIY
paboThl UM HE OBLIIO MPEICTaBICHO AJI IPOBEPKHU.

CymMMa TOJy4eHHBIX OaJyIoOB MO BCEM BHUJAAaM 3a/laHUil BHEAYJUTOPHOM CaMOCTOSITENbHOU
paboTBl COCTABJISIET PEHUTHUHTOBBIA TOKa3aTeab OOydwaromerocs. PeHTHHTOBBIM TOKa3aTelb
o0yyaromerocsi BJIMSET Ha BBICTABJICHHWE HTOTOBOW OLIGHKM IO pe3yjibTaTaM H3Yy4YeHHUs
JUCIUTUIAHBI.

[Toxazarenu M KpUTEpUU OICHUBAHHS MOJYUYEHHBIX 3HAHUW MpEACTaBIEHbl B MyHKTE 7.0)
«O1eHOoYHbIE CpeACTBa Il POBEACHUS TPOMEXYTOUHOH arTectanun» ganHou PIT/I.



