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JIner aktyanu3anuu padoyeil mnporpamMmsl

Pabouas mporpamma niepecMoTpeHa, o0cyxieHa u ooopeHa uist peanu3zarmu B 2026 - 2027
y4eOHOM rojy Ha 3aceanuu Kadeapbl ABTOMATH3UPOBAHHBIX CHCTEM YIIPABJICHUS

[Iporokom or 20 1. Ne

3aB. kadenpoii C.M.KHIIpCCB

Pabouas mporpamma nepecMoTpeHa, o0cyxieHa u ogoopena uist peanu3armu B 2027 - 2028
y4e0HOM roJly Ha 3aceqaHuu Kadeapsl ABTOMATU3HPOBAHHBIX CUCTEM YIIPABIICHUS

[Iporokom or 20 1. Ne

3aB. kadenpoit C.M.KHJIpCCB

Pabouas mporpamma nepecMoTpeHa, 00CykieHa u oo0pena uist peanm3armu B 2028 - 2029
y4eOHOM roj1y Ha 3aceaHuu Kaeapsl ABTOMATU3UPOBAHHBIX CHCTEM YIpaBJICHUS

[Iporokom or 20 1. Ne

3aB. kadenpoit C.M.KHzlpeeB

Pabouas mporpamma nepecMoTpeHa, 00CcykieHa u oo0pena it peanm3armu B 2029 - 2030
y4eOHOM ro1y Ha 3aceaHuu Kageapsl ABTOMATH3UPOBAHHBIX CHCTEM YIIPaBJICHUS

[IpoTokomor 20 . Ne

3aB. kadenpoit C.M.XHz[peeB




1 Lean ocBoOeHMs TUCHUTIIIUNHBI (MOYJIs1)

O3nakomiieHHE 00yYarOIIUXCs CO CTPYKTYPOH THIIOBBIX TPOTPAMMHBIX CPEICTB
CHCTEMBI yIPABICHHS MPEIIPUATHEM, a TAKXKE C UCTIOIB3YEMBbIMU HHTEpdericaMu repeaadn
JAHHBIX HA MIPEAIPUATHH.

2 MecTo quCHUILIHHBI (MOAYJIsI) B CTPYKTYpe 00pa3oBaTe/IbHOM NPOrpaMMbl

Jucuuninuna MHpopMaMoHHbIE IPOLIECCH B CUCTEMAaX YIIPaBICHUS IPEATIPUATUEM
BXOJIUT B YaCTh Y4€OHOTO TUIaHa (POPMUPYEMYIO yJaCTHUKAMH 00pa30BaTeIbHBIX
OTHOIIEHUI 00pa30BaTEIbHON POrpaMMBI.

JUig n3ydeHus JUCHMIUIMHBI HEOOXOIUMBI 3HaHUSI (YMEHHUS, BIAJICHUS),
c(OpMHUPOBAHHBIC B PE3YJIbTATE N3YUCHHS TUCIUIUTMH/ IPAKTUK:

OOyuarommiicsi J0JDKEH UMETh HadallbHBIE CBEJICHHsT 00 MHPOPMAaTHKE,
BBIYHMCIUTENIBHON TEXHUKE U IPOTPpaMMHPOBAHUH B 00bEME IIKOJILHOTO Kypca
MH(OPMATUKH.

3HaHus (YMEHHUs, BIQJCHUSI), TOJIYYEHHbIE IPU U3YYEHUU JaHHOW JUCLIUILIIUHBI
OyayT HEOOXOUMBI JUI U3Y4EHUs JUCIMILINH/TIPAKTHK:

[IpoextupoBanne SCADA cucteMbl

Opranu3zaiys ceTeBoro B3aumMojieicTBus B pacipeneneHubix SCADA

OCHOBBI TPOTPaMMHUPOBAHHUS TEXHOJIOTHUECKUX KOHTPOJUIEPOB

[IpoMbInIeHHBIE CETH MepeIadn TaHHbBIX

3 Komnerenunu ody4yaromerocs, popmMupyemsbie B pe3y/jibTaTe 0CBOCHUSA

AUCHUILIMHBI (MOAYJIs1) U IVIAHMPYeMble pe3yJbTaThl 00y4eHus!

B pesynbraTe ocBoeHus AucuuInHbl (Moaynst) «HpopManmoHHble Ipo1eccs B
cucTeMax yIpaBJIeHHs MPeIIpUsATHEM» 00ydaroIuiics JOJDKEH 001aaTh CIeyOIUMU
KOMIETEHIUSAMMU:

Kon nanukaropa NHaukaTop AOCTHIKEHUS KOMITETCHITUN

ITK-9 O6namaer crmocoOHOCTHIO K BBITIOJTHEHHIO MOHUTOPUHTA COOBITHI, BOSHUKAIOIINUX B
nporiecce paboThl MHPOKOMMYHUKAITMOHHOW CHCTEMBI, M TIPOTOKOJIMPOBAHUSI COOBITHH,
BO3HUKAIOIINX B IpoIecce padoThl HHPOKOMMYHUKAITMOHHOW CUCTEMBI ISl 00ECTICUCHUS
pabotel Web-nipunoxenuii

I1K-9.1 OrneHuBaeT pe3yIbTaThl MOHUTOPUHTA COOBITHM, BOSHUKAIOIIUX B
nporecce paboThl HHPOKOMMYHUKALIIMOHHONW CHCTEMBI
I1K-9.2 O1neHUBaET Ka4eCTBO MPOTOKOJIMPOBAHUS COOBITUI, BOSHUKAIOIIHNX B

nporiecce paboThl THPOKOMMYHHKAIIMOHHON CHCTEMBI JIJIsl 00eCTIeUeHUs
pabotsl Web-nipunosxenuii




4. CTpyKTypa, 00b€éM U coep:kaHHue TUCHHUIINHBI (MOLYJIs1)
OOm1ast TpyA0€MKOCTh AUCIUIUIMHBI COCTABIISICT 2 3a4eTHBIX €AUHUI] 72 aKaj. 4acoB, B TOM

YHUCIIC:

— KOHTaKTHas paboTta — 37 akajl. 4acoB:

— aynuTopHas — 36 akaj. 4acos;

— BHeayAUTOpHas — |  akaj. 4yacos;

— caMocCTosITeNIbHas padoTa — 35 akaj. 4yacos;
— B JopMe IpaKTUIEeCKOH moaAroToBKH — 0 akaj. vac;

dopma arTecTanuu - 3a4eT

AynurtopHast g
o KOHTaKTHas paborta E z dopma TeKyIero
= s X Bu, KOH s
Pasnen/ Tema 5 (B akan. yacax) 2z I 5 OHTPOIIL Kox
S 3 © | caMOCTOSATENbHON | yCTIeBAEMOCTH U
JIMCIATUTAHBI 5 e = . | xommerenmu
O 2 5 paboThI MPOMEKYTOTHON
Tlek. J;;S “E::“ 5 % aTTecTallui
1. UndopmannoHHas CTpyKTypa
npeanpusitust. [JIK u SCADA
1.1 Bungpt
CamocTosTensHOe
MHPOPMAITMOHHBIX WyueHe
IIPOLIECCOB B CUCTEME o
poit yueBHOi TTK-9.1, TTK-
YIIpaBJICHHUS TIPEATIPUITHEM. 2 3 TePATYDbI CobecenoBanue 92
CTpyKTYpbl COBPEMEHHBIX PaTYPbL. '
TloaroroBka k
npombliieHHbIX ACYII n
ACY TII cobece10BaHHIO
CamMocTosTeNnbHOe
u3ydeHue
yueOHo
JIUTEPaTypBhI.
IloaroroBka k
nabopaTopHO#
1.2 OcHOBHBIE CBEJICHHUS O aGIZ)Te Jﬁ'ﬂl CobecenoBanue
MIPOrPaMMUPYEMBIX 2 6 4 "3II){aKOMCT]_30 c VYernsiit onpoc mo | TIK-9.1, TIK-
JIOTHYECKUX KOHTPOJLIEpax nabopaTopHOM 9.2
1 BO3MOXKHOCTSIMU
(TUIK) pabote Nel
TJIK na npumepe
Pa3INIHBIX
MIPOEKTOB,
BBITIOJTHEHHBIX B
cpene CoDeSys
(IUIK OBEH)"
CamocTosiTensHoe
n3ydeHre
yueOHO
JIUTEPATYPHI. CobecemoBanue
1.3 OO0wue noHaTus u 2 4 4 IToaroroska k YcrHbIN ompoc 1o I1K-9.1, TIK-
crpykrypa SCADA cucrem nabopaTopHOH nabopaTopHOM 9.2
pabore Ne2 pabore Ne2
"3HaKOMCTBO C
BO3MOYKHOCTSIMH
SCADA Intouch™
Uroro no pazueny 6 10 11




2. Beenenue B 6a3b1 qanubix (b/1)

2.1 CucreMmsl yIpaBieHUs
6a3aMy JaHHBIX: OCHOBHbIE
TEPMUHBI U IIOHSTHSL.
OCHOBBI s13bIKa 3aIIPOCOB

SQL

CaMOCTOsTEIIEHOE
U3yJdeHHe
y4eOHOH

JIUTEPATYPBHI.
IloaroroBka k
nabopaTopHOil

pabote Ne3
"3HAKOMCTBO C
CUCTEMaMU
yIpaBJIeHHUS
0azaMu JaHHBIX.
Yacrs 1.

BBejieHue B sSI3BIK

3anpocoB SQL. "

CobecenoBanue
YcrHbIi onpoc 1o
71a00paTOpHO
pabote Ne3

TK-9.1, TIK-
9.2

2.2 Pabora SCADA Intouch
1 WinCC ¢ 6a3amMu JaHHBIX

CaMOoCTOATEIBHOE
U3yUCHHE
yueOHOI

JIUTEPATYpPBHI.
IToxnroroBska k
nabopaTopHOit

pabote Ne3
"3HAKOMCTBO C
CUCTEMaMU

YIIpaBJICHUS

0azaMu JaHHBIX.

Yacrts 2. [Tpumep

OopraHu3aluu
pabotet SCADA
Intouch ¢ 6azamu

JTaHHBIX"

CobecenoBanue
YcTHBIN onpoc 1o
nabopaTopHOi
pabore Ne3

TK-9.1, TIK-
9.2

Uroro no pazneny

3. [ludpoBbie NPOMBILILUICHHBIE
ceru (IITIC)

3.1 Tpedoranus x LIIC, nx
o011as KiaccuuKanus u
MPUHLIMIEL TOCTPOCHUS

CaMOCTOsATEIBHOE
H3yJeHHe
yueOHoM

JIUTEPATYpPHI.

CobecenoBanue

IK-9.1, IIK-
9.2

3.2 Bugsr LITIC

CaMOCTOsATEIBHOE
u3yJeHHe
yueOHoM
JIUTEPATypPHI.

CobecenoBanue

IK-9.1, IIK-
9.2

3.3 Opranu3anus ceTeBoro
B3aUMOJICHCTBHS MEXKIY
IUIK u SCADA

CamMocTosTeNnbHOE
U3yUYCHHUE
yueOHO

JIUTEPATYPHI.
IToaroroska k
nabopaTopHOH

pabore Ned
"O030p pa3HbIX
BapHaHTOB
CETEBBIX
B3aUMOJIEHCTBUI
vexay [UIK u
SCADA"

CobecenoBanne
YcrHbIN ompoc 1o
nabopaTopHOU
pabore Ned

IK-9.1, IIK-
9.2

HUroro mo pazneny

20

HUroro 3a cemectp

18

18

35

3a4ET

Hrtoro mo gucuuILInHE

18

18

35

3a4CT




5 O0pa3oBaTe/ibHbIE TEXHOJIOTHH

Jnist peanu3anuu npeaycMOTPEHHBIX BUIOB y4eOHOM paboThl B KayecTBe
00pa3oBaTeNbHBIX TEXHOJIOTUH B MPETOAaBaHUH JUCIUTUIMHBI UCTIONb3YIOTCS:

- TpaIUIIMOHHBIE 00pa30BaTEIbHbBIC TEXHOJIOTUN — HH(POPMAITMOHHAS JICKIUS
(BBOAHAA JEKLMS, TJ€ TAET IEPBOE MPEACTABICHUE O IPEIMETE U 3HAKOMCTBO CTY/IEHTOB C
Ha3HAYEHHUEM M 3a/ladyaMM Kypca); JIEKIIMH — KOHCYJIbTAlliH, U3JI0’KEHHE HOBOT'O MaTepuaia
COIIPOBOXKIAETCS IIOCTAHOBKOM BOIPOCOB U IUCKYCCHEN B IIOUCKAX OTBETOB HA ATH
BOIIPOCHI; Tab0paTopHbIe pabOThI;

- "H(OPMAIIMOHHO-KOMMYHHUKAIITMOHHBIE 00pa30BaTeIbHbIC TEXHOJIOTHH — B XO/IE
IIPOBEACHUS JIEKLIIMOHHBIX 3aHATUHI MPEyCMaTPUBACTCS UCIIOJIB30BAHUE NIEKTPOHHOTO
JEMOHCTPALIMOHHOTO MaTepHaia (JeKIUU-BU3yalln3aliu ), UCII0JIb30BaHue MHTepHeT
PECYpCOB JUIsl IPOMEKYTOUYHBIX aTTECTAlUN U MPOBEPKU OCTATOYHBIX 3HAHUM.

6 YueOHO-MeTOqMYECKOE 00ecTedeHHe CAMOCTOATEIbHOM padoThl 00yUaromuXcst

[IpencraBneHo B npuiIoKeHuH 1.

7 OneHOYHbIE CPEACTBA ISl IPOBEACHHUS MPOMEKYTOYHOM aTTecTAllul
[IpencraBieHbl B IPUIIOKEHUH 2.

8 Yue6Ho-MeTOAMYECKOE M MH(POPMAIHOHHOE 00ecTIeYeHne TUCIIUIIIHHbBI

a) OcHOBHas JuTEpaTypa:

1. llIumos, O. B. CoBpemennsie cpeactsa ACY TII : yueOnuk / O. B. llumios. -
Mockga ; Bosorna : Uadpa-Umxkenepus, 2021. - 532 ¢. - ISBN 978-5-9729-0622-2. -

Tekcr : anextponnsii. - URL: https://znanium.com/catalog/product/1831992 (nara
obpamenus: 19.01.2025). — Pexxum mocTymna: 1mo moAmucke.

2. ®enotoB, A. B. KomnbrorepHoe ynpaBieHue B MPOU3BOICTBEHHBIX CUCTEMAX :
yaeOHoe nmocodue misi By30B / A. B. @enortos, B. I'. Xomuenko. — 2-¢ u3z., crep. — CaHKT-
[TerepOypr : Jlanb, 2021. — 620 c. — ISBN 978-5-8114-8065-4. — TekcT : 35eKTpOHHBIH //
Jlanb : snekTpoHHO-OMOIHOTeuHas cuctema. — URL: https://e.lanbook.com/book/171424
(mara obpamenus: 19.01.2025). — Pexxum mocTyna: isi aBTOPH3. MOJIb30BaTEIICH.

3. Mmromeukns, B. M.  OCHOBBI UCIIOJIB30BaHUS U TTPOCKTUPOBAHKS 0a3
JAHHBIX : yaeOHUK 1711 By30B / B. M. Mmomeuknd. — Mocksa : U3nparensctBo FOpaiit,
2023. — 213 ¢. — (Boicmiee o6pazoBanue). — ISBN 978-5-534-03617-6. — Tekcr :
anekTpoHHbIN // O6pa3oBarenbHas miatdopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/510473 (nara obpamienus: 19.01.2025)

0) lonosiHuTeIbHAS JINTEPATYpPA:

1. KOcynos, P. X. OcHOBBI aBTOMaTHU3UPOBAHHBIX CUCTEM YIIPaBJICHHUS
TEXHOJIOTHYECKUMH Tpoleccamu: YuedHoe nocobue / FOcymnos P.X. - Mocksa :HUudpa-
Nnxenepus, 2018. - 132 c. ISBN 978-5-9729-0229-3. - Tekcer : anekrponnsIil. - URL:
https://znanium.com/catalog/product/989081 (nara obOpamenus: 19.01.2025). — Pexxum
JOCTYyIA: 10 MOIMHCKE.

2. Illumos, O. B. Texuuueckue cpecTBa aBTOMATH3AIUHU U YIIPABICHHUS :
yuebHoe mocobue / O.B. [llumos. — Mocksa : UTHOPA-M, 2024. — 396 c. + [lom.
MaTepualibl [ DnekTpoHHbIN pecypce]. — (Cpennee npodeccronansHoe oOpa3oBanue). - ISBN
978-5-16-015283-7. - TekcT : anekrpoHHbIi. - URL:
https://znanium.com/catalog/product/2126820 (nata oopamenus: 19.01.2025). — Pexum
JOCTYyIA: 10 TOIHCKE.

3. Crpamys, 1O. I1. Texuuueckue cpeacTBa aBTOMATU3ALUU U YIIPABICHUS :



https://znanium.com/catalog/product/1831992
https://e.lanbook.com/book/171424
https://urait.ru/bcode/510473
https://znanium.com/catalog/product/989081
https://znanium.com/catalog/product/2126820

yuebHo-MeToandeckoe mocodue / 0. I1. Crpamyn. — Mocksa : MUCHC, 2015. — 154 c.
— ISBN 978-5-87623-910-5. — TekcrT : anekTpoHHbI# // JIaHb : 21eKTpOHHO-OnOIuoTeuHas
cucrema. — URL.: https://e.lanbook.com/book/116695 (nata obpamienus: 19.01.2025). —
Pexxum noctyna: uis aBTOPHU3. OJIb30BATENEH.

4. IlIuwmos, O. B. IIporpamMmMupyemble KOHTPOJUIEPHI B CUCTEMAX
MPOMBIIIICHHOHN aBTomMaru3anuy : yueonuk / O.B. llumos. — Mocksa : UHOPA-M, 2020.
— 365 c. + Jlom. maTepuansl [DnekTpoHHBIN pecypc]. — (CpenHee npodeccrnoHanbHOE
obpaszoBanue). - ISBN 978-5-16-015321-6. - Tekcr : anekrponHsii. - URL:
https://znanium.ru/catalog/product/1025245 (nara obparenus: 19.01.2025). — Pexum
JOCTYyTA: 10 TOIHCKE.

5. Kanrun, B.B. Pa3zpadorka SCADA-cucrem : yue6. mocooue / B.B. Kanrus,
M.B. Kanrun, [I.H. SImonnunoB. - MockBa ; Bosorna : Madpa-Umkenepus, 2019. - 564 c. -
ISBN 978-5-9729-0319-1. - Tekcr : anexTponHsIit. - URL:
https://znanium.com/catalog/product/1048729 (nata obpaimenus: 19.01.2025). — Pexum
JOCTYyTIA: TI0 TIOJITHCKE.

6. UnTerpupoBaHHble cucTEMBbl IPOEKTUpOBaHUs U ynpasieHus. SCADA :
yuebHnoe nocodue / X. H. My3unos, O. H. Kyzskos, C. A. XoxpuH [u ap.]. — CaHKT-
[TerepOypr : Jlans, 2022. — 408 c. — ISBN 978-5-8114-3265-3. — Tekcrt : 2IeKTpOHHBIH //
Jlaub : snekTpoHHO-OMOMHOTeHas cuctema. — URL: https://e.lanbook.com/book/213209
(mara o6pamenus: 19.01.2025). — Pexxum mocTyma: it aBTOPH3. TIOJIb30BATEIICH.

7. I'yabko, A. B. CucreMbl aBTOMaTU3alMKM TEXHOJIOTUYECKUX IPOLIECCOB :
yuebHoe mocobue / A. B. 'yapko. — HoBocubupcek : HI'TY, 2017. — 94 ¢. — ISBN 978-5-
7782-3353-9. — TekcT : 21eKTpOHHBIN // JIaHb : AIeKTPOHHO-OMOIMOTeYHAas CHCTeMa. —
URL.: https://e.lanbook.com/book/118483 (nara oopamienus: 19.01.2025). — Pexxum
JOCTYyTA: U aBTOPHU3. TIOJIb30BaTEIICH.

B) MeToanueckue ykazaHus:

1. Psa6unxoB M. 1O. CrucreMpl AUCTIETYEPCKOTO YIIPABJICHUS B
MIPOMBIIIIICHHOCTH : yueOHoe mocobue / M. FO. Ps6unkos, C. M. Auapees, E. C. Ps6uuxoBa.
- Maruautoropck : MI'TY, 2014. - 281 c. : un., Tabm. - URL:
https://host.megaprolib.net/MP0109/Download/MObject/3784. - ISBN 978-5-9967-0548-1. -
TeKCT : HemoCpeICTBEHHBIH.

2. CBo00IHO MpOrpaMMUpyeMbIe YCTPOUCTBA B aBTOMATU3UPOBAHHBIX CHCTEMAaX
ynpasieHus: Yueonoe nocooue / Munaes U.I'., Camoiinenko B.B., Ymkyp JI.I'. -

Mocksa :CtI'AY - «Arpycy, 2016. - 168 c.: ISBN 978-5-9596-1222-1. - Tekcr :
anextpounsiid. - URL: https://znanium.com/catalog/product/975920 (nara oGparienus:
19.01.2025). — PexuM O0CTYyIIA: IO MMOAIUCKE.

3. Pa6uukor M. 1O. ba3sl nannbix u nadopmarnmonssie cucremsl B ACY TII :
npakTukyM [uig By30B] / M. 1O. Pa6uukos, E. C. PsGunkoBa ; MarHutoropckuit roc.
TexHuueckuil yH-T uM. I'. 1. HocoBa. - Maruutoropck : MI'TY um. I'. 1. Hocosa, 2020. -
144 c. : un., Tabm1., cxemsl. - URL:
https://host.megaprolib.net/MP0109/Download/MObject/20830. - ISBN 978-5-9967-1905-1.
- TekcT : HenmoCpeACTBEHHBIN.

r) Ilporpammuoe o6ecneuenne u MHTEpHET-pecypchI:

IIporpammHoe oGecnieyeHue

HaumenoBanue y
1O Ne orosopa CpoK JIeCTBHS JTUIICH3UU
MS Office 2007
Professional Ne 135 o1 17.09.2007 O6eccpouHO



https://e.lanbook.com/book/116695
https://znanium.ru/catalog/product/1025245
https://znanium.com/catalog/product/1048729
https://e.lanbook.com/book/213209
https://e.lanbook.com/book/118483
https://host.megaprolib.net/MP0109/Download/MObject/3784
https://znanium.com/catalog/product/975920
https://host.megaprolib.net/MP0109/Download/MObject/20830

7Zip cB0OOIHO pacmpoctpansemoe [10 OeccpouHO
MS SQL Server

Management cB0OOIHO pacmpoctpansemoe [10 0eccpodHO
Studio

82%%'% FS)SrL cB00OIHO pacnpocTpansemoe [10 06eccpovHO
FAR Manager cB0OOIHO pacnpocTpansemoe [10 06eccpovHO
CoDeSys cB0OOHO pacrpocrpansemoe [10 0eccpoyHO

HpO(l)eCCI/IOHaJIbeIe 0a3bl JAHHBIX U I/IH(l)OpMaIII/IOHHBIe ClIPpaBOYHBLIC CUCTEMbI

Haspanme xypca

Ccrlika

DnekTpoHHas 6a3a nepuoanueckux uznanuii East View
Information Services, OO0 «<MUBUC»»

https://dlib.eastview.com/

HanmonaneHast uHQOpMaIIMOHHO-aHATUTHYECKAST
cucreMa — POCCUICKHI HHIEKC HAYYHOTO UTUPOBAHMS
(PUHLI)

URL:
https://elibrary.ru/project risc.
asp

denepanbHOE roCyJapCTBEHHOE OIOPKETHOE
yupexaenue «PenepanbHblii HHCTUTYT
MIPOMBIIIIJIEHHOW COOCTBEHHOCTH»

URL: http://wwwl.fips.ru/

Poccuiickas ['ocynapcrBennas 6ubnanoreka. Karagoru

https://www.rsl.ru/ru/4readers
/catalogues/

OnekTpoHHbIe pecypcebl onbmuoteku MI'TY um. ..
Hocosa

https://host.meqgaprolib.net/M
P0109/Web

MexnyHapoanas pedepaTuBHas U MOJTHOTEKCTOBAs
cripaBOoYHas 0a3a JaHHBIX HAYYHBIX U3JIaHUM «Springer
Nature»

https://www.nature.com/sitein
dex

Nudopmanmonnas cucrema - HopmaTtuBHBIE paBOBBIS
aKTbl, OpraHU3aIMOHHO-PACTIOPSIUTEIbHBIC
JIOKYMEHTBI, HOPMATUBHBIE M METOIUUCCKHE
JOKYMEHTBI U TTOATOTOBJICHHBIC MTPOCKTHI IOKYMEHTOB
o Texunueckoi 3ammute nHpopmanuun PCTIK Poccun

https://fstec.ru/tekhnicheskaya
-zashchita-
informatsii/dokumenty-tzi?
ysclid=lujknksfy724757053

Nudopmanmonnas cucrema - bank JaHHBIX yrpo3
6e3onacHocTy uHGopmanun DCTIK Poccun

https://bdu.fstec.ru/?
ysclid=lujkqy7cnw630508962

9 MarepuajibHO-TeXHHYECKOe o0ecrevyeHne TUCUUIIMHBI (MOILYJIs1)

MaTepI/IaJ'ILHO-TeXHI/I‘IeCKOG obecneyeHne JUCHUINIMHBI BKIIFOYACT:



https://dlib.eastview.com/
https://elibrary.ru/project_risc
http://www1.fips.ru/
https://www.rsl.ru/ru/4readers
https://host.megaprolib.net/M
https://www.nature.com/sitein
https://fstec.ru/tekhnicheskaya
https://bdu.fstec.ru/

1.Y4eOHble ayTuTOPHH IS IPOBEACHUS 3aHATUI JEKIIMOHHOTO THIA (ayn. 437)

MynbTUMeMHHBIE CPEACTBA XPAHEHUS, TIepelaun U MPeICTaBIeHIs HH(POpMAIUU

2. YuebHas ayquTopus ISl IPOBEICHHS Ja00paTOPHBIX 3aHATHIA: KOMITBIOTEPHBIH
kiacc (ayn. 448)

[TepconanpHbie KOMIBIOTEPHI ¢ TakeToM MS Office, Berxogom B UHTEpHET U C
JIOCTYTIOM B 3JIEKTPOHHYIO HH(OPMALIMOHHO-00pa30BaTENIbHYIO Cpely YHUBEPCUTETA

3. [lomenienus i caMOCTOSATENbHOM paboThl 00y4aromuxcs (aya. 448)

[TepconanpabIe KOMIBIOTEPHI ¢ TakeToM MS Office, Berxogom B MIHTEpHET 1 €
JIOCTYTIOM B 3JIEKTPOHHYIO HH(OPMALIMOHHO-00pa30BaTENIbHYIO CpEly YHUBEPCUTETA

4. Y4eOHble ayTUTOPHUH ISl TPYNTIOBBIX U HHIUBHUYaIbHBIX KOHCYJIbTAIIHA,
TEKYILEr0 KOHTPOJIS U IPOMEKYTOUHBIX KOHCYAbTAlUi (ay. 448)

Jlocka, MynpTUMEIMUHBIN TPOEKTOP, IKPaH

5. [lomenienue ans XxpaHeHHs ¥ IPOPUIAKTUIECKOTO 00CTyKUBaHUS y4eOHOTO
obopynoBanus (aynu. 445)

Crennaxu 1 XpaHeHUs y4eOHO-METOAUYECKUI TOKYMEHTALUN



[Tpunoxxenue 1

Y4eOHO — MeTOIMYECKOE 00ecniedyeHre CAMOCTOSATEIbHOI padoThl 00y4aOIIMXCS

[Mo mucuummuae «MHbOpMAIMOHHBIE TPOLECCHl B CHCTEMax YMPaBICHHS MPEATPHITHEM)

IIPeAyCMOTPEHA ayIUTOPHAs U BHEAYyJUTOPHAsI CAMOCTOSITENIbHAs paboTa 00yJaromuxcs.

AyautopHasi caMOCTOsITeNIbHasi padoTa CTYACHTOB MPEJIOJaraeT BBIMIOJHEHUE U 3alIUTY

nmabopaTopHBIX paboT, pelICHNE WHIUBHUIYATbHBIX 3a/1a4.

Ilepeuennb Bomnpocsl K 3amure
J1a00paTOPHBIX padoT
1. Yro takoe ITJIK?
2. Uto BX0oauT B meneByro miatdopmy [TJIK?
3. s gero nyxeH target-gaiin?
4. Kakwue s3pIKM IPOTpaMMHUPOBaHUS Mo iiepxuBaet cpena CoDeSys?
3HaKOMCTBO C 5. OcHoBHuble puHIUTBI cTangapTa MOK 611131-3
Bo3moxHOCcTsiMu [TJIK | 6. Kakum oOpa3zom cpema mnporpammupoBanuss CoDeSys moxer
Ha TIpUMepe OTIPENICIUTh TEJIEBYI0  IUIATGOPMY  TMOJKIIOYaeMOro K  Hel
Pa3IMYHBIX TPOCKTOB, KOHTpoJuIepa?
BBITIOJTHEHHBIX B cpefie | 7. Kakue 0OBeKThI BKITFOUAET B ceOs mpoekT B cpene CoDeSys?
CoDeSys (ITVIK 8. Uro ortHOCHTCS K mporpamMmHbIM KommoHeHTam (POU) B cpene
OBEH) CoDeSys?
9. Kakum o006pazom B cpeae CoDeSys MOXHO MpPOU3BECTH
KOH(PUTYpHPOBAHUE anmnapaTypbl KOHTpoJIiepa?
10. Kakum obpazom B cpene CoDeSys MoxHO co3aath rpaduyueckoe
MpEeACTABICHUE TIPOEKTA?
1. Kakwue npunoxxenus BxoasaT B coctaB SCADA Intouch?
2. Tlopsimok co3znmanus HOBOTO MpoekTa Intouch.
3HAKOMCTBO C 3. Bugpl oxon B Intouch?
BO3MO3KHOCTIMH 4. Kakue cymiectBytoT rpaduyeckue o0bexTsl B Intouch?
SCADA Intouch 5. Tumnsl Tpesor B Intouch.
6. CrocoObl BU3yanu3anuu TpeBoru B Intouch.
7. Hactpoiiku apXuBHUpOBaHUS TPEBOT.
1. HasnaueHue KIMEHT-CEPBEPHOI apXUTEKTYPHI.
2. TlonsaTue pensiMOHHON MOAENU NPEICTABICHUS JAHHbIX.
3HaKOMCTBO C PN A el A
3. Buabl 1yonupoBaHus TaHHBIX.
CUCTEeMaMH
4. Tlopsanox cozmanusi 6a3bl JaHHBIX B cpefie Access
yIrpaBJieHus 6azamu
5. Tlonsartue nenocTHOCTH AaHHbIX. OrpaHrYeHUs IIETOCTHOCTH.
naHHbIX. BBenenue B s
6. OcHOBHBIEC BUJIbI CBSI3€H MEXY PA3IMYHBIMHU TUTIAMHU OOBEKTOB.
s13bIK 3ampocoB SQL.
7. Crpyktypa onepatopa SELECT.
Hpuwmep opranusaty 8. OcCHOBHBIE ONEPALUU PENALUOHHON aNreOph
pabotel SCADA ' p p pbl.
9. PensuunoHHas MOJENb MPEACTABICHUS TaHHBIX.
Intouch ¢ 6azamu .
AHHBIX 10. Ctpykrypa onepatopa SELECT ¢ yuetom omeparyii rpynmnupoBKu
¥ 0TOOpA TPpyMII.
11. Cnoco©6s1 B3aumoaeicTBus Intouch ¢ 6a3amMu gaHHBIX.
1. TlpomsbinieHHas JoKajdbHas ceTh. HasHaueHue, OCOOEHHOCTH.
O0630p pasHbIX 9
TUbl TPOMBIIITICHHBIX CETEH.
BapUAHTOB CETEBBIX .
. . 2. Kakum 00pa3oM MOKHO OpraHM30BaTh CETEBOE B3aUMOJCHCTBHE
B3aMMO/ICHCTBUI mexty pasmbivi TUTK?
mexay [TJIK u SCADA )
Y 3. UYto takoe Ethernet-cBsi3p B I1JIK?




Ilepeyenn
JIadopaTOpPHBIX padoT

BOl'lpOCBI K 3allIMTE

e

Uro npencrassier coboit ceth cBsi3u B cucreme SCADA?
[lepeuncnaure camble pPacHpPOCTPAHEHHBIE IPOTOKOJBI, KOTOpBIE
o0nerdaror 0OMeH JaHHBIMU MEXY MPOTPaMMHBIM 0OecrieueHueM
SCADA u ob6opynoBanuem ITJIK.

[Iporokosn DDE. Texnonorus OLE. Texnonorus OPC.

[Tonstue OPC-cepBepa u OPC-knuenTa.




a) Ilhanupyemwvie pesyarvmamol

[Tpunoxxenue 2

OIIeHO'leIe cpeacrea AJisi IpoBEeACHUSA I[pOME)l(yTO‘IHOﬁ aTrecranuu
mo JTMCHUIIJINHE «I/IH(l)OpMaIII/IOHHLIe NMpoHeCChl B CUCTEMAX YIIPABJICHUSA IPEANIPUATHEM»

npomeofcymoquoﬁ ammecmauuu.

00yueHUs u oOuUeHoOUHble Cpeocmea O0na NnpPoGedeHUs

CrpyKTypHBII
JJIEMEHT
KOMITETEHIINH

[Inanupyemsle
pe3ynbTaThl 00ydeHUSs

OneHouHbIE CpeICTBA

[TK-9: O6nmamaeT ciocOOHOCTHIO K BHITIOIHEHUIO MOHUTOPHHTA COOBITHI, BO3HUKAIOIINX B ITPOIIECCE
paboThl MHPOKOMMYHHKAIIMOHHON CUCTEMBI, W TPOTOKOJMPOBAHMS COOBITHIA, BO3HUKAIOIIAX B
nporiecce paboThl HHPOKOMMYHHKAITMOHHON CUCTEMBI JTs oOecnieueHus pabotsl Web-npunoxennit

I1K-9.1

OneHuBaeTr  pe3yabTaThl
MOHUTOPHHTAa  COOBITHH,
BO3HMKAIOIINX B
nporecce paboTsI
MH()OKOMMYHUKALMOHHOM
CUCTEMBI

=

ok w

10.
11.
12.
13.
14.

15.

16.

Teopemuueckue eonpocvt 011  nposedeHU:A
3auema:.

NudopmanimonHas CTpyKTypa mpearnpusThs
CTpyKTypa COBPEMEHHOU MPOMBIIIJIEHHOW CUCTEMBI
ACVYII

Tumnosas ctpykrypa coBpemenHoit ACY TII
Ocnosnbie ¢pyakiun ACY TII

Kakue ocHOBHbIe CTpykTypbl ypoBHsS HMI
UCIIOJB3YIOTCSI B~ COBPEMEHHBIX  CHUCTEMAax
yIpaBJieHus ?

Kakue KOMITOHEHTBI BXOJAT B
OJHOTIONIB30BaTENbCKYI0 APM? Kakue BO3MOKHBI
BAPUAHTHl IMTOCTPOEHHUS  OJHOMOJIb30BATEIbCKOU
APM?

Kakoe oTiMune MHOromoJib30BaTeNIbCKON CUCTEMBI
YEJI0BEKO-MaIIMHHOTO uHTepdeiica oT
OJIHOTIOJIb30BATEIBCKON?

UTo Ha3bIBAIOT pacnpeieeHHon cucteMoi APM?
Kaxkoe CIEeLHaTU3UPOBAHHOE MIPOrpaMMHOE
obecrieueHne MCTOIb3yeTCs sl ocTpoeHus APM
C JIOCTYNOM 4epe3 TIo0albHYI0 KOPIOPATUBHYIO
ceThb U cetb HTEepHeT?

Obuwee onpegeneHune NPOMBbILWIEHHbIX
KOHTpPON/1EpOoB

CTPYKTypHble KOMMOHEHTbI KOHTPOAEPOB
Knaccndumkauma KoHTponnepos

OcobeHHocTM nporpammmpoBaHmna MK

Ponb 1 mecTo KOHTPONNEPOB B CTPYKTYPE CUCTEMDI

ynpasaeHus

Kakue tunel uHTEpdEicoB HCMONB3YIOTCA TNpU
IPOrpaMMUPOBAHUH ITPOMBIIIIEHHBIX
KOHTPOJJIEPOB?

Kakue cpencrBa MCHONB3YHOTCS U OpraHU3ALMA
B3aMMO/JICHCTBUS MEXy YPOBHIMH HEPAPXUUECKUX
CUCTEM YNpaBIEHUS?




CrpyKTypHBIi

[Inanupyemsle
AJIEMEHT OueHouHbIE CpeCTBa
pe3yNbTaThl 00yICHUS
KOMIIETCHIIUU
17. KakoBbl npuymHbl nosisneHna SCADA?
18. Nepeuncnute pyHKumm SCADA.
19. Nornyeckas cxema B3anmogeicrensa SCADA v MJIK.
20. CtpyKTypa pacnpeaeneHHomn cUCTeMol
ynpaBaeHusa Npoun3BOACTBOM BKAtouvatowen MK n
ctaHuum SCADA cuctem.
21. OnpenencHue u Ha3HaUeHUE 0a3 TAaHHBIX
22. OnpeneneHre U Ha3HAUYCHHE CUCTEMBI YIIPaBJICHUS
0a30i TaHHBIX
23. Kitaccudukanus BJ]
24. TIponecc nmpoeKkTupoBaHus 0a3bl JAHHBIX HA OCHOBE
MOJIEJIA TUTIA «CYIITHOCTh-CBS3b)»
25. SI3pik SQL. Omepartopsl si3plka Uit pabOTHI €
pensurOoHHOM 0a30if MaHHBIX. THIBI JaHHBIX.
Bo3moxnoctn SQL
26. lludpposeie  mpomermiearsle  cetn  (LIIIC):
TpeOoBaHus, o0mmas kiaccupuKaluus U TPUHLUIIBI
MOCTPOCHUS
27. Tunoseie ctanmaptasie LITIC
28. becipoBoHbBIE JOKaJIbHBIC CETH ISt
IIPOMBINIIEHHOTO IPUMEHEHUS
I1K-9.2 OueHuBaet Ka4yecTBO Ilpumepvt npakmuueckux 3a0anuil K 3auemy
MPOTOKOJIUPOBAHUS 1. B cpeme CoDeSys peamn3oBaTh yrpaBieHHE
COOBITHH, BO3HUKAIOIINX BKJIIOUEHHEM Hacoca C 3aepKKoH 1o BpeMenu. [Ipu
B  mporecce  paboThI Haxkatuu Ha KHONKY «IIYCK», Hacoc pomxeH

WH(POKOMMYHUKAITMOHHOM
CHCTEMBI TUTst
obecrieueHus paboThl
Web-mipuiosxeHuii

BKIIIOYUTHCS W TMpopaboTarh 5 CeKyHI, 3aTreM
aBTOMAaTHUYECKU OTKIIIOUNTHCSA. Heobxoaumo taxske
MO/ICYUTHIBATH KOJIMUECTBO BKIIFOUEHUMN JABUTATENS.

>

‘ KONWYeCTBO BKMIOYEHWA 5 |

2. WNzo6pazutre B SCADA Intouch kmaman w
OpraHu3ylTe U3MEHEHHE €ro I[BETA [0 HAXKATUIO Ha
KHOIIKY.




CrpyKTypHBIi
JJIEMEHT

KOMIICTCHII N

[Inanupyemsle
pe3yNbTaThl 00yICHUS

OneHouHBIE CpeCTBA

6.

B cpene Intouch pazpaboraiite mporpamMmmy, KOTopast
OymeT cama  BBINOJHATH  COXpaHEHHE B
MOJIb30BATEIBCKUM  apXuB  HHPOPMAMH O
BO3HHMKAIOIIMX TPEBOTax: JaTbl W BPEMEHH
BO3HUKHOBEHHUSI, KBUTHPOBAHHUSI M YCTPAHEHUS
TPEBOTH; HOMEP TPEBOTH.

CropoekTupoBaTh METOJIOM CYIIHOCTh-CBSI3b bBJI.
Hwmeercs tpu cymHocTy bensuH, beH30Kk0JI0HKN 1
3anpaBku. OnpenenuTb KiIacChl MPUHAIIEHKHOCTH
CYIIHOCTE M CTENEeHb HMX CBSA3M M YKa3aTb B
CIIOBECHON (¢opMe, UYTO O3HAYAIOT MPUHATHIC
OTpaHUYECHUS. CamocrosTenbHO MpUAYMaTh
Ha3BaHUsl TMEPBUYHBIX KJIIOYEH CYIIHOCTEH, a
OCTaJIbHBIE T0JIA OKa3aTh Kak crosbder - [Ipoune.
B cpene Intouch peanusoBaTh OKHO Il BBIBOJA
uH(pOpPMaIIUKU O CTyIEHTaxX U3 0a3bl JaHHBIX Access:

Homep cobbiTus = # Hyphan
Pesrum = #

Oamuaua = #

I'pynna= #

I'ox naGopa = #

| Cuurats | \ Mepsas ‘ ‘ Cneaylowas
3apnannas pamuauna = #

B cpene Intouch opranuzoBarh MOJIKIIOUEHHE K
06aze Access depe3 untepdeiic ODBC u BwiBecTH
uH(popMaIuio 00 OMMOKaxX MOJKITIOUEHUS:

MoAknioyeHne Homep coeqnnenns = #

Koa omnokn = #
OTrnioueHne

OnucaHHe OIHOKH




0) Ilopaook nposedenus NPOMENCYMOUHOU ammecmauyuu, noKaamenu U Kpumepuu
OUeHUBAHUA:

[Ipomexxyrounasi arrectanus 1o aucuumuinae «HpopMannoHHbBIE MPOIECCH B CHCTEMax
YIPABJICHUS IMPEIIPUATAEM)» BKIHOYACT TEOPETHUECKHE BOIPOCHI, II03BOJIIOIIME OLEHUTH
YPOBEHb YCBOEHHS 00Y4YalOIIMMUCS 3HAHUH, U MPAKTUYECKUE 3aJaHUS, BBISBIISIOIINE CTEIEHb
c(OpPMHPOBAHHOCTH YMEHHI U BJIAJCHUH, TPOBOIUTCS B (hopMme 3ayera.

[Toka3arenu U KpUTEpUM OLICHUBAHMS 3a4eTa:

— JUISl TIOJyYEHHSI OLIEHKU «3aYTeH0» 00Yy4aroluiics AEMOHCTPUPYET MOPOTrOBbIN YPOBEHb
c(OPMHUPOBAHHOCTH KOMIETEHIUI: B X0JIe KOHTPOJIBHBIX MEPOTIPHUATHI JIOMYCKAIOTCS OLIMOKH,
MPOSIBJIIETCS. OTCYTCTBUE OT/AEIbHBIX 3HAHUM, YMEHHI, HaBbIKOB, O0Y4arOMIMICS HCIBITHIBAET
3HAQYUTEJIbHBIC 3aTPYAHECHUS NPU ONEPUPOBAHNU 3HAHUAMHU U YMEHHUSMHM IIPU UX MEPEHOCE Ha
HOBBIE CUTYallUH.

— Ha OIICHKY «He 3a4YTeH0» OOydarluiics IeMOHCTpupyeT 3HaHus He Oonee 20%
TEOPETUYECKOTO0 MaTepuayia, JIOMyCKaeT CYNICCTBEHHBIC OIMMOKA, HE MOXET I[0Ka3aTh
HUHTCJUICKTYAJIBHBIC HABBIKW PCIICHHA IMPOCTBIX 3aJad, HEC MOXKCT IIOKa3aThb 3HAHWA HAa YPOBHC
BOCIIPOU3BEACHUA U 00BsACHEHUS I/IH(l)OpMaHI/II/I, HE MOXECT IOKa3aTb MHTCIJICKTYAJIbHBIC HABBIKH
peLIeHNs IPOCTHIX 3a4ay.



