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PABOYAS NPOT'PAMMA JIMCHUTTIJIMHBI (MOY JIST)
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Harmpagienye noaroToBKH (CrelHaibHOCTD)
09.03.01 Mudopmarnka u BbIYUCIUTE IbHAsH TEXHUKA

Hanpagienaocts (mpoduib/crietnainsanus) mporpamMmbl
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Pabouas mporpamma cocrasiena ua ociose ®I'OC BO - GaxanaBpuar 1o
HarpasiieHuio noarorosku 09.03.01 Mindopmaruka 1 BeMHCIUTEbHAS TEXHAKA (IIPHKA3
Muno6puayku Poccnn ot 19.09.2017 . Ne 929)

PaGouas nporpamma pacemorpena u 0106peHa Ha 3ace/[aHnu Kadenpbl
BblunciuTeibHoi TeXHUKK U IPOrpaMMHUpOBaHHS )

03.02.2025, nporoko: No 5 E:%) /{{f =
3aB. kadeapoii ’/ri?”(‘ 0.C. Jlorynoa

Pa6oyas mporpamma ono6pena Metoaudeckoit komucendit’ UIuAC 2

04.02.2025 r. mporoxon Ne 3 — i <
Ilpencenarens. D/Z/{//g// % B.P. Xpamumn

7z

PaBoyvast mporpamma cocrasieHa: 5
Houent kadeapsr BTull, kama. Texs. HayKC - E.A. I'apbap

Penensent:
Hupexrop HUM "ITpomGesonacHocTs", 1-p. TexH. Hayk M.IO. Hapkesnu



JIMcT akTyajam3anuu padoyeil mporpamMmbl

Pabouas mporpamma nepecMoTpeHa, odcyxieHa u ogoopena s peanusanuu B 2026 - 2027
y4eOHOM rojy Ha 3aceqanuu Kadeapsl BeauCIUTENsHON TEXHUKH U IPOTPAMMHUPOBAHHS

ITporokon ot 20 . Ne
3aB. kadenpoii O.C. JlorynoBa

Pabouas mporpamMma rnepecMoTpeHa, 00CykaeHa 1 o00peHa s peanusaruu B 2027 - 2028
y4eOHOM IOy Ha 3aceaHuu Kapeapbl BBYMUCIUTENEHON TEXHUKU U MPOTPAMMHUPOBAHHUS

ITporokon ot 20 . Ne
3aB. kadeapoii O.C. Jlorynona

Pabouas mporpamma nepecMoTpeHa, oocyxieHa u ogoopena s peanusanuu B 2028 - 2029
y4eOHOM rojy Ha 3aceqaHuu Kadeapsl BbIYUCIUTEIbHON TEXHUKH U TPOTPAMMHUPOBAHHS

[Iporokonm ot 20 r. No
3aB. kadenpoii O.C. JloryHoBa

Pabouas mporpamma nepecMoTpeHa, oocyxieHa u ogoopena s peanusanuu B 2029 - 2030
y4e0HOM roJly Ha 3aceaHuu Kadeapbl BBEMUCIUTEILHON TEXHUKH M IPOTPAMMHPOBAHIS

[Iporokon ot 20 . Ne
3aB. kadenpoii O.C. JloryHoBa




1 lesin ocBOCHUSA TUCHUTIIMHBI (MOYJIA)

[{ensiMu OCBOEHMSI TUCLUIUIMHBI (MOAYIIST) «AIMUHUCTPUPOBAHUE CEPBEPOB)»
ABJISICTCSA 0O3HAKOMJIEHHUE CTY/IEHTOB C PACIIMPEHHBIMU HOHATHAMU U TEXHOJIOTUAMHU pabOThI
COBPEMEHHBIX BBIYMCIUTEIbHBIX MAIlIMH, KOMIUIEKCOB, CETEN XpaHEHUs U Nepeaayu JaHHbIX,
(bopMHpoBaHKE IPEACTaBICHUH O 3a7a4axX U METoJIaX aAMUHUCTPUPOBAHUs 000py10BaHN,
WCII0JIb30BAaHUs 3HAHUM JJIs PEeLEHUS NPUKIAIHbIX 3a/1a4.

Jlis nocTrkKeHus ey B XO€ NMPENoJaBaHusl AUCHUIUIMHBI PELIAIOTCS 3a0a4u:

— nnoHuManue apxutektypsl I1K u cepsepos;

— HaCTpoiika ceTeil nepesauu 1aHHbBIX;

— aJIMUHHUCTPUPOBAHUE CEPBEPOB.

2 MecTo JUCUMILIMHBI (MOIYJIsl) B CTPYKTYpe 00pa3oBaTe/ibHOI MPOrpaMMbl

JuctumimHa AJIMHUHUCTPUPOBAHUE CEPBEPOB BXOIUT B YaCTh y4EOHOTO TUIaHA
dhopMUpyEMYIO YYaCTHHKAMHU 00Pa30BaTeIbHBIX OTHOIICHUH 00pa30BaTeIbHOM MTPOTPAMMEI.

JIist u3ydeHusl TUCIUTUIMHBI HEOOXOTMMBI 3HAHUS (YMCHUS, BIAICHHUS ),
c(OPMHPOBAHHBIC B PE3YJIbTATEC U3YUCHHS TUCIIMILIHH/ IPAKTUK:

AJIMHHUCTPUPOBAHKE CETEH TIepeIaun JaHHbBIX

OBM wu nepudepuiinbie ycTponcTBa

Opranuzanus 9BM

[TocTpoeHHE TEIEKOMMYHUKAIIMOHHBIX CHUCTEM

3uanus (yMEHUs, BJIQJICHUS), IIOTYICHHBIE IPY U3YUYCHUHU JAHHON JTUCIIUTUTHHBI
OyayT HeOOXOAUMBI [T U3YUCHHUSI TUCIIUTUTHH/TIPAKTHK:

[ToaroToBka K caaye u cada rocyJapCTBEHHOTO SK3aMeHa

OcHOBBI 001aUHBIX U TYMAaHHBIX TEXHOJIOTUN

ANTOpUTMBI 00pa0OTKH OOJIBITUX JaHHBIX

3 Komnerenuun o0y4aromerocsi, popmupyemMbie B pe3yJibTaTe 0CBOCHUS

AUCHUILUIMHBI (MOYJIS1) M IJIAHMPYeMble pe3yJIbTaThbl 00yUeHHus

B pe3ynbraTe ocCBOGHUS TUCHMITIMHBI (MOIYJs) «AIMHHUCTPUPOBAHUE CEPBEPOBY»
o0yyaroImuiics 10/bKeH o0s1afaTh CIEAYIOIMMI KOMIIETEHIMSMU:

KOI[ HHJUKaTopa I/IHI[I/IKaTop JOCTHXKCHUS KOMIICTCHIINN

[TK-8 O6namaer ciocoOHOCTHIO K HACTPOWKE M KOHTPOITIO paOOThI CETEBBIX AIIEMEHTOB
MH()OKOMMYHUKAIIMOHHOW CHCTEMBI, YIPABICHHIO O0€30MaCHOCTHIO CETEBBIX YCTPOICTB
mporpaMmMHOIO 06€CH€‘-I€HI/I${, JAUAarHoCTUKE OTKa30B U OIINOOK CETEBBIX YCTPOﬁCTB n
MPOrpaMMHOT0 00ecTIeueH I, KOHTPOJIO MPOU3BOUTEILHOCTH CETEBON HHOPACTPYKTYPHI
MH()OKOMMYHUKAIIMOHHOW CHCTEMBI, TIPOBEICHHUIO PETJIAMEHTHBIX PaOOT Ha CETEBBIX
YCTPOWCTBAaX M MPOTrPaMMHOM OOecIieueHHN MH(HPOKOMMYHHKAIIMOHHON CUCTEMBI JUIS
obecrnieuenust padotel Web-npunosxeHui

I1K-8.1 OmnpenensieT KaueCcTBO HACTPOUKH U KOHTPOJIS pabOThI CETEBBIX
AJIEMEHTOB MH(POKOMMYHHUKAIIMOHHON CHCTEMBI

I1K-8.2 OreHUBaET Ka4eCTBO YIIPABJICHUS 0€30MaCHOCTBIO CETEBBIX YCTPOICTB U
porpaMMHOTO O6€CH€‘I€HI/I$I, JUAarHoCTUKHU OTKa30B U OIINOOK CETEBBIX
YCTPOMCTB

I1K-8.3 Omnpenensier HeOOXOIUMOCTH MTPOBEJICHUS PETIIAMEHTHBIX padoT Ha
CETEBBIX YCTPOMCTBAX M MPOTPAMMHOM O0CCIICUECHUH
nHpOoKOMMYHUKaIMOHHOU crctembl ¢ Web-bynthatqcjv

[TK-9 O6nanaet ciocOOHOCTHIO K BBHITIOJTHEHHIO MOHUTOPUHTA COOBITHI, BOSHUKAIOIIUX B
nporecce padoThl HHPOKOMMYHUKAITMOHHON CUCTEMBI, U IPOTOKOIUPOBAHUS COOBITHIA,
BO3HHKAOIINX B TIporiecce paboThl MHPOKOMMYHUKAIIMOHHON CUCTEMBI JIJISl O0eCTICUeHUS
pabotel Web-npunosxeHuit




I1K-9.1

OrneHnBaeT pe3yabTaThl MOHUTOPUHTA COOBITHI, BOHUKAIOIINX B
nporiecce padoThl HHHOKOMMYHUKAITMOHHONW CHCTEMBI

I1K-9.2

OreHHMBaeT Ka4eCTBO MPOTOKOINPOBAHHS COOBITHI, BOSHUKAIOIIHX B
nporecce padoTel HHOOKOMMYHHKAIIHOHHON CUCTEMBI JJIsl 00eCICUCHUSI
pa6otsl Web-npunoxenuii




4. CTpyKTYypa, 00bEM U coep:kaHue TUCHUILINHBI (MOAYJIST)

OO0mmas TpyA0€MKOCTh JUCIIUIUIMHBI COCTABIISIET 4 3a4eTHBIX eauHull 144 akas. 4acoB, B TOM

HHUCJIIC:

— KOHTaKTHas pabora — 76,1 akaz. 4acos:

— ayauTOpHas — 72 akaj. 4acos;

— BHeayauTopHas — 4,1 akaj. 4acos;

— caMocCTosTeNbHas paboTa — 32,2 aKaj. 4acos;
— B (popme npakTuieckoit moaroroBku — 0 akai. vac;
— MOATOTOBKA K 3K3aMeHy — 35,7 akaj. yac

<DopMa aTTeCTaluu - 3K3aMEH

AynuropHas ] o
o KOHTaKTHas paboTa E z ®dopma Tekyero
& . s g Bu, KOHTPOJIS
Paznen/ rema 3 (B axaz. 1acax) == A . p Kox
g 3 O | caMOCTOATENbHOM | ycreBaeMOCTH U
JIACIIATIIAHEL 3 2 = . KOMIIETEHIIMH
3 g 5 paboThI IPOMEKYTOUHON
Tlek nab. | mpaxT. 'S aTTecTaluu
’ 3aH. 3aH. O
1. bazoBas HacTpoiika Windows
cepsep
1. ITouck
JIOTIOTHUTEILHOM
HHPOPMAIHH 10
3aJIaHHOM TEME.
1.1 Ycranoska OC A 2
Windows Server ) 1. IIpoBepka TIK-8.1, IK-
CaMoCTOATEIEHOE
VYyerHsle 3anmcu 9 9 8 HBVACHIC WHAWBHUTYaTbHBIX 8.2, I1K-8.3,
MOJIL30BaTENEH U TPYIIIL. qg61-101?1 . 3aIaHui TIK-9.1, TIK-
Hcnonp30BaHue rpynmnoBbIx y HAVIHO 2. YcrHBIN otipoc 9.2
TTOJINTHK Y
JIUTEPATYPHI.
3. Pabora ¢
3JIEKTPOHHBIMU
OMOIMOTEKAMH.
7
1. ITouck
JIOTIOJTHUTEIILHOM
“H(pOPMAIHHT IO
1.2 Vcnonb30BaHNE CETEBBIX 33(1)a}£)H0171HTeMe
yrut: ping, telnet, netstat, A 2 ’
tcpdump/wireshark ' 1. TIpoBepka IK-8.1, IK-
CaMoCTOATETBLHOE
TTonsTus 9 9 8 SEVCHIE HWHAUBHUIYaJIbHBIX 8.2, I1K-8.3,
MacITabHUpPyeMOCTH, ggﬁoﬁ . 3aIaHMH TIK-9.1, TTK-
KJIaCTepHU3allnHy, yIII{a Ho 2. YcrHbIN onpoc 9.2
OTKa30yCTOWYMBOCTU U Te y;T .
BBICOKOH IOCTYITHOCTH PaTypeL.
3. Pabora ¢
3JIEKTPOHHBIMHU
OMOIMOTEKAMH.
Hroro no paszpeny 18 18 16
2. AmMUHUCTpUpPOBaHUE
Windows cepsep
2.1 YupaBieHue U Co3JJaHHe 1. ITouck
P . A . 1. [IpoBepka TIK-8.1, TIK-
cepsucos Windows. JIOUONHUTENBHOM | oo 32 TIK-8.3
VYcranoska u 3anyck [10 7 9 9 8 UHPOPMAIIH 11O A s Igmﬁ H'K’_9 1 HK-
TWI/TX B kauecTBe CITy>KOBI 3aJaHHON TEME. 5 chilmﬁ OIDOC 9 2’
Windows 2. ’ p '




YcraHOBKa U yaaleHue
nporpamM. PenaktupoBanue
peecTpa

CaMOCTOSITEIbHOE
H3yUYCHHE
yueOHOI u

HAy4YHO
JIUTEPATYPHI.
3. Pabora ¢
JNEKTPOHHBIMU
OMOIHOTEKAMU.

2.2 AAMUHUCTpPUPOBaHNE
OCHOBHBIX CETEBBIX
KOMITOHEHT CHCTEMBI

1. ITouck
JIOTIOJTHUTEITLHOM
HHPOPMAIHH 10
3aJJaHHOM TeMeE.

(HElCTpOI/Ij(a CETEeBOTO 2. 1. Tposepka TK-8.1, TIK-
uHTepdetica, CaMocTosTeNnbHOe
WHUBUAYaITbHBIX 8.2, TIK-8.3,
KOH(UTYpUPOBaHHE 9 9 8,2 H3yYeHHe N
. ! . 3aJIaHuN T1K-9.1, TIK-
Windows Firewall u RDP) yueOHOI u .
2. YCTHBIN ompoc 9.2
Ananmn3 Hay4HO
TIPOHU3BOTUTEILHOCTH JIATEPaTypHL.
cucremsl. Pabora ¢ 3. Pabora c
yrunuToi Task Manager. JJIEKTPOHHBIMU
OoubImoTexamu.
HWroro no pazaeny 18 18 16,2
Hroro 3a cemectp 36 36 32,2 SK3aMeH
Hroro no aucuuruinye 36 36 32,2 SK3aMeH




5 O6pa3oBaTesibHbIE TEXHOJIOTHH

1. [Tonck monmoiHUTENHbHON MHGOPMAITUH TI0 3aJaHHOU TEME.

2. CaMOCTOATENIbHOE U3YUYCHUE YUSOHOW M HAYYHO JIUTEPATYPHI.

3. Pabora ¢ 37eKTpOHHBIMH OUOTNOTEKAMH.

1. TpagumoHHbBIE 00pa30BaTENbHBIC TEXHOJIOTUH, OPUCHTUPOBAHHBIE HA
OpraHu3alu 00pa3oBaTeIbLHOrO MPOoLecca U MPEANOIarallyo NPIMYI0 TPAHCISIIIHIO
3HAHUU OT MpernojaBaTesis K aCHUPAHTY.

@®opMbl yUeOHBIX 3aHATHI C NCIOJIB30BAaHUEM TPAJULIMOHHBIX TEXHOJIOTUM:

WNudopmannonHas JIeKIus — MocaeI0BaTeIbHOE U3JI0KEHHE MaTepHraa B
JTUCIIUIUTMHAPHOH JIOTUKE, OCYIIECTBIIIEMOE MPEUMYIIECTBEHHO BepOATbHBIMU CPEICTBAMU
(MOHOJIOT TIpeno1aBaTeis).

JlaGopaTopHas pabota — opraHuzanus y4eOHOM padOTHI C peaaTbHbIMU
MaTepUaTbHBIMUA U UHGOPMAITMOHHBIMU 00BbEKTaMH, SKCIIEPUMEHTaIbHAs paboTa C
aHAJIOTOBBIMH MOJICTISIMU PEaTTbHBIX O0OBEKTOB.

2. TexHonoruu nNpoOIeMHOro o0yueHus: — opraHu3zaius o0pa3zoBaTeNbHOrO Mpoliecca,
KOTOpasi mpe/roiaraeT NoCTaHOBKY MPOOJIEMHBIX BOIIPOCOB, CO3/1aHNE YUYECOHBIX
MPOOJIEMHBIX CUTYaIIUN I CTUMYJTHPOBAHUS aKTUBHOM IMO3HABATEIBHON IS TEITLHOCTH
aCIHUPAHTOB.

3. lHTepakTUBHBIE TEXHOJIOTUU — OpraHu3alus o0pa3oBaTebHOrO Mpoliecca,
KOTOpasi mpe/IoiaraeT akTMBHOE U HEJTMHEWHOE B3aUMOJICHCTBUE BCEX YUACTHUKOB,
JOCTHKEHHE Ha ATON OCHOBE JINYHOCTHO 3HAYUMOTO JIJIsl HUX 00pa30oBaTeNIbHOTO pe3yibTara.

®opMbl yUeOHBIX 3aHATUH C UCTIOJIB30BAaHUEM CIIEIIUATU3UPOBAHHBIX WHTEPAKTUBHBIX
TEXHOJIOTHI:

Jlexuus «oOpaTHOM CBA3M» — NEKIUSI—TIPOBOKALIMS (M3I0KEHHE MaTepHala Cc 3apaHee
3arIaHUPOBAHHBIMU OIIMOKaMU), TEKIUsA-0ecea, TeKIUI-TUCKYCCUS, JTeKIUs-
KOH(epeHIHsL.

4. UndopmaiimoHHO-KOMMYHHUKAITMOHHBIE 00pa30BaTelIbHbIE TEXHOIOTUH —
opranmzaius o0pa3oBaTeIbHOrO MPoIecca, OCHOBAHHAS HA IPUMEHEHUH MPOTPAMMHBIX CPEJT
Y TEXHUYECKUX CPENICTB PabOTHI CO 3HAHUSMHU B PA3TMUHBIX IPEIMETHBIX 00IACTSIX.

6 Y4eOHO-MeTOqMYECKOE 0O0ecTIedeHHe CAMOCTOATEIBLHOM padoThl 00y4YaoIuXcst

[IpencraBieHo B npuiioxeHuu 1.

7 OueHo4YHbIe CPeACTBA /sl IPOBeJAeHUs MPOMEKYTOUHOM aTTecTaluu
[TpencraBieHbl B IPUIOKEHUH 2.

8 YueOHO-MeTOAMUYEeCKOEe M HH(POPMALIMOHHOE 00ecnieYeHHe TUCIHUILINHBI

a) OcHoBHas JUTEpaTypa:

1. Aiienc, K. AnmunncrpupoBanue Microsoft Windows Server 2003 : yae6Hoe
nocooue / K. AiiBenc. — 2-¢ uzn. — Mocksa : MUHTYUT, 2016. — 486 ¢. — Tekcr :
AIEKTPOHHBIN // JlaHb : anekTpoHHO-O0nbMnoTeunas cucrema. — URL:
https://e.lanbook.com/book/100554 (nara obpamienus: 15.03.2020). — Pexxum goctyma: ais
aBTOPH3. MOJIb30BATEICH.

2. Bnacos, 10.B. AnmunucrpupoBanue cereid Ha matrgopme MS Windows Server :
yaeoHoe mocobue / F0.B. Bimacos, T.U. PurnikoBa. — 2-¢ m31. — Mocksa : UHTYUT, 2016.
— 622 c. — ISBN 978-5-94774-858-1. — Tekcr : aneKTpoHHBIH // JIaHb : 2IeKTPOHHO-
oubnmoreunas cucrema. — URL.: https://e.lanbook.com/book/100560 (nara oGparienus:
15.03.2020). — Pexxum goctyma: sl aBTOPHU3. TOIb30BaTEIICH.



0) JonmosiHuTebHAS JUTEpATYpA:

1. Marsees, M.JI. AnmunuctpupoBanue Windows 7. [IpakTuueckoe pyKOBOJCTBO U
CIIPaBOYHHK aJMUHUCTpaTopa : pykoBoAacTBO / M.JI. Matsees, P.I". [Ipoknu. — CaHKT-
[TerepOypr : Hayka u Texnuka, 2013. — 400 c. — ISBN 978-5-94387-916-6. — Texcr :
AJIEKTPOHHBIN // JlaHb : 35ekTpoHHO-OnbOMnoTeunas cucrema. — URL:
https://e.lanbook.com/book/39611 (nata oopamenus: 15.03.2020). — Pexum qoctymna: st
aBTOPU3. II0JIb30BATEIICH.

2. Omudep, B.I'. OcHOBBI ceTelt iepeaaun JaHHBIX : yaeOHoe nmocooue / B.I'. Onudep,
H.A. Omudep. — 2-e uzn. — Mocksa : UHTYUT, 2016. — 219 c. — Tekcr :

ANEeKTpOHHBIH // JIaHb : aekTpoHHO-OuOHoTeuHas cuctema. — URL:
https://e.lanbook.com/book/100346 (nara oopamenus: 15.03.2020). — Pesxxum nocryna: s
aBTOPH3. MTOJIb30BATEIICH.

B) MeToauuyecKue yKazaHus:

1. benog, 10.C. AAMUHUCTPUPOBAHHE CEPBEPHBIX ONEPALMOHHBIX CHCTEM CEMEHCTBA
Windows : yueonoe nocobue / FO.C. benos, E.B. Bepmmana. — Mocksa : MI'TY um. H.3.
baymana, 2014. — 324 c. — ISBN 978-5-7038-3896-9. — Tekcr : anekTponHslii // JIaHb :
aJIeKTpOHHO-O0nOmoreynas cucrema. — URL.: https://e.lanbook.com/book/106514 (nara
obpamenusi: 15.03.2020). — Pexum noctyna: A aBTOPHU3. MOJIL30BATENCH.

2. XopyxuukoB, C.D. AnmunuctpupoBanue cereir Windows : yuebHoe nocobue /
C.O. XopyxHukos, B.B. [Ipsiryn. — Cankr-IlerepOypr : HUY U'TMO, 2012. — 61 c. —
Tekcr : anexTpoHHbIH // JlaHb : 51eKTpOHHO-OMOMMOTeUHas cucrema. — URL:
https://e.lanbook.com/book/40727 (nata obparuenus: 15.03.2020). — Pexxum goctyma: ajist
aBTOPH3. MOJIb30BATEIICH.

r) lIporpammHuoe obecnneuenue u UHTepHeT-pecypcebl:

IIporpamMHoe odecnevenue

HanmenoBanue .
o Ne norosopa Cpoxk neicTBUS TULIEH3UH
mg’fgsgﬁ'gﬁazlom Ne 135 ot 17.09.2007 Gecepoumno
MS Visual Studio
Code cB00OIHO pacmpocTpansemoe [10 6eccpodHo

Hpocbeccnonanbm,le 0a3bl JAaHHbIX U I/IH(l)OpMaIIHOHH])Ie CIIPpaBOYHbLIC CHCTEMbI

HasBanue kypca Cchlika

9 MaTepuajbHO-TeXHUYECKOEe o0ecrevyeHue TUCUUIIMHBI (MOTYJIs1)

MaTepI/IaJILHO-TeXHI/I‘-ICCKOC obecrnieucHue JUCIUIIIIMHBI BKIIIOYACT:



1. Jlekunonnas aynurtopus ayn. 282. MynbTUMEAUNHHbBIE CPEICTBA XPAHECHUS,
nepeayd W NpeAcTaBIeHUs HHPOPMAIIUH.

2. Kommetorepusie kinacchl LlenTpa nadopmarmonnsix rexnonoruiit ®I'6OY BO
«MI'TY». IlepconanbHble KOMIBIOTEPHI, 00BEAUHEHHBIE B JJOKAJIbHBIE CETH C BHIXOJIOM B
Internet, ocHalieHHbIE COBPEMEHHBIMH ITPOIPAMMHO-METOIMYECKUMHU KOMILIEKCAMU /IS
pereHus 3a1a4 B 001acTH UH()OPMATHKH U BEIYUCIUTEILHON TEXHHUKH.

3. AyauTopuu Ajs caMOCTOSITENIbHOM pabOThl: KOMIIBIOTEPHBIE KIIACChl; YUTAJIbHBIE
3asbl 6ubimoreku. Bee kimacesl YUT u ACY ¢ nepcoHanbHBIMU KOMITBIOTEPAaMH, BBIXOJIOM B
WHTEepHeT U ¢ JOCTYIOM B 3JIEKTPOHHYIO HH(POPMALMOHHO-00pa30BaTEIbHYIO CpeNy
YHUBEPCUTETA.

4. Aynuropuil 1Ji TpyNIOBBIX U UHAUBUAYAJIbHBIX KOHCYIbTAIUM, TEKYILETO
KOHTPOJISI U TPOMEXYTOUHOM arrectanuu. Aya. 282 u kiaccel YUT u ACY.

5. IlomemeHust uis CaMOCTOATENIBHOM paboThl 00yUYaroIINUXCsl, OCHAIIEHHBIX
KOMITBIOTEPHON TEXHUKON C BO3MOYKHOCTBIO ITOAKIIOUEHHUS K ceTu «MHTepHEeT» U Hamm4ueM
JOCTYIA B 3JIEKTPOHHYIO HH(OPMAIIMOHHO-00pa30BaTEeIbHYIO Cpeay opranusanun. Kiaccer
YUT u ACY.

6. Ilomemenust 1y XpaHeHUS U TPOYUIAKTHYECKOTO 00CITY)KUBAHHSI Y4eOHOTO
obopynoBanus. LleHTp HHPOPMALMOHHBIX TEXHOIOTUN — ayn. 372.



npuioxenue 1
«Y4eOHO-MeTOANYEeCKOe 00eCIIeYeHnEe CaMOCTOSITEIbHON pabOThl 00YJaIOIIUXCS»

AIMHUHHCTPHUPOBAHUE CEPBEPOB
JlaGopaTopHnas pa6ora Kondurypuposanue ycayr STP
Hesn 00y4yeHnus
B pesynbrare 31010 paszaena Bbl JOKHBI PELIMTD CIEAYIOLINE 3a1a4u:
1 Co3nanue ycayru FTP.
] Hactpoiika napamerpoB FTP-cepsepa.
] Yenemnas nepenava daitnos ¢ FTP-cepsepa.

TomnmoJsorus

R1

001 30/0M1

A 10.0.12.0424 2

Cuenapuii
[TockonbKy BBl CETEBOM aIMUHUCTPATOP KOMIIAHUH, BaM ObLIIO IOpyYeHO BHEIPpUTH FTP-yciyru
B ceTu. Bam HCO6XOI[I/IMO peaIn30BaTh yCIYI'y FTP na MapuaIpyTu3aTope, Ha3Ha4YCHHOM
cepsepom FTP. MapuipytuzaTop J0JKeH O3BOJIATH KIIMEHTAaM YCIEIIHO YCTAHABIMBATH CEAHC
TCP nnsa npunoxenus FTP u mepenasate aiiibl. 3agauun
Ilar 1 [MoaroroBka cpeasbl.
Ecnu BeI HaunMHaeTe BHIIOJIHEHHE 3a,I[aHI/II71 9TOTIO pasjciia ¢ HCHACTPOCHHBIM YCTpOﬁCTBOM,
HAYHUTE OTCIO/IA, a 3aTeM MepenuTe K mary 2. J{s Tex, KTo Mpoa0hKaeT MPeablIyIIne
nabopatopHble pabOThI, HAUHUTE C IIara 2.
<Huawei>system-view
Enter system view, return user view with Ctrl+Z.
[Huawei]sysname R1
[R1]interface GigabitEthernet 0/0/1
[R1-GigabitEthernet0/0/1]ip address 10.0.12.1 24
<Huawei>system-view
Enter system view, return user view with Ctrl+Z.
[Huawei]sysname R2
[R2]interface GigabitEthernet 0/0/1
[R2-GigabitEthernet0/0/1]ip address 10.0.12.2 24
Yo6emutech, uto R1 Mmoxer noctuyb R2, 1 HA060POT.
[R1]ping 10.0.12.2
PING 10.0.12.2: 56 data bytes, press CTRL_C to break
Reply from 10.0.12.2: bytes=56 Sequence=1 tt|=255 time=10 ms
Reply from 10.0.12.2: bytes=56 Sequence=2 ttI=255 time=1 ms
Reply from 10.0.12.2: bytes=56 Sequence=3 tt|=255 time=1 ms
Reply from 10.0.12.2: bytes=56 Sequence=4 ttI=255 time=10 ms
Reply from 10.0.12.2: bytes=56 Sequence=>5 ttl=255 time=1 ms
--- 10.0.12.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/4/10 ms
Ilar 2 Brawuyenue ycayru FTP na mapmpyrusarope.



VYcenyra FTP Ha MapuipyTuzaTope oTKII0YeHa 10 yMoin4anuio. OH JOKeH ObITh BKIIIOUEH Tepes
ucnonb3zoBanueM FTP. Hacrpoiite FTP-cepsep, ucnonsiys R1 ¢ R2 B kauecTtBe kiauenTa. Te ke
1ard MOYKHO IIPUMEHUTH B 00paTHOM IOpsiJIKe, 4ToObI R2 Taxke BbicTynan B poau FTP-
cepsepa.

[R1]ftp server enable

Info: Succeeded in starting the FTP server

[R1]set default ftp-directory flash:/

Hacrpoiite aBTOpu3amnuo moyib30BaTeNei s Joctyna nojs3oBatenein FTP k cepsepy.
HeaBropr3oBaHHbIE 10/1b30BATENN HE CMOTYT MOIY4YHUTh JocTyl K FTP-cepBepy, 4To cHM>kaer
PUCKH 0€30I1aCHOCTH.

[R1]aaa

[R1-aaa]local-user huawei password cipher huaweil23

Info: Add a new user.

[R1-aaa]local-user huawei service-type ftp

Info: The cipher password has been changed to an irreversible-cipher password.

Warning: The user access modes include Telnet, FTP or HTTP, and so security risks exist.

Info: After you change the rights (including the password, access type, FTP directory, and level)
of a local user, the rights of users already online do not change. The change takes effect to users
who go online after the change.

[R1-aaa]local-user huawei privilege level 15

Info: After you change the rights (including the password, access type, FTP directory, and level)
of a local user, the rights of users already online do not change. The change takes effect to users
who go online after the change.

[R1-aaa]local-user huawei ftp-directory flash:

Info: After you change the rights (including the password, access type, FTP directory, and level)
of a local user, the rights of users already online do not change. The change takes effect to users
who go online after the change.

[R1]display ftp-server

FTP server is running

Max user number 5

User count 0

Timeout value(in minute) 30

Listening port 21

Acl number 0

FTP server's source address 0.0.0.0

FTP-cepep paboraer Ha R1 1 mo ymomganuto mpocimymmBaet nopt TCP 21.

Ilar 3 YcranoBka coeqnHeHus ¢ kanenrom FTP

YcranoBure coequaenue ¢ FTP-cepsepom ¢ R2.

<R2>ftp 10.0.12.1

Trying 10.0.12.1 ...

Press CTRL+K to abort

Connected to 10.0.12.1.

220 FTP service ready.

User(10.0.12.1:(none)):huawei

331 Password required for huawei.

Enter password:

230 User logged in.

[R2-ftp]

ITocne BBO/Jla MMPABUJIBHOT'O UMCHH I1OJIb30BATCJIA U IAPOJIA HA FTP-cepBep MOKHO 6YI[6T
YCITEIIHO BOWTH.

BemmonauTte komanay dir nepen 3arpy3koii aiina uiam nocie ero 3arpy3ku JUisi IpocMoTpa
noipoOHoI nHpopmanuu o daiine.

[R2-ftp]dir

200 Port command okay.



150 Opening ASCII mode data connection for *.

drwxrwxrwx 1 noone nogroup 0 May 03 18:03 .

-rwXrwxrwx 1 noone nogroup 114552448 Jan 19 2012 AR2220E-V200R006C10SPC300.cc
-rwXrwxrwx 1 noone nogroup 159858 May 03 17:59 mon_file.txt

-rwxrwxrwx 1 noone nogroup 304700 Mar 03 11:11 sacrule.dat

-rwXxrwxrwx 1 noone nogroup 783 Mar 03 11:12 default_local.cer

-rwxrwxrwx 1 noone nogroup 0 Dec 20 2015 brdxpon_snmp_cfg.efs
-rwXxrwxrwx 1 noone nogroup 777 May 03 18:03 vrpcfg.zip

drwxrwxrwx 1 noone nogroup 0 Mar 10 11:14 update

drwxrwxrwx 1 noone nogroup 0 May 03 18:03 localuser

drwxrwxrwx 1 noone nogroup 0 Mar 17 10:45 dhcp

-rwXxrwxrwx 1 noone nogroup 460 May 03 18:03 private-data.txt

-rwXrwxrwx 1 noone nogroup 126352896 Mar 10 11:09 AR2220E-V200R007C00SPC600.cc
drwxrwxrwx 1 noone nogroup 0 Mar 10 11:15 shelldir

-rwxXrwxrwx 1 noone nogroup 11606 May 03 18:00 mon_lpu_file.txt
drwxrwxrwx 1 noone nogroup 0 Mar 18 14:45 huawei

-rwxrwxrwx 1 noone nogroup 120 Mar 18 15:02 text.txt226 Transfer complete.
FTP: 836 byte(s) received in 0.976 second(s) 856.55byte(s)/sec

YcTaHoBUTE peXUM Mepefaun s (HaiaoB, KOTOpbie OYAyT NepeaHbl.
[R2-ftp]binary

200 Type set to I.

[Monyuwure daiin ¢ FTP-cepsepa. [Ipumeuanwue: Eciu daiin vrpcfg.zip orcyTcTByeT B Karajiore
sd1: R1, ucnone3yiite komanay save Ha R1 s ero co3manus.

[R2-ftp]get vrpcfg.zip vrpnew.zip

200 Port command okay.

150 Opening BINARY mode data connection for vrpcfg.zip.

226 Transfer complete.

FTP: 120 byte(s) received in 0.678 second(s) 176.99byte(s)/sec.

[Tocne 3arpy3ku ¢aiina ¢ FTP-cepBepa, ucrnonb3yiite komanay bye, 4To0bI MpeKpaTHTh
COCIIMHECHUE.

[R2-ftp]bye

221 Server closing.

<R2>dir

Directory of flash:/

ldx Attr Size(Byte) Date Time(LMT) FileName

0 -rw- 114,552,448 Jan 19 2012 15:32:52 AR2220E-V200R006C10SPC300.cc

1 -rw- 270,176 Apr 30 2016 03:17:08 mon_file.txt

2 -rw- 304,700 Mar 03 2016 11:11:44 sacrule.dat

3 -rw- 783 Mar 03 2016 11:12:22 default_local.cer

4 -rw- 0 Dec 20 2015 00:06:14 brdxpon_snmp_cfg.efs

5 -rw- 775 Apr 29 2016 17:51:48 vrpcfg.zip

6 drw- - Mar 10 2016 11:28:46 update

7 drw- - Apr 23 2016 17:33:38 localuser

8 drw- - Mar 21 2016 20:59:46 dhcp

9 -rw- 394 Apr 29 2016 17:51:50 private-data.txt

10 -rw- 126,352,896 Mar 10 2016 11:14:40 AR2220E-V200R007C00SPC600.cc
11 drw- - Mar 10 2016 11:29:20 shelldir

12 -rw- 23,950 Apr 27 2016 16:06:06 mon_Ipu_file.txt

13 -rw- 120 Mar 24 2016 11:45:44 huawei.zip

14 -rw- 777 May 10 2016 14:23:43 vrpnew.zip

®aiin MoxxeT ObITH 3arpyskeH Ha FTP-cepBep ¢ momorpio kKoMaH bl PUt, UIst KOTOPOTO TaKKe
MOET ObITh HA3HAUYE€HO HOBOE UMsI (paiina.

[R2-ftp]put vrpnew.zip vrpnew2.zip

200 Port command okay.



150 Opening BINARY mode data connection for vrpnew2.zip.

226 Transfer complete.

FTP: 120 byte(s) sent in 0.443 second(s) 270.88byte(s)/sec.

[Tocne 3arpy3ku ¢aiina nposepsTe Hanuuue (Paitna Ha FTP-cepsepe.
<R1>dir

Directory of flash:/

ldx Attr Size(Byte) Date Time(LMT) FileName

0 -rw- 286 620 Mar 14 2016 09:22:20 sacrule.dat

1 -rw- 512,000 Mar 28 2016 14:39:16 mon_file.txt

2 -rw- 1,738,816 Mar 17 2016 12:05:36 web.zip

3 -rw- 48,128 Mar 10 2016 14:16:56 ar2220E_v200r001sph001.pat
4 -rw- 120 Mar 28 2016 10:09:50 iascfg.zip

5 -rw- 699 Mar 28 2016 17:52:38 vrpcfg.zip

6 -rw- 93,871,872 Mar 14 2016 09:13:26 ar2220-V200R007C00SPC600.cc
7 -rw- 512,000 Mar 28 2016 14:40:20 mon_lpu_file.txt

8 -rw- 699 Mar 02 2016 15:44:16 vrpnew2.zip

VY nanure co3nanuble Gaiiisl vipnew.zip u vrpnew?2.zip Ha R1 u R2.
<R1>delete flash:/vrpnew2.zip

Delete flash:/vrpnew2.zip? (y/n)[n]:y

Info: Deleting file flash:/vrpnew2.zip...succeed.

<R2>delete flash:/vrpnew.zip

Delete flash:/vrpnew.zip? (y/n)[n]:y

Info: Deleting file flash:/vrpnew.zip...succeed.

[Tpumeuanue: [loxanyiicta, OyapTe npeaeabHO OCTOPOKHBI TP yAalleHUuu (aiioB
KoH(urypauuu, 4Toos! Bech Katanor flash:/ R1 u R2 ne 6b11 ynanen.



MIPUIIOXKEHUE 2

«OLIGHO‘-IHLIC cpeacTBa ajid MpoOBCACHUA HpOMe)KYTOqHOfI aTTeCTalum»

AIMUHUCTPUPOBAHUE CEPBEPOB

Kon
WHIUKATO

pa

Muaukarop
TOCTHIKEHUS
KOMIIETEHIINHU

O1eHOUYHBIE CpeICTBA

[TK-8 Obnamaer cnocoOHOCTHIO K HACTPOUKE U KOHTPOJIIO pa0OTHI CETEBBIX IJICMCHTOB

MH(POKOMMYHUKAITMOHHOW CUCTEMBI, YIIPABICHUIO 0€30IaCHOCTBIO CETEBBIX YCTPOUCTB U

IPOrPaMMHOTO 00eCIieUeHus], TUarHOCTUKE OTKA30B M OMIMOOK CETEBBIX YCTPOUCTB U

MIPOrpPaMMHOTO O0ecreueHus, KOHTPOIIIO MPOU3BOIUTEIHHOCTH CETEBON HHPPACTPYKTYPHI
MH()OKOMMYHHUKAIIMOHHOM CHCTEMBI, TPOBEICHUIO PETIIAMEHTHBIX PabOT Ha CETEBBIX

YCTPONCTBAX M MPOrPAMMHOM 00ECIICYCHUN HHPOKOMMYHHKAIIMOHHON CHCTEMBI JIJIs
obecneuenus paborer Web-npunoskeHuit

Kon

Cooeporcanue
UHOUKAmMopa

Teopemuueckue 60npocsi, mecmol, RPAKMuyecKue
3a0anus, 3a0ayu U3 npogpeccuorHanbHol obracmu,
KOMNIEKCHble 3A0aHUsl, 8 MOM YUCLe 3a0aHUsL HA KYPCOgble
npoexkmul (pabomvl) unu uHble Mamepuabl, OYeHUsaruue
UHOUKAMOP OOCMUICEHUS] KOMNemeH YUl

[1K-8.1

Ornpenenser Ka4ecTBO
HaCTPOMKH U
KOHTPOJISI pabOThI
CETEBBIX DJIEMEHTOB
MH(OKOMMYHUKAIIMOH
HOU CHCTEMBI

HepelleHb meopemu4iecKux 60npocoes

OcCHOBHBIE CBEJICHUS O CpeJie TepeIayun
Kanpuposanue Ethernet

Anpecartust B mpotokode IP

Bsenenue 8 VRP

Ipaxmuueckue 3adanus

1. Kaxue kabenu modxcno ucnonvzosamso 05l
nooodepoicku nepeoayu Gigabit Ethernet ¢ kopnopamuenoii
cemu?

2. Ymo maxoe KOAMUZUOHHBIU OOMEH ?

3. s ueeo npeonasnauen CSMA/CD?

4. Kakum o6pazom mexnonocus Ethernet onpeoensiem
NPOMOKO, O KOMOPOMY O0JIHCeH Nepedasamocs
obpabomanmwili Kaop?

5. Kak npunumaemcs pewenue, kakas onepayus —
obpabomka unu omopacwieanue — Oyoem GblNOIHeHA C
KAOPOM, NOJYYEHHbIM KOHEYHbIM YCIMPOUCMEOM?

6. s wezo ucnonvzyemes macka noocemu |P?

7. Kaxosa yenv nons TTL 6 3aconoexe |P?

8. Kax ucnonvzytomes winrosvl 6 |P-cemu?

I1K-8.2

OlieHUBaET Ka4eCTBO
yIIpaBICHUS
0e30IMacHOCThIO
CETEBBIX YCTPOUCTB U
MPOrPaMMHOTO
obecrmeyeHus,
JIMarHOCTHKH OTKA30B
1 OIIMOOK CETEBBIX

YCTPOMCTB

Ilepeuens meopemuueckux 60npPocos

[TpoTokon oOMeHa ynpasstouumu coodmeHusimu (ICMP)
ITpoTtokon onpenenenus aapeca (ARP)

[TpoTOKOIIBI TPAHCHOPTHOTO YPOBHS

Cuenapuii nepeiadv JaHHBIX

Ipakxmuyeckue 3adanus

9. Kaxue 0ea muna coobwernuti |ICMP ucnoavzyromes
0J11 YCneuHo20 évinoanenus ymuaumot Ping?




Kon Muaukarop
WHIAKATO |JOCTHMIKEHUS OLIeHOYHBIC CPEICTBA
pa KOMIICTCHIINN

10.  Kaxue oeticmsust 6y0ym npeonpuHsmol
NPUHUMATOWUM WLTT030M, eclu 3Hadenue TTL 6 3aeonoeke
IP oamaepammer oocmuenem nyna?

11.  Kaxue Oeticmsusi 00JICHbL ObIMb NPEONPUHSMbL
KOHEUHOU cmanyuell neped 2eHepupoOBaHUeM 3anpoca
ARP?

12.  Koeoa eenepupyromcs u paccoliaromes coooujenus
gratuitous ARP 6 iokansrot cemu?

13.  Kaxosa yenv nons noomeepicoeruss 8 3a20106Ke
TCP?

14.  Kaxue ynpasnaowue 6umor TCP ucnonvzyromes 6
npoyecce mpexcmoponue2o pykonoxcamus TCP?

15.  Kaxas ungopmayus mpedyemcs 00 UHKANCYAAYUU
OaHHBIX?

16. Ymo npoucxooum, Koeoa Kaop nepecwvliaemcs 8
NYHKM HA3ZHAYEHUsl, KOMOPOMY OH He NPeOHA3Ha4eH?

I1K-8.3 Onpenenser Ilepeuenv meopemuyeckux 60npocos

HEO0OXOMMOCTD Hcnons3oBanue nunrepdeiica komananou crpoku (CLI)
IIPOBCIICHUA PaGora c ¢aitnoBoii cucteMoii U yrpaBieHHe
peraMeHTHBIX paboT | VipapneHne o6pa3oM orepanroHHoit cucteMbl VRP
Ha CETCBBIX PazBeprhiBaHue ceTH C OTHUM KOMMYTAaTOpOM
YCTPOHCTBaxX Ipaxmuueckue 3a0anus

[porpaMMHOM 17.  Kax oanmnvle 6 kaope 6 KOHEUHOM UMo2e A0X00am
obecreenmu 00 NPUNOHCEHUS, OIS KOMOPO2O OHU NPEOHA3HAYeHbl?
HHQOKOMMYHHKALWON | 18 Kk gosepawaenmsie dantvie docmuzaiom

HOM CHCTCMBI C Web- NPAasUIbHO20 ceanca 6 cyuae, eciiu AKMueHbl HeKOIbKO
bynthatqcjv Ceancos 0OHO20 U MO0 Jice NPULONCEHUs (Hanpumep,
HeCcKONbKo 6eb-6pay3epos)?

19.  Kaxum 6yoem omeem winio3a npu
wupoxogewamenvHotl nepedaye Ethernet, xax 6 ciyuae ¢
ARP c nokanvubim y3nom Haznavenus?

20.  Kaxkue eepcuu V\RP 6 nacmosuee spems
noooepaicusaiomest npooykmamu Huawei?

21. Ckonbko nonvzogamerneti MO2ym nOOKIIOYUMbCS
yepes uHmepgheric KOHCOIU 8 0OUH MOMEHM 8PEMEHU?
22.  Kakxoso cocmosinue unmepdetica loopback 0 npu
ucnoavzoeanuu komanowt loopback interface 0?

23. Ymo osznauaem d ¢ ampubyme drwx ¢aiinosoii
cucmemblt?

24.  Kak obecneyumsv ucnonb308anue yCmpoucmeom
KOH@UIYPayuoHHo20 haiina, Xpansauwe2ocs 6 (haiiosou
cucmeme ycmpouicmea?

25. VYnpaesnenue obpazom onepayuonHotl cucmemsi
VRP

26.  Kakoe Oeticmaue 8blnOIHUM KOMMYMAMOp, eciu

nocne sanucu ucxoonozo MAC-adpeca xocma na
unmepghetice nopma, ghuzuueckoe coeouHeHue Xxocma
usMeHumcs Ha Opyeou unmepgeliic nopma Kommymamopa?

[IK-9 O6mamaer crocoOHOCTHIO K BBHIMOJHEHHUIO MOHHUTOPHHTA COOBITHH, BO3HUKAIOIIMX B




Kon
WHIUKATO

pa

Muaukarop
TOCTIKEHUS
KOMIICTCHIINN

O11eHOYHBIE CPEICTBA

nporecce padoThl HMH(GYOKOMMYHUKAIIMOHHOW CHUCTEMBI, W MPOTOKOJMPOBAHUS COOBITHIA,
BO3HUKAIOIIUX B Tporecce paboThl MHPOKOMMYHUKAMOHHOW CHUCTEMBI sl OOeCreYeHHUS
pabotel Web-npunosxeHuii

Kon Cooepoicanue Teopemuueckue 80npocyi, mecmvl, NPAKMULECKUe
UHOUKAmMopa 3a0anus, 3a0ayu U3 NPpogheccuoHaIbHoU oobnacmu,
KOMNJIEKCHble 3a0anusl, 8 MOM YUcie 3a0anusi Ha Kypcogvle
npoekmol (pabomvl) UL UHbLE MAMEPUATLL, OYEHUBAIOUUE
UHOUKAMOP OOCMUIICEHUSI KOMNEeMeHYUU
TK-9.1 Ouennpaet Ilepeuenvy meopemuueckux 60npocos
pe3ysbTaThI
[ToHsATHS MacITaOUPYyEMOCTH, KIIACTEPU3AIIHH,
MOHHTOPHHTA N .
. OTKa30yCTOMYUBOCTH M BBICOKOH TOCTYITHOCTH
COOBITHH,
Ipakxmuueckue 3a0anus
BO3HHUKAIOIIHNX B "
Tporecce paGoTHI _CHOJtH’ﬁOIzaHHte tyiﬂémfj \wireshark
nnokommyrnkarmon | PING: telnet, netstat, tepdump/wireshar
HOM CHCTEMEI
[1K-9.2 OnenuBaer kadectBo | 1. bezomacHocTs. Ceccnn v uACHTHOHUKATOPHI

POTOKOJIMPOBAHUS
COOBITHIA,
BO3HHKAIOIIUX B
npoiiecce padoThl
WH(OKOMMYHUKAIIMOH
HOU CHUCTEMBEI JIJIA
oOecrieyeHus: paboThI
Web-npunosxxeHuit

I10JIB30BATEJI.

2. Ayrentuduxanus. Kpunrorpapudeckne MeTobI
ayTeHTU(UKALUY.

3. ABtopu3anus. M3mMenenne unentudukaropa
I10JIB30BATENSA

4. AIMUHUCTPUPOBAHUE JIOKAJILHOU U TJI00aJIbHON CETH
5. IlporpaMMHBIe HACTPOIMKH JIOKAJILHOW U II100aIbHON
CETH.

6. Opranuzanus cepBepoB




