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1 Leau ocBOeHMS TUCHUNIIMHBI (MOIYJIA)

[ensimu ocBoeHust qucuIuinHbl «lleHtecT sBisiercs GpopmupoBaHue y
oOyuaromuxcst MOHATHI O MPUHLKIIAX TOCTPOCHUs U (PyHKIMOHUPOBaHUS cucteM, 110 u
ceTeil nepenayr UHGOPMAIIMK;, COCTABJICHUS METOJIMK TECTUPOBAHUS CUCTEM, CETeH
nepenaun uaopmanuu u 110 Ha MPOHUKHOBEHKE; TO00PA MHCTPYMEHTAIBHBIX CPE/ICTB
TECTUPOBaHUs; (HOPMHUPOBAHMS OTYETHOCTH 00 aHaIM3e pe3yibTaToB TectupoBanus 110,
CUCTEM U ceTeil nepeaayu HHGOpPMAIHU ;HOPMATUBHBIX MPABOBBIX aKTaX B 00JACTH 3allIUTHI
uH(pOpMaLIUY; PYKOBOASIINX U METOJIMYECKUX JOKYMEHTAaX YIOJIHOMOYEHHBIX (peepaabHbIX
OpraHOB UCIOJHUTENILHOM BJIACTH MO 3a1uTe UHPOPMALIMKU U OBJIaJIeHHUE O0yJaIOIUMUCS
HEO0OXOIMMBIM U JOCTATOYHBIM YPOBHEM MPOPECCHOHATBHBIX KOMIIETEHIIUN B COOTBETCTBUHU
¢ TpedoBanusmu ®I'OC BO

2 MecTo qucHuIIMHBI (MOYJIsI) B CTPYKTYype 00pa3oBaTe/IbHOM NPOrpaMMbl

Hucnurnnuna [TeHTecT BXOAUT B 4acTh y4eOHOTO I1aHa (OPMHUPYEMYIO YUaCTHUKAMU
00pa3oBaTeNIbHBIX OTHOIICHU 00pa30BaTEILHON MPOTPaMMBI.

st u3ydeHus TUCIUIUIMHBI HEOOXOAUMBI 3HAHUS (YMEHHUS, BIAICHHUS),
c(hOpMHUPOBAHHEIC B PE3YJIBTATE U3YUCHUS AUCIHUILINH/ TIPAKTHK:

[Mu¢poBast rpaMOTHOCTH

MarteMaTnyecKre OCHOBBI HHKCHEPUH

duzuka

IT: MutepueT Bewieit

3uanus (yMEHUs, BJIa/ICHNUs ), IOTYYCHHbIE IPU U3yYEHUU JaHHOM ITUCIUTUINHBI
OyayT HEOOXOAMMBI AJIsl U3YYECHUS JTUCIUILINH/TPAKTHK:

[ToaroroBka K cjaue u caya rocyJapCTBEHHOTO 9K3aMeHa

[Ipou3BoACTBEHHAS-TIPEIUTIOMHAS PAKTHKA

3 Komnerenuun ody4aromerocsi, popmupyemsbie B pe3yibTaTe 0CBOCHHUS

AUCHHUILIMHBI (MOLYJIS1) M IJIAHUPYEMble pe3yJIbTaThl 00y4YeHHs

B pe3ynbrate ocBoeHus nucHUIIMHBI (Monyis) «IleHTecT» oOydaronuiics JomKeH
o0y1afaTh CIEAYIOIIMMU KOMITETEHIIUAMMU:

KO,[[ HHAUKATOpa I/IHI[I/IKaTOp JOCTHXXCHHA KOMIICTCHIIMH

JTTIK-004-6 CriocoGeH aHanu3upoBath pe3ynbTarsl TectupoBanus [10 Ha cooTBeTCTBHE
OKUJAaeMbIM pe3yJIbTaTaM, OpOPMIISITh U pa3MeIIaTh OTYET O TECTUPOBAHUH B COOTBETCTBUU
¢ skn3HeHHbIM 1HKIIoM I10 B crcteMe KOHTpoIIst Bepcuil

JITK-004-6.1 YcranaBnuBaeT/onpenensieT ypoBeHb KpUTHUHOCTH JedekToB 110

JIIK-004-6.2 [Tpumensier 6a30Bble TEXHUKU MPOEKTUPOBAHUSA U KOMOMHATOPUKH
TECTOB C y4eToM TUTOB aepekToB [10, X KacCupUKauu U CTATHCTHKH
BO3HHKHOBCHUS

JTTK-004-6.3 dopMHUpyeT OTIETHOCTH 00 aHaHM3e pe3ynbTaToB TecTupoBaHus [10 B
COOTBETCTBHUH C YCTAHOBJICHHBIMH PETJIAMEHTAMHU




4. CTpyKTYypa, 00bEM U COJEpKAHNE TUCUUIIIMHBI (MOXYJIs)
OO6m1as TpyA0€MKOCTh AUCIUIUIMHBI COCTABIISIET 3 3aueTHbIX enunull 108 akana. yacos, B TOM

HHUCJIIC:

— KOHTakTHas padora — 20,1 akaz. 4acos:

— aynutopHas — 20 akaj. 4acos;

— BHeayauTopHas — 0,1 akazn. 4acos;

— camocTosTenbHas pabora — 87,9 akaj. 4acos;
— B (popme npakTuieckoil moarotoBku — 0 akai. yac;

@dopma aTTecTaluy - 3a4eT

AynuropHas 3=
KOHTaKTHas paboTa g % DopMa TeKyIero
Pasien/ Tema § (B akan. 4acax) é E(‘ Bun § KOHTPOJISI Ko
[— : g © | CAMOCTOATENBHOM | YCHEBACMOCTHH | |\ o
3 g g paboThI MIPOMEKYTOUHOH
Tex. mal. | mpaxT. e aTTeCTalnuu
3aH. 3aH. | O &
1. Merononorus TeCTUPOBaHUS
Ha MPOHHUKHOBEHHE
CamocrosTenbHOe
H3yUYCHHUE
yueOHOil u
HayYHO
1.1 MexayHapoaHbie TUTEPaTypPHI, JITTK-004-6.1,
CTaHJIapTHI ¥ PyKOBOJICTBA 1 6 paboTta ¢ Tecuposate JITIK-004-6.2,
HPOBEJCHHS TECTHPOBAHMS MaTepuaIaMu JTIK-004-6.3
Ha IPOHUKHOBEHHUE 00pa3oBaTENIbLHOT
0 mopraa.
[Noaroroska k
MIPaKTHIECKUM
3aHATHSIM.
8
CamocrosTenpHOE
H3yUYCHHUE
yueOHOil u
Hay4HO
1.2 Dransl npoBeeHUs TTATEPATYPHI, JTIK-004-6.1,
TECTUPOBAHUS HA 1 6 patora ¢ TectupoBanue JITK-004-6.2,
MPOHUKHOBECHHUE MaTeprazami JTTK-004-6.3
00pa3oBaTeIbHOT
0 mopraa.
[Moaroroska k
MPAKTUIECKHM
3aHSITHSM.
HWroro no pazaeny 2 12
2. [Monyuenue 1udpoBoro
OTIeYyaTKa [eJIeBOi MallHHBI
CamocrosTenpHOe
2.1 Ionyuenue H3y4EHHE
UH(POPMAITHH U3 OTKPBITHIX yueOHO# 1 VR MBIy ATBHOE JITTK-004-6.1,
HWCTOYHHKOB. 8 1 4 Hay4YHO y JIITIK-004-6.2,
Hcnonb3oBaHue o0mux JIUTEPATypBI, JIOMAIITHEC 3afIarHe JIIK-004-6.3
pecypcoB pabota c
MaTepuasaMu




00pa3oBaTeabHOT
0 moprana.
[TonaroroBka k
MPAKTHICCKUM
3aHATHSIM.
[Toaroroska /13

2.2 Anamu3 3anuceit DNS n
MOJTy4YeHUe CBEICHUH O
CETEeBOM MapUIPyTH3AII

CamocTosaTenpHOe
H3yuYeHHe
y4eOHOI
Hay4YHO
JIUTEPaTypBHI,
pabota c
MaTepHaiamMu
00pa3oBaTeabHOT
0 ropTarna.
[ToaroroBka
MPaKTUYECKUM
3AHITHSIM.
[Toaroroska NJ13

MunuBuayansHOE
JIOMAIIIHEee 3aJJaHue

JUTK-004-6.1,
JUTK-004-6.2,
JITK-004-6.3

2.3 ABTOMAaTH3UPOBAHHbIE
UHCTPYMEHTHI U1 cOopa

uH(opMaIu

CamocTosTebHO
u3ydeHue
yueOHO# u
HaY4HO
JIATEPaTypHI,
pabora c
MarepuagaMu
00pazoBaTeabHOT
0 moprana.
[Monroroska x
MPAKTHIECKIM
3aHATHSM.
[Moaroroska NJ13

NuanuBunyansaOE
JIoMalHee 3aJanne

JITK-004-6.1,
JUTK-004-6.2,
JIIK-004-6.3

Wroro no pazneny

16

3. MeTtoasl ceTeBOro
CKaHWPOBAHUA

3.1 Unentuduxanus
LIEJIEBON MAILHMHEI

CaMocrosTensHoe
H3yUCHHE
yaeOHOW 1
HAy4YHO
JIUTEPATYPHI,
pabora c
MarepHuaiaMu
00pa3zoBaTeabHOT
0 rmopTarna.
ITonroroBka x
MPaKTUYCCKUM
3aHATHSIM.
[Toaroroska NJ13

NuanuBunyansHOE
JIOMallIHee 3aJaHue

JIUTK-004-6.1,
JUTK-004-6.2,
JITK-004-6.3

3.2 Cxanuposanue TCP/IP u

UDP coo0miennit

CamocTosTenbHOe
n3y4YeHUe
yueOHOIt n
HaY4HO
JIUTEPaTypHI,
pabora ¢
MaTepuanaMu
o0OpaszoBaTenbHOT
0 TopTana.
[Moaroroska k
MPAKTHIECKUM
3aHATHSM.
[Toaroroska /13

NunuBuayansHoe
JIOMalllHee 3a/JaHue

JUTK-004-6.1,
JUTK-004-6.2,
JITK-004-6.3

3.3 CxaHHpOBaHHE CETEBBIX

CaMOCTOSTENBHO

IToxgroroska

JTIK-004-




MOPTOB IIETIEBOW MAIIHMHEI

€ M3y4CHHE
yueOHOI u
HAy4YHO
JIUTEPaTypBHI,
pabota ¢
MaTepuanaMu
o0pazoBaTeabHOT
0 mopTarna.
[Toaroroska
MPaKTUICCKUM
3AHITHSIM.
[Moaroroska /13

JOMalIHETro
3aJlaHus

6.1, ITTK-004-
6.2, JITTK-004-
6.3

Uroro no pazneny

12

4. CxaHUpOBaHHE YS3BUMOCTEH

4.1 ABTOMaTH3UPOBAHHOE
CKaHHPOBaHUE YSI3BUMOCTEH

12

CamocTosaTenpHOe
H3yUCHHE
yueOHO# 1
HAay4HO
JIUTEPaTypBhl,
pabora c
MaTepuagaMu
00pa3oBaTeIBHOT
0 mopTarna.
[Moaroroska k
MPaKTHIECKUM
3aHSITHSIM.
[Moaroroska NJ13

NuanuBunyansaOE
JIOMaIITHee 3aJaHue

JIITK-004-6.1,
JIITK-004-6.2,
JITK-004-6.3

4.2 TectupoBanue BeO-
MPUI0KEHUH

12

CaMocrosTensHoe
U3y4YeHHE
yueOHOil u
HaY4HO
JATEPaTypBHI,
pabota ¢
MarepuanaMu
00paszoBaTeabHOT
0 rmopTarna.
[Noaroroska k
MPAaKTUIECKUM
3aHATHSM.
[Moxaroroska NJ13

WNunuBuayansHoe
JIOMalIlIHee 3a/laHue

JUTK-004-6.1,
JUTK-004-6.2,
JITK-004-6.3

4.3 TectupoBaHue
OecrpoBOJHBIX ceTell Ha
MPOHUKHOBECHHUE

12

CamocTosaTensHOe
H3y4YCHHE
yaeOHOI 1
HaY4HO
JIUTEPATYPHI,
pabora c
MaTrepHuaIaMu
o06pazoBaTenbHOT
0 moprana.
ITonroroBka x
MPaKTUYCCKUM
3AHATHAM.

TectupoBanue

JUTK-004-6.1,
JUTK-004-6.2,
JITTK-004-6.3

HWroro no pazaeny

10

36

5. OTueTHas HOKYMEHTAIHs O
TECTUPOBAHHUU Ha
IPOHUKHOBEHHE

5.1 lokymeHTanus 1
IIPOBEpKa Pe3yJIbTAaTOB.
Tumnel oTueToB

CamocTosTenbHoe
n3y4YeHUE
yueOHOI
HAy4YHO
JIUTEPATYPBHI,

NunuBunyansHoe
JIOMalIHee 3a1aHue

JUTK-004-6.1,
JUTK-004-6.2,
JITK-004-6.3




pabota ¢
MaTepHaIaMu
o0pazoBarebpHOT
0 mopTaa.
ITogroroBka k
MPaKTHICCKHUM
3aHATHSIM.
ITogroroska MJ13

5.2 'HCTpyMEHTHI IS
IMOJATOTOBKHM OTYETHOM
JIOKYMEHTAIUU O
TECTHPOBAaHHUU HA
MIPOHUKHOBEHHUE

59

CamocrosTenbHOE
U3y4eHHE
yueOHOM U
Hay4HO
JUTEPATypEI,
pabora ¢
MarepuanaMu
o0pa3oBareibHOT
0 mopTana.
ITogroroBka k
MIPaKTHIECKUM
3aHATHSIM.
Ilogroroska /13

NunuBunyansHoe
JIOMalrHee 3a1aHune

JUTK-004-6.1,
JITK-004-6.2,
JITK-004-6.3

Wroro no pazneny

11,9

Wroro 3a cemectp

20

87,9

3a4eT

Hroro no JUCHUIIIINHE

20

87,9

3a4€T




5 O0pa3oBaTesibHbIE TEXHOJIOTHH

6 YueOHO-MeTOAMYeCKOE 00ecriedeHre CAaMOCTOATEIbHOI padoThl 00y4aK0 U XCH

[IpencrasieHo B npuioxeHuu 1.

7 OueHO4YHbIE CPEICTBA ISl POBEeHUs POMEKYTOYHON aTTecTallun
[IpencraBieHsl B IPUIOKEHUU 2.

8 YueOHo-MeTOAMUEeCKOEe M HH(POPMALIMOHHOE 00ecTieYeHHe U CHMILTNHBI

a) OcHoBHas JUTEpaTypa:

1. BuykoB, A. A. 3amuTa uHpopmauuu : yueOHUK A By30B / A. A. BHykoB. — 3-¢
u3n., nepepab. u gom. — Mocksa : M3marensctBo FOpaiit, 2025. — 161 c¢. — (Bsiciee
obpazoBanue). — ISBN 978-5-534-07248-8. — Tekcr : anektponHslii // OOGpa3oBarenbHas
wiatpopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/561313 (mara oOparieHus:
09.05.2025).

2. 3amura uHbopMmaiuu : yuebnoe nmocodue / A.Il. XKyk, E.IT. XKyk, O.M. Jlenemkus,
A.N. Tumomkun. — 3-¢ u3a. — Mocksa : PUOP : UTHOPA-M, 2024. — 400 c. — (Bsicmiee
obpaszosanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
anektponHbli. - URL: https://znanium.ru/catalog/product/2140566 (mata oOpamieHus:
09.05.2025). — PexxuM ocTyma: mo HOAIMUCKeE.

3. IIpoTuBozeiicTBHE NpECTYIJICHHUSIM, COBepIIaeMbiM B chepe HHGMOPMAIMOHHBIX
TeXHOJIOTUH : yueOHuK / moj Hayy. pell. M.A. Kanuanuenko. — Mocksa : UHOPA-M, 2024. —
642 c. — (Bsicmiee obpazoBanue: Crernuanurer). —. - ISBN 978-5-16-017838-7. - Teker :
anektponHbld. - URL: https://znanium.ru/catalog/product/2121606 (mata oOpamieHus:
09.05.2025). — PexuM 1ocTyma: mo HoAIUCKe.

0) /lomoJiHUTEIbHAS JIUTEpaTypa:

1. Baykos, A. A. 3amuTa nHpopmanuu B 6aHKOBCKMX CUCTEMAX : Y4€OHUK I BY30B /
A. A. BHykoB. — 2-¢ u3., ucnp. u jorn. — Mocksa : M3aarenscTBo IOpaiit, 2025. — 246 ¢. —
(Beictiee  obpaszoBanme). — ISBN 978-5-534-01679-6. — Tekcr : »neKTpoHHBIH //
O0pazoBarenbHas miarpopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/561314 (nata
obpamenus: 09.05.2025).

2. Hesepos, JI. Uném mo kubepcneny : aHanu3 3ammiieHHocTH Active Directory c
nomoteio yrunuTel BloodHound : mpaktuueckoe pykoBoxactBo / JI. HeBepoB. - Mocksa :
Ansnuna [1PO, 2025. - 304 c. - ISBN 978-5-206-00398-7. - Tekcr : snextponHsii. - URL:
https://znanium.ru/catalog/product/2206535 (nata oopamenwus: 09.05.2025). — Pexxum goctyna:
IO MOJIITHCKE.



https://znanium.ru/catalog/product/2140566
https://znanium.ru/catalog/product/2121606
https://urait.ru/bcode/561314
https://znanium.ru/catalog/product/2206535

3. bapankoBa 1. U. Onpenenenne KpUTUYECKH 3HAYMMBIX PECYPCOB OOBEKTa 3aIIUTHI
IIPY COCTABJICHUHM MOJIEIH yrpo3 MHPOPMALMOHHONW Oe30macHoCTH : yyeOHoe nmocodue / U. U.
bapankosa, O. B. Ilepmsikosa ; MI'TVY. - Marautoropck : MI'TVY, 2017. - 1 anekTpoH. onT. AUCK
(CD-ROM). - URL: https://host.megaprolib.net/MP0109/Download/MObject/1858. - ISBN
978-5-9967-1031-7. - TekcT : 27eKTPOHHBIN. - 1aTa oopamienus: 09.05.2025.

B) MeToauuyecKue yKa3aHus:

r) [Iporpammuoe odecneuenue u UnTepHer-pecypcebi:

IIporpammHoe obecnevyenue

HaunmenoBanue .
o Ne norosopa Cpoxk nelicTBUS JTULIEH3UH
MS Off_lce 2007 Ne 135 o1 17.09.2007 0eccpouHo
Professional
7Zip cB00OOIHO pactpocTpansemoe [10 0eccpouHo
Anaconda Python |cBoGoaHo pacripocTpansemoe [10 0eccpouHo
NotePad++ cB0OoaHO pactpocTpansemoe [10 6eccpouHO
LibreOffice cBO0OOHO pacnpoctpansemoe [10 0eccpodHO
MS Visual Studio
Code cB00OOIHO pacnipocTpansemoe [10 0eccpouHo
JetBrains
PyCharm
Community cB00OOIHO pacnipocTpansemoe [10 0eccpouHO
Edition
Bbpaysep Mozilla
Eirefox cB0OOHO pacnpocTpansemoe [10 6eccpodHo
bpaysep Yandex |[cBoGogHO pacnpoctpansemoe 1O 6eccpodHo
PostgreSQL cB00OIHO pactpocTparsemoe [10 0eccpouHO
FAR Manager cB00OOTHO pacnipocTpansemoe [10 0eccpovHO
Linux Calculate cB00OIHO pacnpocTpansemoe [10 0eccpovHO
PUTTY cB00OHO pacnpocTpansemoe [10 6eccpodHo
IpodeccuonaibHble 6a3bl JAHHBIX 1 HHPOPMAMOHHbIE CIIPABOYHBIE CHCTEMBI
HaszBanue kypca Cchlika
WudopmannonHas cucremMa - BaHk TaHHBIX yrpo3 https://bdu.fstec.ru/?
6e3omacHocTr uHpopmarnuu PCTOK Poccun ysclid=lujkqy7cnw630508962



https://host.megaprolib.net/MP0109/Download/MObject/1858

Nudopmanmonnas cucrema - HopmatuBHBIC paBOBBIC
aKTbl, OPraHU3aIMOHHO-PACTIOPSTUTEIHHBIC
JIOKYMEHTBI, HOPMATUBHBIE M METOJINYECKHE
JIOKYMEHTBI U TTOATOTOBJICHHBIC TPOCKTHI IOKYMEHTOB
o Texauueckoit 3ammure napopmanuu PCTIK Poccun

https://fstec.ru/tekhnicheskaya
-zashchita-
informatsii/dokumenty-tzi?
ysclid=lujknksfy724757053

MexnyHnapoanas pedepatuBHas U OJHOTEKCTOBAS
cripaBoyHast 6a3a JaHHBIX HAYYHBIX U3TaHHK «Springer
Nature»

https://www.nature.com/sitein
dex

denepanbHbIil 00pa30BaTEIbHBIN MOPTAT — DKOHOMHKA.

Cornmoiorus. MeHeHKMEAT

http://ecsocman.hse.ru/

DnexTpoHHbIe pecypcbl oubnmnoreku MI'TY um. ..
Hocosa

https://host.megaprolib.net/M
P0109/Web

Poccuiickas ['ocynapcrBennas 6ubnuoreka. Karamoru

https://www.rsl.ru/ru/4readers
/catalogues/

CDez[epaJILHoe ToCydapCTBEHHOC 6IOI[)I(CTHO€
YUYpCKACHUC «CDeI[epaanHﬁ HHCTUTYT
HpOMBIHIJIGHHOﬁ COOCTBEHHOCTH)

URL.: http://www1.fips.ru/

HanmonanpHas nHPOpMaMOHHO-aHATTUTHYECKAS
cucreMa — Poccniicknii HHIEKC HAyYHOTO LIUTUPOBAHMS
(PUHLD)

URL.:
https://elibrary.ru/project_risc.
asp

DnexkTpoHHas 0a3a IepuoIUUecKuX u3aanuii East View
Information Services, OO0 «MIBHUC»

9 MaTtepuajJbHO-TEXHHYECKOE o0ecreyeHne TUCUUIINHbI (MOLYJIs1)

https://dlib.eastview.com/

MatepuanbHO-TEXHUUYECKOE 00ecTIeYeHEe TUCITUTLINHBI BKITIOYAET:

JlabopaTopusi TpPOrpaMMHO-aIMAPATHBIX CPEACTB obecnedeHus: HMHQPOPMAIMOHHON
0€30MacHOCTH:

— xommetotep Destene Volution
MSDN;

— JI9BM na 6a3ze Windows 7 — 12 mir.;

—  MyJbTHUMEIUIHBIE CPENICTBA XPAHEHUS, IEpeAayy U MPeCTaBICHUS HHPOPMALIUH.

VY4eOHbIE ayAUTOPUU IS TIPOBEIEHUS TPAKTUYECKUX 3aHITHH, TPYNIOBBIX U
WH/IMBUYAIbHBIX KOHCYJBTAIIMN, TEKYIIEr0 KOHTPOJISI U IPOMEKYTOUYHON aTTeCTallNu:

— mepcoHanbHble KoMmmbloTepel ¢ 1O, Bbixomom B MHTEepHET W C JOCTyNOM B
3JIEKTPOHHYIO NHPOPMALMOHHO-00pa30BaTEIbHYIO Cpe/ly YHUBEPCUTETA,

—  MYJIBTUMEIUUHBIC CPEICTBA XPAHEHUs, IEPeIauu 1 MPEICTaBICHIS HH(OPMAIINH;

— KOMIUIEKC TECTOBBIX 3aJaHUN ISl TPOBEACHHS MPOMEKYTOUHBIX U PYOEKHBIX
KOHTPOJICH.

[TomereHust 1J11 CaMOCTOSATEIHHON pabOThl 00YJIArOIITUXCS:

— mnepcoHanbHble KomimbioTepbl ¢ I1O, BbIxomomM B WHTepHET M C JOCTYNOM B
AIIEKTPOHHYIO HHPOPMALIMOHHO-00pa30BaTENbHYIO CpEely YHUBEPCUTETA.

[Tomemenuss [y  XpaHeHUs U NPOPUIAKTHYECKOTO OOCITYXKHBaHHUS y4eOHOTro
000py10BaHUS:

— mkapel I XpaHEHUs  y4eOHO-MEeTOJUYECKOU
000pyI0BaHUS U YI€OHO-HATJISTHBIX TTOCOOMIA.

[TomereHust 1J1s1 CaMOCTOSATEIHLHON pabOThl 00YJIArOIITUXCS:

— nepcoHanbHble KoMmmbloTepel ¢ I1O, Beixogom B MHTEepHET M C JAOCTYHNOM B
AIIEKTPOHHYIO HHPOPMALIMOHHO-00pa30BaTENbHYIO Cpely YHUBEPCUTETA.

[Tomemenuss [  XpaHeHUsT U NPOPUIAKTHYECKOTO OOCITYKHBaHHUS y4eOHOTro
00opyIoBaHUS:

mKadbl U1t XpaHeHUs1 y4eOHO-MEeTOANYECKOM TOKYMEHTAlluH, yueOHOro 000py10BaHUs

1 y4eOHO-HATrJISTHBIX TOCOOMIA.

iI560 Ha 6aze Windows Server 2008 R2(Standart)

JOKYMEHTAlul, Yy4eOHOro



IIpunoxenne 1
YueOHO-MeTOANYeCKOe o0ecTieYeHrne CAMOCTOSITeILHOI padoThl 00y4yarouxcst

AynuTopHas caMOCTOATENbHas paboTa oO0ydarImMXcs Ha MPAKTHYECKUX 3aHIATHAIX
OCYIIECTBIISIETCS TOJI KOHTPOJEM IIperojiaBareiis B BHJE PELICHUS 3aJad U BBINOJTHEHUS
YOPKHEHHUH, KOTOpPBIE OMpenesseT MpenoaaBaTeb i OOyYaroIerocs C HMCIOJIb30BaHUEM
meronos IT.

BreaynuTopHas caMocTosITeNbHAs padoTa 00yJaronuXcsl OCYIIECTBIISACTCS B BUE YTCHUS
JUTEpaTyphl MO COOTBETCTBYIOIIEMY pasleny C MNpopabdOTKOH Marepualia M BBITOJHEHUS
JOMAIIHUX 3aJaHUi ¢ KOHCY/IbTAIlMSIMU TperojaBaTess, a TaK JXE€ C NPUMCHEHUEM
KEHC-TeXHOJIOTHH.

1. KoHTposibHbIe BONPOCHI M 33/IaHNS /I NPOBeAeHHUs TeKYIero KOHTPOoJist

1. Yro takoe neHTecT (TeCTUPOBaHUE HA TPOHUKHOBEHUE)? KakoBbI €ro 1enu u 3a1a4u?
YeM oTiIMYaETCS EHTECT OT OLICHKU YSA3BUMOCTEH?

2. Kakue 0CHOBHBIC dTalbl BKIIFOYALST B ce0s IIpoIecc meHTecra’?

3. Kakue cymectByroT Tuns! nerecta? B uem ux pasnuuus?

4. Kakue cylecTBYIOT IPaBOBbIE U AITUUECKUE aCIEKThI IIpoBeAeHUS neHTecToB? Kakue
OCHOBHbBIC HOPMATHBHBIE IOKYMEHTHI U CTaHJIAPThl PETYIUPYIOT IPOBEACHUE IEHTECTOB?

5. KakoBbl ocHOBHBIE KBaTH(PUKALIMOHHBIE TPEOOBAaHUS K MIEHTECTEPY?

6. Kakue ocHOBHblE MHCTPYMEHTBHI U NPOrpaMMHOE OOECleYeHUE UCHOIb3YIOTCS MPHU
IIPOBEJICHUH NIEHTECTOB?

7. Yro Takoe ypoBeHb KpUTHUHOCTH eekra? Kak knaccupuuupyroTcs ysi3BUMOCTH 110
cTrenieHM onacHocTH (kputuuHocTH)? IlpuBenure mnpumepsl nePEeKTOB pasHOrO YpOBHS
KPUTUYHOCTH.

8. Kaxue (hakTopbl BIHSIOT HA OTIPE/ICIICHUE YPOBHSI KPUTHYHOCTH JedeKTa?

9. Kakue cymecTBylOT HIKalbl JUIsl ONpPEJENeHUs] YPOBHS KPUTHUHOCTH JAe(eKTOB?
[TpuBenuTe mpUMepsl OLIEHKH 1€(DEKTOB Pa3HOTO YPOBHS KPUTUUHOCTH IO 3TUM IIIKAJIaM.

10. Kakue HMHCTpYMEHTBI M TEXHHUKH MOXHO HCIIOJIb30BaTh JUISI aBTOMATH3AILlUH
OTIpeIeTICHUSI YPOBHSI KPUTUYHOCTHU 1e(EKTOB?

11. Kakue Tumbl ysA3BUMOCTEH Hamboyiee YacTO BCTPEYAIOTCS B  COBPEMEHHBIX
BEO-TIPUIIOKEHUSIX ?

12. Yro Takoe npoekTrpoBanue TectoB? KakoBsl ero nemau?

13. Kakue cymiecTByrOT 6a30Bble TEXHUKH TPOSKTHPOBAHUS TECTOB?

14. Yto Takoe koMOMHATOpHOE TecTHpoBaHue? [1Ji1 4ero OHO UCHOJIB3YyeTCs?

15. Kakue cymecTByroT MeToJbl KOMOMHAaTOpHOro TecTupoBaHusi? Kak BbiOpaTh
Han0oJee MOAXOAIYI0 TEXHUKY POEKTUPOBAHUS TECTOB JJIsi KOHKPETHON CUTyaluu?

16. Kak wuCHoip30BaTh CTATUCTHKY BO3HHKHOBEHHS NE(PEKTOB Ui ONTUMHU3AINH
nporuecca TeCTUpOBaHusA?

17. Yto takoe otder o meHTecTe? KakoBa 1ienp aHanm3a pe3yinbTaTOB TECTHPOBAHUS HA
COOTBETCTBHUE OKUAaeMbIM pe3ynbraTam? Kak olleHUTh 3 PeKTUBHOCTh TPOBEIEHHOIO MIEHTECTA
Ha OCHOBE aHAJI3a Pe3yJbTaTOB?

18. Kakue MeTpHKH MOKHO UCIOIB30BATh JJISl OLIEHKH PE3yIbTaTOB IEeHTecTa?

19. Kakue OCHOBHBIE pa3leNbl IOJDKEH COJepKaTh OTYeT 00 aHaiuu3e pPe3yJIbTaToB
tectupoBanus? Kak opopMuTe OTYET O meHTecTe, 4ToObl OH OBbUI MOHSATEH KaK TEXHUYECKHM
creruanucTaM, Tak U pykoBoAcTBY? Kak oOecneunTh COOTBETCTBHE OTYETA YCTAHOBJICHHBIM
periaMeHTaM U TpeOOBaHMIM 3aKa3unKa’?

20. Kakwe HWHCTPpYMEHTHI MOXXHO HCIIOJIb30BaTh IS aBTOMAaTH3allMHd (OPMUPOBAHUS
OTYETOB O MeHTecTe?

21. Kakue BbIBOJBI MOXHO CJ€laTh Ha OCHOBE aHalW3a pPE3yJbTaTOB IEHTECTa JUIs
yay4iieHus: 0e301acHOCTH OpraHu3auu’?

22. Kak wuCmonp30BaTh pe3yiabTaThl TIEHTECTa Il OOY4YeHUS ¥ TOBBIMICHUS
OCBEJIOMJICHHOCTH COTPYIHUKOB B 00J1aCTH MHPOPMALIMOHHON Oe30macHoCTH?



23. Kak 10KyMEeHTHpOBAaTh MPOIIECC BOCTIPOU3BEACHUS HAUJCHHOW YI3BUMOCTH?

24. Kax ucnonb3oBaTh HH(POpPMALIHIO 00 W3BECTHBIX IKCIUIONTAX JJISl MOATBEPKACHUS U
JIEMOHCTPAILIMU BO3JACHCTBUS HAWICHHBIX YSI3BUMOCTEI?

25. Kak ompenenuth, Kakue YSI3BUMOCTH NPEICTABISIIOT HAUOOJBINYIO YTPO3y IS
opranuzanuu? Kakue KpuTepuu UCIIOIB3YIOTCS ISl ONIPEACICHUS TPHUOPUTETHOCTH UCTIPABICHUS
HaAlICHHBIX YSI3BUMOCTE?

26. Kak obGecrnieunth KOH(DHICHIMAIBHOCT, MH(POPMAILIMH, COJEP)KAIICHCS B OTYETE O

nenrecrte?

27. KakoBa ponp cuCTEeMBl KOHTpOJI Bepcuil B mporiecce mnenrecra? Kak mpaBuibHO
pa3Merarb OTYET O TECTUPOBAHUU B CUCTEME KOHTPOJISL BEPCHUil?

2. IIpumepbl HHAUBUAYAJBHBIX TOMAIIHUX 321aHU I

Tema

3aganue

Tema 2.1

Hcronb3yst OTKpBITBIA MCTOYHUK IIOMCKA AapPXUBOB CAMTOB IIPOM3BECTH IIOUCK
3alaHHOro Xxocta. Mcrnonbp3yss OTKpBITBIE MCTOYHHUKHM,HAWUTH HMH(OpPMALMIO O
pPEruCTpaluy JOMEHa

Tema 2.2

Breimonnuts nmouck A, AAAA nu MX 3amnuceid ToMeHa 10 3aJJaHHOMY aJIpecy JOMEHa.
Ucnonwsszys ICMP-3anpoc, noay4uTh HHPOPMAIIHIO O MapIIpyTH3alUU A0 1eIEBOTO
nomeHa. CTpYKTypHpOBATh IMOTYYCHHBIC TJaHHBIC U CHOPMUPOBATH OTYET.

Tema 2.3

Hcnonp3ys aBTOMAaTU3UPOBAHHBIA HMHCTPYMEHT cOopa WHGOpPMAaIyH, BBHITOIHUTH
nouck JOoKymMeHTOB ¢opmarta pdf m docx Ha 1eneBom momene. CdopMupoBarh
HTML-oTuer o pe3ynpraram noucka.

Tema 3.1

[To 3amanHomy nuamnaszony IPv4 aapecoB ompenenuTh 3aJ€CTBOBaHHBIC ajapeca.
VYkazatb pa3mep nakera 1024 Gaiita u npoBepuUTh BpeMsl OTBETA HKCILTYyaTUPYEMBIX
aapecoB. ChOpMUPOBATH MO IMOITYICHHBIM JTAHHBIM OTYET.

Tema 3.2

Hcnonp3ys nporpamme-aHanu3atop Tpaduka s komnerotepHsix cereir WhireShark,
npoBecTH aHanu3 Tpaduka. OmnpenenuTes ceTeBble  anpeca, C  KOTOPBIMH
B3auMoJIeiicTByeT 1ieneBas MamuHa. [lo momydeHHOMYy TpaduKy ONpeneauTh THII
COOOIIIEHUH U CTPYKTYPY NAKETOB.

Tema 3.3

BbINOIHUTE CKaHMPOBAHUE MOPTOB LENEBOM MAIIWHBI, UCIOJIB3Ysl Pa3HbBIE PEKUMBI
ckanupoBaHus. OmnpeaenuTh OTKPHIThIE MOPTHI IIeIeBOM MamuHbL. [lomyduTh
nHpopmarnuo 06 OC 1eneBoit MalIHbI.

Tema 4.1

Hcnonb3ys ¢GyHKIMHM aBTOMAaTH3UPOBAHHOTO CKAHWPOBAHUS, BBIIOJHUTH IOUCK
ySI3BUMOCTEN 1eneBoil BUpTyanbHOM MamuHbel Ha 6a3ze OC Linux. Cdopmuposarts
OTHYET I10 NOJYYEHHBIM JaHHBIM.

Tema 4.2

IIpou3BecTH CKaHUPOBAaHUE OTKPBITBIX IOPTOB IEJIEBOW BUPTYAJIbHOW MAIlIMHBI.
I[Tpoiitu Ha http u ftp neneBoii MamHbL. BEIMOJHUTE aHATN3 10CTYyTA K JaHHBIX Ha ftp
neneBod MamwuHbl. [lodyuuTh HOCTYHn K JMYHOMY KaOWHETY BeO-IpHIIOKEHUS
L[€JIEBOM MAIlWHBI.

Tema 5.1

IIpoBecTn aHanu3 oT4yeTa O TECTUPOBAHUM Ha NPOHUKHOBeHHE. [lo cTpykType
JOKYMEHTa OIPEACIUTh THUIl OTYETAa U IIOJHOTY IPEJOCTABICHHBIX [aHHBIX.
CdopmupoBaTh peKOMEHIAIMH 10 YCTPAHEHUIO YS3BUMOCTEH.

Tema 5.2

[To pesynbraTam TECTUpPOBAaHUS Ha INPOHUKHOBEHHE C(OPMUPOBATH OTYET IS
PYKOBOJIHTENEH OpraHu3auu u TEXHUYECKUI OTHET, HCTIONb3YS
ABTOMAaTU3MPOBAHHBIE CPEACTBA PEAOCTABICHUS OTYETOB.




IIpunoxenne 2

OueHoYHBIE CpeICTBA Js NPOBe/IeHUs] MPOMEKYTOUHOI aTTecTaluu

a) Ilnanupyembie pe3yabTaTbl 00y4eHHS U OlleHOYHbIE CPeACTBA /IS MPOBeIeHUsA
MPOMEKYTOYHOM aTTeCTAUMHU

Kon
WHJIUKAaTOpa

Nupukarop
JOCTH>KEHUS
KOMIICTCHII N

O1eHOYHEIE cpe€acTBa

JITK-004-6: CriocobeH aHanmM3upoBaTh pe3yibTaThl TecTupoBanus [10 Ha cooTBETCTBHE
OKHJAEMBIM pe3yabTaTam, 0GOPMIISTh B pa3MenaTh OTYET O TECTUPOBAHUU B COOTBETCTBHH C
»ku3HeHHbIM LHKIoM [1O B cucteme KOHTpOIIs Bepcui

- JITK-004-6.1: YcranaBiuBaeT/onpeneiseT ypoBeHb KpUTUUHOCTH aedekToB [10

- JITK-004-6.2: IIpumeHnsieT 6a30BbIe TEXHUKH MPOSKTUPOBAHUS U KOMOWHATOPHKHU
TecTOB ¢ yueToM TumoB aedextos [10, ux kiaccupukanuy U CTATUCTUKA BOZHUKHOBEHUS

- JIIK-004-6.3: ®opmupyeT OTYETHOCTh 00 aHanmu3e pe3yabTaToB TecTupoBanus [10 B
COOTBETCTBUU C YCTAHOBICHHBIMU

pCTIaMCHTaMU

JITK-004-6.1

VYcranaBauBaet/
oTpeeIsieT
YPOBCHB
KPUTHYIHOCTH
nedexro [10

TeopeTrueckre BOIPOCHI K 3a4ETy:

1. Yro TaKoe MIEHTECT (TecTupoBaHue Ha
npoHukHOBeHue)? KakoBbel ero mnenu wu 3amauu? Yem
OTJIMYAETCS IEHTECT OT OICHKU ySI3BUMOCTEH?

2. Kakue ocHOBHBIE 3Talbl BKIIOYaeT B ce0s mpoiiecc
neHTecra’?

3. Kakue cymectByror tumbl neHtecra? B uem wux
paznuuus’?

4. Kaxkwue cymecTByIOT IPaBOBBIE U ATHUECKHUE ACTIEKTHI
npoBefeHUsT TieHTecToB? Kakne OCHOBHBIC HOPMATHBHBIE
JOKYMEHTHIl ¥  CTaHAApThl PETyIUPYIOT MPOBEACHUE
MIEHTECTOB?

5. KaxoBbsl 0OCHOBHBIE KBATH(PHUKAIIMOHHBIE TPEOOBAHUS
K IIEHTeCTEpY?

6. Kakue ocHOBHBIE HHCTPYMEHTHI W TMPOTPAMMHOE
o0ecreYeHrne UCTIONB3YIOTCS TIPH MTPOBEICHUU TICHTECTOB?

7. UYro Ttakoe ypoBeHb KpuTHuHOCTH Aedekrta? Kak
KIIACCU(UITUPYIOTCS YSI3BUMOCTH TIO CTEIIEHHW OTMACHOCTH
(xputnunoctn)? IlpuBenute npumepsl 1e(EKTOB pPazHOTO
YPOBHS KPUTHIHOCTH.

8. Kakue daxTopsl BAHSIOT Ha ONpeAeleHHE YpPOBHS
KPUTHYHOCTH edexTa’?

9. Kakume cymecTBylOT MIKaidbl IJs ONpPEIeICHUs
YpOBHS KpUTHYIHOCTH jaedekToB? IlpuBemure mpUMeps
OIICHKU JEe(PEKTOB Pa3HOTO YPOBHS KPUTHYHOCTH TO ITHUM
TITKAJTaM.

10. Kakue  HMHCTPYMEHTBI M  TEXHUKH  MOXKHO
MCIIOJIb30BaTh ISl ABTOMATH3AIMH OIPEACICHHUS ypPOBHS
KPUTUYHOCTH JI€PEKTOB?

[TpuMepbI MpaKTHUECKUX 3aTaHUN /IS 3aUeTa:

1. HWcmoms3ys Burp Suite m npyrume WHCTPYMEHTHI,
HAMINTE U MIPOIKCIUTYaTUPYHTE YSI3BUMOCTh SQL-UHBEKIHN
B 3a7aHHOM  BeO-mpwiokeHun. OueHuTe  ypOBEHb
KPUTUYHOCTH YS3BUMOCTH, MPEJIOKHUTE PEKOMEHIAUHU IO

YCTPAHEHUIO YSI3BUMOCTH B OTUETE.




Kon
AHAUKATOpPa

Nunuxarop
IOCTHIKEHUSI
KOMIIETEHI[UHN

OneHouHble CpeaCcTBa

2. Haiiaute u Mpo3KCITyaTUPYHTE YA3BUMOCTh XSS B
BeO-puiioxkeHud.  IIponeMOHCTpupyiiTe  BO3MOXKHOCTh
BBIMOJIHEHHUST TIPOM3BOJBHOrO JavaScript-koga B Opaysepe
noJsib3oBarens. OLEeHUTE ypOBEHb KPUTUYHOCTHU YA3BUMOCTH,
IIPEIUIOKUTE PEKOMEHAALNHN 110 YCTPAHEHUIO YSI3BUMOCTEHN B
OT4eTe.

3. Ilpoananu3upyiiTe cucteMy ayTeHTU(DUKALUU U
aBTOpU3aLUU BEO-TIPUIIOKCHHS. Haiinure u
IpodKCIUTyaTUpyiTe ciabble Mecta. OLEHUTE YpPOBEHb
KPUTUYHOCTH  HAWIEHHBIX  YSA3BUMOCTEH, IPEIUIOKUTE
PEKOMEHJALMU 110 YCTPAHEHUIO YA3BUMOCTH B OTYETE.
OueHute ypoBE€Hb KPUTHUYHOCTHU HANJEHHBIX YA3BUMOCTEH,
IIPEIUIOKUTE PEKOMEHAALNHU 110 YCTPAHEHUIO YSI3BUMOCTEHN B
OT4eTe.

4. Hcnonb3ys HWHCTPpYMEHTBI aHain3a BeO-cepBepa,
IIPOBEUTE aHanu3 KOH(UTypaIiu BeO-cepBepa.
Onpenenure W3BECTHBIE YSI3BUMOCTH M HeOe30IacHble
HacTpoilku. OLeHuTe YpOBEHb KPUTHUUYHOCTH HalJIEHHBIX
YSI3BUMOCTEM, MPEUIOKUTE PEKOMEHIALNHN 110 YCTPAHEHUIO
YSI3BUMOCTEH B OTUETE.

JITK-004-6.2

[Tpumensier
0a3oBbIe
TEXHUKH
MIPOCKTUPOBAHUS
u
KOMOMHAaTOPUKHU
TECTOB C Yy4E€TOM
TUTIOB J1e(heKTOB
I10, ux
KJaccuukanuu
Y CTaTUCTUKH
BO3HUKHOBEHUS

Teoperuueckue BOIPOCH! K 3a4ETy:

1. Yro Ttakoe mpoektupoBaHue TecToB? KakoBbI ero
neiu?

2. Kaxkue CYLIECTBYIOT
IIPOEKTUPOBAHMSI TECTOB?

3. Yto Takoe koMOMHATOpPHOE TecTupoBanue? Jlis gero
OHO UCHOJb3yeTcA?

4. Kakue CymecTBylOT METOAbl KOMOMHATOPHOIO
tectupoBanusi? Kak BbIOpaTh HauOonee MOAXOAALIYIO
TEXHUKY [POEKTHPOBAaHUS TECTOB JJii  KOHKpPETHOMU
cutyauun?

5. Kak wucnonb3oBarh CTaTUCTHKY BO3HUKHOBEHUS
JeeKTOB AJIsl ONTUMU3ALIUH TTpoLiecca TECTUPOBAHUS?

0a30BbBIE TEXHUKA

[Tpumeps! MpakTUYECKUX 3aJaHUM 1715 3a4eTa:

1. Jna 3amaHHOrO MOAYNS MM (YHKIHMOHAIBHOCTH
BEO-TIPIIIOKEHUS pa3zpaboTaiiTe HAOOP TECTOBBIX CIIEHAPUEB,
ucrnonb3ys TexHuKy «Tabmuma pewmenuit»y. IIpoBeante
TECTUPOBaHUE U CPOPMHUPYITE OTUET O €ro pe3ysabTaTax.

2. Jlnsg 3amaHHOrO MOIYAsS WIM (YHKIMOHAJIBLHOCTH
BEO-TIPUIIOKEHHS, MMEIOIIEr0 HECKOJIbKO IapaMeTpoB,
IIPUMEHNTE TEXHUKY MIOTIApPHOTO TECTUPOBAHUS.
CreHnepupyiiTe MUHUMAJIBHBII HA0Op TECTOBBIX CIIEHAPHUEB,
o0ecrieynBalOIMX  MOKPHITHE  BCEX Map  3HAYEHUH
napamerpoB. [IpoBenute TtectupoBaHue u chopMUpyHTe
OTYET O €T0 pe3yNbTaTax.

JITK-004-6.3

dopmupyer
OTYETHOCTb 00
aHaJIn3e
pE3yIbTaTOB
TECTUPOBAHUS

Teoperuueckue BOMPOCH! K 3a4ETYy:

28. Uro taxoe oruer 0 neHrecte? Kakosa 1ienp aHaimmsa
pe3ybTaTOB TECTUPOBAHUS HAa COOTBETCTBHE OXKUIAEMBIM
pesyabratam? Kak oneHuTh 3(h()eKTHBHOCTH TPOBEICHHOTO
NIEHTECTA Ha OCHOBE aHAJIN3a PE3yIbTaTOB?




Nunuxarop

Kon
IOCTHIKEHUSI OueHouHbIe CpeicTBa
WHJIUKATOpa
KOMIIETEHI[UHN
[1OB 29. Kakue METpUKH MOKHO MCIIOJIb30BaTh JJIsl OIICHKH
COOTBETCTBUU C | pe3yJIbTATOB MEHTECTA?
YCTaHOBJICHHBIM 30. Kakue ocHOBHBIE pa3ieiibl T0KEH COAePKaTh OTYET

Y periaMeHTaMu

00 anHanm3e pe3ynabTaToB TecTHpoBaHusa? Kak odopmuth
OTYET O NIEHTECTEe, YTOObI OH ObLT MOHATEH KaK TEXHUYECKUM
crenuanucraMm, Tak M pykoBoactBy? Kak obecnedntsb
COOTBETCTBUE OTYETa YCTAHOBJICHHBIM pErJIaMEHTaM |
TpeOOBaHUAM 3aKazynKa?

31. Kakue WHCTpYMEHTBI MOXHO HCIONb30BaTh MJIs
aBTOMaTH3alMK (POPMHUPOBAHUS OTYETOB O TIEHTECTE?

32. Kakue BBIBOJBI MOXKHO C/I€NIaTh Ha OCHOBE aHAM3a
pe3yibTaTOB TEHTECTa s yJaydlmeHus O0e30ImacHOCTH
opranu3amuu’?

33. Kak wucnonp3oBaTth pe3ynbTaThl MEHTECTa  JUIS
00y4eHHUs U TOBBIIICHHUS] OCBEIOMIICHHOCTU COTPYIAHHKOB B
obsactu nHpopManmoHHOM Oe3omacHocTr?

34. Kak mOKyMEHTHpOBaTh MPOIECC BOCIHPOU3BEICHUS
HaWJIEHHOMN YS3BUMOCTH?

35. Kak wucnosnp3oBaTh HMHPOPMALHIO 00 H3BECTHBIX
OKCIUIOWTAX Ui TOATBEPXKICHHS W JEMOHCTPALUU
BO3JICUCTBUS HAJECHHBIX YSI3BUMOCTEN?

36. Kaxk ompenennTs, Kakue ySA3BUMOCTH TPEACTABISIIOT
HauOOJBIIYI0 yrpo3y Ijs opranuzaiuu? Kakue xpurepuu
UCTIONB3YIOTCS  JUIL  ONpEACNCHHS  IPUOPHUTETHOCTH
UCTIPABJICHUS] HAWJICHHBIX YS3BUMOCTEH?

37. Kak o0ecrneunThb KOH(UIEHIINAIbHOCTD
uHpOpMalNH, coieprKalleics B 0TueTe O neHTecre?

38. KakoBa poiib CUCTEMBI KOHTPOJISI BEPCHI B IpoIiecce
neHrecta? Kak  mnpaBwibHO — pasMemiatb  OTYET O
TECTHUPOBAHUH B CUCTEME KOHTPOJISI BEPCHIA?

[TprMepsl MpakTUYECKUX 3aJaHUM IS 3a4eTa:

1. Peamusyiite bruteforce araky Ha ¢dopmy noruna
BeO-npuinoxeHus. OneHutre 3PQPEKTUBHOCTb PAIUYHBIX
MeToz0B 3anmThl oT bruteforce arak. Chopmupyiite otueT 0
pe3ynbTaTax MeHTEeCTa, JalTe peKOMEHIAuH 10 YCUIICHUIO
samutsl ot bruteforce B oruere.

2. Haiigute n nposkcmuryaTupyite ys3sumocts CSRF B
BeO-npuiioxkeHud.  IlponeMoHCTpupyiiTe  BO3MOXKHOCTh
BBIMIOJTHEHUST JEMCTBUIM OT MMEHHM TMOJb30oBaTenss 0e3 ero
BeoMa. OlleHUTE YpPOBEHb KPUTHYHOCTH HaWJACHHON
ysi3BuMmoctd.  CdopmupyiiTe  OoT4eT O  HalJeHHOMU
YSI3BUMOCTH, JJaliTe€ PEKOMEHJAIUM IO  YCTPAaHEHHIO
HalJIEHHOM YS3BUMOCTH B OTYETE.

3. llpoaHanu3upyiTe CTAaTHUCTUKY YsI3BUMOCTEH B
3alaHHOM BeO-mpuiiokennu. Onpenenute Hanboee 4acTo
BCTPEUAIOLINECS] THUIBl YA3BUMOCTEH M MX NPUYUHBL
Cdopmupyiite otuer. Ilpemnoxure mMepbl Mo yIydIIEHHIO
0€30MacHOCTH 33JaHHOTO BEO-TIPUIIOKEHUS, 0OOCHYITE HX
VICTIOJIb30BaHUE.




0) Ilopsinoxk mpoBeaeHHs] MPOMEXKYTOYHOW ATTECTALMM, NMOKA3ATeJH M KPUTEPHHU
OLlCHUBAHMS

IMoka3aTeu U KpUTEPUH OLEHUBAHUSI 3a4eTAa:

—  «3a4TeHO» — OOydaroliuiics JOKEH IMOoKa3aThb MOPOTOBBIM ypOBEHb 3HAHHMM Ha
YPOBHE BOCIIPOU3BEIACHHS U 00BICHEHUSI MHPOPMAITUH, HABBIKY PEIICHUS] THITOBIX 33]1a4;

— «HEe 3a4TeHo» — oO0ydyaromwuiics JAeMOHCTpupyeT 3HaHus He Oonee 20%
TEOPETUYECKOI0 Marepuasia, JOMYCKAaeT CYIISCTBCHHBIC OIMMOKMA, HE MOXET I[0Ka3aTh
MHTEJJICKTYaJIbHbIE HABBIKM PELICHUS MPOCTHIX 3a/1a4.
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