MUWHUCTEPCTBO HAYKHW U BbICHIEI'O OGPA3OBAHWA
POCCUUCKOU OEJIEPALIMHA
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PABOYASI IIPOTPAMMA JIMCLHUTIJIMHBI (MOLYJIS)

BE30ITACHOCTbh CETEH 9BM

Hanpagienue nojaroToBKu (criennanbHOCTD)
10.05.03 UndopmarmonHas 6€30macHOCTb aBTOMAaTH3HPOBAHHBIX CHCTEM

HanpasnensocTs (npoduib/crennannsains) nporpaMmel
10.05.03 cnenmanusamus N 8 "PazpaboTka aBTOMaTH3MPOBAHHBIX CHCTEM B 3alIIHIICHHOM
MCIIOJIHEHUH"
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ouHas

Mucruryr/ gakyabrer  MHCTUTYT SHEPreTHKH H aBTOMATH3HPOBAHHLIX CHCTCM

Kadenpa Undopmaruku n nudopmalmonHoil 6e30nacHoCcTH
Kype 3
Cemectp 5.6
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PaGouass mnporpamma cocraBieHa Ha ocHoe @PI'OC BO - cneunanurer 110
cnennanbHoctd  10.05.03  Mupopmanuonnas 6e30nacHOCTb aBTOMATH3MPOBAHHBIX  CHCTEM
(npuka3z Muno6puayku Poccun ot 26.11.2020 r. Ne 1457)

PaGouas nporpamMma pacecMoTtpena u ogo6pena Ha 3acenannu kadeapel Mudopmaruku u
UH(pOpMaLMOHHOM O6e30nacHOCTH

09.02.2024, nporokosn Ne 4 //C%:{

3aB. kadeapoi N.U. bapankosa

PaGouast nporpamma oio6pena metouueckoii komuceneit UDUAC
13.02.2024 r. npotokon Ne 4 >/ /
[pencenarens' f//azzz/' /J B.P. Xpamuiun

PaGouas nporpamma cocmt?eﬂg
nouent kadeaps Uukb, (,%/W JI.H. Mazuun

Pernensenr:

Hauajib oraena  uHdopmammonnoit  Gezomacnoctn  "KYB"  (AO)
%,?W( M.M. bBnusnernon




JIucT aktyaausanuu padoueii nporpaMmbl

Pabouyast mporpamma nepecMoTpeHa, oocykaeHa u ofgoopeHa i peanusanuu B 2025 - 2026
y4eOHOM Troj1y Ha 3acefanuu kadeapsl MudbopmaTuku u nHGopMannoHHo#i 6e30macHOCTH

[Iporokom ot 20 1. Ne

3aB. xadenpoit n.n. ElpaHKOBa

Pabouast mporpaMmma nepecMoTpeHa, 00CykIeHa u oo0pena i peaymsanuu B 2026 - 2027
yueOHOM rojty Ha 3aceqaHuu kadeapel HMHpopmaTtuku 1 nH(pOpMaIIMOHHON 0€301acHOCTH

[Iporokom ot 20 r. Ne
3aB. kadeapoii WN.U. bapankosa

Paboyas mporpamma nepecMoTpeHa, o0CykIeHa u ogo0peHa s peaymsaruu B 2027 - 2028
ydaeOHOM rony Ha 3acefqanuu kapeapsl MHbopmatuku u nHGOPMAIMOHHON O€30TTaCHOCTH

IIporokom ot 20 . Ne

3aB. kadenpoit I/I.I/I.fapaHKOBa

Pabouast mporpamma nepecMoTpeHa, oocykaeHa u ogoopeHa i peanusanuu B 2028 - 2029
y4ueOHOM To1ly Ha 3acefanuu kadenpsl Hudopmatuku u nHGOpMannoHHOM O0e30macHOCTH

[Iporokom or 20 . Ne

3aB. xadeapoit n.Hn. ElpaHKOBa

Pabouas mporpamMmma nepecMoTpeHa, 00CcyxIeHa u ogoopena s peamsanyu B 2029 - 2030
y4eOHOM o1y Ha 3acenanuu kadgeapsl HMudbopmaTuku u nHGOpMaMOHHOHN 6€30TacHOCTH

[Iporokom ot 20 . Ne
3aB. kadeapoii N.N. bapankoBa

Pabouyas mporpamma nepecMoTpeHa, o0cyk1eHa u ogoopeHa s peanmsaruu B 2030 - 2031
ydaeOHOM roty Ha 3acefaHuu kapenapsl WMHbopmaTuky u nHGOPMAIIMOHHON 0€30MacCHOCTH

[Iporokom ot 20 . N
3aB. kadenpoit N.N. bapankoBa




1 Iles14 oCBOEHUSI TN CHUTITHHBI (MOTYJI51)

Lensmu ocBoenus aucumiuinHbl «besomacHocTh ceTeli DBM» sABIsAIOTCS OBIaJIcHHUE
CTYACHTAaMH  HEOOXOIMMBIM W  JOCTATOYHBIM  YpPOBHEM  00mienpodeccHOHaNbHBIX,
po¢eCCUOHATBHBIX KOMIIETCHIIMK B cooTBeTcTBHM ¢ TpeboBanmsmu DPI'OC BO 1o
cnenuanbHocTU «HPOpManmonHas 6€30MacHOCTh AaBTOMAaTH3UPOBAHHBIX CUCTEM.

LenssMu ocBOCHMS TUCIUTIINHBI (MoTyIisi) «bezonacHocTs ceteit DBMy sBistOTCS:

1. OOyuenue oOyyarOMIMXCS OpPraHU3alMU 3allUTHl CETEBBIX YCTPOWCTB U KaHAJIOB
nepenayu nHGopManuu, 0OHapyKEeHUsT ¥ IPEIOTBPALICHHS] HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA K
nH(popmanuu B ceTsix IBM.

2. O0Gyuenue oOy4arOIMUXCS MPHUHILIUIAM MMOCTPOCHHSI CUCTEM 3alIUTHI MHPOpPMAIUU B
JIOKaJIbHBIX BeIYMCIUTENbHBIX ceTsX (JIBC) u meTonam ananusza HajgexxHocTH 3auThl JIBC

2 MecTo qucHMIJIMHBI (MOYJIsl) B CTPYKTYpe 00pa3oBaTe1bHOIl POrpaMMbl

Jucnurnnuna be3omacHocTh ceteidt DBM BXOIUT B 00s3aTENBHYIO YaCTh yU€OHOTO TUTaHA
00pa30BaTeNIbHON IPOrpaMMBI.

Jns  wu3ydeHus ~ AUCUMIUIMHBI ~ HEOOXOAMMBI  3HaHMsS  (YMEHHA,  BIAJCHHUS),
c(hOpMUPOBAHHEIE B PE3YJIHTATE H3YUCHUS TUCITUTUINH/ IPAKTHK:

Nudopmartuka

Cetu u cucteMsbl epejaul THPopMauu

OcHoBBI HH(OPMAITMOHHON O€30MTaCHOCTH

Opranuzanysg 9BM u BIUHUCIUTEIBHBIX CUCTEM

VYyeOHasi - 03HaKOMUTEIbHAS TPAKTHKA

Teopus unopmarnmu

3Hanus (yMEHUs, BIJEHUs), MOJTYYCHHbIE TIPU U3YYCHUU JAHHOW TUCIUIUIMHBI OyayT
HEO0OXOIUMBI JTsl U3YUYEHUS JUCIIUTUTMH/TIPAKTHK:

WudopmanronHast 6€30MacHOCTh pacpeaeeHHbIX HH()OPMAIIMOHHBIX CUCTEM

Kpunrorpaduueckue MeTo b1 3aIUTH THPOPMAITUT

Pa3paboTka u SKCcITyaTaus 3arIIeHHBIX aBTOMATU3HPOBAHHBIX CUCTEM

TecTupoBaHUE CUCTEM 3aITUTH HH()OPMAIIMHA ABTOMATU3UPOBAHHBIX CUCTEM

3ammTa 3JIEKTPOHHOTO IOKYMEHTO000pOoTa

[IpousBoacTBEeHHAS-TIPAKTUKA IO MOJIYYEHHUIO0 NPO(ecCHOHATBbHBIX YMEHHUW U OIbITa
npodeccHoHATBHOM AeSITENFHOCTH

BupryansHsle cetn

3amuTa nHOPMALIMOHHO-TEXHOJIIOTUYECKUX PECYPCOB aBTOMAaTU3UPOBAHHBIX CHCTEM

MeTo 16l MPOEKTUPOBAHUS CUCTEM 3aIIUTHI pacipeieIeHHbIX HHPOPMAIIMOHHBIX CUCTEM

Hayuno-uccienoBarenbckas pabota

[Tpou3BOICTBEHHAS-TIPEIUTUIOMHAS TIPAKTHKA

be3onacHOCTb ONepallMOHHBIX CUCTEM

Pa3pa60TKa U SKCILTyaTallusd aBTOMAaTU3UPOBAHHBIX CUCTCM B 3allIUIIICHHOM HCITOJIHCHUHA

VYnpasienue nHpopMaIMOHHON 6€301MaCHOCTHIO

MonenupoBanue yrpo3 nHGOPMaIMOHHON 0€30MaCHOCTH

MeTobl ¥ CTaHIaPTHI OLIEHKH 3aIUIIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM
AHanu3 puckoB HH(OPMaLIMOHHON 0€30M1acHOCTH

be3onacHocTts HTEpHETA Bemen

ATtrectamus AUC

AHanu3 ysS3BUMOCTEH MPOrPaMMHOT0 00ecTIeueHuUs



Anann3 0e30aCHOCTH I/IH(i)OpMaLII/IOHHLIX TEXHOJIOTHI

Pa3pa60TI<a CHUCTCM 3allIUThI I/IH(bOpMaI_II/II/I ABTOMATU3HUPOBAHHBIX CUCTEM

MOI[CJ'II/IpOBaHI/Ie CHUCTEM 3aIlIUThI I/IH(I)OpMaI_[I/II/I

Pa3pa60TKa 3KCHHyaTaHHOHHOf/'I JAOKYMCHTAlIlUKM Ha CHUCTCMbI 3allUThI I/IH(bOpMaI_[I/II/I
ABTOMAaTHU3UPOBAHHBIX CUCTEM

3 KomnereHunu ody4yamwierocsi, fopMupyembie B pe3yJibTaTe 0CBOCHHS

AUCHUIJIMHBI (MO1YJISA) M IJIAHUPYEMbIe Pe3yJbTaThl 00y4eHu s

B pesynbrare ocBoenus aucuumuiuHbl (Monynsi) «beszomacHocts cereit DOBM»
oOy4aromuics T0KeH 00J1a1aTh CIEeAYIOIUMI KOMIETEHIIUSIMHU:

Kon nanukaTopa NHaukaTop 1OCTHKEHHS] KOMITETCHITHH

OIIK-12 CnocobeH mpuMEHSTh 3HAHHS B 00JIACTH OC30MACHOCTH BBIYUCIHTEIBHBIX CETCH,
OIIEPAIIMOHHBIX CHUCTEM M 0a3 JaHHBIX IPU pa3pab0TKe aBTOMATU3UPOBAHHBIX CUCTEM;

OIlK-12.1 [TpumensieT 3HaHUS B 00J1aCTH O€30MACHOCTH BBIYMCIUTEIBHBIX CETeH MpHU
pa3paboTKe aBTOMAaTH3HPOBAHHBIX CHCTEM

OIIK-12.2 [TpumensieT 3HaHUA B 00JaCTH O€30MACHOCTH ONEPALMOHHBIX CHCTEM pHU
pa3paboTKe aBTOMaTH3UPOBAHHBIX CHCTEM

OIIK-12.3 [TpumensieT 3HaHUs B 001acTH 6€30MaCHOCTH 6a3 JaHHBIX MPH Pa3pabOTKe

ABTOMATU3HUPOBAHHBIX CUCTEM




4. CTpyKTYpa, 00BEM H coiep:KaHne TUCHUTLTHHBI (MOLYJIs1)
OO6mrast TpyI0EMKOCTh JUCIUIUIMHBI COCTABJISICT / 3a4€THBIX eauHUIl 252 akaja. 4acoB, B TOM

YUCJIIC:

— KOHTaKTHas padota — 127 akaj. 4acos:
— ayautopHas — 122 akaj. 4acos;

— BHEAyAMTOPHAs — 5 aKaJI. 4acoB;

— caMocTosTenpHas pabota — 89,3 aka. 4acos;
— B (hopMe mpakTudeckoi moaroroeku — 0 akas. yac;
— IMOATOTOBKA K 3K3aMeHy — 35,7 akaj. gac

CDopMa AaTTCCTAllUH - 3a4€T, DK3aMCH

Pasnen/ Tema
JACLIATUTAHBI

Cemectp

AynuropHas
KOHTaKTHas paborta
(B akan. yacax)

Jlek.

1a0.
3aH.

MPAKT.
3aH.

CaMocrosTenbHas

paboTa CTyIeHTa

Bun
CaMOCTOSITEIIbHOM
paboTEI

dopMa TeKyIIEro
KOHTPOJIS
YCIIEBAEMOCTU U
MIPOMEKYTOUHON
aTTecTaluu

Kon
KOMITETEHIIMH

1. OcHOBHBIE ITOH.
Oe3omacHoctucereir OBM

AT

1.1 Be3omacHocTh ceTeit
OBM - ucropus Bompoca,
COBPEMEHHOE COCTOSIHUE,
TEHICHIINHA

1 | 2/0,61

ITouck
JIOTIOJTHUTEIIBHOM
nH(pOpMaLIUH 110

3a/IaHHON TeMe
(pabota ¢
oubnuorpaduyec
KUM
Marepuanamu,
CIIPaBOYHHUKAMH,
KaTaJOraMH,
CIIOBAPSIMH,
SHIUKIIOTICAUSIMA

)

VYerHslii onpoc

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

12 OCHOBHBIE
ys3BUMOCTH ceTeit OBM
U HUX  MCHOJIb30BaHUE
HapyILIUTEIEM

ITouck
JIOTIOJHUTEIBHON
MHOOpPMAIIUH IO

3a/IaHHON TeMe
(pabora ¢
oubnuorpaduyec
KAM
MaTepUallaMH,
CIPaBOYHHUKAMH,
KaTaJoraMH,
CJIOBAPSIMH,
SHLUKIONIEAUSIMU

)

VYcrHBI omrpoc

OIIK-12.1,
OIIK-12.2,
OIIK-12.3




TTouck
JIOTIOTHUTEIEHON
HHOOpMAIIUH IO

3aJIaHHOM TeMe

(pabota ¢ JlaGopaTopHas
1.3 TlaposnpHas 3ammra Oubmorpagucce pabora «IlaponbHas
aJIMHUHHACTPATHBHOTO U KM 3aInTa KOHCOIBHOTO OIK-12.1,
2/11 4 MaTepHUaIaMH, OIlK-12.2,
KOHCOJIFHOTO BXOJIOB Ha IO IKITIOYCHHS
CIPaBOYHHKAMHU, OIIK-12.3
ceTeBoe 000pyI0BaHUE CETEBOTO
KaTaJoraMH,
000pyIOBaHHSD»
CITOBAPSIMH,
SHIUKIOTICAUSIMA
), [logroToBka
MIPaKTHYECKOMY
3aHATUIO
[Touck
JTOTIOJHUTEIBHON
“HpOpMALIUH IO JlabopaTopHast
3aJIlaHHOI Teme paboTta
(pabora ¢ «3aluIeHHbIe U
oubnuorpaduyec He3alIUIICHHBIC
1.4 3amura yAajICHHOTO KUM TePMHUHAIbHBIC OIlK-12.1,
MOJIKJTFOUCHHS K CETEBOMY 2/11 4 MaTepHaIamu, MTPOTOKOJIBI — OIlK-12.2,
000pyIOBaHUIO CIPaBOYHHMKAMH, | TIepeXBaT Mmaposis OIlK-12.3
KaTaJoraMH, HE3alMIIEHHOT0
CIIOBAPSIMH, MIPOTOKOJIA TIPH
SHIUKIONICUSIMYA | TTOMOIIM CETEBOTO
), [TonrotoBka k CKaHepa»
MPaKTHYECKOMY
3aHATUIO
Hroro no pazgemy 8/2,611 16
2. Mogenp 6e30macHOCTH JUIs
JIOKAJIbHOW  BBIYMCIIUTEIIBHOU
CeTn
ITouck
JTOTIOJHUTEIBHON
nuH(bOpMaLIUH 110
3a/IaHHON TeMe
2.1 TpuHIMN «0OOPOHEI B (pabora ¢
ryOuHY» Kak 0a30BbId oubnmorpaduyec OIIK-12.1,
TIPHUHITHIT npu 2 4 KHM VYcTHbli onpoc OIlK-12.2,
OpraHu3aIiu 3aIUThI MaTepualiaMH, OIlK-12.3
ceTn CIpPaBOYHHUKAMH,
KaTaJoraMH,
CJIOBaPSIMH,
SHIUKIOTICAUSIMA
)
Ilonck
JTOTIOJHUTEIBHON
HHOOpMAIIUH IO
3a/IaHHON TeMe
(pabora ¢ JlabopaTopHas
2.2 CermMeHTHpOBaHHE Oubmorpaduec paota
TIBC K H0C06 KUM «Hcnonp3oBanue
HOBBILLICHISE 2 1 MarepHaIamu, npotokosa ARP B
CMPaBOYHHUKAMH, |CErMEHTUPOBAHHOU U
0€30MIMaCHOCTH CETH .
KaTaJoraMH, |HECerMeHTHPOBAHHOMN
CJIOBapsIMH, JIBC»
SHIUKIOTICAUSIMA
), [ToaroroBka k
MPaKTHYECKOMY

3aHATHIO




2.3 MonuTopHuHT
COCTOSIHUSI TPAHCIIOPTHOM
ITOZICHCTEMBI Kak
CPEICTBO  KOHTPOJISL 3a
COCTOSTHUEM CceTeBoM
0e30I1acHOCTH

Tlouck
JIOTIOJIHUTEIbHON
HHOOpMAIIUH IO

3aJIaHHOM TeMe
(pabota ¢
oubnuorpaduyec
KHM
MaTepHUaIaMH,
CIPaBOYHHKAMHU,
KaTajJoramH,
CJIOBApsIMH,
SHITUKIIOTICIASIMHI
), [loaroroBka k
MIPaKTUIECKOMY
3aHATHIO

JlaGopaTopHas
pabota
«MoHHUTOpUHT
OTKPBITBIX
TCP-coenunenuii B
OC Windows»

Wroro no pazneny

3. O6HapyxeHue

HeﬁTpaIIPIBaLIPISI CCTCBbLIX aTakK

n

3.1 Tlouatue «ceTeBOM
aTaKu» - HCTOPHS,
Kiaccudukanms,
COBPEMEHHBIA TIOIXOJ K
BOIIPOCY

2/11

TTouck
JIOIOIHUATEILHON
nH(pOpMaLUH 110

3aJJaHHOH TEME
(pabota ¢
oubmorpaduuec
KUM
MaTepHallaMH,
CIPaBOYHHKAMU,
KaTajJoraMH,
CIIOBapsIMH,
SHIUKIIOIIEIMSIMHI
), TOJATOTOBKA K
KOMITBIOTEPHOMY
TECTUPOBAHHIO

Kowmmeroteproe
TECTUPOBaHNE

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

3.2 daskl ceTeBOM aTaku

2/11

TTouck
JIOIOIHUATEIBHON
nH(pOpMaLIUH 110

3aJIaHHOM TeMe
(pabota ¢
oubnuorpaduyec
KM
MaTepHUaJaMH,
CIPaBOYHHKAMU,
KaTajJoraMH,
CIIOBapsIMH,
DHIIMKJIOTIE TASIMH
), IOATOTOBKA K
KOMITBIOTEPHOMY
TECTUPOBAHHIO

Kowmmeroteproe
TECTUPOBaHNE

OIIK-12.1,
OIIK-12.2,
OIIK-12.3




3.3 MeTtoauku
OOHapy)KEHUS  CETEBBIX
aTax

2/11

[Touck
JOTIOJTHUTEIBHON
HHOOpMAIIUH IO

3aJIaHHOM TeMe
(pabota ¢
oubnuorpaduyec
KUM
MaTepHajamu,
CIPaBOYHHKAMHU,
KaTaJIOraMH,
CJIOBapsIMH,
SHIMKJIOTICAUSMHU
), MOATOTOBKA K
KOMITBIOTEPHOMY
TECTUPOBAHHIO

KowmmeroTepHoe
TECTUPOBaHHE

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

3.4  OcHOBHBIE  Mepbl
MTPOTHBOACHCTBHS
CETEBBIM aTaxKam;
CHUCTEMBI OOHApYXEHUs U
MIPEeOTBPALICHUS
BTOPKEHHUI

2/11

[Touck
JTOTIOJHUTEIBHON
“HpOpMALIUH IO

3aJIaHHOM TeMe
(pabora ¢
oubnuorpaduyec
KAM
MaTrepuagamu,
CIPaBOYHUKAMH,
KaTaJoraMH,
CIIOBAPSIMH,
SHIUKIIOTICUSIMA
), MOATOTOBKA K
KOMITBIOTEPHOMY
TECTUPOBAHHIO

KowmrmeroTepHoe
TECTHPOBaHHE

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

Hroro no pazgemy

8/41

16

4, TexHomoruu 0€30IaCHOCTH
JIOKQJIGHBIX ~ BBEIYACIMTEIBHBIX

ceTei

41 TexHonorus
BUPTYaJIbHBIX JIBC
(VLAN)

421

[Touck
JIOTIOJTHUTEIHHON
nH(pOpMaLIUH 110

3a/1aHHON TeMe
(pabota ¢
oubmorpaduuec
KHM
MaTepHaIaMu,
CIPaBOYHHKAMU,
KaTaJIOTaMH,
CIIOBapsIMH,
SHIUKIIOTCUSIMU
), [lonroToBka
MPaKTUYECKOMY
3aHATHIO

3amura
nabopaTopHOH
paboThI
«Opranuzanus JIBC
¢ VLAN»y

OIIK-12.1,
OIIK-12.2,
OIIK-12.3




4.2 Texuonorus
Security

Port

4/21

Tlouck
JIOTIOTHUTEIEHON
HHOOpMAIIUH IO

3aJIaHHOM TeMe
(pabota ¢
oubnuorpaduyec
KUM
MaTepHUaIaMH,
CIPaBOYHHKAMHU,
KaTaJoraMu,
CJIOBApsIMH,
SHIMKJIONCIUSIMH
), [loaroroBka k
MIPaKTUIECKOMY
3aHATHIO

3amura
nabopaTopHon
paboThI
«Hcnonp3oBanne
TexHonoruu Port
Security»

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

4.3 TexHOJIOTUs CITUCKOB
kouTposst nocrymna (ACL)

421

Tlouck
JIOTIOJTHUTEIIbHOM
“HpOpMALIUH IO

3aJIaHHOM TeMe
(pabora ¢
oubnuorpaduyec
KM
MaTepHaIamu,
CIPaBOYHHKAMHU,
KaTaJoraMu,
CJIOBapsIMH,
SHIMKJIOIICIUSIMH
), [loaroroBka k
MIPaKTUIECKOMY
3aHATHIO

3amuTa
n1abopaTOpHOM
paboThI
«Hcnonp3oBanue
texnoaoruu ACL»

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

Hroro no pazgemy

12/611

12

5. ITogroroska
MIPOMEKYTOYHOM aTTECTALIHH

K

51 IlogroroBka

MIPOMEKYTOUHON
aTTecTaluu

K

ITouck
JIOTIOJHUTEIBHON
nH(bOpMaLIUH 110

3a/1aHHON TeMe
(pabota ¢
oubnmorpadmyec
KHM
MaTepualiaMH,
CIPaBOYHHKAMU,
KaTaJIOTaMH,
CIIOBapsIMH,
SHIIMKJIOTICANSMHU

)

3auer

Uroro no pazneny

Uroro 3a cemectp

18

36/12,611

53

3a4ET

6. Meroapl KOHTpOJS CeTei

OBM




6.1 Anamms
Tpaduka

CETEBOT'O

4/21

[Touck
JIOTIOJTHUTEITLHOM
HHOOpMAIIUH IO

3aJIaHHOM TeMe
(pabota ¢
oubnuorpaduyec
KUM
Marepuagamu,
CTPaBOYHUKAMH,
KaTaJoraMH,
CITOBAPSIMH,
SHIUKIOTICAUSIMA
) , IOATOTOBKA K
MIPaKTHYECKOMY
3aHATUIO

[IpakTuueckas
pabota «AHanu3z
ceTeBoro Tpaduka
3aIUIICHHBIX CeTeH
OBM»

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

6.2 TlepexBaT CeTEBBIX
coo0meHni

421

Ilouck
JTOTIOJHUTEIBHON
“HpOpMALIUH IO

3aJIaHHOM TeMe
(pabora ¢
oubnuorpaduyec
KUM
MaTepHaIamu,
CIPaBOYHHKAMHU,
KaTaJIOraMH,
CIIOBAPSIMH,
SHIUKIIOTICUSIMA
) , IOATOTOBKA K
MPaKTHYECKOMY
3aHATUIO

[IpakTuueckas
paborta «AHanu3
ceTeBoro Tpaduka
3alLUILIEHHBIX CeTel
OBM»

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

6.3 Hcnonb3oBanue
3ALUILEHHBIX
MIPOTOKOJIOB ISl 3aIlUTHI
CEeTEeBOro TpauKa

Tlouck
JIOTIOJIHUTEILHOMN
nuH(bOpMaLIUH 110

33JaHHOM TeMe
(pabora ¢
oubnmorpaduyec
KHM
MaTepHaIamu,
CIPaBOYHHKAMHU,
KaTaJIOraMH,
CIIOBapsIMH,
SHITUKIIONICIUSIMHI
) , MIOATOTOBKA K
MPaKTUICCKOMY
3aHATHIO

[IpakTuaeckas
pabora «AHanu3
ceTeBoro Tpaduxa
3aIIHUIIEHHBIX CETEH
OBM»

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

Uroro no pazneny

12

12/41

7. Be3onacHocTh

OCCIPOBOJIHBIX CETCH

7.1 YcrpoiicTBo u
Pa3HOBHIHOCTH
0ecrpOBOTHBIX CeTei

4/21

ITouck
JIOTIOJTHUTEIHHON
nH(pOpMALIUH 110

3aJlaHHON Teme
(pabora ¢
oubnmorpadmyec
KHM
MaTepHallaMH,
CIPaBOYHHKAMU,
KaTaJIOTaMH,
CIIOBapsIMH,
SHIIMKIIOTICANUSMHU

)

YcTHBI onpoc

OIIK-12.1,
OIIK-12.2,
OIIK-12.3




7.2 IIpoGnema
Oe30macHoCTH B
OeCIIpOBOTHBIX CETSIX

4/21

Tlouck
JIOTIOJIHUTEIbHON
HHOOpMAIIUH IO

3aJIaHHOM TeMe
(pabota ¢
oubnuorpaduyec
KHM
MaTepHUaIaMH,
CIPaBOYHHKAMHU,
KaTajJoramH,
CJIOBApsIMH,
SHITUKIIOTICIASIMHI
) , IOATOTOBKA K
MIPaKTUIECKOMY
3aHATHIO

IIpakTuueckas
paboTa
«Opranu3arnus
3aIIUTH
0eCITPOBOTHBIX
ceTei»

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

Wroro no pazneny

8/41

8. 3aluIIeHHbIe CETH

8.1 Tlonsarue
3alUIIEHHON ceTh

4/1,91

ITouck
JIOTIOJTHUTENbHON
“HOOpMALIUH IO

3aJlaHHON TeMe
(pabota ¢
oubnuorpaduyec
KHM
MarepHajamu,
CIPaBOYHHUKAMHU,
KaTaJoraMH,
CIIOBapsIMH,
SHIUKIIOTICUSIMA

)

YerHblit onpoc

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

8.2 TexHomorus
BHUPTYaJIbHON
YaCTHOMW/3alIMIIICHHON
ceTH (VPN).
Knaccudukarmst cereit
VPN

411

ITouck
JIOTIOJHUTEIBHON
nH(bOpMaLIUH 110

3a/1aHHON TeMe
(pabora ¢
oubnmorpadmyec
KHM
MaTepualiaMHy,
CIPaBOYHHKAMU,
KaTaJIOTaMH,
CIIOBapsIMH,
SHIIMKJIOTICAUSMHU

)

YerHBI onpoc

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

8.3 PasHoBuaHOCTH
Texnonorui VPN

4/11

ITouck
JIOTIOJHUTEIBHON
MHOOpPMAIIUH IO

3a/1aHHON TeMe
(pabota ¢
oubnmorpadmyec
KAM
MaTepHaiaMHu,
CIPaBOYHHKAMH,
KaTaJoraMH,
CITOBAPSIMH,
SHIUKIOTIECAUSIMA
) , MIOATOTOBKA K
MPaKTUIECKOMY
3aHATHIO

[IpakTuyeckas
pabora
«Opranmzarus VPN

OIIK-12.1,
OIIK-12.2,
OIIK-12.3




8.4 Anroput™met
i poBaHUs,
MPUMEHsIEMbIe ULt
opranm3anyu VPN

1,3

TTouck
JIOTIOTHUTEIEHON
HHOOpMAIIUH IO

3aJIaHHOM TeMe
(pabota ¢
oubnuorpaduyec
KUM
MaTepHUaIaMH,
CIPaBOYHHKAMHU,
KaTaJoraMu,
CJIOBApsIMH,
SHIMKJIONCIUSIMH
) , IOATOTOBKA K
MIPaKTUIECKOMY
3aHATHIO

[IpakTuueckas
pabora

«Opranuzanus VPN»

OIIK-12.1,
OIIK-12.2,
OIIK-12.3

Uroro no pazneny

14

14/3,91

4,3

9. IloaroroBka K HTOTOBOM
KYpCOBOM

aTTeCTallin )44

9.1 TloaroroBKa KypcoBoii
paboThI

18

Iounck
JIOTIOJTHUTENBbHON
uH(bOpMALIH 110

3a/1aHHON TeMe
(pabota ¢
oubnmorpadmyec
KAM
MaTepuallaMy,
CIIPaBOYHHUKAMH,
KaTaJOraMH,
CIIOBAPSIMH,
SHLUKIIOTICAUSIMU
), BBITIOJIHEHHE
KypcoBOi pabOoThI

3ammra KypcoBoi
paboThI

9.2 ITonroroska K
HWTOrOBOM aTTECTALUU

TTouck
JIOTIOJTHUTEIIBHOM
“HOOpPMAIIUH IO

33JaHHOM TeMe
(pabora ¢
oubnuorpaduyec
KUM
MaTepuaIamMH,
CIIPaBOYHHUKAMH,
KaTajoraMu,
CJIOBapsIMH,
SHIMKIIONEIUSIMH

)

DK3amMeH

Uroro no pazgeny

26

Uroro 3a cemectp

34

34/11,91

36,3

9K3aMCH

Hroro 1o JUCHUITIIIMHE

52

70/24,5
)44

89,3

3a4€T, OK3aMCH




5 O6pa3oBaTeibHbIE TEXHOJIOTHH

Jist  peanm3anyu  MPEIyCMOTPEHHBIX  BHUIOB y4eOHOM paboOThl B  KayecTBe
00pa3oBaTeNIbHBIX TEXHOJOTHH B TMpenojaBaHuM AUCHUIUTHHBI «be3zonmacHocTs cereii DBM»
WCTIONIB3YIOTCS TPATUIIMOHHAS U MOy TbHO-KOMITIETEHTHOCTHAS TEXHOJIOTHH.

Peannzanusi KOMIETEHTHOCTHOTO TMOJIXO/Aa TPEIYCMAaTPUBAET WCIOJIH30BAHHUE B
y4e0HOM TPOIECCE aKTHBHBIX U MHTEPAKTUBHBIX (OPM MPOBEACHHS 3aHITUNH B COYCTAHUU C
BHEAYJIUTOPHOU pabOTON ¢ 1ebi0 (GOPMHUPOBAHUSA W Pa3BUTHSA MPO(PECCHOHAIBHBIX HAaBBIKOB
o0ydJaroImuxcs.

[Ipu mnpoBeneHun y4eOHBIX 3aHATUN TperojaaBaTeNlb O0eCIeurnBaeT pa3BUTHE Y
00y4JarIUXCsl HABBIKOB KOMAaHJHON palOTHI, MEXIMYHOCTHOM KOMMYHUKAIIMU, TPUHSTHUS
pEIIeHUH, JTUAEPCKUX KauyeCTB MOCPEACTBOM MPOBEACHHUS MHTEPAKTUBHBIX JIEKIIUN, IPYIIOBBIX
JUCKYCCUHM, pOJIeBBIX WIp, TPEHUHIOB, AaHalW3a CHUTyalllid, y4yeTa OCOOCHHOCTEH
npodeCcCHOHATBHOM ACSITEIPHOCTH BBIITYCKHUKOB M TOTPeOHOCTEH paboToIaTesnei.

6 YueOHO-MeTOAUYECKOE 00ecliedeHHEe CAMOCTOSITeJIbHOIH PadoThl 00y4arommxcst
[IpencraBneHo B npuiiokeHu# 1.

7 OueHOYHBIE CPeACTBA JAJs IPOBeAeHU MPOMEKYTOYHOI aTTecTaAlul
[IpencraBneHsbl B IPHITIOKEHUH 2.

8 YueOHo-MeTOAHYecKOe M HHPOPMAIIMOHHOE 00ecTieyeHHe JUCIUTITIMHBI (MO/YJIs1)

a) OcHoBHas quTEpaTypa:

1. CeTH U TEIIEKOMMYHHUKAIMHK . YIeOHUK U mpakTukyM s By30B / K. E. Camyiinos [u
np.]; mon penakmmern K. E. Camyitnmoa, U. A. llanmumora, JI. C. Kyns6oBa. — Mocksa :
N3natenbcTBO IOpaiir, 2020. — 363 c. — (Bricmiee obOpasoBaHue). —
ISBN 978-5-534-00949-1. — Tekcr : anekrponnsii // DBC IOpaiir [caiit]. — URL:
https://urait.ru/bcode/450234 (nata obpamienus: 31.01.2024).

2. lubpos, M. B. Cetu u tenexkomMmyHHKanuu. MapmpyTtuzanus B IP-cetsix B 2 u.
Yacts 1 : yueOHUK 1 mpakTHKYM 1715 By30B / M. B. JIlubpoB. — Mocksa : M3narensctBo FOpaiir,
2020. — 333 c.— (Bricmee obpazoBanue). — ISBN 978-5-9916-9956-3. — Tekct
anekrpounsiii // DBC ¥Opaiit [caiit]. — URL.: https://urait.ru/bcode/452430 (mata oGpareHus:
31.01.2024).

3. Mub6po, M. B. Cetn m TenekommyHukanuu. MapmpyTtusamnus B IP-cetsax B 2 u.
Yacts 2 : yueOHUK 1 ipakTUKyM juist By30B / M. B. JIubpoB. — MockBa : U3natensctBo KOpaiir,
2020. — 351 c.— (Beicmiee oOpaszoBanue). — ISBN 978-5-9916-9958-7. — Tekcr
anekrpounbiit // DBC FOpaiit [caiit]. — URL.: https://urait.ru/bcode/453063 (mata obpareHus:
31.01.2024).

0) lonosiHuTE IbHAA JIUTEPATYypPAa:



1. 3amatuna, O.M. BeluuciurenabHblE CHCTEMBI, CETH U TEICKOMMYHHUKAIIUU.
MonenupoBanue cerell : yueOHoe mocodue s maructpatypbl / O. M. 3amstuna. — MockBa :
N3natenbcTBO IOpaiir, 2019. — 159 ¢c. — (YHUBEpCUTETHI Poccun). —
ISBN 978-5-534-00335-2. — Tekcr : saekrponnsiii // DBC IOpaiit [caiit]. — URL:
https://urait.ru/bcode/433938 (nata obpamienus: 31.01.2024).

2. Korenko, B. B. Texnonoruu nHHopMaioHHOTO aHaJIHM3a MOJIb30BATEIBCKOTO YPOBHS
TEIIEKOMMYHHUKAIIHOHHBIX CUCTEM | yueOHoe mocobue / B. B. Korenko ; KOxubIi demnepanbHbIil
yHuBepcuteT. - PocroB-Ha-Jlony ; Taranpor : MW3marensctBo HOxHOro denepansHoro
yauBepcutera, 2019. - 194 c. - ISBN 978-5-9275-3176-9. - Tekct : anmekrponHsiid. - URL:
https://new.znanium.com/catalog/product/1088143 (narta oopamenus: 31.01.2024)

MAKPOOBBEKTHI:

3. bapankosa, 1. . Onpenenenne KPUTUIECKH 3HAYMMBIX PECYPCOB O0BEKTa 3aIUTHI
IIPU COCTABJICHUH MOJICIN YIpo3 MHPOPMAIMOHHON Oe30macHOCTH : yuyeOHoe mocodue / U. U.
bapankoga, O. B. Ilepmsikosa ; MI'TY. - Marauroropck : MI'TY, 2017. - 1 aexTpoH. onT. AUCK
(CD-ROM). - 3arun. C TUTYIL JKpaHa. - URL:
https://host.megaprolib.net/MP0109/Download/MObject/1858 (nara obparenus: 31.01.2024). -
MaxkpooObeKT. - TekcT : anekTpoHHbIH. - CBefeHus AocTynHbl Takke Ha CD-ROM.



4, Ma3nus, /I. H. AqMuHHUCTpUpOBaHHE KOMITBIOTEPHBIX CETEH : yuyeOHOe mocooue [ais
By30B] / [I. H. Maznus, 10. A. Ma3uuna. - Marauroropck : MI'TY um. I'. U. Hocosa, 2023. - 1
CD-ROM. 3aru. c TUTYJIL. JKpaHa. URL:
https://host.megaprolib.net/MP0109/Download/MObject/21027 (nata ooparenus: 31.01.2024). -
ISBN 978-5-9967-2906-7. - MakpooOBEKT. - TEKCT : 37IeKTpOHHBIN. - CBEICHUS JOCTYITHBI TAK)KE
Ha CD-ROM.

*PEXHUM [TIPOCMOTPA MAKPOOBBHEKTOB

1. Tlepeiitu o azgpecy 3eKTpoHHOT0 KaTanora https://magtu.informsystema.ru
2. IIpoussectu aBropusanuto (Jlorun: Yurarens] IMapons: 111111)

3. AKTUBU3HPOBATH THIIEPCCHUTKY MaKpOOOBEKTA

B) MeToan4yeckue yKazaHus:

1. Meroanueckue yKa3aHHs IO BBINOJIHEHHUIO MPAKTUYECKUX PabOT MO JUCIUILINHE
«beszomnacHocTh ceteit DBMy (Ipunoxenue 1)

2. Meroanueckue ykKa3aHUs MO BBIMOJIHEHHUIO JaOOPATOPHBIX PabOT MO MUCHUILIMHE
«beszomnacHocTh ceteit DBMy (Ipunoxenue 2)

3. Meroanueckue ykazaHus 1O BBIOJHEHUIO BHEAYIUTOPHBIX CAMOCTOSITENBHBIX padoT
o pucruminae «besonacuocts cereit 9BM» (Tlpunosxenue 3)

r) [Iporpammuoe odecnneyenne u UnTepHeT-pecypcebi:

IIporpammHuoe o0ecnieueHue

Haumenosa No norosopa CpoK neicTBUA TUIEH3UN
aue 110 )

MS Office [Ne 135 ot 6eccpouHo

2007 17.09.2007

7Zip CBOOOJTHO 0OECCPOUHO

LibreOffice[cBobomHo 0ECCPOYHO

Adobe CBOOOJIHO 0OEeCCPOYHO

Bpay_3ep CBOOOJTHO BecCpouHo

Mozilla pacrpocTpans

Bbpaysep CBOOOIHO 0eCcCpPOUHO

Linux ¢BO0OOIHO 0eCCPOUHO

FAR CBOOOIHO 0eCCPOUHO

IIpodeccuonanbHble 0a3bl JAHHBIX M HH(OPMAIMOHHBIE CIIPABOYHbIE CHCTEMbI

HasBanue kypca

CchpUIKa

Wudopmannonnas

cucrema -

bank gaHHBIX

https://bdu.fstec.ru/?ysclid=lujkqy7cnw630508962

HNudopmanmonnas

cucreMma -
IIpaBOBLIC

HopmaTuBHsbie
aKThI,

OpraHU3alMOHHO-PACTIOPS

JUTCIBHBIC

https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-tzi?
ysclid=lujknksfy724757053

JOKYMCHTEI,




Poccmiickass T'ocymapcTBeHHast — OuOIMOTEKA.
Karasoru

https://www.rsl.ru/ru/4readers/catalogues/

DneKkTpoHHBIE pecypchl oubnmuoreku MI'TY um.
I'.1. HocoBa

https://host.megaprolib.net/MP0109/Web

®denepanbHbii  00pa30BaTENbHBIN  TIOPTA
OxoHoMuKa. Counonorus. MeHeHKMEHT

~ [http://ecsocman.hse.ru/

MexnyHnapoaHas 0aza MTOJTHOTEKCTOBBIX
»KypHaioB Springer Journals

http://link.springer.com/

MexnyHaponHas pedepatuBHas "
MMOJITHOTEKCTOBAs ~ CIIpaBOYHas 0a3a  JIaHHBIX
HAY4YHBIX M3AaHUl «Springer Naturey

https://www.nature.com/siteindex

ApxuB HayyHBIX XypHanoB «HanuoHanbHBIMI
ANEKTPOHHO-UH(POPMAIIMOHHBIN  KOHIOPLUYM»
(HIT HOUKOH)

https://arch.neicon.ru/xmlui/

denepanbHOe  rOCyJapCTBEHHOE — OIOKETHOE
yupexaeHue «DenepanbHbIil UHCTUTYT
IPOMBIIITIEHHON COOCTBEHHOCTU

URL: http://lwww1.fips.ru/

ITouckosas cucrema Akamemust Google (Google
Scholar)

URL.: https://scholar.google.ru/

HarnmonansHast nHQOpMAIIMOHHO-aHATTUTUYECKAS
cucrema — Poccuiickuii HHIEKC HAy4YHOIO
mutuposanus (PHIT)

URL.: https://elibrary.ru/project_risc.asp

DnekTpoHHas 0asa MmepuoaNdecKuX u3aanuil East
View Information Services, OO0 «MUBUCy»

https://dlib.eastview.com/

9 MarepHajJbLHO-TEXHHYECKOE o0ecnedeHne 1 CIUIIMHBI (MOYJIf)

MaTepI/IaJ'ILHO'TeXHI/I‘IeCKOG obecneueHue JUCHUITIIIMHBI BKJIFOYACT:




Jlexunonnast aynutopusi MynbTUMEAMIHBIE CpEICTBA XpaHEHHUA, IMepeladyud U
npeacTaBieHUs HHPpOpMauu

Jlaboparopus cereit u cucteM nepefauu AaHHbIX. JlabopaTopus OGe30macHOCTH ceTei
OBM:

1. Yuebno-nmabopatopusiii creHn "KoaupoBanue u Moayisius nHGOpMaIy B CUCTEMAaxX
CBA3M", KOMIUJIEKTALM TTOJTHAs

2. YuebHo-maboparophslii crer "Cructembl CiiyTHHKOBO# HaBuraiuu" GPS. (2 i)

3. Kommext TunoBoro yuednoro obopyaosanus "Cetu coToBoii cBsizu GSM"

4. KommiuekT TumoBoro yudeOHoro obopynoBanus "TenekoMMyHHKAIIMOHHBIE JIMHUU
csizu" TJIC-01

5. Kommuiekt tunoBoro yueOHOro obGopynoBanusi "CeTeBas 0€30MacHOCTh THIA
SECURITY-3M"

6. Kommnekt yueOHoro obopynosanus "becnpoBoiHbie KOMIbIOTEpHBIE ceTd DBM"

7. Moayib yueOHO-11a00paTOPHBIH U1l M3y4eHUsI HU3KOYpOBHEro KoHTpoiutepa Ethernet

8. CreHI KOMMYHHUKAallMOHHOTO OOOpYIOBaHUS CEPBEPOM Ui MOJCIHPOBAHHUS
00J1a4HOTrO cepBUCa

9. Kommuiekc nporpammHo-anmnapatsbiii ViPNet

Komnerorepnsiit kiace - Ilepconanbnbie koMmbtorepsl ¢ [10 u BbixogoM B HTEpHET U
JIOCTYTIOM B 3JIEKTPOHHYIO HH()OPMAIIMOHHO-00pa30BaTENbHYIO CPEY YHUBEPCUTETA.

Ayautopus i CaMOCTOSITENIbHOM  paOOThl 4YWTalbHBIE 3albl OUOJIMOTEKH -
Ilepconanbuble komnbroTepbl ¢ [IO m BbIXOmOM B MHTEpHET M JOCTYNOM B 3JIEKTPOHHYIO
HH(pOpPMAIMOHHO-00pa30BaTEIBHYIO CPEly YHUBEPCUTETA.



Hpuioxenne 1

Y4eOHo-MeTOAUYECKOE 0O0ecTedeHHe CAaMOCTOSITEIbLHOIH padoThl 00y4arouxcst

ITo nucuunnune «be3onacHocTs ceteit IBM» nmpenycMoTpeHa ay TMTOpHast M BHEAY JUTOPHAs
caMOCTOsATeNIbHAs paboTa 00y4aroLIUXCsl.

AynuropHas caMocTosiTeNIbHAsA padoTa 00y4arOIIKXCs MPEANOoaraeT BbIIOJIHEHUE KOHTPOJIbHBIX
3a]a4 Ha MPAKTUYECKUX 3aHATHSIX.

AynuropHas caMoCTOsiTeNIbHas paboTa 00y4aromuXcsl Ha MPAKTUYECKUX 3aHITUIX
OCYILECTBJIAETCS 1101 KOHTPOJIEM IIPEIO1aBaTellsl B BUJIE BBIIIOJHEHUs 1a00paTOPHBIX padoT,
KOTOpBIE ONpEeIseT MPEnoiaBaTelib A1 00y4aromerocs.

Bueayautophas camocTosiTebHasi padoTa 00y4yaronmxcs OCYUIeCTBISETCS B BUAEC U3YUCHUS
JUTEpaTyphl [0 COOTBETCTBYIOLIEMY pa3zeily ¢ MpopaboTKO MaTepualia; BbIIOIHEHUS
JIOMAIITHUX 33/IaHUH, TOATOTOBKH K ay JUTOPHBIM KOHTPOJIBHBIM pab0TaM U BBITOJIHEHUS
JIOMAIITHUX 3aJIaHui C KOHCYJIbTALUAMHU TIPETogaBaTes.

Ilpumepnvle 3a0anusa u 60npocvl RO Memam:

1. Ienu u 3ama4n 3aIMTH UHPOPMALIMU B BBIYUCIUTEIBHBIX CETAX.

2. PasButue TexHomoruii oodecmeueHuss 0e30macHOCTH ceTeii DBM, 3BOMIONMA HOAXOIOB K
obecreyeHno 0e30macHOCTH.

3. Yrpo3sl uHbOpMalMOHHON 0€30MaCHOCTH B COBPEMEHHBIX BBIUUCIUTEIbHBIX CETAX.

4. Bwunpl BEIYNCIUTEIBHBIX CETEH ¢ XapaKTePUCTUKON OCHOBHBIX NMPHHIIUIIOB ITOCTPOSHHUS.

5. TlonATne nenocTHOCTH WHGOPMAIMK B BBIYUCIUTENBHBIX ceTsaX. [IpuyuHbI HapymeHus
LIEJIOCTHOCTU MH(OpMAIIUK, UX MOCIEICTBHUS U METOABI IPEIOTBPAILIECHUS.

6. CereBasi ySI3BUMOCTb — TIOHSITHE, BHJbI YS3BHUMOCTEH, UX KiIaccU(UKAIMs, METOJbI
yCTpaHEHUSI.

7. CemuypoBHEBasl dTaJOHHAsI MOJIEIb MEKCETeBOTo B3auMoeiicTeus (Monenb OSI). laiite
KpaTKYyIO XapaKTePUCTHUKY 33]a4 KaKJI0T0 YPOBHS MOJIEIH.

8. Kiaccuduxanys coBpeMeHHOT0 CETEBOT0 000pyI0BaHUS C XapaKTEPUCTHKON KaXkJJOro U3
KJIACCOB.

9. CereBoif POTOKOJI — TIOHATHE, Ha3HAUCHHE, KIACCU(PUKAIUS C TPUBSI3KOH K YPOBHIM
monenu OSI. Ilepeuncnute u3BecTHble Bam ysI3BUMOCTH COBPEMEHHBIX CETEBBIX
HPOTOKOJIOB.

10. ITporokon TCP/IP kak 06a30BbIii MPOTOKOJ COBPEMEHHBIX BBIYHCIUTEIBHBIX CETCH.

[Iporoxomnsl creka nmporokosioB TCP/IP ¢ kpaTtkoii xapaKTepHUCTUKOW OCHOBHBIX.



11.

12.

13.

14.

15.

16.

17.

18.

19.

20.
21.

22.

23.

24,

[Mpunnuner  paGotel  IP-cereii. MapmpyTusanus, oOpraHu3alnusi  MEXCETEeBOro
B3aMMOJICHCTBUS, - OCHOBHBIE IPUHIIUIIBI U TEXHOJIOTHH.

I'moGanbHble BBIYUCIUTENBHBIE CETH — HWCTOPHS, TEXHOJIOTUH, 0a30BbIe MPUHIIHIIBI
IOCTPOEHMS, OCHOBHBIE cepBHCHI. Mcronb30BaHue I1100aIbHBIX BEIYUCIUTENBHBIX CETEN B
KOHTEKCTE CETEeBOM 0€30M1acHOCTH.

TexHOmOrMM IOCTPOEHHS 3AIIMIIEHHOM JIOKAaJbHOM  BBIYMCIMTEIBHOM CETH —
CTPYKTypUPOBaHHUE CETH, HcHojib3oBaHue TexHonorun VLAN, chnuckoB KOHTpOs
nocTyna u T.A.

CereBas araka. Kitaccuduxkanus, MeTo1bl IpoBeACHHUs, (a3bl CETEBOI aTaku.
[lepeuncaure uzBectuoie Bam MeTonbl ceTeBbIX atak. OLEHUTE BO3ZMOXKHBIN yIiepO s
Ka)KJA0W U3 HUX U IPEJJIOKUTE U3BECTHBIE METOIbI IPOTUBOIEHCTBUS.

Mapmpytuzanus Tpaduka B IP-ceTsix. Haznauenue, OCHOBHBIE aJITOPUTMBI U TIPUHIIMIIBI.
Hcnonp3oBaHue NPUHIMIIOB MApIIPYTH3aLMU 370YMBIIIJICHHUKOM (IIOJMeHa CyObeKTa
WK 00bEKTa MapIIpyTH3alMM, HaBA3bIBAHME JIO)KHOTO MaplpyTa) M METOJbI

IIPENOTBPALEHUS TAKUX JEHCTBUN.

MexcereBble DKpaHbl — Ha3HAYCHHWE, NPHUHLUI JCUCTBUSA, KIACCUDUKALIUA,
XapaKTEPUCTUKH.
[TocTpoeHue 3amUIIEHHON BHIYUCIUTENBHOM CETH MO MPUHIIMITY «000pOHA B TIyOUHY» -

0a30BbI€ MOHSTHSI, OCHOBHBIE CTPYKTYPHBIE 30HBI U 3JIEMEHTBHI CETH.

Cuctembl oOHapyskeHHUsI BTOp)KeHHH. CHCTEMBI MpeIoTBpaIleHus] BTOp)KeHU. ba3oBbie
HOPUHIUIBI paboThl U OCHOBHBIE XapaKTEPUCTUKH.

AHTUBUpPYCHAs 3alUTA B BBIYUCIUTEIIBHON CETH.

[IporpamMHoOe obecrieueHue, mpeJHa3sHAUYCHHOE I MOMCKAa M aHalu3a ys3BUMOCTEH B
ceTsx OBM.

Bupryaneneie yactHeie cetd (VPN). Buprtyanbnbele 3amuiieHHbsle ceTd. [IpuHImmb
IIOCTPOEHMS, UCHOJb30BaHuEe TexHoiorun VPN B KOHTEKcTe MocTpoeHHus 0e30macHOi
BBIYUCIIUTEILHON CETH.

BbecnipoBonbie ceTn. OCHOBHBIE TPUHLIUIIBI PA0OTHI, OCHOBHBIE YSI3BUMOCTH U METO/IbI X
YCTpaHEHHUS.

Hcnonp3oBanue TeXHOJIOrUH mMdpoBaHus U KpunTorpadhuieckoi 3amuTsl HHGOpMaLuu

B 0oOecreueHuu Oe3onacHocTy cetei DBM.



[Mpuiioxenune 2

OuneHouHble cpeacrea aJisi MpoBEeACHUS l'[pOMe)KyTO‘lHOﬁ aTreCcTalnumn

7. Ouyenounvie cpedcmea 013 RPOEEOCHUA NPOMEIHCYMOUHOU AMMeCmayuu

a) Ilnanupyemuie pezyiomamot 00yueHUs U OYEHOUHbBLE CPEOCmEa 0151 NPOGEOCHUS
RPOMENHCYMOUHOU ammecmayuu:

OueHo4yHbIE CpeCcTBA

OIIK-12 CnocoGeH npuMeHATh 3HAHUS B 00J1aCTH 0€30IACHOCTH BBIYMCINTENBHBIX ceTeil, OnepanuoOHHbIX
cucTeM M 0a3 JaHHBIX NPH pa3padoTKe ABTOMATU3HPOBAHHBIX CHCTEM;

OIIK-12.1 IIpumensieT 3HaHKus B 00J1acTH 0€30I1aCHOCTH BHIYHCINTEIbHBIX ceTel PH pa3padoTke
aBTOMATHU3MPOBAHHBIX CUCTEM

1. CmocoOGHOCTP K CaMOCTOATENbHOMY aHAIN3y TEHISHIMA pa3BUTUS TEXHOJOTHI COBPEMEHHBIX
rJI00aIbHBIX U JIOKATBHBIX BBIYHCIMTEIBHBIX CETEH C TOYKH 3PCHHUS CIICIUAIKNCTA 10 WH()OPMAIMOHHOM
0e30MacHOCTH;

2. Cnoco0GHOCTh MPOTHO3UPOBATh MOTPEOHOCTH OPraHU3AIMH B TEXHOJIOTHSX 3aAIIUTHI HHPOPMAIMH B CETIX
OBM wucxons w3 XapakTepa XO3SHCTBCHHOH MCATENBHOCTH OPTraHW3allid W 00pabaThiBacMOl €ro
UHQOPMAITIH;

3. 3HaHWE OCHOBHBIX PabOYMX XapaKTEPHUCTHK COBPEMEHHOT'O CETEBOTO OOOpYAOBAaHHS, CIOCOOHOCTH K
CaMOCTOSITEIHPHOMY BBIOOPY HEOOXOIMMOTO CETEBOTO OOOpYIOBaHWSA TIpU pPa3pabOTKE NPOEKTa
3al[UIICHHON BEIYUCIUTEIILHON CETH;

4. TlonmManne TPUHIMIOB (YHKIIMOHHUPOBAHUS cpencTB 3amuTtel uHbopmammu (C3U) wm cpeacts
kpuntorpaduyeckoit 3amutsl nHGopMmarmu (CK3N)

5. 3HaHME HOMEHKJIATYPhl CETEBOTO OOOPYMOBAaHMS W CPEACTB 3alllMThl UHPOPMAIIMU B BBIUMUCIUTEIBHBIX
CETAX OTCUCCTBCHHOI'O U MUPOBOI'O IMTPONU3BOJICTBA

6. CaMOCTOSITENTFHO BBITIOIHUTD MOI00P CETEBOTO 000PYIOBAHHS UCXOJS U3 €ro pabovnx XapaKTePUCTUK H
HAJIMYUsI CPeNICTB oOecrieueHus 0e30MacHOCTH UH(OPMAITUH B BEIYUCITUTEIBHBIX CETSIX;

7. Pa3paboTaTh TOIOJIOTHIO BHIYUCIIUTEIHHOW CETH COTJIACHO MOCTABJICHHOH 3a7ade, ONpeaeiuTh (GaKkTophl
pHICKa C TOYKH 3peHHsI HHPOPMAITMOHHON 0€30TIaCHOCTH B pa3paboTaHHOM CeTH;

8. BBINOIHUTE HACTPOWKY CETEBOTO 00OPYIOBaHUS (KOMMYTATOP, MapIIPyTH3ATOP, CEKCETEBOM IKPaH) AJs
MOCTPOEHUS pa3paboTaHHOM TOTOJIOTHH CETH U COOJIIOICHHS TpeOOBaHMI MO 3aluTe HHPOPMAITUH;

9. PeammzoBaTh pa3paboTaHHYIO MOIUTHKY CETEBOI 0E30MacHOCTH MPH HACTPOWKE W KOH(PUTYPHPOBAHUIO
CeTeBOro 0060pyI0BaHMUSL.

10. TIIpoaemoHCTpupOBaTh pabOTy ¢ NPOTPAMMHBIMH CKaHEPAMU CETEBBIX IPOTOKOJOB W CETEBBIX
ySA3BUMOCTEH (Hampumep, cBoOoIHO pactpocTpansembie ckanepbl WireShark u Ethereal)

11. JluarHocTHpOBATh HEUCIPABHOCTH M aHOMAIILHBIE COCTOSIHUN BHIYHUCIIUTENBHBIX CETel

12. Pemmth 3a1aqy 1Mo MOUCKY HEUCIIPABHOCTEH BHIYUCIHUTENBHBIX CETeH M ONTUMH3AINHU UX PabOTHI

OIIK-12.2 I[IpuMeHsieT 3HaHUSA B 00/1aCTH 0€30MIACHOCTH ONIEPALTMOHHBIX CHCTEM NPH pa3padoTke

ABTOMAaTU3HUPOBAHHBLIX CUCTEM

1.
2.

3HATh (PU3UYECKUE MPUHIMIIEI IIepeaayr HHPOPMALIUH N0 PA3TMYHBIM KaHAJIaM CBS3H
3HATh U IOHUMATh XapaKTepHbIE YI3BUMOCTH, IPUCYILME KaHAIAMH CBSI3H IIPH Niepeaade HHPOPMAIUH 110




OueHo4YHbIE CpeCcTBA

HUM
3. UYerko mpeacTaBiiTh METO/BI TIepexBaTa HH(PpOpMAIK TIpH Mepeaade ee 1Mo pa3inyHbIM KaHajlaM CBSI3U

4. CaMOCTOATENbHO TMAarHOCTUPOBATh HEHCIIPABHOCTh MIIM aHOMaIHIO paboTsl cetn OBM

5. Caenarb caMOCTOSITENBHOE 3aKIIOUYEHHE O BO3MOKHOCTH WJIM HEBO3MOXKHOCTU HECAHKI[MOHHPOBAHHOIO
JOCTyMa K MHPOPMAaLIUK NPU TaHHOM HEUCIIPABHOCTH CETH

6. [lpennoxkuTh  KOMIDIEKC ~ Mep 1O  YCTPAaHEHHIO  HEHCOPABHOCTH M MPEJOTBPALICHHUIO
HECaHKIMOHMPOBAHHOI'O A0CTyNa K HH(popmanuu cetn OBM

7. Pa3paboTaTh KOMIUIEKC Mep U KOHTPOJI 0e30TKa3HOTO (hyHKIIMOHMpOBaHHA ceTeit OBM

OIIK-12.3 I[IpumeHsieT 3HaHMA B 00J1acTH 0€30MACHOCTH 0a3 JaHHBIX IPU pa3padoTke
aBTOMATHU3HPOBAHHBIX CHCTEM

1. [TpousBecTy MPOBEPKY OPraHU3aLMU CUCTEMBI 3aLUThl HHYOPMAIMK BBIYMCIUTEILHON CETH Ha
COOTBETCTBHE OPTaHU3ALHOHHO-TEXHUYECKUM TPEOOBAHUSM 110 3alUTe HHPOPMAIHH.

2. OrmpenenuTh COCTaB METOAOB M 00BEM HCIBITAHUNA ISl ONPEICIICHUS HaJIUYusl YSI3BUMOCTEH
BBIYHCITUTEILHON CETH M MX XapakTep.

3. [MpomsBectn  ¢unpTpanmioo Tpaduka BBIYMUCIUTEIBHOHM CETH C TOMOIIBIO  CBOOOIHO
pacnpocTpansieMbIx mporpamm-ananu3aropos WireShark wim Ethereal

4. OmpenenuTh XapakTepHbIe TPU3HAKU CETEBOW aTakh Ha OCHOBE aHAJIM3a CETEBOTO Tpaduka

0) Ilopsaook nposedenus nPoMesHCymoyHol ammecmauuu, NOKazameau u Kpumepuu
oyeHueanus:

HpOMe)KyTOLIHaSI aTTeCcTanus 1Mo AUCHUIIIMHC BKIIIOYACT TCOPCTUICCKUC BOIIPOCHI,
MMO3BOJIAIOIIUE OUCHUTH YPOBCHL YCBOCHUA O6y‘—IaIOHII/IMI/IC$I 3HaHPII>'I, " MPAKTUYCCKUC 3aJIlaHUA,
BBIABIIAIOIIUEC CTCIICHD C(bOpMPIpOBaHHOCTI/I y'MeHI/Iﬁ 151 BJ'IaI[eHPIfI, IMPOBOAUTCA B (bopMe OK3aMCHa.

Ilokazamenu u Kpumepuu ouernueanusl IK3amena.:

— Ha OIICHKY «OTJIHYHO» (5 6aIT0B) — 00yYaIOMUiCs TIEMOHCTPUPYET BHICOKHI YPOBEHB
c(hOpMUPOBAHHOCTH KOMITETEHITUH, BCECTOPOHHEE, CUCTEMATHUECKOE U TITyOOKOe 3HAHUE
y4eOHOTr0 MaTepuasa, CBOOOIHO BBITTOHSCT MPAKTHYECKUE 3a]JaHUsI, CBOOOTHO OTIEPUPYET
3HAHUAMU, YMCHUAMU, IPUMCHACT UX B CUTyallUAX MOBBIIICHHON CIIOKHOCTH.

— Ha OLIEHKY «Xopo1o» (4 6anna) — o0yyarouuiicss IeMOHCTPUPYET CPEeAHHUI YpOBEHb
c(OPMHPOBAHHOCTH KOMITETEHIIMI: OCHOBHBIE 3HAHUS, YMEHUS OCBOEHBI, HO JIOMTYCKAIOTCS
HE3HAYUTCJIbHBIC OIHI/I6KI/I, HETOYHOCTH, 3aTPYAHCHHUA IIPU aHATTUTHYCCKUX OIICpaluiax, ICPEHOCC
3HaHUI U yMEHUIl Ha HOBbIE, HECTAHAAPTHbIE CUTYALIUH.

— Ha OLICHKY «yAOBJIETBOPUTEJIBHO» (3 6ayia) — 00yyaromuics 1eMOHCTPUPYET
MIOPOTOBBII ypOBEHb C(HOPMUPOBAHHOCTH KOMIETEHIINI: B X0/1€ KOHTPOJIBHBIX MEPOIPHUITHI
JIOITyCKAIOTCsl OIIMOKH, TIPOSIBIISIETCSI OTCYTCTBUE OT/ACIBHBIX 3HAHUM, YMEHU, HAaBBIKOB,
00yYarONIMICS NCIBITHIBAET 3HAYUTEIBHBIC 3aTPYAHCHNS TIPH OTIEPUPOBAHUN 3HAHUSIMHU U
YMEHHUSIMU TIPH UX NIEPEHOCE Ha HOBBIE CUTYAalIlNH.

— Ha OLIEHKY «HeY/A0BJIETBOPHUTEJbHO» (2 6ana) — 00ydaromuiics 1eMOHCTPUPYET 3HAHUS
He Ooiee 20% TeopeTHYeCKOro MaTepHaa, J0MyCKaeT CyIeCTBEHHbIE OMNOKHU, HE MOXKET




IIOKa3aTb HHTCJIJICKTYAJIbHBIC HABBIKW PCIOCHUS ITPOCTBIX 3aa4.

— Ha OIIEHKY «HeY/A0BJIeTBOpUTeJbHO» (1 6amt) — oOyyaromuiics He MOKET MOKa3aTh
3HaHUS Ha YPOBHE BOCIIPOU3BEICHHUS U OOBSICHEHUS HH(OPMAIIIH, HE MOXKET ITOKa3aTh
MHTEJUICKTYaJIbHbIC HABBIKU PEILICHUS POCTHIX 3a/1a4.

IToxa3zarenn u KPUTEPUHU OLICHUBAHUSA 3a4eTa:

— Ha OLIEHKY «3a4TeH0» — O0yyaloluIics MOKa3bIBACT 3HAHNUS HA YPOBHE
BOCIIPOU3BEICHUS U 00BSICHEHUSI MH()OPMAIMH, MHTEJJICKTYaIbHbIE HAaBBIKH PEILICHHS MTPOCTHIX
3az1ay;

— Ha OLIEHKY «He 3a4TeHO0» — 00yJaloluiics He MOXKET ITOKa3aTh 3HAHUS Ha YPOBHE
BOCIIPOU3BEICHUS U O0BSICHEHUS WH(OPMAIIUU, HE MOXKET MTOKa3aTh UHTEIUICKTYalbHbIC HABBIKU
pelIeHns MPOCTHIX 3aad.



