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JIner akryaauszanuu padoueil mporpaMmbl

Pabouas nmporpamma nepecMoTpeHa, oocyxaeHa u ogodpena st peanmsanuu B 2025 - 2026
y4eOHOM roy Ha 3acemanuu kageapel [IpUKIIaaHON MaTeMaTHKU U HHOOPMATUKH

[Ipotokom ot 20 r. Ne

3aB. kadeapoii I0.A. U3Bekos

Pabouast mporpamMmma repecMoTpena, 00CcykaeHa u 0100peHa s peanuzamnuu B 2026 - 2027
yueOHOM roy Ha 3acefaHuu kapeapel [IpukiamaHoil MaTeMaTuku U HUHPOPMATHKH

IIporokomor 20 1. Ne

3aB. kadeapoii I0.A. U3Bekos




1 Iles1u ocBOCHUS TN CHMILTHHBI (MOYJI51)

Henssmu  ocBoeHust aucuuiinHbl  «MHpopManmonHas Oe30macHOCT, W 3alUTa
UH(POPMALIUN SIBIISTIOTCS:

3HAaHUE U pelIeHre mpodieMbl HHGOPMAITMOHHON 0€30MacHOCTH;

(dhopMUpOBaHHE YMEHUH 110 TPUMEHEHUIO MEp 00ECTICUEHUS 3aIUThI HPOPMAITUY;

MOJIyY€HUE HABBIKOB PEHICHMs] MPAKTUYECKUX 3a/7a4 — IOCTPOCHHS] MOJENU Yyrpo3
Oe3omacHOCTH WH(pOpMAIK, pa3pabOTKHM TOJUTUKKA OE30MACHOCTH OpraHU3allid, OICHKH
0e30MmacHOCTH HH(HOPMAITMOHHBIX TEXHOJIOTHIA;

IOJrOTOBKA CTYJACHTOB K MCIIOJIb30BAaHUIO 3HAHWI, YMEHUI U HABBIKOB B IPAKTUYECKOUN
JESTEIIbHOCTH ¥ CUCTEMATHUYECKOMY MOBBIIIEHUIO CBOETO MPO(eCcCHOHATBHOTO YPOBHSI.

2 MecTo TMCHHMIIMHBI (MO/1YJIsI) B CTPYKTYpe 00pa3oBaTe/bHOil POrpaMMbl

Jucrumrna MHpopManmonHas 6e30MacHOCTh U 3aluTa HHPOPMAIMKA BXOJUT B 4acTh
yueOHOro 1mjiaHa GopMUPYEMYIO YHaCTHUKaMHU 00pa30BaTeIbHbIX OTHOIIEHUH 00pa30BaTeIbHOMN
HPOTPaMMBI.

I[JI)I HU3YyUCHUA JAUCHUITIIMHBI HGO6XOIII/IMI)I 3HaHUA (YMCHI/UI, BJIaZICHI/ISI),
c(hOpMUPOBAHHBIC B PE3YJIbTATE H3YUCHHS TUCIUIUTNH/ TIPAKTHK:

Pa3paboTka HHTEpHET MPHIIOKCHUN

VYueOHas - TeXHOJIOTHYECKast (IPOEKTHO-TEXHOJIOTHYECKas )IIPaKTHKA

COBpeMeHHBIe KOMITIBIOTCPHBIC TCXHOJIOTHHN

3nanus (YMEHHs, BIIAJICHUS), TOTyYCHHbIE NMPH M3yYCHUU TAHHOW NUCIMILIMHBI OyIyT
HEOOXOMMBI [T U3YUSHHS TUCIUTUINH/TIPAKTUK:

[Tpou3BoaCTBEHHAS - HAYYHO-UCCIIEIOBATEIbCKAs padoTa

HpOI/ISBOI{CTBeHHaﬂ - IpSAAUIITIOMHAA IIpaKTUKa

BeinonHenue u 3anura BoITYCKHOW KBaNU(UKAMOHHOM paboThI

3 Komnerenuun ody4aromierocs, popMmupyembie B pe3y/ibTaTe 0CBOCHUS

AUCHUILIMHBI (MOAYJIS1) ¥ IIJIAHUPYeEMble Pe3yJIbTAThl 00yUeHu st

B pesynbrare ocBoeHus aucuumuiuHbl (Moayns) «MHdopManmoHnHas 6e30MacHOCTb U
3amuTa nHpopManun» o0yJaromuics 10JKeH 001a1aTh CIEAYIOIUMU KOMIIETEHIIUSAMU:

KO)I HHJUKaTOopa I/IHILI/IKaTOp JOCTHIXXCHUA KOMIICTCHIITNN

[TK-1 Cnoco6HOCTh ompenensaTh NepBOHavYaIbHbIe TpeOoBaHus 3aka3unka kK IC u Bo3MOKHOCTH
nx peanm3anun B UC Ha Tare npeJKOHTPaKTHBIX padoT

IK-1.1 [Inanupyer paboThl 1O OIpEneTeHUI0 MEepPBOHAYAIBHBIX TpeOOBaHUMN
3aka3unka K C u Bo3MokHOCTH X peanuszanuu B IC

[1K-1.2 3HaeT HHCTPYMEHTHI U METO/Ibl YIIPABJICHUS TPEOOBAHUSIMU

ITK-1.3 Brnageer meronukamMu OmMMCaHUS W MOJEIHUPOBAHUS OW3HEC-TIPOIIECCOB,

CpC€aCTBaAMU MOACIUPOBAHUSA 6H3HCC-HDOHCCCOB




4. CTpyKTypa, 00bEéM U coep:KkaHue TUCHUIIMHBI (MOAYJIsA)
OO0mas TpyI0€MKOCTh JUCIUIUIMHBI COCTABISIET 5 3adyeTHbIX enuuuil 180 akaa. 4acoB, B TOM
qyuce:
— KOHTaKTHas pabora — 36,2 akaj. 4acoB:
— aynutopHas — 36 akaJ. 4acoB;
— BHeaynutopHas — 0,2 akaJ1. 4acoB
— caMocTosTenbHas pabora — 143,8 akan. 4acos;
— B (hopMe MpaKkTUIECKOM o AroToBku — 0 akaj. Jyac;,

dopma aTTecTaluy - 3a4ET C OUEHKOMN

AynuropHas ) =
o | xonraxrHAs pabota E 3 dopma TEKyIIEro
=
& B aKaJl. yacax 3] Bun KOHTPOJIS
Paznen/ Tema 3 (B axaz. vacax) S . p Kon
S g © | caMOCTOATENbHOM | ycIIeBaeMOCTHU U
JTACIUTUTAHBI 5 [ . | xoMneTeHK
@) 9 & paboThI MIPOMEKYTOUHOM
na0. | mpakrT. | =\
Tlex. Z'g aTTecTaluu
3aH. | 3aH. | O &
1. OcHoBbl HH(MOPMAIMOHHOH
0e30I1acCHOCTH
ITogroroska k
nabopaTopHo-
MIPaKTHYECKOMY
1.1 OcHoOBHBIE TOHATUS U 3aHATHIO
JlaGopaTopHble
onpeaeneHus Pa6ora ¢ MK-1.1,
N 2 6 paboTh
MH()OPMAITIOHHON KOMITBIOTEPHBIMH MK-1.2
TectupoBanue
6e30macHOCTH 00y4aromuMu
IpOorpaMMaMmH,
AJIEKTPOHHBIMHU
ydaeOHUKaMu
Pabora ¢
SNIEKTPOHHBIMHU TectupoBanue
1.2 IMonuTHKa TOCyIapcTea B
o yueOHUKaMH ITposepka MK-1.1,
obsacti  MH(OPMALMOHHOH 2 8
[Mox6op n WHINBUIYaITbHBIX IK-1.2
Oe3omacHOCTH o .
OIUCaHMe CalTOB 3aaHuH
Hurteprer
3 TToaroroBka k
nabopaTopHo-
MPaKTUYECKOMY JlaGopaTopHbIe MK-1.1,
1.3 Vrpo3sl u HapymUTEIN
66301‘la(r:)HOCTI/I - (pgyi[/[launn 2 10 3aHATHIO paboTbl IK-1.2,
P Pabora ¢ TectupoBanue MK-1.3
JNIEKTPOHHBIMHU
yueOHUKaMU
IToaroroBka k
naboparopHo-
MIPaKTHYECKOMY
3aHATHIO
14 Mojens o3 PaGora ¢ JlaGopaTopHbIe IK-1.1,
GesonackocTn uHbO Ma}ggn 2 8 | commbrorepHbiv padore! TIK-1.2,
p p TectupoBanue IK-1.3
oOyJaromumn
nporpaMMamH,
JNIEKTPOHHBIMHU
yueOHUKaMU




1.5 Tonurrka 6€30macHOCTH
OpraHu3aliu

IToxroroBka k
1a60paTOpHO-
IIPaKTHIECKOMY
3aHSITHIO
Pabora ¢
KOMITBIOTEPHBIMH
o0yJaromumMu
IIporpaMMaMmH,
ANIEKTPOHHBIMHU
yueOHUKaMU

Jlab6opaTopHble
paboThI
TectupoBanue

IK-1.1,
MK-1.2,
IK-1.3

1.6 OcHOBHBIC CTAaHIAPTHI B
obmact  MHGOPMALIMOHHON
6e3omacHOCTH

10,8

Pabora ¢
JNIEKTPOHHBIMHU
yueOHUKaMH
Ion6op u
OIHCaHUE CAUTOB
HuTepner
CocraBienue
Tabnuig

TectupoBanue
[Iposepka
HMHJUBUAYaIbHBIX
3aJIaHNN

MK-1.1,
IK-1.2

Hroro no pazpeny

12

48,8

2. 3amura uHGOpMaIUU

2.1 Mepsl obecrneueHus
3alIUThl UHPOPMAIHH

14

IloaroroBka k
nabopatopHo-
NPaKTUYECKOMY
3aHATHIO
PaGora ¢
KOMITBIOTEPHBIMH
o0yJaromumMu
IIpOorpaMMaMmH,
AJIEKTPOHHBIMHU
ydaeOHUKaMu

Jla6opaTopHble
paboThI
TectupoBanme

MK-1.1,
IK-1.2,
IK-1.3

2.2 OpraHu3alMOHHbIE MEPHI
3aIUTH HHOOPMAIIH

12

IToaroroBka k
naboparopHo-
TIPaKTHIECKOMY
3aHATHIO
PabGoTa ¢
AJIEKTPOHHBIMHU
ydaeOHUKaMu

JlaGopatopHbie
paboThI
TectupoBanue

IK-1.1,
MK-1.2,
IK-1.3

2.3 Metonbl KOHTpONS H
pasrpaHUYeHHs JOCTyMNa

14

IToaroroBka k
nmabopatopHo-
MPaKTUYECKOMY
3aHATHIO
Pabora ¢
KOMITbIOTEPHBIMU
o0yJarmmumMu
porpamMMamu,
AJIEKTPOHHBIMHU
y4aeOHUKaMu

JlaGopatopHbie
paboThI
TectupoBanue

IK-1.1,
MK-1.2,
IK-1.3

24 Kpunrorpaduyeckue
METOJIBI 3aIIUThI
HHpOPMAIIH

14

IToaroroBka k
nabopaTopHo-
MPaKTUYECKOMY
3aHATHIO
Pabora ¢
KOMITbIOTEPHBIMU
o0yJarmumMu
porpamMMam,
AJIEKTPOHHBIMHU
y4aeOHUKaMu

JlaGopaTopHbIe
paboTbl
TectupoBanue

MK-1.1,
IK-1.2,
IK-1.3




TloaroroBka k

1a60paTOpHO-
IIPaKTHIECKOMY
3aHSITHIO
25 Creranorpaduueckas Pa6ora ¢ JlaGoparopurie IK-1.1,
3;1 uta uHpO Map uu 4 14 KOMITBIOTEPHBIMU padori [IR-1.2,
t pMall P TectupoBanue IK-1.3
o0yJaromumMu
IIporpaMMaMmH,
ANIEKTPOHHBIMHU
yueOHUKaMU
IToxroroBka k
1a60paTOpHO-
IIPaKTHYECKOMY
2.6 Texuuyeckas 3alIuTa 3aHATHIO
HEOpMAIHH H PaGora ¢ JlaGopartopHsie [K-1.1,
PMATLILH. 4 14 pa6oTs! MK-1.2,
ITporpaMMHO-TEXHHYIECKHUE KOMITBIOTEPHBIMH
TectupoBanue IK-1.3
MEpBI 3alUThl HHPOPMAITUH 00yJarurMu
nporpamMMam,
ANIEKTPOHHBIMHU
yueOHUKaMU
IloaroroBka k
71a00paTOPHO-
patop JlaGopatopHbie
IPaKTUIECKOMY AGOThL
2.7 Cucrempl OOHapyXeHHS 3aHATHIO l'[p OBeDKA MK-1.1,
u NIPEeIOTBPALICHUS 4 15 Pa6Gora ¢ POBCP I1K-1.2,
WHUBUAYaJIbHBIX
KOMITHIOTEPHBIX aTak ANIEKTPOHHBIMHU . IK-1.3
3amaHul
yueOHUKaMHU
TectupoBanue
Cocrasienue
TaOJIHIL
Hroro no pazneny 24 95
HWroro 3a cemectp 36 143,8 320
Hrtoro no qucuuiinHe 36 143,8 3a4eT C OLEHKOM




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

B xome wusyuenus pucuuruinabl «HHbopManmonHas 06e30MacHOCTb W 3alllUTa
uHpOpMALIUK» PEKOMEHAYETCS HCIONb30BaTh O0pa3oBaTelbHble H  HMH(OPMAIOHHBIE
TEXHOJIOTHH:

1. TpaguunoHHbIE TEXHOJIOTMK OOYyYEHUs, MpEAToaraplye nepeaadyy nHhpopmanuu B
TOTOBOM BHUJIE, (HOPMUPOBAHKE YIEOHBIX YMEHHH 110 00pa3ily: JabopaTopHbIe pabOTHI U JIp.

Hcnonp30Banue TpaguIIMOHHBIX TEXHOJOTHIA 00ECTIeYMBAET OPHUEHTUPOBAHUE CTY/IEHTA
B NOTOKEe MH(OpPMAIMH, CBA3aHHON C PA3IMYHBIMU MOAXOJaMH K OMNPEACNICHUIO CYUIHOCTH,
COJIepKaHuUs1, METOJIOB, (OPM Pa3BUTHS U CAaMOPa3BUTHSI TMYHOCTH; CAMOOTIPEIeIIeHNE B BEIOOpE
ONTUMAJIFHOTO MYTH U CIIOCOOOB JTMYHOCTHO-IPOPECCHOHATBHOIO Pa3BUTHS; CUCTEMATHU3AIIUIO
3HAHUHM, IMONYYCHHBIX CTYACHTAMH B IPOIECCEe AyJUTOPHOM M CaMOCTOSATENIBHOW pabOTHI.
JlekuMoHHBIE  3aHATUS MPOBOASATCS C  HCIOJb30BAaHUEM  MYJIbTUMEIUWHBIX  CPENICTB.
JlaGopaTopHble 3aHATUS OO0ECIEYMBAIOT pPAa3BUTHE U 3aKpEIUICHWE YMEHHH M HaBBIKOB
ompezeNeHusl Iesied M 3aJad CcaMOpas3BUTHs, a TaKXkKe MNPUHATHS HaubOosee 3(h(HEKTHBHBIX
pelieHui no ux peanusauuu. JlabopaTopHble 3aHATHS MPOBOASTCS B KOMIIBIOTEPHBIX KJlaccax
BhiunciuTesnbHoro neHrtpa ®I'bOY BO «MI'TVY um. I'.11. Hocoay.

B xone npoBenenus naboparopubie padOT NpeaycMaTpUBaeTCs UCIOIb30BaHUE CPEICTB
BBIUMCIUTENFHON TEXHUKU TIPY BBITOJIHEHUU UHIUBUAYAIbHBIX 3aJaHUI U TECTUPOBAHUSI.

Texkymuil 1 MpOMEXyTOYHBIA KOHTPOJIb OCYIIECTBIIAECTCA C HCIIOJIIB30BAaHUEM CPEACTB
BBIUHCIUTENbHON TEXHUKH.

2. VIHTepaKTHBHBIE TEXHOJOTHH, NPEANOIarafollie OpraHu3alruio OOyYeHHs Kak
MPOIYKTUBHON TBOPUECKOM IEATEIHLHOCTH B PEKUME B3aUMOJICHCTBUS CTYACHTOB JIPYT C IPYTOM
U ¢ 1mpenojaBaTenieM. lcnonb30BaHWE HHTEPAKTHBHBIX 00pa30BaTENbHBIX TEXHOJIOTHM
CIOCOOCTBYET MOBBIIICHUIO MHTEpPECa W MOTHUBALIMU YYAIIMXCS, aKTUBU3ALUU MBICIUTEIBHON
NEeSITEIPHOCTH M TBOPYECKOTO MOTEHIIMAIa CTYJAEHTOB, jAeiaeT 0oiee 3((EeKTUBHBIM yCBOCHHE
MaTepHaia, MO3BOJSIET MHIMBUAYAIU3UPOBaTh OOyYEHHE M BBECTH SKCTPEHHYIO KOPPEKIUIO
3HAHUM.

3. NHupopmaninoHHO-KOMMYHUKAIIMOHHBIE o0Opa3oBaTeNbHbIE TEXHOJIOTHH,
Iperoiaraolye opraHu3auo 00pa30BaTeNbHOIO MPOIecca, OCHOBAHHYIO Ha NMPUMEHEHUU
CHEUAIM3UPOBAHHBIX MPOIPAMMHBIX CPEJl U TEXHUYECKUX CPEICTB paboThl ¢ MH(pOpMaLKEH.
Mal UCIIOJIb3YEM TaKHe (bopmbI y4eOHBIX 3aHATUN c HCIIOJIb30BAaHNEM
MH(OPMaLlMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOIMH Kak IpakTUYecKHe 3aHsATUS B Qopme
IIPE3EHTALUH.

[Ipy nmnpoBeneHMM NPAKTUYECKUX 3aHSITUA UCHOJB3YIOTCS TIpymmoBas padora,
TEXHOJIOTHSI KOJUIEKTUBHOM TBOPYECKOM JEATEIBHOCTH, TEXHOJIOTHS COTPYAHHYECTBA,
obcyxaeHue mpoodsemsl B ¢opme aucKyccuu, Aedatvl. JlaHHBIE TEXHOJIOTHU O00€CIeUMBAIOT
BBICOKMI YpPOBEHb YCBOEHHUS CTYAEHTaMM 3HaHUHM, 3(()EeKTUBHOE U YCHEIIHOE OBJIAJIEHUE
YMEHMSIMH U HaBBIKAMH B MPEIMETHON 00s1acTH, GOPMHUPYIOT MO3HABATENbHYIO OTPEOHOCTH U
HE00X0/IMMOCTh JJIbHENUIIETO camMo00pa3oBaHus, MIO3BOJISIFOT aKTUBU3HPOBAThH
HCCJIEIOBATENIbCKYIO JIEATENbHOCTh, 00ecreunBatoT 3 (PEeKTUBHBIN KOHTPOJIb YCBOCHUS 3HAHUH.

4.BozmoskHoctu obpazoparenbHoro noprana ®I'bOY BO «MITY um. I''11. HocoBa»
JUIsL  TIPEIOCTABJIEHUS CTyJE€HTaM rpauKka CaMOCTOATEIbHOW paboThl, pacrnucaHus
KOHCYJIbTallMi, 3aJaHuil Ui CaMOCTOSITEILHOIO BBIMOJHEHMS M PEKOMEHAYEMBIX TEM IS
CaMOCTOSITENIbHOTO U3y4YEeHHUSI.

Hcnonb3yemble 00pa3oBaTelbHbIE TEXHOJOTMM MO3BOJSIOT AKTHBHO IPHMEHSATH B
y4eOHOM MPOLECCe NHTEPAKTUBHBIE (DOPMBI TPOBEIECHUS 3aHATHI (KOMIBIOTEPHAS] CUMYJISALUSA,
pa300p KOHKPETHBIX CUTYAIHi1), YTO CIIOCOOCTBYET (POPMUPOBAHUIO U PA3BUTHIO



npoeCCHOHATBLHBIX ~ HAaBBIKOB  oOyuaromuxcs. [IpumeHseMble B Ipolecce H3y4eHUs
JUCLUIUIMHBl TTOMCKOBBIM M HCCIENOBATEIbCKUM METOJbl B IOJHONW Mepe COOTBETCTBYIOT
tpedoBanusaM @I'OC no peanuzanny KOMIIETEHTHOCTHOTO [TOAX0/1a.

6 YueOHO-MeTOAUYECKOE 00eciedeHUe CAMOCTOSITeJIbHOI PadoThl 00y4yaroIMXCcst
IIpencrasneno B npuiioxeHu 1.

7 OueHoYHbIE CPeICTBA JIS POBeIeHUs POMEKYTOYHOM aTTecTaluu
[IpencraBieHbl B IPUIOKEHUH 2.

8 YueOHo-MeTOAMYecKOEe H HH(POPMALIMOHHOE O0ecneyeHue TUCIUIIHHBI (MOTYJIs1)

a) OcHoBHas TUTEpaTypa:

1. bapanoga, E. K. Madopmanronnast 6€301macHOCTb | 3amuTa HHGOpMaIuy | yaeOHoe
nocobue / E. K. bapanosa, A. B. babam. — 4-e u3z., nepepa6. u norn. — Mocksa : PUOP :
NH®PA-M, 2020. — 336 c¢. — (Beicmiee obpazoBanue). - ISBN 978-5-369-01761-6. - Tekcer :
anekTponnbii. - URL: https://znanium.com/catalog/product/1114032 (mara oOparieHwus:
14.04.2024). — Pesxum focTyIa: MO MOIIMHCKE

2. WmeitnoB, B. S. OcHOBHBIC TMONOXCHUS HHPOPMAIIMOHHOW OE30MacHOCTH !
yue6.mocobue / B.S1. Ueitnos, M.B. Meuarynsin. — Mocksa : @OPYM : UHOPA-M, 2018. —
208 c. — (Cpennee mpodeccuonansaoe obpazosanme). - ISBN 978-5-00091-489-2. - Tekcer :
snektpounsii. - URL: https://znanium.com/catalog/product/927190 (mata obGparieHus:
14.04.2024). — Pesxum rocTyma: 1o Mo IITHCKe.

0) JlomostHMTEIbHAS JIATEPATYpa:

1. AnmapaTHO-TIporpaMMHbIe cpejcTBa 3amuThl uHGopMaruu: [Ipaktukym / Jlymkux
A.B., [yoposun A.C., 3gonsHuk B.B. - Boponex:Hayunas xuura, 2017. - 198 c.: ISBN
978-5-4446-1043-5. - Texcr : DIIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/977192  (mata obpamenus: 14.04.2024). — Pexum
JIOCTYTIA: IO TIOJITHCKE.

2. bab6am, A. B. MonenupoBanue cucteMsbl 3aiuTsl nHGopMmarun. [IpakTukym : yaueOHoe
nocobue / E. K. bapanosa, A. B. babdam. — 3-e u3g., nepepad. u morn. — Mocksa : PUOP :
NHOPA-M, 2020. — 320 c. — (Bricmiee obpazoBanue). - ISBN 978-5-369-01848-4. - Tekcr :
sanexktponHbii. - URL: https://znanium.com/catalog/product/1052206 (mara oOpaieHus:
14.04.2024). — PexxuM focTyna: 1o moIHuCcKe.

3. BapanoBa, E. K. AkryasibHbIe BOIPOCH 3aluThl HHPOpMaimu : MoHorpadus / A.B.
ba6am, E.K. bapanoa. — Mockga : PUOP : UHOPA-M, 2020. — 111 c¢. — (HayuHnas mMbICIb).
— https://doi.org/10.12737/monography_58dbc380aa3a4. - ISBN 978-5-369-01680-0. - Tekcer :
anektponHsii. - URL: https://znanium.com/catalog/product/1052207 (nara oOpaiueHus:
14.04.2024). — Pesxxum 10CTYyIMIA: 11O MOIITHCKE.

4. bamusl, II. H. Wuadopmanmonnas Oe30macHOCT, M 3aluTa HHPOpPMALUU
[DnexTponnsiii pecype] : yueonuk / I1. H. banuer, A. B. ba6am, E. K. Bapanosa. - Mocksa :
PUOP, 2013. - 222 c. - ISBN 978-5-369-01178-2. - Tekct : snektpoHHsii. - URL:
https://znanium.com/catalog/product/405000  (mata oo0pamenus: 14.04.2024). — Pexum
JIOCTYTIA: MO TOJIHCKE.

5. Benenue B nH(pOpMAIMOHHYIO 0€30MaCHOCTh: YueOHoe mocobue s By30B / A A.
Manok, B.M. Kopones, B.M. ®omuues; Ilog pexa. B.C. T'opbatoB. - MockBa : [op.
muaus-Tenexom, 2011, - 288 c.: wi.; . - (CnermanbHOCcTh). ISBN 978-5-9912-0160-5, 1000 5Kk3. -
Tekcrt : anekrponnsiid. - URL: https://znanium.com/catalog/product/265558 (nmata oGpaieHus:
14.04.2024). — PesxxuM 10CTYyIIA: 11O MO/IITHCKE.

6. EmenbsnoBa, H. 3. 3amura nnpopmanun B NepCOHAIBHOM KOMITbIOTEpE | ydeOHOe
nocobue / H.3. EmenbsnoBa, T.JI. [Tapteika, M.W. [TomoB. — 2-e u3a. — Mocksa : POPYM



https://znanium.com/catalog/product/977192
https://znanium.com/catalog/product/1052206
https://znanium.com/catalog/product/1052207
https://znanium.com/catalog/product/405000
https://znanium.com/catalog/product/265558

: UH®PA-M, 2020. — 368 c. — (Cpemnee mupodeccuonampHoe obOpazoBanue). - ISBN
978-5-00091-466-3. - Teker : 3JICKTPOHHBIN. - URL:
https://znanium.com/catalog/product/1058219 (nata obparuenus: 14.04.2024). — Pexxum nocryma:
10 TTO/IITUCKE.

7. Nmeitnos, B. f. OpraHu3zanuoHHoe W TEXHHYECKOe obecriedeHrne nHGOOpMalnoOHHON
0e30macHOCTH. 3amura KoH(pUAeHIHaIbHOW nHpopManuu ; yaeonoe mocobdue / B. S. Uiieiinos,
M. B. MenaryssH. - 2-e u3n., nepepa0. u gor. - Mocksa : UHOPA-M, 2021. - 256 c. - (Beicuiee
obpazopanue:Cnenuanurer). - ISBN 978-5-16-016535-6. - Tekct : amekrponnbiii. - URL:
https://znanium.com/catalog/product/1178151 (nata obparuenus: 14.04.2024). — Pexxum nocryma:
10 TTO/IITUCKE.

8. Kimmmenko, 1. C. Madopmarnmonnas 6e30macHOCTh U 3aIuTa HHOOPMAIHH: MOJICIH U
MeToabl yrpasiaeHus : MoHorpadus / 1.C. Knmumenko. — Mocksa : UTHOPA-M, 2021. — 180 c.
— (Hayunas wmsbicap). — DOl 10.12737/monography_5d412ff13c0b88.75804464. - ISBN
978-5-16-015149-6. - Tekcr : 3JICKTPOHHBIH. - URL:
https://znanium.com/catalog/product/1137902 (nata obparuenus: 14.04.2024). — Pexxum nocryma:
10 TTOJIITUCKE.

9. Xopes, II. b. [IporpammHo-anmnaparHas 3aunmra uHGopmanuu : yaeonoe nocodue / I1.
b. XopeB. — 3-e u3n., ucnp. u gomn. — Mocksa | UHOPA-M, 2020. — 327 c¢. — (Bsicuee
obpa3oBanme: bakamaBpuar). - ISBN 978-5-16-015471-8. - Tekcrt : snexrponnbii. - URL:
https://znanium.com/catalog/product/1035570 (nata oopamienus: 14.04.2024). — Pexxum noctyma:
10 TIOATTHCKE.

10. lanbrun, B. ®@. KommiekcHas 3amura nvHGOpMAIMKA B KOPIIOPATUBHBIX CUCTEMaX !
yueOHoe nocobue / B. ®@. llanbrun. — Mocksa : ®OPYM :MHDPA-M, 2020. — 592 c. —
(Beicmiee obOpazoBanme: bakanaBpuar). - ISBN 978-5-8199-0730-6. - TekcT : 37I€KTpOHHBIN. -
URL: https://znanium.com/catalog/product/1093695 (nara obpamenus: 14.04.2024). — Pexum
JOCTYTA: TIO TIOJIITUCKE.

B) MeToanyeckne yKazaHus:

Yepuosa, E. B. Uudopmanmonnas 6e3onacHocts : yueoHoe mocodue / E. B. UepHoBa ;
MI'TY. - [2-¢ u3a., moarot. mo mey. u3a. 2011 r.]. - Marautoropck : MI'TY, 2015. - 1
AIIEKTPOH.OMT. JICK (CD-ROM). - URL:
https://magtu.informsystema.ru/uploader/fileUpload?name=1453.pdf&show=dcatalogues/1/1123
976/1453.pdf&view=true (mara oOpamenus: 14.04.2024). - Makpooobekr. - Tekcr

r) IIlporpammHuoe ob6ecnieyenune u MHTEpHET-pecypehl:

IIporpammHoe o0ecnieuenune

Haumenosanue 110 Ne oroBopa Cpox peicTBus
JUTICH3UU
MS Office 2007 Professional Ne 135 ot 17.09.2007 6eccpodHo
7Zip cB00OOHO pacnpocTpansemoe 10 6eccpouHo
FAR Manager cB00OTHO pacnipocTpansemoe [10 0EeCCPOIHO



https://znanium.com/catalog/product/1058219
https://znanium.com/catalog/product/1178151
https://znanium.com/catalog/product/1137902
https://znanium.com/catalog/product/1035570
https://znanium.com/catalog/product/1093695
https://magtu.informsystema.ru/uploader/fileUpload?name=1453.pdf&show=dcatalogues/1/1123976/1453.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=1453.pdf&show=dcatalogues/1/1123976/1453.pdf&view=true

IIpodeccnonanbHbie 0a3bl JAHHBIX U HH(POPMALMOHHBIE CIPABOYHbIE CHCTEMbI
HasBanue xypca Cchuika

OneKkTpoHHass 0aza MEepUOAMYECKUX H3JaHUN
East View Information Services, OO0 «MBUC»
HammmonansHas
undopmaionHo-ananutiuueckas cucrema —|URL: https://elibrary.ru/project_risc.asp
Poccuiickuii MHAEKC HAYYHOTO IIUTHPOBAHHSA
[Touckoras cucrema Axanemus Google (Google

https://dlib.eastview.com/

URL.: https://scholar.google.ru/

Scholar)

Poccuiickas  'ocynapctsennas — Oubnmorexa. https://www.rsl.ru/ru/4readers/catalogues/
Karayioru

JuIeKTpoHHbIC pecyperl Onbmuotekn MITY MM.| . //maqty ru:8085/marcweb2/Default asp
I'.". HocoBa

9 MaTepuaJbHO-TeXHHYECKOE o0ecnevyeHne JUCIHILTHHBI (MOIYJIs1)

MartepuaibHO-TeXHUYECKOE 00ecrieueHre TUCIUTUTHHBI BKITIOYAeT:

VYyebHas aynuTopus I MPOBEICHUS JTaOOPATOPHBIX PAOOT: KOMITBIOTEPHBIEC KIJIACCHI.
OcHaienue: Ilepconanbpubie KoMibioTepbl ¢ makerom MS Office, Beixomom B MHTEpHET 1 C
JIOCTYIIOM B JIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCUTETA.

[Tomemienus A caMOCTOSATENBHOM paboThl oO0yvaromuxcs. OcHamenue: [lepconanbubie
KomIeloTepsl ¢ maketom MS Office, BbixogoM B MHTEpHET M € OCTYIIOM B 3JCKTPOHHYIO
nH(}OPMaILMOHHO-00Pa30BaTEIbHYIO CPEly YHUBEPCUTETA.

VY4eOHble ayauTOpUU JUIsl NPOBEIACHUS IPAKTUUYECKUX 3aHSATHH, TPYIIOBBIX H
WHJIUBUJIYaJIbHBIX KOHCYJbTAl[MM, TEKYHUIErO0 KOHTPOJS U IPOMEXKYTOYHOW aTTeCTALUH.
OcHaienue: Jlocka, MyJIbTUMEAUMHBINA MPOEKTOp, 3KpaH. KoMIuiekc TecTOBBIX 3ajaHuil aJis
MIPOBEPKHU MPOMEKYTOUHBIX U PyOSKHBIX KOHTPOJICH.

[lomemenne ans  XpaHeHuss U OPOPUIAKTHYECKOrO OOCIYXHBaHUS  y4yeOHOIO
obopynoBanusi. OcHamenue: Cremgaku Ui XpaHEHUs y4eOHO-HAIJSAHBIX IOCOOMH |
vaeOHO-METONMYECKOW TOKVMEHTAITHH.



[Tpunoxenuel

6 YueOHO-MeTOoAHUYeCKOe o0ecneyeHne caMOCTOATEIbHOI padoThl 00y4aloIuXCs

[To muctumummae «MHpOpMaAIMOHHAs 0€30MACHOCTh M 3alIuTa WHGOPMALMNY» MPETYCMOTpPEHA
ayJUTOpPHAsl ¥ BHEAYJUTOPHASI CAMOCTOSITeNIbHAs pab0oTa 00y4YaroInuXCsl.

AyIuTOpHas caMOCTOsITeTIbHAass paboTa CTYACHTOB HpEANoiaraeT padoTy C KOMIBbIOTEPHBIMH
00y4aromyMH MporpaMMaMH Ha JIAO0OPAaTOPHO-TIPAKTUICCKUX 3aHSITHSX.

Ko BceM wu3yyaeMbIM TeMaM IMpeUIaraloTcs TECTOBBIC 3a/JaHUsl, MO KOTOPBIM IPOBOAMUTCS
KOHTPOJIb.

Tecmoegvle 3a0anus no memam Kypca:
1.1 OcrosHvle nonsamus u onpeoenenus UHGOPMaAYyUOHHOU Oe30NACHOCMU

1) JannbiMu, cormacHo ['OCT «Cucrembl o0pabotku uHpopManmu. TepMUHBI H
OTIpeNieNIeHus», Ha3bIBaeTCs WH(GOpMANHs, MPEICTABICHHAS B BUJAE, MPHUTOTHOM IS
00paboTKu:

WHpopMamoHHBIMI CUCTEMaMH O YIIPaBICHUEM YeIOBEeKa
ABTOMaTH3UPOBAaHHBIMH CHCTEMaMHU

ABTOMaTUYECKUMU CpeacTBaMu IIpy BO3MOKHOM Y4YaCTUH YCJIOBCKaA

T D

CpCHCTBaMI/I BBIUYMCIIMTEILHON TEXHUKHU
2) Tlom 37eKTPOHHBIM COOOIIEHHEM, COrNIACHO (enepaibHoMy 3akoHy «O0 uHpOpMaInH,

WH(POPMALMOHHBIX TEXHOJIOTUSAX U O 3alIUTE HHPOPMAIUI, TOHUMAETCSI HH()OPMAITHSL:

OdopMieHHas B BUZE JJIEKTPOHHOTO JIOKYMEHTA, ITEPEIaBaeMOr0 WITH MOTyYEHHOTO TI0 CETSM CBSI3U
f”' .

[lepenanHas WM MoyydeHHas M0JIb30BaTeIeM HH()OPMAIMOHHO-TEIICKOMMYHHUKAIIMOHHON CETH
=

IIpencraBneHHas B 3JI€KTPOHHOM BUE, IPUTOAHOM JJI MEPEIAun MPY MOMOIIU CPEICTB
BBIYHMCIINTEIbHON TEXHUKHU

HepenaBaeMaﬂ 1o I/IH(I)OpMaLII/IOHHO-TeHeKOMMyHHKaLIPIOHHOfI CCTHU C UCIIOJIb30BAHUEM CPCZICTB
BBIYHCIUTEIIFHON TEXHUKH

3) Vkaxute Bce JeUCTBHS ¢ HHPOpMAIKel, BO3MOKHOCTh KOTOPBIX, COTJIACHO
dbenepanbHOMy 3akoHy «O0 mHpOpMaIuu, HHHOPMAITMOHHBIX TEXHOJIOTHSIX M O 3aIUTE
uH(pOpPMaIIUN», TTONYYaeT JIUII0, KOTOPOMY IIPEIOCTABIEH AOCTYI K HHPOPMAIINH:

[Tonyuenue
O3HaKOMIICHUE
PacnpocTtpanenue
Hcnons3oBanue

[Tepenaua

a1 1 1 7

IIpenocrasneHue
4) VYkaxure Bce KOMIIOHEHTHI, Bxosimue, corimacuo ['OCT «Bamura nadopmanun. O0bEKT

uHpopmatuzanuu. GakTopsl, Bo3AeicTByroe Ha nHGopMaruio. O0IIre MOT0KEHHS, B
nonsitue «Cuctema 06paboTku nHGOpMAITUI:

[IporpamMmmMHoe obecnieueHue
TexHUYecKHe cpencTBa

JeiicTBusa nepconana

B R R

Mertoapl 00paboTkn nHPOpMAITIH



Mertobl XpaHeHus: HHOpMaIuu
Mertosp! iepenadn HHGOPMAIAN

HNudopManmoHHbIe TEXHOIOTHN
5) Vkakute Bce BOZMOKHBIC OCHOBAHHSI JIJIsI 31U ThI HH()OPMAILIUH, TIPEYCMOTPEHHbIE TIOHITHEM
«Bammmaemas uapopMmarusay, coracHo ['OCT «3ammmra uapopmaryu. OCHOBHbIC TEPMUHBI U
OnpeCcICHUS»:

-
TpeboBanmst coOOCTBEHHUKA HHGOPMAITIH

PesynbpTat sKkcriepTHOM OLEHKH

-

-

TpeboBaHus NIPaBOBBIX JOKYMEHTOB

-
Pewenue cyna

-

Cornamienue Mexly COOCTBEHHHKOM M I0JIb30BaTeNIeM HHPOPMAaLUH

1.2 Ilonumuxa 2ocyoapcmaa 8 obracmu uHGHOpMayuoHHOU 6e30nacHocmu

1) Undpopmamnmonnas Oe3omacHOCTb, cornacHo CTpaTernd HAalUMOHAIBHOW  0€30MacHOCTH
Poccuiickoii @epepanuu,

T o

SBnsieTcs caMOCTOSITEIBHBIM BHIOM 0€30IIaCHOCTH Hapsly C HaIllMOHAIBHOM 0€30IMacHOCTHIO
- .

BxoauT B MOHATHE HAIMOHATBHON 0€30IIaCHOCTH BMECTE C IPYTMMHU BUAaMH O€30MaCHOCTH
-

BxomuT B MOHATHE HAlMOHAJIBHOW OE30MACHOCTH BMECTE C OOOPOHOM CTpaHbl U JPYTMMHU BHIAMU
0€e30I1aCHOCTH

BX0JUT B MOHATHE HAIIMOHATBHOM GE30MACHOCTH BMECTE C BHEIIHEH MOJIMTUKON U PYTUMH BUIAMH
0€e30MacHOCTH

2) Cucrema obecredeHuss HH(DOpPMAIMOHHONW  0e30MacHOCTH, coryiacHO — JoKTpuHe
uHpopMalMoHHOM ©Oe3omacHocTn  Poccuiickoit ®enepanuu, mnpencraBiseTr coOon
COBOKYITHOCTb

Cun o6ecnieuenns Wb, a takxe cpencts obecnieuenus 1b, ynpasnseMbIx oneparopaMu
Cpencts obecnieuenus: b u moxnepxuBaromux ux cui odecneuenus b

Cun obecnieuenust b u ucnons3yemsix umu cpencts obdecneuenus b

DS TS IS

Cpencts obecnieuenust b n koopAuHMPYIOIINX UX UCIIONB30BaHue cui oOecriedenus b

3) Vkaxute Bce NeicTBUs, KOTOpbie, coridacHo @3 «O0 mHpopmaru, HHGOPMAIMOHHBIX
TEXHOJIOTUSX U O 3alluTe WH(pOpMaIMKUy», BIIPaBe COBEpLIATh 00IanaTens HHPOpMauy,
€CJIM MHOE HE PEyCMOTPEHO (eiepaIbHbIMU 3aKOHAMMU:

Omnpenensith TOPSJIOK U YCIOBHS AOCTYNA K HHPOPMAIH
[TepenaBats HHPOPMALIUIO JPYTHUM JIMLIAM COTIIACHO IOTOBOPY

3aIIII/IIIIaTB CBOM IIpaBa YCTAaHOBJICHHBIM 3aKOHOM crocoOoM B ClIydac MCIIOJIb30BaHUs UIH IMOJTYYCHUA
HH(bOpMaLII/II/I HWHBIMH JITUIIAMHU

PaspemaTb WJIK OrpaHUYMBATh JOCTYII K HH(bOpMaLII/IPI
4) HeoOX0aMMBIM YCIIOBHUEM ISl OTHECCHUsI HH)OPMAITUK K KOMMEPUYECKOW TallHE SBIISETCS
TO 00CTOSITEILCTBO, UTO

HHPOPMAIUST HOCUT MPOU3BOJCTBEHHBIN, TEXHUUYCCKHUU, SKOHOMHUYCCKHIA HIIM OpPraHU3aI[MOHHBIH
xXapakrep

o0amaTenb HHGOPMAIMH YCTaHOBHII 3aIIPeT Ha TOCTYH K HEW JFOOBIX MHBIX JTUI]

nH(pOpMaITus He U3BECTHA TPETHUM JIUIIAM



“H(pOpPMAITHS ITO3BOJISET 00JIAATENI0 YBEIIMYUTE JOXO/bI, H30€XKaTh HEONPaBIaHHBIX PAacX0I0B HITH
COXPaHHTH TIOJIOXKEHHE Ha PHIHKE TOBApOB, paboT, yCIyT
5) Vkaxurte Bce MPUHIUIBI 00paOOTKH MEPCOHANBHBIX JaHHBIX, peaycMoTpeHHbie D3 «O
HEPCOHAIbHBIX JAHHBIX»:

=
O6paboTka MaKCHMaJbHOTO HaOOpa MEePCOHATLHBIX MAHHBIX IS HAanOOJee TOYHOTO OTPEIACICHIS

CcyOBeKTa IMepCOHANBHBIX JaHHBIX; ONpeaesiecHre MPUHIINIIOB 00pa00TKH EPCOHATBHBIX JaHHBIX

XpaHeHHe NEPCOHAJIbHBIX NaHHBIX, CO6paHHI>IX JUI JOCTUXKCHUA Ka)KI[OI\/'I ocian O6pa6OTKI/I, CTpOro B
OTACIBHBIX 0azax JaHHbBIX

-
ObecnieueHe TOYHOCTH TIEPCOHATBHBIX TaHHBIX
=
[punsTHE MEp MO YAAJICHUIO WM YTOYHEHHIO HETIOHBIX MJIH HETOUHBIX JTAHHBIX
=

CoOTBETCTBHE COACPIKaHUA IIEPCOHAIBHBIX JaHHBIX 3aABJICHHBIM LCJIAAM 06pa60TKI/I

1.3 Vepo3svl u napywumenu b6ezonacnocmu ungopmayuu

1) Cormacho  pykoBomsimiemy  gokymenty  ®CTOK  Poccum  «Bamura  OT
HECAaHKIIMOHUPOBAHHOTO J0CTyNa K nH(popMaruu. TepMUHBI U ONpeeTICHU», TOCTYI K
uHGOpMaLlMY, HapyLIAIOMMKA MpaBWia pa3rpaHUYEHHUs JOCTyHa C MCIOJIb30BaHUEM
IITAaTHBIX CPEJCTB, MPEIOCTABISEMbIX CpPEACTBAMHM BBIYMCIUTEIBHON TEXHUKU WIH
aBTOMATU3UPOBAHHBIMU CUCTEMaMHM, Ha3bIBAETCs .

2) VYKaxuTe MOPSI0K CIICJOBAHUS CIACTYIONIUX MOHATHI B JIOTHYECKON MOJICITH PeaTh3allui
yrpo3bl  6e30macHOCTH  HMH(OpPMAIMM, COIVIACHO MeToIuKe OIpeesieHUs] yIrpo3
Oe3omacHOCTH WHQPOpPMAIMK B MHPOPMAITMOHHBIX cucTeMax, pazpadborannoit ®CTOK B
2015 r. B otBere 3amummMre MocieNOBAaTENbHOCTh IM(p Oe3 3amaTelX U HpoOesoB
(manpumep: 1234): 1. Vazsumocts; 2. HCJl x undopmanuu; 3. Yrposa; 4. Mcrounuk
YTPO3BL.

3) BeiOepute Bce IEWCTBHs, OTHOCAIICECS K OCHOBHBIM BHJAAM yrpo3 0€30MacHOCTH
UHpOpMaLUu:

Pacripoctpanenue nuapopmanyum
Pasrnamenue napopmanmm
Xwumenue nHGopMaIu
HocTyn k nHpOpMaIumn

Otpuiianue MoUIMHHOCTH HHPOPMAITUH

a1 1 1 T

Uckaxenne napopmauu
4) VYkaxuTe BCE Yrpo3bl, 3aCTParuBaroIIUe TOCTYITHOCTh HH(POPMAIIUH:

Brecenue B ncnonasemsblii aiin TekcTa BUpyca

BriBog u3 crpos USB Hocuresns

N3meHeHune OlleHKH B 3JIEKTPOHHOM JTHEBHHKE

Hckaxxenune cucreMHOro (aiiyia onepanroHHON CUCTEMBI, IIPUBO/ISILEE K HEBO3MOXKHOCTH €€ 3aIlyCKa

biioknpoBaHue yuyeTHOM 3alMCH MOJIb30BATENS B PE3YJIbTAaTe KOMIIBIOTEPHOMN aTaku

I R R A I

OTHpaBKa CETEBLIX IMaKETOB C MOAACIIBHBIM aIp€COM OTIPABUTECIIA

5) BwiOepure Bce BHIBl HApYNIUTENEH, COTNIACHO METOIMKE ONpeneNieHusl Yrpo3
6e3onmacHocTH MHMOpMaIM B HHPOPMAIIMOHHBIX cucTeMaX, paspadoranHoir ®CTIOK B
2015 r., OTHOCSIIMXCS K BHYTPEHHEMY TUITY:

.HI/I]_[EI, IMPUBJICKACMBbIC JIs1 YCTAHOBKU O60py,I[OBaHI/I$I



BriBIINI COTPYIHUK OpraHUA3alin

CoTpyIHUKH CITy>KOBI OXpaHbI

[TocraBuuky o6opyIOBaHUS

1.4 Mooenwv yepos bezonachocmu ungopmayuu

1 71 1 7 1 O 1 T

1)

VkaxuTe Bce pa3feibl, BXOAAIIME B CTPYKTYpPY MOJEIH Yyrpo3 Oe30ImacHOCTH
uH(popManuu, coriacHo MeToIuKe onpenesieHuss yrpo3 0e30omacHOCTH MH(popManuu B
UH(POPMALIMOHHBIX cucTeMax, pazpadoranHoit ®CTIK B 2015 r.:

NEpCUCHb I/II[CHTI/I(bI/IHI/IpOBaHHI)IX yrpos 0e30IMacHOCTH I/IH(bOpMaHI/II/I

OIIMCaHUC I/IH(bOpMaHI/IOHHOI‘/'I CHCTCMBI

OIIEHKA [IEHHOCTH HH(pOpMAIINK, coieprkaleiics B ”HGOPMAIIMOHHONW CUCTeME KaK aKTHBa

MOJIEJIb HAPYIINUTEIIS

MepedeHb aKTyaIbHBIX yTPpo3 0e301MacHOCTH HHPOPMAIHN

OLIEHKA PUCKOB, CBSI3aHHBIX C HIEHTU(UIMPOBAHHBIMY yrpo3aMH 0€301aCHOCTH UH(OpMaLuu

METOABI 3aLUThI OT aKTYAJIbHBIX YIPo3 0€30IacHOCTH HHPOPMALIH

MPUHSTHIE PEIICHNS] B OTHOIIEHHH PHUCKOB, CBSI3aHHBIX C yrpo3aMu 0e30MacHOCTH HH(OpMAaIuu

2)

3)

YKaxutre NOpSNOK CIEAOBAaHUS 3JEMEHTOB ONMCAHUS HAECHTH(QHULUHUPOBAHHBIX YIpo3
6e3omnacHocT nHpopmanuu B onucanuu YBHU], cormacHo MeTtouke onpeaeieH s yrpos
6e3omacHOCTH HH(pOpMalMK B HHPOPMALIMOHHBIX cucTeMax, pa3paboranHoil PCTOK B
2015 r. B oTBere 3amuimuTe MOCIEAOBATENBHOCTh IU(Dp 0€3 3amsiThIX U MPOOEoB
(Hampumep: 12345): 1. VYsa3Bumoctn uHPOpMaMoHHOW cucteMbl 2. OOBEKTHI
Bo3aeiicTBus Hapywmutens 3. Hapymmrens (ucrounuk yrpossl) 4. IlocnenctBus ot
peanu3ainuu yrpo3sl 6e3onacHocTy nHpopmanuu 5. Criocod peanusanuu yrpo3sl.
AKTYyalbHOCTh yIpO3bl, COIJIACHO MeToauKke ompenenaeHus yrpo3 0e30MacHOCTH
uHpopMaluu B MH(MOPMAIMOHHBIX cHUcTeMax, paszpaboranHoil PCTIK B 2015 r.,
03HAYaET, uTo:

B nH(popMaIinoHHO# CUCTEME CYIIECTBYET BO3MOXKHOCTh PEaM3aliu yrpo3bl

CyliecTByeT aTyalbHBIA JUJIS JTaHHOW WH(POPMAIMOHHOW CHCTEMbl HAPYIIMTEIb C JOCTATOYHBIM
MOTEHLMAJIOM JJISl PeaJIN3alliid YIPO3bl

B uH(popMannoHHONW cuUCTEME CYIIECTBYET BO3MOXKHOCTH peaJI3alld Yrpo3bl HapyLIUTEIEM C
COOTBETCTBYIOIIMM ITOTEHIINAJIOM H €€ peaau3anys NpuBeleT K HAaHECEHHIO yiepoa

Peanuzanust yrpo3sl HaHeceT ymiepO BiafeNblly WM Omeparopy HHpopMauuu MO0 CyOBeKTy
MEPCOHABHBIX TAHHBIX

B undpopmanmoHHON cucTeMe CymEeCTBYET AOCTaTo4dHas (CpeAHsisl WM BBICOKAs) BEPOSTHOCTh
peam3anyy yrpo3sl, a €€ MOCIeACTBUS UMEIOT CPeIHNI HITH BBICOKHH YPOBEHb HAHOCHMOTO yIepoa

4)

st oTlleHKH BO3MOYKHOCTH peasi3alliu yrpo3bl 0€30MacHOCTH WH(OpPMAIUH, COTJIACHO
Mertonuke ompeneneHus yrpo3 Oe3omacHocTd WHGOpMaNUU B HH(DOPMAIMOHHBIX
cucreMax, pazpaborannoit ®CTOK B 2015 r., HEOOXOAMMO YYUTHIBAThH CIEAYIOIINE
napaMeTpsl yrpo3bl 1 HHPOPMAIIMOHHON CUCTEMBI:

YPOBCHB 3alllUIICHHOCTH I/IH(bOpMaLU/IOHHOf/i CHUCTCMBbI, IIOTCHIUAI HAPYIIHUTCIIA

YpoBeHb 3alMUIIEHHOCTH WM TPOSKTHOM 3alUIIIEHHOCTH HHPOPMAIIMOHHON CHCTEMBI, TTOTEHITHAI
HAPYIIATEISI

YpoBeHb MPOEKTHOHN 3AIHUIIIEHHOCTH HH(OPMAITHOHHOW CUCTEMBI, TIOTEHIINAT HAPYIIUTENS



YpoBeHb NPOSKTHOH 3aITUIIAHHOCTH HHPOPMAITMOHHOW CHUCTEMBI, IIOTEHITAAT HAPYIITUTES FITH
YpOBEHB yIiepoa
5) Peanmuzauumst yrpo3bl 0e30macHOCTH HH(GOPMAIMH CUYMTACTCS, COTJacHo MeToauke
ornpezeneHuss yrpo3 Oe3omacHoCTH HHPOpMAMK B HH(GOPMALMOHHBIX CHCTEMAaX,
paszpaborannoit @CTIK B 2015 r., oka3biBaroliei BO3ACCTBUE HA KOHKPETHOE CBOMCTBO
Oe3omacHOCTH WH(MOpPMAIMU, €CIM B pe3yibTaTe peaju3aluu Yrpo3bl OE30MacCHOCTH
uHpOpMaLUu:

Bo3MOXHBI HeXenaTelbHble ISHCTBHA ¢ WH(OpMaIMed, OTHOCAIIMECS K JTaHHOMY CBOWCTBY
6e3onacHocTy HHOpMALUU

HexenatenpHpie neiicTBus ¢ WHGOpPMAIMEd, OTHOCSIIHECS K JaHHOMY CBOWCTBY O€30TacCHOCTH
MH(QOPMAIUK, UMEIOT T0CTATOUHYIO BEPOSITHOCTh OCYLIETBIICHUS HAPYIIUTEIIEM

HexenatenbHbie NeHCTBUS ¢ WH(pOPMAIMEH, OTHOCSIIUECS K JaHHOMY CBOWCTBY O€30IMacCHOCTH
UHGOPMAITUH, UMEIOT BBICOKYIO BEPOSITHOCTD PeaTU3alliy HapPYIIUTEIeM

Hens0exxHo OymyT OCYIIECTBIEHBI HEXeNaTelbHBIC NEUCTBHS ¢ MH(pOPMAIMEH, OTHOCAIIHECS K
JTAHHOMY CBOHMCTBY 0€301TaCHOCTH MH(OPMAIIHN

1.5 llonumuka 6e3onacnocmu opeanusayuu.

1) Vkaxure BCce  HMCTOYHHKH  3aKOHOJATEIBHBIX  MEp  3aIIUTHl  MH(OpMAIUH,
pacIpOCTPaHSIOMUXCSI HA BCEX YYACTHUKOB HWH(MOPMANMOHHBIX OTHOIICHWH, B
Poccuiickoit deneparuu:

yKa3bl (peaepaIbHbIX OPraHOB UCIIOJHUTEIBHON BIACTH
MIPUKa3bl YIOJTHOMOYEHHBIX (enepaIbHbIX CIyKO

pacnopsbKeHUs ¥ IpUKa3bl MUHUCTEPCTB PO

B R R

MEKyHApOJHBIE 10r0BOPsI PO
2) Pa3paboTka MOJUTHKH OE30MaCHOCTH MPEAYCMaTPUBACTCS B PaMKax

-
OpTraHU3allMOHHO-TEXHHUYECKUX Mep 31
-
MIPOrpaMMHO-TEXHHYECKNX Mep 31
-
aJMHMHHCTPAaTUBHBIX Mep 31
-
MOpabHO-3THYECKNX Mep 31
3) Ykaxxute Bce MOJCUCTEMBI BXOISAIINE B COCTaB CUCTEMBI OOeCTIedeHUsT 0€30MaCHOCTH
uH(pOopMaIuu:
-

HOZLCI/ICTeMa KOHTPOJIA HCJIOCTHOCTH

[loxcucTema MPOTOKOIMPOBAHUS U ayIUTA

-

B o

IToacucrema aHTUBUPYCHOM 3alLUTHI

-
TloacucremMa 3alIuTEI HOTOKOB

-

IToacucrema KOHTpOIIS OCTYyIA
4) Ykaxute Bce ACHCTBUSA, JUIsl COBEPUIEHUSI KOTOPBIX, COIIACHO OMPEIEICHUIO

BPEJOHOCHOM TTPOrpaMMBbI U3 YTOJIOBHOTO Kojiekca PD, nomkHa ObITh 3aBEIOMO MpeIHa3HAYCHA
porpaMma, 4ToObl CUUTATHCS BPEIOHOCHOM
-

HecankunonnpoBanHoe pacpocTpaneHne HHpopMaun
-

HecaHKIIMOHUPOBaHHOE YHHUYTOXCHHE HHGOPMAIUH
N .

[Touck ys3pumocteii B UC
-

BriBog u3 cTpos kommoneHToB MC



HefiTpanu3alius cpeicTB 3alluThl KOMIILIOTEPHON HH(DOpMAIIUU
5) MeTon oOHapyKeHUs BPEIOHOCHBIX MTPOrPaMM, CYTh KOTOPOTO 3aKITI0YACTCS B TOMCKE
YYaCTKOB KOJ[a MCIIOJHAEMOT0 00BhEKTa, OTBEUAIOIINX 32 KOHKPETHBIC BPEIOHOCHBIC JCHCTBUA,
Ha3bIBACTCS

KommuekcHbIM aHanu3oM
CurHatypHbBIM aHaJIU30M
OBpPUCTUYECKUM aHATN3O0M

MeToa0M TOYHOTO IIOMCKA

B INES TS B

MertoaoM 3MyJIILIMKA KOJA

1.6 OcrosHvle cmandapmul 6 obracmu UHGOPMAYUOHHOU OE30NACHOCMU

1) JIokyMeHT, ycTaHaBJIMBAIOUIMIA XapaKTePUCTHKH MTPOAYKIIUH, TPABHIIA OCYIIIECTBICHUS
XapaKTEPUCTHUKH MPOIIECCOB, HAITPUMED, IPOU3BOJICTBA H IKCIUTYaTAIlMH, BBIMTOTHCHHS Pa0OT WiIn
OKa3aHHsl YCIIYT, HA3bIBACTCS:

l'ocynapcTBeHHBIM CTaHIAPTOM

i’" .
Crierudmkanmeit
=
TexuuueckuMm 3a1aHUEM
=

CrannmapToM
2) [1o comepx’aHut0 CTaHIAPTHI B 00J1aCTH HHPOPMAIIMOHHON 0€30MacCHOCTH MOXKHO
pa3nenuTh Ha:

O1eHOYHBIE CTaHAAPTHI U KJIaCCUPUKALIUN

-
PykoBozacTBa 1 METOIMKHN
-
MeTouKu U crienupuKaiu
-

O11eHOYHBIE CTaHAAPTHI U ClIeUU(BUKALINN
3) VkaxuTte Bce KpUnTorpapuueckue alropuTMsl, Uil KOTOPBIX CYHIECTBYIOT

neiictByromue cranaaptsl Poceuiickoit denepanyn kareropuu Kpunrorpadudeckas 3amura
uH(popMauu:
-

[Morounsie mudpst
-

Bnounbie mmps
-

ACUMMETPUYHBIE CHCTEMBI M (PPOBAHUS
-

[IpoToxomn BeIpabOTKH 0OIIETO KITF0Ya
-
@YHKIUS X3MUPOBAHUS

4) N'ocynapcTBeHHBIN CTaHIapPT Ha Ipouecchl GOPMUPOBAHUS U TPOBEPKHU IIIEKTPOHHOMN

UpPOBON OAMHCH:

He npeayCcMaTpmuBacT UCIIOJIL30BAHU A (bYHKL[I/II/I XOUIUPOBAHUA

Conepxut onrcanue GyHKIHH XAIIUPOBAHUS, KOTOPasi JOJKHA UCIIOIB30BATHCS PU (DOPMUPOBAHUHT
3JIEKTPOHHOM U(POBOIi moanHCcH

[IpenycmarpuBaeT HITOIB30BaHUE TPOU3BOIHHON (PYHKIIMK XAIIUPOBAHUS 110 BEIOOPY MOIH30BATEIS

I[IpexycMaTpuBaeT HCIIOIb30BaHHE (DYHKIUHN XIIIHPOBAHUS, OIIICAHHONH B COOTBETCTBYIOIICM
rocynapcTBeHHOM cTaHjapte Poccuiickoit denepanun
5) ®CTIK Poccun sBisieTcs ynoIHOMOYEHHBIM OPTaHOM 110 BOIIPOCAM 3allUThI
nHpopmanuu:



[IporpaMMHO-TEXHUYECKIMH METOJaMHI
Opramn3anoHHO-TEXHUIECKIMH METOITaMHI

OpraHu3aImOHHBIMA METOIAMH

B IS TS NS

Hexpunrorpadnyeckumu MeTogaMu

2.1 Mepwl obecneuenus 3awumsl uH@opmayuu
1) ITo crtoco6am ocyiiecTBICHHSI MEPhI 00eCIIeUeH S 3aIUTh HH(pOpMaru
NOJIpa3eisAioTCs Ha:

33KOHO)13TCHI)HI>I€, MOPAJIbHO-3THYCCKHUEC, AaIMHUHHCTPATUBHLIC, OPraHU3allMOHHO-TCXHUYCCKUC,
MMPOrpaMMHO-TEXHUYCCKUC

'S
3aKOHOZ[aTeJ'ILHLIe, MOPaJIbHO-OTHYCCKUE, AIMUHUCTPATUBHBIC, OpraHu3allMOHHBIC,

MPOrpaMMHO-TEXHUYECKHE

Opranu3zanonHsie, Kpunrorpaduaeckue, Mepsl Texaudaeckor 31, creranorpaduieckre

33KOHOI[3TCJ'H>HI>IC, MOPAJIbHO-3TUYCCKUE, aIMUHUCTPATUBHLIC, OPraHU3aAlIMOHHO-TEXHUYCCKHNC
2) YKaxuTe BCe KpUNTOrpaguuecKrue METOIbI 3allUThl HHGOPMAIHH, UCTIOIb3yEeMBbIC JIJIsl 00€CIICUCHHUS
LEJIOCTHOCTH HHPOPMALIUH:

-

CucteMbl muGPOBaHUS
- . .
CXeMBI JIEKTPOHHOM UPPOBOH MOATUCH
-
KonTponbHbIe cyMMBbI
-
DYHKIMY X3UIMPOBAHUS
-
B3anmHas ayreHTHdUKaIist a0OHEHTOB

3) Ykaxxute Bce yrpo3sl, s 3alIUThl OT KOTOPBIX MEPbI TEXHUUYECKON 3aIIUTHI
nH(pOpMaLUu paccMaTpUBarOTCs Kak 3 (HEeKTUBHbIE:

.

VYTrpo3a HapylIeHus TOCTYITHOCTH HHPOPMAIUK B MHQOPMAIIMOHHOW CHCTEME

.

Yrpo3a yTeuku peueBoi v BUOBOH HH(POPMALIMK 110 TEXHUYECKUM KaHajIaM

.

Yrpo3a HECAHKIIMOHUPOBAHHOTO CheMa MH()OpMaIui, 00padaThiBAeMON TEXHUUECKUMU CPEJACTBAMU

Yrpo3za HECaHKIMOHMPOBAHHOTO JOCTyNa IOCTOPOHHUX JIMII B IIOMENIEHUS 00BeKTa
nH(POPMATU3AIUN

ero3LI, peain3yeMbIC BiIaAC/IbIAMU aPpCHAYCMbIX XPAHUJINI JaHHBIX
4) JIroOpie AeCTBYIONINE HA TEPPUTOPUH 00BEKTa HH(DOPMATHU3AIMH TTPABHIIA,
perJaMeHTHpYoIINe AOCTYI K HH(pOpMaluK U OPSA0K paboThI ¢ HEll, BMeCTe ¢ MepaMu
obecrieueHnst 1 KOHTPOJISI UCTIOJICHHUS TAaKUX MTPaBUJ, COCTABIISIOT:

-
aIMUHUCTPATUBHBIC MephI 31
=
KOOPAMHHPYIOITHE Mephl 31
I~

OpraHu3aluoHHbIe Mephl 31U

OPraHu3alMOHHO-TCXHUYCCKNUEC MCPbIL 3U
5) YkaxunTe Bcex HapyIIUTEICH, UIs 3aIUTHI OT KOTOPHIX KPUITOrpadHuecKre METOIbI
3alIUThl MHQOPMAIMK PAacCMAaTPUBAIOTCA KaK 3((heKTUBHBIE:

BHyTpeHHMT HapyImHUTEIh, OTBETCTBEHHBIN 32 BEIPA0OTKY M PACIIPOCTPAHCHUE KPUTITOTpapHUSCKUX
KIIIOUen



Hapymmureneii, HCTIONB3YIONIMX CPEICTBA HECAHKITMOHMPOBAHHOTO TTOTyUeHHS HHPOPMAITHIH,
repeaBaeMoi 110 KaHajJaM CBS3H

Hapymmrens, ncnons3yromuii cpeficTBa HECAaHKITMOHNPOBAHHOTO MOTydeHus HH(popManuy,
00pabaTeiBa€MOi TEXHHYECKUMH CPEJICTBAMHU B OTKPBITOM BH/IE

HapymI/ITeJ'H), O6Ha[[a}OHIPII>'I SHAYUTCIIbHBIMU BBIYUCIIUTCIIBHBIMUA pECypCaM

2.2 OpeanuzayuonHvie mMepbl 3auumsl UHGOpMayUU

1) B 3agauu opraHM3alMOHHBIX MEP 3aIUThl HHPOPMALIUN BXOIUT
perIaMeHTHPOBaHUE NCHCTBHIA ITOCETUTEIICH HAa TEpPUTOPUN 00BeKTa HH(DOPMATH3AITAH

3alIuTa OT KOMIIBIOTCPHBIX ATAK, OCYUICCTBIIACMBIX I10 I/IH(I)OpMaHI/IOHHO-TeJ'IeKOMMyHI/IKaHI/IOHHLIM
CCTAM

CO3/IaHHE YCJIOBUH 0O€cTIeueHUsI U KOHTPOJISL COOIOICHUS PETJIAMEHTOB U NIPABUII

MIPOTUBOJICHCTBIE HECAaHKITMOHUPOBAHHOMY CheMy HH(popMaIuu, 00padaTeiBaeMO TEXHHYECKUMHU
CpeICTBaMU
2) YKaxuTe BCE MEPOIPHUATHS, KOTOPbIC BKIIOYAIOT OPraHU3al[MOHHO-TEXHHYECKUE MEPBI
3U:

DKpaHUpOBaHUE MTOMEIEHIH 00pabOoTKN KOH(DHUICHITNATHHBIX CBECHHIHA
BBenenue nponycKHOro pexuma Ha TEpPUTOPUH IPEAIPUSTHS

PazpaboTka pernmamMeHTOB IEHCTBUH MepcoHasa B Ype3BBIYAHHBIX CUTYAIHAX

B R R

3ammra 00bekTa HHPOPMATU3AIMN OT CTUXUHHBIX YTPO3
3) Ilo cmocobaM  OCYIIECTBICHHS  Mepbl  OOECICUCHHs  3al[UThl  MH(OPMAIIUH
noapa3aAcIsArOTCA Ha:

3aKOHO)IaTeJ'IBHBIe, MOPAJIbHO-3THYECKHUE, aJIMHUHHCTPATUBHBIC, OPIraHU3allMOHHO-TCXHUYCCKUC,
IIPOrPaMMHO-TEXHUYECKUE
-
3aKOHOZ[aTCJ'H>HLIe, MOPAJIbHO-3THUYCCKHC, AIMUHUCTPATUBHBIC, OpTraHU3alUOHHBIC,
MIPpOrpaMMHO-TCXHUYICCKUC
OpraHu3zaiioHHbIe, KpUITorpaguuecke, Mepbl Texanueckoit 3M, creranorpaguueckue
-~
3aKOHOI[aTe.HBHBIe, MOPAJIbHO-3TUYECKUE, a/IMUHUCTPATUBHLIC, OPraHU3aAIIMOHHO-TEXHUYCCKHNC
4) VYkaxuTe BCE MEPONPHUSITHS, KOTOPbIE BKIHOYAIOT aJMHHHUCTPATHBHBIC MEPbI 3allHThI
uH(popMauu:

VYcraHOBIICHHE MTPOITYCKHOTO PEXKMMA HA TEPPUTOPUH IPEATPUSITUSL
OrneHka yrpo3 6e30macHOCTH HHQOpMAIUN
OO0y4eHre 1 MHCTPYKTaX IMepcoHana

Br160op MeT010B ¥ CpeICTB 3aUTH HH()OPMAITUN B OpraHU3aIiH

I R R R .

3aLLII/ITa 00BeKTa I/IH(I)OpMaTI/IBaLII/II/I OT TEXHOT€HHBIX M CTHXHUHHBIX yrpos
5) CoBOKYIMHOCTb JIFOJIEH, TIPOLIETYp U 000PYI0OBAHHUS, 3AIIUINAOIINX 00BEKT
UHpOpPMATU3aLUK OT JSHCTBUH, HApPYIIAIOUIMX ero 0e30MacHOCTh MPeICTaBIsAeT cO00i
(BBIOEpUTE OJTMH BapUAHT U3 NEPEUUCIICHHBIX)

. .
CucreMy KOMIUIEKCHOM 3amuThl HHGOpMAIH
-
OpraHu3anoHHO-TEXHUIECKUE MEPhI 3alIUThI THPOPMAIH
f" .
Cucremy GU3HIECKON 3aITUTHI
-

[IporpaMMHO-TEXHHYECKHI KOMIUIEKC 3aIUThl HH()OPMAIIUU



2.3 Memoowbl KoHmpois u pazepanudenus 00Cmyna

1) Tlporeaypa onpeneneHus: TOKICCTBEHHOCTH CyObhEKTa OJHOMY M3 3apETUCTPUPOBAHHBIX
B UC nneHTH(prKaTOpoB Ha3bIBaeTCA: (BHIOEPUTE OJMH BAPUAHT U3 MEPEUNCICHHDIX )

ABTopuzanuei
Bepuduxkarueit

AyTteHTHUKanuen

B IS TS NS

Wnentudukammeit
2) B mporecce naeHTuduUKaMu CyObEKT MPEICTABISIET cucTeMe (BBIOCPUTE OJTUH BapUaHT
U3 IIePEUNCIIEHHBIX )

WNHauBuyanbHBIN KITI0Y OJB30BATENS
[Tapons nonb3oBarens

Wnentndurarop monp3oBareis
3) Ayrentudukanus — npoienypa: (BbIOEpUTE OJUH BapHUAHT U3 MIEPEUNCIICHHBIX )

[lonTBepsxaeHMs] TMIHOCTH TIOTB30BATEIIEM
YcTaHOBICHHS TOTMHHOCTH MIPEIBSIBISIEMON CYObEKTOM YIE€THOW 3aIlMCH TTOTh30BATENS

ComnocraBieHus cyObeKTa OMHOMY U3 3aperUCTPUPOBAHHBIX UICHTU(PHUKATOPOB

YYD

YcTaHOBICHHS TOJIMHHOCTH IPEIBSABISIEMOT0 CYObEKTOM HcHTH(HKATOpa
4) Ykaxure Bce CBOMCTBA, XapaKTEePHbIE 11 MHOIOPa30BbIX MapoJieil: (BbioepuTe Bce
MOJIXOJISIINE BApUAHTHI)

Kaxnplii crieayromuii napoib BeIpadaThIBAETCS Ha OCHOBE IMOCIICI0BATEIBHOCTH IIPEIBIITY X
ITaponu MoryT cO3/1aBaThCA CAMUM I0JI30BATENIEM

OpnHolt u3 GopM mepenadu maposist MoJIb30BaATEIIO SIBISCTCSI KOPOTKOE COOOIICHNUE Ha MOOUIBHBIN
tenedon

Haponn MOTyT OBITH 3aIIOMHEHBI IOJIE30BATEICM

OTaIOHHBIN 06pa3€u apoJr 3alpaninBacTCA y I1OJIb30BaATCIIA
5) IlepeunciuTe Bce ACUCTBUS, OTHOCSIIUECS K OCHOBHBIM 3aj[adyaM pa3rpaHiyueHHsI
noctyna: (BbiOepHuTe BCe MOAXOSAIINE BAPUAHTHI)

Ob6ecrieueHre JOCTYITHOCTH HHPOPMAIIMU B YCIOBHAX JICHCTBUS BHEIIHETO HAPYIITUTEIS
Kontpons aeiictBuil nonap3oBaTeis

BrlsiBiIeHHE HCTOYHUKOB BHYTPEHHUX M BHEIIHUX yIPO3

ObecrieueHne 1eIOCTHOCTH HHPOPMATTIH

MuHuMU3aIHS TTOTHOMOYNN MOJIb30BaTEIICH

BrigBieHre aHOMAJIIBHOTO ITIOBEAEHHUS IT0JIL30BaTENIEH

[ I R AN R R

KonTpons nomarnHAOCTH CyOBEKTOB MOCIIE MPOXOKICHUS UMH TPOIIETyPBI aBTOPU3AITUN

2.4 Kpunmoepadghuueckue memoobvl 3auyumsl UHGopmayuu

1) Vkaxure Bce TpeOOBaHMS, IPEABSBIISIEMbIE K COBPEMEHHBIM KPUNITOTPahUIECKUM CUCTEMAM:
(BeIOCpHUTE BCE MOAXOMIAIINE BAPUAHTHI)

YV 100CTBO UCITOIB30BaAHUS



Y CTOWYHBOCTD K ACMIU(PPOBAHUIO MPU ITOMOIIY BEIYHUCIUTEIbHON TEXHUKU
OTtcyTTBHE HEOOXOIUMOCTH HCIIONB30BATh CITyYalHBIA KITIOY

BosmoxHOCTE CTaHJapTHU3alUX aJIT'OPUTMOB

1 1 1T

VY CTOIMUNBOCTD K HAaBA3BIBAHUIO COOOIICHUIN
2) B coBpeMeHHBIX OJIOUHBIX MHU(pPax K ONeparusM 3amuGpoBaHus U pacimrpoBaHUs
nobasiisieTcs onepanys: (BbIOEpUTe OJMH BapUAHT U3 IEPEUUCIICHHBIX)

PazBepTku Kiroya

BripaboTku kiroda

®’

Pacnpenenenus kiroueit

®’

BripaboTku KITt04eBO mapsl
3) OtnuunTensHOi yepToit cetu DeiicTens Mo CpaBHEHHIO C SP-CeThIO SIBISIETCSA:
(BbIOEpUTE OJIMH BapUAHT U3 IEPEUUCIICHHBIX)

f"
Hcnonp3oBanue onepaun «CI0KEHHUE 110 MOIIYIIIO 2
- o
Hcnons3oBaHue payHIOBBIX KIHOYEH
-
OTCyTCTBHE UCIIOJIB30BAaHUS S-0JIOKOB
-

Paznenenne 6710ka OTKPBITOTO TEKCTA HA MOIOIOKH AJIS 3aIMPPOBaHUS
4) HamexHoCTh KpunTorpapuueckoir cucteMbl RSA 0CHOBBIBAaETCsS Ha CIIOKHOCTH 3a/1a4H:
(BpIOCpUTE OJIMH BapUAHT U3 MEPECUNUCICHHBIX )

Haxoxxaenust O6paTHOFO OJICMCHTA KOHCYHOI'O ITI0JIsA

-
CDaKTOpI/ISaI_II/II/I (paSJ'IO)KeHI/ISI HATypaJbHOTO YUCJIa Ha ITPOCTHIC MHO)KI/ITeJ'II/I)
-
BOSBC,I[GHI/IH 3JIEMCHTA KOHCYHOI'O I10J14 B CTCIICHDb
-
JuckperHoro jJorapupMupoOBaHUSL
5) KntoueBbie GyHKIMU XAUIMPOBAHUS: (BBIOEpUTE OJUH BapUAHT U3 NEPEUNCIICHHBIX)
-~
He 3amumaror ot noaaenku cooomeHus
- o
Hcnonb3yroT OTKPBITBIN KITHOY ISl IPOBEPKHU
-
Hcnonb3yroTest 11 ayTeHTU(UKALIMHA aBTOPa COOOIICHUS
-

Hcnonb3yrores A MPOBEPKH LETOCTHOCTH COOOIIEHUS
6) Haunbonee pacnpocTpaHEHHON CXEMOH COBMECTHOTO MCIIOIh30BaHHUS CHMMETPUYHBIX U
ACUMMETPUYHBIX CUCTEM MG POBAHUS SBISIECTCS UCIIOIL30BaHKE: (BHIOEPUTE OJIUH BapUAHT U3
MEePEUYUCIECHHBIX )

CI/IMMCTPI/I‘-IHOﬁ CHUCTCMBI JJIs1 HJI/I(i)pOBaHI/IH COO6IJ.[CHI/II>i, HCJIOCTHOCTD U aBTOPCTBO KOTOPBIX
MMOATBCPIKAAIOTCA BHGKTPOHHOﬁ I.IPI(prBOfI oAU CBIO

CUMMEeTpHYHOM CHCTEMBI ISl IU(PPOBAaHUS MEHEee BKHOW HHPOPMAIIH, aCHMMETPHYHOMN — JUTS
mmdpoBaHust 0c000 BaXKHBIX COOOIECHHUN

CUMMETpPHYHBIX CHCTEM MH(POBAHUS JJIsl CBSI3M BHYTPH YCTOWYHBBIX IPYIIT aDOHEHTOB,
ACUMMETPUYHBIX CUCTEM — JIJIsl CBS3U C a0OHEHTAaMH, HE BXOASIIMMHU B TAKKE TPYIIIIbI

CI/IMMCTPI/I‘-IHOﬁ CHUCTCMBI JJIs1 H_II/I(i)pOBaHI/IH COO6IJ.[CHI/II>i, K4 KOTOpOﬁ nepeaacTesa npu rnoMoIu
aCI/IMMeTpI/I‘{HOﬁ CHCTEMBI

2.5 Cmeeanoepaghuueckasn 3awuma ungopmayuu

1) Ykaxxute Bce mpuMephl IPUMEHEHHsI CTeraHOrpadUuecKoi 3auThl HH()OpMaIIH:
(BpIOCPUTE BCE MOAXOMISAIINE BAPUAHTHI)



Hcnonws3oBanue mudpa «pemerka Kapmnanoy»
Hcnonp3oBanue mmmdpoBaIbHOTO YCTPOICTBA «CIIUTAIA»

Hanwmcanne Texcra Ha PEAKOM A3BIKE

1 1 1T

Hcnonp3zoBanue nprueMoB Kauturpaduu

2) OO6benuHEeHNE METO/IOB U CPEJCTB, UCIIOJIb3YEMBbIX I CO3JaHMsI CKPBITOrO KaHaja
nepenayn nH(GOpMAaIUK Ha3bIBaeTCs: (BEIOCPUTE OMH BapUAHT U3 MIEPEUHCIICHHBIX )

C . o

CreraHorpaguueckol CUCTEMOM
-

CreraHorpaduueckiM KaHaJIoM
-

Creranorpapu4eckuM CpeJCTBOM
-

Creranorpadudeckoit cpemoit
3) HaBsi3piBaTh T€ WM MHBIE JeCTBUS aDOHEHTaM CTEraHOTpauIecKOil CHCTEMBI
HapyLIUTEIb MOXKET, peain3ysl yrpo3y (BbIOepUTe OJUH BAPHAHT U3 IEPEUUCIICHHBIX )

[Tonmens! creraHorpaduueckoro KOHTeHepa

-
[TomMeHBI CKPBITOTO COOOIIIEHHUS
-
Pa3pymienus ckpbITOro cooOIeHus
-

Pa3pymienus creranorpaguueckoro KoHTeitHepa
4) AXTUBHBIM Ha3bIBACTCS HAPYIIUTENH O€30MACHOCTH CTETaHOTPAapUIECKON CUCTEMBI,
KOTOPBII UMEEeT BO3MOKHOCTh (BbIOEpPUTE OJJMH BAPHAHT U3 IEPEUUCIICHHBIX )

MOI[H(l)I/ILII/IPOBaTB, KOM6I/IHI/IpOBaTI>, a TaK’KE NOAJACIIbIBATh IEPCChIIIACMBIC COO6H.I€HI/I$I
HpOCManI/IBaTI), AKTHUBHO U3Yy4aTb, KOIIMPOBATHb U COIMOCTABJIATH IIEPECHIIIACMBIC COOGIIIeHI/ISI

AXTHUBHO BIIUSITh Ha paboTy cTeraHOrpauuecKoi CHCTEMBbI, Ha BO3MOXKHOCTh aDOHEHTOB CO3/1aBaTh,
OTIIPABIIATDH U MOJTYYaTh COOOIIEHUS

HpOCManI/IBaTL COO6I].I€HI/I$I, MOI[I/I(I)PILIPIPOBaTB Hx 0€e3 H3MEHEHU BHZ[HMOﬁ CEMaHTHYECKON YaCTH
5) Bbicokoii 3(eKTUBHOCTBIO IO KPUTEPUIO OTHOILLIEHUS! CUTHAI-IIIYM 00J1aaeT
(BbIOEpHTE OJIMH BAPHAHT U3 MEPEUNCIICHHBIX )

YerHoe KOAUPOBAHUC

-
®dazoBoe KOANPOBAHUC
-
MCTO,I[ pacIipeHHOro CIeKTpa
-

DX0-METOJ] BCTpanuBaHMsI COOOIIEHUHT

2.6 Texnuueckas 3awuma ungopmayuu. Ilpoepammno-mexnuueckue mepvl 3auumsl
uHgopmayuu

1) IonsiTUs «TEXHUYECKUE CPEACTBA 00paOOTKH MH(DOPMALIUK» U «CPEACTBA
BBIYHCIIUTEIILHON TEXHUKW» CBSI3aHBI CIISAYIOMNUM 00pa3oMm: (BRIOEPUTE OJIMH BapUaHT U3
MEePEUYUCIECHHBIX )

O3HavaroTt pa3JIn4HbIC, HC UMCIOLIUC nepeceqeﬂnﬁ KaTeropnuu 00BEKTOB

CpencTBa BEIUMCIIUTENBHON TEXHUKH — OfJHA U3 KAaTETOPHiA TEXHUIECKUX CPEICTB 00pa0TKu
uHpOpMaIUU

SIBnstoTCS CMHOHMMaMHU, O3Ha4das IOYTHU COBIIaAJArONINE KAaTCTOPHUHN 00BEKTOB

Texuuueckue cpeacTsa 0opadTKu HHGOPMAIIUU — OIHA M3 KaTEropuil CpeicTB



2) Texunueckuil KaHai yTeUKH HH(POPMAIIUHN XapaKTEepU3yeTcs TeM, 4To: (BhIOepuTe
OJIMH BapUaHT U3 MEPEUNCIICHHBIX )

3J'IOYMLIH_UICHHI/IK HCIIOJIB3YET TEXHUYCCKOE CPEACTBO ChEMA I/IH(bOpMaI_II/II/I

i N

PacmpocTpanenne napopMaIum cBsi3aHO ¢ pabOTONH TEXHUIECKHIX CPEICTB;
-

[lepenaBaemas mHpOpPMALINS TPUTOTHA IS BOCHPHUSATHS TONBKO TEXHUIECKIMHE CPEICTBAMHI
-

Hcrourrkom HHGOPMAIIUN ABIISETCS TEXHHYESCKOE CpencTBO 00paboTku nH(pOpMaITuu
3) [lapa3zutHble ANEKTPOMATHUTHBIE CBSA3U U HABOJKU SIBJISICTCA MPUUHHOMN
BO3HUKHOBCHUS: (BBIOEPHUTE OJIMH BapUAHT U3 MIEPEUHUCICHHBIX )

Copeprkanx HHPOPMAIHMIO U3ITyUYeHU BOKPYT 3ByKOYCHIINTENBHOM armaparypsl

- o "
Conepxamux HHOOPMAIIHIO U3ITYYESHUH BOKPYT BHIYACIUTELHON TEXHUKU
-
Coneprkaiux HHPOPMAIIMIO CUTHAJIOB B HEMH(OPMAIIMOHHBIX JIMHUAX U IETISIX
-

Coneprkanux HHGOPMAIHIO PaIHOCUTHAIOB, PACIIPOCTPAHSIONIMXCS B POCTPAHCTBE
4) Meton HelTpanu3auy TEXHUYECKUX KaHAIOB YTeYKU WH(OPMAIINH, 3aKITI0YAIOIIHICS
B OTJICJICHUH MCTOYHUKA WH(POPMAITUU OT CPEJIbI PACIIPOCTPAHSHUS HETPEOIOJIMMBIM IS
HOcuTeNs HHPopMaIu 0apbepoM, Ha3bIBaeTCs: (BIOEpUTE OJIMH BapHAHT U3 MEPEUNCIICHHBIX )

DKpaHUpPOBaHUEM
-

OrpaHnyeHueM
C .

Jloxanmzanmen
-

W3onuposanuem

5) YkaxuTte Bce 1eHCTBUs, BKIIIOYaeMble B TIOHATHE aHTUBUPYCHOMN 3aIUTHI, COTJIACHO
MeroandeckuM gokymeHTam ®CTIK, conepxammux npoduin 3amutsl CAB3:
-
[IpensitcTBOBaHuKE «3apaxeHn0» 00bekToB B 1C
OO6HapykeHue BpeJOHOCHBIX KOMIIBIOTEPHBIX TPOrpaMM

r

r

I/ISOHI/IpOBaHI/Ie BPCAOHOCHBIX KOMIIBIOTCPHBIX ITPOTpaMmM

r
Y nanenue (GBapPaAKCHHBIX» 00BEKTOB

r

brnokxupoBanue «3apaxeHHbIX» 00BEKTOB

2.7 Cucmembvl obHapyscenus u npedomspaueHusi KOMNbIomepHvlx amax

1) OcHOBHBIM Ha3HAYEHHEM CHUCTEM OOHAPYKEHUS U MPEJOTBPAIICHHS] KOMIIBIOTEPHBIX
aTak sBJISICTCS:

MI/IHI/IMI/ISaI_[I/Iﬂ BCPOATHOCTU ycr[eIHHOﬁ pcan3ali aTaKu HApYHIIUTCIIEM
BrisBinenue HapymeHHﬁ MOJIUTUKHU 0€30IIaCHOCTH OpraHus3anuunu

BrisBnenue neiictBuii HapymuTenel 0e30nacHOCTH UHGOpMAIUH, THHOPMUPOBAHUE O TAKKIX
JEUCTBUAX

HcknroyeHne BO3MOKHOCTH peann3aliy KOMIIBIOTEPHOUN aTaku HaApyIIUTEIEM
2) Vkaxure Bce YA3BUMOCTHU, IPUCYIIHEC 000 CHCTEME KOHTPOJIA U pa3srpaHUYCHUs
JIOCTYTIa Ha OCHOBE MPUHIIUIIOB €€ padOTHI:

[IpenycmaTpuBarOT NpeIoCTaBlICHUE MPaB HOCTyIa CyObEeKTaM OJHOBPEMEHHO K IPYIIIIaM CXOIHBIX
00BEKTOB

He KOHTPOJIHPYIOT ):[ef/'ICTBI/IH IMMOJIL30BATECJIA B paMKax €ro IIOJIHOMOYHI B CUCTEME IIOCIIC yCHeIHOro
MMPOXOKACHUA aBTOpU3ALIUN



He nMeroT MexaHN3MOB OTpaHUYICHUS TIPaB MPUBHIICTHPOBAHHOTO TOJIE30BATEIIS CUCTEMBI
JomyckatoT ommb0YHOoe yCTIeITHOE MPOX0KISHIE MPOIeAyphl ayTeHTH(OUKAIAN

He nmo3BonsroT MHAMBHAYaIbHO HACTPOUTH IpaBa JOCTYHA K 00bEKTaM JUI KaKIOTO MOIb30BaTeNs
3) Vkaxwure Bce pe3yabTaThl, JOCTHKEHNE KOTOPBIX MOXKET 00ECIIEUYUTh HCIIOIh30BAHHE
CUCTEM OOHApY>KEHUs U MPEJOTBPAIICHNUS KOMITBIOTEPHBIX aTaK:
N . .
[TonHOE MCKITIOYEHNE BO3MOKHOCTH YCIICIITHOM peann3anul KOMITBIOTEPHON aTaku

Ilonmaas aBTOMaTH3AIHS O6H3.py>KCHI/IH IIOIIBITOK p€aIn3allii KOMIIBIOTEPHEBIX aTakK

-
-

ObHapyxeHue ysI3BUMBIX HACTPOEK, OMMNOOK KoHpuTrypanuu y3mos AC
-

ABTOMaTH3aLMs OOHAPYKEHHSI N3BECTHBIX aTak Ha OCHOBE CUTHATYP
-

Komniencarnus y;[3BPIMO0TCI>i, CUCTEM ayTeHTI/I(l)I/IKaLII/II/I MOJIb30BaTENEH
4) CornacHo KHaCCI/Iq)I/IKaLII/II/I CHUCTEM O6H8.py>KeHI/I${ U IIPCAOTBPAIICHUA KOMIIBIOTCPHBIX
aTak, IMocCJIC 3aBCPIICHHUA aTaK1 I[eﬁCTBYIOTI

f’_
CucTteMbl aHANTM3a )KYPHAJIOB PETUCTPALIUU
CucteMbl 00HapYKEHUST BTOPKEHUH
-
«Knaccnueckuey cructeMbl 0OHAPYKEHUsSI aTaKk
-

CucTeMbl aHANN3a 3aIUIICHHOCTH
5) Ykaxurte Bce BapuaHThl pa3MEILEHUSI CEHCOPOB CETEBOM CUCTEMbI OOHAPYKEHUS aTakK,
IPU KOTOPBIX TpahUK MEKAY JIOKAIbHON CEThIO U ceThi0 VIHTEpHET He KOHTPOJIUPYETCS:
-
[Tepen mapupyTuzatopom
[ o
B nemunmrapuzoBaHHOM 30He
-
Mesx 1ty MapIpyTH3aTOpOM H MEKCETEBBIM IKPaHOM
-
V cepBepa yaJeHHOTo 0CTyIa
-
3a MEXKCETEBBIM IKPAHOM

BreayauropHast caMocTosTebHas padoTa 00yJaroNIuXCcsl OCYIIECTBIISCTCS B BUAC H3YUCHHUS
JUTEPaATypHhI IO COOTBETCTBYIOIIEMY pa3Aeny ¢ mpopabOTKOM MaTepuana, MOArOTOBKHU K
1a00paTOPHO-TIPAKTUYECKUM  3aHSATHSM, BHIMIOTHCHUS WHIUBUAYAIBHBIX 3a/IaHUH (COCTaBICHUE
Tabnui, nogoop U onucanue caiitoB HTepHer)

Iloozomoseka « 1aboOpamopHo-npaKmuyecKkum  3aHAmMusAM TPOBOAUTCS B COOTBETCTBUU C
3aJIaHUSIMH, TIPEJCTaBICHHBIMU Ha oOpaszoBatenbHOM moptaiie ®I'BOY BO «MITY um. I'.N.
Hocogay.

HnousuoyanvHule 3a0anust.

coctaBieHue Tabmuil — 1o TeMam  «OCHOBHBIE CTaHAAPTHI B 001acTH MH(GOPMAIMOHHON
Oe30macHOCTHY, «CHCTEMbI O0OHAPYKEHUS U TIPEOTBPAIICHUS KOMITBIOTEPHBIX aTaky,;

non0op u onucanue caiitoB MHTepHET — 10 TeMe «OCHOBHBIE CTaHIAPTHI B 00JIaCTH
nHpopmarmoHHoM 6e3omacHocTY, «[lonmuTrka rocygapcTa B 001acTi HHOOPMAITMOHHOM
0€30MacHOCTH.



[Ipunoxenue 2

7 OIIeHO‘IHBIe cpeacrea AJisi MIPpOBECACHUSA l'[pOMQ)KyTO‘lHOﬁ arrecranuu

a) [lnanupyembie pe3yJbTaThbl 00yUYeHHS U OLlEHOYHbIE CPeACTBA /ISl POBEACHUS NMPOMEKYTOUHOM aTTecTAlNM:

Kon Nuaukatop JOCTHKEHUSI KOMIIETEHIUN
WHIUKATO

pa

OneHouHble CpeCTBA

I1K-1 Cnoco6HOCTh OnpeensTh nepBoHavyanbHble TpeboBanus 3aka3zurka K C u BoaMoxkHocTH ux peanu3anuu B MC Ha 3Tane npeAKOHTPAKTHBIX paboT

IK-1.1 [Tnanupyer paboThI o OIIpE/IETICHUIO
NepBOHAYaIbHBIX TpeboBaHMH 3akazunka Kk VIC u
BO3MOXXHOCTH UX peanuzauuu B UC

Ilpakmuueckue 3a0anusn

1.

2.

[ToaroroButk Tabmuiry " [lakeTbl aHTUBUPYCHBIX MIPOTPAMM ", UCIIOJNIB3YS JTIOObIE TOCTYITHBIE
HCTOYHUKU WH(POPMAITHH.

Hcnonb3ys 0uH U3 aNnrOpUTMOB CUMMETPUYHOTO MIU(GPOBAHUS, 3aIU(PPOBATH CBOU JIaHHBIE:
(haMuIHro, UMsI, OTYECTBO. BEITIOTHUTE MPOBEPKY, paciIu(poBaB MOYICHHOE COOOIICHHE.
Pa3paborate mporpamMmy, HpeACTaBISIIONIYI0 cOo00i ¢opMy HOCTynma K OMNpeleEHHBIM
WH(POPMAIIMOHHBIM pecypcaM Ha OCHOBE IMapoJisi: B KauecTBe MH(POPMAIMOHHOTO pecypca
WCIOJIb30BaTh JIF000H (ailsl nin npuioxeHue.

CdopmupoBaTh 3IEKTPOHHO-IIM(PPOBYIO MOAMUCH K COOOIICHHUIO (COTJACHO BapHaHTy) U
MIPOU3BECTH MTPOBEPKY IIETOCTHOCTH MPUHATOTO COOOIIECHHS.

PazpabGoraTe mporpamMmy HMHUTHPYIOUIYIO HEKOTOpHIE (COTJIACHO BapUAHTYy) JIEHCTBUS IO
MPENYNPERKACHUIO BUPYCHBIX YIpo3, OOHApPYXKEHUI0 U YJAJICHUIO BUPYCHBIX U JPYTUX
BPEJIOHOCHBIX IMPOTPAMM U TIOJITOTOBUTH OTYET O MPOJICITAHHOHN padoTe.

[1K-1.2 3HaeT HMHCTPYMEHTHI W METOJbl YIpaBJICHUS
TpeOOBaHUSIMHU

Konmponvuwviit mecm
1) VkaxuTe Bce BApUAHTBI TOTO, YTO MOKET SIBISITHCSI 0OBEKTOM 3aLUTHI HH(POpMAIUH,
npenycmorpennbie 'OCT «3amuta nnpopmaru. OCHOBHBIE TEPMUHBI U ONIPEICIICHUS:

-

-
-
-
-

Nudopmanus

Hocurens nnpopmanuu

Cucrema 00paboTKu HHPOPMALUH
HNudpopmanroHHast TEXHOJIOTHSI

WudopmaninoHHbIi mporecc




2) YkaxuTe Bce MPUHIIUIIBI, B COOTBETCTBUHU C KOTOPBIMH, COTJIACHO 3aK0OHY «O rocyaapcTBeHHON
TallHE», OCYLIECTBIISIETCS OTHECEHUE CBEJICHUM K TOCYIapCTBEHHOW TAHE U UX 3aCEKPECUMBAHUE:

CBOEBPEMEHHOCTH
3aKOHHOCTH
O00CHOBaHHOCTH
Llenecoobpasnoctu
Heob6xomumoctu

Homyctumoctu

0 A A I D R

CnpaBensiuBoCcTr
3) VYkaxure MOPSIOK CIEN0BAaHUS CIEAYIOUIMX MOHATUH B JIOTMYECKOM MOJIENIN peau3aluu
yrpo3bl 0e30macHOCTH MH(POPMALMU, COrJacHO MeToIuKe ONpe/eieHuss yrpo3 0e30MacHOCTH
uHpopManuu B MH(OPMAIMOHHBIX cucTeMax, paspaborannoir ®CTOK B 2015 r. B otsere
3alUIIATE TOCIEeN0BaTeNbHOCTh LU(pp 0e3 3amiAThiXx U mpobenoB (Hampumep: 1234): 1.
Va3sumocts; 2. HCJI k undopmanuu; 3. Yrposa; 4. IcTOUHUK yrpo3bl.
4) YkaxuTe Bce KpUNTOTrpaduyecKre alropuTMbl, 1J1s1 KOTOPBIX CYIIECTBYIOT ACHCTBYIOIIHNE
cranaptsl Poccuiickoit @enepanuu kareropuu Kpunrorpagpudeckas 3amura nHGOpMaluu:

-
[Totounsle mudpsl
-
bnounsie mmdps
-
AcCHUMMETpUYHBIE CUCTEMBI IIUPPOBAHUS
-
[TpoToko BEIpaOOTKH 0OIIEro Kito4ya
-

DyHKIMS XDIIUPOBAHUS
5) YkaxuTte Bce MOACUCTEMBI BXOJISIINE B COCTaB CUCTEMbI 0OecreueHus1 0€30MacHOCTH
nHpopManuu:
-
[Toacucrema KOHTPOJIS LIETOCTHOCTH
[Toncucrema NpOTOKOIMPOBAHMS U Ay IUTA

IToncucrema aHTUBUPYCHOM 3alIUTHI




=
Iloxcucrema 3amyUThl HOTOKOB

ITogcucrema KOHTPOJIA AOCTYyNA
6) YKaxxuTe Bce yrpo3bl, IS 3aIUTHI OT KOTOPHIX MEPBl TEXHUUECKOW 3alIUThl HH(POpMAIUU
paccmarpuBaroTcs Kak 3G QeKkTuBHbIC:

VYrpo3a HapylIeHus: AOCTYIMHOCTH HH(OpMauK B UH(OOPMALIMOHHON CUCTEME
VYrpo3a yTeuku pedeBoii u BU0BON HHGOPMAIUH 110 TEXHUYECKUM KaHaJIaM

Yrpo3a HECaHKIIMOHMPOBAHHOTO CheMa HH(popMaluu, 00padaTbIBAEMON TEXHUYECKUMHU
cpeacTBaMu

VYrpo3a HECaHKIMOHMPOBAHHOTO JOCTyHa IOCTOPOHHMX JIMI[ B IOMELIEHUs OOBEeKTa
nH(pOpMaTH3ALUN

Yrpo3bl, peaiuzyemble BIaJAeIblaMU apeHAyEMbIX XpPaHUINIL JaHHBIX
7) YkaxxuTe Bce MpUMEPhI TPUMEHEHHSI CTeTaHOrpadUIeCcKOi 3auiThl HHpopMaryu: (BEIOepuTe
BCE MOAXOJIAIINE BapUAHTHI)
-

r
r
r

Hcnonb3oBanue mudpa «pemerka Kapaano»
Hcnonb3oBanue mugppoBalbHOTO YCTPOHCTBA «CLIUTAIAY
Hanucanue TekcTa Ha peKOM SI3bIKE

Hcnonp3oBanne npueMoB Kaurpaduu
8) Ykaxute Bce 1eHiCTBHS, BKIOYaeMble B TIOHATHE aHTUBUPYCHOMN 3aIUTHI, COITIACHO

MeroandeckuM qokymeHTam @CTIK, conepxarux npodunu 3ammtel CAB3:
-

[IpensitcTBOBaHuE «3apaxeHnio» o0bekToB B M1C
-

OO6HapyxeHue BpeOHOCHBIX KOMITBIOTEPHBIX POrpamMm
-

N30nupoBaHue BPEJOHOCHBIX KOMITBIOTEPHBIX IPOTrpamMm
-

VY nanenue «3apakeHHBIX» 00bEKTOB
-

brnokupoBaHue «3apaxeHHbIX» 00BEKTOB

I1K-1.3

Brnaneer MmeToguKaMuy OMHUCAHUS U MOACIINPOBAHUS

Konmponvuviit mecm




OM3HEC-TIPOIIECCOB, CPEICTBAMHU MOJICITUPOBAHHUS
OM3HEC-TIPOIIECCOB

1) Yrpo3a 6e3onacHocTH HH(GOPMALIUH, COTJIACHO MeTOIMKe OnpeieeH s yIpo3 0e301MacHOCTH
uHpopManuy B UHPOPMALMOHHBIX cucTeMax, pazpaboranHod ®CTIK B 2015 r., Ha3bIBaeTcA
LeJICHAIIPaBICHHOH, €CITN

yrpo3a HarpaBjieHa Ha KOHKPETHYIO HH(OPMALIMOHHYIO CUCTEMY
HMCTOYHUKOM YIpO3bI SBIISIETCS YENOBEK, ACUCTBYIOUINI MpeAHAMEPEHHO

B pe3ysibTaTe peau3aluy yrpo3bl BIaAEIbLy HHPOPMALMOHHON CHCTEMbl HAHOCUTCS
MaTepHalbHbIN yIiepo

B pe3yJbTaTe peanu3aliy yrpo3bl HAPYIIUTEIh MOTy4aeT MaTepHATbHYIO HIIM HHYIO BBITOTY
2) Peanmzamusi yrposbl Oe3omacHocTH UWHGOpPMAIMU  CUMTAETCs, corjJacHo MeToauke
orpezeNieHus: yrpo3 6e30macHoCTH HHYOpMAIUK B MTHPOPMAITMOHHBIX CUCTEMAX, pa3paboTaHHON
OCTOK B 2015 r., okaspIBaoIel BO3JEHCTBHE Ha KOHKPETHOE CBOMCTBO 0O€30MacHOCTH
nH(OPMAIIHAH, €CITU B PE3YJIbTATE PEATU3allMN YIPO3bl 0€30MacCHOCTH HH(POPMAITUH:

Bo3MoKHBI HeXeNaTenbHbIe ASUCTBHUS ¢ MHPOPMAaLUEi, OTHOCSAIINECS K TaHHOMY CBOMCTBY
6e30macHOCTH HHpOpMaLUU

HexenarenbHble geiicTBus ¢ uH(poOpMaluei, OTHOCAIIMECS K JIaHHOMY CBOMCTBY
0e30MacHOCTH HH(OPMALIUY, UMEIOT 1I0CTAaTOYHYIO BEPOATHOCTb OCYIIETBICHUS HApYIIUTEIEM

HexenarenbHble nelictBug ¢ uH(pOpMalued, OTHOCSIIMECS K JaHHOMY CBOWCTBY
0e30MacHOCTH HH(OPMALIUY, UMEIOT BBICOKYIO BEPOSTHOCTD pealln3allii HapyIIUTEIeM

Hewnz6exHO OyIyT OCYIIECTBICHBI HEXKEIATebHbIC ICUCTBHS C HH(OpMAIHEH, OTHOCSTITHECS
K TaHHOMY CBOMCTBY Oe30macHOCTH HH(pOpMaIIUU
3) o crmoco6am ocyIecTBICHHs] MEPhI 00ECTICUCHHUS 3aIUThHI HH(OPMAITUH TOIPa3IesSIOTCS Ha:

e
33KOHO)I&TCJ'II)HLIG, MOPaJIbHO-3TUYCCKHUCE, AJIMUHHUCTPATHBHEIC,

OpPraHru3allMOHHO-TEXHUYCCKHUE, MPOTrPaMMHO-TEXHUYCCKHEC

3aKOHOlIaTeJ'II)HBIe, MOPAJIIbHO-OTHYCCKHC, AIMUHUCTPATUBHEBIC, OpraHn3allnOHHBIC,
IpOorpaMMHO-TCXHUYCCKUC

Opranu3annonsble, Kpunrorpadgudyeckue, Mepsl TexHuueckoit 31, creranorpaduueckue

I
3aKOHO,Z[aTeJ'IBHBIe, MOPAJILHO-9TUYCCKHUC, AIMUHHUCTPATHBHBLIC,




OpraHM3aMOHHO-TEXHUYECKHE
4) B npouecce uaeHTUPHUKAIMHA CYOBEKT MPEACTaBIsIeT cucTeMe (BbIOEpUTE OJMH BApHAHT U3
MePEYHCIICHHBIX )

HH,I[I/IBI/I,I[yaJ'IBHHﬁ KJIIOY I10JIb30BAaTCIIA
Haponb I10JIB30BaTECIIA

W nenTudukaTop moab30BaTes
5) Hagexxnocts kpunrorpadudeckoit cuctembl RSA ocHOBBIBaeTCs Ha CI0KHOCTH 3aJauu:
(BBIOEpUTE OJIMH BapUAHT U3 [IEPEUNCIICHHBIX )

i
Haxoxnaenns 06paTHOFO 9JICMCHTA KOHCYHOI'O ITOJIA

i
daxTopuzanuu (paznokeHus: HaTypalTbHOTO YKCIIA Ha TPOCThIE MHOKUTEIH)

i
Bo3BeneHus siaeMeHTa KOHEUHOIO MOJIsI B CTEIIEHb

i
JuckpetHoro norapuMupoBaHUs

6) HaBsi3pIBaTh T UM MHBIE ICHCTBUS a0OHEHTaM CTeraHOTpaHuecKoi CUCTEMbI HAPYIIUTENb
MOXET, peanu3ys yrpo3y (BbIOEpPUTE OJJMH BaAPUAHT U3 MEPEUNCICHHBIX )

- .
[TonmensI creranorpaguyeckoro KOHTelHepa

i
[TogmeHBI CKPBITOTO COOOIICHUS

i
Pazpyienust CKpeITOro CooOIeHust

. o
Pa3pYI_HCHI/ISI CTCFaHOFPa(I)I/I‘-IeCKOl"O KOHTCUHEPpa

7) TexHnueckuil KaHaJl yTeYKU HHGOPMALIUU XapaKTEPU3yeTCsl TeEM, UTO: (BbIOEpUTE OJUH
BapHaHT U3 NIEPEUNCIICHHBIX )

i
3JIOYMBIH_IJ'ICHHI/IK HCIIOJIB3YCT TCXHUYCCKOC CPCACTBO ChEMaA I/IH(I)OpMaI_[I/II/I

i .
PacnipocTpanenne napopMannm CBsI3aHO ¢ pabOTON TEXHUUYECKHUX CPEJICTB;

i
HepenaBaeMaﬂ I/IH(i)OpMaHI/ISI ImpurogHa ajis BOCIIPUATHA TOJIbKO TEXHUYCCKUMHA CPEACTBAMU

i
HcTouHnkoM HHpOpMAIUH SIBISIETCS TEXHUUECKOE CPEICTBO 00pabOTKH MH(POpMAIIUU

8) OCHOBHBIM Ha3HAUYEHHUEM CHUCTEM OOHApY>KEHUS U MPEJOTBPAIICHNS KOMIIBIOTEPHBIX aTak
SIBJISICTCSL:




MuHrMH3a1Ms BEPOSTHOCTH YCIIEITHOW peainu3aliy aTakyu HapyLIUTEIeM
BrisiBieHre HapylIIeHUH TOJIUTUKY 0€30I1aCHOCTH OpraHu3alun

BrisBiienue aeiicTBuii HapymmTenei 6e3omacHocTr HHGOpMAIK, HHOOPMUPOBAHHUE O TAKUX
NEUCTBUIX

VckimroueHne BO3MOKHOCTH pealn3alui KOMIbIOTEPHOM aTaku HapyIIUTEIEM




0) Ilopsinoxk mpoBeneHUs] MPOMEKYTOYHOH aTTeCTALMH, NMOKa3aTeJld W KPUTePHH
OLICHUBAHUS:

[IpomesxyTounas arrectanus no aucuuruinie «Madopmanmonnas 6e30macHOCTh U 3aIUTa
UH(pOpPMAaLMN» BKIIOYAET TEOPETUUYECKUE BOIPOCHI, MO3BOJISIONINE OLEHUTh YPOBEHb YCBOEHUS
00y4aroIUMuUCs 3HAHUHM, U MPAKTUYECKUE 3aJlaHMsl, BBIABISIONINE CTENEHb C(HOPMUPOBAHHOCTU
YMEHHH U BIIaJICHUI.

[IpomexxyTounasi arrecTanus MO AAHHOW AMCLUUIUIMHE MPOBOAUTCS B (popme 3auera c
OLIEHKOH. 3auer npoBoAMTCS B OPME UTOTOBOIO TECTUPOBAHHUS [10 TEOPETUUECKOMY MaTepUaly
Y BBIIIOJIHEHUS] HUTOTOBOI'0 IIPAKTUUYECKOT'0 3a/1aHus Ha KoMIbloTepe. K nToroBoMy TeCTUpOBaHUIO
JIOITYCKAIOTCS TOJIBKO T€ CTYJEHTbI, KOTOPbIE OTUUTAIUCH 10 BceM (hopMaM TEKYIIEro KOHTPOJIS
(mabopaTtopHble pabOTHI, TEKylIee TECTHPOBAHHWE — KaXKJI0€ TECTOBOE 3a/aHUE JIOJDKHO OBITh
BBINIOJIHEHO He MeHee ueM Ha 50 %). [To pe3ynbTrary BBIIOIHEHUS HTOIOBOTO TECTOBOTO 33IaHHs
BbICTaBIIsAeTCS OlleHKa. OIeHKa MO MPOMEXYTOYHOW aTTecTallMd 3aBUCUT OT pE3yJbTaTOB
TEKYLEro KOHTPOJI, OLEHKM 3a HTOrOBOE TECTOBOE 3aJaHWE M OLIEHKM 3a HMTOIrOBOE
IIPAKTUYECKOE 3aJJaHHeE.

Ilepeuenv mem 011 nOO20MOBKU K 3a4emy:
. OcHoBBI MH(OPMaLIMOHHON 6e30nacHOCTH. OCHOBHBIE MOHATHS U ONPEEeICHHS
. ITomutuka rocynapcTa B 006J1acTi HHPOPMALMOHHOM 6€3011aCHOCTH
. YTpo3bl ¥ HapyLIUTEau 0€30MacHOCTH UH(DOPMAIIH.
. Mogens yrpo3 GezonacHoctu HH(popMauu
. Mepsbl obecrnieueHus 3auThl HHPOpMaluu
. OpranuzanoHHbIE MEPHI 3aIUTHI HHPOPMALUH
. MeTo/1bl KOHTPOJIS U pa3rpaHUdYeHUs] JOCTyMa
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. UcTtopuueckuii 0630p kpuntorpadguyeckux METOI0B 3alUThl HHOPMaLIUU
9. Kpunrorpaduieckue MeToabl 321U Thl HHGOPMAITUH

10. Creranorpaduueckas 3amnura nHGopMaIuu

11. Texaudeckas 3amura nHOOpMAITUN

12. TIporpaMMHO-TEXHUYECKUE MEPHI 3aIIUThI HH()OPMALIUN

13. TlonuTrka 6€30MacHOCTH OpraHU3AIHH

14. Cuctembl 0OHapyKEHMsI U TPEIOTBPALICHHUS] KOMITBIOTEPHBIX aTaK

15. OcHoBHBIE CTaHAAPTHI B 0071aCTH HHGOPMAITMOHHON O€30MTaCHOCTH

Hmoecosoe mecmosoe 3a0anue conepkut 30 TEOPETUUECKUX BOMPOCOB, KAXKIBIN
IIPaBUJIbHBIN OTBET olleHuBaeTcs B 1 6amt. Kpurtepuii orileHMBaHMsI UTOTOBOTO TECTA!
— Ha OlEHKY «omauunoy — 25-30 6ayos;

— Ha OLEHKY «xopouioy — 20-24 6annos;
— Ha ONEHKY «ydosiemsopumenvhoy — 10-19 Gamnos;
— Ha OLEHKY «HeyodogremseopumenvHo» — MeHnee 10 6amios.

HUmoeosoe npakmuieckoe 3a0anue OpeaACTaBJIACT 000 KOMILJICKCHOE 3alaHueC, KOTOPOC
H€06XOJII/IMO BBITIOJTHUTh Ha KOMIIBIOTEPCE. OrneHuBaHNe IMPAKTUYCCKOr'0 3alaHUus: 3a4¥meHo NI
He 3a4meHOo

Ilokazamenu u Kpumepuu oyeHu6aAHUA 3auema:

— Ha OLIGHKY «OMIUYHO» CTYJEHT JEMOHCTPHUPYET BBICOKHI ypOoBEHb C(POPMHUPOBAHHOCTU
KOMIIETEHIIN, TOKa3bIBAET BHICOKUN YPOBEHb 3HAHUI HE TOJBKO Ha YPOBHE BOCIIPOU3BEIACHHUS U
00BsICHEHUS] TEOPETHUECKON MHGOpPMaIuU, HO U WHTEJUIEKTyallbHbIE HABBIKHU 1O 00ECIeUeHHUIO
nH(pOpMallMOHHON 0€30MacHOCTH U 3alluTe HHGOPMAIUU, HAaXOXKACHUS YHUKAJIBHBIX OTBETOB K



npobiieMaM, CBOOOJHO BBIMOJHSET MPAaKTHUYECKHUE 3a7aHus, CBOOOJHO ONEpUPYET 3HAHUSIMU,
YMEHMSIMU, IPUMEHSIET UX B CUTYyallUsIX TOBBILIEHHON CII0XKHOCTH;

— Ha OLEHKY «XOpouio» CTYICHT JIEMOHCTPUPYET CPEAHUN YpOBEHb C(OPMHUPOBAHHOCTH
KOMIIETEHIIMH, TOKa3bIBAaeT 3HAHUS HE TOJBKO HAa YPOBHE BOCIPOU3BEICHHS U OOBICHEHUS
uHpOpPMaLMK, HO M XOPOIIME HABBIKM MO OOecredyeHuI0 WH(OPMAIMOHHON Oe30MacHOCTH U
3amuTe UH(QOpPMAIMK: OCHOBHBIE 3HAHMSI, YMEHUSI OCBOCHBI, HO JIOMYCKAIOTCSl HE3HAUUTEIbHbIE
OIIMOKHU, HETOYHOCTH, 3aTPYTHEHUS [TPH AHATUTUUECKUX ONEPALUX, IEPEHOCE 3HAHUHN U YMEHHI
Ha HOBBIE, HECTAHIAPTHBIE CUTYaLlUU;

— Ha OUEHKY «y008/1emeopumenvHoy CTYACHT JIEMOHCTPUPYET MOPOTOBBIM YpOBEHb
c(OPMHPOBAHHOCTH KOMIICTCHLIMH, MOKa3bIBA€T 3HAHWS HAa YPOBHE BOCIPOM3BEACHUS U
00bsicHeHus1 WH(GOpPMAIMK, HABBIKM BBIMOJHEHHUS MNPOCTEHIIMX 3aJaHUil 1O 00ecrneueHUIo
UH(POPMALIMOHHON 06€30IaCHOCTH M 3aIIUTe WHPOPMALIUH, TIPOSBISIETCS OTCYTCTBUE OTICIBHBIX
3HaHUH, yYMEHHH, HAaBBIKOB, OOYYAIOUIMICS HWCIBITHIBACT 3HAYUTEIbHBIC 3aTPYIHECHUS IPH
ONEPUPOBAHUU 3HAHUSIMU U YMEHUSMU IIPU UX [IEPEHOCE HA HOBBIE CUTYAIINH;

— Ha OLICHKY «Hey00811em8opumeibHO»CTYICHT HEe MOXKET TOKa3aTh 3HAaHUS Ha YPOBHE
BOCTIPOM3BEJCHUSI U OOBsSCHEHUS WMH(GOpMAallMU, HE MOXET IOKa3aTh HABBIKU O00ECHEUYEeHUIO
nH(GOPMaLMOHHON 0E€30MaCHOCTHU U 3allUTe HH(OPMAaLIUU.



