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1 Iles1u ocBOCHUS TN CHMILTHHBI (MOYJI51)

Henp aucuumianabl «MeTonbl M CpeAcTBa 3alUThl MHPOpMAIUN» - cPOPMUPOBATH Y
0akamaBpOB KOMIIETCHIIMM B 00JIaCTH 0OECIIEYeHUsI OXPAHBI 3I0POBbS U )KU3HHU O0yUYaIOIIHUXCS
pu 00paIIeHNnH C KOMITBIOTEPHOM TEXHUKOW U MPOTPAMMHBIM 00€CIIeUeHUEM U, B 0COOCHHOCTH,
B 00JIACTH TPUMEHECHHSI PA3IMYHBIX CETEBBIX TEXHOJOTHH, a TaKKe MPAKTUYCCKUX HABBIKOB
obecrieueHus 3anuThl HHPOPMALMK B CUCTeMax o0paboTku mHbopmaruu. [lomyants 6a30BbIe
3HAHMS, YMEHUS M HAaBBIKM B OOJACTM METOJOB 3allUThl WH(OpPMALUU IS TMOAACPKKU
JESTEIIbHOCTH 00Y4aloIIUXCsl B yueOHO-BOCIIUTATEILHOM IPOLIECCE U BHEYPOUHOU paboTe; st
co3manusi, GOPMUPOBAHUS U aJIMUHUCTPUPOBAHUS JCKTPOHHBIX 00Pa30BATEIBHBIX PECYPCOB C
TpeOyeMbIM YPOBHEM 0€3011aCHOCTH

2 MecTo THCHUIIMHBI (MOYJIAA) B CTPYKTYpPe 00pa30BaTe/JIbHOI MporpaMMal

Jucuuruimaa MeTopl ¥ CpeAcTBa 3alIUThl HHPOPMALMU BXOIUT B 0053aTENbYI0 YacTh
yueOHOro 11aHa 00pa3oBaTeIbHON MPOTrPaMMBI.

JUia  u3ydeHus  AMCUMIUIMHBI  HEOOXOAMMBI  3HAaHUS  (YMEHMs,  BJaJEHUs),
c(hOpMHUPOBAHHBIE B Pe3yJIbTaTE U3yUEHUS TUCIUILINH/ PAKTUK:

beszonacHOCTh KH3HEACATETLHOCTH

3HaHus (YMEHHUs, BIAJEHUS), MOTYYCHHbIE IPU U3yYECHUH AAHHON AUCLHUILIIMHBI OyayT
HEOOXOAUMBI JUISl U3yYCHUS TUCIUTLTH/TIPAKTHK:

Nudopmannonnas 6€30MacHOCTh B CUCTEME OTKPHITOTO 00pa3oBaHus

3 Komnerenuun ody4aromierocs, (popMupyemMbie B pe3y/ibTaTe 0CBOCHUS

AUCHUILINHBI (MOAYJIS) ¥ IJIAHUPYeEMble Pe3yJIbTAThl 00y4eHu st

B pesynabTare ocBoeHMs IUCHUIUIMHBI (Monyins) «MeToisl M CpelICTBA 3allluThl
uHpOpMaLUN» 00yJaroLUiics JOJKEeH 00J1aaTh CIeIyIOIUMH KOMIIETEHIIUSAMU:

Kon nanukaTopa WNHaukaTop TOCTHKEHUS KOMIIETCHITUN

VK-8 CrnocoGen co3maBaTh W TOMIEP)KUBATH B TOBCEIHEBHOM >KHM3HM W B NPOQPECCHOHATBHOM
JIeATEIIbHOCTA O€30TacHble YCIIOBUS O KH3HENEATEIIbHOCTH I COXPaHEHHWS TMPHUPOIHON Cpellbl,
obecrieueHrsT yCTOWYMBOTO pa3BUTHS OOIMIECTBA, B TOM YHCIE IPH YIpo3e U BO3HUKHOBEHHH
Ype3BBIYAIHBIX CUTYAIIUI U BOCHHBIX KOH(IUKTOB

YK-8.1 AHanusupyeT U UIeHTUUIUPYET PaKTOPbI ONACHOTO U BPEIHOTO BIUSHUS
3JIEMEHTOB Cpe/ibl OOMTaHUS (TEXHUYECKUX CPEJICTB, TEXHOJIOTMYECKUX
IIPOLIECCOB, MAaTEPHUANIOB, 3JaHUM U  COOPYXKEHUM, MPUPOIHBIX H
COLIMAJIbHBIX SBJICHUN)

VK-8.2 BrisiBnsieT nmpo0ieMbl, CBsI3aHHBIE C HAPYHICHUSIMU TEXHUKH 0€30MacHOCTH
Ha paboueM MecTe; TMpeJiaraeT MEPONPHUATHIX IO MPEAOTBPAIICHUIO
Ype3BbIYaHBIX CUTYaAILIUH

YK-8.3 Pa3pscHser mnpaBuna NOBENEHUS IPU BO3HUKHOBEHHWH YpPE3BbIYANHBIX
CUTyallull TPUPOJHOTO U TEXHOTCHHOI'O ITPOMCXOXICHHUS; OKa3bIBaeT
NEPBYIO IOMOIIb, OMHMCHIBAET CIIOCOOBI y4acTHsi B BOCCTAHOBUTEIIBHBIX
MEPOIPUITHIX




4. CTpyKTypa, 00bEéM U coep:KkaHue TUCHUIIMHBI (MOAYJIs)
OO0mas TpyI0€MKOCTh JUCIUIUIMHBI COCTABISIET 4 3a4eTHBIX enuHull 144 akaa. 4acoB, B TOM

YUCJIC:

— KOHTaKTHas pabora — 76,1 akaj. 4acos:
— ayIUTOpHAs — /2 aKaJl. 9acoB;
— BHeaynutopHas — 4,1 akan. yacos

— caMoCTOsTeNbHAs paboTa — 32,2 akaJl. 4acoB;

— MOJTOTOBKA K dK3aMeHy — 35,7 akaj. yaca

®dopma aTTecTaluy - SK3aMEH

AynuropHas 3 s
o | xomraxTHAs pabota E 5 dopma TEKyIIEro
=
= B aKajl. 4acax 5} Bu KOHTPOJIS
Paszen/ Tema 3 (B axaz. yacax) g B A y P Kox
S 3 ©| caMOCTOSTEIBHOM YCIIEBaEMOCTH U
JHACUIHTLIAHBL 3 [ 6 o KOMIIETEHIIHH
@) . . g & paboTer MPOMEKYTOTHOM
mab. |mpaxr. 3
Tex. o EaH 5 g| aTTecTaluu
1. HopmaruBHO-TIpaBOBEIC
OCHOBBI 3aIIUTHl HH)OpMAIIUU
1.1 CyuiHocTh ¥ HOHATHE
UH()OPMAILIIOHHON
0€30IacCHOCTH M 3aIllUTHI
uH(popMaIu
OCHOBHEBIE TTOHSTHS.
3HaueHne KoncnexkrupoBan
o He y4eOHBIX
UH(POPMAITOHHOM M
MaTepuajaoB
0e30IMacHOCTH IS p
CaMoCTOATEIEHOE
cyOBEKTOB HSVaeHHe TectupoBanue
UH()OPMAIIIOHHBIX 4 2 2 qeygﬁoi/i " JIP 1 «Hane:xHOCTh 1 VK-8.1
otHouieHui. [lonsTne wu yHa Hoi JIOCTOBEPHOCTH '
CYLIHOCTb 3QIIUTHI nnTeY[;T o UHPOpMAIIH»
uHpopmarmu. Llemn wu I paryp
OJIFOTOBKA K
KOHIICNTYaJIbHbIE OCHOBBI 6ﬂ
J1a00paTOPHOM
3aIUTHI nHpOpMaIUH. patop y
3aHATHIO
Kpurepuu, ycnosus u
TIPUHIIATIBI OTHECEHUS
uH(popMaIu K
3amumaemort. Hocurenu 7
3aMIUIIaeMoOu
12 [IpaBoBoe
KoHncniexktupoBan
o0OecreueHne - TectupoBanue
. He yueOHBIX
UHPOPMAIIOHHOM MaT}; AT0B BricTymnenne Ha
0e30IacHOCTH M 3aIUTHI P cemuHape 1o JIP2
CaMOoCTOSITEIbHOE
UHpOpMaIH HSVHeHHe «3aKoHOIaTeIbHas 1
Hasnauenue u ctpykrypa v N HOPMaTHBHO-TIPABOBas
ebHO
HOM U
MPaBOBOTO  OOecreueHUst y;a Hoi 0aza oOecrieueHHs
3aIUTHI nHpOpManuu. e};; vp UHPOPMAIIOHHOH
JIATEPaTyPHI
TIpaBoBbIe OCHOBEI 0€30IaCHOCTH
4 4/41 2 TToaroroBka k VK-8.1
3amuTel  “HQOpPMANHUK B A
CEMHHAPCKOMY
OpraHu3anuu. SaHsTHIO 110 JIP 2: Brictymnenue Ha
MesxyHapoiHbIe n npopa6oTKa ' cemuHape 1o JIP3
HalMOHAIbHEIE HAVIHO «Crannmaptel u
CTANIApTLL " METOZ[yI/II{‘IECK()ﬁ crielHGUKalH B
cnenupuKayuu B 001acTH HTePATVDLL o0macTu
UBb. CoBpemeHHbIE ﬂofna;’i ’ UHPOPMAITOHHOH
CTaHIapThl B  oOmacTu pe3eHTALHS 0€30MacHOCTI
YIpaBIEHUS puckaMu p




Uroro no pazaeny 8 | 6/41 | | 4 |
2. Knaccudpukauus yrpos u
METOJIOB 3aIUTHl HH()OPMAIHH
2.1 Buapl ¥ WCTOYHHKH
yrpo3 HMH(QOPMAIOHHOM
6e3omacHoOCTH
Koncnextuposan
Vrpo3st
N ue y4eOHBIX
UH(POPMAIIIOHHOH
MaTepuanoB
0e30MacHOCTH W 3alIHuTHI
CamocrosTensHoe
uH(popMaIuH. TectupoBanue
Jecrabunusupyroriee HsyHeHHme JIP 4 «Knaccuduxanus VK81,
BO3/EHCTBUE Ha 6 6/21 4.2 y11e6HOM 1 03 IPeIMETHOM YK-8.2,
Hay4YHOHI yrpos 1p YK-8.3
3aIIUIIAEMYIO obnacT»
JIUTEPaTyphl
UH()OPMAIHIO.
IloaroroBka k
Knaccudpukauus  BHIOB
. nabopaTopHOMY
yrpo3 HMH(QOPMAIOHHOM
3aHATHIO
6e3omacHoOCTH o
pa3NMYHBIM  I[IPH3HAKaM.
HecankunonnpoBanHbIit
Koncnextuposan
2.2 Knaccudukanus u P
ue y4eOHbIX
XapaKTepUCTHKA
MarepuaoB
OCHOBHBIX ~ METOJIOB H
U — CaMocrosTensHoe TectupoBanue
p H3yUCHHE Dcce «MeToIb! 3alUThI VK-8.1,
Metoabt 3aIIUTHI 4 2 N
yueOHOil u uHpopmauu YK-8.2
uHpopmaru.  CriocoOsI N N
Hay9IHOH npeaMETHOH o0acTu»
3alIHUTHI nHpOpMaLIUH.
JIUTEPATypPhI
CpencrBa 3alIUTHI
Hanwucanue scce-
HHPOpMAIIH
paccyxxaeHus
Hroro no pazaeny 10 | 6/21 6,2
3. YpoBHH 3aIIUTHI
HHPOPMAITUH:
aJIMUHHUCTPAaTUBHBIH,
MPOTrPaMMHBIH,
Kpunrorpapuyeckuii
TEXHUYECKHI
KoncnektupoBan
. ue yaeOHbIX
3.1 AIMUHHCTPaTUBHBIN i
MaTepHaJoB
ypoBeHb obecnieuenus: b
CamocTrosTenpHoe
TTomutuka OGe30macHOCTH. TectupoBanue
U3y4yeHue
IIporpamma . Brictynnenue Ha
yueOHOM U
6esomacHocty.  OneHka . cemunape 1o JIP 5
o Hay4HOH
PHUCKOB u 6a3oBbIii «ITonutuka
JUTEPATyPhI N
YpPOBEHb 3aIIUTEHL. nH()OPMATOHHON
IloaroroBka k
VYrpasneHnue nepcoHaioMm. 6e30macHOCTH YK-8.1,
CEeMHUHAPCKOMY
dusnueckas 3aIUTA. 4 8/61 7 JIP 6 «Aynur VK-8.2,
3anstuio mno JIP 4: .
Ilonnep:xanue 3aLUIIEHHOCTH CeTei» YK-8.3
popaboTKa
paboToCIIOCOOHOCTH. HAVIHO JIP 7 «IlaponbHas
PearupoBanue Ha v . 3alUTa U MEHEIDKEPHI
METOIUYECKOM N
HapyIICHHS pexumMa HTEDATYDbL napoJei»
G€30MMaCHOCTH. paTypbl, JIP 8 «MaccoBas
JIOKJIaz 1
IInanupoBanue pacchUIKa IHCEM)
Npe3eHTaLus
BOCCTAHOBHUTCJIIbHBIX
ITogroroBka k
pabor
1ab0paTOpHOMY

3aHATHUIO




3.2 IporpamMmHbIe

CpeicTBa 3aIIUThI TectupoBanue
HHpOpMAIIH KoncnekrtupoBan JIP 9 «3amiuta ot
3amuTa  MPOTPaMMHOTO ue y4eOHbIX  |HEeCAaHKIMOHHUPOBAHHOTO
obecrieyeHust oT MaTepuanoB JOCTyTa K
HECAaHKIIMOHHUPOBAHHOTO CamocTosaTenpHOe nH}OpMaLII»
nmocryna. Kpatkuit 0630p H3y4YeHHe JIP 10 «3amrura VK81
CYIIECTBYIOUIUX HA PHIHKE 4 12 4 y4aeOHO# 1 nHdopMany B VK 8. 2‘
CpenCTB 3aIIUTHI HaY4HOH JIOKyMEHTaX» '
uH(popMauu oT JIUTEPaTyphl JIP 11 «Y nanenue
HECAaHKIMOHHPOBAHHOTO IoaroToBka K uHpOpMAITHID)
Joctyna. 3agaya 3aluThl nabopaTopHOMY JIP 12
oT BMeIIaTeIbCTBA 3aHSTHUIO «BoccTaHoBeHHE
MOCTOPOHHHUX ~ JIAI[ U JTAHHBIX)
annapaTHbIE CpezcTBa
3.3 Bupycsr u
AQHTUBHPYCHBIE CPEICTBA
Onpenesnenue
KOMITBIOTEPHBIX BHPYCOB. KoncnektupoBan
Knaccupukanus ue y4eOHBIX
KOMITBIOTEPHBIX BHPYCOB. MarepuanoB
TIpuznaku 3apayKeHHUsI. CaMocTosTeNnbHOe VK-8.1,
2 1 TectupoBanue
TIpodpunakruka U3y4YeHHE YK-8.2
3apaKeHHUsI. yueOHOM U
IIporpammusie Hay4yHOH
AHTUBHPYCHBIC CPE/ICTBA. JUTEPATyphI
CtpyKTypa aHTUBUPYCHOU
nporpamMMsbl.  TIpHHITHITBL
BEIOOpA CHUTHATYpBI
3.4 Kpunrorpagpuueckue
p rpag KoncnexrupoBan
METOJIBI 3aLHTHI
ue y4eOHbIX TectupoBanue
Meroapl  KpUNTOrpadu.
MaTepHaIoB JIP 13 «3amuTa
CpencrtBa
. CamocTosaTenbHOe uHpopmaru ¢
Kpunrorpapuaeckon
n3ydeHue TIOMOIIIBIO
3aIUTHI uHbOpMaIUH. N VK-8.1,
4 | 4/41 10 yueOHOM U KpUnrorpadum»
Kpunrorpapuueckue o VK-8.2
Hay4YHOU JIP 14 «3amura
HpCOGpasOBAHHS. JUTEPATyphI nuHbopmaru ¢
Iudposanue u patyp p
IloaroroBka k IIOMOILIBIO
nemudpoBaHue
uncbopmar,  [ugposas 1ab0paTOpHOMY cTeraHorpadum»
P ’ p 3aHATUIO
TIOAITICh
KoncnektupoBan
3.5 TexHuyeckue P
ue yaeOHbIX
cpexacTBa 3aIIUTHI
- MarepuanoB
P CamocTosITEIbHOE VK-8.1,
WmxenepHast 3aIuTa 4 TectupoBanue
U3y4eHue YK-8.2
00BEKTOB, 3aIUTa .
y4eOHOi u
MHQOpPMAIIMH OT YTEYKH .
Hay9IHOH
M0 TEXHUYECKUM KaHaJIaM
JIUTEPATYPHI
Uroro no pazneny 18 (24/101 22
Wroro 3a cemectp 36 |36/161 32,2 JK3aMeH
Uroro no pucnumiuze 36 |36/161 32,2 JK3aMeH




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

IIpu npoBefeHHMH 3aHATHM M OpraHM3allUM CaMOCTOSATENIbHOW paboThl OakajaaBpoB
UC-TIOJIb3YIOTCSL:

TpaauumoHHble TEXHOJIOrMM OOy4YeHHMs, MpeAroJararmue nepeaadyy HHQOpMaLuu B
ro-TOBOM Buze, (GOopMHpOBaHHE YYEOHBIX YMEHHH TO o00pasly: JeKIUSA-U3JI0KEHHE,
JEKIHA-00BsCHEHUE, JIA0OpaTOPHBIC padOTHI, KOHTPOJIbHAS paboTa u JIIp.

Hcnonp30Banue TpaguIIMOHHBIX TEXHOJOTHIA 00eCTIeYMBAEeT OPHUEHTUPOBAHUE CTY/IEHTA
B MOTOKE HMH(OpMaIUK, CBSI3aHHOM C pa3IMYHBIMU IOJXOAAMU K ONPENIEICHUIO0 CYIIHOCTH,
CO-JIep)KaHUs, METOJOB, (OPM pPa3BUTHA M CaMOPa3BUTHs JMYHOCTH; CaMOONpEAEICHHE B
BbIOOpE ONTHMAJIbHOIO MYTM H CHOCOOOB JIMYHOCTHO-IPO(PECCHOHATIBHOIO Pa3BUTHS;
CHUCTEMAaTH3allMi0 3HAHW, MOJyYEHHBIX CTyJEHTaMH B Tpolecce ayauTOpPHOH U
camocCTosTeNIbHOW paloThl. JlabopaTopHble 3aHATHS 00ECHEUMBAIOT PAa3BUTHE M 3aKpeIlICHUE
YMEHUH ¥ HaBBIKOB ONpEAETICHUS LeJIel U 3a/1a4 CaMOpa3BUTHS, a TaKKe MPUHATHS Haubosee
3¢ (EeKTUBHBIX PELICHUH [0 UX PeaT3aLiH.

WuTepakTuBHble (HOpMBI O0Y4EHUS, MPEIANOIaralollie OpPraHMu3alui0 OOydeHUs Kak
IPOAYKTUBHOM TBOPYECKOH JIEATEILHOCTH B PEXKUME B3aUMOICHCTBHSI CTYACHTOB JPYT C IPYroM
U C IIPENo/iaBaTeieM

Hcnonb3oBaHue HMHTEPAKTUBHBIX  OOPa30BaTENIbHBIX  TEXHOJOIMH  CHOCOOCTBYET
MOBBIIIICHUIO WHTEPECa M MOTUBAIMH YYAIINXCS, aKTUBU3AIMHA MBICIIUTEIILHON IESTEIFHOCTH U
TBOPYECKOI'0 IOTEHIMaja CTYIEHTOB, jenaeT Oojee 3()(EeKTUBHBIM YCBOEHHE Marepuana,
MIO3BOJISIET MHIMBUIYAIH3UPOBATh 00y4CHNE U BBECTH SKCTPEHHYIO KOPPEKIIHIO 3HAHHIA.

IIpu mpoBeaeHHH 1a0OPATOPHBIX 3aHATHH HCHOJB3YIOTCA TIpymmoBas pabora,
TEXHOJIOTUSI KOJUIGKTUBHOW TBOPYECKOH JEATEIBHOCTH, TEXHOJIOTHS COTPYAHNYECTBA. JlaHHBIE
TEXHOJIOTUM 00€CHeunBalOT BHICOKMI YPOBEHb YCBOCHUS CTYAEHTaMU 3HAHUM, 3P PeKTUBHOE U
YCIIEIIHOE OBJIAZICHWE YMEHHSIMH ¥ HaBbIKAMH B TIPEAMETHOH 001actH, (GOpPMHPYIOT
IIO3HABATEJIbHYIO NOTPEOHOCTh U HEOOXOAMMOCTD JalbHENIIEro caMo0Opa3oBaHusl, IO3BOJISAIOT
AKTHBU3MPOBATh MCCIEIOBATENbCKYIO AEATEIbHOCTh, 00ecneunBatoT 3PPEeKTUBHBIN KOHTPOIb
YCBOCHMS 3HAHU U

6 Y4eOHO-MeTOAUYECKOE 00eciedeHUe CAMOCTOSITeJIbHOI PadoThl 00y4aroImmMXcst
[Ipencrasneno B mpunoxxeHuu 1.

7 OneHovHnblie cpeacrea AJisl MIPOBEICHUSA HpOMe)KyTO‘IHOﬁ aTrrecranmumn
Hpe,[[CTaBJ'IeHLI B ITPUIIOKCHUHN 2.

8 YueOHo-MeTOAMYeCcKOe H HH(POPMALIMOHHOE OOecnevyeHue TUCIUIITHHbBI (MOYJIs1)

a) OcHOBHas JIUTEpaTypa:

1. 3amuta uHpopMmanuu : yuedHoe mocodue / A.IL. XKyk, E.IL. XKyk, O.M. Jleneukus,
AN. TumomkuH. — 3-¢ u3a. — Mocksa : PUOP : UTHOPA-M, 2021. — 400 c. — (Beicuree
obpaszoBanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
sanexktponHeii. - URL: https://znanium.com/catalog/product/1210523 (mara oOpaieHus:
22.04.2021). — Pexxum gocTyma: 1o MmoJInucKe

2. Corues, 0. H. Crannaptsl nH(DOpMaIMOHHON Oe3omacHOCTH. 3ammTa U 00paboTka
KOH(HICHIIMATBHBIX TOKYMEHTOB : yueOHoe nocodue / FO.H. Cerue. — Mocksa : UTHOPA-M,

2021, — 223 ¢. — (Beicmee oOpazoBamme:  bakamaBpmar). —  DOI
10.12737/textbook_5cc15bb22f5345.11209330. - ISBN 978-5-16-014397-2. - Tekct
sanexktponHeii. - URL: https://znanium.com/catalog/product/1189349 (mara oOpaieHus:

26.04.2021). — Pexxum gocTtyma: 1o moAIucKe.

0) lonoJiHMTE IbLHASA JIATEpaTypa:



1. 1. Yepnoga, E. B. MndopmarmonHas 6€30macHOCTh YelIoBeKa : yueOHOoe ocoOue s
By30B / E. B. UepnoBa. —2-¢ u3., uicrip. u gor. —Mocksa : M3marensctBo FOpaiir, 2021. —243
c. —(Beicmiee ob6pasoBanue). —ISBN 978-5-534-12774-4—Tekcr: snexktponnsiii // ObC
IOpaiir [caiir].—URL.: https://urait.ru/bcode/476294 (natao6pamenus: 22.04.2021).

2. OpranuzaiioHHOE M TIpaBOBOe obecrieueHre HHPOPMALMOHHONW O0€30IacHOCTH !
yueOunnk u npaktukym s By3oB/ T. A.Ilomskosa, A. A. Crpensio, C.I. UyOykosa,
B. A. Huecos ; noxa penakuueii T. A. [lonsikoBoi, A. A. CrpenbiioBa. — Mocksa : M3naTenscTBo
FOpaiir, 2020. — 325 ¢. — (Bricmee o6pazoBanue). — ISBN 978-5-534-03600-8. — Tekcr
anektponHbiit // DBC IOpaiit [caiit]. — URL: https://urait.ru/bcode/450371 (mata oOparieHwus:
26.04.2021).

3. Kopa6enpaukos, C. M. Ilpecrymienus B chepe nHGOPMAIMOHHONW OE30MAaCHOCTH :
yuebHoe mocobue mis By3oB/ C. M. KopabenbuukoB. — Mocksa : W3narensctBo Opaiir,
2020. — 111 c.— (Bswiciee obpazoBanue). — ISBN 978-5-534-12769-0. — Tekct
snekrpounsiii // DBC Opaiit [caitr]. — URL: https://urait.ru/bcode/448295 (marta oOparieHwus:
26.04.2021).

B) MeToauyeckue ykasaHus:

Meroauueckie yKa3zaHHs [0 BBIOJHEHUIO J1a0OPAaTOPHBIX PabdOT MO TUCHHUILIMHE
«MupopmaronHas 6e30MacHOCTbY [UIsi 00YYAIOMIMXCSl TYMaHHTApHBIX CHCHUATbHOCTEH. —
MarnuToropck: u3fa-so Maruutoropek.roc.rexa.ya-ra um. I'.1. Hocosa, 2016. — 62 c.

r) [Iporpammuoe o6ecneuenue u UnTepuer-pecypcebi:

IIporpamMmmHoe oGecrnieueHue

HanmenoBaHu N

<TI0 Ne noroBopa CpoKk JIeHCTBYSI JIUIICH3UH
MS Office Ne 135 oT Gecepoaro
2007 17.09.2007
7Zip CBOOOJTHO 6eccpovHO
MS Office Ne 135 oT BeccpouHo
2003 17.09.2007
FAR Manager |cBo6oaH0 06eccpoyHO
Epay_3ep cBOOOIHO GecCpOTHO
Mozilla pacIpocTpaHsemM

IIpodeccnonanbubie 0a3bl JaHHBIX M HHPOPMAIMOHHBIEC CIPABOYHbIE CHCTEMbI

HazBanue kypca

CchlIKa

Hamnuonanbuasa
MH(OPMALIMOHHO-aHAIUTHYECKA
s1 cucteMa — PocCUMCKUN NHIIEKC

URL.: https://elibrary.ru/project_risc.asp

IlonckoBast cucrema AKaIIeMI/I}I
Google (Google Scholar)

URL.: https://scholar.google.ru/

DIEeKTPOHHBIE pecypcebl ) )

6ubmiorexn MITY mv. LI http://magtu.ru:8085/marcweb2/Default.asp
Y HUBEPCHTETCKAs https://uisrussia.msu.ru

nHGOPMAITMOHHAS cucTeMa

Nudopmannonnas cucrema -
HopmaTtuBHBIE TpaBOBBIE aKTHI,
OpraHU3alMOHHO-PACTIOPSAIUTEN
bHBIE JOKYMEHTBI, HOpMaTHUBHbIE
U _METOJAMYECKUE JIOKYMEHTHI U

https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-i

nformatsii




Nudopmanmonnas cuctema - baHKk maHHBIX yrpo3
oe3onacHocTr nHGopmarmu ®CTIK Poccun
9 MaTepuaJibHO-TeXHHYeCKOe o0ecredeHue TUCIIUITHHBI (MOTYJIs1)

https://bdu.fstec.ru/

MarepuanbHO-TEXHHUECKOE 00ecreueHNe JUCIUTUINHBI BKITIOUACT:

VYueOHblE ~ ayAWTOPUM Ui TPOBEACHUS  3aHATHH  JIGKIMOHHOTO  THIIA!
crienMaau3upoBaHHas (yaeOHast) MeOelb (CTOJIbI, CTYIbS, I0CKA ayAUTOpHAs ), MyJIbTUMEIUHHOE
obopymoBanue (IPOEKTOpP, KOMITBIOTEP, DKpaH) Uil MPE3CHTAllMd Y4eOHOro Mmarepuana Io
JTUCIUILINHE;

Y4eOHbIC ayIUTOPUU JJIsi TIPOBEACHHUS JTaOOpaTOPHBIX 3aHSATHH, TPYNIOBBIX U
WHAUBUAYAIbHBIX KOHCYJIbTALIMM, TEKYIIEro KOHTPOJS M MPOMEKYTOUYHOM aTTecTaluu:
crenuanu3upoBanHas (yueOHasi) mMeOenb (CTOJBI, CTYINbs, JOCKA ayAUTOpHAs), IEPCOHATbHBIC
KOMIIBIOTEPBl OObEMHEHHbIE B JIOKAJIbHBIE CETH C BBIXOJOM B Internet u c moctymom B
ANIEKTPOHHYI0  MH(POPMALMOHHO-00pa30BATENbHYI0 CpEAy YHUBEPCUTETa, OCHAIICHHBIC
COBPEMEHHBIMH ITPOrPAMMHO-METOINYECKUMU KOMITJIEKCAaMU

AyIuTopHur Ui CAMOCTOSITENIbHOW PabOThl (KOMITBIOTEPHBIE KJIACCHI; YATAIBHBIC 3aJIbI
OubnuoTekn): creuuanu3upoBanHas (yueOHasl) meOenb (CTONBI, CTYJbs, JOCKA ayIUTOpHAs),
MEPCOHAIBHBIE KOMITBIOTEPhI OOBEIMHCHHBIC B JIOKAJIBHBIC CETH C BBIXOJOM B MHTEpHET H C
JOCTYIIOM B  JJIGKTPOHHYIO HMH(POPMAIMOHHO-00pa30BaTENbHYI0 CpPEIy YHHUBEPCHUTETA,
OCHAII[EHHBIC COBPEMEHHBIMU IMPOTPAMMHO-METONISCKIMH KOMIUICKCAMH

[Tomemenne [Is1 XpaHeHUss U NPOPUIAKTHUECKOTO OOCITY)KHBAaHUS y4eOHOrO
000py0BaHus: MeOENb (CTOJIBI, CTYJIbsSI, CTEJUIAXHU JIsi XpaHEHUs y4eOHO-HATISAHBIX IIOCOOHI 1
yue0HO-METOINYECKOM JOKYMEHTAIINH ), IEPCOHATBHBIE KOMITBIOTEPHI.



IIpunoxenne 1

6 YueOHO-MeTOAHYECKOe o0ecneYeHrne CaMOCTOATEIbHOI padoThl 00y4aloIUXCH

[To mucruruinae «MeTOIbI M CPEeICTBA 3aTUTHI HHPOPMAITUN MTPEIYCMOTPEHA
ayIUTOpHAs U BHEAYAUTOPHAsl CaMOCTOsTeNIbHAsi paboTa OakanaBpoB.

AynuropHas caMocTosiTeNIbHAs paboTa OakagaBpoOB MIPEAIoIaracT pelieHne u
o(opMIIeHHE COTJIACHO 3aJaHHBIM TPEOOBAHUAM 3a/laHui 1abopaTOopHBIX padboT. TpeboBanus K
oopmnenuto Haxoaarcs B CMK-O-CMI'TY-42-09 KypcoBoii ipoekT (pabora): CTpyKTypa,
coJiep;kaHue, 00IIKe MpaBuiia BBIMOTHEHUS U OOPMIICHHUS.

BueayauropHas camocTosiTenbHasi padoTa CTYAEHTOB OCYIIECTBIISIETCS B BUJE U3YyUCHUS
yueOHOI 1 HAyYHOU JIUTEepaTyphl IO COOTBETCTBYIOLIEMY pa3zeny ¢ mpopaboTKoi MaTepHara,
ydacTue B IUCTaHIMOHHOM Kypce win uzydennn MOOK, npeiokeHHOM IIpernoaaBaTeieM 1
BBITMIOJTHEHUS! IOMAIIIHUX 3a/1aHui (IIOArOTOBKA K JIAOOPATOPHBIM paboTaM) ¢ KOHCYIbTAllUSIMU
npernoaaBaress.

Bonpochl 1J1s1 caMOCTOATEILHOTO H3YYeHHS:

1. IlpoBeaure CpaBHUTEIbHBIM aHaIM3 JMOKTPUH M KoHuenuuil rocynapcts CILIA,
I'epmanun, @panmun, SMOHUK M OPYTrUX Pa3BUTHIX CTpaH B 00JacTH OOECredeHUs] pa3BUTHUS
UHPOPMALIMOHHBIX TexHonorui (konuenuuu Knunrona-I'opa, bannremana B Espone,
Oxunapckas xapTust «I 1o0anpHOe MHPOPMAITMOHHOE OOIIECTBO» U T.1I.)

2. H3yuure COBOKYNHOCTh O(QUIMAIbHBIX B3IVIAI0OB Ha LENH, 3a/Ja4M, NPUHLMIBI U
OCHOBHBIC HampaBJIeHUs obecrieueHrus HHPOopMaIMOHHOH Oe3omacHocTH Poccuiickoit denepanuu
B «/lokTpuHe uH(pOpMaAMOHHONH 0E30MaCHOCTH POCCHICKON (eaepauuny», yTBEp)KICHHOH 9
certa0ps 2000 r. No  TIp-1895.

3. Ilo3HakombTeCh €O CTaTbsIMM OCHOBHOIO 3akoHa Poccuiickoit ®enepanumn —
Koncturynueit (nmpunston 12 ngexabps 1993  roma), 3aTparuBaroliUMH  BOHIPOCHI
nHpopmarmoHHoM Oe3omacHocTy (cTathu 23, 24, 29, 41, 42).

4. PaccmotpuTe omnpeaeneHus BCeX BaXHEUIINX KOMIIOHEHTOB HWH(POPMAIOHHOM
NeSITeIbHOCTH M HANpaBJICHUS PA3BUTUS 3aKOHOJATEIbCTBA B 00JaCTH HMH(DOPMAIIMOHHOU
6e3omacHocTH B 3akoHe «O0 mMHpopManuu, nHopMaTU3aluu U 3auuTe nHpopManuu» ot 20
despans 1995 rona Homep 24-D3 (mpunsat ['ocynapcrBenHoit Jlymoit 25 suBaps 1995 rona).

5. MH3yuurte OCHOBHBIE HOPMATHUBHBIE aKThI, PETJIAMEHTUPYIOIINE OXpaHbl OOBEKTOB C
IIOMOLIBI0 HOPM aBTOPCKOrO IpaBa B 3akoHax «O IpaBOBOM OXpaHE Mporpamm s
AIIEKTPOHHO-BBIUMCIUTEIbHBIX MallMH U 0a3 JaaHHBIX», «O MpaBOBOM OXpaHE TOIMOJIOTUU
MHTErpalbHBIX MUKpocXeM» U «O0 aBTOPCKOM IpaBe U CMEXHBIX IPaBax».

6. Kax ompenenensl moHsTHS OaHKOBCKas, KOMMepYecKas H CIyxeOHas TaifHa B
I'paxxnanckoM konekce Poccuniickoit denepanun.

7. Kak oTpaxeHbl BONPOCHl IPaBOBOrO pexuma HHGOPMALKUU C OrpaHUYECHHBIM
JIOCTYTIOM B 3aKOHAaX O TOCYJapCTBEHHON U KOMMEpYECKOH TallHaX, B IPaXXAaHCKOM Kozekce PO B
ctatbe 139 «CnyxeOHas 1 KoMMepUecKas TaliHay.

8. Kaxwue cBesieHHs He OTHOCATCS K KOMMEPUYECKOH TaifHe.

9. Kak ompenensercss TOHSATHE W COJEpKaHWE KOHPUIACHIMATHLHOW WH(GOpPMAIMUA B
Vxkaze [Ipesunenta PO «O0 yTBepk1eHUN NepeyHs CBECHUN KOH(PUISHIIMATBHOTO XapaKkTepay.

10. [aiite XapaKTepUCTHKY CIEIyIOmUX (GOpM 3amuThl WHPOPMAIMU: MATCHTOBAHHUE,
aBTOpPCKOE NpaBo, ToBapHbIe 3HAaKU («llaTeHTHBIN 3ak0oH P®», «O TOBapHBIX 3HAKax, 3HAKax
00CTyXKMBaHUS M1 HAUMEHOBAHUU MECT MTPOUCXOXKACHUS TOBAPOBY).

11. PaccmoTpuTe BOIpOCH! JUIIEH3UPOBAHUSA B 00IaCTH 3alUTH HH(OPMAIMK B 3aKOHE
«O NUIIEH3UPOBAHUHU OTACIIBHBIX BHIIOB JAesATeIbHOCTHY OT § aBrycta 2001 roma Homep 128-03
(Ipunst IN'ocynapcrBennoii ymoii 13 utomnst 2001 roza).

12. Kakumu rocynapCTBEHHBIME TIPABOBBIMH IOKYMEHTAMH OTIPEACTISIOTCS IEHCTBHS 110
3anUTe THPOPMALMU OT HECAaHKIIMOHUPOBAHHOTO JJOCTYTIA.

13. Omnpenenure posib u MecTo DeepanbHOM CIIY)KOBI IO TEXHUYECKOMY M SKCIIOPTHOMY
koutpomo (OCTOK, www.fstec.ru), spBusromeiics npaBONpeeMHUKOM [ ocynapcTBeHHOM
TexHu4YecKoi komuccun npu [pesuaenre Poccuiickoit deneparn (Www.infotecs.ru/gtc/)


http://dvabop.narod.ru/docum/xartia/xrt.htm
http://www.infotecs.ru/gtc/

14. KakoBbl OCHOBHBIE HampaBieHusi jAestenbHocTH DenepanbHOr0  areHTCTBA
NPaBUTENILCTBEHHON cBsi3u U uHpopmarnmu (PATICU — www.fagci.ru) B rocymapcTBeHHOM
CHCTEME 3aIUThl HHPOPMAIIH.

15. KakoBbl ocHOBHBIE HampaBiieHus AestenbHocTH «CoBeta besonacHoctu Poccuiickoit
Denepauumn».

16. 3navenwue 3akoHa «O0 ydacTUH B MEXAYHAPOJIHOM MH(POPMAIIMOHHOM OOMEHe» OT 4
utoig 1996 rona nomep 85-®3 (mpunsar ['ocynapcreennoit dymoit 5 urons 1996 roga) B smoxy
J100aMbHBIX KOMMYHUKAIIUA.

17. PaccmoTpuTe 3aKOHONPOEKTHI M CYIIECTBYIONIYIO HOPMAaTHBHO-TIPABOBYIO 0a3y IO
BOIIPOCaM RJIEKTPOHHOIO Ou3Heca M JoKyMeHTooOopora. Kakum oOpa3zom obecriednBaroTCs
NPaBOBBIC YCIIOBHSI HCIIOJNIb30BAHUS AJIEKTPOHHONW LU(GPOBOM TMOAMUCH B DJICKTPOHHBIX
JIOKYMEHTaX COIIAaCHO 3aKOoHY «O0 31ekTpoHHOH 1udpoBoi mognucu» Ne 1-O3 (mpuHsATOMY
['ocynapcrennoii lymotii 13 nexadpst 2001 rona).

18. Ilo3nakombTech co cTatbsiMu Kojekca 00 afMUHUCTPATUBHBIX PAaBOHAPYIICHUAX T10
npobiemMaM npaBoOHApYIIeHUH B oOsacTu cBsi3u 1 nHpopmarun (I'masa 13).

19. Uzyuute ctathu YromoBHOro kojekca Poccuiickoii denepanuu (penakuus ot 14
mapta 2002 roma) mpeaycMaTpUBAIOUIUME YTOJOBHYIO OTBETCTBEHHOCTh 3a KOMIIBIOTEPHBIC
MPECTYIICHUS.

20. T'maBa 28 «lIpectyruienus B cepe KOMIBIOTEPHOW HHPOPMALIUNY, TPU CTATHH:

21. crarbs 272. HenmpaBoMepHBIil 1OCTYI K KOMIBIOTEPHON MH(POpMAIUK;

22. crarbs 273. Co3ganue, UCTIOIH30BAHUE U PACTIPOCTPAHCHHUE BPEIOHOCHBIX ITPOrPaMM
s OBM;

23. craThs 274. Hapymenue npasui skcruryatanud 9BM, cuctembl DBM nim ux cetu.

24. TlosnakombTech co crathsiMu YK P® mopn geiicTBue KOTOPBIX MOTYT IOMNaAaTh
IPOTHBOIPABHBIC JICSTHUS, COBEPIICHHBIE C UCIOIB30BaHUEM KOMITbIOTEpa U/nin ceTH. CTaThbu —
129, 130, 137, 138, 146, 147, 158, 159, 163, 165, 167, 168, 171, 182, 183, 200, 242, 276, 280, 282,
283, 354.

25. TlpuBenute npumepsl cyeOHON MPAKTUKU B paccMaTpuBaeMoil cdepe. Mcnonb3yiite
MaTepuaibl NepUOANYECKON neyaTu, nyonukanuu B HTepHeT.

26. Cnenaiite 0030p MeXAyHapogHOTo MHGpOpPMAIMOHHOTO 3akoHomaTenbcTBa (CIIIA,
I'epmanun, BenukoOpuranuu, @panuuu, SAnoHun) B 006JaCTH 3aIUThl HHOOPMALIHH.

27. Paccmotpute npaBoBoe peryinupoBanue cetu MHrepHer B crpanax Espomsl, CIIA,
Poccun.

28. TloznakombTech C mporpamMmoil «3nektpoHHas Poccusi». KakoBbl pe3ynbTaThbl
peanu3anuu JaHHOW MPOrpaMMbl?

29. OueHouyHbIE CTAaHAAPTHI U TeXHUYECKHe crenudukanuu. OCHOBHbBIE TOHATHUS.

30. Cranmaptr MunucrepctBa oboponsl CIIA «Kputepun oOmeHKH JTOBEpEHHBIX
KomrbloTepHbIX cuctem» (Department of Defense Trusted Computer System Evaliation Criteria,
TCSEC, [TCSEC]) («OpanxeBasi KHHUTa») KaKk OIICHOYHBIN cTaHmapT. McTtopus co3manHus u
tekymii cratyc. Ilomutuka Oe3omacHocTH coryacHO «OpamkeBoil  kHure». Kitaccsl
0e30macHOCTH HMH(OPMALIMOHHBIX CHCTEM IO CTeNeHH JoBepus Oe3omacHocTH («OpaH)keBas
KHUTa»).

31. Kpacnas xaura. IHTEpIIpeTanusi KpuTepUeB OIIEHKH HAJC)KHOCTH CHCTEM TSI CETEH.
Trusted Network Interpretation. 1993. (NCSC-tg-005).

32. Po3oBas kHura. MHTEpHpeTanus CUCTEMbI YIpPaBICHHUS HaJe:KHOW 0a30i JaHHBIX B
KPUTEPHSIX OLICHKM HAJEeKHBIX KOMIBIOTEPHBIX cHcTeM MuHHucTepcTBa OOOPOHBI M3 UHUCIA
KPHUTEPUEB OIICHKH HAJICKHBIX KOMITbIOTepHBIX cucteM. Trasted Database Management System
Interpretation of the Trusted Computer System Evaluation Criteria. NCSC, 1991,
(NCSC-TG-021).

33. UudopmanmonHas 6e30macHOCTb pacipeesieHHbIX cucteM. Pekomenparuu X.800
«ApXHUTEKTYypa 0€30MaCHOCTH JJIsl B3AUMOCHCTBHS OTKPBITHIX CUCTEM).

34. Cnemuduxanus Internet-coobmectsa RFC 1510 «CereBoii cepBHuC ayTeHTU(UKAIIIH
Kerberos (V5)» [Kerb].


http://www.fagci.ru/

35. T'ocynapcrennbie ctanaapTel. [OCT P UCO/MOK 15408-2002. UndopmannonHas
TEXHOJIOTHS. METOIbI U cpeicTBa o0ecrieueHns 0e30macHocT. Kputepuu oleHKr 6€301acHOCTH
UH(OPMALIMOHHBIX TEXHOJOTHH (B PYCCKOSI3BIYHOM JIMTEpAaType OOBIYHO, HO HE COBCEM BEpHO,
uMenyemblil «O0mue kpurepun» -OK). OcHoBHBIC MOHTHS U HaeH. (MeXTyHapOaHBIA CTaHAAPT
ISO/IEC 15408).

36. TOCT P UCO/MDK 15408 — «BBemenne u obOmas momenby. OOmmi nmoaxon K
¢dopmupoBaHuio TpeOOBaHUI U oLleHKe 6e30nmacHOCTH (PYHKIIMOHAIBHBIE U I0BEpPHS), OCHOBHBIE
KOHCTPYKIIMK (Mpoduiib 3alIuThl, 3aJaHue 10 OE30MacHOCTH) MPEICTaBICHUS TpeOOBaHUI
0€30I1aCHOCTH B MHTEpecax MoTpeduTeneil, pa3paboTUNKOB U OLIEHIIUKOB MPOIYKTOB U CHCTEM
HT. TpeboBanusi Ge3omacHocTH 00bekTa oneHku (OO) mo meromosnioruu OOHMMX KPUTEPUEB
OTIPENIeNIAIOTCS UCXOMS U3 1esell 0e30MacHOCTH, KOTOpPhIE, B CBOIO OY€pEb, OCHOBBIBAIOTCS Ha
aHanuze HazHadeHHss OO U yclnoBHIl cpelbl €ro HCHOJIb30BaHUS (yrpo3, MPEeanosioKeHUH,
MOJIUTUKU OE30MMACHOCTH).

37. TOCT P UCO/MDBK 15408-2 — «DyHKIMOHAIBHBIE TPEOOBAHMS OE30MACHOCTH.
Knaccudukanus ¢GyHKIMOHATBHBIX TpeOoBaHUi Oe3omacHocTH «O0mux kpurepueny. Kiacchr
(byHKIIMOHATBHBIX TPeOOBAaHMI, OMMCHIBAIOIIUE dJIEMEHTapHbBIE CEpBUCHI Oe3omacHoCcTH. Kiacchr
(GYHKIMOHATBHBIX TPEOOBAHUI, OMMCHIBAIOIIIE TPOU3BOIHBIE CEPBUCHI OE30MTACHOCTH.

38. 3amuTa 1aHHBIX MOJB30BaTENA. 3aUTa QYHKIHH 6€30MaCHOCTH 00BEKTa OLEHKH.

39. Kunaccel GyHKIMOHATBHBIX TPEOOBAaHUH, UTpAIOIIE HHPPACTPYKTYPHYIO POJIb.

40. TOCT P UCO/MDOK 15408-3 — «TpeboBanus noBepus k 6ezonacHocTu». OCHOBHBIE
NOHATHS U KJaccuukanus TpeOoBaH JOBEpUsi OE30MaCHOCTH.

41. Onenka npoduiei 3ammThl U 3aJaHuid 10 Oe3ormacHocTH. TpeGoBaHUs TOBEpHS K
sTamy pa3paboTku. TpeGoBaHMs K 3Tamy NMOJIYYCHHUs, MPEACTABICHUS M aHAIU3a Pe3yJbTaToOB
pa3paboTku. TpeboBaHuUs K MOCTaBKE M IKCILTyaTallUU, TOJACPKKA JOBEPHS

42. OueHouHbIe YPOBHU JI0BepHs 0€30nacHOCTH B «OOIIUX KPUTEPHIX).

43. Tlpounu 3ammrtel, pazpaboTaHHble Ha oOcHOBe «OO0mux KputepueB». OOmme
TpeOOBaHUs K cepBUCaM Oe30macHOCTH. bruomerpuyeckast HACHTU(UKAIMS U ayTeHTH(DUKALIUS.

44, bpuranckuil crannapt BS 7799 «Ynpasnenue MHPOPMALMOHHONW 0€30MaCHOCTHIO.
[TpakTueckue npasuna» (Code of practice for information security management) [BS7799] u ero
BTOpast 4yactb BS 7799-2:2002 «Cucremsl ympapieHHs WH(GOPMAIMOHHON 0€30MacHOCThIO -
crienuKanus ¢ pykoBOJICTBOM I10 Hcofib3oBaHuio» (Information security management systems
- Specification with guidance for use) [BS7799-2] a1t mpakTH94eCKOTO CO3/aHMUs U TIOAICPIKAHHS
pexxuMa WH()OPMAITMOHHOW O€30MacHOCTH C IMOMOIIBI0 PETYISTOPOB aAMHHUCTPATHBHOTO H
MPOLEAYPHOTO ypoBHEH. PerynsaTopsl 0€30macHOCTH U peanu3yeMble UMHU 1enn. YeTbipexdazHas
MoJieJIb Mpoliecca yIpaBiIeHUs] HHPOPMaIlMOHHON 0€30MacHOCTbIO.

45. Crannapt ISO/IEC 17799:2002 «YnpaBnenue nH(GOpMAIMOHHON 0€30MacHOCTBIO —
WHupopManinoHHBIE TEXHOJIOTUW.

46. ®enepanbubiii crangapt CHIA FIPS 140-2 "TpeOGoBanusi 0e30macHOCTH  JUIS
kpuntorpaduueckux moayiueit" (Security Requirements for Cryptographic Modules) [FIPS140].

47. TpeOoBaHHS K TPOU3BOJBHOMY (JAMCKPEIMOHHOMY) VIPABICHUIO JOCTYIIOM.
PykoBomsmuit - mokymenTt ['octexxomuccuu Poccum  «beszomacHocTs  mH(OpPMAIMOHHBIX
texHosoruil. Konrponupyemsrii goctyn. [Ipoduns 3ammren (113 KII).

48. TpeOoBaHMs K TPUHYAUTEIBHOMY (MaHJAaTHOMY) YIPABICHHIO JIOCTYIIOM.
PykoBomsamuit  mokymenT [ocrexxommccun Poccunm «bezonmacHOCT,  HH(POPMAIMOHHBIX
texHosioruii. Merounas 3ammura. [Tpodws 3ammuteny (113 M3).

49. PoneBoe ynpaBieHHE JOCTYIIOM.

50. MexcereBoe dKpaHHpoBaHHUEe. PykoBojsmme gokyMeHTHl ['octexkomuccnn Poccnn
(Knmaccuduxamuss aBromarusupoBaHHBIX cucteM (AC) MO ypOBHIO 3aIlMIIEHHOCTH OT
HecankuuonuposaHHoro goctyna (HC/), Knaccudukanus MexceTeBbIX 3KpaHOB).

51. CucreMbl aKTHBHOTO ayAWTa. AHOHUMH3aTOphL. BBIMycKk U  yhpaBieHHE
ceprudukaTamMu. AHaIU3 3aMIUIIEHHOCTH.



52. Tlpounu 3amuTel, pazpaboTaHHble Ha OCHOBe «OOmMX KpuTepueB». YacTHbIE
TpeOOBaHUSI K KOMOWHAIIUSIM M TPHUJIIOKEHUSIM CEpBUCOB Oe3omacHocTH. OniepalinoHHbIC
CHCTEMBI.

53. YacTtHbie TpeOOBaHMS K KOMOWHAIUSIM W MPUIIOKECHUSIM CEPBHUCOB 0€30MACHOCTH.
CucreMmsl ynpaBieHus 6a3aMu JaHHBIX.

54. YacTtHpie TpeOOBaHUS K KOMOWHAIIMAM UM TPHUIOKEHUSIM CEPBUCOB OE30MMaCHOCTH.
Buptyanbshsie yactTHble ceTu. BupTyanbHbie JokanbHbIe ceTH. CMapT-KapThl.

55. T'apmonm3upoBaHHbIe KpuTepun EBponeiickux cTpaH.

56. Texunueckas crnenuduranus «OOOOMIEHHBI  MPUKIAAHONM  MPOrPaMMHBIN
uHTepderic ciyx0b1 6e3omacHocTu» (Generic Security Service Application Program Interface,
GSS-API) [GSS-API].

57. OcHoBHBIC TIOHATUS W HAeH pekoMmeHmammii cemerictBa X.500. X.501 "Cuyxo0a
mupektopuit: moxenu" [X501] m X.511 "Cnyx0ba aupektopwii: aOCTpaKTHOE ONpeeIiCHHe
ceppuca" [X511].

58. Kapkac cepru¢ukaroB oTKpeIThIX Kimoden. X.509 "Ciyx0a OupeKkTopuii: KapKachl
ceptudukaToB OTKpBITHIX Kimtoyeld u arpubyroB" (The Directory: Public-key and attribute
certificate frameworks) [X509].

59. Kapkac cepruduxaro atpudytoB. [IpocTas u cunbHast ayTeHTUDUKAITHS.

60. Crneundukanuu Internet-coobmectBa IPsec. ApXuTeKTypa CpencTB 0€30MacHOCTH
IP-ypoBHsL.

61. Crneundukanuu Internet-coobmmectra [IPsec KoHTEKCTBI 6€30MMaCHOCTH U yIIPaBJICHUE
KITFOYaMH.

62. TIpoTOKOIBHBIE KOHTEKCTHI M MOJUTHKA O€30MacHOCTH.

63. Obecnieuenne ayreHTHUYHOCTH [P-maketoB. OOecneueHue KOH(UIEHIIMATIBHOCTH
CETEeBOTro Tpaduka.

64. OcHoBHble uaen u moHATUsA mporokona TLS. Ilpotokon mnepemaum 3amucei.
[IpoTOKON YCTaHOBJIEHUS COCNMWHEHHH W aCCOIMUPOBAHHBIE TMPOTOKONBI. [IpuMeHeHue
npotokona HTTP nag TLS.

65. O0OOMIeHHBI TPHUKIAAHON TPOTpaMMHBIA HHTEpQEiic CcimyxObl 0e30MacHOCTH.
OCHOBHBIE TTOHSTHS.

66. O0OOIIeHHBI TPUKIATHOW TPOTPaMMHBIA HHTEpderc ciykObl 0e30macHOCTH
OyHKiuu An8  paboTel ¢ ynocrtoBepeHusMH. Co3laHMe M YHUUYTOXEHHE KOHTEKCTOB
6e3omacHocTH. 3amuTa coobuienuil. Jlornka paboTsl nosp3oBartenel nHTepderica 6e30MacHOCTH.

67. Ctpykrypa u cogepxkanue qokymeHnrta «llomutuka nHpopmMarmonHoi 0e30macHoCTH
OpTaHu3aIuN».

68. Cnyx6a mHbopmannoHHOW Oe3omacHocTH opranu3anuu. CocTaB, LEeIH U 3a7add
CITY>KOBI UHPOPMAIIMOHHON O€30MTaCHOCTH OPTaHU3AIUH.

69. Ponb cranmapToB u TpeOOBaHUN 1O MHPOPMALMOHHON G€30MaCHOCTH MPeIPUITUS
B (hopmupoBanuu «lloauTrky MHPOPMAITMOHHON 0€30aCHOCTH OpraHU3aLM».

70. TTpuHLIUIIBI pacTpeeIeHUs TOTHOMOYHIA.

71. Ilpouenypsl u MeTolIbl HHGOPMALMOHHONW O€30MacHOCTH OpraHM3alli  Kak
cocraisirone «[lonutukn HHPOPMALMOHHON OE30MTACHOCTH OPTaHU3ALIUI.

72. Tlpodwumu 3amuTsl.

73. OO053aHHOCTH COTPYTHHUKOB O 0OecreueHHI0 HH(HOPMAIIMOHHOM 0€30IacHOCTH.

74. TlopsnoK yCTaHOBJIEHUS peXHMMa KoHGpuIeHIuanbHOCTH HHPopMmanuu. [lepeuenp
CBE/IEHUI, OTHOCUMBIX K KOH(HISHIIMAIHbHON HH()OPMAIIMK U HE MOUIeKAIINX 3aCEKPEUNBAHUIO.

75. TpeboBaHus, IpeabsABIsieMble K MPETeH/IeHTaM Ha paboTy ¢ KOHGUACHIHMAILHOU
uHpopMalrel 1 K IpeTeHIeHTaM Ha JIOJKHOCTb CIIy)K0y HH(POPMALMOHHOM 0€301MacHOCTH.

76. Tlopsmok oOecriedeHHsT COXPAHHOCTH KOHQHUICHIMATbHOW WH(GOpPMAIUK TIPH
MOCTOSIHHOM WJIM BPEMEHHOM IPEKPALICHUU MOJIb30BaTENIEM JIOCTYNa K KOH(PHIECHINATBHOMY
nH(pOPMAITHOHHOMY PECYpCY.

77. Opranu3alliOHHBIE MEphl MO OOECIEUEHUI0 W MOACPKAHUI0 HH()OPMAIMOHHON
0€30MacHOCTH B TIEPHO]T YPE3BBIYAHBIX CUTYaIIHA.



78. Bunpl nHpopMaMy opraHu3aum, Mo IexKariue 3amuTe.

79. PernamenTanus IeWCTBHI BCEX KaTETOPUM COTPYIHUKOB, JOMYIICHHBIX K paboTe C
UH()OPMAIIMOHHBIMU CUCTEMaMH.

80. Cucrema OpraHM3alMOHHO-PACTIOPSIUTEIBHBIX JIOKYMEHTOB YUPESKICHUS TIO
BOIIpocaM oOecrieueHus: HHPOPMAITMOHHOM 0€30IacHOCTH.

81. ITonuThka 6€30MACHOCTH YUPEIKICHHUS.

82. Ilporpamma 0€30MaCHOCTH YUPEKICHHS.

Acce «MeToabl 3aIMTHI MHPOPMALHH PEIMETHOI 001acTH»
OnumniMte METObI 3aIUThl HH(POPMAIIUH, KOTOPbIe HEOOXOAUMO MPUMEHUTH Ha Balleh
peIMETHOM 00JacT U3 1abopaTopHOl paboTHI 3



Ipuio:xkenne 2

OueHovHbIe CPeACTBA /IJIsl MPOBeIeHHUs IPOMEKYTOUHOI aTTeCTALNHU
a) I[lnanupyemble pe3yiabTaThbl O00y4YeHHMSl M OIIEHOYHbIEe CpeACTBAa /ISl TPOBeJAeHHS
NMPOMEKYTOYHOM aTTeCTaAlluM:

Kon Nupukarop nocTHKEHUS OlLieHOYHBIE CpeICTBa
HWHIWKATOpa KOMIICTCHIINHU
YK-8 - Cnocoben co3naBaTh M TONIEPKUBATH B TOBCEIHEBHOH KHU3HH M B
npogecCHOHAILHOM  /IeSITeIbHOCTH  0e30MAacCHble  YCJIOBHSl  KU3HEAESITeIbHOCTH  JIJIsl

coOXpaHeHHs] IPUPOIHOI Cpe/ibl, 00ecredeHusl YCTOMYHUBOI0 PA3BUTHSA 00111eCTBA, B TOM YHCJIe
MPH yIrpo3e U BOSHUKHOBEHHH YPe3BbIYANHBIX CUTYallMii U BOEHHbIX KOH(JIMKTOB

YK-8.1

AHanuzupyer u
UIEHTUULHPYET
(daxkToppl  OMAacCHOro u
BPEIHOTO BIIUSHUS
3JIEMEHTOB cpebl
o0WTaHMs (TEXHUYECKUX
CPE/ACTB,
TEXHOJIOTHUECKUX

IPOLIECCOB, MaTEepHUaIOB,
3IaHUNA M COOPYKEHUH,
HPUPOTHBIX U
COLIMAJIbHBIX SBJICHUN)

IIpumepHBbIe BApHAHTHI TECTOBBIX 3a/1aHU M.

1. Yo Takoe 6e300aCHOCTh JaHHBIX?

a. 9TO COCTOSHME XpaHMMBIX, 00pabaThIBa€MbIX U
NepelaBaeMbIX JIaHHBIX, IPX KOTOPOM HEBO3MOXKHO
UX Ccly4aiiHOe WM [peJHAMEPEHHOE IOJIy4eHue,
M3MEHEHUE WIN YHUUYTOKEHUE

b. 3TO cocrosiHMe XpaHUMBIX, 0OpadaTHIBAEMBIX WU
[epelaBaeMbIX JIaHHBIX, IIPX KOTOPOM HEBO3MOXKHO
UX CIIydalfHOE MCKa)KEeHHUE

C. 3TO COCTOSHUE XPAaHMMbIX, 00pabaThIBAEMbIX U
HepeaaBaeMblX JaHHBIX, IPU KOTOPOM HEBO3MOXKHO
UX TpeJHAMEPEHHOE IOIY4YeHHE, W3MEHEHHE WIIU
YHUYTOXXECHUE

d. cocrossHME  3aIMIICHHOCTH  HAIMOHAIBHBIX
uHTepecoB P® Bo Bcex cdepax uenoBeUECKOi
JeSITEIIbBHOCTH

2. Yto siBAsIeTCS 110 3aIUThl HHpOpManuu?
3amuTa nHpOpMaIuu OT YTEUKU

JKeNaeMblIil pe3yabTaT 3alMUThl HH(pOpMaUU
3amuTa UH(pOpMaIuK OT yTpaThl
IIPEIOTBPALICHHUE yTpaThl U
KOH(bHI[eHuHaJILHOH uHdopmaruu

3. YKaxuTe HEKOPPEKTHOE ONPEAEIICHNE HAPYILINUTENS
Ub:

a. (usnueckoe U0, CIyYaiiHO UM IPETHAMEPEHHO
coBepuIalollee JIEHCTBUS, CIEICTBUEM KOTOPBIX
ABIISIETCA HapylIeHHe O0e30MacHOCTH HUH(POpMaLuu
pu ee 00pabOTKe TEXHUYECKUMH CPEACTBAMHU

b. ¢usuyeckoe mnM OpUIMYECKOE IO, CIYYaifHO
coBepuIalollee JIEHCTBUS, CIEICTBUEM KOTOPBIX
ABIISIETCA HapylIeHHe 0e30MacHOCTH UH(POpMaLuu
pu ee 00pabOTKe TEXHUYECKUMH CPEACTBAMHU

C. 9TO JINLO, IPEANPUHSABLIEE TONBITKY BBIIIOJHEHUS
3ampelnieHHbIX orepanui  (IeicTBUi) 10 omuoKe,
HE3HAHUI0 WJIM OCO3HAaHHO CO 3JIbIM YMBICIOM (U3
KOPBICTHBIX HHTEPECOB) WK O€3 TAKOBOTO (Pajy UTPbI
WIM YJIOBOJIBCTBUS, C LENbI0 CAMOYTBEP)KIEHUSA U
T.dI.) M HUCHOJb3YIOLIEE Ui 3TOT0 pa3iIuyHbIe
BO3MO>XHOCTH, METO/IbI M CPENICTBA

4. Yto Takoe 3amnuiraemas nHbopmarus?

oo ol

YTEUKH




Kon
WHIUKATOpa

I/IH)II/IKaTop JOCTHKCHUS
KOMIICTCHIINH

OneHoYHBIE CpeCTBa

a. mobas nadopmarus, kotopas nossisercs B CMU
b. uHbOpManus, KOTOpas WOJICKUT 3alIUTe B
COOTBETCTBUU c TpeOOBaHUSIMU MIPABOBBIX
JOKYMEHTOB ¥ 00S3aTeNIbHO  OTHOCHTCA K
roCyJ1apCTBEHHOM TaiiHe

c. wuHpOpMarws, SABJIAIOILASACS
COOCTBEHHOCTH M  MOJUIeXKalias  3alure B
COOTBETCTBUU c TpeOOBaHUSIMU MPaBOBBIX
JIOKYMEHTOB WJIM TPeOOBaHUSIMU, YCTaHABIMBAEMbIMU
COOCTBEHHUKOM MH(OpMAIIH

IIPEAMETOM

IlepeyeHsb BONPOCOB /15 MOATOTOBKH K IK3aMeHY

1. TlonsTue nHGOPMAIIMOHHON OE30IaCHOCTH.

2. OCHOBHBIE COCTaBISIOUINE HWH(POPMALMOHHON
Oe3omacHoCTH

3. BaxHoCTb u CJIOXKHOCTh
nH(pOpMaMOHHOM 0€30IMacHOCTH

4. 3akoHonaTeNbHBIH YpPOBEHb HH(POPMALMOHHON
Oe3omacHoCTH

5. O0630p pOCCHIICKOTO 3aKOHOIATEIICTBA B 00JIACTH
nH(pOpMaMOHHOM 0€30MMacHOCTH

6. IlpaBoBbIe aKTBI o0rero Ha3HAYCHUS,
3aTparuBaroIye BOMPOCHI nH(OPMALIMOHHON
0e301acHOCTH

7. Tlonarue undopmManmoHHON 6€30MaCHOCTH.

8. OcCHOBHBIE COCTaBISIOUINE WH(POPMAIMOHHON
0e3omacHoOCTH

9. OcHOBHBIE OTIpeieIeHNUs "

KJacCU(UKALUU yTPO3

10. HaubGomnee pactpocTpaHeHHBIC
JIOCTYITHOCTH

poOIeMbI

KpUTEpUHn

yIpO3bI

IIpakTHyeckoe 3a1anue
Pa3zpaGorate  Mozenb
IpeIMETHON 00J1acTH

yrpo3 W HapyLIMTEISd

YK-8.2

BeusiBiser  mpoOriemsl,
CBSI3aHHbIE c
HApyLICHUSIMA ~ TEXHUKH
6e3omacHOCTH Ha
pabouem MECTE;
IpeyIaracT
MEpPONPUATUAX
IIPEJOTBPALLICHUIO
Ype3BbIYAHBIX CUTYaA[UI

10

IIpuMepHBbIe BADHAHTHI TECTOBBIX 3a]aHUM.

1. Yro Takoe 6e30mMacHOCTh TaHHBIX?

€. 2TO COCTOSIHHE XpaHUMBbIX, 00paldaThIBa€MbIX U
NEPEJaBaEMBbIX JIaHHBIX, IIPX KOTOPOM HEBO3MOXKHO
UX CIy4ailHOe WJIM [peJHaMEpeHHOe IMOIyYeHHE,
M3MEHEHNE WIH YHUUTOKEHUE

f. 3TO cocrosiHME XpaHHMBIX, 00padaThIBAEMbBIX H
NEPEJaBAEMBIX JIaHHBIX, IIPX KOTOPOM HEBO3MOXKHO
UX CIIy4ailHO€ NCKaKEeHUE

g. 9TO COCTOSIHME XPaHHUMBIX, 00padaTbIBaeMbIX H
nepeaBaeMbIX JIaHHBIX, MPH KOTOPOM HEBO3MOXKHO
UX TpEeJHAMEPEHHOE IOIY4YeHHE, W3MEHEHHE WIIU
YHUUYTOKCHHE

h. cocrosHMe  3aNIMIIEHHOCTH  HAIMOHAJIBHBIX
nHtepecoB P® Bo Bcex cdepax uyenoBeuecKou




Kon
WHIUKATOpa

I/IH)II/IKaTop JOCTHKCHUS
KOMIICTCHIINH

OneHoYHBIE CpeCTBa

JeSITEIIbHOCTH
2. Yro sBisieTCS LENbIO 3aIIUTH HHPOpMAIH?

a. 3amwura uHbOpMaIUU OT YTEUKU

b. ’keraeMblii pe3ysbTaT 3aIIUTHI HHPOPMALIUU

C. 3amuTa HHPOPMAIUHU OT YTPAThI

d. mpenorBpaiieHne  yTpaThl M YTE€UYKH

KOH(pHUACHIIMAIBHON HH(pOpMaIun
3. YKaxxuTe HEKOPPEKTHOE OTIPeIeIIEHUE HAPYILIUTEIs
Ub:

a. (usnyeckoe JIMIIO, CITy4aitHO 17001
peHaMepPEeHHO coBeplIaroIIee JeicTBus,
CIIEZICTBHEM  KOTOPBIX  SIBISIETCS  HapylICHHUE
O0e3omacHOCTH HWHGPOPMAlMK TpU €€ 00paboTKe
TEXHHUYECKUMU CPEJICTBAMU

b. ¢usmyeckoe WM  OpPUAMYECKOE  JIHIIO,
CIy4ailHO COBepLIAKollee JACHCTBUS, CIEACTBUEM
KOTOPBIX  SIBIIIETCS  HapylIeHHe  Oe30MacHOCTH
uHpopManuu npu ee o0paboTKe TEXHUYECKUMU
CpeIcTBaMu

C. dTO  JHWIO, TMPEANPUHSBIICE  MOMBITKY
BBITIOJTHEHUSI 3allPEIeHHBIX onepanuii (IeicTBuif) mo
ommMOKe, HE3HAHWIO WM OCO3HAHHO CO 3JIbIM
YMBICJIOM (M3 KOPBICTHBIX HWHTEPECOB) WM 0e3
TAaKOBOTO (pagyl UTPHl WIH YAOBOJBCTBHS, C IIEIBIO
CaMOYTBEP>KIEHUS U T.I1.) U UCTIOIB3YIOIIEe Al 3TOTO
pa3IMYHBIE BOBMOKHOCTH, METOJIBI M CPEJICTBA
4. Yro Takoe 3amuiaemas nadopmanus?

a. srobas wHbOpMaIHs, KOTOpas TOSBISETCS B
CMH

b. uHpoOpMaIus, KOTOpas MOAJICKHUT 3aIIUTE B
COOTBETCTBUU c TpeOOBaHUSAMU MIPaBOBBIX
JOKYMEHTOB M 00S3aTeNlbHO  OTHOCHUTCA K
rOCyAapCTBEHHOU TaliHEe

C. uHdopmanus,  SABISAOLIAsICS  MPEAMETOM
COOCTBEHHOCTH W  TOJJeXalas  3aluTe B
COOTBETCTBUU c TpeOOBaHUSIMU MIPaBOBBIX

JIOKYMEHTOB WJIM TPeOOBaHHUSIMHU, YCTAaHABIUBAEMBIMU
cOOCTBEHHUKOM HH(pOpMaIIN

IlepeyeHsb BONMPOCOB /IS MOATOTOBKH K IK3aMeHY
11. [ToHsATHE U CYITHOCTH 3aIUTHI HH(OPMALIUH.

12. OOBEKTHI 3aMUTHI HH()OPMAITHH.

13. CpenctBa 3amuTsl HHGOPMAIUH.

14. MeTtons! 3amuThl HHDOpMAITUH.

15. OcHOBHBIC MOHATHS AAMHUHHCTPATHBHOTO YPOBHS
nH(pOpPMaLMOHHON 6€30MacHOCTH

16. [Monutrka 6€30MaCHOCTH

17. Tlporpamma 6e30MacHOCTH

18. UnenTudukanus u ayTeHTU(HUKAIUSL

19. Vnpasnenne 1ocTyrnom




Kon
WHIUKATOpa

I/IH)II/IKaTop JOCTHKCHUS
KOMIICTCHIINH

OneHoYHBIE CpeCTBa

20. PosieBoe ynpaBiieHUE TOCTYIIOM

21. IIpoTOKONMUPOBAHUE U AYIHUT

22. lludpoBanue

23. DKpaHUpOBaHHE

24. Knaccudukanus MeKCEeTeBbIX IKPaHOB

25. AHanu3 3alUIIEHHOCTH

26. JlocTymHOCTh

27. OTKa30yCTOWYMBOCTH U 30HA PUCKA

28. Kpunrorpadust

29. BpenoHOCHBIE IPOTPAMMBI U CITOCOOBI 3aIUTHI OT
HUX

30. IMoapaznencHust TEXHUYCCKOH 3aIUTHI
uHpopmanuu.

31. MecTo 1 poib anmapaTHO-NPOTPAMMHBIX CPEICTB
3alHTHI.

32. TpeOboBaHUS  PYKOBOISAIIMX  JTOKYMEHTOB K
cpeacTBaM 3aIUThI UHpOpMaLIUU oT
HECAHKIIMOHUPOBAHHOTO JAOCTYIIA.

33. O6GHapyKeHHe CeTEeBOM aTakKu.

34. CriocoOb1  obecnieueHust Oe3omacHOi pabOTHI B
HnTepHer.

35. [MpuHnuns! GyHKIMOHUPOBAHUS OpaHIMAay3POB.
36. [TepeueHn HH()OPMAITMOHHBIX pecypcoB,
MOJIeKAIINX 3aIINTE.

37. OcHOBBI 0€30MaCHOCTH Web-PECyPCOB.

38. CriocoObl  3amMThl  (PaljIOB OT ITOCTOPOHHETO
JIOCTYyTA.

39. DproHoMuveckne U HOPMaTHBHBIE TPEOOBaHUS K
OpraHu3zaium pabouero Mecra rnoJjib30BaTens

40. BpetoHOCHOE MPOrpaMMHOE O0eCTICUeHHE.

41. Tlytn IIPOHUKHOBEHUS BpPELOHOCHOIO
MIPOrpaMMHOTO 00eCTIeueHUs.

42. CriocoObl 3aIUThI oT BPEJOHOCHOTO
MPOrpaMMHOTO 00ecTrieueHus

IIpakTHyeckoe 3a1aHue

ITpoBecTn ayauT 3aIIMILIEHHOCTH CETH

BoccranoBuTh ynaneHHyoo nHOOpMAaIKIO

VY aanuth nHGOpPMAIIKIO C 3alaHHBIMU ITapaMeTpaMu
3amuTUTh HMHQOPMAIMIO: MapoJib, KpUOTOrpadus,
creraHorpagus

Paccrpuika coo01eHuni c COXpaHEHUEM
KOH(HIEHIIMATBLHOCTH apecara

PazpaGorate Mozenbs HapywmuTens Uil 3aJaHHOM
OpraHu3aluu

KoMniiekcHoe 3agaHue
O6ecrieunTh 3amUTy HWHGOpPMALUA  JOKYMEHTOB
pasIMYHOTO  THMAa  (IOCTYIHOCTH, IIEJOCTHOCTD,
KOH(UICHIMATLHOCTE) OT  BBIABICHHBIX  YTPO3
MPEAMETHOM 001acTH

YK-8.3

Pazbscusier npaBuia

IIpumepHbIe BAPDUAHTHI TECTOBBIX 3aIaHUI.




Kopn WHnukaTop NOCTHXKEHUS OLeHOYHBIE CpeICcTBa

HHIAKATOPa KOMITETEHIIHH
TTOBEJICHHMS npu
BO3HUKHOBCHUHU IlepeyeHb BONPOCOB i MOATOTOBKH K IK3aMeHY
ype3BbIYANHBIX cUTYaluii | 43. BpemoHocHoe mporpaMmMHoe o0ecriedeHre
IIPUPOTHOTO u | 44. OcHOBHBIE YIPO3bI LIETOCTHOCTH
TEXHOT'€HHOI'O 45. OcHOBHBIE YIPO3bl KOHPUACHITUATHHOCTH
MIPOUCXOXKICHUS; 46. YrpaBieHue puckaMu
OKa3bIBACT niepByio | 47. OCHOBHBIE KJIaCChl MEp MPOLIETYPHOTO YPOBHS
IIOMOIIIb, ornuchiBaeT | 48. YrpasieHue nepcoHaIoM
crocoObl  yuactusi B | 49. dusnueckas 3anmura
BOCCTaHOBUTEIILHBIX 50. TTognepkanue pabOTOCIOCOOHOCTH
MEPOTPUATHAX 51. PearupoBanue Ha HapylIeHUs pexxuma

0e30macHOCTH

52. OCHOBHBIE TOHSTUS HPOTPAMMHO-TEXHHUECKOTO
ypOBHS MHPOPMAITMOHHON 06€3011acHOCTH

53. OcOoOEHHOCTH COBPEMEHHBIX HH()OPMAIIMOHHBIX
CUCTEM,  CYIISCTBEHHBIE C  TOYKH  3pPCHHS
0e30MmacHOCTH

IIpakTH4yeckoe 3a1anue
CdopmupoBaTh Mapoib ¢ 33aJaHHBIMA KPHTECPUSIMU

YCTOMYUBOCTH

PaccunraTh yCcTOMYMBOCTD NTAPOJIS

[IpuMeHATh  CHEUATU3UPOBAHHOE  MIPOTrPAMMHOE
oOecrieyeHne JUIsi COXpaHEHHsI CTaTyca HH(OpMAIIH:
XpaHeHue  Mmapojel, yaajgeHue  HMHPOpMaIuH,

COKpBITHE UH()OpMAIUH

KommnuiexkcHoe 3axanne
ObecnieunTh 3amUTYy HHGOPMALKUKU JOKYMEHTOB
Pa3IMYHOIO TUIIA C 3aJaHHBIMH YCIOBUAMU




0) Ilopsinok mpoBedeHHs] NPOMEKYTOYHOH AaTTeCTallUM, TMOKa3aTeJM M KPUTEePpHH
OLICHUBAHMUS:

[IpomexxyTounast arrTecTamusi MO JUCHUIIUHE «MeTonbl W CpeACcTBa  3alllUThl
uH(pOpMallMN» BKJIIOYAET TEOPETHUUECKHUE BOMPOCHI, O3BOJIAIONINE OLIEHUTh YPOBEHb YCBOCHHS
00yJarmUMUCs 3HAaHUH, U TIPAKTHYECKHUE 33JJaHUs, BBISBISIONINE CTENIEHb CPOPMUPOBAHHOCTH
YMEHHH U BIaJICHUN, IPOBOAUTCS B (hOopMe IK3aMEeHa.

DK3aMeH M0 JIaHHOHM JMCUUIUIMHE MPOBOJIUTCS B YCTHOW (DOpMe MO dK3aMEHAIIMOHHBIM
ousietaM, KaKIbld M3 KOTOPBIX BKJIIOYAET JBA TEOPETHUECKHUX BOIPOCA M OJHO MPAKTHUYECKOE
3a1aHKeE.

Iloka3aTesn M KpUTEPUH OLIEHMBAHUSA IK3aMeEHA:

«OTIUYHO» — OlLIEHKA 3HAHMI OakanaBpa, KOTOPBIA CBOOOIHO BIaICeT:

1) NOHATUHHO-TEPMHUHOJOTHYECKONH 0a30i AMCUMIUVIMHBI M 3HAET 3HAYeHHe Haubosee
4aCTO UCMOJIb3yEeMBIX a00peBHATYp;

2) 4eTKO yBSI3bIBAET TEOPETUUYECKOE IMO3HAHNE AUCLUUILIMHBI C pealbHON MPAKTHKON;

3) 3HaKOM C IIUPOKUM KPYrOM JIMTEPATYPHBIX HCTOYHUKOB, 3HAET, TJ€ HX JOCTaTh,
XOpOIIIO pa30upaeTcsi B HCTOPUU CTAHOBIICHUS IMCIUIUIMHEI, B OIICHKE €€ TEKYILEro COCTOSIHUS U
MEPCIIEKTUB €€ PA3BUTHS;

4) MOJHOCTBIO BIa/IEET MaTepUAIOM MIPAKTUYECKOTO 3a/1aHus, YETKO U apTyMEHTUPOBAHO
3alIUIIACT €r0 MOJIOKHUTEIbHBIE pPe3yJIbTaThl, OOOCHOBAaHO KOMMEHTHUPYET H OOBSCHSET
JOMYLIEHHBIE HEJ0YETHI.

«Xopomo» - OLICHKA 3HAHUU OakamnaBpa, KOTOPBII BJIAJICET
MOHITUIHO-TEPMUHOIOTUYECKON 02301 TUCIUILIMHBI, MOXKET YBSI3aTh TEOPETUUECKOE MMO3HAHNE
JACLIMIUIMHBI C pEAIbHOM MpakTUKOW. Briageer maTepuanoMm MPaKTUYECKOro 3aJaHus, OKa3al
CIIOCOOHOCTH K 00BSICHEHHIO CMBICIIA OCHOBHBIX MOJIOKEHHIA;

«Y IOBIIETBOPUTEIILHOY — OLICHKA 3HAaHUM OaKaiaBpa, KOTOPBIN B OOJIbIIIEH YaCTH BIAJICET,
C HeOONBIIMMHU H3BbSHAMH, TOHATUHHO-TEPMHHOJIOTHYECKONH 0a30il AMCHMILIUHBI, HUMEET
MPEACTABICHHE O BHYTPEHHEW JIOTUKE JUCIUIUIMHBI, TPEICTABICHHOW B BHUAEC Y4eOHOU
nporpammel, Biasieer, Ho HEYBEpEHHO, MaTEPHAIOM TPAKTUYECKOTO 3aaHMS.

«HeynoBneTBopuTeNnbHO» — OLIEHKa 3HaHMM OakanaBpa, KOTOpBIM HE BiajaeeT
MOHITUHHO-TEPMUHOIOTUYECKON 0a30¥ TUCITUTUIMHBI U MAaTEPUATIOM MTPAKTHYECKOTO 3aJaHusl.



