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YUCGHOM rOTy Ha JACCANIN KaPeIPh BIONEC-HIGOPMATIN It MIPOPMAIHONNIZX TEXHONO!
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1 Iles1u ocBOEHUS TN CHMILTHHBI (MOYJI51)

Henp aucuurumubel «MeToasl U CpeACTBA 3alIUThl WHGOpMALUW» - CPOPMHUPOBATH Y
OaxanaBpOB KOMIIETCHIIMM B 001acTH 0OecleYeHusl OXpaHbl 3I0POBbs U KU3HU O0yUarOIIUXCs
npy OOPAIEHUH ¢ KOMITBIOTEPHOI TEXHUKOM 1 MPOrpaMMHBIM 00€CIIEYeHNEM U, B OCOOCHHOCTH,
B 00JaCTU NPUMEHEHMsI Pa3JIMYHBIX CETEBBIX TEXHOJIOTUH, a TaKKe NMPAKTMYECKUX HABBIKOB
oOecrieyeHns 3auIuThl HHQOpMAIK B cucteMax obpaborku unpopmarmu. [lomyunts 6a3oBbIie
3HAHUS, YMEHMsT M HaBblKM B O0OJAacTH METOJOB 3allUThl HMH(OpMALMM A HOJAEPIKKH
JeSITeIbHOCTH 00yYaroIuXcs B y4eOHO-BOCITUTATEIBHOM IIPOIIECCEe M BHEYPOUHOI padote; ais
co3zianus, (POPMUPOBAHUA U aJMUHUCTPUPOBAHUS JIEKTPOHHBIX 00pa30BaTENbHBIX PECYPCOB C
TpeOyeMBbIM YPOBHEM 0€3011aCHOCTHU

2 MecTo TMCHHMIIMHBI (MO1YJIsI) B CTPYKTYpe 00pa3oBaTe/bHOil POrpaMMbl

Jucuumnnuaa Metoabl U CpelicTBa 3alIUThl HHPOPMAIIMK BXOJUT B 0053aTeNbyI0 YacTb
y4eOHOro riana 00pa3oBaTeIbHOMN MPOTPAMMBEI.

Jisa  u3ydeHus  AMCUMIUIMHBI  HEOOXOAMMBI  3HAHUS  (YMEHHMs,  BJIaJCHUSA),
c(OpMHUPOBAHHEIC B PE3yIbTATE U3yUCHUS TUCITUTUINH/ TIPAKTHK:

be3onacHoCTh JKU3HEIEATENBHOCTH

3HaHus (YMEHHUs, BIAJEHUS), MOTYYCHHbIE IPU U3yYEHUH AAHHON AUCLUILUIMHBI OyIyT
H€06XOI[I/IMI)I AJI U3YUCHUA III/ICIII/IHJ'H/IH/ IMPAKTHK:

NudopmanmronHas 6€301MacHOCTh B CHCTEME OTKPBITOTO 00pa30BaHus

3 Komnerenuun odyuarouierocs, popMupyemMbie B pe3y/ibTaTe 0CBOEHUS

AUCHMILIMHBI (MOAYJIS) U IVIAHUPYeMbIe pPe3y/IbTaThbl 00y4eHHUs

B pesynprare oOcCBOEHHS IUCHMIUIMHBI (Moayysi) «MeToasl M CpeACTBA 3alMTHI
uH(popMalun» 00 yyaroLUIiCcs T0JIKEH 001a1aTh CASAYIOUMMI KOMIIETCHIUSIMMU:

KO)I HHJUKaTOopa I/IHILI/IKaTOp JOCTHIXXCHUA KOMIICTCHIITNN

YK-8 CnocobGen co3maBarh ¥ MOJIEPKUBATH B IMOBCEJAHEBHOW JKU3HHU U B NPOPECCHOHAILHOM
JeSITETIbHOCTH  O€30IACHBIC  YCIOBUS KH3HEJESTEIBHOCTH JUIS COXPAHEHUsS TPUPOJHOW CpEJbl,

VK-8.2 BrisiBnsieT npo0ieMbl, CBsI3aHHBIE C HAPYIICHUSMHU TEXHUKH 0€30MacHOCTH
Ha paboueM MecTe; TMpeJiaraeT MEpONPUATHIX IO MPEAOTBPAIICHUIO
Ype3BbIYaHBIX CUTYAILIUH

YK-8.3 Pa3pscHser mnpaBuna NOBENEHUS IPU BO3HUKHOBEHHWH YpPE3BbIYANHBIX
CUTyallull TIPUPOJHOTO MU TEXHOTCHHOI'O IIPOMCXOXKIACHHUS; OKa3bIBaeT
NEPBYIO IOMOIIb, OMNMCHIBAET CIOCOOBI y4yacTHs B BOCCTAHOBUTEIIBHBIX
MEPOIPUITHIX




4. CTpyKTypa, 00bEéM U coep:KkaHue TUCHUIIMHBI (MOAYJIs)
OO0mas TpyI0€MKOCTh JUCIUIUIMHBI COCTABISIET 4 3a4eTHBIX enuHull 144 akaa. 4acoB, B TOM

qyuce:

— KOHTaKTHas pabora
— ayIuTOpHas — /2 aK
— BHeayuTopHas — 4,

— caMoCTOsTeNbHAs paboTa — 32,2 akaJl. 4acoB;

— 76,1 akaz. yacos:
aJl. 9acoB;
1 akaz. yacoB

— MOJTOTOBKA K dK3aMeHy — 35,7 akaj. yaca

®dopma aTTecTaluu - SK3aMEH

AynuropHas 3 s
o | xomraxTHAs pabota E 5 dopma TEKyIIEro
=
= B aKajl. 4acax 5} Bu KOHTPOJIS
Paszen/ Tema 3 (B axaz. yacax) g B A y P Kox
S 3 ©|caMOCTOSTENbHON YCIIEBaEMOCTH U
JUCLIATUINHBI 5 [~ 6 N KOMIIETEHIIUU
@) . . g & paboTsI MIPOMEKYTOYHOM
nab. |mpaxT. S
Tex. o EaH 5 g| aTTecTaluu
1. HopMaTHBHO-TIpaBOBBIE OCHOBBI 3alUTHl HH(POPMALIUH
1.1 CyuiHocTh ¥ HOHATHE
UH()OPMAILIIOHHON
0e30IaCHOCTH M 3aIIUTHI
uH(popMaIu
OcHOBHbIE TIOHATHSL.
3HaueHne Koncnextuposan
o ue y4eOHbIX
MH()OPMAITIOHHON M
MaTepHajoB
6e30macHOCTH VTS p
CamocrosTensHoe
CyOBEeKTOB HSVaeHHe TecrupoBanue
UH()OPMAIIIOHHBIX 4 2 2 qeygﬁoi/i . JIP 1 «HagexHoCTb 1 YK-8.2
oTHoweHUU. [loHsATHE M yHa Hoil JIOCTOBEPHOCTH VK-8.3
CYLIHOCTb 3aLUTHI J'II/ITCY[;T o UHPOpMAIIH»
uadopmarmu.  Lemn  u I patyp
OJIrOTOBKA K
KOHIICNTYaJIbHbIE OCHOBBI 6ﬂ
nabopaTopHOM
3aIIUTBHI HH(pOPMALHH. PaTOPHOMY
3aHATHIO
Kpurepuu, ycnosus u
MIPUHIIMIIBI OTHECCHHUS
uH(popMaIu K
3amuniaemMoii. Hocurenu 7
3aMIUIIaeMoOu
12 [IpaBoBoe
Koncnextnposan
obecrieyeHue - TectupoBanue
. ue y4eOHbIX
UHPOPMAIIOHHOM MaT}; AT0B Brictynnenue Ha
0e30IacHOCTH M 3aIUTHI P cemuHape 1o JIP2
CamocTosaTenbHOoe
UHpOpMaIH HSVHeHHe «3aKoHOaTENIbHAS U
Haznauenue u crpykrypa yacHr HOPMAaTHBHO-TIPAaBOBasI
eOHO
HOU U
MPaBOBOTO  OOecreueHUst y;a Hoi 0aza obecrieueHMst
3aIUTHI nH(opManUy. eyl; UHPOPMAIIOHHOH
JIUTEPATYPhI
IIpaBoBele OCHOBBI 4 | 4am 2 o FSTO;]E&K 6€30MacHOCTI» VK-8.2
3alUThl  UHPOPMALUK B A VK-8.3
CEMHHAPCKOMY
OpraHM3aluu. SaHsTHIO 110 JIP 2: Brictymnenue Ha
MesxyHapoiHbIe n npopa6oTKa ' cemuHape 1o JIP3
HaIlMOHAJIbHBIC HAVIHO «Cranpmaptsl 1
CTaHJApPThI u METOHy;quKOﬁ crieuupuKalum B
cnenupuKayuu B 001acTH HTeDATYDbL obnacTtu
Ub. CoBpemeHHbIE ﬂofna;’i ’ UHPOPMAIIOHHOH
CTaHIapThl B  oO0iacTu pe3eHTAIS 6e30MaCHOCTHY
ylpaBJieHUs pHUCKaMHu p




Uroro mo pazneny

| 8 | 6/4u |

| 4 |

2. Knaccudukanus yrpo3 1 METOIOB 3alIUTHL HHPOPMAIHH

2.1 Buasl ¥ HCTOYHHMKH
yrpo3 HMH(QOPMAIOHHOM
06e30IacHOCTH
Vrpossr KoncnektupoBaH
N ue y4eOHBIX
UH()OPMAITIOHHON MATEDHATOR
0Ee30IIaCHOCTH M 3aIlUTEI CaMOCTgﬂTenLHoe
uH(popMaIuH. TectupoBanue
H3y4YeHHe
Jecrabunusupyroriee 6 | 6om 42 GHod 1 JIP 4 «Knaccuduxanus VK-8.2
BO3/ICHiCTBHE Ha ' y:a Hoi Yrpo3 MpeaMeTHOH VK-8.3
3aIUIIACMYIO nme};;Typm obacTm
uH(OPMAIHIO.
(bop ITogroroBka k
Knaccudpukauus  BHIOB
. nabopaTopHOMY
yrpo3 UH(GOPMALUOHHON SAHSITHIO
06e30I1acHOCTH o
pa3NUYHBIM  TPH3HAKAM.
HecankunonnpoBanHbIit
Koncnekrtuposan
2.2 Knaccudukanus u e %61-2 x
XapaKTepUCTHKA MaTyepHaHOB
OCHOBHBIX  METOJOB H
U — A CaMoCTOATEIEHOE TectupoBanue
I\EI)CTOI[LI - 4 2 H3yUCHHE Dcce «MeToIb! 3alUThI VK-8.2
nrdopmammn,  Crioco6I yueOHOil u uHpopmauu YK-8.3
P ) HayqIHOU MPEMETHON 00JIaCTHY
3QIUTHI uH(pOpMaITHH. uTepaTyph
Cpencrea SAIHTEL Hammcanmue scce-
nHpOpMaIn
(bopmant paccyxxaeHus
Hroro no pazaeny 10 | 6/21 6,2
3. YpoBHH 3amuThl HHGOpMAIMK: aIMUHHCTPATUBHBIH, IPOTPAMMHBIN, KpUNITOTPAQUICCKUN H TEXHUUCCKUI
KoncnektupoBan
. re yaeOHBIX
3.1 AJMUHHCTPATUBHBIHI MaTyeq HATTOB
ypoBeHb obecnieuenus: b CaMOCT(I))HTEHLHOQ
Tlomutka 0€30MaCHOCTH. HBVCHIE TectupoBanue
IIporpamma yaeHy Brictynnenue Ha
yueOHOM U
06e30IacHOCTH. OrueHka N cemunape 1o JIP 5
HAay4YHOUN
PHUCKOB u 0a30BEbIi HHTey ATVORL «[lonutuka
YPOBEHb 3aIIUTEL patyp HHPOPMAIHOHHON
ITogroroBka k
YnpasieHue nepcoHaioM. COMUHADCKOM 0E€30IMaCHOCTHY VK-8.2
dusnueckas 3aIIKTa. 4 8/611 7 SAHSTHIO 11)10 pr4_ JIP 6 «Aynur VK 8'3
Iloanepxanue HbopaGoTka " | 3aIIUIIEHHOCTH CeTeH» '
paboTOCOCOOHOCTH. pHap Ho JIP 7 «IlaponbHas
Peam OBAaHUC Ha y‘{ o 3al[uTa 1 MCHCI’KCPhI
METOIUYECKOMN
HapyLIICHUS peKUMa HTEDATYDbL napoJiein»
6€30MaCHOCTH. parypel, JIP 8 «MaccoBas
JIOKJIAJ] ¥
TTnanupoBanue pe3eHTALIS pacchuIKa MHCeM»
BOCCTAHOBUTCJIBHBIX HEHFOTOBK& K
a0boT
p nabopaTopHOMY

3aHATHUIO




3.2 IporpamMmHbIe

cpezncrsa 3aIIUThI TectupoBanue
HHpOpMAIIH KoncnekrtupoBan JIP 9 «3amiuta ot
3amuTa  MPOTPaMMHOTO ue y4eOHbIX  |HEeCAaHKIMOHHUPOBAHHOTO
obecrieyeHust oT MaTepuanoB JOCTyTa K
HECAaHKIIMOHHUPOBAHHOTO CamocTosaTenpHOe nH}OpMaLII»
nmocryna. Kpatkuit 0630p H3y4YeHHe JIP 10 «3amrura VK-8.2
CYLIECTBYIOIINX Ha PHIHKE 4 12 4 yueOHOM U nHdopMany B VK 8.3
CpenCTB 3aIIUTHI HaY4HOH JIOKyMEHTaX» '
uH(popMauu oT JIUTEPaTyphl JIP 11 «Y nanenue
HECAaHKIMOHHPOBAHHOTO IoaroToBka K uHpOpMAITHID)
Joctyna. 3agaya 3aluThl nabopaTopHOMY JIP 12
oT BMeIIaTeIbCTBA 3aHSTHUIO «BoccTaHoBeHHE
MOCTOPOHHHUX ~ JIAI[ U JTAHHBIX)
annapaTHbIE CpezcTBa
3.3 Bupycsr u
AQHTUBHPYCHBIE CPEICTBA
Onpenesnenue
KOMITBIOTEPHBIX BHPYCOB. KoncnektupoBan
Knaccupukanus ue y4eOHBIX
KOMITBIOTEPHBIX BHPYCOB. MarepuanoB
TIpuznaku 3apayKeHHUsI. CaMocTosTeNnbHOe VK-8.2
2 1 TectupoBanue
TIpodpunakruka U3y4YeHHE YK-8.3
3apaKeHHUsI. yueOHOM U
IIporpammusie Hay4yHOH
AHTUBHPYCHBIC CPE/ICTBA. JUTEPATyphI
CTpyKTypa aHTUBUPYCHOU
nporpamMMsbl.  TIpHHITHITBL
BbIOOpa CUTHATYPbI
3.4 Kpunrorpagpuueckue
p rpag KoncnexrupoBan
METOJIBI 3aLHTHI
MeToel  KprmTorpadu ue y4eOHbIX TectupoBanue
P p ’ MaTepHaIoB JIP 13 «3amuTa
CpencrtBa
. CamocTosaTenbHOe uHpopmaru ¢
Kpunrorpapuaeckon
n3ydeHue TIOMOIIIBIO
3aIUTHI uHbOpMaIUH. N VK-8.2
4 | 4/41 10 yueOHOM U KpUnrorpadum»
Kpunrorpapuueckue . VK-8.3
Hay4YHOU JIP 14 «3amura
HpCOGpasOBAHHS. JUTEPATyphI nuHbopmaru ¢
Iudposanue u patyp p
IloaroroBka k IIOMOILIBIO
nemudpoBaHue
uncbopmar,  [ugposas 1ab0paTOpHOMY cTeraHorpadum»
P ’ p 3aHATUIO
TIOAITICh
KoncnektupoBan
3.5 TexHuyeckue P
ue yaeOHbIX
cpexacTBa 3aIIUTHI
- MarepuanoB
P CamocTosTenpHoe VK-8.2
WmxenepHast 3aIuTa 4 TectupoBanue
U3ydeHue VK-8.3
00BEKTOB, 3aIUTa .
y4eOHOi u
MHQOpPMAIIMH OT YTEYKH .
Hay9IHOH
M0 TEXHUYECKUM KaHaJIaM
JIUTEPATYPHI
Uroro no pazneny 18 (24/101 22
Wroro 3a cemectp 36 |36/161 32,2 JK3aMeH
Uroro no pucnumiuze 36 |36/161 32,2 JK3aMeH




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

IIpu npoBefeHHMH 3aHATHM M OpraHM3allUM CaMOCTOSATENIbHOW paboThl OakajaaBpoB
UC-TIOJIb3YIOTCSL:

TpaauumoHHble TEXHOJIOrMM OOy4YeHHMs, MpeAroJararmue nepeaadyy HHQOpMaLuu B
ro-TOBOM Buze, (GOopMHpOBaHHE YYEOHBIX YMEHHH TO o00pasly: JeKIUSA-U3JI0KEHHE,
JEKIHA-00BCHEHUE, JIA0OpaTOPHBIC padOTHI, KOHTPOJIbHAS paboTa u JIp.

Hcnonp30Banue TpaguIIMOHHBIX TEXHOJOTHIA 00eCTIeYMBAEeT OPHUEHTUPOBAHUE CTY/IEHTA
B MOTOKE HMH(OpMaIUK, CBSI3aHHOM C pa3IMYHBIMU IOJXOAAMU K ONPENIEICHUIO0 CYIIHOCTH,
CO-JIep)KaHUs, METOJOB, (OPM pPa3BUTHA M CaMOPa3BUTHs JMYHOCTH; CaMOONpEAEICHHE B
BbIOOpE ONTHMAJIbHOIO MYTM H CHOCOOOB JIMYHOCTHO-IPO(PECCHOHATIBHOIO Pa3BUTHS;
CHUCTEMAaTH3allMi0 3HAHW, MOJyYEHHBIX CTyJEHTaMH B Tpolecce ayauTOpPHOH U
camocCTosTeNIbHOW paloThl. JlabopaTopHble 3aHATHS 00ECHEUMBAIOT PAa3BUTHE M 3aKpeIlICHUE
YMEHUH M HaBBIKOB ONpEAETICHUS LeJIel U 3a/1a4 CaMOpa3BUTHS, a TaKkKe MPUHATHS Haubosee
3¢ (EeKTUBHBIX PELICHUH [0 UX PeaT3aLiH.

WuTepakTuBHble (HOpMBI O0Y4EHUS, MPEIANOIaralollie OpPraHMu3alui0 OOydeHUs Kak
IPOAYKTUBHOM TBOPYECKOH JIEATEILHOCTH B PEXKUME B3aUMOICHCTBHSI CTYACHTOB JPYT C IPYroM
U C IIPENo/iaBaTeieM

Hcnonb3oBaHue HMHTEPAKTUBHBIX  OOPa30BaTENIbHBIX  TEXHOJOIMH  CHOCOOCTBYET
MOBBIIIICHUIO WHTEPECa M MOTUBAIMH YYAIINXCS, aKTUBU3AIMHA MBICIIUTEIILHON IESTEIFHOCTH U
TBOPYECKOI'0 IOTEHIMaja CTYIEHTOB, jenaeT Oojee 3()(EeKTUBHBIM YCBOEHHE Marepuana,
MIO3BOJISIET MHIMBUIYAIH3UPOBATh 00y4CHNE U BBECTH SKCTPEHHYIO KOPPEKIIHIO 3HAHHIA.

IIpu mpoBeaeHHH 1a0OPATOPHBIX 3aHATHH HCHOJB3YIOTCA TIpymmoBas pabora,
TEXHOJIOTUSI KOJUIGKTUBHOW TBOPYECKOH JEATEIBHOCTH, TEXHOJIOTHS COTPYAHNYECTBA. JlaHHBIE
TEXHOJIOTUM 00€CHeunBalOT BHICOKMI YPOBEHb YCBOCHUS CTYAEHTaMU 3HAHUM, 3P PeKTUBHOE U
YCIIEIIHOE OBJIAZICHWE YMEHHSIMH ¥ HaBbIKAMH B TIPEAMETHOH 001actH, (GOpPMHPYIOT
IIO3HABATEJIbHYIO NOTPEOHOCTh U HEOOXOAMMOCTD JalbHENIIEro caMo0Opa3oBaHusl, IO3BOJISAIOT
AKTHBU3MPOBATh MCCIEIOBATENbCKYIO AEATEIbHOCTh, 00ecneunBatoT 3PPEeKTUBHBIN KOHTPOIb
YCBOCHMS 3HAHU U

6 Y4eOHO-MeTOAUYECKOE 00eciedeHUe CAMOCTOSITeJIbHOI PadoThl 00y4aroImmMXcst
[Ipencrasneno B mpunoxxeHuu 1.

7 OneHovHnblie cpeacrea AJisl MIPOBEICHUSA HpOMe)KyTO‘IHOﬁ aTrrecranmumn
Hpe,[[CTaBJ'IeHLI B ITPUIIOKCHUHN 2.

8 YueOHo-MeTOAMYeCcKOe H HH(POPMALIMOHHOE OOecnevyeHue TUCIUIITHHbBI (MOYJIs1)

a) OcHOBHas JIUTEpaTypa:

1. OpranuzanmoHHoe W TpaBoBoe obecreueHne WH(POPMAIMOHHON 0e30MacHOCTH
y4eOHUK 1 mpakTukyMm jais By3oB / T. A. Ilomskosa, A. A. Ctpensios, C. I'. UyOykosa, B. A.
HuecoB ; mon pemakumeit T. A. IlonskoBoi, A. A. CtpensuoBa. — Mocksa : M3aaTenbCTBO
FOpaiit, 2020. — 325 c¢. — (Bsicmiee o6pazoBanue). — ISBN 978-5-534-03600-8. — Tekcr :
snextpounsiit // DBC FOpaiit [caiit]. — URL.: https://urait.ru/bcode/450371

2. Cranmaptel  MHQOpPMAlMOHHOW  Oe3omacHoCTH. 3amuTa H  00paboTka
KOH(HICHIIMATBHBIX JTOKyMeHTOB: y4eb. mocooue / FO.H. CerueB. — Mocksa : UTHO®PA-M,
2019.—- 223 c. — (Beicuiee oOpa3oBaHue: bakanaspuar). —
www.dx.doi.org/10.12737/textbook_5cc15bb22f5345.11209330. — TekcT : ANEKTPOHHBIA. —
URL.: https://new.znanium.com/catalog/document?id=342244

0) lomostHuTeIBLHASI TUTEPaTypa:
1. Yepnona, E. B. ndopmarmonHas 6e30macHOCTh yesioBeka . ydeOHoe rmocobue s
By30B / E. B. UepHoBa. — 2-¢ u3f., uictp. u go1m. — MockBa : 31aTenscTBo



FOpaiit, 2020. — 243 c¢. — (Bsicmee ob6pazoBanne). — ISBN 978-5-534-12774-4. — Texkcr :
snexkrponnsii // DBC HOpaiit [caiit]. — URL.: https://urait.ru/bcode/449350

2. 3ammTa nHpopmanmu : yueb. mocodue / A.IL. XKyxk, E.IT. XKyk, O.M. Jlenemkun, A.1.
TumomkuH. — 3-¢ u3a. — Mocksa : PUOP: MTHOPA-M, 2019. — 400 c. — (Bsiciee ob6pazoBanue).
— DOI: https://doi.org/10.12737/1759-3 —  Tekcr : oanekrponnsni. —  URL:
https://new.znanium.com/catalog/product/1018901

3. Kopabenbuukos, C. M. Ilpectymuienust B chepe MHPOPMAMOHHON OE30MACHOCTH !
yuebHoe nmocobue s By30B / C. M. KopabenpanukoB. — MockBa : MzmarensctBo IOpaiit, 2020.
— 111 c. — (Bwicmiee ob6pazoBanue). — ISBN 978-5-534-12769-0. — Tekcr : anekrpoHHbii //
OBC lOpaiir [caiit]. — URL.: https://urait.ru/bcode/448295

B) MeToauyeckue ykazanus:

1. Meroaunueckue yka3zaHUs IO BBIOJHEHHIO JlabopaTopHOU paboTsl «Hane:xxHOCTh U
JIOCTOBEPHOCTh MH(pOpMaIum» st 0akaiaBpoB HampasicHus 38.03.05 buznec-undopmaruka,
09.03.03  «IIpuknagHas  wHpopmaruka», 44.03.05  «llemarormyeckoe  oOpa3oBaHUE
(MudopmaTuka 1 S3KOHOMHKA)». — Marautoropck: M31-Bo MarHuToropck. roc. TeXH. YH-Ta HM.
I''1. Hocoma, 2020. — 12 c.

2. Meroanueckue ykKa3aHUS IO BBIMOJHEHHIO JaOOpaTOPHBIX paboT MO AWUCIUILIMHE
«Metonel W cpeacTBa 3amuThl MHGOpMammu» IS OakanmaBpoB HampaBieHus 44.03.05
«Ilenarornueckoe obOpasoBanue (MHpopmaTnka u skoHOMHKA)». — Marauroropck: M3a-Bo
Maruurtoropck. roc. Texs. yu-ta um. I'.11. Hocosa, 2020. — 30 c.

r) [Iporpammuoe obecneuenue u UHTepHer-pecypcebi:

IIporpamMmmHoe oGecrnieueHue

Haumenosanue I1O Ne noroBopa Cpoxk neiicTBuUS TUIICH3UU
MS Windows 7

Professional(mms  |1-1227-18 ot 08.10.2018 11.10.2021
KJ14CCOB)

MS Off.lce 2007 Ne 135 o1 17.09.2007 06eccpodHo
Professional

7Zip CBOOOJTHO pactpoCTpaHsIeMOe 0ECCPOYHO
MS Windows 10

Professional (s |[1-1227-18 o1 08.10.2018 11.10.2021
KJ1aCCOB)

MS Off.lce 2003 Ne 135 o1 17.09.2007 0eccpovHO
Professional

FAR Manager CBOOOHO pacIpOCTpaHsIEMOe 06eccpouHO

IIpodeccnonanbHble 0a3bl JaHHBIX M MH(POPMAIMOHHBIE CIPABOYHbIE CHCTEMbI
Hassanue xypca CchlIKa
Nudpopmanmonnas cucrema - EguHoe OKHO .
(bopman A URL: http://window.edu.ru/
JIOCTYTA K MHPOPMAILIMOHHBIM pecypcaM
HanuonaneHas nH(pOpMalMOHHO-aHATUTHYECKAs

cuctema — Poccuiickuii unmexc mayunoro[URL: https://elibrary.ru/project_risc.asp
nutuposanus (PHUHIL)
[Touckoras cucrema Akanemuss Google (Google

Scholar) URL: https://scholar.google.ru/

DnexkTpoHHas 06a3a MepuoIuvecKux u3naHuii East
View Information Services, OO0 «IBUC»

https://dlib.eastview.com/




Poccuiickas  T'ocymapcTBeHHass ~ OuOnmoTeka.

https://www.rsl.ru/ru/4readers/catalogues/
Karanoru

9 MaTepI/IaJILHO-TeXHI/I‘IGCKOC obecrneyeHue AUCHHUIIIINHBI (MO)Iy.TIH)

MaTepHaano-TeXHqucxoe obecrieucHue JUCHHUIIIMHBI BKJIIFOYACT:

VYueOHblE ~ ayAMTOPUM  JUIsl  TPOBENCHHMS  3aHATUH  JIGKIMOHHOTO  THUIA!
crienMaau3upoBaHHas (yaeOHas ) MeOenb (CTOMbI, CTYJIbs, TOCKA ayIUTOPHAs ), MYJIbTUMEIUHHOE
obopymoBanue (IPOEKTOpP, KOMITBIOTEp, dKpaH) IJs Mpe3eHTAlMH Y4eOHOro Marepuala IIo
JTUCIUILINHE;

VY4ueOHble ayIUTOpHM JJIsi TPOBEACHUS JIA0OPATOPHBIX 3aHATUH, TPYIIOBBIX U
WHAUBUAYAIbHBIX KOHCYJbTAIMM, TEKYIIEro KOHTPOJIS U TPOMEKYTOYHOM AaTTecTaluu:
crienuanu3upoBanHas (yueOHasi) MeOeb (CTONbI, CTYNbs, JOCKa ayIUTOPHAs), MEPCOHAIbHBIC
KOMIIBIOTEPBl OObEIMHEHHBIE B JIOKANbHBIE CETH C BbIxoaoM B Internet m ¢ moctymom B
AIIEKTPOHHYI0  HMH(OPMAIIMOHHO-00pa30BaTEIbHYI0 CpEoy YHHBEPCHTETa, OCHAIECHHBIC
COBPEMEHHBIMH IIPOrPAMMHO-METOINYECKUMU KOMITJIEKCAaMU

AymuTopun U CaMOCTOSATENBHOW paboThl (KOMIBIOTEPHBIE KIIACCHI, YUTAIBHBIC 3aJIbI
OubnmuoTekn): Crenuaan3upoBaHHas (yueOHas) MeOenb (CTOJbI, CTYINbs, JOCKa ayAUTOpHAas),
IIEPCOHAJIbHBIE KOMIIBIOTEPHI 00bEIMHEHHBIE B JIOKAJIbHBIE CETU ¢ BbIX0/0M B Internet Internet u
C JIOCTYIIOM B DIJIEKTPOHHYIO HH(POPMAIMOHHO-00Pa30BaTEIbHYI0 Cpely YHUBEPCHUTETa,
OCHAIIIEHHBIE COBPEMEHHBIMH IIPOTPAMMHO-METOAMYECKIMH KOMITJICKCAMHU

[Tomemenne s XpaHeHus U NPOo(UIAKTHYECKOrOo OOCTYXUBaHUS Y4eOHOTO
00opynoBaHus: MeOeIb (CTOMBI, CTYNbS, CTEIUIAKHU TSl XpaHSHUsT y9eOHO-HATIIATHBIX TOCOOui 1
yu4e0HO-METOINYECKOM JOKYMEHTAIINH ), IEPCOHATBHBIE KOMITBIOTEPHI.



IIpunoxenne 1

6 YueOHO-MeTOAHYECKOe o0ecneYeHrne CaMOCTOATEIbHOI padoThl 00y4aloIUXCH

[To mucruruinae «MeTOIbI M CPEeICTBA 3aTUTHI HHPOPMAITUN MTPEIYCMOTPEHA
ayIUTOpHAs U BHEAYAUTOPHAsl CaMOCTOsTeNIbHAsi paboTa OakanaBpoB.

AyIuTOpHas caMOCTOsATeNIbHAs paboTa GaKalaBpOB MPENOIaraeT PeuieHne 1
o(opMIIeHHE COTJIACHO 3aJaHHBIM TPEOOBAHUAM 3a/laHui 1abopaTOopHBIX padboT. TpeboBanus K
oopmnenuto Haxoaarcs B CMK-O-CMI'TY-42-09 KypcoBoii ipoekT (pabora): CTpyKTypa,
coJiep;kaHue, 00IIKe MpaBuiia BBIMOTHEHUS U OOPMIICHHUS.

BueayauropHas camocTosiTenbHasi paboTa CTYAEHTOB OCYIIECTBISAETCS B BUAE U3YUECHUS
yueOHOI 1 HAyYHOU JIUTEepaTyphl IO COOTBETCTBYIOLIEMY pa3zeny ¢ mpopaboTKoi MaTepHara,
ydacTue B IUCTaHIMOHHOM Kypce win uzydennn MOOK, npeiokeHHOM IIpernoaaBaTeieM 1
BBITMIOJTHEHUS IOMAIIIHUX 33/1aHui (TIOJrOTOBKA K JIa0OpaTOPHBIM paboTaM) ¢ KOHCYIbTAlUSIMU
npernoaaBaress.

BOl'lpOCbl AJIA CAaMOCTOATEJIBHOI'O U3YUYCHUS:

1. [TpoBenuTe CpaBHHUTENBHBIN aHAIN3 JOKTPUH W KoHuenmwii rocymnapcts CIIA,
I'epmanuu, @pannuu, SMOHUM U JPYTUX Pa3BUTHIX CTPaH B OOJIACTH OOCCIICUCHUS PA3BUTHS
UHPOPMALMOHHBIX TexHonorud (koHuenuuu Kimarona-I'opa, bannremana B Epore,
Oxwunapckas xapTust «I 1o0anpHOe MHPOPMAITMOHHOE OOIIECTBO» U T.1I.)

2. W3yunte COBOKYMHOCTh O(UIIMATBHBIX B3IJISAIOB HA LIETH, 33Ja4U, MPUHIUIBI U
OCHOBHbIE HarpaBieHus obecnieueHus HHPopMamoHHoi 6e3omacHocT Poccuiickoit denepanuu
B «JlokTpuHEe WH(POPMAIMOHHON O€30MacCHOCTH POCCHICKOW (emepamumy, yTBEpKIeHHOU 9
ceHTsaops 2000 r. No  [Ip-1895.

3. Ilo3HakoMBTECH €O CTaThIMM OCHOBHOro 3akoHa Poccuiickon ®enepanum —
Koucturynueit  (mpunsitoir 12 nmexabps 1993  roma), 3aTparuBarollUMH  BOMIPOCHI
uHpopmanmoHHoM Oe3omacHocTH (cTaThu 23, 24, 29, 41, 42).

4, PaccMmoTpuTe ompeneneHuss BCeX BaXXHEWIIMX KOMIIOHEHTOB WH(pOPMAalMOHHOM
JeSITeIbHOCTH M HANpaBJICHUS PA3BUTUS 3aKOHOJATENIbCTBA B 00JaCTH HMH(OPMAIIMOHHOU
O6e3omacHOCTH B 3aKkoHe «O0 uHpopManmu, nHGOpMATH3ALKMKA U 3anuTe UHPopManum» ot 20
despanst 1995 rona Homep 24-D3 (mpunsat ['ocynapcrBenHoit Jlymoit 25 suBaps 1995 rona).

5. W3yunte oCHOBHbIE HOPMATUBHBIE AKThI, PETJIAMEHTHPYIOIINE OXPaHbl 0OBEKTOB C
IOMOII[BI0O HOPM aBTOPCKOro TMpaBa B 3akoHax «O MpaBoOBOM oOXpaHe NporpaMMm s
AJIEKTPOHHO-BBIUMCIUTEIbHBIX MallMH U 0a3 JdaHHBIX», «O MpaBOBOM OXpaHE TOIMOJIOTUU
MHTErpalIbHBIX MUKpocXxeM» U «O0 aBTOPCKOM IpaBe U CMEXHBIX IPaBax».

6. Kak onpenenensl nmoHsTHs OaHKOBCKas, KOMMepYeckas U ciykeOHas TaliHa B
I'paxxnanckoM konekce Poccuniickoit denepanun.
1. Kak oTpaxkeHbl BONpOCHI MPaBOBOIO peXHMa HHPOPMAIMU C OTpaHUYEHHBIM

JIOCTYIIOM B 3aKOHAX O TOCYJaPCTBEHHON U KOMMEPUYECKOM TailHax, B TPaXKIaHCKOM Kojiekce PO B
cratbe 139 «CnyxebHast 1 KOMMepUecKas TaitHay.

8. Kakue cBeeHHs He OTHOCATCS K KOMMEPUYECKOM TalHe.

9. Kak ompenensiercs moHsTHe U coAepkaHue KOH(pHUIeHIIMANbHOU HH(pOpMaUU B
Vkaze [Ipesunenta PO «O06 yrBepxkaeHUN NIEpEeUHs CBEACHUN KOH(PUICHIIMATHFHOTO XapaKTepay.

10.  Jlaiite xapakTepuCTHKY CIEAYIOMMX (OPM 3aIIUTH HHOOPMALUK: TTATEHTOBAHHE,
aBTOpcKoe mpaBo, ToBapHble 3HAKU («llarentHsiii 3akoH P®d», «O TOBapHBIX 3HaKaX, 3HAKaX
00CITy>)KMBaHUSI 1 HAMMEHOBAHUH MECT MPOUCXOXKICHUS TOBAPOBY).

11. Paccmorpure BONPOCHI JIMIEH3UPOBAHHMS B OOIACTH 3allUTHl MH()OPMALUH B
3aKkoHe «O JTUIEH3UPOBAHUM OTAEIBbHBIX BUIOB JAedaTenbHOCTH» OT 8 aBrycta 2001 roga Homep
128-®3 (ITpunst ['ocynapcteennoit J{ymoii 13 utons 2001 roxa).

12.  Kakumu rocygapcTBEHHBIMH NPaBOBLIMU JOKYMEHTAMH ONpPEAENIAIOTCs AeHCTBIS
10 3aIuTe HHPOPMAIIUN OT HECAHKIITMOHUPOBAHHOTO JIOCTYTIA.

13. Onpenenure pomp u Mecto DefepalbHOi COyxkObl MO TEXHHUYECKOMY U
skcnoptHoMy  koHTpono (DPCTOK, www.fstec.ru), sBisromeiics MpaBOMPEEMHUKOM


http://dvabop.narod.ru/docum/xartia/xrt.htm

I'ocymapctBenHoi TexHHueckod komuccuu Ipu  Ilpesunenre Poccuiickoin @Penepanuu
(www.infotecs.ru/gtc/)

14. KakoBbl OCHOBHBIE HANpaBIEHHS JEATEILHOCTH {enepasbHOro areHTCTBa
NPaBUTENILCTBEHHON cBsisu U uHpopmanuu (PAIICU — www.fagci.ru) B rocymapcTBeHHOM
cCHCTEME 3aIUThl HHPOPMAIUH.

15. KaxoBel ocHOBHbIE HanpaBieHus gaestenbHoctH «CoBeTa BeszomacHoCTH
Poccniickoit denepanum».

16.  3nauenue 3axkona «O0 y4acTuM B MEKIYHAPOIHOM UH(POPMALIMOHHOM OOMEHE)» OT
4 wronsa 1996 roga Homep 85-D3 (mpunsaT ['ocymapcrBerHoit ymoii 5 utons 1996 roxa) B amoxy
I00ATEHBIX KOMMYHUKAITHH.

17.  PaccmoTpuTE 3aKOHOIPOEKTHI U CYIIECTBYIONIYIO HOPMATHBHO-TIPABOBYIO 6a3y 110
BOIIPOCAM DJJIEKTPOHHOTO OM3Heca M JoKyMeHTooOopora. Kakum obOpa3zom obecreunBaroTCs
IIPaBOBbIC YCJIOBHMsI HCIIOJIb30BAHUS IEKTPOHHONM LU(POBOM MOANMUCH B BIEKTPOHHBIX
JIOKYMEHTaX COrjacHO 3akoHy «O0 3nexTpoHHON nudposoil noanucu» Ne 1-O3 (mpussromy
['ocynapctBennoit J{ymoii 13 gexabps 2001 roga).

18.  IlosmaxombTech co crathamu Kojekca 06 aIMUHICTPATUBHBIX IPABOHAPYIIEHUIX
1o mpobiaemMaM IpaBOHAPYIICHUH B obnacTu cBsizu U nHpopmanmu (I'masa 13).

109. Wzyuute cratbu YronoBHoro kogekca Poccuiickoii ®denepauuu (pepakius ot 14
mapta 2002 roma) mpeaycMaTpUBAIONIUME YTOJOBHYIO OTBETCTBEHHOCTh 3a KOMIIBIOTEPHBIC
IIPECTYIUICHUS.

I'naBa 28 «IIpectymienus B cpepe KOMNbIOTEPHON HHPOPMALIMKY, TPU CTATHU:

cTaThs 272. HempaBoMepHBIi 1OCTYI K KOMIBIOTEPHON HH(POpMAIUY;

ctatbs 273. Co3naHue, UCIIOIb30BaHUE U PACIPOCTPAHEHUE BPEJOHOCHBIX MPOTrpamMM JUIst
9BM;

ctatbs 274. Hapymenue npasui skciutyatrauuu 9BM, cuctembl OBM unu ux ceru.

20.  TlosnaxompbTech co crathsamu YK P® moj melcTBHE KOTOPHIX MOTYT MONAiaTh
IPOTHBOIPABHBIE JIESIHUS, COBEPILIEHHBIE C UCIOIb30BaHUEM KOMIIbIOTEpa W/nin ceTH. CTaTbu —
129, 130, 137, 138, 146, 147, 158, 159, 163, 165, 167, 168, 171, 182, 183, 200, 242, 276, 280, 282,
283, 354.

21. Tlpuseaure npuMepbl cyneOHONW INPAKTUKM B  paccMaTrpuBaeMoill  cdepe.
Hcnonb3yiiTe MaTepualibl EpUOANYECKOl neyatu, myoaukanuu B IHTepHeT.

22.  Cpnenaiite 0630p MeXIyHApOIHOrO HH(POPMALMOHHOTO 3aKoHoaaTenbeTBa (CIIA,
['epmanun, Benukobpuranuu, @panuuu, SAnoHnn) B 006JaCTH 3alIUThl HH)OPMALIHH.

23. PaccMoTpuTe NpaBOBOE pEryaMpoBaHHME ceTH MHTepHeT B cTpaHax EBpoIsl,
CIIA, Poccun.

24.  TlosnakombTech ¢ mporpamMmoii «JnmekTpoHHas Poccusi». KakoBbl pe3ynbTarhl
peanu3anyy JaHHOW MporpaMMsbl?

25.0H6H0‘IHBIC CTaHAAPThI U TCXHUYCCKUC CHCI_[I/I(l)I/IKaI_[I/II/I. OCHOBHEBIE TTIOHSITHS.

26.Cranmapt MunmucrepctBa o6oponsl  CIIIA  «KpuTepuu OLEHKH JIOBEPEHHBIX
KomrbloTepHbIX cuctem» (Department of Defense Trusted Computer System Evaliation Criteria,
TCSEC, [TCSEC]) («OpanxeBasi KHHTa») KaK OICHOYHBIN cTaHmapT. Mctopus co3manus u
tekyuii cratyc. Ilomutuka Oe3omacHoctn cornacHo «OpamkeBoil kHure». Kitaccs
0e30macHOCTH WH(POPMAIMOHHBIX CHCTEM IO CTETeHW aoBepusi OezomacHocTH («OpaHkeBas
KHUTa»).

27.KpaCHa51 KkHUra. MIHTEpnperanus KpuTepreB OLEHKN HAEKHOCTH CUCTEM ISl CETEH.
Trusted Network Interpretation. 1993. (NCSC-tg-005).

28.Po3oBas xHura. VIHTEpIpeTanus CUCTEMBI YIIPABJICHUs HAIEKHON 0a30H JaHHBIX B
KPUTEPUAX OLEHKM HAJEKHBIX KOMIBIOTEPHBIX CHUCTEM MUHHCTEpCTBA OOOPOHBI W3 dYHCIa
KPHUTEPUEB OIICHKU HAJCKHBIX KOMIbIOTepHBIX cucteM. Trasted Database Management System
Interpretation of the Trusted Computer System Evaluation Criteria. NCSC, 1991,
(NCSC-TG-021).


http://www.infotecs.ru/gtc/
http://www.fagci.ru/

29.MudopmanronHas 6€30MacHOCTh paclpeieieHHbIX cucTeM. Pexomenpamuu X.800
«ApPXUTEKTYpa O€30MAaCHOCTH TSI B3AUMOJICHCTBHS OTKPBITBIX CHCTEM).

30.Cnenndukanus Internet-coodmmecrsa RFC 1510 «CereBoii cepBuc ayTeHTHpUKAIUHI
Kerberos (V5)» [Kerb].

31.Tocynapcreennsie crangaptsl. TOCT P UICO/MDK 15408-2002. MudopmanuoHHast
TeXHOJOrus. MeTo/Ibl 1 cpelicTBa obecneueHus 0e30nacHOCTU. Kpurepuu oneHkr 6€301macHOCTH
UH(POPMAIMOHHBIX TEXHOJOTHH (B PYCCKOS3BIYHON JIUTEPAType OOBIYHO, HO HE COBCEM BEPHO,
umenyeMsbIil «O0mme kputepun» -OK). OcHoBHBIE TOHATHS U uaeH. (MexayHapoaHbIH CTaHIapT
ISO/IEC 15408).

32.TOCT P UCO/MDK 15408 — «Bsenenue u obmas moaenb». OOMmuii MOAX0A K
dbopmupoBaHHIO TpeOOBAHU U OIleHKE 0e30MacHOCTH (()YHKIIMOHAJILHBIE U JIOBEPHsI), OCHOBHBIC
KOHCTPYKIIMU (TIpoduiIb 3allUThl, 3aJaHue MO Oe30MacHOCTH) MpEeACTaBICHUsS TpeOOBaHUI
0€30IaCHOCTH B MHTEpecax MoTpeOuTeNe, pa3pab0TYNKOB U OLEHIINKOB MPOJIYKTOB U CHCTEM
UT. TpeboBanust 6e3omnacHoctu o0bekTa oueHku (OO) mo meroponoruu OOIIUX KpUTEpUEB
OTIPENENSIOTCS UCXOs U3 Tiesiel 0e30IaCHOCTH, KOTOPhIE, B CBOKO OYepE/lb, OCHOBBIBAIOTCS Ha
aHanmu3e HazHaueHuss OO W YCIOBUI Cpeipl €ro HCIOJIb30BaHHS (Yrpo3, MPEAIoOKEHHIA,
MOJIUTUKU OE30MaCHOCTH).

33.I'OCT P UCO/MDK 15408-2 — «DyHKIHOHAIbHbIE TPEOOBAaHUs GE30IACHOCTHY.
Knaccudukanus ¢yHKIMOHATBHBIX TpeOoBaHUi Oe3omacHocTH «O0mux kpurepuesy. Kiacchr
(GYHKIMOHATIBHBIX TPEOOBAHUH, OMUCHIBAIOIINE MIEMEHTAPHBIE CEPBUCHI Oe3omacHocTH. Kitacch
(GyHKINOHATBHBIX TPEOOBAHMI, OMMCHIBAOIIIE TPOU3BOIHBIE CEPBUCHI OE30MIACHOCTH.

34.3amuTa JaHHBIX 10J1b30BaTeNs. 3amuTa GyHKIUHA 6€30I1aCHOCTH 00BEKTA OLIEHKH.

35.Knacchl pyHKIMOHATLHBIX TpeOOBaHUii, Urparolye HHYPACTPYKTYPHYIO POJIb.

36.'OCT P UICO/MDK 15408-3 — «TpeboBanus 10BepHs K 6e300acHOCTH». OCHOBHbIE
TIOHATHS M KJaccu(uKanus TpeOOBaHMiA JOBEPHs OE30MACHOCTH.

37.0uenka npoduneil 3amMTH ¥ 3a1aHuii no GesonacHoctH. TpeGoBaHMs NoBepus K
aTamy pa3paboTku. TpeOoBaHMs K 3Taly MOJMYYEHHUs, MPEACTABICHUS M aHAU3a Pe3yJbTaToOB
pa3pabotku. TpeGoBaHUs K IOCTaBKE M SKCILUTyaTallly, MOJIepKKa JOBEPHS

38.0ueHounble ypoBHHU 10BepHs 6€30MacHOCTH B «OOIIMX KPUTEPHAX).

39.1podumy  3ammThl, paspaboTaHHble Ha ocHOBe «OOmMUX KpuTepues». OOIMe
TpeboBaHUs K cepBUcaM Oe3omacHOCTH. buomerpuueckast naeHTUUKALMS U ayTeHTU(DUKALUS.

40.Bputanckuii craagapr BS 7799 «YnpasneHue MHPOPMALUOHHON 6€30MacHOCTHIO.
[Tpaktnueckue npasuiay» (Code of practice for information security management) [BS7799] u ero
BTOpas dactb BS 7799-2:2002 «Cuctemsl ympaBiaeHuss WH)OpMaAIMOHHOM O€30MacHOCTHIO -
cnenuduKanys ¢ pykoBOJACTBOM IO HCTob30BaHuio» (Information security management systems
- Specification with guidance for use) [BS7799-2] mis npakTH4eCKOTO CO3AaHUs U MOAACPKAHUS
pexxumMa MH(OPMAIIMOHHONW O€30MaCHOCTH € IMOMOIIBIO PEryJISTOPOB aJIMUHUCTPATUBHOIO U
poLEAYPHOTro ypoBHEH. PerynsTopsl 6€30macHOCTH U peann3yemMble MU 1enu. YeTeipexdazHas
MO/IeJIb TIpoliecca YIpaBieHuss HHPOPMALIMOHHOM 6€30M1aCHOCTBIO.

41.Crangapr ISO/IEC 17799:2002 «Ynpapienne WHPOPMALMOHHOH 0G€30IIaCHOCTBIO —
HNHupopMalinoHHbIE TEXHOJIOTUNY.

42.Denepanbupiii  cranmapt CIIA FIPS 140-2 "Tpe6GoBanust 0€30MacHOCTH JIst
kpunrorpaduueckux moayien" (Security Requirements for Cryptographic Modules) [FIPS140].

43.TpeboBanus K TPOM3BOJLHOMY (IMCKPENMOHHOMY) YIPAaBJIEHHIO JIOCTYIIOM.
PykoBomsimuit - nokyment [l'ocrexkomuccuu Poccum  «be3omnacHocTh  MH(OpPMAIMOHHBIX
texHojoruil. Konrponupyemsiit noctym. [poduns 3amute» (113 KI).

44 Tpe6GoBanus K TNPUHYIMTENBHOMY (MAaHIATHOMY)  YIPABJIEHHIO  JOCTYIIOM.
PyxoBomsmuit  moxkyment ['octexkomuccuum Poccunm «besomacHocTh  HMH(DOpPMaIMOHHBIX
texHosoruil. Metrounas 3ammuTta. [Ipoduns 3amumten (113 M3).

45.PoneBoe ynpapieHne J0CTYIOM.



46.MesxceTeBoe >KpaHMpoBaHHe. PykoBojsmue MOKyMeHTHI I'ocTexkomuccuu Poccum
(Knaccudukamuss aBTromatu3upoBaHHbIX cucTeM (AC) 10 ypOBHIO 3alllMIIEHHOCTH OT
HecankunonuposanHoro gocryna (HC), Knaccudukanus MexxceTeBbIX SJKPaHOB).

47.CucteMbl  aKTMBHOTO — ayauTa. AHOHMMHM3ATOpPBL. BBIIYCK ¥ yIpaBJICHHE
cepTudUKaTaMU. AHAIHU3 3aIUIIEHHOCTH.

48.Tlpodunm 3amuTel, paspaboTaHHble Ha OCHOBE «OOIIMX KpUTEpUEB». YacTHBIE
TpeOOBaHUS K KOMOMHALMAM W MPUIOKEHUAM CepBHCOB Oe3onmacHocTH. OrnepalnuoHHbIe
CUCTEMBI.

49.Yactuple TpeOOBaHMA K KOMOMHAIMAM M IIPUJIOKEHHSAM CEPBHCOB 0E30MACHOCTH.
Cucremsl ynpasieHus 6a3aMu JaHHBIX.

50.Yactueie TpeGoBaHHMs K KOMOMHALMAM W NPHIOKEHUSIM CEPBUCOB OE30TACHOCTH.
BuptyaneHble uacTHble ceTH. BupTyanbHsble okanbHble ceTd. CMapT-KapThl.

51.TapmMonusupoBanHble KpuTepHU EBpOneicKux cTpaH.

52.Texnnueckas cnemudukanus «OO00IEHHbIH MIPUKIAHOM IIPOrpaMMHbIH HHTEpdeiic
cyx0b1 6e3omacHocti» (Generic Security Service Application Program Interface, GSS-API)
[GSS-API].

53.0cHOBHBIC TOHATUS U WICH pexomennanuii cemeiicta X.500. X.501 "Cayx6a
mupektopuii: moxenu" [XS501] m X.511 "Cnyx0a DupeKTopuii: aOCTpaKTHOE OIpPEICICHHE
ceppuca" [X511].

54.Kapkac cepruukaTtoB OTKpBHITBIX Kimrodued. X.509 "Cimyx6a QUpEKTOpHIt: KapKachl
ceptudukaToB OTKphITHIX Kitouerd u arpuOyroB" (The Directory: Public-key and attribute
certificate frameworks) [X509].

55.Kapkac cepruduxaros arpubyros. [IpocTas u cuibHas ayTeHTU(GUKALINSL.

56.Cnenudukanuu Internet-coobmecta IPsec. ApXUTEKTypa CpeACTB 0€30IacHOCTH
IP-ypoBHsL.

57.Cneunduxanuu Internet-coobmectna IPsec KoHTEKCTBI 6€301MaCHOCTH U YIIPABICHHE
KITFOYaMH.

58.11poTokosbHbIE KOHTEKCTHI U HOJIUTHKA GE30MIaCHOCTH.

59.06ecneuenue ayreHTUYHOCTH |P-makeroB. OOecnedenrne KOH(UIECHIIMAIBHOCTH
CEeTeBOro Tpaduka.

60.0cHoBHbIe uaen u nouaTus npotokona TLS. [Iporokon nepenaun 3amuceii. [TpoTokon
YCTaHOBJICHUSI COCIMHEHUN U acCOUMMpPOBaHHbIE NPOTOKOBbL. [Ipumenenne mporokosma HTTP
Han TLS.

61.0606mennbIl  MPUKIAAHONH MPOrpaMMHBIA MHTepdEc CcIykObl 6Ee30MaCHOCTH.
OCHOBHBIE TOHSTHS.

62.06001meHHEbIi NPUKIAJHOM HporpaMMHBEIN uMHTepdeiic caykObl 0e30MacHOCTH
OyHkuu s paboTel ¢ yaoctoBepeHusiMu. (Co3maHWe W YHHUYTOKEHHE KOHTEKCTOB
Oe3omacHOCTH. 3amnuTa coodmenunii. Jloruka paboThI mojib30Batenel naTepdeiica 6€30macHOCTH.

63.Crpykrypa u comepxanue qokymenta «Ilonurrka HHGOPMALMOHHON GE30MaCHOCTH
OpTaHU3aIII.

64.Cnyx6a unpopManuoHHON Ge3omacHocTH opramsamuu. CocTa, IeNd M 3a1aud
CItyk0bI HTHPOPMAITMOHHOW 0€30MaCHOCTH OPTaHU3AIIHH.

65.Posb crangapToB U TpeGoBaHUi MO MH(GOPMALMOHHON GE30MACHOCTH MPEIPHUSITHS
B (hopmupoBanuu «lloauTrky MHPOPMAITMOHHON 0€30aCHOCTH OpraHU3alM».

66.IIpuHIUIBl pacrpeeneH s TOITHOMOYHIA.

67.IIpouenypsl u MeToAbl HMH(OPMAIMOHHON 6E30MaCHOCTH OpraHu3aluM  Kak
cocrapistrone «[lomuTukn HHPOPMAITMOHHOW OE30TTaCHOCTH OpTaHU3AIIAN.

68.IIpodumu 3amuTHL.

69.06s3anH0CTH COTPYTHUKOB MO 0OecredeHn o HHPOPMALMOHHOM 6E30MaCHOCTH.



70.H0p;11101< YCTaHOBJICHHUS PEeXMMa KOH(HUACHIUATbHOCTH uH(popmanmu. llepedeHb
CBEJICHN, OTHOCUMBIX K KOHPHUACHIIMAIBHOW HH(OPMAITUU M HE TIOIJICKAIINX 3aCEKPEUNBAHUIO.

71.TpeGoBanus, mpeabABIsSEMblE K IPETEHACHTaM Ha paboTy ¢ KOH(HMIECHIMATHLHOMU
uH(popMalie 1 K MPeTeHIeHTaM Ha JIOJDKHOCTD CIIyk0y HH(POpPMAIIMOHHOI 0€30MacHOCTH.

72.Tlopsamok obecredeHns COXPAHHOCTH KOH(UICHIMANBHOW HMH(pOPMALUU  IIpH
MMOCTOAHHOM HWJIM BPEMCHHOM IPCKpAICHUHN IMOJIB30BATCIICM OOCTYIIA K KOH(I)HI[CHHHaHBHOMy
MH()OPMAIIMOHHOMY PECYPCY.

73.0pranu3anyoHHbIe Mephl M0 OOECHEUCHHI0 M IIOANEPkKaHHI0 HMH(OPMAILMOHHOIM
0€30MaCHOCTH B TIEPUO]] YPE3BBIYANHBIX CHTYaIHIA.

74.Bunpl undopMauy opraHu3auy, Mo JIEKAIIUE 3alIUTE.

75.PernamMenTanys JIeHCTBHI BCeX KATETOPHU COTPYAHMKOB, JOIYHMIEHHBIX K paboTe ¢
MH(OPMALMOHHBIMU CUCTEMaMHU.

76.CucreMa  OpraHM3alMOHHO-PACTIOPSAAMTEIbHBIX JOKYMEHTOB  YUPEKICHHS IO
BOIIpOcaM oOecrieueHusT HHPOPMAITMOHHON 0€30ITacHOCTH.

77 .Tlonutrka 6e300aCHOCTH YIPEKICHHUS.
78.IIporpamma 6€30MaCHOCTH YUPEXKACHUS.

Icce «MeToabl 3alIUTHI MH(POPMAIUU NIPEAMETHOH 00J1aCTH»
Onummre METObI 3alIUThl HH()OPMALIUU, KOTOPhIEe HEOOXOIUMO MPUMEHUTh Ha BaIlleH
MIPEAMETHOM 00JIaCTH U3 J1A0OpaTOPHOM paboThI 3



Ipuio:xkenne 2

OueHovHbIe CPeACTBA J1JIsl MPOBeIeHUS POMEKYTOUHOM aTTecTAlNU
a) Ilnanupyemble pe3yabTaThbl O00y4YeHHSl M OIlEHOYHbIE CpeACTBAa /IJsi NPOBeIeHHS
NMPOMEKYTOYHOM aTTeCTaAlluM:

Kon Nupukarop nocTHKEHUS OlLieHOYHBIE CpeICTBa
HWHIWKATOpa KOMIICTCHIINHU
YK-8 - Cnocoben co3naBaTh M TONIEPKUBATH B TOBCEIHEBHOH KHU3HH M B
npogecCHOHAILHOM  /IeSITeIbHOCTH  0e30MAacCHble  YCJIOBHSl  KU3HEAESITeIbHOCTH  JIJIsl

coOXpaHeHHs] IPUPOIHOI Cpe/ibl, 00ecredeHusl YCTOMYHUBOI0 PA3BUTHSA 00111eCTBA, B TOM YHCJIe
MPH yIrpo3e U BOSHUKHOBEHHH YPe3BbIYANHBIX CUTYallMii U BOEHHbIX KOH(JIMKTOB

VK-8.2

BoisiBnsier  mpoGuiemsl,
CBSI3aHHBIC c
HApYIICHUSIMU  TEXHHUKU
Oe3onacHoCTH Ha
pabouem MECTE;
npeaaraeT
MEPOTIPUATHSIX o
IPEIOTBPALICHUIO

Ype3BbIYAHbBIX CUTYALIUH

IIpumepHBbIe BApHAHTHI TECTOBBIX 3a/1aHU M.

1. Yo Takoe 6e300aCHOCTh JaHHBIX?

a. 3TO COCTOSHME XpaHMMbIX, 00palaThIBaeMbIX U
NepelaBaeMbIX JIaHHBIX, IPX KOTOPOM HEBO3MOXKHO
UX Ccly4aiiHOe WM [peJHAMEPEHHOE IOJIy4eHue,
M3MEHEHNE WIN YHUUYTOKEHUE

b. 3TO cocrosiHMe XpaHUMBIX, 0OpadaTHIBAEMBIX WU
[epelaBaeMbIX JIaHHBIX, IIPX KOTOPOM HEBO3MOXKHO
UX CIIydalfHOE MCKa)KEeHHUE

C. 3TO COCTOSIHUE XpaHMMBbIX, 00padaThIBAEMbIX U
HepeaaBaeMblX JaHHBIX, IPU KOTOPOM HEBO3MOXKHO
UX TpeJHAMEPEHHOE IOIY4YeHHE, W3MEHEHHE WIIU
YHUYTOKEHUE

d. cocrossHME  3aIMIICHHOCTH  HAIMOHAIBHBIX
uHTepecoB P® Bo Bcex cdepax uenoBeUECKOi
JeSITEIIbBHOCTH

2. Yto sBiAsIeTCS LEIbIO0 3aIUThl HHPOpMauu?
3amuTa nHpOpMaIuu OT YTEUKU

JKeNaeMblIil pe3yabTaT 3alMUThl HH(pOpMaUU
3amuTa UH(pOpMaIuK OT yTpaThl
IIPEIOTBPALICHHUE yTpaThl U
KOH(bHI[eHuHaJILHOH uHdopmaruu

3. YKaxuTe HEKOPPEKTHOE ONPEAEIICHNE HAPYILINUTENS
Ub:

a. (usnueckoe U0, CIyYaiiHO UM IPETHAMEPEHHO
coBepuIalollee JIEHCTBUS, CIEICTBUEM KOTOPBIX
ABIISIETCA HapylIeHHe O0e30MacHOCTH HUH(POpMaLuu
pu ee 00pabOTKe TEXHUYECKUMH CPEACTBAMHU

b. ¢usuyeckoe mnM OpUIMYECKOE IO, CIYYaifHO
coBepuIalollee JIEHCTBUS, CIEICTBUEM KOTOPBIX
ABJISIETCA HapylIeHHe O0e30MacHOCTH HUH(POpMaluu
pu ee 00pabOTKe TEXHUYECKUMH CPEACTBAMHU

C. 9TO JINLO, IPEANPUHSABLIEE TONBITKY BBIIIOJHEHUS
3ampelnieHHbIX orepanui  (IeicTBUi) 10 omuoKe,
HE3HAHUIO WM OCO3HAaHHO CO 3JIbIM YMBICIOM (U3
KOPBICTHBIX HHTEPECOB) WK O€3 TAKOBOTO (Pay UTPHI
WIM YJIOBOJIBCTBUS, C LENbI0 CAMOYTBEP)KIEHUSA U
T.dI.) M HUCHOJb3YIOLIEE Ui 3TOT0 pa3iIuyHbIe
BO3MO>XHOCTH, METO/IbI M CPENICTBA

4. Yto Takoe 3amnuiraemas nHbopmarus?

oo ol

YTE€UKHU




Kon
WHIUKATOpa

I/IH)II/IKaTop JOCTHKCHUS
KOMIICTCHIINH

OneHoYHBIE CpeCTBa

a. mobas nadopmarus, kotopas nossisercs B8 CMU
b. uHpoOpMmanus, KOTOpas TMOMJICKUT 3allUTE B
COOTBETCTBUU c TpeOOBaHUSIMU MIPaBOBBIX
JOKYMEHTOB M  00s3aTeIbHO  OTHOCHTCS K
roCyJ1apCTBEHHOM TaiiHe

C. uH(popManus, ABJISIIOLIASICS IIPEAMETOM
COOCTBEHHOCTH M  MOJUIeXKalias  3alure B
COOTBETCTBUU c TpeOOBaHUSAMHU IIPaBOBBIX

JOKYMEHTOB HJIM TPeOOBaHHUSAMH, YCTAaHABIMBACMBIMH
COOCTBEHHUKOM MH(OpMAIIH

IlepeyeHsb BONPOCOB /15 MOATOTOBKH K IK3aMeHY
[ToHsATHE U CYIIHOCTD 3aLUTHI HH(OPMALIHH.
OOBeKTHI 3aIUTHI HH(OPMALIHH.

CpencTBa 3amuThl HHGOpMAIUH.

Metop! 3amuTsl HHGOPMAIIH.

OCHOBHBIE MTOHATUS AAMUHUCTPATUBHOTO YPOBHS
MH(}OpPMaLMOHHON 0€30M1acCHOCTU

6. Ilonutuka 6e3omacHOCTH

7. Tlporpamma 6e30macHOCTH

8. Wnentudukanus u ayreHTUPUKALUS

9. VYmnpaBieHue 10CTyIIoM

10. PoneBoe ympaBieHue JOCTYIIOM

11. [IpoTrokonupoBaHue U ayIUT

12. Iudposanue

13. DxpanupoBaHue

14. Knaccugukaius MeKCeTeBbIX IKPaHOB

15. AHanu3 3anMIIeHHOCTH

16. HocTynHOCTb

17. Otka30ycTOWYMBOCTD U 30HA pUCKA

18. Kpunrorpadus

19. BpenoHoCHBIE TPOrPaMMEBI ¥ CITIOCOOBI 3aITUTHI OT
HUX

20. TToapaznencHust TEXHUYCCKOH 3aITUTHI
uHpOpMaLnH.

21. MecTo 1 poib anmapaTHO-IIPOTPAMMHBIX CPEICTB
3aIIUTHI.

22. TpeOoBaHUS  PYKOBOISAIIMX  JTOKYyMEHTOB K
cpeacTBaM 3aIUTHI UHpOpMAaLIUU oT
HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

23. O6HapyKeHHe CeTEeBOM aTaku.

24. CriocoObl  oOecrieueHust Oe30macHO pabOTHI B

agrwNpE

Nurepner.
25. IpuHIIMTIBL GYHKIIMOHUPOBAHUS OpaHIMAay3POB.
26. Ilepeuenn UH(POPMALIMOHHBIX pecypcos,

MOJTeXKAIUX 3aIIHTE.
27. OcHOBBI Oe30macHOCTH Web-pecypcoB.

28. CriocoObl  3amuThl  (aiIoB OT MOCTOPOHHETO
JIOCTYyTIA.

29. DproHoMHUYeCKre U HOPMAaTHBHBIC TPEOOBAHUS K




Kon
WHIUKATOpa

I/IH)II/IKaTop JOCTHKCHUS
KOMIICTCHIINH

OneHoYHBIE CpeCTBa

opraHu3zaiy pabouero Mecra rmoJib30BaTels

30. BpenonocHoe mporpaMMHOE 0OecTieueHHeE.

31. [Tyt MIPOHUKHOBEHUS BpPEJIOHOCHOTO
MPOrPaMMHOTO O0ECTICUCHUSI.

32. CriocoOmI 3aIUTHI oT
POrPaMMHOTO O0eCTIeUeHUs

BpPCIOHOCHOT'O

IIpakTHyeckoe 3a1aHue

[TpoBecTr ayquT 3alUIIEHHOCTH CETH

BoccranoButh ynaneHHy0 HHPOPMALIUIO

Y nanuth HHPOPMALIUIO C 3aJaHHBIMU ITapaMeTpaMu
3ammTuTh HMHGOPMAIHMIO: TApoJib, KpunTorpadus,
crera”Horpadus

Paccrpiika CO00IIeHUH C
KOH(HICHIIMATHLHOCTH ajpecara
Pa3zpaboraTte Mojenbp HapymuTens IS 3aJaHHOU
OpraHu3aIu

COXpaHEHHEM

KoMmnuiexcHoe 3a1anue
OOecnieunTh 3amUTy WHPOPMAIMU JOKYMEHTOB
pa3IMYHOr0 THUMA  (IOCTYIHOCTh, IEIIOCTHOCTD,
KOH(UACHIIMATBHOCTS) OT  BBIABJICHHBIX  YIPO3
MPEeIMETHOM 00JIaCTH

VK-8.3

Paznsacuser
ITOBEJICHHS
BO3HUKHOBEHHUH
YpE3BbIYANHBIX CUTYALIUI
MIPUPOTHOTO u
TEXHOT€HHOT'O
MIPOUCX0XKICHNUS,
OKa3bIBacT
ITOMOIIIb, OITICHIBACT
CIocoObl  y4yacTHst B
BOCCTaHOBUTEIIBHBIX
MEPOIPUSITHUSIX

npaBuiIa
npu

HEPBYIO

IIpuMepHbIe BADHAHTHI TECTOBBIX 3aaHMI.

1. Yo Takoe 6e300aCHOCTh JaHHBIX?

€. 2TO COCTOSIHME XpaHMMBIX, 00padaThIBAEMbIX U
MepeaBaeMbIX JaHHBIX, MPU KOTOPOM HEBO3MOXKHO
UX CIIy4ailHOe WM IMpeJHaMEpPeHHOE IOIyYeHHE,
M3MEHEHUE WIH YHUUTOKEHUE

f. 3TO cocrosiHME XpaHHMBIX, 00padaThIBAEMBIX H
MepeaBaeMbIX JaHHBIX, MPU KOTOPOM HEBO3MOXKHO
UX CIIy4allHO€ HCKaKCHUE

g. 9TO COCTOSHHE XPaHHMMBIX, 00padaThIBa€MbIX U
NepeaBaeMbIX JIaHHBIX, NPH KOTOPOM HEBO3MOXKHO
UX TpPEeJHAMEPEHHOE IIOIY4YeHHE, W3MEHEHHE WIIU
YHUYTOXEHUE

h. cocrosHMe  3alIMIIEHHOCTH  HAIMOHAIBHBIX
uatepecoB P® Bo Bcex cdepax uyenoBeueckoi
JESATEIIBHOCTH

2. UTto sABNISIETCS ENBIO 3alTUTHI HHpOpMaIUu?

€. 3ammra HH(HOPMAIIUU OT YTEUKU

f. Keraemblil pe3ynbTaT 3alUThl HH)OPMALTUH

g. 3amwura HHPOPMAIUHU OT YTPATHI

h. mpenorsparienue yTpaThbl u
KOH(UICHINATBHOM HH(DOpMaLIUU

3. Ykaxkute HEKOPPEKTHOE ONPEACIICHHE HapyILNUTENSA
Ub:

d. ¢wusmueckoe IO, CIYIaARHO WK PEAHAMEPEHHO
COBEpUIAIOIIEEe JIEHCTBUSA, CIEICTBUEM KOTOPBIX
SBJISICTCSl HapyIICHHE O€30MacHOCTH HHGOpMAIN
npu ee 00paboTKe TEXHUYECKUMHU CPEACTBAMHU

€. (¢u3nyYecKoe WM IOPUINYECKOE JIMIO, CIY4YailHO

YTEUKH




Kon
WHIUKATOpa

I/IH)II/IKaTop JOCTHKCHUS
KOMIICTCHIINH

OneHoYHBIE CpeCTBa

coBeplIalollee JIEHCTBUS, CIEICTBUEM KOTOPBIX
SBIISICTCA HapylIeHHe O0e30MacHOCTH HWH(POpPMaLuu
pu ee 00pabOTKe TEXHUYECKUMH CPEACTBAMHU

f. TO nMII0, MPEIPUHSABIIIECE MOMBITKY BHITOJIHCHHS
3amnpelieHHbIX orepanui (IeicTBUH) 1Mo omuoKe,
HE3HAHWIO WJIM OCO3HAHHO CO 3JIbIM YMBICIOM (U3
KOPBICTHBIX HHTEPECOB) WK 6€3 TAKOBOTO (Pajiy UTPHI
WIH YIOBOJCTBUS, C IENbI0 CAMOYTBEPKICHUS U
T.I.) W UCHOJB3yIOUlee JUIsi DJTOr0  pPas3IuyHbIe
BO3MO>XHOCTH, METOJIBI M CPEJICTBA

4. Yto Takoe 3amnuiraemas nHbopmarus?

d. sro0as mHpopmanus, kotopas nosisisercss B CMU
€. uHdopmaius, KOTopas MOAJNEKHUT 3alluTe B
COOTBETCTBUU c TpeOOBaHUSIMU MIPaBOBBIX
JOKYMEHTOB U  00s3aTeIbHO  OTHOCHTCS K
roCyAapCTBEHHOU TaliHe

f. uHpopMmarms, SBIIAIOILASCS peIMEeTOM
COOCTBEHHOCTH W  TOJIeKamias  3aluTe B
COOTBETCTBUU c TpeOOBaHUSIMU MIPABOBBIX
JIOKYMEHTOB WJIH TPEOOBAHUSMU, YCTAaHABIHMBACMBIMHU
coOCTBEeHHUKOM MH(pOpMaIuu

IlepevyeHs BONPOCOB AJ151 MOATOTOBKHU K IK3aMeHY
33. lNonsarue nHGOpMAITMOHHON 6€30IaCHOCTH.

34. OCHOBHBIE  COCTaBIAOIINE WHGOPMAITMOHHON
0e301macHOCTH

35. BaxxHOCTH u CJIOXHOCTh po0IeMbI
MH(}OpPMaLlMOHHON 06€30MacHOCTH

36. 3aKOHO/ATENBHBIA  YpOBEHb HH(POPMALMOHHOM
0e30MmacHOCTH

37. O630p POCCUICKOT0 3aKOHOAATENBCTBA B 00JIACTH
MH(}OpPMaLMOHHON 06€30MacHOCTH

38. IIpaBoBbIe aKThl o011ero Ha3HA4YeHMUs,
3aTparuBaroIINe BOTIPOCHI WH()OPMAITMOHHON
0e3onacHoCTH

39. lNonsarne nHGOPMAITMOHHON 6€30IaCHOCTH.
40. OCHOBHBIE  COCTaBIAIOIINE WHPOPMAITMOHHON
0e30macHOCTH

41. OcHOBHBIE oTpeieNIeHus U KpUTEPHH
KJIacCU(UKALUU YyIpo3

42. Haubonee pacnpocTpaHEHHbIE yIpo3bl
JOCTYITHOCTH

43. BpenoHocHOe IporpaMMHoOe o0ecrieyeHue

44. OCHOBHBIE YTPO3bI LIETOCTHOCTH

45. OcHOBHBIE YTPO3bl KOH(UACHIUATEHOCTH

46. YipaBneHHe puCKaMu

47. OCHOBHBIE KJIACChI MEp MPOLIEAYPHOTO YPOBHS
48. YmpaBieHue nepcoHagom

49, dusznueckag 3ammra

50. IMoxnep>kanune paboTOCIIOCOOHOCTH




Kon
WHIUKATOpa

I/IH)II/IKaTop JOCTHKCHUS
KOMIICTCHIINH

OneHoYHBIE CpeCTBa

51. PearupoBanue Ha HapyIIEeHUS pexuma
0e301acHOCTH

52. OCHOBHBIC TIOHATHUSI MPOTPAMMHO-TEXHHYECKOTO
ypOBHS HHGOPMAITMOHHOHN 06€30MacHOCTH

53. OcoOEHHOCTH COBPEMEHHBIX HH(POPMAIMOHHBIX
CUCTEM,  CYIIECTBEHHBIE C  TOYKH  3pPCHUS
0e301acHOCTH

IpakTnyeckoe 3a1anue

CdopmupoBaTh maposib ¢ 3aJaHHBIMH KPUTEPHUSIMHU
YCTOMYUBOCTH

PaccunraTh yCTOMYUBOCTD NTAPOJIS

[TpuMeHsATh  CHEUMATU3UPOBAHHOE  IPOrPaMMHOE
oOecrieyeHne JUIsi COXpaHEHHsI CTaTyca HH(OpMAaIIH:
XpaHeHue  Mmapojed,  yaajleHue  MHpOpMauH,
COKpBITHE HH(OpMAITIH

KoMmmiekcHoe 3aganue
ObecneunTh 3amUTy HWHPOPMAMK JOKYMEHTOB
Pa3IMYHOTO TUIA C 3aJaHHBIMHU YCJIOBUSMH




0) Ilopsinok mpoBedeHHs] NPOMEKYTOYHOH AaTTeCTAllUM, TMOKa3aTeJM M KPUTePHH
OLICHUBAHMUS:

[IpomexxyTounast aTrTecTalusi 1O JUCHUIIMHE «MeTonbl W CpeAcTBa  3alUThI
uH(pOpMallMN» BKJIIOYAET TEOPETHUUECKHUE BOMPOCHI, O3BOJIAIONINE OLIEHUTh YPOBEHb YCBOCHHS
00yJarmUMUCs 3HAaHUH, U TPAKTHYECKUE 3aJaHMs, BBISBISIIOIINE CTEICHh CHOPMHUPOBAHHOCTH
YMEHHH U BIaJICHUN, IPOBOAUTCS B (hOopMe IK3aMEeHa.

DK3aMeH M0 JIaHHOHM JHMCUUIUIMHE MPOBOJIUTCS B YCTHOU (popMe 1O IK3aMeHAIIMOHHBIM
ousietaM, KaKIbld M3 KOTOPBIX BKJIIOYAET JBA TEOPETHUECKHUX BOIPOCA M OJHO MPAKTHUYECKOE
3a1aHKeE.

Iloka3aTesn M KpUTEPUH OLIEHMBAHUSA IK3aMeEHA:

«OTIUYHO» — OlLIEHKA 3HAHMI OakanaBpa, KOTOPBIA CBOOOIHO BIaICeT:

1) NOHATUHHO-TEPMHUHOJIOTHYECKONH 0a30i AMCUMIUIMHBI M 3HAET 3HAaYeHHe Haumbosee
4aCTO UCMOJIb3yEeMBIX a00peBHATYp;

2) 4eTKO yBSI3BIBAET TEOPETUYECKOE [TO3HAHUE AUCHHUIUIMHBI C pEAIbHON MPAaKTUKOM;

3) 3HaKOM C IIUPOKUM KPYrOM JIMTEPATYPHBIX HCTOYHUKOB, 3HAET, TJ€ HX JOCTaTh,
XOpOIIO pa30upaeTcsi B ICTOPUU CTAHOBIICHHS TUCIUILUIUHEI, B OLICHKE €€ TEKYIIEro COCTOSIHUS U
MEPCIIEKTUB €€ PA3BUTHS;

4) MOJHOCTBIO BIa/ICET MaTepUAIOM MPAKTUUECKOTO 3aJaHusl, YeTKO U apIyMEHTHUPOBAHO
3alIUIIACT €r0 MOJIOKHUTEIbHBIE pPe3yJIbTaThl, OOOCHOBAaHO KOMMEHTHUPYET H OOBSCHSET
JOMYLIEHHBIE HEJAOYETHI.

«Xopomo» - OLICHKA 3HAHUU OakamnaBpa, KOTOPBII BJIAJICET
MOHITUIHO-TEPMUHOJIOTUYECKON 0230 TUCIUILIMHBI, MOXKET YBSI3aTh TEOPETUUECKOE MMO3HAHUE
JACLIMIUIMHBI C pEAIbHOM MpakTUKOW. Briageer maTepuanoMm MPaKTUYECKOro 3aJaHus, OKa3al
CIIOCOOHOCTH K 00BSICHEHUIO CMBICIIA OCHOBHBIX MOJIOKECHHIA,

«Y IOBIIETBOPUTEIILHOY — OLICHKA 3HAaHUM OaKaiaBpa, KOTOPBIN B OOJIbIIIEH YaCTH BIAJICET,
C HeOONBIIMMHU H3bSHAMH, TMOHATUHHO-TEPMHUHOJIOTHYECKONH 0a30il AMCUMILIUHBI, HUMEET
MPEACTABICHHE O BHYTPEHHEW JIOTUKE JUCIUIUIMHBI, TPEICTABICHHOW B BHUAEC Y4eOHOU
nporpammel, Biazieer, Ho HEYBEpEHHO, MaTEPUAIIOM TPAKTUYECKOTO 3aaHMSI.

«HeynoBneTBopuTeNbHO» — OLIEHKA 3HAaHMM OakanaBpa, KOTOpBIH HE BIIAJEET
MOHITUHHO-TEPMUHOIOTUYECKON 0a30¥ TUCITUTUIMHBI U MAaTEPUATIOM MTPAKTHYECKOTO 3aJaHusl.



IIpunoxenne 3

JlecKpUNITOPHI HHAUKATOPOB TOCTHKEHHUSI (POPMUPOBAHUS KOMIIETEHIUM

CTpyKTypHBIi
JIEMEHT
KOMIIETeHIIUU

[Inanupyemsie pe3ynbTaTbl 00y4eHUs

YK-8 — CrniocoGen co3iaBaTh W NOMIEPKUBATH B NOBCEIHEBHOIi KM3HM W B NpodeccnoHAIbHOM
AesiTeTbHOCTH 0e30MacHble YCJIOBUS SKU3HENESATeJHLHOCTH /ISl COXpPaHeHHs! NPHUPOIHOI cpenbl,
o0ecrieyeHHs] YCTOIYMBOrO pa3sBUTHSI O00IIeCTBA, B TOM YMcJe NPH Yrpo3e M BO3HUKHOBEHUH
Ype3BBIYANHBIX CHTYAlMii H BOEHHBIX KOH(IUKTOB

VYK-8.2: BoisnsieT mpo0OieMbl, CBS3aHHBIE C HAPYIICHUSMH TEXHUKH O€30MacHOCTH Ha paboueM MecCTe;
NpeAjaracT MEpONPHUTHSAX O MPEJOTBPAIIEHHUIO YPE3BBIYANHBIX CUTYaIUH

3HaTh — npuHOUOBL paboThl ¢ HWHPOpMamMeld Ha pa3IUYHBIX pecypcax, C yYeToM
TpeOoBaHUi MHOOPMAITMOHHOWM OE301MaCHOCTH;

Ymethb —  BBIABJIATH M XapaKTePU30BaTh Yrpo3bl 3aluNiacMol HHHOpMAIINK;

Bnaners — HaBBIKAMH aHaMM3a W WIeHTU(UKAMH (PAKTOPOB, HAPYIIAIOIIMX CTATyC

3amumaeMon nHhopMaIuy,

VK-8.3: Pa3pscHsieT mpaBuiia MOBEICHUS IPU BOZHUKHOBEHUH YPE3BBIYAMHBIX CUTYalUi IPUPOIHOTO U
TCXHOICHHOI'O MPOUCXOXKIACHUSA,; OKa3bIBACT IIEPBYIO IIOMOIIIb, OITUCHIBACT CII0COOBI y4acTuAd B
BOCCTAHOBUTCIIbHBIX MCPOIIPUATHAX

3Hath — CYIHOCTh ¥  OONIYI0  XapaKTePUCTUKY HWH(POPMALMOHHBIX  IPOIECCOB
WHPOPMALIMOHHOTO oOlIecTBa B acrekTe olecredeHus TpeOOBaHW COXpaHEHHsI
cTaryca 3aluiaemMoil nupopmanumy,

Ymets — HacTpauBaTh OIEPAlMOHHYIO CHCTEMY M MPOrpaMMHBIE CpEICTBA OOILETo
Ha3HAuCHMS C MO3UIMY TPeOOBaHUHI COXpaHEHMS CTaTyca 3allUIaeMoi nHbOpMaInH;

Brnanets — HaBbIKAMM HCIOJb30BAaHUS NPOTPAMMHBIX CPEIACTB 3aIUUTHl WHPOPMALUHN IS

COXpAaHCHHUI €€ CTaTyCa,




