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1 Ilesin ocBOeHMS TUCHMILIMHBI (MOTYJIS)

LensiMu W3ydyeHHUS IUCHUIUIUHBI «MeEToIpl W CTaHAApPThl OLEHKH 3allUIIeHHOCTH
KOMITBIOTEPHBIX CHUCTEM» SBJISIETCS (POPMUPOBAHUE Yy OOYUAIOUTUXCS MOHSATHH O MPHUHIUINAX U
METOJ[aX OLIEHKH OE30MaCHOCTH KOMITbIOTEPHBIX CHCTEM Ha OCHOBE KOMILJIEKCHOTO MOAXOAa K
OTIPENICTICHUIO  aKTyallbHbIX Yrpo3 O€30MacHOCTH;, KPUTEPUAX OICHKHM 0Oe30macHOCTH
MH(GOPMAIIMOHHBIX TEXHOJOTUH; OTEYECTBEHHBIX U MEXIYHApPOJHBIX CTaHAAPTaX OLIEHKU
3alIUIICHHOCTH  HWH(QOPMAIMOHHBIX  CHCTEM; OCBOCHHE METOIOB  KAUECTBEHHOW U
KOJTMYECTBEHHBIX OIICHOK CHUCTEM HH(POPMAIIMOHHOW O€30MacHOCTH B COOTBETCTBHM C
tpeboBanmsiMu OI'OC BO mo cnenuansroctd 10.05.03 «MudpopmanmonHas 6e30macHOCTh
aBTOMATHU3UPOBAHHBIX CHUCTEM).

2 MecTo AMCHMILUIMHBI (MOYJIS1) B CTPYKType 00pa3oBaTe/ibHONH MPOrpaMMbl

Jucuumuinaa Metoasl M cTaHAAPThl OLEHKH 3alIUIIEHHOCTH KOMITBIOTEPHBIX CHUCTEM
BXOJWT B BapMaTUBHYIO YacTh Y4EOHOro IIaHa 00pa30BaTeNIbHOM MPOrpaMMBI.

Jns  u3ydyeHus  JUCHMIUIMHBI ~ HEOOXOAuMMBbI  3HaHMA  (YMEHHMs,  BIQJCHUS),
chopMHpPOBaHHBIE B PE3yJIbTaTe U3YyUEHUSI JUCITUTUTNH/ TIPAKTHK:

Opranmzanus OBM 1 BBIUHUCIUTENBHBIX CUCTEM

Nndopmatrka

Cetu u cucTteMsl nepeaul HHPOPMaIUH

be3onacHocTh cuctem 6a3 JaHHBIX

besonacHocTs cereit OBM

TecTupoBaHue CUCTEM 3aIUTHl HHPOPMALIMU aBTOMATH3UPOBAHHBIX CUCTEM

be3onacHOCTb ONepalnoOHHBIX CUCTEM

Teopus rpadoB U ee NPUITOKEHUS

3HaHus (YMEHUs, BIaJI€HUs), TOTYUYCHHbIE NPU U3yYEHUU NAHHOW IHUCUUIUIMHBI OyIyT
HEOOXOUMBI [T U3Y4EHUS JUCLUIUINH/IPAKTHK:

AHanu3 puckoB HH(POPMALMOHHOM 6€30MacCHOCTH

3ammTa HHHOPMAITMOHHO-TEXHOJIOTHYECKHAX PECYPCOB aBTOMAaTH3HPOBAHHBIX CHCTEM

Nudopmarmonnas 6€301MacHOCTb CUCTEM OPTaHU3AIMOHHOTO YIPABICHUS

Obecnieuenre MHOOPMAIIMOHHON OE30MACHOCTH  KPUTUYECKOM HH(DOpMAIIMOHHON
nH(ppacTpyKTypoOit

Hayuno-uccnenoBatenbckas pabora

[Tpon3BoACTBEHHAS-TIPEIUIUIOMHAS TIPAKTHKA

[ToxroroBka k caade U caada TOCyIapCTBEHHOTO SK3aMEHa

[ToaroroBka K 3aIyMTe U 3alIUTa BHITYCKHOM KBANIU(UKAIIMOHHONW paboThI

3 Komnerenunu odyuyaromerocsi, GopmupyemMbie B pe3yJibTaTe 0CBOEHUS

AUCHHUIIMHBI (MOYJIS) U IVIAHUPYeMbIe Pe3yJbTaThl 00y4eHus!

B pesynbrate ocBOeHUs ITUCHMIUIMHBI (MOmyisi) «Merompl M CTaHIApThl OLEHKU
3alMUIICHHOCTU KOMIBIOTCPHBIX CHUCTCM» OGyHaIOH_[I/II\/'ICSI JOJIDKEH O6Ha,Z[aTL CJICOAYOIINMHA
KOMITETEHIIUSIMU:

CTpyKTypHBIi [Tnanupyemsble pe3yabTaTbl 00y4eHUs
JIIEMEHT
KOMIETEHIIUH

ITK-9 crmocoOHOCTBIO YUaCTBOBATh B Pa3pabOTKE 3alUIIIEHHBIX aBTOMAaTU3UPOBAHHBIX CHCTEM B
cdepe npodeccruoHaTbHON ACSITETLHOCTH

3HaTh - CranaapThl B 00JaCTH OLIEHKH 3alMIIEHHOCTH KOMITBIOTEPHBIX CHCTEM
- Kputepun ornenku 6e30macHOCTH HH)OPMAIIMOHHBIX TEXHOIOTHI
- MeTop! OLIEHKH 3aIIUIEHHOCTH KOMITBIOTEPHBIX CHCTEM




YMmeThb - [IpoBOIUTH aHAJIN3 3ALTUIEHHOCTH KOMITBIOTEPHBIX CUCTEM
- BeImonHATE O1eHKy cucTeM HH(POPMAIIMOHHONW 0€30ITacHOCTH
- CocTaBiATh AuarpaMmbl HHQOPMAIIMOHHOK 0€30MacHOCTH
Brnaners - MeTonamu OIIEHKH 3alIHIEHHOCTH KOMITBIOTEPHBIX CUCTEM

- Metomamu TECTUPOBAHUSA 3alITUIICHHOCTHU KOMIIBIOTCPHBIX CUCTEM

ITK-10 cnocoGHOCTHIO MPUMEHSTH 3HAHUS B 00JIACTH 3JIEKTPOHUKU U CXEMOTEXHUKH,
TEXHOJIOTHi{, METOJIOB U SI3bIKOB MPOrPaMMHUPOBAHNS, TEXHOJIOTUI CBSA3M U Mepelauul JaHHbIX
pu pa3paboTKe MPOTrpaMMHO-aINapaTHBIX KOMIIOHEHTOB 3all[UIIEHHBIX aBTOMATH3UPOBAHHBIX
cucreM B chepe npohecCHoHaNbHON NesITeTbHOCTH

3HaTh

- COBpEMEHHbIE METO/IbI U CPEACTBA 3AIIUTHI HHPOPMAIIH B
KOMITBIOTEPHBIX CUCTEMAX;

- TPUHIUIBI U CIOCOObI HCIIOIB30BAHUS CYIIECTBYIONIHNX cpeacTB 31 B
KOMITBIOTEPHBIX CUCTEMAX;

- IPUHLIUIIBI IPUMEHEHHUSI COBPEMEHHBIX METOJIOB OLIEHKU 0€30IacHOCTH
KOMITBIOTEPHBIX CUCTEM;

VYMmeTh

- BBISIBJISITH YTPO3BI U ONIPENIEIIATh UX aKTYaJIbHOCTD JJISI COBPEMEHHBIX
KOMIIBIOTEPHBIX CUCTEM;

- MPUMEHSTh COBPEMEHHBIC METO/IbI OIICHKU 0€30MaCHOCTH KOMITBIOTEPHBIX
CHCTEM;

Bnaners

- IPAaKTUYCCKUMHU HABbIKaMU IPUMCHCHHUA METOIOB obecneueHus
0e30IaCHOCTH KOMITBIOTCPHBIX CUCTEM,

- HaBbIKaMU IIPUMCHCHHU COBPEMCHHBIX METONOB OLICHKHA 0e30MacHOCTH
KOMIIBIOTCPHBIX CUCTCM.




4. CTpykTypa, 00b€M 1 coaepkaHue JMCHUILIHHBI (MOIYJIsI)
OO6mast TpyI0EMKOCTh TUCHIUIINHBI COCTaBIIICT 4 3aueTHBIX eauHuI] 144 akaja. 4acoB, B TOM

qHUCIIC:

— KOHTaKTHas pabota — 89 akaj. 4acos:
— ayquTopHas — 85 akajl. 4yacos;

— BHEAyJIUTOpHAs — 4 akaJl. 4acoB

— caMocTosTeNbHas padora — 19,3 akaz. 4acos;
— MOJrOTOBKA K AK3aMeHy — 35,7 akaj. yaca

®dopma aTTecTaluu - SK3aMeH

"OpamxeBasi kKHATA".

HHPOPMAIIH TIO
3aJJaHHOU TemMe
(pabota ¢
oubmorpaduuec
KAM MaTepHajIaMH,
CIPaBOYHUKAMH,
KaTaJioraMH,
CIIOBApSIMH,
SHIMKJIONIETUIMHA
);TOJITOTOBKA K
TECTHPOBAHUIO;
MTOATOTOBKA K
MPAKTHIECKOMY
3aHATHIO

N
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1. OOmue BOMPOCH OICHKU
0€30IIaCHOCTH  KOMITBIOTEPHBIX
CHUCTEM
1.1 Crangapr "Kpurepuu| 8 1 /11 | 0,5 [loxaroroBka k TECTUPOBAHUE [K-9, TIK-10
OTIpeAeIeHHs MPAKTUIECKOMY
0€30MmacHOCTH 3aHITHIO; TIOUCK
KOMITBIOTEPHBIX ~ cucteM"/ JOTIOJTHUTENTHbHON




1.2 Cranmapr ISO/IEC
15408 Meroap! U cpencTBa
obecreueHns
OesomacHocty. Kpurepuu
OIICHKH 0e30IMacHOCTH
MHPOPMAIIOHHBIX
TEXHOJIOTHH.

/11

0,5

[lonroroBka k
MPaKTHYECKOMY
3aHATHIO; TIOUCK
JIOTIOTHUTENBHOM
uHPOPMAIIH IO
3aJJaHHOU TeMe

(pabota ¢
onbmorpaduyec
KUM MaTepHajaMu,
CIPaBOYHUKAMH,
KaTaJoramu,
CJIOBApSIMH,
SHIMKJIONEAUSIMHU

);TOZIrOTOBKA K
TECTHPOBAHUIO;

MOJIOTOBKA K
HPAKTHYECKOMY

3aHSATHIO

TCCTUPOBAHUC

I1K-9, IIK-10

1.3 ISO 17799
[Ipaktuueckue IpaBuiIa
MEHEKMEHTA
HHPOPMAIIOHHOM
0e30MmacHOCTH

/11

0,5

[loxaroroBka k
MPaKTHIECKOMY
3aHATHIO; TIOUCK

JOTIOJTHUTETHbHON
UHPOPMAIIH TIO
3alaHHON Teme
(pabota ¢
oubmorpaduuec
KHM MaTrepuajlaMH,
CIpaBOYHUKAMH,
KaTajoramu,
CJIOBapsIMH,
SHIUKIIOTIE TUSIMA

);OATOTOBKA K
TECTHPOBAHUIO;

IIOArOTOBKA K
MPaKTHYECKOMY

3aHATHIO

TCCTUPOBAHUC

IK-9, IIK-10

1.4 Poccuiickue
CTaHAaPTHI u
PYKOBOISIINE  JTOKYMEHTBI
B obmactu OIICHKH
3aIIMIIEHHOCTH

0,5

IToaroroBska k
MPAKTUIECKOMY
3aHSATHIO; IOUCK

JOTIOJTHUTENTbHON
uH(opMaIuu 1o
3alaHHON TeMe
(pabota c
oubmorpaduuec
KAM MaTepHajIaMH,
CIPaBOYHUKAMH,
KaTaJoraMu,
CJIOBapsIMH,
SHIMKJIONIEIUSIMH

);IIOATOTOBKA K
TECTUPOBAHHUIO;

MOJIrOTOBKA K
MPaKTHIECKOMY

3aHATHIO

TECTHPOBAHUE

IK-9, IIK-10

Uroro mo paznery

4/31

2. Metonpl OILEHKHM CHCTEM

HHGOPMAITHOHHOM




2.1 AHnanus
3aIIUIIECHHOCTH
KOMITBIOTEPHBIX CeTell Ha
OCHOBE  MOJCIHPOBAHUSI
JnercTBui
37I0YMBILIJIEHHUKOB.
IMoctpoenue rpaga arak

6/31

[lonroroBka k
MPaKTHYECKOMY
3aHATHIO; TIOUCK
JIOTIOTHUTENBHOM
uHPOPMAIIH IO
3aJJaHHOU TeMe

(pabota ¢
onbmorpaduyec
KUM MaTepHajaMu,
CIPaBOYHUKAMH,
KaTaJoramu,
CJIOBApSIMH,
SHIMKJIONEAUSIMHU

);TOZIrOTOBKA K
TECTHPOBAHUIO;

MOJIOTOBKA K
HPAKTHYECKOMY

3aHSATHIO

Komnbsroreproe

TECTUPOBAHMUE,

IIpakTuueckas
pabora 1

I1K-9, IIK-10

2.2 TectupoBaHHE CHUCTEM
nH(OpMAIIMOHHON
0€30IacHOCTH

8/61

IToaroroska k
MPaKTHYECKOMY
3aHATHIO; TIONCK

JIOTIOJTHUTEILHOM
UHPOPMAIIH TIO
3aJJaHHON TeMe
(pabota ¢
oubmorpaduuec
KHM MaTrepuajlaMH,
CIPaBOYHUKAMH,
KaraJioraMH,
CJIOBapsIMH,
SHIMKIIOIETUIMHA
);MOJITOTOBKA K
TECTHPOBAHUIO;

IIOATOTOBKA K
MPaKTHYECKOMY

3aHATHIO

Kommnerorepnoe
TECTHPOBaHHE

IK-9, IIK-10

2.3 Merox 9SKCIEPTHBIX
OIICHOK

6/21

IloaroroBka k
HPAKTHYECKOMY
3aHSATHIO; IOUCK

JIOTIOJTHUTEJIbHOU
nuH(opMaIuu 1o
3aIaHHOU TeMe
(pabota c
6ubnuorpaduyec
KHM MaTrepuaiamH,
CIPaBOYHUKAMH,
KaTaJoramu,
CJIOBapsIMH,
SHIMKJIONIEAUSIMH

);TIOJIrOTOBKA K
TECTHPOBAHUIO;

MOJIrOTOBKA K
MPAaKTUYECKOMY

3aHATHIO

Komnbsroreproe
TECTHPOBaHHE.
AKP 1




NH(OPMAITOHHBIX
IIOTOKOB .

24 Merox

821

IToaroroBka k
MPAaKTHYECKOMY
3aHATHUIO; TIONCK

uH(opMauu 1o
3aJaHHOU TeMe
(pabota c

CIIPaBOYHHUKAMH,
KaraJloraMH,
CIIOBApSIMH,
SHIUKIIOE TUSIMU
);[OATOTOBKA K
TECTHPOBAHUIO;
ITOATOTOBKA K
MPaKTHYECKOMY
3aHATHIO

JIOTIOJIHUTEILHOM

oubmorpaduuec
KUM MaTepHaiaMu,

Kommnrroteproe
TECTUPOBaHHE.
AKP 2

2.5 OmueHka noKa3zaTenei
3anMThl  MHpOpMANUU ¢
MIPUMEHEHUEM JIHarpaMMbl
ITapeto

821

Iloaroroska k
MPAaKTHYECKOMY
3aHATHIO; TIOUCK

JIOTIOJIHUTEIbHOM
HHPOPMAIIH TIO
3aJJaHHOU TeMe
(pabota c
oubmorpaduuec

CIIPaBOYHHUKAMH,
KaTaJIoraMH,
CJIOBApsIMH,
SHIMKIIONIEIUIMHU
);[TOJITOTOBKA K
TECTHPOBAHUIO;
ITOATOTOBKA K
MPAaKTUYECKOMY
3aHATHIO

KUM MaTepuajiamMu,

Komnbroreproe
TECTUPOBaHHE.
AKP 3

2.6 Merox
ko3 unreHTon

BCCOBEIX

6/21

KM MarepuajiaMu,

OHIHUKIIONCAUAMU

IloaroroBka k
HPAKTHYECKOMY
3aHATHIO; TIOUCK
JIOTIOJTHUTEILHON
nuH(opMaIuu 1o
3aJIaHHOM TeME

(pabota c
6ubnuorpaduyec

CIIpaBOYHHUKAMH,
KaTaJoramy,
CIIOBapsIMH,

);TIOJIrOTOBKA K
TECTUPOBAHHIO;
MOJIrOTOBKA K
MPAKTHIECKOMY
3aHATHIO

Komnbsroreproe
TECTHPOBaHHE.
AKP 4

Uroro mo pazneny

28

42/17T1

3. Opranu3zanus

CUCTEM

OLCHKHA
0€e30I1acHOCTH KOMIIBIOTEPHBIX




3.1 dopmupoBanue

SKCIEPTHBIX
OILIEHKH

0e30IMacHOCTH
KOMITBIOTEPHBIX CHCTEM

CUCTEM

521

[lonroroBka k
MPaKTHYECKOMY
3aHATHIO; TIOUCK
JIOTIOTHUTENBHOM
uHPOPMAIIH IO
3aJJaHHOU TeMe

(pabota ¢
onbmorpaduyec
KUM MaTepHajaMu,
CIPaBOYHUKAMH,
KaTaJoramu,
CJIOBApSIMH,
SHIMKJIONEAUSIMHU

);TOZIrOTOBKA K
TECTHPOBAHUIO;

MOJIOTOBKA K
HPAKTHYECKOMY

3aHSATHIO

Komnbsroreproe

TECTUPOBAHMUE,

IIpakTuueckas
pabora 2

I1K-9, IIK-10

Wroro no pasneny

5121

4. Dk3aMeH

4.1 Dx3aMeH

7,3

IToaroroBka k
MIPAKTHIECKOMY
3aHATHUIO; TIONCK

JIOTIOTHUTEILHON
nHpOpMAIIHK 1O
3aIaHHOM TeMe
(pabota c
oubmorpaduuec
KHM MarepualiaMH,
CITPAaBOYHHUKAMU,
KaTaJloTaMH,
CJIOBApsIMH,
SHIIMKJIOICTUIMH

)

DK3aMeH

IK-9, IIK-10

Uroro no pasnemny

7,3

HUroro 3a cemectp

34

51/221

19,3

OK3aMCH

Htoro no JUCIHUITIINHE

34

51/221

19,3

OK3aMCH

ITK-9,ITK-10




5 O6pa3oBaTe/ibHbIC TEXHOJIOTHH

Jlnis  peanmusanuy  TPEAYCMOTPEHHBIX  BHJOB  y4eOHOW  pabOTBI B KadecTBE
00pa30BaTebHBIX TEXHOJIOTUN B MPEMOAaBAaHUU AUCHUUIIIMHBI « METOABI U CTaHIAPTHI OLEHKHU
3aIIUIIEHHOCTA KOMITBIOTEPHBIX CHUCTEM» HCIIOJB3YIOTCS TPAAUIIMOHHAST U MOJIYJIbHO-
KOMITETCHTHOCTHASI TEXHOJIOTHH.

Peanuzarusi KOMIIETEHTHOCTHOTO MOAX0/a MPEAYCMaTPUBACT UCIIONIH30BAaHUE B YUEOHOM
Mpolecce AaKTUBHBIX M HMHTEPAKTUBHBIX (OpM TMpoBeNeHUs 3aHATUA B COYETAaHUU C
BHEAYJUTOPHOW pabOTO C TENbI0 (DOPMUPOBAHUS M PA3BUTHUS MPO(DECCHOHATBHBIX HABBIKOB
00yJaromnmxcsl.

[Ipu mnpoBeneHuM yueOHBIX 3aHIATHI MperojaBaTelh OO0ECIeUYuBaeT PpPa3BUTHE Y
OOy4aroImuxcsi HAaBBIKOB KOMaHIHOW pabOThl, MEXIMYHOCTHON KOMMYHHKAIMH, TPUHATHS
pelieHul, TUIEPCKUX KaueCTB MOCPEICTBOM MPOBEACHHUS WHTEPAKTUBHBIX JICKIIUM, TPYIITOBBIX
IUCKYCCUM, POJNEBBIX Wrp, TPEHMHIOB, aHalW3a CHUTyallWi, YydeTra OCOOEHHOCTEH
mhoheccnorATRHON TeITENhHOCTH REITIVCKHNUKOR 1 TOThebHOcTel naboronareneii

6 YueOHO-MeTOAUYECKOE 00ecliedyeHHe CAMOCTOSITeIbHOI padoThl 00y4aroIuXcs

[To pucuumnnuHe «MeToabl M CTaHAAPThl OLEHKH 3allUIIEHHOCTH KOMIBIOTEPHBIX
CHUCTEM» IMPEeIyCMOTPEHa ayJuTOpHas U  BHEAyJUTOpHas caMocCTosTelIbHas  padoTta
o0y4Jaromnmxcsl.

AymaTopHasi  caMOCTOATENbHAs  paboTa  OOYYalOUIMXCsl — TMPENAINoJaracT  pelieHue
KOHTPOJIBHBIX 3a/1a4 Ha MIPAKTUYECKUX 3aHATHIX.

AymiaTopHasi caMOCTOsITelbHAasE paboTa OOYYAIOMMXCS Ha MPAKTUYECKUX 3aHATHSIX
OCYILECTBIIIETCSl TOJ] KOHTPOJEM TMpernojaBaTesss B BUJE pEIICHUS 3ajJady M BBINOJHEHUS
yIpaXKHEHUH, KOTOPBIE ONMPEAETSET MPEroIaBaTellb Al 00yJarouierocs

BHaeaymuropHast camocrosdTenbHas pa0oTa OOydarolMXCs OCYLIECTBISETCS B BHJE
M3YUYEHUS JIUTEPATyphl IO COOTBETCTBYIOLIEMY pa3zey ¢ MpopaboTKON MaTepHralia; BHIIOTHEHUS
JOMAIIHUX 3aJaHul, MOArOTOBKM K ayJUTOPHBIM KOHTPOJBHBIM paboTaM U BBIIOJIHEHUS
JOMAIIIHUX 3aJaHUi ¢ KOHCYJIbTALUAMU MTPETOAaBATEIS.

pruepuble 3adaHua u eonpocCsul N0 memam:
Ilepeuenv 60npocoé KOHMPOILHBLIX pAdOM U MECMUPOCAHUA RO memam pazoenos 1-4:
1. Yro Takoe Kiacchl 6€30MaCHOCTH U YPOBHU JA0BEpHUsi?
JlaiiTe moHsITHE CETEBOM TOBEPEHHON BHIYMCIUTENHLHOM 0a3bl.
Kakue cymecTBytoT cepBUCH 6€30MaCHOCTH?
Kakue cy1iecTByroT MEXaHU3MbI Pean3allii CEPBUCOB O€30MacHOCTH?
Kakue BbIIENSIOT 3Tambl )KU3HEHHOTO IIMKJIa OOBEKTa OLIEHKH?
[lepeuncnure k1accsl GyHKIMOHANBHBIX TpeboBanuii B ISO 15408.
[Tepeuncnure knaccsl TpedoBanuii nosepus B ISO 15408.
[Iepeuncnure onieHOYHBIE YPOBHM J10Bepus B cranaapte ISO 15408.
9. Ilepeuncnure rpynmsl 3JIEMEHTOB ynpasieHus B cranaapre ISO 17799.
10. Ilepeuncnure KatoueBbIE AeMEHTHI yrpaBieHus B [SO 17799.
11. Yro BKIItOYaeT B ceOst TUMIOBAs METOMKA aHaM3a 3amuiieHnoctn NC
12. mpennpusrus?
13. Kakue ucxonHsle JaHHBIE HEOOXOIUMBI /IS aHaIM3a 3aiuimeHHoctH ON?
14. KakoBa 11€71b TECTUPOBAHUS CUCTEMBI 3AIIUTHI?
15. Yro u3 ceds npeacTaBiIseT TECTUPOBAHHUE MO METOY "U€pPHOTO sAuKa"?
16. Yto u3 cebs mpeacTaBiseT TECTUPOBAHUE TI0 MeTOoy "'Oeroro smuka'?
17. Yro u3 cebds npeAcTaBiseT TeCT Ha IPOHUKHOBEHHUE?
18. Ha yem oCHOBaH METOJT SKCIIEPTHBIX OILIEHOK?
19. Kak onpenenuts pucku yepe3 KodPPHUIUEHTH 3HAUMMOCTH?
20. Kakue BapuaHThl HH(POPMALIMOHHBIX TOTOKOB MOTYT OBITh MEXKIY OTHpPAaBUTEIEM U
nosryyaTesnem?
21. Kak cTpouTcst allropuT™ pacnpezenenus GyHKIui 6e3onacHocTu?
22. Kakum o0Opaszom onpezenseTcs (HakT 3alUIIeHHOCTH?
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23. Ot yero 3aBUCUT OLIEHOYHBIN NTapaMeTp 3alIULIEHHOCTH?
24. Kakue BbIBOJbI MOYKHO CHENaTh, €CJIU MapaMeTp 3alUIIEHHOCTH
25. menblue 1, 6oapiie 1 1 MHOTO GOJBIIE 17

IIpumep AKP 2. Metoa nHGOpMAIHOHHBIX NOTOKOB

Cetp(puc.l) Brmrowaer B ceOs JIB€ JOBEPEHHBIX MEXIYy COOOM JIOKaIbHBIX CETH,
cBs3aHHbIX uepe3 WutepHer. IlepBas mnokanbHas cerb Bkiatouaer B ceOs: FIREWALL —
MexcereBoit GuiibTp, DOM1 — cepBep (koHTposep aomena), SMTP1 — mouToBblii cepBep u
cocTouT U3 IByX cerMeHToB. K nmepBoMy cermenty otHocstes [IK PCI11,...,PCln, a Bo BTOpoit
cerMeHT BxoaaT paboune ctanimu PC21,...,PC2m. IlycTh BTOpas JOKajdbHAs CETh COCTOUT W3
FIREWALL — wmexcereBoro ¢unstpa, DOM2 — cepsepa, SMTP2 — mouroBoro cepsepa,
pabounx crannmii PC31,...,PC3k. Byaem cumrath, 4YTO KaXIbIli KOMIIBIOTED SIBISETCS
NEPCOHAJIBHBIM, T.€. HA HEM paboTaeT U 00JalaeT MpaBaMu JIOCTYMA TOJBKO OJMH KOHKPETHBIN
II0JIB30BATEb.

INTERNET

FIREWALL

FIREWALL

DOM1 SMTP1 DOM2 SMTP2

PC11 ' PC12 I PCin I PC21 ' PC22 I PC2m I PC31 ' PC32 I | PC3k I

Puc.1 — IlpumepHasi TONOJIOTHS CETH

Omnpenenuth BCEBO3MOXKHBIE HHPOPMAIIOHHBIE TOTOKU. COCTaBUTh MAaTPUILy Pa3peIIeHHBIX
cBszel. OnpenennTs BO3MOXKHOCTD aTak (Hanpumep: Ataka rnporokona TCP).



7 OneHoO4YHbIE CPeACTBA JJISl POBeIeHHs MPOMEKYTOYHOM aTTecTAlUN

a) Ilhanupyempole pe3ynomamot 00yueHuUs u OYeHOUHbLE CPEOCMEa 01 NPOBEOeHUS
RPOMEIHCYMOUHOI ammecmayuu:
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ITK-9 cnoco0HOCTHI0 y4aCTBOBATh B pa3padoTKe 3allIMIIEHHBIX ABTOMATU3MPOBAHHBIX

cUCTeM B cepe npodeccHOHAIBHOH 1eATeIbHOCTH

3uate | - CTaHIApTH B [TepeueHb BOIIPOCOB:
00JIaCTH OLIEHKU 1. Yto Takoe ypoBEHb rapaHTUPOBAHHOCTH?
3aIUIIECHHOCTH 2. Kakue BUJbI TapaHTUPOBAHHOCTU OBIBAIOT?
KOMITBIOTEPHBIX 3. Yro Takoe Ki1acchl 6€30MaCHOCTH U YPOBHHU J0BEpuUsi?
CUCTEM 4. Tlepeuncnute Kiacchl (PyHKIIMOHATIbHBIX TpeOOBaHUI
- Kpurepun onenku B [SO 15408.
0€e3011acCHOCTH 5. Ilepeuncnure kmaccel TpeGoBanuii nosepus B ISO
MH(POPMALTMOHHBIX 15408.
TEXHOJIOTUN 6. IlepeuncnuTe OICHOYHBIE YpPOBHU JIOBEpPUS B
- Meronpb! olieHKH crangapre [SO 15408.
3alUIIEHHOCTH 7. llepeuncnute TPYMIBI AIEMEHTOB YIPaBJICHUSA B
KOMITBIOTEPHBIX cranzaapre [SO 17799.
CUCTEM 8. llepeuncnuTe KIIOYEBBIE AJIEMEHTHl YIIPAaBICHUS B
ISO 17799.
Yver | - [IpoBOIUTH aHATH3 3amaunue:
b | 3amMIIeHHOCTH OneHuTh MoKa3aTeNy 3aluThl UHGOPMALUH [ 33JaHHON
KOMITBIOTEPHBIX CUCTEMBI
CUCTEM Bunsl cucrem:
- BoInosHATE OLeHKY 1. WHbopManmoOHHO-TOMCKOBBIE CUCTEMBbI
CUCTEM 2. DNeKTPOHHBIH JOKYMEHTOO0OpOT U
MH(POPMAIMOHHON JIEJIONPOU3BOACTBO
0€3011aCHOCTH 3. DIEeKTpOHHBIE APXUBBI
- CocTaBisaTh 4. Cucremsl ynpasieHHs pecypcaMu OpraHU3alu
JuarpamMmmbl 5. CucteMbl aBTOMaTU3allUK IPOEKTUPOBAHUS
MH(POPMALMOHHON 6. MHpopMalnOHHO-aHAINTHYECKHUE CUCTEMBI
0€3011acCHOCTH 7. CucTeMbl NOJJIEPKKHU MPUHATHS pELICHUM
8. CucreMbl BUICOKOH(DEpEHIICBA3U U ITU(DPOBOI
TenedoHnn
9. CuTyallMOHHBIE U YIPABISAIOUINE LIEHTPBI
ITocTponTh NPUUMHHO-CIEACTBEHHYIO AUarpaMMy Vcrukasel
JUISL BBISIBJICHUSI U PAH)KUPOBAHUS UMEIOLIUXCS TIPUYMHHO-
CJIEICTBEHHBIX CBSI3€i BOSHUKHOBEHMSI YIPO3
Brman | - Meromamu OIeHKH ITocTponuTh NPUYMHHO-CIIEACTBEHHYIO quarpaMmy VcukaBbl
¢ | 3aIUIIEHHOCTH JUISL BBISIBJIEHUS U PAaH)KUPOBAHUS UMEIOLIUXCSA IPUUNHHO-
KOMITBIOTEPHBIX CJIEICTBEHHBIX CBSI3€H YTEUKH JaHHBIX
CUCTEM CocTaBUTh IUIaH TECTUPOBAHUS 3aLIUILEHHOCTH




- Meromamu
TECTHPOBAHUS
3aIIMIIEHHOCTH
KOMITBIOTEPHBIX
CHCTEM

KOMIIBIOTEPHON CUCTEMBI METOJAMU OEJI0T0 U YEPHOTO
ALUKA:

1. WndpopmManmoHHO-TTIOMCKOBBIE CUCTEMBI

2. DIEeKTPOHHBIA TOKYMEHTOOOOPOT U
JIEJI0NPOU3BOACTBO
DJIEKTPOHHBIE APXUBBI
Cuctemsl yIpaBieHHs pecypcaMu OpraHu3aiuu
CucremMbl aBTOMaTH3aI[UHU IPOSKTHUPOBAHUS
HHupopMaIimoHHO-aHATTUTUIECKUE CHCTEMBI
CucrteMbl NOAAECPKKU MIPUHSITHUS PEIICHUN
Cuctembl BUICOKOH(pEepeHIICBA3U U IU(POBOIA
TenedoHnun

XN R W

CutyalvoHHbIE U YIIPABISIONINE IIEHTPHI

IIK-10 cioco0HOCTHIO IPUMEHATH 3HAHUA B 00/1aCTH JIEKTPOHUKH U CXeMOTEXHUKH,
TeXHOJIOTHii, METO/I0B M A3bIKOB MPOTrPAMMHUPOBAHUS, TEXHOJIOTHII CBSA3U U MepeIadyun
JAHHBIX MPHU pa3padoTKe MPOrPaMMHO-ANNAPATHBIX KOMIIOHEHTOB 3allIUIII€eHHbIX
aBTOMATH3HPOBAHHBIX CHCTEM B chepe npodeccuoHATbHOM 1eATeIHLHOCTH

3nate | - COBpeMEHHBIC [lepedeHs BOIPOCOB:
METO/Ibl ¥ CPEACTBA 1. Cpencrsa 3alIUTHI B KOMIIBIOTEPHBIX CUCTEMAX
3alUThl UHPOPMAIUH 2. TeopeTHKO-BEpOSTHOCTHBIM METOJ OLIEHKH
B KOMIIBIOTEPHBIX 3alMIICHHOCTH B KOMIIBIOTEPHBIX CUCTEMAX
CUCTEMAX; 3. DKcnepTHBIA METOJ] OLIEHKU B KOMIIBIOTEPHBIX
- IPUHLIUIBI U cucTemax
CHOCOObI 4. CraTucTUYECKUN METOJ] OLIEHKU B KOMITBIOTEPHBIX
UCIIOJIb30BaHUS cucTemax
CYIIECTBYIOIINX 5. BeposSTHOCTHO-CTaTUCTUYECKUM METOJI OLIEHKHU
cpencts 31 B PHUCKOB B KOMIIBIOTEPHBIX CUCTEMAX
KOMITBIOTEPHBIX 6. B3aumocBs3b yrpo3, ysI3BUMOCTEN U PUCKOB
CUCTEMAX; 7. OLEHKH 3alUIIEHHOCTH Ha OCHOBE MOAEIN
- IPUHITUIIBI KOMILJIEKCAa MEXaHU3MOB 3allIUThI
IIPUMEHEHUS 8. CemaHTHYECKHE NTOKA3aTEH 3aLIUILEHHOCTH
COBPEMEHHBIX KOMITBIOTEPHBIX CUCTEM
METOJIOB OLICHKHU 9. Heuerkue OLEHKHU 3alUIIIEHHOCTH KOMIIBIOTEPHBIX
0e30macHOCTH CUCTEM
KOMITBIOTEPHBIX 10. KomIuiekcHble OLIEHKH 3alUILEHHOCTH
CHUCTEM,; KOMITBIOTEPHBIX CUCTEM
11. TunoBast apXUTEKTypa CUCTEMBI BBISIBIICHUS aTaK
12. MeTtoapl TECTUPOBAHUSA CUCTEMBI 3AILHUTHI
YMeT | - BRIABIATH YIpo3bl M | Mcrionmb3yss METON OIEHKHM 3allUIICHHOCTH Ha OCHOBE
b OIIpEeNENATh UX MOJIEIM  KOMIUIEKCA MEXAaHU3MOB 3alllUThl  OINpPEAEIUTH
aKTyalbHOCTb JUIS 3alUIEHHOCTb, 00€CIIeYnBacMON OTIEIbHBIM MEXaHU3MOM
COBPEMEHHBIX u C3U1 B nenom. Onpenenuts 3PPEeKTUBHOCTD MPUMEHIEMBIX
KOMITBIOTEPHBIX METOI0OB ~ oOecrieyeHHss  O€30MACHOCTH  KOMIIBIOTEPHOM
CHUCTEM,; CUCTEMBI.
- IPUMEHATH Buasl opranuzanuii:
COBPEMEHHbIE 1. WndpopmManmoHHO-TOMCKOBBIE CHUCTEMBI
METOIbl OLICHKHU 2. DIEeKTPOHHBIA TIOKYMEHTOOOOPOT U
Oe3zomacHoCTH JIEJI0NPOU3BOACTBO
KOMITBIOTEPHBIX 3. DJIEKTPOHHBIE APXUBBI
CUCTEM; 4. Cucremsl ynpasieHHs pecypcaMu OpraHU3aliu
5. CucteMbl aBTOMAaTU3aLUNA IPOEKTUPOBAHUS




6. WudpopmannoHHO-aHAIUTHYECKHUE CHCTEMBI
7. CucreMbl NOIACPKKU MIPUHITHUS PEIICHUN
8. Cuctembl BUACOKOH(DEPEHIICBA3M U IU(POBOI
TenedoHnn
9. CuTtyallMOHHBIE U YIPABISAIOLINE LIEHTPBI
Brman | - mpakTHueckumMu Vcnonb3ys oHJIalH-KaIbKYIATOp OaHKa TaHHBIX yTPO3
CT> | HaBBIKAMH OCTIK
IPUMEHEHHS] METOJIOB | ONpeAEIUTh Oa30Bble, BpeMEHHbIE U KOHTEKCTHBIE METPUKHU
oOecrieyeHus yrpo3 HHPOPMALMOHHOM OE30MaCHOCTH KOMITBIOTEPHBIX
0e3omacHOCTH CHCTEM:
KOMIIBIOTEPHBIX 1. WubopManmoHHO-TTOMCKOBBIE CHCTEMBI
CHCTEM; 2. DReKTpOHHBIN JOKYMEHTOO0OPOT U
- HaBBIKAMU JIEJI0NPOU3BOACTBO
pUMEHEHHUs 3. DJEeKTpOHHBIE apXHUBbI
COBPEMEHHBIX 4. Cucremsbl yrpaBlIeHHUs pecypcaMu OpraHU3aIin
METO/I0B OLICHKH 5. Cucrtembl aBTOMaTHU3aLUHU IPOEKTUPOBAHUS
0€e3011acCHOCTH 6. WudpopmMannoHHO-aHAINTHYECKHUE CHCTEMBI
KOMIIBIOTEPHBIX 7. Cucrembl NOANECPKKHU MPUHATUS PEIICHUI
CHCTEM.

0) Ilopsaoox nposedenus npomedcymouHou ammecmayuu, noKazamenu U Kpumepuu
OUeHUBAHUA:

[TpomexxyTouHast aTTecTalys Mo AUCUUIIIMHE BKIIOYAET TEOPETUYECKHE BOTIPOCHI,
MO3BOJISIOIIME OLIEHUTh YPOBEHb YCBOCHHS 00YUAIONUMUCS 3HAHUH, U IPAKTHUECKHUE 3a/IaHus,
BBISBJISIIOIINE CTENIEHb CPOPMUPOBAHHOCTH YMEHUHN U BIIaJICHUH, MTPOBOAUTCS B (hopme
JK3aMEHa.

Kpumepuu ouenku (86 coomeemcmeuu c¢ opmupyemovimu KOMREMEHUUAMU U
NAAHUPYEMBIMU PE3YTIbIAmMamnu 00yuenus):

— Ha OIEHKY «OTJIMYHO» (5 0amioB) — oOyyarouuiicss JeMOHCTPUPYET BBHICOKUI ypOBEHBb
c(OPMUPOBAHHOCTH KOMIICTCHIIUH, BCECTOPOHHEE, CHCTEMaTHYeCKOe M TIyOOKOe 3HaHHE
y4eOHOro MaTepuana, CBOOOJHO BBIMOJHSAET MPAKTHYECKHE 3a/laHus, CBOOOIHO OMEpUpYeT
3HAHUSMH, YMECHUSMH, TIPUMEHSET UX B CUTYAIUSIX MTOBBIIICHHON CIIOKHOCTH.

— Ha OLIGHKY «Xopomio» (4 Oamna) — oOydaroluiicss JTEMOHCTPUPYET CPETHHI ypOBEHBb
c(OPMUPOBAHHOCTH KOMIICTCHIIMH: OCHOBHBIC 3HAHHS, YMCHHS OCBOCHBI, HO JIOIYCKAFOTCS
HE3HAYUTEJbHbIE OMIMOKH, HETOUYHOCTH, 3aTPyJHECHUS TPU aHATUTHUYECKHX OIEepalusiXx,
MIEPEHOCEe 3HAHWW M YMEHUI HAa HOBBIC, HECTAH/IAPTHBIC CUTYAIIHH.

— HA OIICHKY «Y/AOBJIETBOPUTENbHO» (3 Oamia) — oOydammuics IEeMOHCTPUPYET
MTOPOTOBBIA YPOBEHb C(HOPMUPOBAHHOCTH KOMITETCHIIHI: B XOJ€ KOHTPOJBHBIX MEPONPHUATHI
JIOMYCKAIOTCSl OIIMOKU, MPOSBISETCS OTCYTCTBHE OTHENbHBIX 3HAHUM, YMEHUH, HaBBIKOB,
O0yJaroImuiicss WCHIBITHIBACT 3HAYUTEIBHBIC 3aTPYAHCHHUS TPU OINEPHPOBAHWHM 3HAHUSAMHU H
YMEHUSMH TMIPH UX TIEPEHOCE HA HOBBIE CUTYAIUH.

— Ha OIICHKY «HEeY/JI0BJIETBOPUTEIbHO» (2 0aiia) — 00yJaronuiicss IeMOHCTPUPYET 3HAHUS
He Oonee 20% TEOPETUUECKOr0 Marepualsa, JOMYyCKaeT CYUIECTBEHHbIC OIIMOKHU, HE MOXKET
MTOKa3aTh HHTEJUICKTYaJIbHBIC HABBIKM PEIICHUS TPOCTHIX 3a/1a4.

— Ha OIICHKY «HeYI0BJIeTBOpHTeJbHO» (1 Oamn) — oOywaromuiics HE MOXET MOKa3aTh
3HaHWS Ha YpPOBHE BOCHPOU3BEICHHS W OOBSICHEHHS HH(DOpPMAIMK, HE MOXET I10Ka3aTh



HUHTCJUICKTYAJIbHBIC HABBIKU PCHICHUA MMPOCTHIX 3aJ1aY.



8 YueOHO-MeTOqMYEeCKOe M MH(OPMAIITHOHHOE o0ecnedyeHre TUCHUIINHBI (MOLYJIs1)

a) OcHoBHAasA JUTEpaTypa:

1.BuyxkoB, A. A. 3amuta unpopmanuu : ydyeOHoe mocobue ans By30oB / A. A. BHykos.
— 3-e u3a., nepepad. u mon. — Mocksa : U3marensctBo FOpaiit, 2020. — 161 ¢. — (Bsicmiee
obpazoBanue). — ISBN 978-5-534-07248-8. — Tekcr : anextponHsiid // OBC FOpaiit [caiiT].
— URL: https://urait.ru/bcode/422772 (nata oOpamenusi: 31.08.2020).

2. 3ammra uHpopmaruu : yued. mocodbme / A.Il. Kyk, E.Il. Kyk, O.M. Jlenemkus,
AN. TumomkuH. - 3-¢ m3n. - MockBa : PUOP: MH®PA-M, 2019. - 400 c. - (Beicmee
obpaszosanue). - DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-16-106478-8. - Tekcr :

anekTpoHHbiii. - URL: https://new.znanium.com/catalog/product/1018901 (mata oOGparmienus:

0) lonmoJiHUTeIbHASA JIMTEPATypa:
1. BaykoB, A. A. 3amurta nHdopmauu B OAHKOBCKHX CHCTeMax : ydeOHoe mocobwue

st OakanaBpuara W Maructparypsl / A. A. BHykoB. — 2-e u3f., ucnp. ¥ gon. — Mocksa :
NznarenscTBo Opaiit, 2018. — 246 ¢. — (bakanaBp u maructp. AkageMHUYeCKHil Kypc). —
ISBN 978-5-534-01679-6. — Tekcr : nsmekrponnbiii / OBC IOpaiit [caiit]. — URL:

https://urait.ru/bcode/414083 (nmata ob6pamenus: 31.08.2020).
2. [ywxun, A. B. MeTononoruyeckue OCHOBBI IOCTPOEHHUS 3alllUIICHHBIX
aBTOMAaTU3UPOBaHHBIX cucteM: Monorpadwus / lymkun A.B. - Boponex:Hayunas kaura, 2016.

- 76 c. ISBN  978-5-4446-0902-6. -  Tekct : osnekrponnbii. -  URL:
https://new.znanium.com/catalog/product/923295 (nara obpamenus: 31.08.2020)
MAKPOOBBEKTBI:

3. bapanxoBa WM. M. CereBas 3ammura uHbopmanuu. JlabopaTopHbId NPAKTHKYM
[DnexTpoHHBId pecypc] : yuebHoe mocobue [mist By3oB] / W. U., bapankosa, JI.H. Ma3uuH,
YB. MuxaiinoBa, M.B. AdanacbeBa ; MarHUTOrOpCKHN Troc. TeXHUYECKUH yH-T um. [. H.
Hocosa. - Marauroropck : MI'TY um. I'. . Hocosa, 2019. - 1 CD-ROM. - 3arn. ¢ TuTy:n.
skpana. - ISBN 978-5-9967-1605-0 URL: https://magtu.informsystema.ru/uploader/fileUpload?
name=3824.pdf&show=dcatalogues/1/1530260/3824.pdf&view=true (mata  oOpameHust
31.08.2020)

4. bapankoB B. B. Pa3BepreiBaHMe M HacTpolKa BUPTYalIbHBIX CETEH [DIEKTPOHHBIN
pecypce] : yaeOHoe mocobue [t By30B] / B. B. bapankos, 1. W. bapankosa, Y. B. Muxaiinoga,
O. b. Kanyruna] ; MI'TY. - Maruutoropck : MI'TY, 2019. - 1 snekrpon. ont. auck (CD-
ROM). - ISBN 978-5-9967-1305-9 URL: https://magtu.informsystema.ru/uploader/fileUpload?
name=3813.pdf&show=dcatalogues/1/1529986/3813.pdf&view=true (mata  oOpameHust
31.08.2020)

5. ApXWTeKTypa ¥ TPUHIUIBI PAa0OThl BHIYUCIUTEIBHBIX CHUCTEM [DJICKTPOHHBIN
pecypce] : yuebHoe mocobue [ms By3oB] / B.B. bapankos, .. bapankoBa, M.B. Adanacnena,
M.B. KonoBanoB; Marauroropckuii roc. TtexHudeckui yH-T uM. [. WM. Hocosa. -
Maruutoropck : MI'TY um. I'. 1. Hocosa, 2019. - 1 CD-ROM. - 3ari. ¢ TuTyn. 3KpaHa. -

ISBN  978-5-9967-1306-6 URL : https://magtu.informsystema.ru/uploader/fileUpload?
name=3924.pdf&show=dcatalogues/1/1530495/3924 . pdf&view=true (mara  oOpareHus
31.08.2020)

6. bapankoBa, M. M. MuxaitioBa Y.B. , JlykesHoB I'M. TexHudeckas 3amura

uHpopmaruu. JlabopaTtopHbIil TpakTUKyM [DNeKTpOHHBIN pecypc] : yueOHoe nmocobue / MI'TYV.
- Marnutoropck : MITY, 2017. - 1 »saekrtpon. ont. nauck (CD-ROM). URL
https://magtu.informsystema.ru/uploader/fileUpload?

name=2935.pdf&show=dcatalogues/1/1134667/2935.pdf&view=true (mara  oOpareHus
31.08.2020)

*PEXXKUM [TPOCMOTPA MAKPOOBBEKTOB

1. IlepeliTi O agpecy 3IEKTPOHHOTO Kartayiora https:/magtu.informsystema.ru
2. IIpoussectu aBropuzanuio (Jlorun: Yurarens1 [Tapons: 111111)

3. AKTUBU3UPOBATh THIIEPCCHUIKY MaKpOOOBEKTa




B) MeTtoauyeckue yKazaHusi:

1. MCTOI[I/I‘IGCKI/IG YKaBaHI/Iﬂ II0 BBIIIOJIHCHUIO HpaKTI/I‘-IeCKI/IX pa60T II0 AJUCILHIIIINHE
«MeTopl U CTaHIAPTHI OLIEHKH 3alUIIEHHOCTH KOMITbIOTepHBIX cuctem» ([Ipunoxenue 1) .

2. MGTOILI/I‘IGCKI/IG YKa?,aHI/Ifl I1I0 BBIITOJIHCHHUIO BHeay,I[I/ITopHI)IX CaAMOCTOATCIBbHBIX pa60T
Mo AucUMIIUHE «MeToapl M CTaHAAPTHl OLEHKU 3AlIMIIEHHOCTH KOMIBIOTEPHBIX CHCTEM»

(ITpunoxenue 2).

r) [IporpammHuoe o6ecnieuenne u UHTepHeT-pecypcnl:

IIporpammHuoe oGecnieyenue

Hanmenosanue I10 Ne morosopa Cp;;(uﬂe‘z;fﬂﬂ

MS Windows 7

Professional(juist K1accoB) A-1227-18 ot 08.10.2018 11.10.2021
7Zip cB0oOOHO pacnpocTpansemoe 10 OeccpodHO
MS Office 2007 Professional |[Ne 135 ot 17.09.2007 0eccpouHo
Oracle Virtual Box cB0o0OHO pacnpocTpansemoe 110 OeccpouHo
%%ﬁ;ﬁ;ewﬁzlcoog(’f J1-1227-18 ot 08.10.2018 11.10.2021
%%ﬁﬁ;ewfigg of J1-1227-18 ot 08.10.2018 11.10.2021
%%%ﬁ;egi&g of 1-1227-18 ot 08.10.2018 11.10.2021
%ﬁ&jﬁ;ﬁ;&gﬁ J1-1227-18 ot 08.10.2018 11.10.2021
%%?iﬁ;eg;zgg"f J1-1227-18 or 08.10.2018 11.10.2021
%?é?iﬁ;eggzL%E;Of 1-1227-18 ot 08.10.2018 11.10.2021
%Slggﬁzegig;mf 1-1227-18 ot 08.10.2018 11102021
g/ﬁd?(? L Server Management cBoOoIHO pacnpoctpansemoe [10 OeccpodHO
ggﬁﬁul\fi};ysg ({;tm)rkbench cBoOoIHO pacnpoctpansemoe [10 OeccpodHO
Oracle SQL Developer cB0GOIHO pacnpocTpansemoe 10 GecCpOyHO
LibreOffice cBo00IHO pacnpocTpansemoe 110 0eccpouHo
gifgfslssﬁaiﬁf Kigiz’a) J1-1227-18 ot 08.10.2018 11.10.2021
MS Visual Studio Code cB000/1HO pactpocTpansiemoe 10 O6eccpoyHo
MS Visual Studio 2017

Community Edition cBoOoiHO pacnpoctpansemoe I10 0eccpodHO
Adobe Reader cB000/1HO pactpocTpansiemoe 10 O6eccpoyHO
?ﬁ;‘ﬁﬁigﬁ) 10 Professionall 1 152718 or 08.10.2018 11.10.2021
KMnicxlg)dOWS Server(n |11 1227.18 or 08.10.2018 11.10.2021
bpaysep Mozilla Firefox cBOOOJHO pacnpocTtpansiemoe 110 0eccpouHO
bpaysep Yandex cB000IHO pacnpocTpansemoe I10 0eccpoyHO



https://urait.ru/bcode/422772
https://magtu.informsystema.ru/
https://magtu.informsystema.ru/uploader/fileUpload?name=2935.pdf&show=dcatalogues/1/1134667/2935.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=2935.pdf&show=dcatalogues/1/1134667/2935.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3924.pdf&show=dcatalogues/1/1530495/3924.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3924.pdf&show=dcatalogues/1/1530495/3924.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3813.pdf&show=dcatalogues/1/1529986/3813.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3813.pdf&show=dcatalogues/1/1529986/3813.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530260/3824.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530260/3824.pdf&view=true
https://new.znanium.com/catalog/product/923295
https://urait.ru/bcode/414083
https://new.znanium.com/catalog/product/1018901

MariaDB cB000IHO pactpoctpansiemoe 110 0eCCpPOYHO

PostgreSQL cBOOOIHO pacnpocTpansiemoe 110 0eccpouHO
MS Office 2003 Professional [Ne 135 ot 17.09.2007 0EeCCPOYHO
FAR Manager cB000/IHO pactpoctpansiemoe 110 0ecCpOYHO
Linux Calculate cB0OOHO pacnpocTpansiemoe [10 OeccpoYHO

IIpodeccnonanbHbie 0a3bl JTaHHBIX U HHGPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

HazBauue xypca |

CchUIKa

OnexkTpoHHas 0aza mepuoguveckux u3maanuii East
View Information Services, OO0 «MUIBUC»

https://dlib.eastview.com/

HanuonaneHass ~ mHGOPMAaLMOHHO-aHAIMTHYECKAS
cucteMa — PoccuMHCKMII  HMHIEKC  HAy4dyHOTO
nutuposanus (PYTHIL)

URL: https://elibrary.ru/project risc.asp

ITouckoBast cucrema Axanemusi Google (Google
Scholar)

URL.: https://scholar.google.ru/

Nudopmarmonnas cucrema - EnawmHOe OKHO
J0CTyNa K HHQOPMAIIMOHHBIM pecypcaM

URL: http://window.edu.ru/

denepanbHOE rocyJIapCTBEHHOE Or0/DKeTHOE

Karamgoru

yupexJIeHue «DenepanbHbIN uHctutyT|URL: http:/www]1.fips.ru/
MIPOMBIIIIJICHHON COOCTBEHHOCTY
Poccuiickas locynapcTBenHas OubIMoTeKA.

https://www.rsl.ru/ru/4readers/catalogues/

OneKkTpoHHBIE pecypchbl Ouommorekn MITY wum.
I'1. Hocosa

http://magtu.ru:8085/marcweb2/Default.as
p

@enepanbHblii  00pa3oBaTeNbHBIA  HOpTAT
OxoromMmuka. Coruosorus. MeHemKMEHT

B http://ecsocman.hse.ru/

VYHuBepcuterckass — MHQOpPMAIMOHHAs  CHUCTeMa

POCCHA

https://uisrussia.msu.ru

MexayHapoaHasi HayKOMETpuieckas pedepaTuBHas
U TIOJHOTEKCTOBas 0asa JaHHBIX HAYYHBIX W3IaHUI
«Web of science»

http://webofscience.com

MexnyHaponHas pedepaTuBHasi U MOTHOTEKCTOBAS
crpaBouHass 0as3a JIAHHBIX HAYYHBIX HW3IaHUU
«Scopusy»

http://scopus.com

MexayHaponHast 0a3a IMOJHOTEKCTOBBIX JKYPHAIOB
Springer Journals

http://link.springer.com/

MesxiyHapoaHasi KOJUIEKIUS HAyYHBIX MPOTOKOJIOB
10  pasNUYHBIM  OTpacisiM  3HaHWUU  Springer
Protocols

http://www.springerprotocols.com/

MexnaynaponHas 0a3a HAaydHBIX MaTe€pUaloB B
obOmacti  (PU3MYECKUX HAayK W HWHXUHUPHUHTA
SpringerMaterials

http://materials.springer.com/

MexayHaponHast 0a3a CHpaBOYHBIX H3AaHUN 110
BCEM oTpacysiM 3HaHui SpringerReference

http://www.springer.com/references

MexayHaponHast pedeparuBHas 0a3a JaHHBIX T10
YUCTOW M MPHUKJIaTHON MaTemaTnke ZbMATH

http://zbmath.org/

MexyHaponHas pedepaTuBHasi U MOJHOTEKCTOBAS
cpaBoyHas ©0a3a JaHHBIX HAay4YHbIX HW3AAHUHN
«Springer Naturey

https://www.nature.com/siteindex

ApxuB HaydHbIX O KypHanoB «HamnuoHanbHbIN

https://archive.neicon.ru/xmlui/




ANIEKTPOHHO-UH(OPMAIIMOHHBIN KoHIopunym» (HIT
H3UKOH)

Wupopmanmonnas cucrema -  HopmartusHble
IIPaBOBBIE aKTBl, OpraHHU3alMOHHO-
pacnopsAUTENbHbIE JOKYMEHThl, HOPMAaTHUBHbBIE U
METOAMYECKHE JOKYMEHTBI U  IOATOTOBJICHHBIE
MPOEKThl JOKYMEHTOB II0 TEXHMYECKOH 3ammre
uHpopmarun GCTOK Poccun

https://fstec.ru/normotvorcheskaya/tekhnic
heskava-zashchita-informatsii

WNudopmanmonnas cucrema - baHK JaHHBIX Yrpo3
6e3omacHocti nHbopmarmun GCTIK Poccun

https://bdu.fstec.ru/

9 MarepuajibHO-TeXHUYECKOe o0ecredeHne TUCHUILUIUHBI (MO1YJIs1)

MartepHaibHO-TEXHHYECKOE 00SCIIeYeHHE TUCIUIIIMHBI BKITFOUACT:
Jlexunonnas aymuropus (ayn. 2124, ayn. 226, ayn. 365, aya. 388 u T.A4.)-
MynbTUMETMIHBIC CPEJCTBA XPaHCHMSI, TIEpeAaur U MPEICTaBICHUS HHPOPMAIHH

Kommetotrepnsiii kmacc (aya. 372, aym. 245,

[Iepconanbnble koMmmbroTepbl ¢ I1O u BeIXOOOM B

ayn. 247, ayn. 144, ayn. 142 u t.a.) -
HMHTEpHET M JOCTYIIOM B 3JIEKTPOHHYIO

MH(GOPMAITMOHHO-00Pa30BaTENIbHYIO Cpey YHHUBEPCUTETA.
AymaTopust AJiT CaMOCTOSITEIPHOW pabOThl YHTAIBHBIC 3aJIbl OMOMMoTeKH, ayn 132a -

HepCOHaJ'IBHLIC KOMIIBIOTCPBI C IO un BBIXOJOM B

I/IHTepHCT n JOCTYIIOM B JJICKTPOHHYIO

nH()OPMAITMOHHO-00pa30BaTEIBHYIO CPEly YHUBEPCUTETA.



https://archive.neicon.ru/xmlui/
https://www.nature.com/siteindex
http://zbmath.org/
http://www.springer.com/references
http://materials.springer.com/
http://www.springerprotocols.com/
http://link.springer.com/
http://scopus.com/
http://webofscience.com/
https://uisrussia.msu.ru/
http://ecsocman.hse.ru/
http://magtu.ru:8085/marcweb2/Default.asp
http://magtu.ru:8085/marcweb2/Default.asp
https://www.rsl.ru/ru/4readers/catalogues/
http://www1.fips.ru/
http://window.edu.ru/
https://scholar.google.ru/
https://elibrary.ru/project_risc.asp
https://dlib.eastview.com/

IMPUJIOKEHME 1
METOANYECKUE YKA3AHUA
[1O BBIIIOJIHEHHMIO ITPAKTUYECKMX PABOT

PexoMenganuy HampaBlieHbl Ha OKa3aHHE METOAWYECKOW MOMOIIM OOYYaroIIUMCS IMPHU
BBITIOJIHEHUH MPAKTUYECKUX 3aHSATUH.

[IpakTryeckoe 3aHsATHE — 3TO 3aHATHE, IPOBOJAUMOE 10/l PyKOBOACTBOM IPEIOAABATENS B
y4e0HOM ayquTOpuH (KOMIBIOTEPHOM KJIacCe YHUBEPCUTETA WU YUECOHOH CIEIUaIM3UPOBAaHHON
nabopaTopuu YHUBEPCUTETA), HANPABIECHHOE HA YIIyOJieHHEe HAy4YHO-TEOPETUUYECKUX 3HAHUN U
MOJIyYeHHUE MPAKTUUECKUX HABBIKOB PEIICHUS TUIIOBBIX U MPUKIIATHBIX 3a/1a4.

[lenbto MpakTUUECKUX 3aHATUH sBIsETCS (OPMHpPOBAHHE U OTPaOOTKA MPAKTUYECKUX
YMEHHH U HAaBBIKOB, HEOOXOAMMBIX B MOCJICAYIOIICH ACSITEILHOCTH 00YJarOIIUXCS.

OCHOBHBIMU 33J1a4aMH NPAKTUYECKUX 3aHATUH SBIISIFOTCS:

- yruyOlleHue YpOBHS OCBOCHHUS OOIIEKYIBTYpPHBIX W MPO(ecCHOHATBHBIX
KOMIIETCHITU;

- o0oOmieHne, cHCcTeMaTH3alus, yOIyOJIeHHe, 3aKpPEIUICHWE  MOJTYYCHHBIX
MPaKTUYECKUX 3HAHUHM M0 KOHKPETHBIM TeMaM JUCIHIUIUH Pa3INYHBIX IIUKIIOB;

- mnpuoOpereHne  OOy4yalOUIMMHCS YMEHMH W HaBBIKOB  HCIIOJIb30BaHUS
COBPEMEHHBIX TEOPETUUYECKUX 3HAHUM B PEHICHUH KOHKPETHBIX MPaKTUYECKHUX
3a/1ay;

- pa3BUTHE po¢eCcCUOHATBLHOTO MBILJIEHNS, npodeccuoHaNbHOM 151
MMO3HABaTEIbHON MOTHBAIIUH.

[lepeyenr TeM MpaKTUYECKUX 3aHATHH  ompenensercs pabodeil  MmporpaMMmoi
TUCHUTUINHBL. [I1aH mpakTUYecKUxX 3aHSATUN OTBeYaeT OOIIeH HAaNpaBJICHHOCTH JIEKIIMOHHOTO
Kypca ¥ COOTHECEH C HUM B MOCIEA0BATEIbHOCTH TEM.

CtpyKTypa MpakTHUYECKOTO 3aHSITHS BKIIIOUAET CIIEAYIONINE KOMIOHEHTHI: BCTYIUTEIbHAS
4acTh, OTBETHl Ha BOMPOCH OOYYAIOIIMXCS; MPAKTHYECKas YacTh; 3aKIIOYUTEIHLHOE CIIOBO
mpernogaBaresis. Bo BCTYNUTENBHOW 4YacTH OOBSBISCTCS TEMa TEKYIIETO IMPAKTHIECKOTrO
3aHATHUS, CTABUTCS €ro LeJd M 3aJaud, [POBEPSETCS MCXOAHBIM YpPOBEHb TOTOBHOCTHU
00yJaromuxcs K MPaKTUIECKOMY 3aHATHIO (BBITTOJHEHUE TECTOB, KOHTPOJIBHBIE BOITPOCHI | T.I1.)

Ha mpakTrueckoMm 3aHATHM TpenojaBaTeidb MOXKET HWCIOIb30BaTh pPa3HOOOpa3HbIC
oOpaszoBarenbHble TexHoJoruu (Metomel IT, pabora B komanme, case-study, mpoOiieMHOE
oOy4yeHue, y4eOHbIe AUCKYCCHUH U T.I.) IO CBOEMY BBIOOpY MMl JOCTHXKEHHS KauyeCTBEHHOTO
YPOBHS 00yUYEHHUS.

IIpaBuia no TexHuke 6€30MACHOCTH JJIA 00yYAIOIIMXCSA
NPH NMPOBeIeHNH MPAKTHYECKHX PadoT
Obwue npasuna:

1. TIlpakrtuyeckue paOOTBI TPOBOAATCS TOJ HaOmOAeHHEM mpenoaaBarens. K
BBITIOJTHCHHIO TIPAKTHYECKUX PAOOT 00YJArOIIHECs TOMYCKAIOTCS TOJIBKO TTOCTE TPOCTYITHBAHS
WHCTPYKTaXa MO TEXHHKE OE30MacCHOCTH, TMpaBWJIaM TOBEICHUS, MPOTUBOIMOXKAPHBIM MeEpaM B
KOMITBIOTEPHOM KJIacCe M CIEIUATH3UPOBAHHBIX JTA0OPATOPHUSIX.

2. OOyuaemblii JOIDKEH CTPOTO BBIMONHITH TMpaBUia TEXHUKH OE30MaCHOCTH U
CaHUTAPHO-TUTHCHWYCCKHE HOPMBI mpu  paboTe B  KOMIBIOTEPHBIX  KJaccaX H
CTICUATM3UPOBAHHBIX TA00PATOPUAX YHUBEPCUTETA.

HOpﬂI[OK BBINNOJTHCHUSA MPAKTHYCCKUX paﬁoT

ITpy OATrOTOBKE K BBHIMOJHEHUIO MPAKTUYECKUX paboT 00ydaromuiicst JOIKeH MOBTOPUTh
TEOPETUUECKUIN MaTepHall, HEOOXOAUMBIH JIsl BHIITOJHEHUS 3aJaHUH [0 TEKYIIEeH TeMe.

[TpakTuueckas paboTa BBHIIOIHAETCS KaX/IbIM 00y4JarOIUMCs CaMOCTOSTENLHO, COTIACHO
VHJVBHIyJIbHOMY 3aJJaHUIO.

OOyuaromuecsi, TNPOIMYCTUBIIME 3aHATHS, BBINOIHAIOT MpPAaKTUYECKHEe padoThl BO
BHEYPOYHOE BpEMsI.


https://bdu.fstec.ru/
https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-informatsii
https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-informatsii

[Tocne BBIMONHEHUS KAXKIOW MPAKTUYECKOW pabOThl OOydYaroIUiCS JEMOHCTPHUPYET
pe3ynbTaT BBHITIOJHEHUS TPEToaBaTellio, OTBeUaeT Ha Bompockl. [IpemomaBarens OIEHUBAET
paboTy B COOTBETCTBHH C 33JaHHBIMU KPUTEPUSIMHU OIICHKH MPAKTUIECKUX PAOOT.

IIpaBuia opopmiieHus pe3yIbTAaTOB U OLIEHMBAHUS NPAKTUYECKOIl PadOThI

Pe3ynbTaThl BBIMOJHEHHON NPAaKTUYECKOH paboOThl OQOPMIISIOTCS B COOTBETCTBUU C
TpeOOBaHUSAMU K BBINOJTHEHNIO KOHKPETHOM pabOTHI.
[IpakTudeckas paboTa cuMTaeTCs BBINOJHEHHOH, ecin oOyuaromumiicss HaOpan Oa,
KOTOPBIN COCTABIISET MOJIOBUHY MaKCUMAJIbHOTO KOJIMYECTBA OalIoB.

Jlnist onileHMBaHUS PaOOTHI TIPUITATACTCS CIIEAYIONINE KPUTEPHH.
Oyenka «omauyHo» — paboTa BHITIOJHEHA B MOJIHOM 00BEME U 0€3 3aMEYaHHIA.
Oyenka «xopouio» — pabdoTa BBITOTHEHA MPABHIIBHO C YYETOM 2-3 HECYIIECTBEHHBIX OIIMOOK,
WCIPABIEHHBIX CAMOCTOSTEIILHO MO TPEOOBAHUIO MIPETIOIaBaATEIS.
Oyenka «yoosnemeopumenbHo» — padOTa BHIIOIHEHA TMPABUIILHO HE MEHEE YeM Ha IOJIOBHHY
WM JIOTIYIIEHA CYIECTBEHHAs OITNOKa.
Oyenka «Hey0os1emeopumebHo» — NONMYIIEeHBI 1Be (M 00Jiee) CyIEeCTBEHHBIE OIMMMOKHA B XOJIE
paboThI, KOTOphIE OOYyYaOIIMICS HE MOXKET MCIPABHUTH JaKe MO TPEOOBAHUIO MPEINOaBaTels,
wiK paboTa He BBIIIOJHEHA.



ITPHJIO)KEHMUE 2

METOANMYECKUE YKA3AHIMA 110 BBIIIOJIHEHNIO BHEAYIMTOPHBIX
CAMOCTOSTEJIBHBIX PABOT

Oo01Me nNoJI0KeH s

Hacrosmue meronumyeckue yka3zaHusi NMpeIHA3HAuY€Hbl [JIs OpraHMU3alKM BHEAyIUTOPHOMN
CaMOCTOSITENTbHONH paboThl 00yJaromUXCs U OKa3aHUsI MOMOIIM B CAMOCTOSTEILHOM H3yYeHHH
TEOPETUUECKOT0 U peanu3alii KOMIETeHINH 00yJaeMbIX.

JlaHHBIE METOAMYECKHE YKA3aHUSI HE SIBISIFOTCS Y4€OHBIM TTOCOOHMEM, TTOATOMY TIEpe T HauajioM
BBITIOJIHEHUSI CaMOCTOATENIBHOTO 3aJaHusl CIEAyeT HW3YYUTh COOTBETCTBYIOLUE pa3/elibl
JEKIIMOHHBIX 3aHATHH, MaTepHalioB 00pa30BaTEIILHOTO TOpTaja, pas3leioB OCHOBHOW U
JIOTIOJIHUTENILHON JIUTEpaTyphl, MPEJICTaBICHHBIX B MyHKTE 8. «Y4eOHO-METONUYECKOe H
nH(pOpMAITMOHHOE 00eCTICUeHNE TUCIIUTTUHBI (MOAyIs )» aanHou PTIJI.

esn u 321241 CAMOCTOATEIbHON PadOTHI

Lenp camocTosiTeNbHON pabOTBI — COJACIHCTBHE ONTHMAIbHOMY YCBOEHHIO Y4YeOHOro
Marepuaiga OOYYalOUIMMHCS, pPa3BUTHE MX IO3HABATEIbHOW aKTUBHOCTH, TOTOBHOCTH U
MOTPEOHOCTU B CaMOOOpa30BaHUU.

3agayu caMoOCTOATEILHON PadoThI:

- TOBBIIIEHHE UCXOJHOTO YPOBHS BIIaJIeHUSI UH()OPMALIMOHHBIMU TEXHOJIOTUSAMU;
- yriyOnieHue U cucTeMaTu3alus 3HaHU;
- IIOCTAHOBKA M PELICHHE CTaHIAPTHHIX 3aja4 MPO(eCCHOHAIBHON eI TeIbHOCTH;
- pa3BHUTHE PAOOTHI C PA3IMYHOMN IO 00bEMY W BUILy HHPOpMaLIHEH, yIeOHON 1 HAYYHOU
JINTEPATypPOH;
- IIPAKTUYECKOE NPUMEHEHUE 3HAHUN, YMEHUM;
- CaMOCTOSITEJIbHO HCIIOJIb30BaHHWE CTAaHAAPTHBIX MPOrPAaMMHBIX CpeICTB cOopa,
00pabOTKH, XpaHEHUS U 3aIIUTH HTHPOPMAITHH
- pa3BUTHE HABHIKOB OPTaHU3AIMU CAMOCTOSATENFHOTO yU4eOHOTO Tpy/Aa M KOHTPOJIS 3a
ero 3¢ heKTUBHOCTHIO.
Bunpsl BHeayqMTOpHOH CaMOCTOSATENbHOW paboTel W (OPMBI KOHTPOJII W BpeMs Ha
BBHITIOJITHEHHE Ka)/IO0TO BHJIA CAMOCTOATEIbHOW paboThl yka3zaHel B MyHKTe 4. «CTpykTypa U
COJIepKaHKe NUCUUILTMHBD ganHou PIT/I.

HOpﬂ}IOK BbIINOJTHCHHU A

[Ipu BBITONTHEHWH TEKYyIIEH BHEAYIUTOPHOW CaMOCTOSTENFHOW paboThl oOydaromemycs
CJIeyeT IPUIEPKUBATHCS CIEAYIOLIETO MOPSIKA JEHCTBHIN:

1) BHUMATEIBHO M3YYUTh COOTBETCTBYIOIINE TEOPETUUECKHUE Pa3IeNbl JUCIUILTUHBI, TTOJIb3YSICh

MaTepuaniamMu (JICKITMOHHBIMH, TTPE3ECHTAI[HOHHBIMH, ay/TN0-BH3YaTbHBIMU):

a) TMpenoCTaBIsIEeMbIMU MpenoaBaTeNieM Ha JEKIMOHHBIX 3aHITHSIX;

b) mpemocTaBiIIEMBIME MPETIOABATEIEM B paMKaX JIEKTPOHHBIX 00pa30BaTeIbHBIX KypCOB;

C) coIepKaUMHUCS B ydeOHUKaX W y4eOHbIX mocobusx DbC (ameKTpoHHO-OMOIHOTEYHBIX
CUCTEM), JIEKTPOHHBIX KaTaJIOTOB YHUBEPCUTETA U MHTEPHET-PECYPCOB.

2) IlogpobHo pazoOpaTh TUIOBBIE MNPUMEPHI pEHICHHs 3a/lady, PACCMOTPEHHBIE B paMKax
ayIMTOPHON KOHTAKTHOM pabOTHI C MperoaaBaTeieM.

3) IlpumeHUTH MONy4YEHHBIE TEOPETUYECKHE 3HAHMS U MPAKTHUYECKHE HABBIKM K PEHICHUIO
WHAVBUIYAIBHBIX 33JJaHUH, K TIPOXOXKICHUIO KOMITBIOTEPHBIX TECTUPOBAHUH.

4) Ilpu HeoO6xomuMOCTH, cPOpPMHpPOBATH IMEpPEUYEeHb BOIMPOCOB, BBI3BABIIUX 3aTPyJHEHUS B
MPOIIECCe CaMOCTOSITENIbHON paboThl. OOCYIUTh BO3HUKIIKE BOMPOCH ¢ OOYyYAIONUMUCS
TpyNIbl, B paMKaX KOMaHJHO-TIPOEKTHOW paboThl, W C TMpernojaBareieM, B paMKax
KOHCYJIbTAIIMOHHOW TTOMOIIY, PEaIM30BaHHOM JIN0O B KOHTAKTHOW (popme, MO0 cpepcTBaMu
nH(popmMaImoHHO-00pa3oBareabLHOM cpeasl BY3a.



Kpurtepun onieHKH BHEayIMTOPHBIX CAMOCTOSITEILHBIX PadoT
KauecTBO  BBINOMHEHHMS  BHEAYJUTOPHOW  CAMOCTOSTEIBHOM  paboThl  oOyyarommxcs
OLIEHMBAETCS TOCPEICTBOM TEKYIIETO KOHTPOJI CaMOCTOSTEIbHOW paboThl O0ydaromuxcs C
UCTIOJIb30BaHUEM OaJUIbHO-PEUTUHTOBON CUCTEMBI.

B kadectBe (I)OpM TCKYIICI0 KOHTPOJIA IO AUCHUIINIMHEC HCIIOJIb3YIOTCA: MHAWBUAYAJIbHBIC
3aaaHus, ayIUTOPHBIC KOHTPOJbHBIC pa6OTBI, KOMITBIOTEPHOC TECTUPOBAHUE.

MakcuMalibHOE KOJIMYECTBO 0AJTOB 00YYAIOIIHMIICS TIOTydaeT, eCIIu:

- BBINOJIHAET WHAMBUAyAJIbHbIE 3aJaHUS B COOTBETCTBUU CO BCEMHU 3asIBICHHBIMH
TpeOOBaHUSIMU;
- JlaeT npaBUiIbHbIE (YOPMYIUPOBKU, TOUHBIE ONPEIECTICHUS, TOHSITHUS TEPMHUHOB;
- MOXeT 000CHOBaTh PALMOHAIBHOCTh PEILIEHHs TeKYyIEeH 3a1auun. ;
- 00CTOSATENBHO C JOCTATOYHON MOJTHOTOM M3JIaraeT COOTBETCTBYIOIUIYIO TEOPETUUECKHIMA
paszeir,
- NPaBUIBHO OTBEYACT HA JOIOJHUTEIBHBIE BOIIPOCHI IPENOJABATENsl, UMEIOIINE LENbI0
BBISICHUTH CTEIIEHb IOHMMaHUS UM JIaHHOT'O MaTepuaa.
50~85% oT MaKCUMAaJILHOTO KOJIWYECTBA 0ayI0B 00yYarOUIHICs MMOIy4aeT, ECIIH:
- HenosiHO (He MeHee 70% OT NOJIHOI0), HO MPABUJIBHO BBINOJIHEHO 33aHUE;
- IpU M3JIOKEHUH OBLIM JOMyIIeHbl 1-2 HeCcyleCTBEHHbIE OIIMOKH, KOTOpbIE OH
HCHPABIISET MOCTIE 3aMeYaHusl PernoiaBaTens;
- JlaeT npaBUiIbHbIE (POPMYIUPOBKU, TOUHBIE OIIPEEIICHHS, MOHATUS TEPMUHOB;
- MoOXeT 000CHOBaTh CBOM OTBET, IPUBECTU HEOOXOIUMBIE TPUMEPBI;
- NPaBWIbHO OTBEYAET HA JOIMOJHUTEJIbHBIE BOIIPOCHI MPENOIaBaTeNsl, UMEIOIINE LENbI0
BBISICHUTH CTEIIEHb IOHMMAaHUS UM JIaHHOTO MaTepuaa.
36~50% OT MakCMMaJIbHOTO KOJIMYECTBa 0aIoB 00yJaroIuIiics MOayYyaeT, eCIIu:

HenosHo (He MeHee 50% OT MOJIHOT0), HO MPaBUIIBHO U3JI0KEHO 33JaHHE;
IIpU U3JI0’KEHUH OblIa JomyiieHa 1 cylecTBeHHas ommnoka;
- 3HAeT W NNIOHMMAaeT OCHOBHBIE MOJIOKEHUS TaHHOW TEMBI, HO JIOITyCKAaeT HETOYHOCTH B
(bopMyIUpOBKE MOHATHH;
- W3JIaraeT BBINOJIHEHUE 3aJJaHUsl HEJOCTATOYHO JIOTUYHO U MTOCJIEN0BATENBHO;
- 3aTpyIHsAETCA IIPH OTBETaX Ha BOIPOCHI IIPENOIAaBATENIS.
35% u MeHee 0T MaKCUMaJIBLHOTO KOJTMYECTBA 0aJIOB 00YyYaIOLIHiCs OTyYaeT, €CIIu:

- HenoJyiHO (MeHee 50% OT MOJIHOTr0) U3JI0KEHO 33]IaHHUE;

- pH U3IOKEHUU OBUTM JOMYyIIEHBl CyllecTBeHHble omuoku. B "0" Oamnos
MIpPero/aBaTeib BIIPaBe OLUEHUTH BBHIOJHEHHOE O0y4YaloUIMMCs 3a/laHue, eClid OHO He
YIOBJIETBOPSIET TpeOOBaHUSIM, YCTAaHOBJIEHHBIM IIPENOAABATENIEM K JAHHOMY BHIY
paboThl WK HE OBUIO MPECTABICHO ISl IPOBEPKH.

CyMMma mosydeHHbIX OajUIOB 1O BCEM BHIAM 33JaHUN BHEAYJUTOPHON CAMOCTOSTEIHHOMN
paboThl COCTaBIIIET PEUTHHTOBBIN IMOKa3aTelb oOydaromerocs. PeWTHHIOBBIN IOKa3aresb
oOydaromierocss BIUSET Ha BbBICTABJICHWE WTOTOBOWM OIGHKH [0 pe3yiabTaTaM H3y4eHUs
JUCHUILTUHBIL.

[loka3arenn M KpuUTepuUW OLIEHUBAHUS IOJYYEHHBIX 3HAHUN IPEJCTaBIECHbI B IIyHKTE 7.0)
«O1LIeHOUHBIE CPENICTBA /ISl IPOBEACHUS IPOMEXKYTOUHOM arrectauun» nanHou PI1/I.






	Используя метод оценки защищенности на основе модели комплекса механизмов защиты определить защищенность, обеспечивае­мой отдельным механизмом и СЗИ в целом. Определить эффективность применяемых методов обеспечения безопасности компьютерной системы.

