MUHUCTEPCTBO HAYKHW W BBICHIEI'O OBPA3OBAHMS
POCCHUUCKOU OEJIEPAIIMN
&) deiepasibHOE rocy1apeTBEHHOE 010/LKETHOE 0Dpa3oBaTEILHOE YUpekIeHUe
BbICHIETO 00pa3zoBaHus
«MarHuTOropeKni rocy 1apeTBEHHbIH TeXHUYCCKUi yHuBepenteT um. .M. Hocosa»

YTBEPXJIAIO
i/ Jlupektop UDHAC
00 (N C AL AykesHoB

26402.2020 r.

PABOYAS ITPOI'PAMMA JIMCUHUTIJIMHBI (MO1Y JI51)

BE3OITACHOCTb OHNEPAIIHOHHBIX CHCTEM

Hanpasienne noAroToBKH (CneUHaibHOCTh)
10.05.03 MTHOOPMATIMOHHAS BE3OITACHOCTE ABTOMATHU3UPOBAHHbBIX
CHUCTEM
Hanpasiennocts (npoduiib/criciinannianus ) nporpamMmbl
10.05.03 cnenmnasnmsanus N 7 "OGecrnedenne nudopmaltnoHHoi 6e30nacHoCTH pacipe/ie/ieHHbIX
HH(POPMALLMOHHBIX CHCTEM"

ypOBL‘Hh BBICIICTO ()GDH'}OBHHHH - CHCIHATIUTET

Gopma 00yucHUs
ovHas

Muc THTYT/ (‘)di\'_\'.’lblC'l' Wuc THTYT DHCPICTHKH H ABTOMATH3HPOBAHHBIX CHCTEM

Kadepa Wngpopmarnkn n nudopmannonnoii 6e30nacHocTH
Kype 3.4
Cemectp 6.7

Maruuroropek
2020 ron




Pabouas nporpamma cocrapnena na ociose DIOC BO no cnennansioctn 10.05.03
UHOOPMAIMOHHAS BE3OITACHOCTh ABTOMATH3UPOBAHHBIX CUCTEM
(npukas MunoSpuayku Poccun o1 01.12.2016 . No 1509)

Padouas nporpamma paceMoTpena u 0100peHa Ha 3acenanun Kaenpel Mnpopmaruky u
nHpopmanmonnoit Gesonacnocty
18.02.2020. nporokon Ne 6

3a. kade1poii Wlfl.l/]. Bapankosa

Pabouas nporpamma 0106pena Metonueckoii komuccneit UDMAC
26.02.2020 r. npotoko: No §
Ipesacenarens ~ C.H Jlykbanos

— _AF " /N

Padouas nporpamma cocrasnena: N , g
3aB. Kaeapoit UuMb, 1-p texn. navk M.W. bapankosa
p ) — SO R p

Peliensent:
Havanenuk ornena MHpOPMALHOHHOI =
Oesonactoctu "KYB" (AO) . M.M. baunsnenos




1 Ilesin ocBOeHMS TUCHMILIMHBI (MOTYJIS)

Lensimu ocBOeHMsI AUCHMILIUHBI (MOAyisi) «be3omacHOCTh OMEpallMOHHBIX CUCTEM)
SABIIIOTCSA:

1. 3HaKOMCTBO CTYAEHTOB C Ha3HAYEHHUEM, PA3HOBUAHOCTSAMU U OCHOBHBIMH MPHUHIIUIIA-
MU OpraHM3allMil COBPEMEHHBIX ONEPAlMOHHBIX CHCTEM B 00BEME, JOCTATOUYHOM JUIs
MMOHMMAaHUSA 3a7a4 o0ecreueHus: 0e30MaCHOCTH ONEPALIMOHHBIX CUCTEM.

2. OOyueHwe CTyIGHTOB MpPHUHLUIAM TIOCTPOCHHUS 3allUThl HHPOpPMAIUK B
onepannoHHbIX cuctemax (OC) u Meromam aHaim3a HajaexHOCTH 3ammThl OC.

2 MecTo AMCHMILVIMHBI (MOYJIs1) B CTPYKType 00pa3oBaTeIbHONH MPOrpaMMBbl

Juctunnuna be3omacHOCTh OnepalnoHHBIX CUCTEM BXOAUT B 0a30BYIO YaCTh Y4eOHOTO
rtaHa o0Opa3oBaTeIbHON MPOTPaMMBI.

Jns  w3ydyeHHs  JUCHUIUIMHBI ~ HEOOXOMUMBI  3HaHMS  (YMEHHSA,  BJaJIeHUs),
copMHpPOBaHHBIE B PE3yJIbTaTe U3YyUEHUS AUCIUILTNH/ IPAKTHK:

HNudopmatuka

besonacHocTts ceteit OBM

Certu u cucTeMbl niepenadu nHGOpMaIuu

Opranuzanus 9BM u BBIYHCIUTEIBHBIX CUCTEM

OcHOBBI HH(POPMAITMOHHOM 0€30TTaCHOCTH

3HaHus (yMEHUs, BIaJIeHUs), TOJTyUYCHHbIE NMPU U3yUYEHUU NAHHOW NUCHUIUIMHBI OyIyT
HEOOXOUMBI [T U3Y4EHUS AUCUUIUINH/TPAKTHK:

Pa3paboTka u 3KcITyaTalys 3aluIIeHHbIX aBTOMAaTU3UPOBAHHBIX CHCTEM

HNudopmarmonnas 6e30MacHOCTh paciipeielIeHHbIX NHPOPMAIIHOHHBIX CUCTEM

Yrpasiienue nHOOPMAITMOHHON 0€30MacHOCTRIO

[Tpon3BOACTBEHHAS-TIPAKTHKA IO TONYYEHHIO TPO(ECCHOHATBHBIX YMEHHH W OIbITa
npodeCCHOHALHON eSTeTbHOCTH

[Tpon3BOACTBEHHAS-TIPEIUTUIOMHAS TIPAKTHKA

Mertonp! BbIsIBI€HUS HapylleHUH HHGOPMAIIMOHHON 6€301MacHOCTH

3ammra HHHOPMALIMOHHO-TEXHOJIOTHUECKUX PECYPCOB aBTOMAaTU3HPOBAHHBIX CHCTEM

3ammTa nporpaMMHOTO 00ECTICYeHHUS

Obecnieuenrie UHGOPMAIIMOHHON 0E€30MACHOCTH KPUTHYECKOW HMH(POPMALIMOHHOU

uH(ppacTpyKTypon

3 Komnerenuuu ody4yaromierocsi, popmupyembie B pe3yibTaTe 0CBOCHHSA

AUCHMILVIMHBI (MOYJI51) ¥ IIAHUPYeMble pe3yJbTaThl 00y4eHHs

B pesynbrare OCBOGHMS IUCHMIUIMHBI (Moayisi) «be3omacHOCTh —onepanroHHBIX
CUCTEM» 00ydaroLUics JOHKEH 00J1aAaTh CAeAYONIMMI KOMIETEHITUSMMU:

CtpyKTypHBIil [TmanupyemMbie pe3yapTaThl 00ydIeHUs
JIEMEHT
KOMIIETCHIIUU

[1K-23 cnocoGHOCTBIO (hOPMHUPOBATH KOMILIEKC Mep (TpaBuiia, MPoLeypbl, METOIbI) IS
3alIUThl HH(POPMALIMU OTPAaHMYEHHOTO JTOCTYTIA

3HaTh - IpaBWJIa, MIPOIIEYPhI, TPAKTUIECKHE TIPHEMBI ISl 00eCTIeYeHUS
MH(POPMALMOHHOM 0€30MaCHOCTH ONEPAIIHOHHBIX CUCTEM

- KpUTEpUH OIEHKHU 3()(HEKTUBHOCTH U HAJICKHOCTH CPEACTB 3aIUTHI
OTIEPALIMOHHBIX CHCTEM; CIICIUATN3UPOBAHHbIC CPEJICTBA BHISBICHHS
ysizBuMocTteit OC;

Ymetb - p€anr30BbIBATh MTOJIUTUKY YUYETHBIX 3aIIMCEN MOJIb30BaTeNeH
ONEPALlMOHHOW CUCTEMBI;

- cpopMHpOBaTh KOMILJIEKC MEp 3alIUThl HHPOPMALIMKU OTPAaHUYEHHOTO
JOCTYTIA JUIsl OTIEPALlMOHHOM CUCTEMBI;







Bnanets

- HaBbIKAMU (HOPMATILHOM MTOCTAHOBKH 331a4k 00CCIICUCHHUS
UH()OPMAMOHHON 0€30MAaCHOCTH ONEPAIIMOHHON CHCTEMBI.

- HaBbIKaMHU 3KCILTyaTalluu OINCPAllMOHHBIX CUCTEM U ITPOTPaMMHBIX
CHCTEM C YYETOM TPpeOOBAHHUH MO 3aIUTHl HHYOPMAIIUH OTPAHHYCHHOTO
JOCTYyIa;

- HaBBIKAMH UCIIOJIb30BaHHS IIPOrPAMMHO-AMMAPATHBIX CPEACTB
obecrieueHnss HHHOPMAITMOHHOM O0€301acHOCTH

[TK-25 cnoco6HOCThIO 00ecieuuTh 3PPEKTUBHOE TPUMEHEHNUE CPEJCTB 3AIIUTHI
MH(POPMAITMOHHO-TEXHOJIOTHYECKUX PECYPCOB aBTOMAaTU3UPOBAHHON CHCTEMBI U
BOCCTaHOBJIEHUE UX Pa0OTOCTIOCOOHOCTH MPHU BOZHUKHOBEHUHU HEIITATHBIX CUTyallUui

3HaTh - IMETb MpeJCTaBIeHUE 00 OCHOBHBIX cpeacTBax 3aumThl OC B cocTaBe
MH(OPMALIMOHHO-TEXHOJIOTHYECKUX PECYPCOB aBTOMAaTHU3UPOBAHHOM
CUCTEMBI;
- kputepun 3amumenHoctu OC u cetu OBM;
- KpUTEpUH OLICHKH 3P (HEKTUBHOCTH U HAJIC)KHOCTH CPEJICTB 3ALUTHI
OTIEPAIIMOHHBIX CUCTEM;
- IPUHLUIIBI OPTaHU3ALMU U CTPYKTYPY HOACUCTEM 3aLUTHI
onepaioHHbIx cuctem cemericts UNIX u Windows;

YmeTh MCIOJIb30BaTh CPEJCTBA ONEPALMOHHBIX CUCTEM I 00CCTICUCHHUS
3¢ deKTUBHOTO U 6€301acHOr0 (PYHKIIMOHUPOBAHUS aBTOMaTU3UPOBAHHBIX
CHUCTEM;
- IPOBOJUTH MOHUTOPHHTI YIpo3 0€30M1aCHOCTH ONEPALUOHHBIX CUCTEM
- o0ecrieunBaTh 3alUTy CETEBBIX NOJKIOUYEHUMN CPEICTBAMU
OIIEPALMOHHON CUCTEMBI;

Bianers - podecCUOHaIbHON TEPMUHOJIOTHEN B 001aCTH MHPOPMAITIOHHOM
0€30I1aCHOCTH;
- HaBBIKAMH Pa0OTHI C KOHKPETHBIMH MPOTPAMMHBIMH U alliapaTHBIMU
MIPOAYKTaMHU CPEICTB TEIEKOMMYHUKAIMH, YAAJIEHHOTO J0CTyNa U
cereBeiMu OC;
- HaBBIKaMU KOH(UTYpUPOBAHHS BCTPOSHHBIX CPEACTB 3aIUTHI
nnpopmanuu OC;
- HaBbIKaMU TIPOTHUBOJICHCTBUS YTpo3aMH THIIA «HEJIOBEPEHHAs 3arpy3Ka
(HA3) onepaunoHHON cucTeMbl» U HecaHKIIMOHUpoBaHHbIN noctyn (HC/I)
K OTIEpaIlMOHHON CUCTEME U BBIYMCIUTEIbHON CeTH;

OIIK-8  crmocoOHOCTBIO K OCBOCHHUIO HOBBIX 00PA3IIOB MPOTPAMMHBIX, TEXHUUECKUX CPEJICTB

1 MTHPOPMAIIMOHHBIX TEXHOJIOTUI

3HaTh

- OCHOBHBIE ONIPEJICICHUS U TIOHSITHS, UCTIOJIb3YEMbIE B TEOPUHU
OTICPAIIMOHHBIX CUCTEM;

- COBPEMEHHbIE MTOJIXO/bl K OpraHu3aliu U MPOBEICHUIO HAYUHBIX
HCCIICIOBAHUH C MCITOJIb30BAHUEM CETEBBIX TEXHOJIOTHIA,

- IPUHIIMIIBI TOCTPOCHUS U COBPEMEHHbBIE TEXHOJIOTHH, UCTIOJIb3YEMBbIEC B
COBPEMEHHBIX OTIEPAIIMOHHBIX CHCTEMaX, aBTOMAaTU3UPOBAHHBIX CHCTEMax
u ceTax DOBM;

VYMeTs

- pa3pabaThIBaTh MOJMTHKY YUETHBIX 3aMmuce monb3oBatenein OC;

- 000CHOBaTh BBIOOP PELICHHUS TI0 00ECTIEYEHUIO TPEOYEeMOTO YPOBHS
3amuTel OC (UC); roToBUTH MyONMKALMK TIO pe3yIbTaTaM BBITOTHEHHBIX
pabor;

Bnanets

- HaBBIKaMU UCTIOJIB30BaHUS ONEPANMOHHBIX cHcTeM ceMeicTB Unix u
Windows B cucteMax 3aniuThl HHPOpPMAIIUY ;

- METOJIaMH ¥ TEXHOJIOTHSIMH UCCIICIOBaHMS 0€30ITaCHOCTH OMEePaIlHOHHBIX
CHCTEM.




[1CK-7.4 criocoOHOCTBIO IPOBOIUTH YAAJIEHHOE aIMUHUCTPUPOBAHUE ONIEPALIMOHHBIX CUCTEM U
cucTeM 0a3 JaHHBIX B paclpeelIeHHBIX HHPOPMAMOHHBIX CHCTEMAaX

3Hath - OCHOBBI 3]MUHUCTPUPOBAHUS B ONEPALIMOHHBIX CUCTEMAX CEMEMCTB
UNIX u Windows;

- CPE/ICTBA U CITy>KOBI YaJIEHHOTO yNpaBieHus U aaMuHucTpupoBanus OC;
- MOJIEJIN pa3/ieNIeHHs aAMUHUCTPUPOBAHUS ONEPALIMOHHBIX CHCTEM
cemeticts UNIX u Windows;

YmeTh -BBINIOJIHATH HACTPOUKY CIyK0 TepMHUHANA;

-CO3/1aBaTh U BBIIIOJIHATH HACTPOUKY JOMEHOB, IPYII U YYETHBIN 3anucen
II0JIb30BaTENEN;

-BBITIOJIHATH HACTPOUKY U yIaJCHHOE aJJMUHUCTPUPOBaHHE (HailIoBOTO
cepsepa st OC cemetrictB UNIX u Windows;

Bnanerts - HaBbixkamu ynanennoro agmunuctpupoBanus OC cemeiicts UNIX u
Windows;

-HaBpikamu HacTpOWKHU U yTIpaBiIeHUS CIyKOaMU TEpMUHANA,
-HaBbIkaMy HCIIONB30BaHUS KOMAHIHON CTPOKH JJIs1 HACTPOUKHU U
npoBeeHus yaaneHHoro aamMuauctpupoBanns OC cemericts UNIX u
Windows

4. CTpykTypa, 00b¢M U coaepskaHue THMCHMIIMHBI (MOTYJIs1)
OO6mast TPyI0OEMKOCTh TUCHHUIINHBI COCTABIISIET 6 3a4eTHBIX eauHUI] 216 akaa. 4acoB, B TOM
1217 (03) (N
— KoHTakTHas padorta — 106,1 akasm. yacos:
— aymutopHas — 102 akaj. yacos;
— BHeayauTopHas — 4,1 akaj. 4yacoB
— caMOCToOsITeNbHAs paboTa — 74,2 akaj. 4acos;
— MOJrOTOBKA K AK3aMeHy — 35,7 akaj. yaca

<D0pMa arTecTaluu - 3a4€T, 9K3aMCH
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AynuTopHast E s
KOHTaKTHasi pabora ek ®opma TeKyIero
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Paszen/ Tema 5 (B akaj. yacax) 3 E{ Bun 3 KOHTPOJIS Kox
Q 2 S |camocTosTenbHON | ycneBaeMOCTH M
JHCIUTUIAHBL = S = ., | xommnerenun
3 s paboThI IPOMEKYTOUHOH
nmab. | mpakr. S ATTEeCTAIHH
Jlexk. =
3aH. 3aH. 8,
1. Tlpeamer OGe3omacHOCTH
OIEPALIMOHHBIX CUCTEM
ITounck
JIOTIOJTHUTENIBHOM
uHpopmauu 1no
3aJJaHHOU TeMe
1.1 Onpenenenue (pabota c
npeaMera  0€30MacCHOCTH oubnmorpaduuec . TIK-23, TIK-
6 1 2111 2 VYeruwiii onpoc
OTEPAIMOHHBIX  CHCTEM KHM MaTepralaMu, 25, OIIK-8
((0]®)] CIPaBOYHUKAMH,
KaTaJoraMH,
CJIOBApSIMH,
SHIMKJIONIEIUSAMHU




1.2 Ooee IOHSTHE

Ilouck
JIOTTOJTHUTEILHOM
uHpopmaruu 1no

0e301acHOCTH 3a7laHHOH TeMe
OMEPALIMOHHBIX  CHUCTEM, (pabota c
HCTOpHUS pa3BUTHA 21U 6ubmiorpaduyec Veruiii onpoc IIK-23, TIK-
BOIIPOCA, XapaKTepHUCTHKA KHM MaTepralaMu, 25, OIIK-8
MIOAXOJ0B K 00ECHEUEHHIO CIPaBOYHHUKAMU,
0€30IacHOCTH KaTaJoraMH,
OTIEPAIIMOHHBIX CHCTEM CIIOBapsIMH,
SHLUKJIONIEIUSIMU
)
Wroro mo pazaeny 421
2. OmnepaunuoHHas cUCTEMa C
TOYKH 3pEHUS CIICIHAINCTA IO
HHGOPMAITHOHHOM
[ouck
JIOTIOJTHUTEIIbHON
nHpopmamu mno
3alaHHOU TeMe
abora ¢
2.1 Obmas  xormenHs 6I/I6J(1€10rpaq)nqec N IIK-23, IIK-
noctpoenuss OC, Buasl 421 VYernelii onpoc
oC. KHM MaTepHalaMH, 25, OIIK-8
CIPaBOYHUKAMU,
KaTaJoramu,
CIIOBapsIMH,
SHIUKJIOTICIUSMHU
)
[Touck
JOTIOJTHUTETTbHON
UH(OPMaNUH [0
3aJaHHOU TeMe
2.2 OC cemeiictea Unix (paGora ¢
. 6ubmiorpaduyec N TIK-23, TIK-
u Windows. Konnenuuu 421 VYerublit onpoc
B OGECITEHEHHH 3AIIATHL KHM MaTepuajiamH, 25, OIIK-8
CIPaBOYHHUKAMH,
KaTaJoraM,
CIIOBapsIMH,
SHLIUKJIONIEIUSAMU
)
Hroro mo pazaeny 8/41
3. Crpykrypnas cxema OC
3.1 Lentpanbubie 421 Iouck Jla6opaTopHas IIK-23, IIK-
anementel OC —  smpo, JIOTIOTHUTEIBHOM pabora 25, OIIK-8
TI0JIb30BaTEIIbCKAs nHpopmamu 1o "OcHOBHbIE
00o0I0UKa, GaitmoBas 3aaHHON TeMe CTPYKTYpHEIE
MOICHCTEMA, cereBast (pabota ¢ JJIEMEHTBI
MOJCHUCTEMA 6ubmiorpaduyec ONEpPaLlMOHHON
KAM MaTrepHaiaMH, CHCTEMBI.
cnpaBoyHukamy, | OTIM4YUTENIbHBIE
KaTaJoramu, cBoiicTBa
CIIOBapsIMH, OIePAIIMOHHBIX
SHLIUKJIONIENUSIMH |CHCTEM Ha IpHMepe
) cpasaenns OC

cemelicTBa
Microsoft Windows
u Linux. "




Ilouck
JIOTTOJTHUTEILHOM
uHpopmaruu 1no
3aJIaHHOU TeME

JlaboparopHas
pabora
"3arpyska OC.

32 TeprdepHittbie (pabota c Tlopsimok 3arpy3ku
HOACHCTEMBI ocC. 40U 6ubmorpadpuuec | OC. Uzsectusle | ITK-23, ITK-
KHM MaTtepuaiami, | ciocoOsr mepexsara| 25, OITK-8
3arpy3ka OC u ee sTansl
CIIPAaBOYHHUKAMHU, 3arpy3ku OC.
KaTaJoraMH, Iousitue
CIIOBapsIMH, JTIOBEpEHHOU
SHIUKJIONCAUIMU 3arpy3ku."
)
Wroro mo pazaeny 8/41
4. Muoro3zagaunsie OC
Iounck
JOMOJHUTENBHON Jla6opaTopHas
uHpopmaruu no | padora "daiinoBsle
3a/laHHON TeMe noncuctembl OC.
4.1 IIpuHuunIe (pabota ¢ XapakTepUCTUKH,
OpraHu3aluu oubnuorpadpuuec | pasHOBUAHOCTH,
MHOT033/1a4HO OC. 41U KHM MaTepualaMu, MIPUHLINTIBI TIK-23, TIK-
Buael MHOro3zagayHocTw, CIIPaBOYHUKAMH, OpraHu3anuu. 25, OIIK-8
TEXHOJIOTHH OOeCTIeueHust KaTaJoramu, U3zBecTHBIE
MHoro3agaunoctu OC CJIOBapsIMH, yA3BUMOCTHU
SHIMKJIONIETUSAMHU HaunOonee
). [loaroroBka kK | pacpocTpaHeHHbBIX
npaktuueckomy | daitnoBsix cucrem”
6 3aHATHIO
ITounck
JIOTIOJTHUTEIIbHON
uHpopmanuu 1o
3alaHHON TeMe
4.2 JREs)7aciitzenia (pabota ¢
OpraHu3aluu 6ubmorpaduyec N I1K-23, IIK-
411 VYerubiil onpoc
MEXIPOTPaMMHOTO KHM MaTepualaMu, 25, OIIK-8
B3aI/IMOJICI‘/’ICTBI/I$[ CIIpaBOYHUKaAMH,
KaTaJoraMH,
CIIOBapsIMH,
SHUUKJIONETUSMHU
)
Uroro mo pazneny 821
5. CereBas noacuctema OC
5.1 CeteBble cepBHCHI| 6 2/11 [Tounck VYeruslil onpoc TIK-23, TIK-
oC JTOTIOJTHUTEIIBHOM 25, OIIK-8

uHpopmaruu 1o
3aJJaHHOU TeMe
(pabota c
oubnmorpaduuec
KAM MaTepHataMH,
CIPaBOYHUKAMH,
KaTaJoraMH,
CJIOBapsIMH,
SHIUKIIOTIETUSIMHU

)




Ilouck
JIOTTOJTHUTEILHOM
uHpopmaruu 1no

Jla6opaTopHas

52 IIpuHIUIIBL 3aJaHHOU TeMe pabota "CereBas
MOCTPOCHHS CETEBOM (pabota c noacucrema OC.
HOACUCTEMBI oC 3 41 205 6ubmiorpaduyec ITpuHnKnB IIK-23, TIK-
XapaxkTepHbIe ’ KHM MaTepralaMu, OpraHm3allyH, 25, OIIK-8
YA3BUMOCTH CeTeBOH CIPaBOYHHUKAMU, OCHOBHBIE
noacuctemMsl OC KaTaJoraMH, CTPYKTYpHBIE
CIIOBapsIMH, SJIeMEHTHI"
SHIUKIIOTIETUSIMHU
)
Wroro mo pazaeny 5 6/21 4,05
6. IloaroroBka K
MIPOMEKYTOIHOMN
arTecranun(3adyer)
[Touck
JIOMIOJIHUTEIBHOMN
nHpopmamu mno
3a/laHHON TemMe
(pabota c
ESOMem}I:IT%ir:oT];BKa K 6 3 o6ubnuorpaduuec 3auer T1K-23, TIK-
KUM MaTepuajaMu, 25, OIIK-8
aTTecTaluu
CIPaBOYHHUKAMU,
KaTaJoramu,
CIIOBapsIMH,
OHIMKIIONICAUSIMHU
)
Urtoro no paszuery 3
Hroro 3a cemecTp 17 |34/141 20,05 3246t
7. Tloncucrema Oe3omacHOCTH
OoC
7 [Touck
JOMOJHATENIBHON Jla6opaTopHas
nHpopmamu 1o pabota
3aJJaHHOW TeMe "Tloncucrema
(pabota c 6e3onacuoctu OC.
7.1 [Moncucrema N
5e301ACHOCTH oC. 5 41 5 oubmmorpadpuuec | CpaBuurenshbnii | I1K-23, TTK-
OCHOBHBIC KOMIOHCHTEL KUM MaTepuanamu,| ananu3 nojcucrteM | 25, OIIK-8
cnpaBoyHukamu, | 6esonmacHoctn OC
KaTajoramu, ceMeiicTBa
CJIOBapsIMHU, Microsoft Windows
SHIUKIONEAUSIMUA u Linux"
)
7.2 Monenmn 2 4/11 4 ITouck VYerupiit onpoc TIK-23, TIK-
0e30ImacHOCTH B JIOTIOJTHUTEILHOM 25, OIIK-8
Pa3NIMYHBIX  CEeMeHCTBax nH(opMaImu 1mo
oC 3a/laHHOU TeMe

(pabota c
6ubmorpaduyec
KM MaTepHanaMH,
CIIPaBOYHUKAMU,
KaTaJoram,
CIIOBApSMH,
SHITUKIIOTICTUAMHA

)




7.3 JIuCKpEeUHOHHbIH U
MaHJIATHBIA  TPUHLIUIIBI
yIpaBieHus IOCTYIOM —
CpPaBHUTEIBHBIN aHAIN3

411

[Touck
JIOTIOJTHUTEIIbHON
uHpopmaruu 1no

3alaHHON TeMe
(pabota c
6ubnmorpaguuec
KHAM MaTepHaiaMH,
CIPaBOYHHUKAMU,
KaTaJIoraMH,
CIIOBapsIMH,
SHIMKJIONIEIUSAMHU

)

VYeruslii onpoc

TK-23, TIK-
25, OIIK-8

Uroro mo paznery

12/3U

13

8. AJMUHHCTpUpOBaHHE
OIICPAIFOHHBIX CHCTEM

7

8.1 Mopenu
oJIb30BaTeen B
pazmasabix OC

421

Iounck
JIOTIOJTHUTEIIbHOU
nH(opMaImu 1mo

3a/laHHON TeMe
(pabota c
oubnuorpaduyec
KUM MaTepuajiaMu,
CIPaBOYHHUKAMU,
KaTaJoramu,
CIIOBapsIMH,
SHIUKIIOTIETUSIMU
). HoaroroBka
MPAKTUIECKOMY
3aHATHIO

Brimonnenue
nabopaTopHOH
paboter «Co3nanue
noas3oBatens OC
Linux»

TK-23, TIK-
25, OIIK-8

8.2 IIpoduns
MOJIb30BaTeIIA,  OFOIKET,
aBTOpHU3aIYS,
ayTeHTH(QUKALUSL
nojs3oBatenss OC

421

[Touck
JIOTIOJTHUTEIIbHOM
UH(OpPMaLUH [0

3aJJaHHOW TeMe
(pabota ¢
6ubmorpaduyec
KAM MaTrepHalaMH,
CIPaBOYHUKAMH,
KaTaJoramu,
CJIOBapsIMH,
SHIUKIIONECAUIMU
). IToaroToBka k
HPaKTUIECKOMY
3aHATHIO

Brimonaenue
nabopaTopHOH
pabotel «Co3nanue
nonb3oBarenss OC
Windows»

IIK-23, IIK-
25, OIIK-8

8.3 Ha3znauenme mpaB
noie3oBatemo OC  wu
ayuT €ro AeUCTBUMI

421

[Monck
JIOTIOJTHUTENBHOM
uHpopmanuu 1o

3a/laHHON TeMe
(pabota c
oubnuorpaduuec
KM MaTepHaiaMH,
CIPaBOYHHUKAMH,
KaTaJoramu,
CITOBapsIMH,
SHIUKIIOTICTUSIMU
). Hoaroroska
MPAKTUIECKOMY
3aHATHIO

Brimonnenue
J1a00paToOpHOi
paboThl «AymuT
nefCcTBHI
nonb3oBarenss OC

Windows»

IIK-23, IIK-
25, OIIK-8




84 AymT CHCTEeMHBIX

coonrTmii OC

421

Iouck
JOTIOJTHUTETTbHON
HHPOPMAITIH TIO

3a/laHHON TeMe
(pabota ¢
oubnuorpaguuec
KAM MaTepHaiamMu,
CIPaBOYHHUKAMH,
KaTaJoraMu,
CIIOBapsIMH,
SHIUKIIOTIETSIMHU

)

Verublit onpoc

IIK-23, TIK-
25, OIIK-8

Uroro mo pazneny

16/81

20

9. [IlpotuBojneiicTBue arakam
Ha MH)OPMAIIOHHBIE CHCTEMBI

9.1 Meronoaorus araku
U MX Pa3HOBHIHOCTH

7

3/11

ITouck
JIOTIOTHUTENIBHOM
uHpopmaruu 1o

3aJJaHHOU TeMe
(pabota c
oubnuorpaduuec
KHAM MaTepHalaMH,
CIPaBOYHUKAMH,
KaTaJoraMH,
CJIOBApSIMH,
SHIMKJIONIEIUSAMHU
). [HoaroroBka
MPaKTHYECKOMY
3aHATHUIO

Brimonmenue
11a00paTopHOi
pabotsl «Pabora co
CKaHepOM
YSI3BUMOCTEN

IIK-23, IIK-
25, OIIK-8

9.2 Mertonsl
0OHapYKCHUS u
MPEIOTBPAIICHUS] aTaKk Ha
nH(OpMAITMOHHBIE
CHCTEMBI

321

ITouck
JIOTIOJTHUTEILHOM
HHPOPMAIIH TIO

3aJJaHHON Teme
(pabota c
6ubmmorpaguuec
KM MarepHaiaMH,
CIPaBOYHUKAMH,
KaTajoraMu,
CIIOBApSIMH,
SHIUKIOIEAUSIMHU

)

JlabopaTopHas
pabora

"Cpencra
upoBaHus U UX
ponb B
coBpeMeHHbIX OC.
CpaBHUTENBHBIN
aHanu3
HCIIONIb30BaHUS
CpencTB
mudpoBaHus B
pazmmaaeix OC."

TIK-23, TIK-
25, OIIK-8

Uroro no pazneny

6/31

10

10. IlogroroBka K HWTOTOBOM

aTTCCTAllMN

10.1 Dx3amen

7

11,15

[Monck
JIOTIOJTHUTENBHOM
uHpopmanuu 1o

3a/laHHON TemMe
(pabota c
oubnuorpaduuec
KM MaTepHaiaMH,
CIPaBOYHHUKAMH,
KaTaJoramu,
CITOBapsMH,
SHIUKIIOTICTUSIMHU

)

DK3aMeH

IIK-23, IIK-
25, OIIK-8

HUroro mo paznmery

11,15

HUroro 3a cemectp

17

34/141

54,15

OK3aMCH




IK-23,IIK-

Hroro nmo gucuuruiviie 34 |68/281 74,2 3a4€T, OK3aMeH | 5,011K-8

5 O0pa3oBaTeibHbIE TEXHOJIOTHH

Jns  peanu3anuu  TPEeIyCMOTPEHHBIX BHIOB yueOHOW paboOThl B  KauyecTBE
00pa3oBaTeIbHBIX TEXHOJOTHI B IMPENOJaBaHUN TUCIHMILIHHBI «be30macHoCTs oneparoHHbIX
CUCTEM» UCIIONB3YIOTCS TPAJAULIMOHHAS U MOAYJIHHO-KOMIIETEHTHOCTHASI TEXHOJIOTHH.

Peanuzanuss KOMIETEHTHOCTHOTO MOAXOAAa NPENyCMaTpUBAeT MCIOJNb30BAHUE B
y4eOHOM TpOIECCe aKTUBHBIX UM MHTEPAKTUBHBIX ()OPM MPOBEACHUS 3aHITHIA B COUETAHUH C
BHEAYJIUTOPHOW pabOTON ¢ IENbi0 (POPMUPOBAHUS W PA3BUTHS MPO(HECCHOHATBHBIX HABBIKOB
00yJaromnmxcsl.

[lpu mpoBeneHNHM Y4EeOHBIX 3aHATHH TPENoOAaBaTeNlb OOECIIEYMBACT pAa3BHTHE Y
OOyYarommxcsi HaBBIKOB KOMAaHIHOW pPaOOThI, MEXKIMYHOCTHOH KOMMYHMKAIIMHM, TPUHATHUSA
pelIeHnH, TUAEPCKUX KaueCTB MOCPEACTBOM IPOBEACHUS MHTEPAKTUBHBIX JIEKLIUH, IPYNIOBBIX
IUCKYCCHUW, pONEBBIX WIp, TPEHHHIOB, aHalM3a CHUTyaluii, ydera OCOOEHHOCTEH
npodeccuoHaNbHOMN e TENbHOCTH BBIITYCKHUKOB U MOTpeOHOCTEN paboTonaTeneil.

6 YueOHO-MeTOAMYeCKOE o0ecrieyeHHe CaMOCTOATeIbHOI padoThl 00yUamuXxcs

ITo qucnumuinze «be30nacHOCTh ONEPAIMOHHBIX CUCTEM » MPEyCMOTPEHA ayIUTOpHAs U
BHEAYIMTOPHAsI CAMOCTOSITEIbHAsL paboTa 00yJaIOIIUXCA.

AymutopHas camocTroATeNnbHas pa0oTa oOydarolMxcs Ha MPAKTHUYECKUX 3aHATUAX
OCYILECTBIISIETCS. TIOJ] KOHTPOJIEM MperojaBareiis B BUAE BBINOJIHEHUS J1a0OpaToOpHBIX padoT,
KOTOpBIE ONPEEISAET MPernojaBarelib A1 00y4aroerocs.

BueaymutopHas camocrosTenbHas paboTa OOydaloOIIMXCS OCYIIECTBIISICTCS B BHJE
U3YUYCHMS JIUTEPATYPBI TI0 COOTBETCTBYIOIIEMY pa3zeily ¢ MpopaboTKoi MaTepHasa; BHIIOIHEHUS
JOMAITHUX 33/JaHUM, MOArOTOBKM K ayJUTOPHBIM KOHTPOJBHBIM paboTaM U BBIIOJIHEHUS
JIOMAIIHUX 33/JlaHuil ¢ KOHCYJIbTALMSAMH IIpEnojaBarens, a TaK K€ C INPUMEHEHHEM Keic-
TEXHOJIOTHUM.

Ilepeuensb 1aGopaTopHbIX padoT Mo Kypcy «be30nacHoCcTh OnepanMOHHBIX CHCTEM)

JlaGopaTopHasi padora Nel.

OCHOBHBIE CTPYKTYPHBIE JIEMEHTBI ONEePaAMOHHON cucTeMbl. OTIMYUTEIbHBIE CBOWCTBA
OTepallMOHHBIX cucTeM Ha npumepe cpapHeHust OC cemeiictBa Microsoft Windows u Linux.

JlaGoparopnasi paGora Ne2.

3arpy3ka OC. Ilopsgok 3arpy3ku OC. U3BectHbie criocoObl mepexBara 3arpy3ku OC.
[ToHsATHE NOBEPEHHOM 3arPy3KHU.

JlaGopaTopHasi padora Ne3.

QaitnoBple  moxacuctemsl  OC.  XapakTepuUCTUKH,  PAa3HOBMJIHOCTH,  IPUHIIMIIBI
opranuzanuu. M3BecTHbIE YA3BUMOCTH HauboJee pacpoCTPaHEHHBIX (alIOBbIX CUCTEM.

JlaGopaTtopnasi paGora Ne4.

Ceresas noacuctema OC. [IpuHIMIBI OpraHu3ali, OCHOBHBIE CTPYKTYPHBIE 3JIEMEHTHI.

JlaGoparopnasi paGora NeS.

[Toncucrema 6e3omacHocTr OC. CpaBHUTENBHBINA aHAM3 noacucTeM OezonacHoctu OC
cemeiictBa Microsoft Windows u Linux.

JlaGopaTopHasi padora Ne6.

W3BectHble ys3BuMocTu HambOonee momyisipabix OC. ITlpuHiunel  oOHapyKeHUs
YSI3BUMOCTEH, TTPUEMBI UCIIOJIb30BaHMS, METO/IbI OOHApYKeHUS U ycTpaHeHus ys3umocteit OC.
CneunanuzupoBantoe [10 nns noucka u ananusa ysizsumocteit OC.

JlaGopaTopHas padora Ne7.



Hcnons3oBanue BCTPOCHHBIX  MCKCCTCBLIX OKpPAHOB Ha HOPHUMEPC HaCTpOﬁKH

MexceTeBoro 3kpana Iptables OC Linux.

JlaGoparopnasi paGora Ne§8.
CpenctBa mmudpoBanuss U ux poib B coBpeMeHHbIX OC. CpaBHUTENbHBIN aHaIN3

HCIOJIL30BaHUSA CPCACTB IJ_II/I(I)pOBaHI/ISI B pa3JIMYHBIX OC.

S

Ilpumepnutit nepeuens UHOUBUOYATLHBIX OOMAWHUX 3A0AHUT

HccnenoBanue Meto10B uaeHTuukamu u ayrearuduxanuu 8 OC Windows.
UccnenoBanne metonoB unentudukanuu u ayreatuduxanmu 8 OC Unix.

HccnenoBanue MeTo1oB pasrpanndenue goctyna k pecypcam B OC Windows, Unix.
Hacrpoiika cuctemsr aymuta B Windows.

Hacrpoiika cuctems! aymura B Unix.

N3yuenue cpenctB 3amuThl cereBoro B3aumozenctBus Windows. Kondurypuposanue
cpencTB 3amuThl KaHanoB cpenctBamu Windows XP/2003/Vista, Windows Firewall.
Bupryanensie yactasie cetr, TpoTokonsl L2TP u PPTP.

7 OneHO4YHbIE CPEACTBA JJIS POBeIeHHs MPOMEKYTOYHOM aTTecTAluN



a) IInanupyemoie pezynomamol 00y4enus u OyeHoOUHbIe CPEOCHEa 01 RPOBEOCHU
HPOMENCYMOUHOU ammecmayuu:



CTpyKTYpHbIii
3JIeMEHT
KOMITeTeHI[U I

[Liianupyembie pe3yJbTaThl
o0y4eHnst

OneHovHbIE cpeacrsa

OIIK-8 - ¢cnmocoOHOCTH K 0CBOCHHI0 HOBBIX 00pa31[0B NPOrPAMMHBIX, TEXHHYECKHX
CcpeacTB U HH(POPMAIIMOHHBIX TEXHOJIOT U

3HaTh

- OCHOBHBIE  ONpPEACIICHUS  H
MOHATHS, UCIOJIb3YEMbIE B TEOPHUH
ONEPalMOHHBIX CUCTEM;

- COBpPEMEHHBIE  ITOAXOJbI K
OpraHu3aluu u MIPOBEJCHUIO
Hay4YHBIX HCCJIeIOBaHUI c
HUCII0JIb30BaHUEM CETEBBIX
TEXHOJIOTHIA;

- IPUHUUIIBI IOCTPOCHHUS U
COBPEMEHHBIE TEXHOJIOTHH,
WCIOJb3yEMbIE B COBPEMEHHBIX
ONEPALMOHHBIX CUCTEMAX,
ABTOMATU3UPOBAHHBIX CUCTEMAX U
cetsx OBM;

Ilepeuens Bompoc:

1. [TpunIUIIEL
OTEPAIMOHHBIX  CHUCTEM,
XapaKTEPUCTUKU u
Ha3HAYCHUE;

2. OCHOBHBIE CTPYKTYPHBIE 3JIEMEHTBI
U TIOJICICTEMBI OTIEPAIIMOHHON CHCTEMBI, HX
XapaKTEPUCTUKU u (yHKIIMOHATBHOE
Ha3HAYeHUE;

3. [IpuHuumb (YHKIIMOHUPOBAHUS
sanpa, JUCKOBOM,  (paillloBOHM, ceTeBou
MOJICUCTEM ONIEPALIMOHHON CUCTEMBI

4. OCHOBHBIE TPHUHIHUIBI MOCTPOCHUS
MOJICUCTEM O€30MacHOCTH  OTEPAI[MOHHBIX
CUCTEM

KIIacCUpUKaIIU
UX OCHOBHBIC
(yHKIMOHATIBHOE

YMmeTs

- pa3pabaThiBaTh MOJINTUKY
YVYETHBIX 3alucedl IoJb30BaTeeihH
OC;

- 000CHOBaTh BBIOOpP pPEIICHUS IO
o0ecriedeHnIo TpeOyeMoro ypOBHs
samutel  OC  (MC); TOTOBHTH
nyonukanuy 1o pe3yibTaTaMm
BBINOJIHEHHBIX Pa0OT;

1. [IpoBecTH CpaBHUTEIBHBIA aHAIN3
Pa3IMYHBIX ONEPALMOHHBIX CUCTEM C TOYKH
3peHus 3alUIIeHHOCTH HH(opMalnu;

2. O6ocHOBaTh BBIOOp ONEPALMOHHON
CUCTEMBbI npu MIOCTPOEHUU
MH(POPMAIIMOHHOM cucTeMBI Ha ee 0ase;

Bnanets

- HaBBIKAMH HCIIOJIB30BAaHUA
OIEepaIlMOHHBIX CHCTEM CEMEHCTB
Unix u Windows B cucremax
3alUThl HHPOPMAITUH |

- METOdaMHN nu TCXHOJIOT'USIMU
HCCIIETIOBAHHS 0€30IMacHOCTH
OHepaIlI/IOHHBIX CUCTCM.

1. Ucnonbiys
aIMUHUCTPUPOBAHUS ¢aitnoBoii
MOJICUCTEMBI MIPOU3BECTU HACTPOUNKY
OTIepaLIMOHHOM cucTeM cemericTB Windows

2. Ucnonbiys CpeAcTBa
AJIMHUHUCTPUPOBAHUS MIPOU3BECTH
HACTPONKYy  MOJCHUCTEMBbl  0e30macHOCTU
OnepaluOHHOU CHCTEMBI CEMEICTB
Windows

3. Pazpaborats CIICHapHi
aIMUHUCTPUPOBAHUS JJI  ONEPAIMOHHBIX
cucrem cemeiictB Windows u UNIX/Linux

4. [Ipon3BecTt m 00OCHOBAaTh BHIOOP
OTIEPALIMOHHOM CHUCTEMBI JJISI TIOCTPOCHHS
nHGOPMAIIMOHHOM CcUCTeMBl Ha ee 0Oaze ¢
TOUYKH 3pEeHUs TpeOoBaHMI o
3aIUIIEHHOCTH HHPOpMAINK

CpeacTBa

ITK-23 - cnocoOHOCTH (hOPMHUPOBATH KOMILJIEKC Mep (IIpaBHjIa, IPOLeaypPbl, METOABI) J1JI

3alMUThI I/IH(l)OpMaII]/II/I OIrpaHHY€HHOI0 J0CTYyIIA

3HaTh

- IIpaBuIa, IPOLENYPHI,
MPAKTUYECKHE IPUEMBI IS
oOecrnieueHus: THPOPMAIIIOHHOM
6€301acCHOCTH ONEepalMOHHBIX
CHCTEM

- KpUTCpUn OLICHKHU

IIepedyens BOPOCOB:
l. Knaccudukamus yszsumocteit OC,
METO/Ibl UX HeHTpan3auuu

2. Kpurepun  HanexHoctu
3alUThl  WHpOpPMALUU (C3M)

CpENCTB
JUIst




0) Ilopsaoox nposedenus npome)dcymounon ammecmayuu, noKkazamenu U Kpumepuu
OUeHUBAHUA:

[TpomexxyTouHast aTTecTaIus MO0 AUCIUIUIMHE BKITIOYA€T TEOPETHUECKHE BOITPOCHI,
MO3BOJISIOIIUE OLIEHUTh YPOBEHb YCBOCHHS O0YUAIONUMUCS 3HAHUH, U IPAKTUYECKHUE 3a/IaHus,
BBISIBIISIIONINE CTETIEHh C(POPMUPOBAHHOCTH YMEHHUM U BIIAJICHUH, IPOBOAUTCS B (hOpMe 3aueTa u
JK3aMEHa.

Hepelteub meopemuviecKux 6onpocos K zavemy:

1. OOGmee moHsTHE OE30MACHOCTH OIEPALMOHHBIX CHUCTEM, HCTOPHUS pPa3BUTHS BOIpOCA,
XapaKTepUCTUKA ITOIX0/I0B K 00eCeUeHHIO O€30M1aCHOCTH ONEPALMOHHBIX CUCTEM.

2. Anaim3  yrpo3 wuHbpopmarmonHoi  OezomacHoctm  OC. Metoapl  obecniedeHus
uHpopmarmonHoi 6e3onacHoct B OC. Knaccudukarus 310yMbIIeHHUKOB. OCHOBHBIE
HaIpaBJICHHUS] ¥ METOJIBI Peai3aliy yrpo3 uHpopmarrmonHon 6e3onacaocta OC.

3. OmnepanyoHHas cHUCTeMa C TOYKM 3PEHHUS CIEUUAIUCTa M0 HH(POPMALMOHHOM
0e30macHOCTH

4. Ob6bmas xouuernuus noctpoerusst OC, Buabpl OC, uctopusi pazpurtus, cemeiictea OC.

Pasrpanmuenue nocryna B OC. Unentndukanus u ayreHTUUKanus noip3osateneit OC.

Pasrpannuenue noctyna B OC.

6. CyObekTbl, 00BEKThl, METOJAbl U MpaBa jaocTymna. IlpuBuiernn cyOBEKTOB JOCTYyHa.
N36upaTenbHOE U MOJIHOMOYHOE Pa3rpaHUUYeHue J0CTyIa, U30JIMPOBaHHAs IPOrpaMMHast
cpena. [Ipumepsl peanu3zanuu pa3rpaHUyeHus 10cTymna B coBpeMeHHbIX OC.

7. ®dopmanbHas npolelypa yCTAaHOBKHU IPaB JAOCTyIa K CHCTEMHBIM CEPBHCAM U PECYPCaM.

Wnentudukanus u ayreHTrdukanus nonb3osarenein OC.

9. Tlonatus uaeHTU(UKAIUK W ayTeHTU(UKALUKU Mojb3oBarenell. AyTeHTH(UKaLus Ha
OCHOBE TMapojiel, MeToAbl Ioadopa Maposiei, CpeAcTBa M METOAbl IOBBIIICHUS
zamuueHHocT OC oT noadopa nmaposiei.

10. Ayrertudukanuss Ha OCHOBE BHEIIHUX HOCHTENEH KIto4a, OHOMETPHUYSCKHX
XapaKTepUCTUK  mojb3oBaresia.  Ilpumepbl  peanu3auuu  HUACHTUQUKAIMU U
ayTeHTU(uKanuu B coBpeMeHHbIX OC.

11. HeoOxogumocts aymaurta. TpeGoBaHust k moacucteme ayauta. llpumepsl peanuzauuu
aymuta B coBpeMeHHbIX OC.

12. CocTaB onepanuoHHON cucteMsl. ['pynmbsl komnoHeHToB OC: sSApo, MONIb30BATENbCKAs
obostouka, gaitioBas oJCHCcTEMa, CETeBas MOJICUCTEMA.

13. [IpuHuunsl opranuzanuu MHorozagauHoir OC. Buabl MHOro3aJlauHOCTH, TE€XHOJOTHH
obecrreuenns Muaorosagaynocty OC.

14. IIpyHUIMOBI OPraHU3aMH MEXIIPOIrPAMMHOIO B3aMMO/ICHCTBHS.

9]

*

Kputepun oneHku 1Jisl MOJyYeHHs 3a4eTa

«3a4TeH0» — OOydYaromMiics TOKa3bIBaeT CpPEAHUNA ypOBeHb CGHOPMUPOBAHHOCTH
KOMITETECHITUH.

«He 3a4TeHO0» — pe3yJbTaT 00y4eHUs] He TOCTUTHYT, CTYJACHT He MOXKET MOoKa3aTh 3HAHUSA
HAa ypOBHE BOCIPOM3BEACHHUS H OOBSCHEHUS WHQPOpMAIIMM, HE MOXET I0Ka3aTh
MHTEIJIEKTyalbHble HAaBBIKM PEIIEHUS MPOCTHIX 3a]ay, HE MOXKET MOKa3aTh 3HAHUS Ha YPOBHE
BOCIIPOM3BENICHUS U OOBICHEHHS NH(POPMAIIHH.

Ilepeuenb TeopeTHYECKHX BONMPOCOB K IK3aMEHY:
IToncucrema 6e3onacHoct OC. Mozenu 6e30nmacHOCTH B pa3nnyHbix cemerictBax OC.
2. AHanM3 3alMIIEHHOCTH COBPEMEHHBIX ONEpPAIlMOHHBIX CHUCTeM. BcTpoeHHBIE cpencTBa
samuTel Windows, Unix.
3. Mmuoronons3oBarensckue  OC.  Meronel  aBTOpHM3alMM U ayTeHTHU(PUKAUU

—



noJsip30BaTeneil. MI3BecTHbIE ySI3BUMOCTH.

4. O6ecrnieuenune 6e3omacHoCcTH OC — KypHaTUPOBAHUE CHUCTEMHBIX COOBITHI, CHCTEMHBIN

ayUT ¥ aHAJIN3 MHIMJEHTOB. YTpo3bl 6e30macHoCTH MH(opMaMu B HH(GOPMAIIHOHHO-

BBIUYHCIUTENbHBIX CUCTEMAX.

VYrpo3sr 6e3omacuoctu OC.

WNunuaenTs HtHPOpMallMOHHON 6€301MacHOCTH.

Opranuzanus pexuMa HHPOpPMaIMOHHON 6€30MaCHOCTH.

MoHuTopuHT HH(GOPMALTMOHHON 0€30MaCHOCTH.

ITonstue 3amumennont OC. Ilogxonp! k opranmuzanuu 3amuTel OC M UX HEJOCTATKH.

Oranbl TMOCTPOEHHUS 3aIIUThl. AJIMUHUCTPATUBHBIE Mepbl 3amuThl. CTaHAapThl

6e3zonacuoctu OC.

10. Knaccuduxanust TpeboBaHuil Kk cucremMaM 3amiuThl. DopMann3oBaHHbIE TpeOOBaHUS K
3amure uHpopmaru or HCJL.

11. O6mme moaxoIbl K TOCTPOSHUIO CUCTEM 3allIUThI KOMIBIOTEPHON MHGOPMAIIHH.

12. TpeboBanwus k 3amurte OC. Vcnonb3oBanue cpenacTs mudpoBanus B coBpeMeHHBIX OC.
[TonsiTne kpunTospa.

13. CpaBHUTENBHBIN aHANU3 MCIONB30BaHUS cpeAacTB ImudpoBanus B OC cemelicTBa
Microsoft Windows u Linux.

14. AHanu3 3alUIIEHHOCTH ONEepallMOHHBIX cucTeM cemeiictBa Windows.

15. Ananu3 3alMIIeHHOCTH ONEePaIlMOHHBIX cUcTeM ceMelicTBa Unix.

AR SRR

Kpumepuu ouenku (6 coomeemcmeuu c opmupyemvimu KOMREMEHUUAMU U
NIAAHUPYEeMbIMU PE3YTbMamamu 00y4enus):

— Ha OICHKY «OTJMYHO» (5 0amioB) — oOy4aromuics JEMOHCTPUPYET BHICOKUN YPOBEHB
c(OPMHUPOBAHHOCTH KOMIIETCHIIMH, BCECTOPOHHEE, CHUCTEMaTHYecKoe M TIJIyOOKoe 3HaHue
y4eOHOTO Marepuayia, CBOOOJHO BBIMOJHSAET MPAKTUYECKUE 3aJlaHus, CBOOOIHO OINEpUPYET
3HAHUSMHU, YMEHUSMH, TIPUMEHSET UX B CUTYAIUSIX MOBBIIICHHON CIIOKHOCTH.

— Ha OIEHKY «xopomo» (4 Oamia) — oOydaromuics TEMOHCTPUPYET CPEAHHI YPOBEHBb
c(hOpPMUPOBAHHOCTH KOMIIETEHIIMN: OCHOBHBIC 3HAHMS, YMEHHS OCBOCHBI, HO JIOMYCKAIOTCS
HE3HAYUTEJbHbIE OMIMOKH, HETOYHOCTH, 3aTPyJHEHUS TpPU aHAJTUTHUYECKUX OIepalusx,
MEepPEeHOCce 3HAaHUW U YMEHUI Ha HOBBIC, HECTAHIAPTHBIE CHUTYAIIHH.

— Ha OIICHKY «YIOBJIeTBOPHUTEJbHO» (3 Oamna) — oOy4aromuics JIeMOHCTPUPYET
MOPOTOBBI YPOBEHb C(HOPMUPOBAHHOCTH KOMITETEHIIMI: B XOJ€ KOHTPOIBHBIX MEPOMPHUSTUI
JIOMYCKAIOTCSl OIIMOKH, MPOSBISETCS OTCYTCTBHE OTHAENbHBIX 3HAHUM, YMEHUH, HaBBIKOB,
o0yJaromwuiics WCHBITHIBACT 3HAYUTENBHBIC 3aTPYAHEHUS TMPU ONEPUPOBAHUM 3HAHUSMHU H
YMEHHSIMH TIPU UX NEPEHOCE HA HOBbIE CUTYAIIUU.

— Ha OLICHKY «HEeY/I0BJeTBOPUTEJbLHO» (2 0aia) — 00yJyaromuiicss AEMOHCTPUPYET 3HAHHS
He Oonee 20% TeopeTHUECKOro Marepuasa, JOMYCKaeT CYHIECTBEHHbIE OIMIMOKHU, HE MOXKET
MOKAa3aTh MHTEJICKTYyalIbHBIC HABBIKM PELICHUS MPOCTHIX 3a/1a4.

— Ha OIICHKY «HEYIOBJIETBOPUTEJbHO» (1 Oamr) — oOydaromiuiicss HE MOXET IMOKa3aTh
3HaHHUS Ha YpPOBHE BOCHPOU3BEINCHHS U OOBSICHEHUS HH(DOpPMALMU, HE MOXKET II0Ka3aTh
MHTEIJIEKTYalbHbIe HABBIKU PEIICHUS MPOCTHIX 3a/1a4.

8 YueOHO-MeTOqMYEeCKOE M MH(OPMALITHOHHOE o0ecnevyeHre TUCIUIINHBI (MOLYJIs1)
a) OcHoBHAasA JUTEpaTypa:



1. BuykoB, A.A. 3amura wuHpopmanuu: yuyeOHOe T1ocoOMe JUIsI BY30B /
A. A. BHykoB. — 3-e m3a., mepepab. u jgom. — Mocksa : UznarensctBo [Opaiit, 2020. —
161 c. — (Bricmiee oOpazoBanue). — ISBN 978-5-534-07248-8. — Tekct : 3MeKTpOHHBIN //
OBC Opaiit [caiiT]. — URL: https://urait.ru/bcode/422772 (nata obpamienus: 31.08.2020).

2. babenko, JI. K. Kpunrorpapuueckas 3zammura UHPOPMAIUH: CUMMETPUIHOE
mudpoBanue : yuebHoe mnocobue s By3oB/ JI. K. babenko, E. A. MnrykoBa. — Mocksa :
W3narensctBo FOpaiit, 2019. — 220 c. — (YuuBepcurersl Poccun). — ISBN 978-5-9916-
9244-1. — Tekcrt : anexktponHsiii // ObC FOpaiT [caiit]. — URL: https://urait.ru/bcode/437667
(mata obpamenus: 31.08.2020).

3. 3ammra uHbopmamuu : yued. mocodue / A.Il. XKyk, E.ITl. XKyk, O.M. JlenemkwuH,
AW. TumomkuH. - 3-¢ u3a. - MockBa : PUOP: UH®OPA-M, 2019. - 400 c. - (Bsicuiee
obOpazoBanue). - DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-16-106478-8. - Tekcr :

anekTpoHHbI. - URL: https://new.znanium.com/catalog/product/1018901 (mara obOparueHus:
31.08.2020)

0) JlonotHUTeILHAS JIMTEpaTypa:

1. Cyxapes, A. . Meroapl onTUMHU3aLuy : YYEOHUK U IPAKTUKyM JUIs OakajnaBpuara U
maructparypbl / A. T. Cyxapes, A. B. Tumoxos, B. B. ®enopoB. — 3-e uzn., ucnp. u 100, —
Mocksa : U3narensctBo FOpaiit, 2019. — 367 c. — (bakanaBp u maructp. AKageMHUUECKHUM
Kkypc). — ISBN 978-5-9916-3859-3. — Tekcr : anektponnsiii // 3bC HOpaiir [caiit]. — URL:
https://urait.ru/bcode/444155 (nara obpamenus: 31.08.2020).

2. Kazapun, O.B. HagexHocTts M 0€30MacHOCTh MPOTPAMMHOIO OOECIICUCHUS :
yueOHOe TocoOue aist OakanaBpuara u maructparypei / O. B. Kazapun, U. b. IlyOunckuid. —
Mocksa : M3parensctBo FOpaiit, 2019. — 342 c. — (bakamaBp u maructp. Momayis). —
ISBN 978-5-534-05142-1. — Tekcr : snektponHbii // OBC IOpaiitr [caiiT]. — URL:
https://urait.ru/bcode/441287 (nara obpamenus: 31.08.2020).

3. MmykoBa, E. A. Kpunrorpaguueckue IpoTOKOIBI M CTaHAAPTHI: YUeOHOe ITocoOue




/ Nmykosa E.A., Jlo6oBa E.A. - Taraupor:FOxHbIil penepanbubiii yausepcurert, 2016. - 80 c.:
ISBN 978-5-9275-2066-4. - Teker : AJIEKTPOHHBIH. - URL:
https://new.znanium.com/catalog/product/991903 (mara obpamenus: 31.08.2020)

4. JywmkwuH, A. B. Merononorndyeckue OCHOBBI TMOCTPOCHHUS  3alIMIIEHHBIX
aBTOMATH3MPOBAaHHBIX cucteM: Monorpadus / lymkun A.B. - Boponex:Hayunas kuura, 2016.

- 76 c¢. ISBN 978-5-4446-0902-6. - Tekcr : omextpoHHbii. -  URL:
https://new.znanium.com/catalog/product/923295 (aara obpamienus: 31.08.2020)
MAKPOOBBEKTBI:

5. bapankoBa, U. M. OnpeneneHne KpUTHYECKH 3HAYUMBIX PECYpCOB OOBEKTa 3aIHUTHI
IIPU COCTaBJIEHUH MOJENN yrpo3 MHGOPMAIMOHHOIN Oe30macHOCTH : yueOHoe mocobue / U. U.
bapankosa, O. B. Ilepmsaxosa ; MI'TY. - Maruutoropck : MI'TVY, 2017. - 1 351eKTpoH. ONT. AUCK

(CD-ROM). - 3arm. c TUTYJL. JKpaHa. - URL.:
https://magtu.informsystema.ru/uploader/fileUpload?
name=3323.pdf&show=dcatalogues/1/1138331/3323.pdf&view=true (mara  oOpameHus:

31.08.2020). — Makpoobwsekt*. - Teker : anmekrponnsiii. - ISBN 978-5-9967-1031-7. -
Csenenusa goctynHsl Takxke Ha CD-ROM.

6.CereBas 3ammuta uHpopmanuu. JlabopatopHelii MpakTHKyM : ydeOHOe mocobue [mms
By30B]| / JI. H. Ma3nun [u ap.] ; Marauroropckuii roc. Texandeckui yH-T uM. I. Y. Hocosa. -
Marnutoropck : MI'TY um. I. . HocoBa, 2019. - 1 CD-ROM. - 3arn. ¢ TUTyd. 3KpaHa. -

URL: https://magtu.informsystema.ru/uploader/fileUpload?
name=3824.pdf&show=dcatalogues/1/1530260/3824.pdf&view=true (mata  oOparieHus:

31.08.2020). — Makpooowekt*. - ISBN 978-5-9967-1605-0. - TekcT : 31M€KTPOHHBIM. -
Ceenenus goctynssl Takke Ha CD-ROM.

*PEXKMUM [TPOCMOTPA MAKPOOBBEKTOB
1. TlepeiiTi o azpecy 3AEKTPOHHOTO Karajora https://magtu.informsystema.ru
2. IlpousBectu aBropuzanuto (Jlorun: Yuratens1 [apons: 111111)

2 A rrmTImIIaTIAATAMT  TTITTARMAAT TTITAYT A raTmAan AT ATema

B) MeTonuyecKkue yKazaHHs:

1. Meromuyeckue yka3aHUs IO BBITIOJHEHUIO JIA0OPATOPHBIX padOT MO JAWCIUIUIMHE
«be3omnacHocTh onepannoHHbIX cuctem» (IIpunoxenue 1) .

2. Meronuueckue yKa3aHHs 1O BBITTOJIHEHHIO BHEAYJUTOPHBIX CAMOCTOSTEIIBHBIX pabOT
no qucturuinHe «be3zonacHocTh onepaoHHbx cuctem» (Ilpunoxenue 2).

r) [IporpammHoe obecnieyenne u UHTEepHET-peCcypChI:

IIporpamMHuoe oGecrieyenne

Haumenosanue 110 No noroBopa CpoK neicTBUSA JIMIEH3UU
MS Windows 7
Professional (s J-1227-18 ot 08.10.2018 11.10.2021
KJIACCOB)
MS Ofﬁce 2007 Ne 135 ot 17.09.2007 6eccpouHO
Professional
77ip cBoOoOHO pacnpocTpangemoe 11O 0eCCPOYHO
LibreOffice cB00OIHO pacnpocTpansemoe [10 OCCCPOUHO
Adobe Reader cB00oaHO pacapoctpausemoe 110 0eccpoyHo
MS Windows 10
Professional (mst J-1227-18 ot 08.10.2018 11.10.2021
KJIACCOB)



https://urait.ru/bcode/422772
https://urait.ru/bcode/441287
https://urait.ru/bcode/444155
https://new.znanium.com/catalog/product/1018901
https://urait.ru/bcode/437667

MS Windows

Server( st J-1227-18 ot 08.10.2018 11.10.2021
KJIACCOB)

Bpaysep Mozilla [cBob6omHO pacnpocTpaHsiemoe

Firefox 110 Oeccpotio
Bpaysep Yandex |cBOOOIHO pacpoCTpaHsIEMOE 0eCcCpPOUHO
Linux Calculate |cB0OOAHO pacnpocTpaHsIeMOe 0eCCpPOUHO
FAR Manager CBOOOJIHO PacrpoCTPaHIEMOE SecopoHo

1o

IIpodeccnonanbHbie 0a3bl JAHHBIX U UH

(opmanoHHbIe CIPaBOYHbIE CHCTEMbI

HasBanue kypca

CchpUIKa

OnekTpoHHass 0a3a TMEPUOAWYECKUX W3TAHUN
East View Information Services, 0OOO

https://dlib.eastview.com/

HarmmonansHas UH(POPMAITMOHHO-
aHaAIUTHUECKas chucTeMa — POCCHIUCKUN HHJIIEKC
HayuHoro 1ruposanusg (PUHIL)

URL: https://elibrary.ru/project risc.asp

[TouckoBass cuctema  Axagemuss  Google

(Google Scholar)

URL: https://scholar.google.ru/

Undopmanmonnas cucrema - Enunoe okHO
JI0CTyTa K MHQOPMAIIMOHHBIM pecypcaM

URL: http://window.edu.ru/

OdenepalibHOE  TOCYIAPCTBEHHOE  OIOKETHOE

yupexKIeHue «DenepanbHbIii urctutyT|URL: http://www] fips.ru/
IPOMBIIITIEHHON COOCTBEHHOCTID)

Poccuiickas T'ocymapcrBenHas OuOIMOTEKA.

Katasom yAap https://www.rsl.ru/ru/4readers/catalogues/

OnexkTpoHHbIe pecypchl Ombmuoreku MITY
um. I'"M. Hocosa

http://magtu.ru:8085/marcweb2/Default.asp

®denepanbHblii  00pa30BaTEBHBIA  ITOPTAI
OxoHomuKa. Counosaorus. MeHeKMEHT

| http://ecsocman.hse.ru/

VYHuBepcuterckas HMHGOpPMALMOHHAS CHUCTEMa
POCCHA

https://uisrussia.msu.ru

MexnyHapoaHas HayKOMETpHYeCcKas
pedepaTrBHAsS W IMOJHOTEKCTOBas 0a3a JaHHBIX
Hay4HbIX W3gaHuil « Web of sciencey

http://webofscience.com

MexnyHaponHas pedepaTuBHas u
NIOJJHOTEKCTOBAs _CIpaBouHasi _0a3za TaHHBIX

http://scopus.com

MesxayHnapoHas Oa3a TTOJTHOTEKCTOBBIX
)KypHaoB Springer Journals

http://link.springer.com/

MexnayHaponHas KOJUTEKIUS Hay4HbIX
IIPOTOKOJIOB IO _PAa3JIMYHBIM OTPACIISIM_3HaHUI

http://www.springerprotocols.com/

MexaynaponHas 0a3a HaydyHBIX MaTE€pHUalioB B
001acT _(hM3MUYECKUX HAYK W WHKWHUPHHTA

http://materials.springer.com/

MexnayHnaponHas 0a3a CIpPaBOYHBIX W3TaHUHN
10 BCeM OTpacisiM 3HaHui SpringerReference

http://www.springer.com/references

MexayHaponHas pedepatuBHas 0a3a JaHHBIX

http://zbmath.org/

M0 YHCTOM W TNPUKIATHOM  MaTeMaTHKeE
MexayHapoHast pedepaTuBHas u
MIOJTHOTEKCTOBasl ~ CrpaBouyHas 0Oa3a maHHbix|https://www.nature.com/siteindex

HaVYHBIX W3daHUU «Springer Naturey



https://magtu.informsystema.ru/
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530260/3824.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3824.pdf&show=dcatalogues/1/1530260/3824.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3323.pdf&show=dcatalogues/1/1138331/3323.pdf&view=true
https://magtu.informsystema.ru/uploader/fileUpload?name=3323.pdf&show=dcatalogues/1/1138331/3323.pdf&view=true
https://new.znanium.com/catalog/product/923295
https://new.znanium.com/catalog/product/991903

ApXHMB  Hay4yHbIX JKypHAaJOB
«Hammonaneueii  sekTponHO-|https://archive.neicon.ru/xmlui/
HH(OPMAIMOHHBIA
WudopmanmonHas cucrema -
HopmatuBHble TpaBOBBIE aKTHI,
OpraHU3aI[MOHHO-
pacropsiuTeNbHbIe
JOKYMEHTBL, HODMAaTHBHBIC U
Mngopmanponnas — cucrema |https://bdu.fstec.ru/
bank JAHHBIX yIpO3
9 MaTtepuajibHO-TEXHHYeCKoe o0ecneyeHue JTUCIUIITINHBI (MOILYJIs)

https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-
informatsii

MartepuanbHO-TEXHHUECKOe 00eCIIeYeHUE TUCIUTIINHBI BKITFOYACT:

Jlexumonnas aymuropus (aym. 2124, aym. 226, aya. 365, ayn. 388 wu T.hO.)-
MynbTUMEeIUHHBIE CPENICTBA XPAHCHHSI, TIEPEIadl U MPEACTABICHUS HHPOPMAIIH

JlaGoparopust cereil u cucreM nepenaun uHpopmauuu. Jlaboparopus 6e30macHOCTH
cereit OBM:

1. VYyebHo-nabopatopusiii crern "KomupoBanue u Momyssiius uHPOpManud B
CHCTEMAaX CBSI3M", KOMILUIEKTALIMS TTOIHAS

2. YuebHo-1abopaTopHbiid cTeH "CucteMbl ClyTHUKOBOM HaBuranuu'" GPS

3. Kommuiekt TunoBoro yue6Horo o6opynosanus "Cetu cotoBoit csizu GSM"

4. KomrmtekT tumoBoro yuebHoro obopynoBanus "TeneKoMMyHUKAIMOHHBIC TUHUU
ces3u" TJIC-01

5. KommutekT tumoBoro yude6HOro oOopymoBanus "CereBas 0O€30macHOCTh THIIA
SECURITY-3M"

6. KommtekT yuebHOTO 000pynoBanus "becnpoBoHbie KOMIbIOTEpHBIE ceTr DBM"

7. Monyne y4eOHO-TabOpaTOPHBINA IS U3yYeHUS HU3KOYPOBHETO KOHTpOJUIEpa
Ethernet

8. CTeHJT KOMMYHHMKAllMOHHOTO OOOPYIOBAaHUS  CEPBEPOM JUIS MOIETHUPOBAHUS

o01a4Horo cepBuca

Kommnbrorepnsiit knacc (aya. 372, ayn. 245, ayn. 247, ayn. 144, ayn. 142 u T.a.) -
[lepconanbubie koMmmbioTepbl ¢ 10 u Beixomom B HMHTEepHET M HOCTYNIOM B 3JEKTPOHHYIO
nH(GOPMAITMOHHO-00pa30BaTeNIbHYIO CPEy YHHBEPCUTETA.

AymaTopust i CaMOCTOSITENIbBHOW pabOThl YMTaJIbHBIC 3abl OMOMMOTEKH, ayn 132a -
Ilepconanbublie koMmmbtoTepsl ¢ 110 u BeixomoM B MHTEpHET M NOCTYIIOM B 3JIEKTPOHHYIO
nH(OPMaAIIMOHHO-00pa30BaTeNIbHYIO CPEy YHUBEPCUTETA.


https://www.nature.com/siteindex
http://zbmath.org/
http://www.springer.com/references
http://materials.springer.com/
http://www.springerprotocols.com/
http://link.springer.com/
http://scopus.com/
http://webofscience.com/
https://uisrussia.msu.ru/
http://ecsocman.hse.ru/
http://magtu.ru:8085/marcweb2/Default.asp
https://www.rsl.ru/ru/4readers/catalogues/
http://www1.fips.ru/
http://window.edu.ru/
https://scholar.google.ru/
https://elibrary.ru/project_risc.asp
https://dlib.eastview.com/

IMPUJIOKEHME 1
METOANYECKUE YKA3AHUA
[10 BBIIIOJIHEHHNIO JIABOPATOPHBIX PABOT

PexoMenganuy HampaBlieHbl Ha OKa3aHHE METOAWYECKOW MOMOIIM OOYYaroIIUMCS IMPHU
BBITTOJIHEHUH JTA00PATOPHBIX 3aHATHIA.

JlabopaTopHoe 3aHATHE — 3TO 3aHATHE, IPOBOJUMOE IOJI PyKOBOACTBOM IpenoaBareis B
y4eOHOI ayauTopuH (KOMIBIOTEPHOM KJIaCCe YHUBEPCUTETA WM YUeOHOH CIelnaIn3upOBaHHON
nabopaTopuu YHUBEPCUTETA), HANPABIECHHOE HA YIIyOJieHHEe HAy4YHO-TEOPETUUYECKUX 3HAHUN U
MOJTyYEHHUE JIAOOPATOPHBIX HABBIKOB PEIICHUS THUITOBBIX M MPUKIIAJIHBIX 33/1a4.

Llenbto mabopaTOpHBIX 3aHATHH siBisgeTcs (GopmupoBaHHe U OTpabOTKa JabOPaTOPHBIX
YMEHUH 1 HaBBIKOB, HEOOXOIMMBIX B MTOCIIEAYIOMIEH AEATEIIEHOCTA 00y atOIIXCSl.

OcHOBHBIMU 3aJaUuaMU JIA0OPATOPHBIX 3aHATUN SBIISIOTCS:

- yroiyOneHue ypOBHS OCBOCHHS OOIIGKYJIBTYPHBIX U NPO(ECcCHOHATBHBIX
KOMIIETCHITU;

- o00oOmieHue, cucTeMaTu3auusi, YIIyOJNeHHe, 3aKpeIvieHHE  IOJyYeHHBIX
71a00paTOPHBIX 3HAHUH 110 KOHKPETHBIM TEMaM JUCIUILINH Pa3IMYHBIX [TUKIIOB;

- mnpuoOpereHne  OOy4yalOUIMMHCS YMEHMH W HaBBIKOB  HCIIOJIb30BaHUS
COBPEMEHHBIX TEOPETHUYECKUX 3HAHUN B PEIICHUHM KOHKPETHBIX TPUKIIATHBIX
3a/ad;

- pa3BUTHE po¢eCcCUOHATBLHOTO MBILJIEHNS, npodeccuoHaNbHOM 151
MMO3HABaTEIbHON MOTHBAIIUH.

[TepeueHn TeM aboOpaTOPHBIX paboOT ompenensercs padbodeit mporpaMMon AUCHUTUIIHHBI.
[Inan nabopaTopHBIX 3aHATUHA OTBeYaeT OOIIEH HaINpaBIEHHOCTH JIEKIIMOHHOTO Kypca H
COOTHECEH C HUM B TIOCIIEI0BATEILHOCTH TEM.

CrpykTypa 1a00paTOpHOTO 3aHATHS BKIIOYAET CIICIYIOIINEe KOMIIOHEHTBI: BCTYTUTEIbHAS
4acTh, OTBETHl Ha BOMPOCH OOYYAIOIIMXCS; MPAKTHYECKas YacTh; 3aKIIOYUTEIHLHOE CIIOBO
npernoasareisi. Bo BCTYyUTENbHON 9acTH OOBSBIAECTCS TeMa TEKyIIel 1a0opaTopHON paboTHl,
CTaBUTCS €€ IIeNId U 3aJ]a4i, MPOBOAUTHCA MHCTPYKTAXK MO TEXHUKE 0€30MacHOCTU BBHIMOIHEHUS
paboTHI, IPOBEPSICTCSI HCXOMHBIM YPOBEHb TOTOBHOCTH OOYYAIOIIUXCS K JIAOOPaTOpHOM padoTe
(BBITIOJIHEHUE TECTOB, KOHTPOJIbHBIE BOMPOCHI M T.I.), BBINAETCS TMOPAJOK U YCIOBHUS
BBITIOJIHEHUSI JTA0OPAaTOPHOI pabOTHI.

Ha nabGopatopHoM 3aHATHUM TpenojaBaTellb MOXET HCIOIb30BaTh Pa3HOOOpa3HbIe
oOpaszoBarenbable TexHOJoruu (Metombl IT, pabora B komanzme, case-study, mpoOiieMHOE
oOy4yeHue, y4eOHbIe AUCKYCCHUH U T.I.) IO CBOEMY BBIOOpY MMl JOCTIKEHHS KaueCTBEHHOTO
YpOBHS 00yUYEHHUS.

IIpaBuia no Texnuke 0e30MaCHOCTH AJ 00yYAIOIINXCS
NP NPOBeAeHNH J1a00PATOPHBIX padoT
Obwue npasuna:

1. JlaGoparopHble paboOTbl MNPOBOAATCS MOA HaOmoaeHueMm mnpenopaBatens. K
BBITIOJIHEHUIO JTAOOPATOPHBIX pabOT 00yUaroluecs A0MyCKatTCs TOIBKO MOCE MPOCTYIIMBAHUS
MHCTPYKTaXa MO TEXHHMKE 0E30IacHOCTH, MpaBWJIaM MOBEAEHUs, NPOTUBOMOKAPHBIM MepaM B
KOMITBIOTEPHOM KJIacCe U CIEIUAIN3UPOBAHHBIX J1AOOPATOPHUsIX.

2. OOyuyaeMmblii JOJDKEH CTPOrO BBINOJHATH MpaBWiia TEXHUKH OE30MaCHOCTH H
CaHUTAPHO-TUTMEHWYECKWE HOPMBI Mpu  paboTe B  KOMIBIOTEPHBIX  Kjaccax H
CIEeLMAIN3UPOBAHHBIX JA0OPATOPUAX YHUBEPCUTETA.

IMopsiiok BbINOJTHEHUS J1a00PATOPHBIX PadoT

[lpy mOArOTOBKE K BBHINOJIHEHUIO JIAOOPATOPHBIX paboT oOydJaromuiics OKeH
MIOBTOPUTh TEOPETUUYECKUN MaTepuai, HEOOXOAUMBIN AJi BBIOJHEHUS 3aJaHUN MO TEeKyIIel
TEMeE.

JIabopaTtopHast paboTa BBIIONHACTCS KKIBIM 00yUJarONMMCS CAMOCTOSTENIFHO, COTJIACHO


https://bdu.fstec.ru/
https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-informatsii
https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-informatsii
https://archive.neicon.ru/xmlui/

VH/IMBUAYAILHOMY 3aJIaHHIO.

OOyuaromuecs, NPOMYCTUBIINE 3aHITHUS, BBINOJHIIOT JabopaTopHble pabOThl BO
BHEYpPOUYHOE BpEMSI.

[Tocne BbIMOMHEHMS Kaxa0d sabopaTopHON pabOTHl OOy4aromMiiCcs IEMOHCTPUPYET
pe3yNbTaT BHIMOJIHEHHS MPENoaBaTelio B BUIE OTYETa 110 J1abopaTopHOi paboTe U OTBEYaeT Ha
Borpockl. [IpemomaBarens oOleHHBAaeT PadOTy B COOTBETCTBHM C 3aJaHHBIMH KPUTEPUSMHU
OLIEHKH JIAOOPATOPHBIX PadOT.

IIpaBuia opopmiieHus pe3yIbTaTOB U OLIECHMBAHUSA J1a00PATOPHOH PadoThI

PesynbTaThl BBINOMHEHHOH J1abopaTopHOM paboThl OGOPMIIIOTCS B COOTBETCTBHU C
TpeOOBaHUSAMU K BBINOJTHEHNUIO KOHKPETHOM pabOTHI.
[IpakTudeckas paboTa cuMTaeTCs BBINOJHEHHOH, ecin oOyuaromumiicss HaOpan Oa,
KOTOPBIN COCTABIISET MOJIOBUHY MaKCUMAJIbHOTO KOJIMYECTBA OalIoB.

Jnist onleHMBaHUS PaOOTHI PUITATAOTCS CIEAYIONINE KPUTECPHH.
Oyenka «omauyHo» — paboTa BHITIOJHEHA B MOJIHOM 00BEME U 0€3 3aMEeYaHHIA.
Oyenka «xopouio» — paboTa BBITOTHEHA MPABHIIBHO C YYETOM 2-3 HECYIIECTBEHHBIX OIIMOOK,
WCIPABIEHHBIX CAMOCTOSTEIILHO MO TPEOOBAHUIO MIPETIOIaBaATENS.
Oyenka «yoosiemeopumenbHo» — padOTa BHIIOIHEHA TPABUIIFHO HE MEHEE YeM Ha ITOJIOBHHY
WM JIOTIYIICHA CYIECTBEHHAs OITNOKa.
Oyenka «Heyoos1emseopumebHo» — NOMYIIeHBI 1Be (M 0oJiee) CyIEeCTBEHHBIE OIMMOKHA B XOJIE
paboTHI, KOTOphIE OOYYaOIIMICS HE MOXKET MCIPABHUTH JaKe MO TPEOOBAHUIO MPEIMOaBaTels,
win paboTa He BBIIIOJTHEHA.



ITPHJIO)KEHMUE 2

METOANMYECKUE YKA3AHIMA 110 BBIIIOJIHEHNIO BHEAYIMTOPHBIX
CAMOCTOSTEJIBHBIX PABOT

Oo01Me nNoJI0KeH s

Hacrosmue meronumyeckue yka3zaHusi NMpeIHA3HAuY€Hbl [JIs OpraHMU3alKM BHEAyIUTOPHOMN
CaMOCTOSITENTbHONH paboThl 00yJaromUXCs U OKa3aHUsI MOMOIIM B CAMOCTOSTEILHOM H3yYeHHH
TEOPETUUECKOT0 U peanu3alii KOMIETeHINH 00yJaeMbIX.

JlaHHBIE METOAMYECKHE YKA3aHUSI HE SIBISIFOTCS Y4€OHBIM TTOCOOHMEM, TTOATOMY TIEpe T HauajioM
BBITIOJIHEHUSI CaMOCTOATENIBHOTO 3aJaHusl CIEAyeT HW3YYUTh COOTBETCTBYIOLUE pa3/elibl
JEKIIMOHHBIX 3aHATHH, MaTepHalioB 00pa30BaTEIILHOTO TOpTaja, pas3leioB OCHOBHOW U
JIOTIOJIHUTENILHON JIUTEpaTyphl, MPEJICTaBICHHBIX B MyHKTE 8. «Y4eOHO-METONUYECKOe H
nH(pOpMAITMOHHOE 00eCTICUeHNE TUCIIUTTUHBI (MOAyIs )» aanHou PTIJI.

esn u 321241 CAMOCTOATEIbHON PadOTHI

Lenp camocTosiTeNbHON pabOTBI — COJACIHCTBHE ONTHMAIbHOMY YCBOEHHIO Y4YeOHOro
Marepuaiga OOYYalOUIMMHCS, pPa3BUTHE MX IO3HABATEIbHOW aKTUBHOCTH, TOTOBHOCTH U
MOTPEOHOCTU B CaMOOOpa30BaHUU.

3agayu caMoOCTOATEILHON PadoThI:

- TOBBIIIEHHE UCXOJHOTO YPOBHS BIIaJIeHUSI UH()OPMALIMOHHBIMU TEXHOJIOTUSAMU;
- yriyOnieHue U cucTeMaTu3alus 3HaHU;
- IIOCTAHOBKA M PELICHHE CTaHIAPTHHIX 3aja4 MPO(eCCHOHAIBHON eI TeIbHOCTH;
- pa3BHUTHE PAOOTHI C PA3IMYHOMN IO 00bEMY W BUILy HHPOpMaLIHEH, yIeOHON 1 HAYYHOU
JINTEPATypPOH;
- IIPAKTUYECKOE NPUMEHEHUE 3HAHUN, YMEHUM;
- CaMOCTOSITEJIbHO HCIIOJIb30BaHHWE CTAaHAAPTHBIX MPOrPAaMMHBIX CpeICTB cOopa,
00pabOTKH, XpaHEHUS U 3aIIUTH HTHPOPMAITHH
- pa3BUTHE HABHIKOB OPTaHU3AIMU CAMOCTOSATENFHOTO yU4eOHOTO Tpy/Aa M KOHTPOJIS 3a
ero 3¢ heKTUBHOCTHIO.
Bunpsl BHeayqMTOpHOH CaMOCTOSATENbHOW paboTel W (OPMBI KOHTPOJII W BpeMs Ha
BBHITIOJITHEHHE Ka)/IO0TO BHJIA CAMOCTOATEIbHOW paboThl yka3zaHel B MyHKTe 4. «CTpykTypa U
COJIepKaHKe NUCUUILTMHBD ganHou PIT/I.

HOpﬂ}IOK BbIINOJTHCHHU A

[Ipu BBITONTHEHWH TEKYyIIEH BHEAYIUTOPHOW CaMOCTOSTENFHOW paboThl oOydaromemycs
CJIeyeT IPUIEPKUBATHCS CIEAYIOLIETO MOPSIKA JEHCTBHIN:

1) BHUMATEIBHO M3YYUTh COOTBETCTBYIOIINE TEOPETUUECKHUE Pa3IeNbl JUCIUILTUHBI, TTOJIb3YSICh

MaTepuaniamMu (JICKITMOHHBIMH, TTPE3ECHTAI[HOHHBIMH, ay/TN0-BH3YaTbHBIMU):

a) TMpenoCTaBIsIEeMbIMU MpenoaBaTeNieM Ha JEKIMOHHBIX 3aHITHSIX;

b) mpemocTaBiIIEMBIME MPETIOABATEIEM B paMKaX JIEKTPOHHBIX 00pa30BaTeIbHBIX KypCOB;

C) coIepKaUMHUCS B ydeOHUKaX W y4eOHbIX mocobusx DbC (ameKTpoHHO-OMOIHOTEYHBIX
CUCTEM), JIEKTPOHHBIX KaTaJIOTOB YHUBEPCUTETA U MHTEPHET-PECYPCOB.

2) IlogpobHo pazoOpaTh TUIOBBIE MNPUMEPHI pEHICHHs 3a/lady, PACCMOTPEHHBIE B paMKax
ayIMTOPHON KOHTAKTHOM pabOTHI C MperoaaBaTeieM.

3) IlpumeHUTH MONy4YEHHBIE TEOPETUYECKHE 3HAHMS U MPAKTHUYECKHE HABBIKM K PEHICHUIO
WHAVBUIYAIBHBIX 33JJaHUH, K TIPOXOXKICHUIO KOMITBIOTEPHBIX TECTUPOBAHUH.

4) Ilpu HeoO6xomuMOCTH, cPOpPMHpPOBATH IMEpPEUYEeHb BOIMPOCOB, BBI3BABIIUX 3aTPyJHEHUS B
MPOIIECCe CaMOCTOSITENIbHON paboThl. OOCYIUTh BO3HUKIIKE BOMPOCH ¢ OOYyYAIONUMUCS
TpyNIbl, B paMKaX KOMaHJHO-TIPOEKTHOW paboThl, W C TMpernojaBareieM, B paMKax
KOHCYJIbTAIIMOHHOW TTOMOIIY, PEaIM30BaHHOM JIN0O B KOHTAKTHOW (popme, MO0 cpepcTBaMu
nH(popmMaImoHHO-00pa3oBareabLHOM cpeasl BY3a.



Kpurtepun onieHKH BHEayIMTOPHBIX CAMOCTOSITEILHBIX PadoT
KauecTBO  BBINOMHEHHMS  BHEAYJUTOPHOW  CAMOCTOSTEIBHOM  paboThl  oOyyarommxcs
OLIEHMBAETCS TOCPEICTBOM TEKYIIETO KOHTPOJI CaMOCTOSTEIbHOW paboThl O0ydaromuxcs C
UCTIOJIb30BaHUEM OaJUIbHO-PEUTUHTOBON CUCTEMBI.

B kadectBe (I)OpM TCKYIICI0 KOHTPOJIA IO AUCHUIINIMHEC HCIIOJIb3YIOTCA: MHAWBUAYAJIbHBIC
3aaaHus, ayIUTOPHBIC KOHTPOJbHBIC pa6OTBI, KOMITBIOTEPHOC TECTUPOBAHUE.

MakcuMalibHOE KOJIMYECTBO 0AJTOB 00YYAIOIIHMIICS TIOTydaeT, eCIIu:

- BBINOJIHAET WHAMBUAyAJIbHbIE 3aJaHUS B COOTBETCTBUU CO BCEMHU 3asIBICHHBIMH
TpeOOBaHUSIMU;
- JlaeT npaBUiIbHbIE (YOPMYIUPOBKU, TOUHBIE ONPEIECTICHUS, TOHSITHUS TEPMHUHOB;
- MOXeT 000CHOBaTh PALMOHAIBHOCTh PEILIEHHs TeKYyIEeH 3a1auun. ;
- 00CTOSATENBHO C JOCTATOYHON MOJTHOTOM M3JIaraeT COOTBETCTBYIOIUIYIO TEOPETUUECKHIMA
paszeir,
- NPaBUIBHO OTBEYACT HA JOIOJHUTEIBHBIE BOIIPOCHI IPENOJABATENsl, UMEIOIINE LENbI0
BBISICHUTH CTEIIEHb IOHMMaHUS UM JIaHHOT'O MaTepuaa.
50~85% oT MaKCUMAaJILHOTO KOJIWYECTBA 0ayI0B 00yYarOUIHICs MMOIy4aeT, ECIIH:
- HenosiHO (He MeHee 70% OT NOJIHOI0), HO MPABUJIBHO BBINOJIHEHO 33aHUE;
- IpU M3JIOKEHUH OBLIM JOMyIIeHbl 1-2 HeCcyleCTBEHHbIE OIIMOKH, KOTOpbIE OH
HCHPABIISET MOCTIE 3aMeYaHusl PernoiaBaTens;
- JlaeT npaBUiIbHbIE (POPMYIUPOBKU, TOUHBIE OIIPEEIICHHS, MOHATUS TEPMUHOB;
- MoOXeT 000CHOBaTh CBOM OTBET, IPUBECTU HEOOXOIUMBIE TPUMEPBI;
- NPaBWIbHO OTBEYAET HA JOIMOJHUTEJIbHBIE BOIIPOCHI MPENOIaBaTeNsl, UMEIOIINE LENbI0
BBISICHUTH CTEIIEHb IOHMMAaHUS UM JIaHHOTO MaTepuaa.
36~50% OT MakCMMaJIbHOTO KOJIMYECTBa 0aIoB 00yJaroIuIiics MOayYyaeT, eCIIu:

HenosHo (He MeHee 50% OT MOJIHOT0), HO MPaBUIIBHO U3JI0KEHO 33JaHHE;
IIpU U3JI0’KEHUH OblIa JomyiieHa 1 cylecTBeHHas ommnoka;
- 3HAeT W NNIOHMMAaeT OCHOBHBIE MOJIOKEHUS TaHHOW TEMBI, HO JIOITyCKAaeT HETOYHOCTH B
(bopMyIUpOBKE MOHATHH;
- W3JIaraeT BBINOJIHEHUE 3aJJaHUsl HEJOCTATOYHO JIOTUYHO U MTOCJIEN0BATENBHO;
- 3aTpyIHsAETCA IIPH OTBETaX Ha BOIPOCHI IIPENOIAaBATENIS.
35% u MeHee 0T MaKCUMaJIBLHOTO KOJTMYECTBA 0aJIOB 00YyYaIOLIHiCs OTyYaeT, €CIIu:

- HenoJyiHO (MeHee 50% OT MOJIHOTr0) U3JI0KEHO 33]IaHHUE;

- pH U3IOKEHUU OBUTM JOMYyIIEHBl CyllecTBeHHble omuoku. B "0" Oamnos
MIpPero/aBaTeib BIIPaBe OLUEHUTH BBHIOJHEHHOE O0y4YaloUIMMCs 3a/laHue, eClid OHO He
YIOBJIETBOPSIET TpeOOBaHUSIM, YCTAaHOBJIEHHBIM IIPENOAABATENIEM K JAHHOMY BHIY
paboThl WK HE OBUIO MPECTABICHO ISl IPOBEPKH.

CyMMma mosydeHHbIX OajUIOB 1O BCEM BHIAM 33JaHUN BHEAYJUTOPHON CAMOCTOSTEIHHOMN
paboThl COCTaBIIIET PEUTHHTOBBIN IMOKa3aTelb oOydaromerocs. PeWTHHIOBBIN IOKa3aresb
oOydaromierocss BIUSET Ha BbBICTABJICHWE WTOTOBOWM OIGHKH [0 pe3yiabTaTaM H3y4eHUs
JUCHUILTUHBIL.

[loka3arenn M KpuUTepuUW OLIEHUBAHUS IOJYYEHHBIX 3HAHUN IPEJCTaBIECHbI B IIyHKTE 7.0)
«O1LIeHOUHBIE CPENICTBA /ISl IPOBEACHUS IPOMEXKYTOUHOM arrectauun» nanHou PI1/I.
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