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1 Iles1u ocBOEHUS TN CHMILTHHBI (MOYJI51)

Hens ocBoenus aucuurumabl «MHpOpManmonHas 6e30macHOCTBY - chopMUPOBATH Y
0akamaBpOB KOMIIETEHIIMM B OOJIACTH METOJOB M CpPEACTB obOecredeHus: MHPOPMALUOHHOM
0€30MacHOCTH B OpraHU3alUsAX M Ha MPEANpUATUAX Pa3IUYHBIX chep NesTenbHOCTH U (hopm
COOCTBEHHOCTH, OCHOBBIBAasCh Ha HOPMAaTHUBHO-TIPABOBBIX JOKYMEHTaX, MEXIYHApOJIHBIX H
OTEUYECTBEHHBIX CTaHIapTax B 00JacTH MH()OPMAIMOHHBIX CHUCTEM W TEXHOJIOTHUH, Ha OCHOBE
UH(POPMALIMOHHOM u oubnuorpaduyeckoit KYJIBTYpBI C PUMEHEHUEM
MH(OPMALIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTHMI M € Y4YeTOM OCHOBHBIX TpeOOBaHMI
uHGbOPMALMOHHOM 6€301acHOCTH

2 MecTo TMCHHMIIMHBI (MO/1YJIsI) B CTPYKTYpe 00pa3oBaTe/bHOil POrpaMMbl

Hucuunnuna Mudopmanronnas 6e30macHOCTh BXOJUT B 0053aTeIbyI0 4acTh yueOHOTO
r1aHa 00pa3oBaTeNIbHON MPOTPAMMBI.

Jis  u3ydeHus  AMCUMIUIMHBI  HEOOXOAMMBI  3HAHUS  (YMEHHMs,  BJaJCHUsA),
c(OpMHUPOBAHHBIE B PE3YJIbTATE U3YUCHHSI JUCIUTUTUH/ IPAKTUK:

be3onacHOCTb KU3HENEATEIBHOCTH

HNudopmartuka

WHubopManoHHbIE CHCTEMBI U TEXHOJIOTUU

3nanus (YMEHHs, BIAJICHUS), OJyYCHHbIC NMPH M3YyYCHUU TAHHOW NUCIMILIMHBI OyIyT
HEOOXOUMBI 17151 U3YUECHUS] JUCIUILITIH/TIPAKTHK:

MeTtopl Hay4uHbIX UccienoBanuil B cpepe UKT

[Ipoun3BocTBEHHAS - TEXHOJIOrHYECKasl (IPOEKTHO-TEXHOJIOIMUECKast) IPaKTUKa

[ToaroroBka k caaue v cjadya rocy1apCTBEHHOT0 SK3aMeHa

3 Komnerenuun ody4aromierocs, popMmupyemMbie B pe3y/ibTaTe 0CBOCHUS

AUCHUILINHBI (MOAYJIS) ¥ IJIAHUPYeMble Pe3yJIbTAThl 00y4eHu st

B pesynbrare ocBoeHust aucuuiuiMHbl (Monyns) «MH@opmanroHHas 0€30IacHOCTHY
oOyyaroImuiics JoKeH 001a1aTh CIeAYOIIUMU KOMIETEHIIUSIMHU:

KO)I HHJUKaTOopa I/IHILI/IKaTOp JOCTHIXXCHUA KOMIICTCHIITN

VK-8 CrnocoGen co3maBaTh W TOMIEP)KUBATH B TOBCEIHEBHOM >KM3HM W B NPOQPECCHOHATBHOM
JIeATEIIbHOCTA O€30TacHble YCJIOBUS O KM3HENEATEIIbHOCTH I COXPaHEHHWS TMPHUPOIHON Cpellbl,
obecrieueHrsT yCTOWYMBOTO pa3BUTHS OOIIECTBA, B TOM YHCIEC MpPH YIpo3e U BO3HUKHOBEHHH
YpE3BBIYAMHBIX CUTYAIMi U BOGHHBIX KOH(JIUKTOB

VK-8.1 AHanu3upyeT ¥ uIeHTUDUIUPYET PaKTOPhI OMACHOTO U BPEIHOTO BIUSHUS
AJIEMEHTOB CpeIbl OOUTAaHHS (TEXHHMYECKHX CPEJCTB, TEXHOJOTHYECKHX
MPOILIECCOB, MaTEpUANIOB, 3JaHUN W COOPYXKEHUH, MPUPOIHBIX H
COLIMAJILHBIX SIBJIEHU)

YK-8.2 BrisBnsieT npoOiembl, CBsI3aHHBIE ¢ HAPYUICHUSIMU TEXHUKU 0€30MacHOCTU
Ha paboueM MecTe; IMpeJylaraeT MEpONPHUATHAX IO MPelOoTBPAIEHHIO
Upe3BRIYAMHBIX CUTYAITHH

VK-8.3 PaspscHder mnpaBuwia mNOBEAEHUS NPH BO3HUKHOBEHUW YpE3BBIYANHBIX
CUTyallMl TPUPOAHOIO M TEXHOICHHOIO IIPOUCXOXKIEHHUS; OKa3bIBAET
MEPBYIO MOMOIIb, OMHMCHIBAET CHOCOOBI Y4acTHs B BOCCTAHOBHUTEIBHBIX

MEPOIPUATHIX
OIIK-3 CriocobeH pemath CTaHIapTHBIE 33a7auyd MPO(ECCHOHANBHON 1EeSTETbHOCTH Ha OCHOBE
uH(pOpMaLOHHON u oubnuorpaduyeckoit KYJIbTYpbI c MIPUMEHEHHUEM

WH(OPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTHH W ¢ Y4eTOM OCHOBHBIX TpeOOBaHHIA
rHbOPMAIMOHHON 0€30IT1aCHOCTH,

OIIK-3.1 Hcnonp3yeT NOpUHIMIBL, METOAbl M CpeACTBa HMH(OPMAIMOHHONW U
Ooubnuorpaduueckoil KyJIbTypbl JJisi pEIIEHHUs CTaHJApTHBIX 3aJa4y
npodeccuoHaTbHON JeSITebHOCTH c UCIIOJIb30BaHUE
WHGOPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHH

OIIK-3.2 Pemaer crannapTHbie 3a1auu mpodhecCuoHaTBHON AeTETHHOCTH C
Y4ETOM OCHOBHBIX TPEOOBaHUI HH(POPMALMOHHOM 0€301acCHOCTH




4. CTpyKTypa, 00bEéM H coep:KkaHue TUCHUIIMHBI (MOAYJISA)
OO0mas TpyI0€MKOCTh JUCIUIUIMHBI COCTAaBIsieT 3 3a4eTHBIX enuuuil 108 akax. gacoB, B ToM

YUCIIC:

— KOHTaKkTHas padorta — 51,95 akan. gacos:
—ayauTopHas — 51 akaJ. 4acos;

— BHeaynutopHas — 0,95 akaz. yacos

— caMocTosTenbHas pabora — 56,05 akan. 4acos;

®dopma aTTecTalluM - 3a4ET C OLEHKOMN

AynuTopHas = o
KOHTaKTHast g g
6 E B8 Bux
=y T
& pabota s ®dopma TeKyIero KOHTPOIIS Kon
Paznen/ Tema 8| (saxan. uacax) |5% E| camocrosTens
g I3} . YCIIEBAEMOCTH U KOMIIETEHI]
JICTIHTLITHHET 2 5 g HoH MPOMEKYTOYHON aTTeCTalum uu
O mmpak
Jle | mad. I; g8 paboTE!
. < <
K. | 3aH. s
san. |~
1. HopMaTHBHO-IIPaBOBBIE OCHOBBI HH(GOPMAIIMOHHON 0€30ITACHOCTH ¥ 3alMThI HHPOPMAIHH
Koncnexrupos
aH ue y4eOHbIX
MaTepuaIoB
Camocrosrens
1.1 1.1 CymHOCTb U TOHSTHE HO€ U3y4eHUe TectupoBanue
N N OIlK-3.1,
HH(POPMAITOHHOH 2 12/0,21 4 yueOHOM U JIP 1 «HapmexHOCTh U OINK-3.2
6e30macHOCTH Hay4YHOU JOCTOBEPHOCTh MH(YOPMALIUI '
JUTEPATYPHI
IloaroroBka k
nabopaTopHOM
y 3aHATHIO
1.2 1.2 YTpo3sl
UH()OPMAITIOHHON 6
Oe3omacHOCTH Koncrnextupos
Yrpo3sl UHQOPMAIIOHHOH aH ue y4eOHbIX
0e30macHOCT ¥ 3aIlUThI MaTepuaaoB
UHPOPMAITHH. CamocTosTenb VK-8.1
Jecrabunmupyromiee HOE H3yUCHHE TectupoBanme )
N N VK-8.2,
BO3/ICIICTBHE Ha 3alUIAEMYIO0 2| 211 4 yuebnoit u | JIP 2 «Knaccuduxauus yrpos OMK-3.1
HH(POPMAIHIO. Hay4HOU MpeIMETHO 00J1acTh OIK 3' 2‘
Knaccudukanus BUIOB yrpos JUTEPATYPBI '
UH(POPMAITHOHHOM ITogroroBka k
0€30MacHOCTH 10 Pa3NIUYHBIM 1a00paTOpHOM
MpU3HAKaM. Y 3aHATHIO

HecankunonupoBaHHbIi
JOCTYI K HH(OopMauu




1.3 1.3 TIIpaBoBble OCHOBBI

KoHncnektupos
aH ue y4eOHbIX

obecrieueHust ~ 06€30IaCHOCTH MaTepuaaoB
UHQOPMAIIIOHHBIX CamocTosTenb TectupoBanue
TEXHOJIOTHi HOE u3y4yeHue | BricTyuieHre Ha ceMUHape 1o
Hasnauenne u  CTpykKTypa yueOHOM U JIP 3 «3akoHoarenbHas u
MIPaBOBOTO obecrieyeHus Hay4YHOU HOpPMAaTUBHO-TIpaBoBas 0aza
3aIIHUTHI nHpOpMaLIUH. JUTEPATYPbI obecrieyeHus
[IpaBoBBIE OCHOBBI ~ 3aIUTHI 2 4 6 ITogroroBka k UHPOPMAaIIOHHOH OIIK-3.1,
UHQOpPMaIM B OpTaHHU3aLlUU. CEMHHAPCKOMY 0e30macHOCTI OIIK-3.2
MexxyHapoJHbIe u 3aHATHIO I0 | BricTyneHue Ha ceMuHape 1o
HaIlMOHAJbHBIE CTAaHIAPTHl U JIP3 u4: JIP 4 «Cranpmaptsl u
cnenudukanuu B obnactu 1Bb. popaboTKa crienuuKaluy B 00J1acTh
CoBpeMeHHBIE CTaHIApThl B Hay4HO- UHPOPMAaIIOHHOH
o0JlacTH yIpaBleHUs] PUCKaMHU METOIUYECKOH 0e30macHOCTI»
UH(POPMAIIIOHHOM JIUTEPATYPHI,
6e3omacHOCTH JIOKITam U
TIpe3eHTalus
HUroro no pazaeny 6 |8/1,21 14
2. AIMMHHCTPATUBHBIA U NIPOLEAYPHBIH ypOBHU HH(POPMAIIMOHHON 0€30aCHOCTH
Koncnexrupos
aH ue y4eOHbIX
MaTepuaaoB
Camocrosrenb
HOE M3y4YEeHHUE
. qyeOHOI 1
2.1 A IMUHHCTpaTUBHBII y .
oBeHb oOecrieuenust b SaysEon Tectuposare
%ponmnxa 6C30HACHOCTH aurepatypsl | Beictymienue Ha cemuHape o | YK-8.3,
IMporpamia 6630HaCHOCTI/I‘ 2 | 2114 4 | Iogroroeka k JIP 5 «ITonutHka OIIK-3.1,
OIL)IeHI;a UCKOB U 63303511% COMHUHApEKOMY HHpOPMAIHOHHOH OlK-3.2
p 3aHSTHIO IO 0e301acHOCTHY
YPOBEHb 3aIIUTHI JIP 5:
popaboTKa
Hay4HO-
METOJUYECKOMN
JUTEPATYPHI,
JOKITag U
Koncnexrupos
2.2 Knaccer Mep p
HPOLEYPHOTO YPOBHS aH ue y4eOHbIX
P Y MaTEPHasIOB TectupoBanue
VYupasienue TIEPCOHAIIOM.
Camocrosrens | JIP 6 «Ayaur 3ammmiensocta | YK-8.1,
duznyeckas 3aIUTA. o
Mo repsKatie HO€ U3y4eHUe ceTei» VK-8.2,
P 2| 621 8 yueOHOM U JIP 7 «IlaposbHast 3amura u YK-8.3,
paboTocrnocobHOCTH. N .
PearHpoBaEHe HA HADYIICHAS Hay4YHOU MEHEKEPHI aposen» OIIK-3.1,
JIUTEPATYPbI JIP 8 «MaccoBas pacceiika | OIIK-3.2
pexuMa 6€30MacHOCTH.
ITogroroBka k ITHUCEM»
IInanupoBanue
nabopaTopHOM
BOCCTaHOBHUTEIBHBIX padoT
Y 3aHSATHIO
Uroro no pazneny 4 | 831 12
3. IIporpaMMHO-TEXHUYECKHE MEPhI 00eCTIeUeHNUs 3aIUThHl HH(POPMAIHU
3.1 TIlporpammHuble CpencTBa
3aIIUTH HHPOPMALUH Koncnektrpos
3a111111HTa bop I IE)r aMMHOTO aH ue ‘{C6I-}:E)IX Tecrupoanue
porp Y JIP 9 «3amura ot
obecrieyeHus oT MaTepHaoB
HECaHKIIMOHUPOBAHHOTO
HECAHKIUOHUPOBAHHOTO Camocrosrenb
N JOCTyMa K HH(OpMAIIUU» VK-8.1,
nocryma.  Kpatkuit  0030p HOE M3y4YEeHHUE
CYLIECTBYIOIIMX  Ha BIHKE 2| 821 4 eOHoli n JIP 10 «3amura ndopmamm 8| VK-8.2,
Cye,I[CTB }S/aHH/ITBI uHpO II\)/[aHI/II/I y;a HOI1 AOKYMCHTAxX» OIK-3.1,
P p T JIP 11 «Y nanenue OI1K-3.2
oT HECAHKIUOHUPOBAHHOTO JIUTEPATYPbI
JIocTyma. 3amada 3amuThl OT IoaroroBka K uropMai
yra. JIP 12 «BoccranoBneHune
BMEIIATENbCTBA OCTOPOHHHUX 1a00paTOPHOM AHHBIXY
JHIl W anmnapaTHbIe CpeAcTBa Y 3aHATHIO

ayTeHTU(UKAILIMT




3.2 Bupycel U aHTHBUPYCHBIC
CpeACTBa

CaMocTosTenb
HOE U3y4YeHHe

y4eOHOi
OnpenerneHue KOMITBIOTEPHBIX HayuHOM
BHPYCOB. Knaccudukanus HTepaTypH
KOMITBIOTEPHBIX BHUPYCOB. TMoaroTosKa K TectupoBanue
[MpusHaku 3apaKeHMS. Brictynnenune Ha cemunape o [ VK-8.2,
CEeMUHAPCKOMY
[Mpodpunaktuka  3apa)keHusl. 2/A1 8 SAHSTHIO 110 JIP 13 «CoBpeMeHHbIe OIIK-3.1,
[IporpamMMHBIE aHTHBHPYCHBIE JIP 13 BPEIOHOCHBIE TporpamMmsl s | OITK-3.2
cpeAcTsa. Crpykrypa npopaGoTka ITK 1 MOOMJIBHBIX YCTPOUCTB
AQHTUBHPYCHOW  TPOTPaMMEL. HAYIHO-
[TpuHIUIEL BbIOOpa METOIIeCKO
CHTHATYphl ~ KOMIBIOTEPHOTO HTEpATYDHI,
BUpYyCa JOKIAN 1
Koncnektupos
3.3 Kpunrorpapudaeckue p
aH ue y4eOHbIX
METO/BI 3aIUThI
MaTepHaioB
Metoabt Kpunrorpaduu.
CpeiicTea KpurTorpadHuecKoii CamocTosTens TectupoBanue
P Hoe u3yuenue |JIP 14 «3ammura unpopmarmu ¢ YK-8.2,
3aIIUTHI nHpOpMaLIUH. N
2 4 8 yueOHOM U noMoteio kpunrtorpapum» | OIIK-3.1,
Kpunrorpaduueckue N
HayuHoil  |JIP 15 «3ammura undopmanuu c¢| OIIK-3.2
NpeOOpasOBAH. JUTEPATYPHI IIOMOIIBIO CTETaHOTPAGHUN»
[Iudposanue u paryp p
IloaroroBka k
JemnppoBaHre HH(GOpPMALHH.
nabopaTopHOM
Iudposast moamucs.
Y 3aHATHIO
Koncnexrupos
aH ue y4eOHbIX
MaTepHajIoB
3.4 TexHuveckue CpencTBa P
Camocrosrens
32U Thl UHPOPMALIUT YVK-8.2,
HOE M3y4YCHHUE TectupoBanue
WNmxenepHas 3aIUTa - VK-8.3,
1| 2/4U 6 yueOHOM U JIP 16 «ABTopu3alus Ha
00BEKTOB, 3aIuTa HAVIHOG BEG-DECYDCEY OIIK-3.1,
UHPOpPMAIK OT YTCYKH IO Y peeyp OIlK-3.2
JUTEPATYPHI
TEXHUYECKUM KaHaIaM
IloaroroBka k
nabopaTopHOM
Y 3aHSATHIO
3.5
MHdpopManmOHHO-TICHXOJIOTHY
eckas 0e30MacHOCTb Koncnektrpos
Ilonsarue aH ue y4eOHbIX
UH()OPMAIIOHHO-TICUXOJIOTHY MaTepuaaoB
€CKOM 0e301macHOCTH. CamocTosTenb
TectupoBanue VK-8.2,
Hcrounuku HOE H3y4YeHHUE
N JIP 17 VK-8.3,
MH()OPMAITOHHO-TICUXOJIOTHY 2 2 4,05 yueOHOU u
. N «Mupopmannonno-ncuxosoru | OINK-3.1,
€CKOT0 BO3/ICHCTBHSA Ha Hay4IHOH
YEeCKHE MAHUIYIISALUN OIIK-3.2
YeJIoBeKa. Buast JUTEPATYpPbI
UH()OPMAIIOHHO-TICUXOJIOTHY IoaroroBka K
eckux BozgeiictBuid.  HJIIL. nabopaTopHOM
Cexrbl. I[Tupamunsl. Paccbuiku. Y 3aHATHIO
3ammra JHMYHOCTH oT
UH(POPMAIIOHHO-TICUXOJIOTHY
30,0
Wroro no pazneny 7 118/101 5
34/14,2 56,0
Hroro 3a cemectp 17 3a0
)44 5
34/14,2 56,0 .
HToro mo aucuuILTNHE 17 " 5 3a4eT ¢ OL[CHKON




5 O0pa3oBaTte/ibHbIE TEXHOJIOTHH

[Ipn mpoBeneHWM 3aHATHNA W OpPraHU3ANMH CAMOCTOSATENIbHOW paboThl OakaaBpoOB
HCIIOJIB3YIOTCSA:

TpaauumoHHBIE TEXHOJOTMHM OOYYEHHs, MPEAIoJiaralouife nepeaadyy HHPOpPMaluu B
rOTOBOM BHUJE, (opMUpOBaHHME Y4YEOHBIX YMEHUU 1O O00pa3ily: JIeKIHs-U3JI0XKEHHUE,
TEeKIUA-00BsICHEHHE, JIA0OpaTOpPHBIE pabOThI, KOHTPOJIbHAS paboTa u Jp.

Hcnonb30BaHue TPaguIIMOHHBIX TEXHOJIOTUNH 00ECreunBaeT OPUEHTHUPOBAHHUE CTYIEHTA
B MOTOKE HMH(OpMAIMK, CBSI3aHHON C Pa3IMYHBIMHU IMOJXOAAMU K ONPENEICHUIO CYIIHOCTH,
coJlep>KaHusl, METOI0B, (GOpPM Pa3BUTHSI U CAMOPA3BUTHUS JINYHOCTHU; CAMOOIIpE/IeNICHUE B BEIOOpE
ONTUMAJILHOTO MYTH M CHOCOOOB JTMYHOCTHO-NIPOPECCHOHATBHOTO PAa3BUTHS; CUCTEMATU3ALIUIO
3HAHUW, TOJMYYEHHBIX CTYICHTaMHU B IpoOIecCEe ayIUTOPHOM M CaMOCTOATEIbHOW pabOTHI.
JlaGopaTopHble 3aHATUS OO0ECIEYMBAIOT pPAa3BUTHE U 3aKpEIJICHWE YMEHHH M HaBBIKOB
ompezeneHusl Iesied M 3alad caMOpasBUTHs, a TakkKe MNPUHATHS HaubOosee 3¢ EeKTHUBHBIX
PELICHUH 110 UX peaTu3alyH.

WnTepakTuBHble (OpMBI OOy4YeHUS, MPEANOaraloniie OpraHu3aluilo OO0Y4YeHHs Kak
IPOAYKTUBHON TBOPUECKOM IEATEIHHOCTH B PEKUME B3aUMOJIEHCTBUS CTYAEHTOB JIPYT C IPyTrOM
U C IPeno/iaBaTeiemM

Hcnonp30BaHne HMHTEPAKTUBHBIX ~ 00pa30BaTENIbHBIX TEXHOJOTHMH  CHOCOOCTBYET
MOBBIIICHUIO UHTEPECa U MOTUBALIMK yJalUXCsl, aKTUBU3ALIMN MBICIUTEIBHON ACSITEIBHOCTU U
TBOPYECKOTO TOTEHIMAJa CTYIEHTOB, Aenaer Oojee 3()(EeKTHBHBIM YCBOEHHE Marepuania,
MO3BOJIIET MHIUBUYaTH3UPOBATh O0yYEHHE U BBECTH YKCTPEHHYIO KOPPEKIIHIO 3HAHUH.

[Ipu npoBeneHUM 1a0OPATOPHBIX 3aHSATUH MCIONB3YIOTCS TpyImoBas padora,
TEXHOJIOTHSI KOJUIEKTUBHOM TBOPYECKOM JESTENIbHOCTH, TEXHOJOTUS COTpyIHUYecTBA. [[aHHbIE
TEXHOJIOTUM 00eCIeUnBaIOT BHICOKHI YPOBEHb YCBOCHHUS CTYIECHTaMHU 3HAHUH, d3PPEeKTHBHOE U
VCIEIIHOE OBJaJIeHHe YMEHUSMU U HaBbIKAMH B MPEAMETHON obnactu, ¢GOpMUPYIOT
MO3HABATENBHYIO OTPEOHOCTh U HEOOXOAMMOCTD JaTbHEHIIET0 caMo0Opa30BaHMUs, TO3BOJISIOT
AKTUBHU3UPOBATh MCCIEIOBATEIbCKYIO AEATEILHOCTh, 00ecrneunBaroT 3PPEKTUBHBIN KOHTPOIb

v
YTATMAATITIO ATTATITITY

6 Y4eOHO-MeTOAUYECKOE 00eciedeHUe CAMOCTOSITeJIbHOI PadoThl 00y4arommMxcst
IIpencrasneno B npuiioxeHuu 1.

7 OneHOYHBIE CPeACTBA AJIsl IPOBeeHHs IPOMEKYTOYHOM aTTecCTALMH
[IpencraBneHbl B IPUIIOKEHIH 2.

8 YueOHO-MeTOoAUYeCcKOe U MHPOPMALMOHHOE o0ecneyeHHe THCIUIIIMHBI (MOYJIs1)

a) OcHoBHas1 IMTEpPaTypa:

1. Bamuta unpopmarmu : yaedHoe nocobue / AL XKyxk, E.IT. XKyk, O.M. JlenemnikuH,
AN. TumomknH. — 3-¢ u3a. — Mocksa : PUOP : UTHOPA-M, 2021. — 400 c. — (Bsicmiee
obpazosanue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
sanexktponHbii. - URL: https://znanium.com/catalog/product/1210523 (mara oOpaieHus:
22.04.2021). — Pexxum gocTyma: 1o moJInucKe

2.  Crapmaptel  WHQOpPMAaIMOHHOW  Oe3omacHOCTH. 3amuTa ©  00paboTka
KOH(UICHIIMATBHBIX JOKyMeHTOB: y4eO. mocodue / FO.H. CrrueB. — MockBa : UTHOPA-M,
2019.— 223 c. — (Beicmiee obOpazoBanue: bakanaspwuar). —
www.dx.doi.org/10.12737/textbook_5cc15bb22f5345.11209330. — Tekct : SIEKTPOHHBIA. —
URL.: https://znanium.com/catalog/document?id=342244

0) lomostHuTeIBLHASI TUTEPaTypa:
1. Yepnosa, E. B. Undopmannonnas 6e30nacHOCTh YesnoBeka : yueoHoe nocodue Jiist



By30B / E. B. UepHoBa. —2-¢ u3p., ucmp. u qon. —Mocksa : M3natensctBo HOpaiit, 2021. —243
c. —(Beicmiee ob6pasoBanme). —ISBN 978-5-534-12774-4.—Tekcr: saektponnsiii // DBC
FOpaiir [caitt].—URL: https://urait.ru/bcode/476294 (nata obparmienus: 22.04.2021).

2. OpraHuzalyioHHOE W TIpaBOBOe oOecrieueHne WHQPOPMAIMOHHON OE30MacHOCTH !
y4eOHUK 1 npakTukyM juist By3oB / T. A. [lonskosa, A. A. Crpensios, C. I'. UyOykosa, B. A.
HuecoB ; nox penakuueit T. A. IlomaxoBoi, A. A. CrpenbiioBa. — MockBa @ M3narenbcTBO
FOpaiit, 2020. — 325 ¢. — (Bsicmee o6pazosanne). — ISBN 978-5-534-03600-8. — Texker :
snexkrponnsii // DBC FOpaiit [caiit]. — URL: https://urait.ru/bcode/450371

3. Kopa6enpaukos, C. M. Ilpecrymienus B chepe nHGOPMAIMOHHONH OE30MAaCHOCTH :
yuebHoe mocobue it By3oB/ C. M. KopabensuukoB. — Mocksa : H3garensctBo IOpaiir,
2020. — 111c.— (Bwicimee o6pa3oBanue). — ISBN 978-5-534-12769-0. — Tekcr
snekrponnsiii // DBC Opaiit [caitr]. — URL: https://urait.ru/bcode/448295 (marta oOpareHwus:
26.04.2021).

B) MeToqu4eCKHe YKa3aHUS:

[Mpaktukym mo wuHpOpManMoOHHOW Oe30macHOCTH Juisi OakanaBpoB [lpukiamHon
undopmaruku / E.B. UepHoBa. — DnektpoH. TekcroBbie naH. (1,29 MO). — MaruuToropcek :
OTI'BOY BO «MI'TY um. I'.11. HocoBay, 2019. — 1 snekrpon. onr. auck (CD-R). — Cucrem.
tpeboBanus . IBMPC, nro6oit, 6onee IGHz ; 512 M6 RAM ; 10 M6 HDD ; M S WindowsXP u
Boinie ; AdobeReader 8.0 u Boimie ; CD/ DVD-ROM nuckoBo1 ; MblIiib. — 3ari1. ¢ TUTYIL. SKpaHa

r) [Iporpammuoe obecneuenue u UnTepuer-pecypcebi:

IIporpammHoe oGecnieueHue

Haumenosanue N
0o Ne noroBopa CpoK IeHCTBHS JTUIICH3UH

MS Gffice 2007 |y, 135 11 17.09.2007 GecCpOTHO
Professional

7Zip CBOOOJIHO pactpoCTpaHsIeMOe 0OECCPOUHO

MS Office 2003 |\, 135 o1 17.09.2007 Gecepoaro
Professional

Bpayzep Mozilla |cBoboaHo pacmpoctpansemoe

Firefox 10 Oeceporino

FAR Manager CBOOOJHO PaCIpOCTPaHIEMOE OECCPOYHO

Hpmbeccnonanbﬂme 0a3bl JAHHbIX nmbopMaunongle CIIPaBOYHLIC CUCTEMBI

HasBanue kypca Cchlika
IMTouckoBas cucrema Akaaemus Google (Google URL: https://scholar.google.ru/
Scholar)
HammonansHast

uHdopmaonHo-ananutuueckass  cucrema —|URL: https://elibrary.ru/project_risc.asp
Poccuiickuii WHACKC HAYIHOTO ITHTUPOBAHUS
Poccuiickas T'ocymapcTBeHHass OuOnuoTexa.

https://www.rsl.ru/ru/4readers/catalogues/

Karanoru

JnekTponnrie pecyperr ouommorekn MITY mM- |- /imagty ru:8085/marcweb2/Default.asp
[.. HocoBa

YHuBepcuterckas HHQPOPMAIMOHHAS CHUCTEMa e .

POCCILS https://uisrussia.msu.ru

Nndopmannonnas cucrema - baHK JaHHBIX

https://bdu.fstec.ru/

yrpo3 0Oe3onacHocTy  uHbopmarmn  PCTOK




Nudopmanmonnas cucrema -
HopmaTtuBHBIE IPaBOBBIE AKTHI,
OpraHu3aIMOHHO-PACTIOPSIINTE
JIbHBIC AOKYMCHTBI,
HOPMATHUBHBIC W METOIMYECKUEC

https://fstec.ru/normotvorcheskaya/tekhnicheskaya-zashchita-i
nformatsii

9 MaTtepHaJbHO-TEXHHYECKOE o0ecTeueHne TUCIHTILITHHBI (MOILYJIs1)

MarepuanbHO-TEXHHUECKOE 00ecreueHNe JUCIUTUINHBI BKITIOYACT:

VYueOHble ~ ayAMTOPUM Ui TPOBEACHUS  3aHATHHA  JIGKIMOHHOTO  THIIA!
CrienMaau3upoBaHHas (yaeOHast) MeOeIb (CTOJIBI, CTYJIbs, JO0CKA ayAUTOPHAs ), MYJIbTUMEIUHHOE
obopymoBanue (IPOEKTOpP, KOMITBIOTEP, DKpaH) Uil MPE3CHTAlMd Y4eOHOro Mmarepuana Io
JTUCIUIUINHE;

Y4eOHbIC ayIuTOPUU JJIsi TIPOBEACHHUS JTaOOpaTOPHBIX 3aHSATUH, TPYNIOBBIX U
WHAUBUAYAIbHBIX KOHCYJIbTALMM, TEKYIIEro KOHTPOJS M MPOMEKYTOUYHOM aTTecTaluu:
crenuanu3upoBanHas (yueOHasi) mMeOenb (CTOJBI, CTYINbs, JOCKA ayAUTOpHAs), IEPCOHAIbHBIC
KOMIIBIOTEPbl O0bEIMHEHHBIE B JIOKAJIbHBIE CETU C BBIXOJOM B VIHTEpHET M C JOCTYIOM B
JNIEKTPOHHYI0  WH(POPMAIMOHHO-00pA30BATENbHYI0 CpeAy YHUBEPCUTETa, OCHAIICHHBIC
COBPEMEHHBIMH ITPOrPAMMHO-METOINYECKUMU KOMITJIEKCAaMU

AymuTopun Ui CaMOCTOSITENTFHONW PabOThl (KOMITBIOTEPHBIE KIIACCHI; YATAILHBIC 3aJIbI
OubnuoTeku): Creuuain3upoBanHas (yueOHas) meOenb (CTONbI, CTYJbs, JOCKAa ayIAUTOPHAs),
MEPCOHAIBHBIE KOMITBIOTEPhI OOBEIMHCHHBIC B JIOKAJIBHBIC CETH C BBIXOJOM B MHTEpHET H C
JOCTYIIOM B JJIGKTPOHHYIO HH(GOPMAIMOHHO-00pa30BaTENbHYI0 CpPEIy YHUBEPCHUTETA,
OCHAII[EHHBIC COBPEMEHHBIMU IMPOTPAMMHO-METONICCKIUMH KOMIUICKCAMH

[Tomemenne st XpaHeHUss U MOPOPUIAKTHUECKOTO OOCITY)KMBAaHUS y4eOHOro
000pyI0BaHus: MeOEb (CTOJIBI, CTYJIbsI, CTEJUIAXH JIsi XpaHEHUs y4eOHO-HATTISAHBIX IOCOOH 1
yu4eOHO-METOINYECKOM JOKYMEHTAIINH ), IEPCOHATbHBIE KOMITBIOTEPHI



IIpunoxenne 1

YueOHo-MeTOAMYECKOE O0ecTIeYeHre CAMOCTOSTEIbHOM PadoThl 00y4ar0UXCs

[To mucuumuinne «MHpOopManmonHas 6e30MacHOCTh)» MPEIYCMOTPEHA ayUTOPHAS U
BHEAYJUTOPHAs CaMOCTOsITEIbHAs paboTa OakaJaBpoB.

AyIuTOpHAs cCaMOCTOsATENbHAs paboTa GaKasaBpOB MPEIoiIaraeT peuieHrue 1
o(opMIIEHHE COTJIACHO 33JaHHBIM TPEOOBAHUAM 3a/laHui TabopaTOpHBIX paboT. TpeboBanus k
odopmnenuto Haxoaarcs B CMK-O-CMI'TY-42-09 KypcoBoii poekT (paboTa): CTpyKTypa,
coJiep;kaHue, 00IIKe MpaBuiia BBIMOIHEHUS U OOPMIICHUS.

BueaynutopHas camocTosiTenbHas paboTa CTYACHTOB OCYIIECTBIISIETCS B BUIC U3yUCHUS
yueOHOI 1 HAyYHOU JIUTEPaTyphl [0 COOTBETCTBYIOLIEMY pa3zeny ¢ mpopaboTKOM MaTepuara,
ydacTue B IUCTaHIMOHHOM Kypce win uzydennn MOOK, npeniokeHHOM IIpernoaaBareieM 1
BBITMIOJTHEHUS IOMAIIIHUX 3a/1aHui (IOArOTOBKA K JIAOOpaTOPHBIM paboTaM) ¢ KOHCYIbTAllUSIMU
npernoaaBaress.

Bonpoch! 1J1s1 caMOCTOATEIBLHOI0 H3YYeHHS:

1. IIpoBenute CpaBHUTENIBHBIN aHANW3 JOKTPUH M KoHuUeniud rocynapcts CIHIA,
['epmanun, @panmun, SMOHUM M OPYTrUX Pa3BUTHIX CTpaH B 00JacTH OOECreUeHUs] pa3BUTHUS
UHPOPMALMOHHBIX TexHonorui (koHuenuuu Knunrona-I'opa, bannremana B Esporme,
Oxwunapckas xapTust «I 1o0anpHOE MHPOPMAITMOHHOE OOIIECTBO» U T.1I.)

2. N3yuute COBOKYIHOCTh O(QUIMAIBHBIX B3IJISI0B HA LENH, 33/1a4M, IPUHIUIBI U
OCHOBHBIC HarpaBJIeHUs oOecrieueHnss THPOPMAIMOHHOM Oe3omacHocTr Poccuiickoit Denepanuu
B «/lokTpuHe uH(pOpMaMOHHON 0€30MaCHOCTH POCCUMCKOHN (enepauun», yTBEpKICHHOU 9
certsa6ps 2000 r. No  TIp-1895.

3. [To3HakoMbTECH CO CTaThbsIMM OCHOBHOro 3akoHa Poccuiickoit ®enepauuum —
Koncturynueit  (mpunsitod 12 ngexabps 1993 ropma), 3aTparuBarOLIMMH  BOIIPOCHI
uHpopManmoHHoM 6e3omacHocTy (cTaThu 23, 24, 29, 41, 42).

4. PaccmotpuTe ompezeneHus BceX Ba)KHEHIIMX KOMIIOHEHTOB MH(OPMAalMOHHOM
NeSITeIbHOCTH M HAINpaBICHUS PA3BUTUS 3aKOHOJATENIbCTBA B 00JacTH HMH()OPMAIMOHHON
6e3omacHocTH B 3akoHe «O0 mHpopMauu, nHGOpMaTU3alUK U 3amuTe uHGopmauum» ot 20
despans 1995 rona Homep 24-D3 (mpunsat ['ocynapcrBenHoit Jlymoit 25 suBaps 1995 rona).

S. W3yunte 0CHOBHbIE HOPMATUBHBIE AKThI, PETJIAMEHTHPYIOIINE OXPaHbl 0OBEKTOB C
IIOMOLIBI0 HOPM aBTOPCKOrO IpaBa B 3akoHax «(O @paBOBOM OXpaHe MporpaMm Ui
AIIEKTPOHHO-BBIUMCIUTEIbHBIX MallMH M 0a3 JaHHBIX», «O MpaBOBOW OXpaHE TOMOJOTUU
MHTErpalbHbIX MUKpocXeM» U «O0 aBTOPCKOM IpaBe U CMEXHBIX IpaBax».

6. Kak omnpenenenbl nmoHsTHs OaHKOBCKasi, KOMMepYeckas U ciykeOHas TaliHa B
I'paxxnanckoM konekce Poccniickoit denepanun.
7. Kak oTpaxkeHbl BOMpPOCHI NMPaBOBOrO pexuma HH(POPMALUU C OTrpaHHUYEHHBIM

JIOCTYIIOM B 3aKOHaX O TOCY/IapCTBEHHON M KOMMEpPYECKOM TallHaX, B TpaxaaHCKoM kojekce PD B
cratbe 139 «CnyxeOHasi 1 KOMMepYecKas TalHay.

8. Kakue cBeieHus1 He OTHOCATCS K KOMMEPUYECKOH TaliHE.

9. Kak omnpenensercs nonstue u cojepxaHue KOHQHUASHIUATbHON MH(OpPMaLUU B
Vxkaze [Ipesunenta PO «O0 yTBepx1eHUH NepeyHs CBECHUN KOH(PUISHIIMATBHOTO XapaKTepay.

10. JlaiiTe xapakTepuCTHKY cleaAyoumX (Gopm 3amuThl HHPOPMAIIMK: TATEHTOBaHUE,

aBTOpPCKOE TpaBo, ToBapHble 3HAKU («IlarenTHblli 3akoH P®», «O TOBapHBIX 3HAKAX, 3HAKaX
00CITy>)KMBaHUSI 1 HAMMEHOBAHUH MECT IMPOUCXOXKICHUS TOBAPOBY).

11. PaccMoTpuTe BOMPOCH JHUIICH3UPOBAHUS B OONACTH 3alUThl MHPOpPMAIUU B
3akoHe «O JTUIEH3UPOBAHUU OTIEIbHBIX BHAOB JeATeNbHOCTH» OT § aBrycra 2001 roma Homep
128-®3 (ITpunst ['ocynapcreennoit Jymoit 13 utonst 2001 roxa).

12. Kaknmu rocynapCcTBEHHBIMU NMPAaBOBBIMU JTOKYMEHTAMH ONPEIEISAIOTCS AEUCTBUS
10 3aIMTe MHPOPMAIIUN OT HECAHKIIMOHHUPOBAHHOTO JOCTYIIA.
13. Onpenenure poiab U Mectro PDenepasbHON CiIyKObl 1O TEXHUYECKOMY U

skcriopTHOMY — KoHTpoio  (DCTOK, www.fstec.ru), sBistomieiicss MpaBONPEeMHHKOM
I'ocynapctBenHoi TexHHueckor komuccuun npu Ilpesunente Poccuiickoit  ®enepanun
(www.infotecs.ru/gtc/)


http://dvabop.narod.ru/docum/xartia/xrt.htm
http://www.infotecs.ru/gtc/

14. KakoBbl OCHOBHBIE HampaBlieHUs JeATeNbHOCTH DeaepanbHOro areHTCTBa
NpaBUTENLCTBEHHON cBsisu U uHpopmarmu (PATICU — www.fagci.ru) B rocymapcTBeHHOM
CUCTEME 3aIIUThI UH()OPMALIUH.

15. KakoBel OCHOBHBIE HampaBieHus naesTenbHocTH «CoBera be3omacHocTh
Poccuiickoit denepanum».
16. 3HaveHue 3akoHa «O0 ydyacTuu B MeXKIyHApOAHOM HH(DOPMAITMOHHOM OOMEHE» OT

4 nronst 1996 rona Homep 85-@3 (npunar ['ocynapcrsennoit Jlymoii 5 utons 1996 roga) B anoxy
[J100aMbHBIX KOMMYHUKAIIUA.

17.  PaccmoTpuTe 3aKOHONPOEKTHI U CYIIECTBYIOIIYI0 HOPMAaTUBHO-IPABOBYIO 0a3y 1o
BOIIPOCaM AJIEKTPOHHOrO Ou3Heca W JoKyMeHToobopora. Kakum oOpa3zom obecrieumBaroTcs
NPaBOBBIC YCIIOBHSI HCIIOJIb30BAHUS AJIEKTPOHHONH LU(GPOBOM TMOAMUCH B DICKTPOHHBIX
JIOKYMEHTaX COIIaCHO 3aKOoHY «O0 31eKkTpoHHOH 1udpoBoi mognucu» Ne 1-O3 (mpuHsATOMY
['ocymapcrennoii lymotii 13 nexadpst 2001 roga).

18. [ToznakombTech co craThsiMu Kozekca 00 aIMUHUCTPATUBHBIX IPABOHAPYILICHUSX
1o npobjaemMaM npaBoOHApYIIEHUH B obnacTu cBsi3u U nHdopmanuu (I'masa 13).

19. N3yuute cratbu YromoBHOTO Kojaekca Poccuiickoit denepanuu (pemaknus ot 14
mapta 2002 roma) mpeaycMaTpUBAIOUIUME YTOJOBHYIO OTBETCTBEHHOCTh 3a KOMITBIOTEPHBIC
MPECTYIICHUS.

20. I'naBa 28 «[Ipectymnenus B cdepe KOMIBIOTEPHON HHPOPMAIIUNY», TPU CTATHU:

21. cTaThs 272. HempaBoMepHBIi 1OCTYI K KOMIBIOTEPHON MH(POpMAIUY;

22. cratbsi 273. Co3znaHue, HCIOJIb30BAHUE M PACIpOCTPAaHEHHE BPEIOHOCHBIX
nporpamm st 9BM;

23. ctatbs 274. Hapymenue npasmi skcrnyataiuun OBM, cucrembsr OBM nnm ux
CeTH.

24. ITo3snakombTech co cratbsiMu YK P® mop neiicTBHE KOTOPBIX MOTYT MOMNanaTh

IPOTUBOIPABHBIE JESIHUS, COBEPILLICHHBIE C UCIOIb30BAaHUEM KOMIIbIOTEpa W/miu ceTH. CTaTb —
129, 130, 137, 138, 146, 147, 158, 159, 163, 165, 167, 168, 171, 182, 183, 200, 242, 276, 280, 282,
283, 354.

25. [TpuBenure mpuMepbl CcyJqeOHONM NpPakTUKM B paccMaTpuBaeMoil  cdepe.
Hcnonb3yiiTe MaTepualisl EpUOANYECKOl neyatu, myoiaukanuu B IHTepHeT.

26. Crenaiite 0030p MeXTyHapOIHOTO HH(pOpMamoHHOTOo 3aKkoHOoAaTenscTBRa (CIIIA,
I'epmanuu, BenukoOpuranuu, @panuuu, SSnoHun) B 061acTH 3a1U T HHOOPMALIHH.

27. Paccmorpure mpaBoBoe perynupoBanue cetn MHtepHer B crpanHax EBpomsl,
CIIA, Poccun.

28. [ToznakombTeCh € mporpamMmoit «OnekTpoHHass Poccusi». KakoBbl pe3ynbTaTsl
peann3alnuy JaHHOM IporpaMmsl?

29. OrneHouyHbIe CTaHAAPTHI U TEXHUYeckHe crienndukanui. OCHOBHbIE TOHATHUS.

30. Crannapr MunucrepctBa o6oponsl CIIA «Kputepuu OLEHKH JOBEPEHHBIX

koMmnbroTepHbIX cuctem» (Department of Defense Trusted Computer System Evaliation Criteria,
TCSEC, [TCSEC]) («OpanxeBasi KHUTa») KaK OILIGHOYHBIN cranmapt. Mcropus co3manus u
tekymuii craryc. [lomutuka ©Oe3omacHocTH corimacHo «OpanxkeBoil kHure». Kiaccsl
6e30macHOCTH MH(pOPMALIMOHHBIX CHCTEM IO CTeNeHu aoBepusi OezomacHoctu («OpaHkeBas
KHHUTa»).

31.  Kpachas kHura. MHTeprperanuss KpUTEPHEB OIEHKUA HAJCKHOCTH CUCTEM IS
cereii. Trusted Network Interpretation. 1993. (NCSC-tg-005).
32.  Po3zoBas kaura. IHTEpripeTaus CHCTEMbI YIIPaBICHHS HaIS)KHOM 0a30i1 JaHHBIX B

KPUTEPHSIX OICHKH HAJeKHBIX KOMIBIOTEPHBIX cHCTeM MuHHCTEpCcTBA OOOPOHBI W3 YHUCIA
KPHUTEPUEB OIICHKM HAJEKHBIX KOMITbIOTepHBIX cucteM. Trasted Database Management System
Interpretation of the Trusted Computer System Evaluation Criteria. NCSC, 1991,
(NCSC-TG-021).

33. NudopmanmonHass 0e30MacHOCTh PaCHpEeICHHBIX CHUCTeM. PekoMeHaanuu
X.800 «ApxuTekTypa 0€30MacCHOCTH ISl B3AUMO/ICHCTBHUS OTKPBITBIX CUCTEM.
34. Cneunduxamuss  Internet-coobmectea RFC 1510  «CeteBoii  cepBuc

ayrentudukannu Kerberos (V5)» [Kerb].
35. l'ocymapctBennsie  cranmaptel. [OCT P HMCO/MBK  15408-2002.
Nudopmannonnas texHonorus. Metoasl u cpeactsa obecrieueHust OezomacHoctu. Kpurepuu


http://www.fagci.ru/

OIICHKU 0€30MacHOCTH MH(OPMAIIMOHHBIX TEXHOJOTHH (B PYCCKOSI3BIUHON TUTEpaType OOBIYHO,
HO HE COBCeM BepHO, mMeHyeMblii «OOmme kputepun» -OK). OCHOBHBIC TIOHSATHS U HJICH.
(Mexnynapoansiii crannapt ISO/IEC 15408).

36. I'OCT P UCO/MDK 15408 — «BBenenune u obmasa Mozaeisy. OOmUA Hoaxon K
dbopMupoBaHUIO TpeOOBaHUH U OlleHKe Oe30MmacHOCTH ((DYHKIIMOHATBLHBIC U JIOBEPHSI), OCHOBHBIC
KOHCTPYKIIMK (TTpodmiib 3alUThI, 3aJaHue IO OE30MacHOCTH) TMPEICTaBIECHUsS TpeOOBaHUM
0€30MacHOCTH B MHTEpecax MoTpeOuTenei, pa3paboTIMKOB U OICHITUKOB MPOJYKTOB U CUCTEM
HUT. TpeboBanusi GezomnacHocTH 00bekTa oneHku (OO) mo meromosioruu OOIMIMX KPUTEPHEB
OTIPENIeNIAIOTCS UCXOMs U3 1esell 0e30MacHOCTH, KOTOPhIE, B CBOIO OY€pEb, OCHOBHIBAIOTCS HA
aHanmm3e HazHaueHuss OO W YCIOBUE Cpelbl €ro HCIOJb30BaHHs (Yrpo3, MPEAIoIOKEHHH,
MOJIUTUKU OE30MMaCHOCTH).

37. I'OCT P HCO/MDBK 15408-2 —  «DyHKIIMOHANIBHBIE TpeOOBaHUS
oe3omacHocTry. Kitaccupukamust (QyHKIMOHATBHBIX TpeboBaHui OezomacHocTH «OO0mMUX
kputepreB». Kiaccbl QyHKIIMOHANBHBIX TPeOOBaHUMN, ONKCHIBAIOIINE 3JIEMEHTApHBIC CEPBUCHI
oe3omacHocTH. Kitaccel pyHKIIMOHAIBHBIX TPEOOBAHUH, OMUCHIBAIOIINE MTPOU3BOTHBIC CEPBUCHI
0e30MacHOCTH.

38. 3amuTa JaHHBIX MOJIb30BaTeNs. 3amuTa QyHKIUH 0€30MacHOCTH 0OBEKTa OIICHKH.

39. Knaccel G yHKIIMOHATBHBIX TPeOOBaHUM, UTPAOIIE HHPPACTPYKTYPHYIO POJIb.

40. I'OCT P UCO/MDK 15408-3 — «TpebGoBanus mnoBepus K OE30MACHOCTH.
OcHoBHbIE IOHATHUA U KJIaccuukanus TpedoBaHUii JoBepHUsi OE30MACHOCTH.

41. Ornenka npoduiielt 3anmThl U 3a1aHui o 6e3omacHocTy. TpeOoBaHusI TOBEpHSI K
aTamy pa3pabotku. TpeOoBaHMs K ITaly MOJYYCHHS, MPEACTABICHUS M aHAU3a PE3yJbTaToOB
paspabotku. TpeOoBaHHS K OCTABKE U IKCILUTYaTAIMH, TTOIICPIKKA TOBEPHS

42. OrneHOYHBIE YPOBHU J10BEpUst 0€30MaCHOCTH B «OOIIUX KPUTEPUIX).

43. [Tpodpwm 3amuTel, pazpaboTaHHble Ha OCHOBe «OOmmMxX KpurepueB». OOmme
TpeOoBaHus K cepBUcaM Oe3omacHOCTH. buomerpuueckast naeHTuUKays 1 ayTeHTU(QUKALUS.

44, Bbpuranckuii cranaapt BS 7799 «Ynpasnenue napopmaninoHHONH 0€3011aCHOCTHIO.

[TpakTueckue npaBunay (Code of practice for information security management) [BS7799] u ero
BTOpas dactb BS 7799-2:2002 «Cuctemsl ympaBieHUss WHOOPMAIMOHHONW O€30MaCHOCTHIO -
cneunduKanus ¢ pyKoBOACTBOM IO Hcmoib3oBaHuio» (Information security management systems
- Specification with guidance for use) [BS7799-2] mist npakTHYeCKOTO CO3AaHUs U MOAACPKAHUS
pexxumMa MH(OPMAIIMOHHON 0€30MacHOCTH € MOMOIIBI0 PEryISATOPOB aJIMHUHUCTPATUBHOIO U
poLeaypHOro ypoBHEH. Perynsatopbsl 0e30nacHOCTH U peanu3yeMble UMU Lienu. YeTbipexdazHas
MOJIEeJIb Tpoliecca YIpaBieHUss HHPOPMALIMOHHOM 6€3011aCHOCTBIO.

45. Crannpapt ISO/IEC 17799:2002 «Ynpasnenrne nHGOPMAITMOHHON O€30MaCHOCTHIO
— MH}opMamoHHbIe TEXHOIOTUN».

46. Oenepanbubiii crangapt CIIA FIPS 140-2 "TpeGoBanusi 0€30MacHOCTH IS
kpunrorpaduueckux moaynen" (Security Requirements for Cryptographic Modules) [FIPS140].

47. TpeboBaHusi K NPOU3BOIBHOMY (IJUCKPELIMOHHOMY) YIPABJIEHUIO JOCTYIIOM.
PykoBomsammii  nokymeHT [ocrexkomuccun Poccun «be3onmacHOCTh  MH(POPMALMOHHBIX
texHojoruil. Konrponupyemsiit noctym. Ipoduns 3amute» (113 KI).

48. TpeboBaHust K MNPUHYAUTEIBHOMY (MaHAATHOMY) YIPABIEHHIO JIOCTYIIOM.
PyxoBomsmumit  moxkyment ['octexkomuccuum Poccum «besomacHocTh  HMH(pOpMaMOHHBIX
TexHosoruil. Merounas 3ammuTta. [Tpoduns 3amuten (113 M3).

49. PosteBoe yrpaBiieHre JOCTYIIOM.

50.  MexcereBoe »sKpaHupoBaHue. PykoBojsmume aoKyMeHTH [ocTexkomuccuu
Poccun (Knaccudukanus aBromatuzupoBaHHbIX cucteM (AC) 1Mo ypoOBHIO 3alllMIIEHHOCTH OT
HecankuroHuposanHoro goctyna (HCJ), Knaccudukanus MexxceTeBbIX SJKpaHoB).

51. CuctemMbl aKTHUBHOTO ayauWTa. AHOHUMH3ATOphl. BeIMyck © ympaBieHUe
cepTUHUKaTaMU. AHAIN3 3alUIIEHHOCTH.
52. [Tpodunu 3anuTsl, pa3paboTranHblie Ha ocHOBe «OOUMX KpuTepueny. YacTHbie

TpeOOBaHUS K KOMOHMHALMSAM U MPUIIOKEHUSM CEpBUCOB Oe3omacHOCTH. OneparuoHHbIe
CHCTEMBI.

53.  YacrHble TpeOOBaHUS K KOMOMHALMSAM U MPUIIOKEHUSIM CEPBUCOB O€30MaCHOCTH.
Cucremsl ynpasiieHHs 0a3aMH TaHHBIX.



54.  YacrHble TpeOOBaHUS K KOMOMHALMSAM U MPUIOKEHUSAM CEPBUCOB 0€30MaCHOCTH.
BuptyanbHbie yacTHble ceTH. BupTyanbHble JOKalbHbIe ceTH. CMapT-KapThI.

55. I'apmoHU3UpOBaHHBIE KpUTEpUU EBpOINIEHCKUX CTpaH.

56. Texaudeckas crneuudukanus «OOOOMIEHHBIH MPUKIATHON MPOrpaMMHBIN
uHTepdeiic cmyxobl 6e3onmacHoctn» (Generic Security Service Application Program Interface,
GSS-API) [GSS-API].

S7. OcHoBHBIC TOHATHA U uaen pekomeHnanuii cemerictBa X.500. X.501 "Ciyx6a
nupekropuii: momenu" [X501] m X.511 "CnyxOa aupekTopuii: aOCTpaKTHOE OIpeaesieHHe
cepsuca" [X511].

58. Kapkac ceptudukatoB oTKpbITHIX KiTrodei. X.509 "Cyx06a qupeKTopuii: KapKachl
ceptudukaToB OTKphITHIX Kitoded u atpudOyroB" (The Directory: Public-key and attribute
certificate frameworks) [X509].

59.  Kapkac ceptuduxaroB arpu0ytoB. [IpocTast u cuibHas ayTeHTHDUKAIHSL.

60. Crnemudukaruu Internet-coobmecta IPsec. Apxurekrypa cpenct 6€30MacHOCTH
IP-ypoBHs1.

61. Cnemudukarmuu Internet-coobmectBa [Psec KoHTekcThl 0Oe3omacHOCTH U
yIpaBJIEHUE KITFOYaMH.

62.  IIpoTOKOJIbHBIE KOHTEKCTHI M MOJUTHKA O€30MaCHOCTH.

63.  OGecneuyenne ayreHTnuHOoCcTH [P-makeroB. OOecneueHne KOH(PHUICHINATBHOCTH
CETEeBOTO TpaduKa.

64. OcHoBHble unen u mnousatus mporokona TLS. Tlporokon mepemaum 3amucei.

[IpoTOKOJI YCTAaHOBJIEHUS COEIMHEHMH M acCOLMUPOBaHHBbIE MpPOTOKOJIbl. IIpuMeHeHue
nporokosa HTTP nan TLS.

65. OO0001IeHHBII PUKIAIHON MPOrpaMMHBIN uUHTepdenc cmyk0bl O€30MaCHOCTH.
OCHOBHBIE TTOHSTHSI.
66. OO0001IeHHbII TPUKIAIHONW MPOrpaMMHBIN HHTepdeiic ciyx0bl 0e30macHOCTH

@OyHKIMM A8 paboTel C¢  ygoctoBepeHusiMH. Co3aHMe W YHMUYTOKEHUE KOHTEKCTOB
6e3omacHocTH. 3amuTa coobuienuii. Jloruka paboTsl monp30Barenei naTepderica 6e30MacHOCTH.

67. Crpyktypa u coaepkanue nokymeHta «llomutuka wHGOpMAIMOHHON
0€30MacHOCTH OpPraHu3alum».

68. Cnyx06a undopmarmonHoit 6e3omnacHoctu opranuzanuu. Cocras, e U 331a4u
CI1y>K0bI THPOPMALIMOHHOM 0€3011acCHOCTH OpraHU3aluy.

69. Ponp crammaptoB u TpeOoBaHHI no uHPOPMAIMOHHON 0€30IacHOCTH
npennpusaTust B opmupoBanuu «llonutuku nHbopMarimoHHON 6€30MaCHOCTH OpTaHU3AI[HI.

70. [TpuHIIMIIBI pacTipeeIeHUs] TOTHOMOYHA.

71. [Tpouenypsl U MeToabl WHGOPMAIMOHHONW OE€30MacHOCTH OpraHM3allh  Kak

cocrasistronie «[lomuTukyn MHPOPMAITMOHHOW OE30MTaCHOCTH OPTaHU3AIUI.
72. [Tpoduin 3amuTHI

73. O0s13aHHOCTH COTPYTHUKOB IO 00€CIIeYeHNI0 HHPOPMAIIMOHHOM 0€3011acHOCTH.

74.  Tlopsanok ycTaHOBJIEHUS pekuMa KoH(UIeHInanbHocTH nHpopmanuu. [lepeuenn
CBEJICHU, OTHOCHMBIX K KOH(HICHIIHATHLHON HH()OPMAIIMH U HE MOIJISKAIINX 3aCEKPCUNBAHUIO.

75. TpeboBanus, npeabsABIsieMble K MPETEHIEHTaM Ha paboTy ¢ KOH(pUACHIIMATBHOMI
nH(popmaIen u K MpeTeHAeHTaM Ha JI0JDKHOCTD CTyK0y HH(POPMAIIMOHHON 0€301acHOCTH.

76.  Tlopsamok oOecreyeHHsT COXPAHHOCTH KOH(MMICHLIMANBbHOM HH(DOpPMALUK IpH

MMOCTOAHHOM HWJIM BPEMCHHOM IPCKpalICHUHN IMOJIB30BATCIIEM OOCTYIIA K KOHCbI/II[eHHI/IaJ'IBHOMy
UH(OPMALIMOHHOMY PECYPCY.

77. Opraau3anioHHbIE MEPBI TT0 00ECTICUCHUIO U TIOIEPKaHUI0 HH(GOPMAIIMOHHON
0€30MacHOCTH B MEPUO]T YPE3BBIYANHBIX CUTYAIIUN.

78. Bunbr nadopmaruu opraHuzanuu, moJieKaniie 3aiure.

79. PermamenTarus qeficTBUI BceX KaTEroOpHii COTPYAHUKOB, JOMYIIEHHBIX K padoTe ¢
WH(OPMAITMOHHBIMU CHCTEMaMHU.

80. CucremMa OpraHU3allMOHHO-PACTIOPSTUTENBHBIX JOKYMEHTOB YUYPEKACHHS IO
BOIpocaM oOecrniedeHust HHHOPMAITMOHHONW 0€30MacHOCTH.

81. [TonmuTrka 6€30MACHOCTH YUPEKICHUS.

82. [Iporpamma 6€30NaCHOCTH YUPEIKICHUS.



IIpunoxenne 2

OueHovHBbIEe cpeCcTBa A5 NPOBeIeHNUs IPOMEKYTOUYHOM aTTecTAlMN
a) [lnanupyemsble pe3yabTaThbl 00y4eHHs U OLIEHOYHbIE CPeACTBA 1JIsl MPOBeIeHUS
NMPOMEKYTOYHOM aTTeCTAIMHU:

Kon
WHJUKaTOpa

NHaukaTop AOCTHIKEHUS
KOMIIETEHIINHU

O1eHOYHEIE cpe€acTBa

YK-8 — Cnoco0eH co3aaBaTh M NMOIEPKUBATH B OBCETHEBHOM KU3HM U B
npo¢eccuoHAIBHOM 1eSITeJIbHOCTH 0e30NacHbIe YCI0BHS KU3HeAeATeTbHOCTH sl
COXpaHeHMs MPUPOIHOH cpebl, 00ecreyeHnsl yCTOMYMBOr0 Pa3BUTHS 00111eCTBA, B TOM
rpo3e ¥ BOSHNKHOBEHHH YPe3BbIYANHBIX CUTYaIlHil 1 BOCHHBIX KOH(IUKTOB

YHUucCJI€ 1Ipu

YK-8.1

AHanm3upyer W HACHTU(UIUPYET
(dakToppl  OMacHOrO0 M BPEIHOTO
BIIUSTHUSL DJIEMEHTOB Cpellbl OOWTaHUS
(TEeXHUYECKHUX CPEJCTB,
TEXHOJIOTHYECKUX IIPOLIECCOB,
MAaTepUaJIOB, 3JaHUW U COOPYKEHHH,
MIPUPOJIHBIX U COIUATBHBIX SIBIICHUMN)

IIpuMepHbIe BADHAHTHI TECTOBBIX
3alaHui.

1. Tpe6GoBanus «OOIUX KPUTEPUEB
IPYIITUPYIOTCS B:

a. Kruaccer

b. Tloakmaccel

C. I'pynmsr

d. Tloarpymrbl

Ilepevens BOMpOCOB /1151 MOATOTOBKH K
3a4eTy ¢ OLeHKOM

1. Tlonstue nHOpMaAITMOHHOM
0€30MacCHOCTH.

2. OCHOBHBIE COCTaBJISIOIINE
MH(POPMALIMOHHON O€30MTaCHOCTH

3. BaxHOCTH M CIIO)KHOCTD MPOOIEMBI
UH(POPMALMOHHON OE30MTaCHOCTH

4. 3akoHOJaTeIbHbIN YPOBEHb
UH(POPMALIMOHHON 6€30MaCHOCTH

5. O0630p poccuiickoro
3aKOHOJATEIbCTBA B O0OJIACTH
nH(}OpPMaLIMOHHON 6€30MacHOCTH

6. IIpaBoBble akThl OOLIETO
Ha3HAYEHUS, 3aTParuBaroIIre BOIPOCH
UH(POPMALIMOHHON 6€30MaCHOCTH

7. O0630p 3apy0OeKHOTO
3aKOHOJIaTeNIbCTBA B obsacTu
nH(pOpPMaLIMOHHON 6€30MacHOCTH

8. OueHouHble CTaHJapThI "
TEXHUYECKHE CTICTIN(DUKAIIIH.

IIpakTH4Yeckoe 3a1aHue

[IpoBecTn ayIuT 3aIMIEHHOCTH CETH
Hactpouts paznuunblie crioco0bl
aBTOpU3allMU Ha BeO-pecypce ¢ yueToM
IIOCTaBJICHHBIX 3a/1a4

KomMmniexkcHoe 3aganue

ObecneunTs 3aUTy HHPOPMAITIH
JIOKYMEHTOB Pa3JINIHOTO THTIA
(IOCTYITHOCTD, IIEIOCTHOCTH,
KOH(PHUACHITMATHHOCTD) OT BBISIBJICHHBIX
yrpo3 MpeaMETHON 001acTu

VK-8.2

BousiBiissier mpo0OiiemMbl, CBSI3aHHBIE C
HapyLICHUSIMH TEXHUKU 0€30MacHOCTH
Ha paboueM MecTe; TpeasaraeT

IIpuMepHbIe BADUAHTHI TECTOBBIX
3alaHui.
1. Vkaxxute HEKOPPEKTHOE OIpEACIICHNUE




Kon
WHUKATOpa

Nunukatop A0CTHXKEHUS
KOMIICTCHIINN

OueHoYHbIE CPEACTBA

MEpONPUATHSAX MO TPEAOTBPAIICHUIO
YpE3BbIYANHBIX CUTYaLINI

Hapymutens Ub:

a. (usnyecKoe IUIo, CITYIaHO WIN
NpeHAMEPEHHO COBEPIIAOIIEE
JIEUCTBUS, CIIEJICTBUEM KOTOPBIX SIBIISETCS
HapyIeHne 0e30MacCHOCTH HHPOPMALIUU
pu ee 00paboTKe TEXHUIECKUMU
cpeacTBaMu

b. (bu3nYecKoe UM IOPUANIECKOE
JIMIIO, CITy4ailHO COBEpILAIOIICe
JIWCTBUS, CIIEJICTBUEM KOTOPBIX SIBIISETCS
HapyIeHne 0e30MacCHOCTH HHPOPMALIUU
npu ee 00paboTKe TEXHUIECKUMU
cpeacTBaMu

C. 3TO JIUIO0, HPECANPUHABIICE
TIOTIBITKY BBITIOJTHEHHUS 3aTPEIICHHBIX
oreparuii (IeiCTBHiA) 10 OmMOKe,
HE3HAHUIO WM OCO3HAHHO CO 3JIbIM
YMBICJIOM (M3 KOPBICTHBIX HHTEPECOB)
i 6e3 TaKOBOTO (pajy UTPHI WIH
yIIOBOJIBCTBUS, C LEINBIO
CaMOYTBEP)KACHHUS U T.I1.) U
UCTIONIB3YIOMIEE ISl 3TOTO Pa3InYHbIC
BO3MOXXHOCTH, METOJIbI M CPE/ICTBA

IlepeyeHb BONPOCOB /IVIl NOATOTOBKH K
3a4eTy C OLeHKOM

9.  OcHoOBHBIE OIIPEICTICHUS U KPUTEPHUH
KJIacCCU(PUKALINH YTPO3

10. HawubGonee pacrpoCcTpaHEHHbIE
YTPO3bI JOCTYITHOCTH

11. BpemonocHoe MIPOrpaMMHOE
oOecrnieueHue

12. OcHOBHBIE YrpO3bI LEIOCTHOCTH

13. OcHoBHBIE yTPO3bI
KOH(UICHIIMATEHOCTH

14. Vnentudukauus v ayreHTUUKALINS
15. VYmnpaBneHnue noctynom

16. PoneBoe ympaBieHUE TOCTYIIOM

17. TIpoTokonupoBaHUE U AyJUT

18. Iludposanue

19. DxpanupoBanue

20. Knaccudukarus MEXKCETEBBIX
9KpaHOB

21. AHanm3 3amyImeHHOCTH

22. JlocTymHOCTh

23. OTKa30yCTOWYMBOCTH M 30HA PHCKa
24. Kpuntorpadus

25. BpemonocHoe IPOrpaMMHOE
obecrneucHue.
26. Ilytm IIPOHUKHOBEHUS
BPEIIOHOCHOTO POTPaMMHOTO
obOecreyeHus.

27. CnocoObl 3alUThI OT BPEIOHOCHOTO




Kon
WHUKATOpa

Nunukatop A0CTHXKEHUS
KOMIICTCHIINN

OueHoYHbIE CPEACTBA

MPOTPaMMHOTO 00€CTICUeHUS

IIpakTHYeckoe 3a1aHue
Pa3paborats Moaenb yrpo3 6€30nacHOCTH
Y HAPYIIUTENS IS PEAMETHON 00nacTu

KomnuiekcHoe 3aianne
Paspabotars niporpamMmy 6€301MacHOCTH
JUTSL IPEeIMETHOM 00J1aCTH

YK-8.3

PazpscHser npaBuia noBeeHus pu
BO3HUKHOBEHUH YpE3BbIYAHBIX
CUTyalUi IPUPOAHOTO U
TEXHOTE€HHOI'O ITPOUCXOXKICHUS;
OKa3bIBaeT MEPBYIO IOMOIILb,
OIMCHIBAET CIIOCOOBI y4acTus B
BOCCTAHOBUTEJIHBIX MEPOIIPUSTUAX

IIpumMepHbIe BApHAHTHI TECTOBBIX
3aJJaHUHA.

2. YTo ABIISIETCS LIENBIO 3alIUTHI
uHpopmManun?

a. 3amuTa HHPOPMAIMH OT YTEUKH

b. xenmaeMblil pe3yabTaT 3alUTHI
uHbopmauu

C. 3amuTa HHOOPMAIMH OT yTPATHI

d. mpenoTBpalieHHe YTPAThl U YTECUKH
KOH(UACHIIMATLHOU WH(OpMAITUN

IlepeyeHb BOMPOCOB /i MOATOTOBKH K
3a4eTy ¢ OLleHKOM

28. OCHOBHBIC MTOHSATHS
aJIMUHUCTPATUBHOTO YPOBHS
MH(POPMaIIMOHHOM 06€301MaCHOCTH

29. TlonuTuka 6€30MacHOCTH

30. IIporpamma Ge30MacHOCTH

31. CunxpoHHU3aIUs IIPOrpaMMBbI
0C30MaCHOCTH C JKU3HCHHBIM IUKIIOM
CUCTEM

IIpakTH4Yeckoe 3a1aHue

BoccTranoButs ynaneHHyto HH(pOpMaInio
VY nanuth uHGOPMALIUIO C 3alaHHBIMU
rnapameTpamu

IIpoTHBOCTOATH pacpoCTpaHEHHBIM
crioco6aM HH(POPMAITMOHHOTO
MaHUIYJIUPOBAHUS

KomnuexcHoe 3axanmne
[IpuMeHATH cienuanu3upOBAHHOE
porpaMMHoOe oOecrieueHue s
COXpaHEHUs KOH(DUIEHIINATbHOCTH
uH(pOpMaIMU: XpaHEHUE Mapoei,
ynajaeHue nHpopMaluu, COKpbITHE
uH(pOopMaIu

OIIK-3 — cnnoco0eH pemiaTh CTaHAAPTHBIE 3212491

npo¢eccCuOHAILHOM AeSITeJIbHOCTH HA

OCHOBe HH(OPMaNMOHHOK M OubIMOrpadguueckoil KyJbTyphbl ¢ IPUMEHEHHEM
HHG(OPMALNOHHO-KOMMYHHUKAIMOHHBIX TEXHOJIOIMI M C Y4eTOM OCHOBHBIX TPeOOBaHUI
HH(}OpMaOHHON 0€30IIaCHOCTH;




Kon
WHUKATOpa

Nunukatop A0CTHXKEHUS
KOMIICTCHIINN

OueHoYHbIE CPEACTBA

OIIK-3.1

Hcnonp3yeT MNpUHIMIBL, METOABl U
cpencTBa uH(GOPMAMOHHOU u
oubnuorpaguuecko KyJabTypbl IS
pelieHus CTaH/IaPTHBIX 3aaq
npodeccuoHanbHOM 1€ATEeNbHOCTH C
UCIOJIb30BaHUE
MH(OPMALMOHHO-KOMMYHHUKAIIHOHHBIX
TEXHOJIOTHI

IIpumepHbIe BApHAHTHI TECTOBBIX
3aJJaHUHA.

1. Yro Takoe 3amuiaemas nuapopmanus?
a. nro0ast mHopMaIys, KoTopas
nosiBisiercs B CMU

b. nH(bOpMaLIHS, KOTOpas TOJICHKUT
3allUTE B COOTBETCTBUU C TPEOOBAHUSIMHU
MIPABOBBIX IOKYMEHTOB U 00s13aTEIHLHO
OTHOCHTCSI K TOCYAapCTBEHHOM TaiiHe

C. nHbOpMALIHS, ABISIOMIASICS
peaIMeToM COOCTBEHHOCTH U
MOJIISKAIIAs 3aIIUTE B COOTBETCTBUU C
TpeOOBaHUSMU MPABOBBIX JOKYMEHTOB
WA TPeOOBAaHUSMU, YCTAHABINBACMBIMH
coOCTBEeHHUKOM MH(OpMaIuu

Ilepeyens BONPOCOB /11 NOATOTOBKH K
3a4eTy € OLeHKOI

32. Tlonsarwue uH(OpPMAITMOHHOM
0€30MacCHOCTH.

33. OcHoOBHBIE COCTAaBJISOLIIIE
MH(POPMALMOHHON O€30MTaCHOCTH

34. BaxHOCTh M CJIOKHOCTH MPOOJIEMBI
MH(POPMALMOHHON O€30MTaCHOCTH

35. Tlompaznenenus TEXHUYECKON
3aIUThl HHQOPMAITUH.

36. Mecto u poJib
anmapaTHO-ITPOTrPAMMHBIX CPEICTB
3aIUTHI.

37. TpeboBanus PYKOBOJSIINX
JOKYMEHTOB K  CpEACTBaM  3aIIHUThI
MH()OPMAIIHMKA OT HECAHKIIMOHUPOBAHHOTO
JIOCTyTIA.

IIpakTHYeckoe 3a1aHHe

3amuTUTh UHOOPMALIHIO: TTapOJIb,
Kpunrorpadusi, creranorpagus
Paccbuika cooOIeHnit ¢ coxpaHeHHeM
KOH(PHUACHITMATBHOCTH aapecara
CdhopmupoBaTh naposb ¢ 3alaHHBIMU
KpUTEPUSIMH YCTOHYMBOCTHU

Paccuntarh ycTONYMBOCTD NApOIIS

OIIK-3.2

Pemmaer CTaHJIapPTHHIE 3a/1a4n
MpopECCHOHAIBHON ~ JIEATEITLHOCTH €
y4eTOM OCHOBHBIX TpeboBaHUt
nH(pOpPMaIMOHHOM 6€30MMacHOCTH

IIpumepHbIe BApHAHTHI TECTOBBIX
3aJaHM.

2. Uto Takoe 6e301acHOCTh JaHHBIX?

d. JTO COCTOSIHUC XPaHHUMBIX,
o0pabaThIBaeMbIX U MEPEIaBaACMbIX
JAHHBIX, TP KOTOPOM HEBO3MOXKHO UX
CIy4aifHOE WK TIpeTHAMEPEHHOE
MOJTyYeHUE, H3MECHEHHE HITH
YHHUTOKEHUE

b. 9T0 cocrosiHME XpaHUMBIX,
00pabaTbIBaeMbIX U IepelaBacMbIX
JTAHHBIX, P KOTOPOM HEBO3MOXKHO HX




Kon
WHUKATOpa

Nunukatop A0CTHXKEHUS
KOMIICTCHIINN

OueHoYHbIE CPEACTBA

CIIy4ailHOE UCKAXKEHUE

C. 3TO COCTOSHHC XPAaHHUMBIX,
o0pabaThIBaeMbIX U IE€pPe1aBaeMbIX
JTAHHBIX, TPU KOTOPOM HEBO3MOXKHO MUX
IIPEHAMEPEHHOE MOJIyYEHNE, U3MEHEHUE
WA YHUUYTOKEHUE

d. cocrosiHUE 3aNIUIIEHHOCTH
HallMOHAIBHBIX UHTEPECOB PD BO BCex
cdepax 4eIoBeuecKoi 1eaTeIbHOCTH

IlepeyeHb BONMPOCOB /ISl MOATOTOBKHU K
3a4eTy ¢ OLEHKOMI

38. OOHapykeHHE CETEBOM aTaKH.

39. CnocoObl obecnieueHust 0€30mMacHON
pabotel B UHTEpHET.

40. IlpuHIUIB (byHKIMOHUPOBAHUS

OpaHaMay’pOB.

41. Ilepeuenn MH(POPMALIMOHHBIX
peCypcoB, OISKAIINX 3aIUTE.

42. OcHOBBI 0e30MacHOCTH

web-pecypcos.

43. CmocoObl  3amuThl  (aiiJioB  OT
IIOCTOPOHHETO JIOCTYTIA.

44. DproHOMHYECKHME U HOPMATHUBHbIE
TpeOOBaHUS K OpraHu3aluu padbodero
MecTa M0JIb30BaTeNs




Kon
WHUKATOpa

Nunukatop A0CTHXKEHUS
KOMIICTCHIINN

OueHoYHbIE CPEACTBA

IIpakTnyeckoe 3ajanue

Haiiti Hapy1ieHns: HOpMaTUBHBIX
IPaBOBBIX JOKYMEHTOB B IIPEAJIOKEHHBIX
3a/laHusAX:

- PEIoCT 3aIncH, coleprKaleit
oJ100peHne HapyIIeHne
3aKoHOoJaTeNnbcTBa PD;

- CKQUMBaHUE «B3JIOMAaHHBIX» IIPOTPAMM;
- pacchlIKa CIaMa;

- IOKYIIKa MUHU-BUIE0KaMEPBbI;

- YCTaHOBKA MPOrpaMM MPOCITYIIKH Ha
TesneoH Cynpyry, peOeHKy;

- HCIOJIb30BAHUE JIOCTYIIA B UY)KYIO
COLIMAJIbHYIO CETh (TMIOACMOTPEIT apoib,
HE pa3JIOrMHUIICS T0JIb30BATEINb U JIp.)

- IpocMOTp uy»xkoi noutsl. [logobpare
TpeOOBaHUS CYIIECTBYIOLIETO
3aKOHOJATENbCTBA K CUTYaLUsAM:

- paboTozareib TpeOyeT MPOXOAUTh
JETEKTOP JKU COTPYAHUKOB MOCIE
MHIUJCHTOB Ha NPEANPUATHH;

- pabotoaatens TpeOyeT COOOIUTh
CBEJICHUS O JI0X0/1aX BCEX WIEHOB CEMbH
paboTHUKA;

- TI0JIB30BATEIb BOILIEN 10 YYETHON
3aMUChIO JIPYroro padOTHUKA JIJIst
BBINOJIHEHHS TPO(ECCHOHANIBHBIX 3a/1a4;
- I0JIb30BATENb 3apa3ui padbouyro
CTaHILIMIO BPEJOHOCHOW ITPOrpaMMOii,
HCIIOJIb3YS CBOM (pieri-HOCUTENb
(BapuaHT | — yMBIIIJICHHO, BAPHAHT 2 —
HEYMBIIIJIEHHO)




0) [Hopsinok nMpoBeeHUsI MPOMEKYTOYHOM ATTECTAIMH, IOKA3aTeJ M U KPUTEPHH
OLICHUBAHMUS:

[TpomexxyTouHast aTTecTanus 1o auciuiumne «MHpopmamonHas 6€30macHOCTbY
BKJIIOUAET TEOPETUYECKUE BOMIPOCHI, MTO3BOJISIONINE OLICHUTh YPOBEHb YCBOCHUS 00YUaIOUTUMUCS
3HAHWA, U PAKTUYCCKUE 3aJaHHsI, BBISBIISIONINE CTENIEHb CPOPMUPOBAHHOCTH YMEHHN U
BJIQJICHUH, IPOBOAUTCS B (hOpMe 3a4eTa ¢ OLICHKOM.

3ayer Mo JAHHOM JUCHUIUIMHE POBOAMUTCS B YCTHOH (popMe 1O 3a4eTHBIM OusieTam,
K]l U3 KOTOPBIX BKIIFOUAET OJIMH TEOPETUYECKUI BOIIPOC U OJJHO MPAKTHUYECKOE 3aJaHHE.

Iloka3aTeiu U KpUTEPUH OLIEHMBAHUSA 324eTa C OLIEHKOM:

«OTIUYHO» — OLIEHKA 3HAHUN CTYJE€HTa, KOTOPBI CBOOOHO BIIa/ICET:

1) NOHATHITHO-TEPMUHOJIOTHYECKON 0a301 AUCIUILTUHBI M 3HAET 3HaUeHHe Hanboee
4acTO UCIIOJIb3YEMbIX a00peBUATYP;

2) 4eTKO YBSI3BIBAET TEOPETHUUECKOE MO3HAHUE NUCIMIUIUHBI C PeaTbHON MPAKTUKOM;

3) 3HaKOM C HIMPOKHUM KPYTrOM JINTEPATYPHBIX UCTOUYHUKOB, 3HAET, IJI€ UX JI0CTATh,
XOpOIIO pa30upaeTcsi B ICTOPUU CTAHOBJICHUS IUCLUUIUIMHBI, B OLICHKE €€ TEKYILEro COCTOSIHUS U
MEPCIEKTUB €€ Pa3BUTUS;

4) MOJIHOCTBIO BJIaJI€ET MAaTEPUAJIOM MPAKTUYECKOTO 33/1aHUS, YETKO U apryMEHTUPOBAHO
3alUIIACT €€ MOJOKHUTENbHBIE PE3yIbTaThl, 000CHOBAHO KOMMEHTUPYET U OOBSICHSIET
JOTYIIIEHHBIE HEJ0YETHI.

«XOopo110» — OIIEHKA 3HAaHUM CTYJIeHTa, KOTOPbIN BIaJECET
MOHSATUHHO-TEPMUHOJIOTUYECKON 0a3011 AUCIUIUIMHBI, MOXKET YBS3aTh TEOPETUUECKOE TTO3HAHUE
JTUCIUILIMHBI C PeabHOM MpakTUKoi. Brageer MaTepuanoM npakTU4eckon padoThl, MOKa3al
CIIOCOOHOCTH K OOBSICHECHHIO CMEICIA OCHOBHEBIX ITOJIOXKCHUIA,

«Y 1OBJIETBOPUTEIHLHOY — OIICHKA 3HAHUI CTY/IEHTa, KOTOPBIN B OOJbILEH YacTH BiIaJeeT,
¢ HEOOJIBIIUMU U3BSTHAMH, TOHATHIHHO-TEPMUHOJIIOTUYECKOW 0a301 TUCIIUTUITMHEI, HMEET
MIPEJICTaBICHUE O BHYTPEHHEW JIOTHKE AUCUHUIUINHBI, IPEACTaBICHHON B BUJIE Y4eOHOM
nporpammel, Biraseer, Ho HEYBEpEHHO, MaTEPUAIIOM IIPAKTUYECKOIO 3aJaHMS.

«HeynoBneTBOpUTENbHO» — OLIEHKA 3HAHUM CTYJIEHTa, KOTOPbIN HE BIaJCET
MOHSATUHHO-TEPMHUHOJIOTUYECKON 0a30¥ AUCIIUIUIMHBI U MAaTEPHAIIOM MTPAKTUYECKOTO 3a/TaHHUS.



