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1.esn ocBOEHUST M CHUNJIMHBI

OOmieii 1enpro JUCUUIUIMHBL «MeTopl MOHUTOPUHTa WH(POPMALMOHHONW 0€301MacHOCTH
aBTOMAaTU3UPOBAHHBIX CUCTEM» SBJISIETCS IOBBIIIEHUE HCXOMHOTO YPOBHS BIIAJCHHUSA
MH(POPMALMOHHBIMU TEXHOJIOTUSMH, JOCTUTHYTOTO Ha MPEIbIyIIei CTyneHn 00pa3oBaHusl, U
OBJIaJieHHe OOYy4aroIMMKCA HEOOXOIUMBIM U JOCTAaTOYHBIM YPOBHEM NPO(ECCHOHAIBHBIX
KoMIleTeHIIMiI B coorBercTBUM ¢ TpeboBanuamu OI'OC BO 1o cnenuaibHOCTH
«HpopmanronHas 6e30MacHOCTh aBTOMATU3UPOBAHHBIX cucTeM». CrieluaabHbIMU LEISIMHU
JUCLUIIIIUHBI «Metopl MOHMTOpPHHIA UH(POPMAITTOHHON 0e30macHOCTH
aBTOMATU3MPOBAHHBIX CUCTEM» SBIIIOTCS: H3YyYUTh apXUTEKTypy, (DyHKIMH, METoAbl MU
QITOPUTMBI, OPraHU3ALUOHHYIO CTPYKTYpYy, TEXHOJIOTMM CO3JIaHUSI M TOTOBBIE alllapaTHo-
IpOrpaMMHBIE ~ PELIEHUs CHUCTEM  MOHHUTOPMHIA  MH(POPMALMOHHOW  0€30MacHOCTH
aBTOMAaTU3HPOBAHHBIX CUCTEM; HAYUUTCS IPUMEHSTH B IPOMBIIIEHHOCTH U CETEBBIX Cpelax
CHCTEMBbl YIpaBJICHUS COOBITMAMU HMH(OPMALMOHHON 0€30IaCHOCTH aBTOMATHU3UPOBAHHBIX
CHCTEM; BBITIOJHATD ayUT HHPOPMAITMOHHON 0€30MaCHOCTH WH(POPMALIMOHHBIX CHCTEM.

2.MecT0 IUCHUILIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOH MPOrpaMMbl CIIeNHAINCTA

Jucuurimza «MeTtobl MOHUTOPUHTA nH()OpMAITMOHHON 0€30MacHOCTH
aBTOMATH3HPOBAHHBIX CHUCTEM» BXOIUT B BapHaTUBHYIO YacTh Oyoka Nel oOpa3oBaTerabHOM
IIpOrpaMMBEI.

Jns  u3ydeHWs  JAMCUUIUIMHBI  HEOOXOAWMBI  3HAHMS, YMEHUS U HaBBIKH,
chopMUpOBaHHBIE B peE3yJbTaTe OCBOEHHUS Mpenblaymux AaucuumiuH «Mudpopmarukay,
«Opranmzaiyss OBM u BBIMHCIUTENBHBIX cUCTeM», «TexHuueckas 3ammra UHQOpMAILUN»,
«IIporpammHoO-anmapaTHble cpeiacTBa oOecredyeHrus HH(POPMALMOHHONW Oe30macHOCTHY,
«MogenupoBaHue CHUCTEM U TMPOIECCOB 3alIuThl  UHpOpmanum», «be3onmacHocTb
ONEpaIMOHHBIX  CUCTeM», «MeTonpl  BBISBICHUS  HapylleHud  UHGOPMAIMOHHOMN

6C3OHaCHOCTI/I, arTccTanus AI/IC», «TexHomorus MMOCTPOCHUA 3alllUIICHHBIX
pacnnpeaciCHHbIX HpHHOX(CHHﬁ)), «MeToanl MPOCKTUPOBAHUSA 3alIMIICHHBIX PaCpEaCICHHBIX
I/IH(I)OpMaLII/IOHHLIX CUCTEM», ((OpPaHH3aLII/IOHHOC n IMpaBOBOC obecrieucHue

nHopmarmonHor  6e3omacHocTH», «CeTH ® CHUCTEMBI Tepemaaud  HUH(popMaIum,
«Texuuueckass 3ammura wuHPopMamum», «OCHOBBI HHPOPMAIIMOHHOW O€30MacCHOCTHY,
«bezonacHocTh ceTelr DBM».

JlaHHasT JUCHMIUIMHA HEOOXOAWMa JJs TOCJEAYIONIEr0 YCIEIHOTO BBITOTHEHUS
HAy4YHO-HMCCIIEIOBATEILCKON PabOThI, IPOXOKIEHUS TOCYIAPCTBEHHOW MTOTOBOM aTTECTAIUH
u BeinojiHeHus: BKP.

3. Komnerenuuu ody4arouierocsi, popmMupyembie B pe3yJbTaTe OCBOCHUSI TUCHMILINHBI
(MoayJsisi) ¥ IVIAHUPYeMble pe3yJibTaTbl 00y4eHu sl

CTpyKTypHBI

PIIEMEHT [1nanupyemble pe3yapTaThl 00yUeHUs

KOMIIETEHIIUU

[TK-15. CnocoOGHOCTBIO y4acTBOBAaTh B MPOBEJICHUH AKCIIEPUMEHTAIIBHO-

MCCICIOBATCIIbCKUX pa60T npu CCpTI/I(I)I/IKaI_[I/II/I CpCACTB  3allUTHI I/IH(bOpMaI_II/II/I
ABTOMATU3UPOBAHHBIX CUCTEM

3HaTL: - CHOCO6BI OpFaHI/IBaHI/II/I aBTOMaTI/I3I/IpOBaHHLIX CHUCTECM,
- MOJIXOABI K IMPOBEACHUIO CepTH(UKAIMK CPEACTB 3alIUThl MH(POPMAIUMOHHOM
0C30ITaCHOCTH;

VYMETh: |- COCTaBISATh pPErVIAMEHT  HCIBITAHHM  CPEACTB  3allMThl  MH(POPMAIUH]
aBTOMaTI/I3I/IpOBaHHBIX CHCTEM,

Bnagets| - HaBBIKAMH TNPUMEHEHHUS crenuanusupoBanHoro I1O mus  mpoBeacHHs

: MEPONIPUSITHA  TIpU  CepTU(HKAIMKU  CPEACTB  3alIMThl  WHGOpMaLuy




CTpyKTypHBIii
AIIEMEHT [1nanupyemsle pe3ynbTaThl 00y4eHUsS
KOMIETECHIINH
[ABTOMATH3MPOBAHHBIX CHCTEM;

[1K-17. CHocoOHOCThIO MNPOBOAUTH HHCTPYMEHTAJIbHBIM MOHUTOPHHI 3alllMLIIEHHOCTH
MH(pOpPMALIMU B aBTOMaTU3UPOBAHHON CUCTEME U BBISBIATH KaHAJIbl YTEUKH MH(OpMalUU
3HATh: |- MEpPEeYeHb HWHCTPYMEHTOB JUISI TPOBEACHUS MOHUTOPWHTA 3alIMICHHOCTH
MHGbOpMaIU;

- 0a30BbIf  (YHKIMOHAT WHCTPYMEHTOB [UIS TPOBEICHHS MOHHUTOPHHTA]
3alMIEHHOCTH HH(pOpMalny;

YMeTb: |- TpUMEHSATh TEXHUYECKHE CpEeACTBA JUIA  TPOBEACHHS  MOHHTOPHHIA]
0ECTIPOBOJHBIX CETEH;

- IPUMEHSTHh TEXHUYECKUE CPEACTBA JUIS MPOBEICHUS MOHHTOPWHTA IPOBOIHBIX
ceTel NOCTPOEHHBIX HA OCHOBE HEYNPABIIEMbIX KOMMYTAaTOPOB;

BrnaneTs | - HaBpIKaM# pabOTHI C CIIEIHATU3UPOBAHHBIM MTPOTPAMMHBIM 00ECTICUCHUEM JUIsI
: MPOBEIEHUS] MOHUTOPUHTA 3alIUIIEHHOCTH MH(OpMaIMM B aBTOMaTU3UPOBAHHOMH
cucTeme;

[1K-24. CnocobHocTeio obecrieunth 3(pdexTrnBHOE MNpUMEHEHHEe WH()OPMAIMOHHO-
TEXHOJIOTMUECKHUX PECYpCOB aBTOMATHU3UPOBAHHOM CHCTEMBI C ydeToM TpeOoBaHUM
MHPOPMAIIMOHHOW 6€30aCHOCTH

3HaATh: |- METOJIBI MOBHIIICHUS YPOBHS O€30MACHOCTH 3a CUET HACTPOWKH IMpaB JOCTYIIA K|
ecypcaM aBTOMATU3UPOBAHHOM CHCTEMBI;
YMeTh: |- BBITIOJIHATH paOOTHl MO ONTHMM3AIMK CXEM YIIPaBJICHHUS aBTOMATHU3MPOBAHHOM
CHCTEMOM;

- BBIABJISATH Y3716l aBTOMATU3MPOBAHHOW CHUCTEMbI, He OOeCIeUYMBaOLIUe
TpebyeMbIil YpOBeHb HH()OPMAITMOHHON 0€3011aCHOCTH;

BrnaneTs | - HaBbIKAMU ONPEAEICHUsT BOBMOXKHBIX BEKTOPOB aTaKH Ha aBTOMAaTH3UPOBAHHYIO
: CUCTEMY;

[ICK-7.3. CnocoOHOCTBIO  MPOBOAUTH  ayJUT  3ALIMIIEHHOCTH  HMH(OPMAIMOHHO-
TEXHOJIOITMUYECKHUX PECYPCOB paclpeieIeHHbIX HH(POPMALIMOHHBIX CUCTEM

3HaTh: |- CHOCOOBI TMONyuyeHHs WHGPOPMALUMU O BHYTPEHHEH CTPYKType HCCIeayeMOit
[pacrpeileNIEHHON CUCTEME;

-HanOosee pacrnpoCTpaHEHHBIE TOYKM JUIS HECAHKLIMOHHMPOBAHHOTO BXOJa B
acIpeeNIEHHYI0 CHCTEMY;

YMeTb: |- IPOBOJAUTH aHAIU3 YSI3BUMOCTEN paclpeneIEHHON CUCTEMBI,

- IO0JIy4aThb HECAHKIMOHUPOBAHHBIM JOCTYH K pecypcaM pacHpeneiIeHHOM
CHCTEMBI;

HaBbIKAMU NPOTHUBOJCHCTBUS BHEIIHMM aTakaM Ha pacHpeAeSCHHYIO
MH(POPMALIMOHHYIO CETh;

Brnanets

4.CTpyKTYypa M coJep:KaHue JUCHUNIMHBI «MeToabl MOHMTOPHHIA UH(OPMALMOHHOM
0€301aCHOCTH ABTOMATU3HPOBAHHBIX CHCTEM»

OO0mas TpyI0eMKOCTh JUCHHUIUINHBI COCTABISET 5 3a4eTHbIC equHUIbI 180 yacoB:
— KOHTaKTHas pabora — 89,2 akaj. 4acosB:

— ayIuTOpHAasi — 85 aKaJl. 4acos;

— BHeayauTopHas — 4,1 akaJ. 4acos;

—caMocCTosTeNbHas paboTa — 55,3 akaj. 4acos;

— MOJTrOTOBKA K K3aMeHy — 35,7 akajl. 4acoB

— BUJI aTTECTAIUN — 3a4ET, DK3aMCH



AyTMTOpHAas KOHTAaKTHAas ®opma  Tekymero  koHtpouss | Kox u
P s | pabota CamocrosiTesibHa B i paG YCTICBAaEMOCTH H | CTPYKTYpHBIii
a371e]T AUCIUIIINHBI 3 et | mpaxe [maG, |4 paGota UJI CAMOCTOSITENIEHOH pabOTHI TPOMEIKyY TOHHOI aTTECTaLIH SIEMEHT
u a pabora KOMIIeTCHITUI
Monyins 1. Beenenne B MonuTopusr AC
Tema. 1.1. Apxurekrypa u (yHKUMM CHCTEM MOHHTOpPHUHTa HH(OpMAIMOHHOH |8 |2 2/1,5 2 2,1 Ilogbop,  omucaHue,  SKCIEPTHAs | CEMMHAPCKOE 3aHATHE; TIK-15 3yB
0€e30IMacHOCTH. olleHKa caiiToB MHTepHerT, pa3paboTka TIK-17 3yB
TJI0CccapHsl K TEME. TIK-24 3yB
TICK-7.3 3yB
Tema 1.2. MoxynbHbl NPUHIMI I[OCTPOCHUS CHCTEeMBI HH(OPMAIMOHHOH |8 |3 3/1,5 3 3 Ionbop,  ommcamme,  okcmeprHast | Cemunapckoe 3amsrtue, ycrusli|IIK-15 3y
6€30MacHOCTH. oreHka caiitoB MHTepHeT, pa3paboTka | onpoc TIK-17 3yB
roccapys K TeMe. T1K-24 3yB
TICK-7.3 3yB
Monyinb 2. Monutopunr b AC
Tema 2.1. Unentudukauus nonp3oBarene, Tpaduka, TpHIOKESHHH, MPOTOKOIOB U |8 |3 3/1,5 3 3 Co3nanue TECTOBOM AC, ee| Cemunapckoe 3anartue, ycrasii | [1K-15 3yB
CXEM HCIIOJIb30BaHMUs PECYPCOB. KOH(HTyparms. OTcnexuBaHus | OPoC TIK-17 3yB
netictBuii nosnb3oBareneid AC. T1K-24 3yB
TICK-7.3 3yB
Tema 2.2. OrpaHuueHue JOCTylla W HCIIOJIB30BaHHS pecypcoB Ha ypoBHe|8 |3 3/1,5 3 4 Koudurypanus mnpas mosp3oBarelneid TIK-15 3yB
MOJIB30BATeNs, MPOTOKONA, CepBHCAa M INpWIOKeHUs. M3omiuus mosib3oBarenei, AC TIK-17 3yB
CEpPBHCOB U MPUIIOKEHUIT TIK-24 3yB
TICK-7.3 3yB
Monyns 3. Cpencra Monutopunra Ub AC
Tema 3.1. [IprMeHeHHE ClICNUATM3UPOBAHHBIX AUCTPUOYTHBOB Linux s cozmanus |8 |3 3/1,5 3 4 Tlogbop, omucanue, SKCIEPTHAsS | YCTHBIH OIPOC TIK-15 3yB
APM cucrems! Monutoputra b AC olieHKa caiitoB VIHTepHeT TIK-17 3yB
TIK-24 3yB
TICK-7.3 3yB
Tema 3.2. YcranoBka u HacTpoiika auctpudytusa Kali Linux 2. 8 |3 3/1,5 3 4 VYcraHoBKa U HACTpOiKa AUCTPUOYTUBA | TPOSKTHBIC PAGOTHI. TIK-15 3yB
Kali Linux 2. TIK-17 3yB
TIK-24 3yB
TICK-7.3 3yB
HWroro 3a cemecTp 17 17/9 17 20,1 IpomexyTouHas aTTecTalus
(3a4er)
Monynb 4. AyauT npoBOJHBIX ceTel
Tema 4.1. CriocoObI OpraHu3aLnK 3epKaINPOBaHKs TPAPHUKA. 9 |2 2/1,5 52 Hacrpoiika KOMMYyTaropa Ha | 3aiura npoekTa, ycrHsli onpoc | [1K-15 3yB
3epKAIMPOBAHIE Tpadduka Ha TIK-17 3yB
3alaHHBIN y3el. TIK-24 3yB
3epkanupoBaHue Tpaduka TICK-7.3 3yB
nocpenctBoM ARP-unbekimii
Tema 4.2. Crioco0bI 00HApY)KEHHS yrpo3 IO CETEBOH aKTUBHOCTU 9 13 3/1,5 6 Kongurypuposanue naTepHoB | 3aluTa mpoekTa, ycTHeli onpoc | I[1K-15 3yB
AKTUBHOCTH MpPH IOMOIIM CpPE/CTB TIK-17 3yB
muctpuOytiBa Kali Linux TIK-24 3yB
TICK-7.3 3yB
Monynb 5. Ayaut GecnpoBOHBIX ceTeil
Tema 5.1. ITomyuenne nocTymna Kk O6eCIIpOBOIHOI ceTH 9 13 3/1,5 6 AHanmu3 paffiodyacToT UL BBIABICHHS | 3al[UTa IpoeKTa, yeTHbIH onpoc | [TK-15 3yB
KaHalloB  3aHATHIX uccneayeMon TIK-17 3yB
0OecnpoBO/IHOM  ceThio. BhimonHeHue TIK-24 3yB
aTakl Ha CETh CLEJbI0  MOJIYy4eHUsS TICK-7.3 3yB




xexueiika. [Tonbop xamra.

Tema 5.2. CocoObI IPOTHBOEHCTBHS aTakaM Ha OECIPOBOAHYIO CETh 3 3/1,5 6 AHanu3 akTUBHOCTH Ha PainovacToTax | 3ammra npoexra, yctHsiii onpoc | I1K-15 3yB
3aHATBIX OECIIPOBOIHOI CEThIO TIK-17 3yB
TIK-24 3yB
IICK-7.3 3yB
Monynb 6. Aymut Web-pecypcos
Tema 6.1. AymuT CpeICTB aBTOPH3ALUN 3 3/1,5 6 Amammz  HTML  xoma. IlIposepka|3ammra npoekra, ycTHsii onpoc |IIK-15 3y
MPOCTEHIIHX OmMO0oK npu TIK-17 3yB
KOH(UTYpHPOBAHUU CTpPaHUIIbI T1K-24 3yB
ABTOPU3ALIUI TICK-7.3 3yB
Tema 6.2. 3ammra o1 SQL nHbeKImit 3 3/1,5 6 ITpumenenne ocHoBHBIX THIOB SQL-|3ammra npoekra, ycThblii onpoc | ITK-15 3y
MHXKEKUUW JUISl TIOTYy4YEHHUs JOCTYyIa TIK-17 3yB
JTaHHBIX aBTOPHU3ALMNA TIK-24 3yB
TICK-7.3 3yB
HWroro 3a cemectp 17 17/9 35,2
HToro mo kypey: 34 34/18 17 55,3 DKk3amMeH




5. O0pa3oBarte/ibHble U HHPOPMAITMOHHbIE TEXHOJIOTUU

Jns  peanu3auuu  NMPEIyCMOTPEHHBIX BHJOB ydeOHOM paboTel B  KayecTBe
00pa3oBaTeNbHBIX TEXHOJOTHI B TPETOAABAaHUH JUCHHUILIUHBI «TEOpUs HHOOpMAIHM)
UCTOJIb3YIOTCS TPAJIUIIMOHHASI U MOAYJIbHO-KOMIIETEHTHOCTHASI TEXHOJIOTHH.

Peanmaum[ KOMIICTCHTHOCTHOI'O IOoJAXoAa MHOpCeayCcMarpuBacT MCIIOJIb30BAHHUEC B
yueOHOM Mpoliecce aKTUBHBIX M MHTEPAKTUBHBIX (DOpPM MpOBENECHUS 3aHATHHA B COYETAHHM C
BHEAyMTOPHOU PabOTOH ¢ 1eNbi0 (POPMHUPOBAHKS U PA3BUTHS MPOPECCUOHATHHBIX HABBHIKOB
00yJaromnmxcsl.

IIpn mnpoBeneHuM Y4eOHBIX 3aHIATUN MpENoAaBaTesib OOECIEeYUBAET pa3BUTHE Y
00y4JaroLINXCsl HABBIKOB KOMaHIHON paboThl, MEXIMYHOCTHOM KOMMYHMKALIUH, MPUHATHS
pemeHI/Iﬁ, JUACPCKUX KA4YCCTB MOCPCACTBOM TIPOBCACHUA HHTCPAKTHBHBIX J'IGKIII/II\/'I,
IPYIIOBBIX AUCKYCCHUH, POJIEBBIX UIP, TPEHUHIOB, aHAJIM3a CUTyaluil , yueTa ocoOeHHOCTel
po¢eCCHOHATLHON AEATEIbHOCTH BHIITYCKHUKOB M TOTpeOHOCTEH paboTonaTesnei.
®opmbl y4eOHBIX 32aHATHH C MCII0JIb30BAHMEM TPAAUIIHOHHBIX TEXHOJIOT U :

e 0030pHBIE JIEKIMM — M paccMOTpeHus oOumux BompocoB HWHpopmatnku u
MH(POPMALMOHHBIX TEXHOJIOTHH, Il CUCTEMAaTU3alluK U 3aKpeIICHUs 3HaHUii;

i I/IH(i)OpMaIII/IOHHI)IC — 1 O3HAKOMJICHUA C TCXHHYCCKUMHU CPEACTBAMU pCain3aliun
MH(GOPMAIIMOHHBIX IPOLECCOB, CO CTaHAApTaMU OpraHu3alud CEeTe, OCHOBHBIMHU
prUeMaMH 3alIuThl HHPOPMALIUK, U APYTOH CIIpaBOYHON MH(pOpMaLueii;

L4 J'ICKIII/II/I-BI/I?)yaJ'II/ISaHI/H/I — A HarjsigiHOT O HpCI[CTaBJ'IeHI/Iﬂ CHOCO6OB pelHeHI/Iﬂ
AITOPUTMHUUCCKUX U (YHKIHMOHAJIBHBIX 3ajJau, BH3yaJU3allMM PE3yJIbTaTOB PEIICHHUS
3aj1a4;

¢ CemuHap.

¢ [IpakTHueckoe 3aHITHE, NOCBSIIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUH M HABBIKOB IO
MPEIOKEHHOMY aJITOPUTMY.

®opMBbI y4eOHBIX 3aHATHH € HCII0JIb30BaHNEM TEXHOJIOTHH NMPO0JIeMHOr0 00y4eHHs:

[TpoOnemHass nekuMs — U3NOKEHHE MaTepuaia, Mpeanosararomee MOCTaHOBKY
NpOoOJEMHBIX U JUCKYCCHOHHBIX BOIPOCOB, OCBEIIEHHE PA3IMYHBIX HAYYHBIX IOJIXOOB,
aBTOPCKHE KOMMEHTApHH, CBS3aHHbIE C PA3IUYHBIMU MOJEISIMU MHTEPIIPETALIMM U3y4aeMOTro
MaTepuaa

npobneMHasi - JUisl pa3BUTHS HCCIIEOBATENIbCKMX HABBIKOB W HM3y4Y€HHUS CIOCOOOB
pelIeHns 3a1auy.

JEKUMU C 3apaHee 3alUIaHMPOBAaHHBIMU OIIMOKAMU — HAalpaBi€HHbIE Ha TIOUCK
OOYyJalOlIMMHUCA ~ CUHTAaKCMYECKUX M  QJITOPUTMHYECKHUX  OIIMOOK TMpHU  peIIeHUH
AITOPUTMHUYECKHUX U (PYHKIIMOHATBHBIX 3a]1a4, C OCIEAYIOLEeH AMarHOCTUKOM clTymiaresel u
pa3bopoM ceaHHbIX OLIHOOK.

[IpakTueckoe 3aHsATHE B (OpMe NpPaKTHKymMa — OpraHu3anus ydeOHOW paboThl,
HarpaBJIeHHasi Ha pelleHHe KOMIUIEKCHOH y4eOHO-IO3HaBaTeIbHOM 3a/1auu, TpeOyromend ot
oOyyaromierocsi MPUMEHEHUS] KaK HayuYHO-TEOPETUYECKUX 3HAHUM, TaK W MPaKTHUECKHX
HaBBIKOB.

[IpakTuueckoe 3aHATHE HA OCHOBE Kelic-MeTroma — oOOydeHHe B  KOHTEKCTE
MOJIETTUPYEMOi CUTYalIlHH, BOCITPOU3BO/ISILIEH peanbHbIe yCIIOBHS Hay4yHOM,
MPOU3BOJICTBEHHOM, 00I1IeCTBEHHON eATEIILHOCTH. OOGyuaromuecs JTIOJKHBI

MIPOaHAIM3UPOBATh CHUTYAllMIO, pa3o0paTbcs B CYTH MNPOOJEM, MPEIOKUTh BO3MOXKHBIE
peuieHrs U BbIOpaTh Jiyumiee U3 HuUX. Kelicel 0a3upyroTcs Ha peanbHOM (PaKTHYECKOM
Matepuase Win xe NpUOIKEHbl K peaJbHON CUTYaIlH
®opMbl y4eOHBIX 32AHATHH C MCIIO0JIb30BAHNEM UIPOBBIX TEXHOJIOTHI:

VYuebHas wurpa — (GopMa BOCCO3[aHUS MPEIMETHOTO W COLHMAIBHOTO COJEpKAHUS
Oyayied npoecCHOHAIBHONW NESATEIbHOCTH CHELMANINCTA, MOAEIMPOBAHUSA TaKUX CHCTEM
OTHOILIEHUH, KOTOPBIE XapaKTEPHBI ISl 3TON JAESITEIBHOCTH KaK 1IEJI0T0.



JlenoBasi Urpa — MOJECTUPOBAHUE PA3TIMYHBIX CUTYalMi, CBSI3aHHBIX C BBIPAOOTKOH U
MPUHIATUEM COBMECTHBIX pEHIeHHH, OOCYXJIE€HHEM BOIIPOCOB B PEXHUME «MO3TOBOTO
HITypMa», PeKOHCTPYKIKEH (YHKIIMOHAIBHOTO B3aUMOJICHCTBUS B KOJUIEKTUBE U T.II.
TexHoJ10rMHu NPOEKTHOI0 00y4YeHHU

TBopueckuii NpPOEeKT — y4yeOHO-TIO3HABaTelbHAs JIEATENBHOCTh  OOydarouxcs
OCYLIECTBIIIETCS B paMKaX paMOYHOTO 3aJaHMs, MOAYUHSSACH JIOTUKE U HMHTEpecaMm
YYaCTHHUKOB TPOEKTa, >KaHPy KOHEYHOro pesynbTara (razera, (uibM, Mpa3iHUK, W3JaHUE,
AKCKypCHsl, TOJArOTOBKA 3aJJaHU KOHKYPCOB H T.II.).

WupopMalmoHHBI MPOEKT — Yy4eOHO-NO3HaBaTeNbHAs JEATENbHOCTh C  SPKO
BBIPOKEHHOW 3BPUCTHYECKOM HAINpPaBIEHHOCThIO (MOUCK, OTOOp M cHUCTeMaTH3alus
MHPOpPMALMM O KaKOM-TO OOBEKTEe, O3HAKOMJICHHE YYacTHHKOB TIIPOEKTa C O3TOU
nH(popmaruen, ee aHam3 1 00001IeHre TSl MPE3EHTAIMN 00Jiee IIMPOKON ayTUTOPHH ).
@opMbl Yy4eOHBIX 3aHATHI € MCIOJIL30BAaHHEM HH(OPMALHOHHO-KOMMYHMKAIMOHHBIX
TeXHOJIOTHHA:
¢ JlekuMs-BU3yalnu3alusl — W3JI0KEHUE COJEPKAHUS COINPOBOXKAAETCSA IpPE3EeHTaUe

(meMoHCTpanueil ydeOHBIX MaTepHalioB, MPEICTABIEHHBIX B Pa3IUYHBIX 3HAKOBBIX

cucTeMax, B T.4. WITIOCTPATUBHBIX, IpaUIecKuX, ayano- U BUJeOMaTepHuasoB).

¢ [IpaxkTnueckoe 3aHATHE B (OpME MPE3EHTALNU — MPEACTABICHUE PE3YJIbTATOB MPOEKTHOM
WIM UCCIIEOBATENbCKON JIEATENIbBHOCTH C HCHOJb30BAaHHEM CHEUAIN3UPOBAHHBIX
IIPOrPaMMHBIX CPEL.

e wmetomel IT

¢ [loaroroBka M MpoBeIEHHUE JTa0OPATOPHBIX PAOOT MO MOUCKY MH(POPMAIIUN B CETSX.
3amanue kpurepueB IMowcka wuHpopmaiuu. Pabora C TMOWCKOBBIMH CUCTEMAMH
YHUBEPCUTETA U BHEIIHUMU PECYPCaMHU.

¢ [logroroBka M TMpoOBeACHHE JTa0OPATOPHBIX PabOT MO0 ApPXMBAIMU JAHHBIX C LENBIO
JMANbHEWIIEr0 HCIOIB30BAaHUS B CPENICTBAX TEJIIEKOMMYHUKAIIMOHHBIX TEXHOJOTHH:
AIIEKTPOHHOM MouTe, yate, TeNeKOH(PEPEHINH T.]I.

¢ OpraHuzanus A0CTyna 00y4aroIluXcsi K OCHOBHBIM M JIOTIOJIHUTENIBHBIM JICKIIUOHHBIM
MaTepuaiaM C HCIOJb30BAHUEM KIIMEHT-CEPBEPHBIX TeXHOoNMorui (maardopma e-
Learning).

e Hcnonb30BaHHE DJIIEKTPOHHBIX 00pa30BaTENbHBIX PECYPCOB ISl  OpTraHU3alUU
camocTosATeNbHOW paboThl oOyuarommxcs. Pa3zpaboTka mpenojaBarensiMu Kadenpbl
aBTopckux DOP, moarotoBka TmepeyHs M OpHEHTalus oOydaroumxcs Ha
roCy/apCcTBEHHBIE 00pa30BaTeNIbHbIE HHTEPHET-PECYPCHI.

e Hcnonb3oBaHue B  00Opa30BaTENIbHOM  MPOILIECCE  AJNEKTPOHHBIX  YUEOHUKOB,
KOMITBIOTEPHBIX 00YyYaIOIIUX CUCTEM, MHTEPAKTUBHBIX YIIPAKHEHUH.

¢ KOMIBIOTEPHBIN IPAKTUKYM.

® paboTa B KOMaH[E
¢ Pazpabotka Web-11poeKToB.
e case-study

e Pa30op pe3yapbTaTOB TEMATUYECKUX KOHTPOJBHBIX padoT, aHaIM3 OMNIMOOK,

COBMECTHBIH MOMCK BAPHAHTOB PAIIMOHAIILHOTO pEIIeHUs y4eOHOH MpoOIeMBl.
* npobieMHOe 00yueHue

¢ [loarotoBka TemaTuyeckux pedepaToB, CcoOAEpKALIUX pa3[esbl, YaCTUYHO WIIU
MIOJIHOCTHIO BBIHOCUMBIE HA CAMOCTOSITEIILHOE U3YUYECHHUE.

® y4yeOHas TUCKYCCHSI

e [IpoBeneHue ceMHHApOB, IMOCBSIICHHBIX BONpOcaM HWH(POPMATUKH, MOJIrOTOBKA
TEMaTHYECKHUX TPE3CHTAINH 10 3aJJaHHBIM TeMaM, W NalbHEUIINH 0OMEH B3IIIsIaMu
10 KOHKPETHOI1 npoolieme.

®  UCHOJb30BaHHE TPEHUHIOB
¢ [loarotoBka W TMpOBEIEHUE JIEMOHCTPAIL[MOHHBIX, TEMAaTHUYECKMX M HTOTOBBIX



KOMIIBIOTEPHBIX TECTUPOBAHMUN KaK B KaueCTBE JIOKAJIBHBIX, TaK M BHEIIHUX
KOHTPOJIbHBIX MEPOTIPUATHM.

6. YueOHO-MeTOOMUYECKOe OOecriedeHrne CaMOCTOSITeIbHOI PadoThl 00y4al0IIuXCs

ITo pucuunIMHE ««»» MPERyCMOTPEHA ayIUTOPHAs U BHEAYIUTOPHAsI CaMOCTOSITENIbHAS
paboTa 00yJarOIIUXCS.

AymuTopHasi caMocTosITelnbHas paboTa OOyYarolUXCsl MpEeAroyiaraeT —pelieHue
KOHTPOJIBHBIX 33124 HA TPAKTUYECKUX 3aHATUAX.

AymuTopHas camocTosATeNbHas paboTa OOyyarolMXcs Ha MPAKTUYECKUX 3aHATUAX
OCYILECTBIIICTCS MOJ KOHTPOJIEM IIPENOJAaBaress B BUAC PELICHUS 3aJa4 M BBIIOJHEHUS
yIpa)KHEHHH, KOTOpbIe ONpeeisieT IpenogaBarelib A1 00yJaronmuxcs.

BueayouropHass camocrosTenbHas paboTa oOy4yaroHmIMXCsi OCYILIECTBISIETCS B BUJE
U3y4YeHMs JIUTEpaTypbl IO COOTBETCTBYIOIIEMY pasleny ¢ MpopadOTKOM MaTepuana;
BBITIOJIHEHHSI JIOMAIIHUAX 3a/IaHUi, MOJITOTOBKH K AyIMTOPHBIM KOHTPOJBHBIM paboTaM u
BBITIOJIHEHMS JOMAIIHUX 3aJaHUI C KOHCYJIbTALUAMHU IIPETIOAABATEIS.

IIpumepHbIii HHAMBUAYAIbHBIE TOMALIHAE 32JAHUSA

Monyns 1-6

W3 nmeromuxcs ceTeBbIX YCTPONCTB CKOH(UTYPUPOBATH JIOKAIBHYIO CETh C 3aJJaHHBIMU
napameTpamu 0e30MacHOCTH.

PanmxupoBats npasa 10CTyIa MOJIb30BATENICH CETH

Brinonauts HacTpoiiky APM 115 mpoBeieHrss MOHUTOPUHTA CETEBOM aKTUBHOCTH

[Tpu nomoum Wireshark BbIOTHUTH 3aIIUCh 1aMIIOB TAKETOB JaHHBIX MOJIYYEHHBIX MIPU
3epKaJlupOBaHUU Tpaguka.

BoinonHUTh cCKaHMpOBaHKE pasnodacToT crangapra 802.11

OnpenennuTs UCClIeyeMy0 CETh U BBITIOJIHUTD €€ aHaJIN3.

[Ipy nomMonM yTHINTEI NMap BBINOIHUTE CKAHUPOBAHHUE 33JaHHOTO Y3JIa.

7. OueHo4HbIe cpeacTBA ISl IPOBEAEHHUS POMEKYTOUYHON aTTecTaluu

a) [lnanupyemble pe3ynpTaThl OOyU€HHUS U OLIGHOYHBIE CPEICTBA JUIsl MPOBEICHUS
IIPOMEKYTOYHON aTTE€CTALUU:

nn

[Inanupyemble

OueHouHble CpeaCcTBa
pe3yabTaThl 00yUCHUS

CtpyKTypHBIit
DIIEMEHT
KOMIICTEHI]

[IK-15. CrnocoOHOCTBIO ~ y4acTBOBaTh B TPOBEJICHUU  DKCIIEPUMEHTAJIbHO-
HCCIICIOBATEIbCKUX paboOT Tpu  CepTUUKAMU CPEICTB  3alUThl  WH(pOopmanuu
aBTOMATU3HPOBAHHBIX CUCTEM

3HaTh - cnocoObl opranm3zanuu | 1. JleneHTpanu3oBaHHbIE aBTOMAaTU3UPOBAHHbIE
aBTOMaTU3MPOBAHHBIX CHUCTEMBI.
CHUCTEM; 2. I'omorennsie u reTepOreHHbIE

- TIOAXOJIBI K TIPOBEJICHHUIO | aBTOMATU3HPOBAHHBIC CHCTEMBI.
ceprudukammu  cpencts | 3. Cucrema cepruukanuu @CTIK Poccum.

3aIIUTHI 4. Topsimok MpoBeieHHUs CePTUPHUKAUNKN CPECTBA
MH(POPMALTMOHHON 3alIUThl HH(POpPMAIUU
0€301MacHOCTH; 5. CeprudukanoHHbIE HWCHIBITAHUS CPEICTBA

3alIUThl HH(POpPMAIUU




YMmeTh

- COCTaBJIATHL PCIIIaMCHT

IIo 3asBIEHHBIM XapaKTEPUCTHKAM OIPEACIUTh

WCIIBITAHUI CPENCTB | SBISAETCA M CPENCTBO MO/IEXKAIINM
3aIIUThI uHpopMaIuu | cepruduranu u ONpENICTUTh nepeyeHb
ABTOMATU3HPOBAHHBIX TpeOyeMbIX UCTIBITAHUH.
CUCTEM

Brnagers | - HaBbikamu npumeHeHus | [Ipu momoun yTuiauTel aircrack-ng BBIOIHUTH
CIIELIMATU3UPOBAHHOTO aHaJIM3 paauovyacToT B Jjuanasone 2.4 rl.
I[IO jana nposenenus | OnpeneauTh KOIUYECTBO OECIPOBOJIHBIX CETEH M
MEpOIPHUITHI IIpU | KOJIMYECTBO YYACTHUKOB 3THUX CETEH.
ceprudukanuu  cpencts | [Ipuy  momomm  Metasploit mpoBecTn — aymuT
3aIIUThHI nHpopMaIuu | OE30MACHOCTH CTPAHUIIA ABTOPU3AIIMH POYTEpA.
ABTOMATU3HPOBAHHBIX
CUCTEM;

IIK-17. CrnocoOGHOCTBIO MPOBOAUTH
nHGOpMAIMU B ABTOMATU3UPOBAHHOM CHCTEME M BBISBIISITh KaHAJIBI YTEUYKH HH(DOpMaum

I/IHCTp}IMeHTaJ'IBHHﬁ MOHHUTOPHHI' 3alIUIICHHOCTH

3HaTh - nepeueHs | 1. Pexxumbl ckaHUpOBaHUs CETEM.

MHCTPYMEHTOB st | 2. CrocoObl  omnpefeNieHus  ONepariiOHHOM
IIPOBEICHUS CHUCTEMBI Ha UCCIIEyEMOM Y3II€.

MOHHUTOPUHIA 3. Uuctpyments! ans nposeaenus MITM araku
3aIUIICHHOCTH 4. NacTpyMeHTsI U1 ipoBenieHus bruteforce.
uHpOpMaLNH;

YmeTh - IpUMEHATh | OnpenennTy  MPOTOKOJN,  MUCIOJB3YEMBIA UL
TEXHUYECKHE  CpEJCTBA | aBTOPU3ALIUU YUYACTHUKOB CETH.

TUISL npoBeneHus | Bemmonuute araky Pixie Dust.  Onpenenutsb
MOHHMTOpPUHTA MPUYMHBI 110 KOTOPBIM aTaka Mpolla YCIEHIHO.
OecIIpOBOIHBIX CETel; [Ipennoxurs Mepbl 1o YBEIIMUEHUIO
- MPUMEHSITDH | 3alUILEHHOCTH YCTPOICTBA.

TEXHUUYECKHE  CpEACTBA | BBINOIHUTE aTaky Ha pOyTep C aBTOpU3aLUEH I10
JUISL nposeneHus | mporokony WPA2. OmnpenenuTs NpUYUHBI 110
MOHMTOpPHHIA IPOBOJHBIX | KOTOPBIM aTaka npomuia ycnewmHo. IIpeanoxuTs
CeTeil IMOCTPOEHHBIX Ha | MEpPbI 1o YBEJIMYEHUIO 3aIUIIEHHOCTH
OCHOBE HEYINpPABISEMBIX | yCTPOUCTBA.

KOMMYTaTOpOB;

Bnaners | - HaBeikamMu pabotTel ¢ | [IpoBecTH KOMIUIEKCHBIM TeCcT BBIOPaHHOTO y3Ia
CHEeLUaIu3UpPOBAHHBIM IpU MOMOLIM HHCTpyMeHToB nuctpuOytuBa Kali
IIPOrpaMMHBIM Linux 2.
oOecrieueHueEM IUTSt
IIPOBEJECHUS
MOHHMTOpPUHTA
3aIUIIIEHHOCTH
nH(bopMaun B
aBTOMaTU3UPOBAaHHOU
CHUCTEME;

[IK-24. CnocoOHocThio obecrieunTh 3GGEKTUBHOE TNPUMEHEHUE HWHPOPMAIIMOHHO-
TEXHOJIOTHYECKAX PECYpCOB aBTOMATU3UPOBAHHON CHUCTEMBI C Y4YeTOM TpeOOBaHHN
MH(POPMAIIMOHHON 6€30IaCHOCTH




3HaTh

- METOIbl IOBBIIICHMS
ypoBHsI 0€3011aCHOCTH 3a
C4eT HACTPOMKM IIpaB
JocTyna K pecypcam
ABTOMATU3UPOBAHHOMN
CHUCTEMBI;

1. VYnpasieHue
II0JIb30BaTEIEN.

2. MOHUTOPUHT MPOLIECCOB U MPUIOKEHUN
3. AyauT cOOBITHIA B JIOKQJTLHOM CUCTEME
4. OOBEKTHl TPYNNOBOM IMOJUTHUKH
Co3pnanue. PenaktupoBanue. XpaHeHHE.

5. CereBas unpopmannonnas cucrema NIS (NIS+)
U ee KOHPUTYpPUPOBaHHUE.

6. JlocTyn K yZaJleHHBIM KOMIIBIOTEpAM

7. BupTyalibHbl€ YaCTHBIE CETH

8. Br16op pexkrMa MpoBEpKH MOUTUHHOCTH.

9. ABTopu3anus MoJib30BaTeEH.

10. Cucrtemnsle nmpoueaypsl aAMUHUCTPUPOBAHUS
YYETHBIX 3anucei Windows.
11. CuctemHble npoueaypbl aAMUHUCTPUPOBAHUS
yueTHbIx 3anucerd SQL Server.

YUCTHBIMU 3aIIuCAMHU

(GPO).

YmeThb - BBIMONHATH pabotel mo | 1. Ha BuptyanpHON Mammue no ympasieHue OC
ONTHUMH3AIUN cxeM | Linux HacTpouTts iptable.
yTIpaBIICHUS 2. Hactpouts mabiaoH 0 KOTOPOMY BECh TpaduK C
ABTOMATU3UPOBAHHOM 3amanHoro [P mpoxomsmmii yepe3 mopt 23 Oyzaer
CUCTEMOM; 3amucaH B (ai.

- BBISIBIISITD y31bl | 3. IIpu nomomu ytunutel Metasploit BBIIOTHUTH
aBTOMaTU3UPOBAHHOU aHaJIU3 y3JI0B CETH.

CUCTEMBI, HE

o0ecTeYnBaroLIHe

TpeOyeMblit YpOBEHb

MHPOPMALTMOHHON

0€30IacHOCTH;

Bnaners | - HaBbIkaMu onpenenenus | [IpoananuzupoBars KOH(pUTrypanuio y371a
BO3MOKHBIX BEKTOPOB | aBTOMAaTHU3MPOBAHHON CHUCTEMBI U  OIpPEIEIUThH
aTaku Ha | KaKue TapaMeTpbl KOH(QUTYpaluu y3Jia CHHKAIOT
aBTOMATHU3HPOBAHHYIO €ro 3allUIIEHHOCTb.

CUCTEMY;

[ICK-7.3. CnocoOGHOCTBbIO TPOBOAUTH AYAUT 3alIUIIEHHOCTH WH(POPMAIIMOHHO-

TEXHOJIOTHYECKUX PECYPCOB paCTpPEICICHHBIX HH()OPMAIIMOHHBIX CUCTEM

3HaTh - cnocoOsl  mosyuenus | 1. Ilomydenue nnpopmanuu o 6a3e JaHHBIX.
nH(popMaun o | 2. [lpumenenne gpynkuuu include mast npoBeaeHus
BHYTPEHHEH  CTPYKType | ayauTa 3aIllHUIIEHHOCTH.

HCCIIelyeEMOU 3. 3amura ot SQL-uHBEKIUH.

pacrpeneneHHon 4. O6nactu npumeHeHus: XSS.

CHUCTEME,; 5. Cnenas SQL-uHBbeKIHS.

-Haubosee 6. [Tonyuyenue nocrymna k Tabmune user SQL Ga3br
pactpoCTpaHEHHBIE JIaHHBIX.

TOUYKHU TUIS

HECaHKIIMOHUPOBAHHOTO
BXOZIa B PacIpEIeIICHHYIO
CUCTEMY;




Ymers - npoBoguTh  a”Hanu3 | [Ipy nmomomm yrtwinTel Nmap IpOBECTH TECT

YA3BUMOCTEMN 3agaHHoro y3ia. OnpeaenuTs ONepalruoOHHYIO
pacrpenenéHHon cucreMy cepsepa. Mcronb3dyeMmble IPOTOKOIBI U
CHUCTEMBI; noptel. Mcnonws3ys panaeie DNS  onpeaenuthb

- [I0JIy4aTh | CBA3aHHBIEC pecypchl. IIpoBecTu ux TecT.
HECAaHKIIMOHUPOBAHHBIN
JOCTYIl K  pecypcam

pacnpeeneHHOM
CUCTEMBI;

Bnanets | - HaBbikamu | Ha Web cepBepe ckoH(pHUTYpHpOBaTh aBTOPU3AIIHIO
MIPOTUBOJICHCTBUS TakuM 0O0pa3oM, 4YTOOBI cJenarh NPUMEHEHHUE
BHEIIHMM  atakaM Ha | yruiautel Hydra HeaddekTuBHOIM.
pacrpeneeHHy0 Pa3paboraTh CKpHUIT BBITOJTHSIONIMA IMPOBEPKY

nH(pOpPMAITMOHHYIO CeTh; | BXOAHOM mepemeHHou i SQL — 3ampoca. Ecim
COJIEp’KaHHE MEPEMEHHON HE KOPPEKTHO BBIBECTH
COOTBETCTBYIOLIEE NMPEAYIPEKACHUE.

0) Ilopsmox mpoBeneHWs MPOMEKYTOUHOW aTTECTAIMH, MOKa3aTelld W KPUTEPHUU
OLICHUBAHUS:

[IpomexyTouHast arrectanusi MO IUCUUIUIMHE BKIJIIOYAET TEOPETUYECKHUE BOIPOCHI,
MO3BOJISIIOIME OIIEHUTh YPOBEHb YCBOCHHS OOYYAIOIIMMHUCS 3HAHWM, U TPAKTUUYECKUE
3aJ]aHNs, BBISBISIONINE CTENEeHb CHOPMUPOBAHHOCTH YMEHHMH M BIIAJICHUN, MPOBOIUTCA B
¢dbopmMe 3aueTa 1 SK3aMeHa.

Kpurtepun onenku 1Jis1 oJiy4eHus 3a4eTa
«3auTeHO» — OOyYaromMiics TIOKa3bIBAeT CPEIHUN YpOBEHb CHOPMHUPOBAHHOCTU
KOMITETECHIIUH.

«HE 3a4TEHO» — PEe3yJbTaT 00yUeHHUsl HE JOCTUTHYT, OOyJaIOIIUICs He MOXET MOKa3aTh
3HaHHSA Ha YpOBHE BOCIPOM3BEACHUS U OOBSACHEHHS MH(OpPMalUU, HE MOXKET IOKa3aTb
MHTEJUIEKTYaJ IbHbIE HABBIKM PEIICHUs IPOCTHIX 33]1a4, HE MOYKET M0Ka3aTh 3HAHUS HA YPOBHE
BOCIIPOU3BEJICHUS U 00BbICHEHUS UHPOPMALIIH.

DK3aME€H MO [aHHOM [JUCUWIUIMHE TMPOBOJUTCA B KOMIBIOTEPHOM Kjacce [0
9K3aMEHALlMOHHBIM OMiieTaM, KaXAbld U3 KOTOPBIX BKJIIOYAeT | TeopeTHMYecKHuil Borpoc u 2
MPAKTUYECKUX 3a/1aHUS.

IToxa3aTesn M1 KpUTEPHH OLICHUBAHMS IK3aMeHA:

— Ha OLEHKY «OTIANYHO» (5 6ayIoB) — 00y4arOmUNACs JEMOHCTPUPYET BHICOKUN YPOBEHB
c(OPMHUPOBAHHOCTH KOMIIETCHIINH, BCECTOPOHHEE, CHUCTEeMaTHYECKOoe M TIIyOOKOoe 3HaHUe
y4eOHOro MaTepuaja, CBOOOJHO BBHIMOJHIET MPAKTUUYECKUE 3aJaHusi, CBOOOJHO OMEepUpyeT
3HAaHUSAMHU, YMEHUSMHU, IPUMEHSET UX B CUTYaLUSIX TOBBIIIEHHON CI0KHOCTH.

— Ha OLIEHKY «xoporio» (4 0amia) — oOydarouuiicss 1eMOHCTPUPYET CPEAHUN YPOBEHb
c(OPMHUPOBAHHOCTH KOMIIETECHIIMN: OCHOBHBIC 3HAHWS, YMEHHS OCBOEHBI, HO JIOMYCKAIOTCS
HE3HAYUTEJIbHbIE OIIMOKHU, HETOYHOCTH, 3aTPyIHEHHUs NpPU aHATUTHUYECKHX OMepalusx,
NIEpEeHOCEe 3HaHUN U YMEHUI Ha HOBbIE, HECTAHAAPTHBIE CUTYalLUH.

— Ha OIIEHKY «YyIOBIETBOpUTENbHO» (3 0Oamma) — oOydaromwuiics AEMOHCTPUPYET
MOPOTOBBIN YPOBEHb C(HOPMUPOBAHHOCTH KOMIIETEHIIHIA: B X0/1€ KOHTPOJIBHBIX MEPOIIPHATHI
JIOMYCKAIOTCSl OIIUOKU, MPOSBISETCS OTCYTCTBHE OTAENBHBIX 3HAHWUN, YMEHHM, HaBBIKOB,
OOy4JaloUINiiCs HCTIBITHIBACT 3HAYMTENIBHBIC 3aTPYAHEHHS MpPU ONEPUPOBAHUM 3HAHHUSIMU H
YMEHUSIMH IIPU UX MIEPEHOCE HAa HOBBIE CUTYallUU.

— Ha OICHKY «HEYJOBJIECTBOPHUTEIbHO» (2 Oamia) — oOyJarommiics JEeMOHCTPUPYET
3HaHusa He Oozee 20% TeopeTHyeckoro mMarepuaia, AOMYCKaeT CYUIECTBEHHBIE OIIMOKH, HE
MOJKET IT0Ka3aTh UHTEJUIEKTYaIbHbIE HABBIKH PEIICHUS TPOCTHIX 3a/au.

— Ha OLIGHKY «HEyAOBIeTBOpUTENbHO» (1 Oamt) — oOydaromuiics He MOXKET MOKa3aTh
3HaHHSA Ha YpOBHE BOCIPOM3BEAEHUS U OOBSACHEHHS MH(OpPMalMU, HE MOXET IOKa3aTb
MHTEJUIEKTYaJIbHbIE HABBIKM PEIICHHS MPOCTHIX 3a4a4.



8.YueOHO-MeTon4UecKkoe 1 MHPOPMALIMOHHOE 00ecnieYeHUue TUCIUILIMHBI(MOTYJIs)

8.

OcHoBHas nuTepaTtypa

. ABepuenkoB, B.M. Aymutr mHbOpManmoHHOW 0e30macHOCTH [DIEKTPOHHBIN pecypc| :

yueOHoe ocooue / B.M. ABepueHkoB. — DnekTpoH. n1aH. — Mocksa : ®JIMHTA, 2011.
— 269 ¢. — Pexxum noctyma: https://e.lanbook.com/book/44799. — 3ari. ¢ skpaHna.
AHWKWH, I.B. NHpopMaumnoHHas 6e30nacHoOCTb n 3anTa
MHGOopMaUnM [DNeKTpPOoHHbIN pecypc] : y4ebHoe nocobue / [.B.
AHUKNH. — 2NneKTpoH. gaH. — CaHkT-lMeTepbypr : N30 CMNo6YTYn3,
2011. — 269 c. — Pexunm pocTtyna: https://e.lanbook.com/book/63950.
— 3arJ. c 3KpaHa.

JlomonHuTeNbHAS TUTEpATypA:
KaparynoBa, H. I'. 3amura wnpopmarmu. Kypc nexmmii [DneKTpoHHBI pecypc] :
VYueonoe mocodue / H. I'. Kaparynosa. - Kpacaomap: KC3OU, 2014. - 188 c. - Pexum
noctyma: http://www.znanium.com.—3ariaBue ¢ dKpaHa.
bapuc, K. 3ammTa oT XakepoB 6ecipoBoAHBIX ceTel [DnekTponubii pecype] / K. baphc,
T. boyrc, M. Jloiin, D. Yne. — Dnexrpon. nan. — Mocksa : JIMK IIpecc, 2005. — 480 c.
— Pexxum moctyna: https://e.lanbook.com/book/1119. — 3ar. ¢ skpana.

WuTepHet — pecypcsl

. Kypnan Information Security. MupopmanmonHass 6€30MacHOCTh: MEPUOIUY. HHTEPHET-

u3n. URL: http://www.itsec.ru/articles2/allpubliks — 3aru. ¢ sxpana. 3. pyc.

Kypuan «be3onacHocTs MH()OPMAIIMOHHBIX TEXHOJOTUN» : MEPHOAWNY. MHTEPHET-H31I.
URL: http://www.pvti.ru/articles 14.htm — 3arn. ¢ skpana. 3. pyc.

Kypnan  «Bompocbl  kubepOe3omacHocTH»:  mepuoaud.  HUHTepHeT-u3l.  URL:
http://cyberrus.com/ — 3ari. ¢ skpana. f3. pyc.

«Kypnan  cereBbix  pemenuid  LAN»:  mnepuonmu.  uHTepHer-u3n.  URL:
http://www.osp.ru/lan/  UznmarensctBo  "OTkpbiThie  cuctembl. CYB/". URL:
http://www.osp.ru/os/— 3ar. ¢ 3kpana. 3. pyc.

locynapcTBeHHas myOnmuuHas HaydHO-TEXHHUYEcKass Oubnmmoreka Poccuu [DaeKTpOoHHBIN
pecypc] / — Pexxum nocrtyna: http://www.gpntb.ru, cBOO0AHBIH.— 3ari. ¢ skpaHa. S3. pyc.
Poccuiickast ~HanumoHanbHash — OubOnuoreka. [OnekTponHblid  pecype] / —URL:
http://www.nlr.ru. fI3. pyc.

KoMmbloTeppa: Bce HOBOCTH TMPO KOMIBIOTEPHI, JKEJI€30, HOBBIE TEXHOJOTHUH,
uHpOpPMaIMOHHBIE: TTeproand. naTepHeT-u3a. URL: http://www.computerra.ru/ — 3ari. ¢
sKpana. 3. pyc.

http://www.6e30macHuK.pd

9. MatepuaJIbHO-TEXHHYECKOe o0ecneyeHne JUCHUIIHHbI(MOTYJIs1)

Tun 1 Ha3BaHUE ayIMTOPUU OcHaleHue ayJuTopuu

Jlexumonnas aymuropun 282, | MyiabTUMEIUIHbBIE CPENICTBA XpaHEHUs, NEpegauyd |
374, 388 MIpeJICTaBJICHUs HHpOpMaIUn

Jlaboparopus Kommnexc pagnomonuropunra «Kacanapa K-6» u
panuoMonuTopuHra u koutpouss | «Kacangpa K-21» ¢ auamazoHom pabouux 4acTtoT OT
yTedyek nHpopmammu, aya. 226 0,009 no 6000 MI'y B pacuIMpeHHON KOMILUIEKTALlUU C

UCIIOJTHEHUEM B yAaporpouHoMm keiice. Komrurekr
yueOHoro o6opynoBanus «CHUCTEMBI MOHHTOPHHTA
uHGOPMAIIMOHHOM 0€30MaCHOCTHY.

Kommnerorepnsie kimaceot 372-1-5 | [lepconanbapie  KoMIblOTEphl 1oa  ympaBieHue OC

Windows 7 (Microsoft Imagine Premium D-1227-18
oT



file:///home/webmaster/mojo/converter/data/uploads/0bsqw04ozz10nsb5/o_1eogulnsn119e1nc6g0mhhgb2cu2/http:%2F%2Fwww.znanium.com.xn--80aagcsks4318c%D0%B5
http://www.itsec.ru/articles2/allpubliks
file:///home/webmaster/mojo/converter/data/uploads/0bsqw04ozz10nsb5/o_1eogulnsn119e1nc6g0mhhgb2cu2/http:%2F%2Fwww.xn--80abmigmtgjv.xn--p1a%D1%84
http://www.nlr.ru/
http://www.gpntb.ru/
http://www.pvti.ru/articles_14.htm

Tun 1 Ha3BaHUE AyTUTOPUHU OcHalieHue ayuTopuu
08.10.2018 mo 08.10.2021) ¢ makerom MS Office 2007
(Microsoft Open License 42649837), BbIXOmIOM B
WHTepuer W C  JOCTyIOM B DJIEKTPOHHYIO
nH(OPMAITMOHHO-00Pa30BaTEIILHY IO cpeny
YHUBEPCHUTETA

Aynutopun st | IlepconanbHble koMmbroTepsl 1oja  ympasieHue OC

CaMOCTOSITENTbHOM Windows 7 (Microsoft Imagine Premium D-1227-18

paboThl: KOMIBIOTEPHBIE KJIACCHI | OT

132; YUTaIbHBIE 3aibl, | 08.10.2018 mo 08.10.2021) ¢ makerom MS Office 2007

OUOIMOTEKH. (Microsoft Open License 42649837), BbIXOmIOM B
WHTEepHeT W C  JOCTyIOM B  DJIEKTPOHHYIO
UH(OPMAITMOHHO-00pa30BaTEIbHYIO cpeny
YHUBEPCHUTETA

[Tporpamma coctaBineHa B cooTBeTcTBUUM ¢ TpeboBanusimu PI'OC BO ¢ yuerom
pexomenmauuii u  IIpOOIl BO gns cneumansHoct  10.05.03  «MMHpOpManmonHas
0e30MacHOCTb ~ aBTOMATU3MPOBAaHHBIX  cuctem».  Crneumamuszauus — «OOecneyeHue
MH(POPMAIIMOHHOW O€30MaCHOCTH pacIpeieIeHHBIX HH()OPMAIIMOHHBIX CHCTEM.
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