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1. Henau ocBOeHMS TMCHUILTHHBI (MOIYJIA)

Ilenv Kypca: chopMHpOBaTH y CTYICHTOB TEOPETUYECKHE 3HAHMSA II0 OCHOBAM
3aUThl MHGOpPMAIMK TPH OOpalleHHMH C KOMIBIOTEPHONW TEXHUKOH W TMPOTrpaMMHBIM
o0ecrieueHreM U, B 0COOEHHOCTH, B 00JIaCTH IPUMEHEHHUS Pa3IMYHBIX CETEBBIX TEXHOJIOTHH,
a TaKKe MPAKTHYECKUX HABBIKOB 00ECIICUECHUS 3alIUTHl HHPOPMALIUU B CUCTEMax 00pabOTKU
uHpopmanuu.

2. MecTo IuCUMILIMHBI (MOYJIsI) B CTPYKTYpPe 00pa3oBaTe/IbHOI MPOrpaMMbl
MOJAroTOBKH 0akajiaBpa (Marucrpa, ceuuaaucra)

Huctuummmna «O6paboTka W 3amuTa JOKYMEHTHPOBAHHOW MH(OPMAIUN» BXOAUT B
0a30ByI0 YacTh 00pa3oBaTeIbHOM MporpaMmbl no HampasieHuto 46.03.02 JlokymeHnToBeme-
HUe U apxuBoBeneHHe (mpoduins «/lokymeHTOBeneHNE U TOKYMEHTALMOHHOE OOeCTeyeHne
YIPaBICHUS»).

Jnis u3ydeHus: AUCHUILUTUHBI HeOOXOIMMbI 3HaHUS (YMEHUs, BIaJIeHHs ), CPOPMHPO-
BaHHBbIC B pe3yJbTaTe M3Y4YCHUS TUCHUIUIMH: BBenenuwe B mpodeccuro, ['ocyaapcTBeHHBIE,
MYHUIUTAJIbHBIE H BEJJOMCTBEHHBIE apXUBBI, J[eJI0MpPONU3BOICTBO KOMMEPUYECKHUX TPEATIPHSI-
TUH, Je10mponu3BOICTBO MYHUIIMNAIBHBIX yUpexIeHuH, JJokymeHTalnmoHHoe obecrieueHue
aJMHHHUCTPATUBHBIX OTHOIIEHUN B P®, JlokyMeHTalMoOHHOE 00ecrieueHre apXUBHOIO Jiea U
uHpopmanonHo cepsl B PD, JlokymMeHTallMOHHOE oOOecleyeHne TrocyIapCTBEHHOTO
ycTpoiictBa B PD, JlokyMeHTallMOHHOE 00eCTieueHNE TpaKIaHCKUX oTHOIIeHu B PO, Jloky-
MEHTAIIMOHHOE O0ecreueHrne TPya0BbIX OTHOIIeHNH B PD, Mnnekcanus u KogupuKamus uH-
dopmarnu B mpodeccruonanbHor AestenbHocTH, UHpopmaTuka, KagpoBoe aenonpous3Boi-
CTBO M apXHBBI JOKYMEHTOB IO JTUYHOMY COCTaBy, MoJie1rpoBaHHe CHUCTEM JOKYMEHTAIluU
opranuzaiuu, OpraHu3aiys 1 TEXHOJOTHS JOKYMEHTAI[MOHHOTO 00ecTieueHus yrpaBiieHus,
OcHoBBI apxuBoBesieHHs, OCHOBBI ceKkpeTapckoro obciyxuBanus, [IpoaBukeHne HaydyHOU
npoaykiun, [IpoexTHas AeITenbHOCTb.

3HaHus (YMEHUs, BIAJICHUs), TOJIyYE€HHbIE IPH U3YYE€HUH TaHHON AUCHUIUIUHBI Oy1yT
HEOOXOAUMBI ISl M3YYEHHUsS NUCHHUIUINH: JIOKyMEHTHpOBaHHE IESTEIbHOCTH HErocynaap-
CTBEHHBIX OpraHu3aiuii, JlokyMeHTalMOHHOE OOeCleYeHne YIpaBJIeHUs Ha MpeInpUsTUsIX
pa3IMYHBIX OPTaHU3AIMOHHO-TIPABOBBIX (OpM, JJOKYyMEHTHI U TOKYMEHTOOOOPOT B OyXrai-
TEpCKOM yuete, MexxTyHapoaHble CTaHAApPThl YIIPaBIEeHUs JOKYMEHTaMHu, MeTo/ibl palioHa-
mm3anuu JIOY, O0paboTku U 3ammra JOKYMEHTUPOBaHHOM MHpopmauuu, Opranuzanus u
TEXHOJIOTUS TOKyMEHTALlMOHHOT0 obecreueHus ynpasieHus, [lepcoHanbHble NaHHBIE U UX
JOKYMEHTHpOBaHHe, YTpaBieHne HHPOPMAIMOHHBIMU pecypcamu B Poccum 1 3a pyOexom,
CoBpeMeHHbIe TPOOIEMbI JOKYMEHTOBEICHHS M apXuBOBeAeHus, [Ipon3BoICTBeHHAs - Mpak-
THKa TI0 MOJYYSHUIO MPO(HECCHOHANBHBIX YMEHHHA U OTBITa MPO(HECCHOHATLHON JesITeThbHO-
ctd, [Ipon3BoacTBEHHAs — MpEATUIUIOMHAs MIPAKTHUKA, [ 'ocyaapcTBeHHass UTOroBasi aTTecTa-
sl

[Ipy ocBoeHMM NaHHON AUCHUIUIMHBI HEOOXOIUMBI 3HAHUS, YMEHHMS WU HABBIKH B
oopMIICHNH W COCTaBJICHWH JOKYMEHTOB; 3HAHWE 3aKOHOJATEIbHBIX W HOPMATHBHO-
METOAMYECKHX JOKYMEHTOB B cepe nH(pOpMaAMU U TOKYMEHTHPOBAHUS; 3HAHUE TPABOBBIX
HOPM, TIPEyCMaTPUBAIOIINX OTBETCTBEHHOCTD 32 ONPEICTICHHBIN BU]I JICSTHHA.

3 Komnerenuuu o0y4aromerocsi, popmupyembie B pe3yJbTaTe 0CBOCHUS
AUCHMILIMHBI (MOAYJIs1) M IVIAHUPYEMble Pe3yJIbTAThl 00y4YeHHUs

B pesynbraTte ocBoeHUs TUCHMITIMHBI (MOayiisi) «JlemoBast mepenucka» oOydyaromuics
JIOJDKEH 00J1a1aTh CIEAYOIUMU KOMIIETCHIIUAMU:
OK-10 cnocoOHOCTBIO K HMCIIOJIb30BAaHHIO OCHOBHBIX METOJIOB, CIIOCOOOB M CPE/CTB
MOJTYYCHUSI, XpaHEHUsI, TepepadoTKr HHPOPMAITUH
OIIK-2 BnagenueM 6a30BbIMU 3HAHUSIMU B 00J1aCTH UH()OPMAITMOHHBIX TEXHOJIOTHIA
OIIK-4 BnaneHneM HaBBIKAMH MCIOJIb30BAaHUSI KOMITBIOTEPHOW TEXHUKH U MH(OpMa-



IMOHHBIX TEXHOJOTHI B MOMCKE MCTOYHUKOB U JUTEPATYPHl, UCTIOIH30BAHUHU TPABOBLIX 0a3
JIAHHBIX, COCTaBJICHUU OMOIHOTpa®UUIEeCKIX U apXUBHBIX 0030pOB

OIIK-6 crmocoOHOCTBIO pemIaTh CTaHAAPTHBIC 33/1a4H MPOPEeCCHOHATBHOMN AEATENbHO-
CTH Ha OCHOBE MH(MOPMAITMOHHOW ¥ OMOIMOTpaguIecKoi KyIbTyphl ¢ MPUMEHEHHEM HH)OP-
MaIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUN U C YY€TOM OCHOBHBIX TpeOOBaHUWI MH(pOpMa-
IIMOHHOM 0€301acHOCTH

[TK-6 crmocoOHOCThIO aHAU3UPOBATH CUTYAIMIO HA PBIHKE MH(DPOPMAIMOHHBIX MPO-
IYKTOB U YCJYT, aBaTh KCHEPTHYIO OLEHKY COBPEMEHHBIM CHCTEMaM JJIEKTPOHHOIO JOKY-
MEHTO00O0POTa U BEICHUS JICKTPOHHOT'O apX1Ba

[1K-14 BnageHueM HaBBIKAMHU HCIIOIB30BaHUSI KOMIBIOTEPHON TEXHUKH M MH(MOpMa-
[MOHHBIX TEXHOJIOTHH B TOKYMEHTAI[MOHHOM OOECTICUCHUH YIIPABJICHUS U APXUBHOM JIeJIe

[TK-15 cnocoOHOCTBIO COBEPILIEHCTBOBATh TEXHOJIOTHH TOKYMEHTAIIMOHHOIO o0ecre-
YCeHHUSI YIIPABIICHUS M apXUBHOTO JIeJia Ha 06a3e UCIIOJIb30BAHUS CPEJICTB aBTOMATH3AIUH

[1K-17 BnageHreM METOJaMH 3alIUTh HHPOpMAIHH

CTpyKTYpHBIN 3JIEMEHT

IInanupyeMele pe3yabTaThl 00yUeHHUS
KOMIICTCHII N Py pesy yd

OK-10 crocoOHOCTBIO K UCIOIb30BAHUI0 OCHOBHBIX METOJIOB, CIIOCOOOB U CPEACTB HOJy4Ye-
HUSI, XpaHEHHUs, TepepaboTKu HH(opMaIu

3HaTh [IpuHuunsl opraHu3anuu U (YHKIHOHUPOBAHUS KOMIIBIOTEPHBIX
CHCTEM.

OcHOBHBIE MPOTrpaMMHBIE CpeACTBa sl paboThl C JOKYMEHTHUPO-
BaHHOU MH(OpMaIEH.

[IpyHIUOBI U TEXHUYECKUE CPEIACTBA XpaHEHUs, OOpabOTKU U Tie-
penaun wHpopmanuu B [IK M KOMITBIOTEPHBIX CETSX B acIeKTe
obecrieyeHrs: HHGOPMAIIMOHHON OE30MacCHOCTH M 3aIlUThl HHPOP-
MaIuH.

YMers: PaboTath ¢ onepanmoHHON CUCTEMON U IPOrPaMMHBIMH CpeJICTBa-
MH OOIIET0 HA3HAUYECHUS.

HacTtpanBatpe onepanuoHHy0 CUCTEMY U IPOTPaMMHBIE CPEICTBA
o011ero Ha3HauY€HuUs ¢ MO3UIMH TpeOOBaHMI HMHPOPMAIIMOHHOM
0€30MaCHOCTH U 3aIIUThI HHPOPMALIUU

AHanu3upoBaTh SBHbIE U CKPBITHIE YTPO3bI 3aluaeMoit HHPOp-
Maluu.

Brnanets: OCHOBHBIMH METOJIaMH, CITOCOOAMH ¥ CPEICTBAMH IIOJyUEHHUS,
XpaHeHus1, nepepadboTKu HH(POPMAITUH.

HaBpikamu oOecriedeHnst 3amiuThl HHGOPMAIMH IITATHBIMU CPEJI-
CTBaMH OIIEPALIMOHHON CUCTEMBI.

HaBpikamMu noTydeHus, XpaHEHUSI ¥ YHHUTOXESHHSI HH()OPMAIHH C
y4eToM TpeboBaHMH HHPOPMALIMOHHON 6€301acHOCTH.

OI1K-2 Brnagenrem 6a30BbIMH 3HAHUSIMU B 00J1aCTH HHPOPMAIIMOHHBIX TEXHOJIOTUN

3HaTh bazosbie mousatus B obnactu UT.

CymHOCTb 1 001IyI0 XapaKTepUCTUKY HHPOPMAIIMOHHBIX IpOIeC-
COB MH(OPMALIMOHHOTO 00IIecTBa B acrieKTe HHPOPMAITMOHHON
0€30MacHOCTH.

CoBpeMeHHOE COCTOSIHME YPOBHS M HAIIPABJICHUI pa3BUTHUS MIPO-
TPaMMHBIX CPEJICTB B 00JaCTH o0ecredeHus: nH(pOpMaIrmoHHOMU
0€30MMacCHOCTH U 3alUTHI HH(OPMALIUH.




CTpyKTYpHBIN 37€MEHT
KOMITIETEHIINH

[Inanupyemsble pe3ynbTaThl 00yYeHHUS

YMeTn

CamocTosATeNbHO OPUEHTUPOBAThCA B COBPEMEHHBIX MH(pOpMalU-
OHHBIX TEXHOJIOTUSAX MPO(PECCHOHATLHON 001aCTH.

[IpumensaTh ¢ npodeccHoHaNbHOM AEATENbHOCTH COBPEMEHHbBIE
cpeacrtea MKT.

ObecneunBaTh 3alIUTy MH(pOpPMAIMKU BO BpeMs pabOThl C COBpe-
MeHHbIMHU cpeacTBamu MKT.

Bnanets

Hasbikamu ucnonbs3oBanus coppemeHHbix UKT.

[Mpuanmumamu paboTsl ciry:x0 MaTepHeT ams coopa nmpodeccro-
HaJIbHON MH(pOPMAITUH.

bazoBbIMu iprieMaMu pa3MelneHus HHHOPMaIIUU B OTKPBITOM J10-
crTyne ¢ nomoubio coBpemeHHbix UKT.

OIIK-4 BrageHreM HaBBIKAMU MCTIOJIH30BAHUS KOMITBIOTEPHON TEXHUKH U WH(POPMAIIMOHHBIX
TEXHOJIOTUH B MOUCKE MCTOYHHUKOB M JINTEPATyphl, UCIIOIb30BAHUH NPABOBBIX 0a3 JaHHBIX,
COCTaBJICHUH OMOIMOTrpadUuecKuX U apXUBHBIX 0030pOB

3HaTh

OCHOBHBIEC TIOHATHUSI U ONpEAEICeHUs B 00JacTH oOecriedeHus] WH-
(hopManoHHOI 0€301MaCHOCTH | 3alIUTHI HH()OPMAIIHH.
Kitaccudukaum Bpe1IOHOCHBIX TPOrpamMM

Crioco0b1 3ammThl HHGOPMAIK B aBTOMAaTH3UPOBAHHBIX CUCTEMaX
00pabOTKH NaHHBIX, NIOOATBHBIX U JIOKAIBHBIX CETSX, 3aIlUThI OT
BPEIOHOCHBIX IIPOTPaMM

YMmern

CoxpaHAaTh HH(POPMAIIUIO OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA.
HactpanBath 1 ncnonp30BaTh CHEUATIN3UPOBAHHOE aHTUBUPYCHOE
I10.

Vcnonb30BaTh METOJIbI ¥ CPEJICTBA 3AIIUTH HHPOPMAIUH.

Bnanets

[IpodeccroHanbHBIM SA3bIKOM IPEAMETHON 00IACTH 3HAHUS.
HaBbikamu 3amutsl 1 00pbOBI ¢ BPEIOHOCHBIMH NTPOTpaMMaMH.
HaBpikamMu mpHMeHEHMs NMPOrPaMMHBIX CPEJCTB 3alUThl MH(OP-
MallM¥ B KOMIIBIOTEPHBIX CETSX.

OIIK-6 crocoOHOCTRIO pelaTh CTaHAApPTHBIE 33/1a4d MPOo(eccHOHANbHON JEesATeNIbHOCTH Ha
OCHOBe MH(OPMALMOHHOM M OubIMorpaduueckoil KyabTypsl ¢ IpUMEHEHHEM HH(popMaliu-
OHHO-KOMMYHUKAIIHOHHBIX TEXHOJOTHH U C Y4ETOM OCHOBHBIX TpeOOBaHMI HH(OpMAIOH-

HOM 0e30IMaCHOCTH

3HaTh

OcHOBHBIE MOJOKEHUS TOCYAAPCTBEHHOM MOIUTUKH 00eCTIeUeHUs
MH(POPMAIIMOHHOM 0€30MacHOCTH U 3aIllUTHl HH(POPMAIIHH.

Hopw™mbl nHpOpMAaIIOHHOM 3TUKU U TIPaBa.

[Tpunnunsl paboThl ¢ MHPOpPMaLMEl Ha pa3IMUHBIX pecypcax, C
y4eToM TpeboBaHUN HH(GOPMalMOHHON O€30MaCHOCTH.

YmMmern

[IpuMeHsATh Ha MPaKTHKE COOTBETCTBYIOIIUE TPEOOBAHUS U HOPMBI
oOecrnieueHrs UHPOPMAIIMOHHON 0€30MacHOCTH M 3alUThl HHDOP-
MaruH.

CobnronaTh mMpaBa MHTEIUIEKTYAIBHOM COOCTBEHHOCTH Ha MHQOP-
MaIuio.

OdopMiaTs pe3yabpTaThl HCCIICAOBAHNN M BECTH TEKYIYIO PaboOTy
C y4yeToM TpeOOBaHMI M HOpPM obecriedeHus: WHGPOPMAIMOHHOM
0€30MacHOCTH | 3aIUThI HHPOpPMaITUH.

Bnanets

OCHOBHBIMU METOJAMHU HCCIIEOBAaHUS B 00JIaCTH MH(POPMAIMOH-
HOM 0€30MacHOCTH U MPAKTUYECKUMU YMEHUSIMU M HaBbIKAMHU HX
HCIOJIb30BAHMUSL.




CTpyKTYpHBIN 37€MEHT
KOMITIETEHIINH

[Inanupyemsble pe3ynbTaThl 00yYeHHUS

OOmuMHU MPUHIKIIAME COOIIOACHUS TpeOoBaHUN HHGOpPMAIMOH-
HOM ATUKH U IIpaBa.

Cnoco0amMu COBEpIIEHCTBOBAaHUSI NPO(ECCHOHATIBHBIX 3HAHUHN U
YMEHUH MyTeM HCIOJIb30BaHUS BO3MOXKHOCTEH HMH(OPMAIIMOHHON
Cpelbl, ¢ y4eToM TpeOOBaHUM rocy1apCTBEHHBIX HOPMATHUBHBIX aK-
TOB M MH(POPMAIIMOHHOM YTHKH U TIpaBa

[TK-6 ciocoOHOCTBIO aHANM3UPOBATH CUTYAIMIO HA PhIHKE WH(GOPMAIMOHHBIX MPOJYKTOB U
YCIIyT, JaBaTh HKCHEPTHYIO OLIEHKY COBPEMEHHBIM CHCTEMaM 3JIEKTPOHHOTO JIOKyMEHT0000-
pOTa U BEICHUS JIEKTPOHHOTO apX1Ba

3HaTh

OcHoBHBIE TIOHATHS OPUCHBIX HH()OPMAIIMOHHBIX TEXHOJIOTHH.
OcoGenHoctu obecrieueHus 3amuThl nHGopmanuu B opucHbix UT.
Cdepsl mpuMeHEHHSI METOIOB 00SCIICUCHHUS 3aIUThI HH()OpMAIIUN
B oucubIx UT.

YmMmern

JlemoHCcTpUpOBaTh HaBbIKU paboThl B opucHbIX UT.
XapakTepu30BaTh OCHOBHBIE CIIOCOOBI 3aIIUTHI HH(GOPMALIUU B
oducusx UT.

[IpuMeHATh HaBBIKM HACTPOMKH OCHOBHBIX aCHIEKTOB 00ECIIeUeHUS
3anUThl HH(GOPMAIMK MITATHRIME cpencTBamu oucHbix UT.

Bnaners

HaBbikoM 00bscHEeHHsI He00X0AUMOCTH HacTpoiiku opucHbx UT ¢
MO3UIHU 00ecTIedeHNsT MHPOPMAMOHHOM OE30MaCHOCTH

HaBbIkoM BBIJIE/IEHUS] OCHOBHBIX CIIOCOOOB 3alllUThl HHPOPMALIUU B
odpucueix UT.

HasbikoM HacTpoiiku 3amuTsl HHGopmaluu B opucHbix UT.

[1K-14 BnageHneM HaBbIKAMU KCIIOJIb30BAHUS KOMIBIOTEPHON TEXHUKH U MH()OPMALIMOHHBIX
TEXHOJIOTUI B TOKYMEHTAIIMOHHOM 00€CII€YeHUH YIIPABICHHS U apXUBHOM JIeNIe

3HaTh

[IpyHIMIBI MCIIOIB30BaHUS KOMIIBIOTEPHOH TEXHUKU B TOKYMEH-
TallUOHHOM oOecrieueHuun YIIPABJICHHUA U apXUBHOM JICJIC.
[Tpunuuns! ucnons3oBanust UT B TOKyMEHTallMOHHOM obecreue-
HUU YIIPaBJICHUS U apXUBHOM JIEIIE.

[Tpunuunsl obecnieueHus: WHPOPMALMOHHOM 0E30MacHOCTH M 3a-
HIUTHl THPOPMAIUH B IPOIIECCE.

YMmeTs:

Paborath ¢ nHpoOpMaluei B T0KaIbHBIX CETSIX.

PaGorate ¢ nHpopmarmeil B riodanbHbIX CETAX.

ObecneunBaTh WHGOPMALMOHHYIO O€30MAaCHOCTH W 3allUTy HH-
(dhopmaruu B miporiecce padoTHI.

Braners:

bazoBeiMu mpuemamu paboTsl ¢ npodeccuoHanbHON HHpOpMaILu-
eil.

Cnocobamu obecrieueHus 3amuThl HHGOPMAIIMU B Ipoliecce pabo-
ThI ¢ IpO(ecCHOHATEHON HH(pOpMaLIHEH.

HopmartuBHo-mipaBoBoii uH(pOpMarmeit B obiactu obecnieueHus
3alUThl TpodeccnoHabHON HHpOPMAITHH.

ITK-15 crmocoOHOCTHIO COBCPHICHCTBOBATH TCXHOJIOTMHU HOKYMCHTALITMOHHOI'O obecneueHUs
YIIpaBJICHUA U apXHUBHOTI'O AC€Jia HA 0ase UCIOoIL30BAHUS CpCACTB aBTOMAaTU3alln

3HaTh

TexHoJIOTHH JOKYMEHTAIIHOHHOTO 00eCTICUeHHS YIPaBICHUs U ap-
XMBHOTO JIeJia Ha 0a3e MCIOJIb30BaHMSI CPEJCTB aBTOMATH3AIUH.
Crioco6b1 obecnieueHust 3aUThl HHPOPMAIK ¢ TTOMOIIBIO CPEICTB
aBTOMATH3AIIHH.

Cdepsl mpumeHenust crnoco0oB obecredeHns: THPOPMAITMOHHON




CTpyKTYpHBIN 37€MEHT
KOMITIETEHIINH

[Inanupyemsble pe3ynbTaThl 00yYeHHUS

0€30MMacCHOCTH Ha yPOBHE TEXHOJOTUH TOKYMEHTAIlMOHHOTO 0Oec-
MIEYCHHSI YIIPABIICHUS M ApXUBHOTO Jiesia Ha 0a3e MCIOJIb30BaHUS
CPEJICTB aBTOMATH3AIIUH.

YmMmern

[TpuMeHsTh B CTAaHIAPTHBIX pabOYMX CUTYAIUSIX CIIOCOOBI 00ectie-
YeHUs1 THPOPMALIMOHHOM OE30MTACHOCTH B CPEICTBaX aBTOMATH3a-
UH.

XapakTepu3oBaTh CIIOCOOBI oOecrieueHuss WHMOOPMAITMOHHONW Oe3-
OMAaCHOCTH B TEXHOJOTUAX JIOKYMEHTALIMOHHOTO 00ecreueHus
yIpaBJICHUS ¥ apXHBHOTO Jiela Ha 0a3e HCIOJIb30BaHMS CPEICTB
aBTOMATH3AIIHH.

KoppekTHO HCIoNb30BaTh CPEACTBA 3alIMThl HHPOPMALIUU B CPEJI-
CTBaxX aBTOMATH3AIMU TEXHOJIOTHI JOKYMEHTAIlMOHHOTO oOectie-
YCHUs YIIPABIICHNSI U QpXUBHOTO JIeja

Brnaners

HaBbikom gopmynupoBaHus OCHOBHBIX TpeOoBaHUM HH(OpMaliu-
OHHOM 06€30I1aCHOCTH K CPEJCTBAM aBTOMATH3allMH1 TEXHOJIOTHH
JIOKYMEHTAI[MOHHOT'0 00ECIIeueHus yIIpaBiIeHUsI U apXUBHOTO Jela.
HaBblkoM 00BbsCHEHHSI OCHOBHBIX CPEJICTB U METOAO0B 00eCIeYeHUs
MH(POPMAIIMOHHOM 0€30MacHOCTH B IIpoIiecce paboThI C TEXHOJIO-
THSIMU.

HaBbikom npuMeHeHus CpeACcTB U METO10B o0ecrieueHus nHpop-
MaIlMOHHON 0€30IacCHOCTH B Mpoliecce paboThbl ¢ TEXHOJIOTHIIMH.

I1K-17 BnagenremM MeTo1aMu 3aIlUTHl HHGOPMAITIU

3HaTh

HopmartuBHo-TepmMuHOnorndyeckass 6a3a B 00JacTd 3alIUThl UH-
(dhopmarmoHHOM 0€30MacCHOCTH.

Kputepuu otHecenns nabopMaIuu K 3aiiuiiaeMoi.

MeTtob1 1 CpeCcTBa 3aIIUTHI HHPOPMAIUH.

VYMmers:

OpueHTUPOBaTHCS B TPOrPAMMHOM OOECTIeYeHUH, HEOOXOITUMOM
Ui oOecTiedeH sl 3aIUThl HHPOpMAaIIHH.

Onpenenars BUA KOHPUIECHITUATEHON HHGOPMAITIH.

[IpuMeHsTh Ha TPAKTHUKE OCHOBHBIE CITOCOOBI 3alTUTHI HHPOpMa-
UM HA Pa3TUIHBIX HOCUTEIISX.

Bmanets:

HopmaTtuBHO-TepMHUHOTOTHYECKON 0a30i B 00J1aCTH 3aIIUTHI MH-
¢bopmanuu.

OCHOBHBIMH METOJIaMH 3aIIUTHl HHPOPMAIIUHN HA Pa3IHYHBIX HO-
CUTEISX.

OCHOBHBIMH METOJIaMH ITOCTPOEHUS CUCTEMBI 3aIlUThI JOKYMEHTH-
poBaHHON HHGOPMaAIUH B MPOPEeCCHOHANTBHON 001aCTH.




4. CTpyKTYpa M cofiep:KaHHe JMCIHUIIIUHBI (MOXYJIsT)

OO01mas Tpy10eMKOCTh TUCIUIUTHHBI COCTaBIIsIeT 4 3a4eTHBIC equHuIbl 144 akai. 4aca, B TOM YHCIIe:
— KOHTakKTHas pabora — 8,6 akaj. 4acos:
— ayaMTopHas — 6 akaj. Jaca;
— BHeayauTOpHas — 2,6 akaj. Jaca;
— camocTtosATeNnbHas padora — 126,7 akaja. 4acos;
— TMOATOTOBKA K 3K3aMeHy — 8,7 akaj. Jaca.
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Pasznen/ tema 2, ( ) = = Bun camocrosiTeapHON p ym p £ 5 =
= S s yCIIEBaEMOCTHU U s &
JVICTIATUTHHEI < o D ow| B2 paboThI N 83 0
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S| g% |EE 582 = © 3
b ez |3 = 28 X X
= S8 |28 229 z
= = O Y N
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y4eOHOH W Hay4dyHOH IuTe- 8%}{102_ 3YB,
2. 3ammTa nHGOpPMAIMH 47 3YB,
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BrinonHeHue npakTHYecKux IK-16 — 3y8
Y TEOPETUYECKUX 3aJIaHUI
Wroro no pazneny (JeTHssA ceccust) 2/2n |95 KonTpomnpHas padora




AynutopHas

1
<c ™S
S D%
KOHTaKTHas pabora | % 9 T 5
T
B aKaj. yacax 3 " dopma TeKyIIero KOHTPOJIs S =
Paznen/ Tema 2, ( ) B o Bua camocrosTenbHOM P ym p £ 5 &
= S < yCIIEBAEMOCTHU U s &
JIACTUTITAHBI < C x| &2 paboThI N 83 o
= % |E g 3 IPOMEXKYTOYHOH aTTeCTalN 5§85
= | 55 |EE 2% =" g
= Sz |3z QF H =
2 S < sl 20 e
5 © =0 §e '
HToro mo Kypcy 2/2u 4/4n IIpomeKyTOUHAs aTTECTA-
st — IK3aMeH
HUTOro mo AucCHUILIAHE 4 | 2/2u 4/4n (126,7 8,7




5. Oﬁpa30BaTeJ'[LHbIe H nml)opMaunmlee TEXHOJIOI'HHA

Jns peanuzanuu mpeayCMOTPEHHBIX BUIOB YU€OHOW paOOTHI UCIOJIB3YIOTCS MHTEPAaK-
TUBHBIC TEXHOJIOTMH — OpTaHu3alus o0pa30BaTeIBHOrO MpoIecca, KOTOpas Mpenoiaraet
AKTUBHOE M HEJIIMHEHHOE B3aMMOJICHCTBUE BCEX YYACTHHUKOB, JOCTHKEHHE Ha 3TOW OCHOBE
JUYHOCTHO 3HAYMMOTO JUIsi HUX 00pa30BaTenhbHOro pe3yibTara. Hapsay co cneruanusupo-
BaHHBIMU TE€XHOJIOTHSIMHU TaKOTO POJia MPUHIIMI HHTEPAKTUBHOCTH MPOCIICKUBACTCS B 0OOJIb-
IIMHCTBE COBPEMEHHBIX 00pa30BaTEIbHBIX TEXHOJOTHH. VHTEpaKTHBHOCTH MOAPA3yMEBACT
CyOBEKT-CYOBEKTHBIE OTHOIICHHUS B XOJ€ 00pa3oBaTENIbHOIO Ipollecca W, Kak CJCACTBHE,
dbopMUpOBaHKE caMOpa3BUBArOIICHCS HH(DOPMALIMOHHO-PECYPCHOM Cpebl.

B xone npoBeneHust 3aHATUI TIPEyCMaTPUBACTCS UCMOJIb30BAHUE CPEACTB BHIUUCIIU-
TEJIbHOW TEXHUKH IPH BBINOJHEHUU 3a1aHUM.

6. YueOHO-MeTOAMUYECKOE 00ecnieueHne CAMOCTOSITeIbHOI PadoThl CTYIeHTOB

AynuTopHas caMoCTOsTeNIbHAs padoTa CTYIEHTOB Ha JIaHHOM Kypce He IPeLyCcMOT-
peHa.

BueaynutopHas camocTosiTenbHas padoTa CTYACHTOB OCYLIECTBIISETCS B BUJE U3yde-
HUS JIEKIIMOHHOI'O Kypca M JINTEpaTyphl 110 COOTBETCTBYIOLIEMY pa3fiesly ¢ IpopaboTKoi Ma-
Tepuasa (BbIIOJHEHUE TECTOB U MPAKTUYECKUX 3a/1aHU).

[Tpumep npakTUYECKUX 3a/laHUil 110 Kypey:

1. UndopmannonHas 0e30nacHOCTH
JlabopatopHas paboTta «PaboTta c 6paysepom»

OTtBeTUTb Ha crnegyroline BonpocChl. OTBeThl npoaoemMOHCTpUpOBaTh NpenogaBsaTtesito B Buae
CKPUHLLUOTOB UIM pa3BepPHYTOro TeKCTOBOIoO ONnncaHun4:

1. Kak ycTaHOBWTb CTpaHULYy, C KOTOpPOK ByAeT NPoMCXoauTb HavanbHasa 3arpyska?
2. Kak 3abnokupoBaTb peknamy, oTobpaxkaemyt BO BCMSbIBAKOLLMX OKHaX?

3.  Kak no3Bonutb OTAeNbHbIM pecypcam UCMNOofb30BaHNE BCMNSbIBAOLLIMX OKOH?

4. Kak coctaBuTb CNMCOK CanToB, AOCTYN K KOTOPbIM 3abroKkMpoBaH?

5. Kak ounctutb kaw 6paysepa? [1ns 4ero ato Hy>kHO genatb?

6. YT0 Takoe channbl «cookie», Ansi Yero OHM HYXHbI, B YEM UX OMACHOCTb?

7.  YTo Takoe «pexum MHKOTHUTO» («MpUBaTHbIA pexnm»)? [ns yero oH HyxxeH? Kak ero
BKIOUNTL?

8. Urto Takoe «nnarmH»? [1ns Yero oH HyxeH? Kak ycTaHOBUTb M yaanuTb nnarnH?
9. TAe xpaHATca naponu B Bawlem nobvmom bpaysepe? Kak nonyynTtb K HAM JOCTYn?

10. HacTtponTe cuHXpoHU3aumo Ans Bawero opaysepa. Yto ato Takoe? [Anga yero Heobxo-
AVMO UCMOMb30BaTh CUHXPOHU3ALMI0?

11. HacTpoiiTe NpropuTETHLIE NMOUCKOBLIE CUCTEMbI B Gpay3sepe.

12. TlomeHsviTe odopMneHne 6paysepa no Ballemy BKyCY.
JlabopaTtopHas paboTta «HacTpomnka npaB goctyna



B onepauunoHHon cucteme Windows»

OTBeTbl npoaoeMOHCTpUpOBaTh npenogaBsaTtesito B BUae CKPUHLLOTOB U Pa3BEPHYTOIO TEKCTO-
BOro onncaHu4.

3apaHue 1 «Co3gaHue y4eTHOM 3anncu nosib3oBaTesns»

1. CospgaiTe y4eTHyto 3anuchb Ans CBOero nosb3oBaTersi.

2. Twvn y4eTHOW 3anncu — C OrpaHUYEHHBIMN BO3MOXHOCTSIMMU.
3. BblbepuTte nsobpaxkeHune ans CBOEN yHETHOW 3anmncu.

4. YcTaHoBWUTE naporib.

5. YcraHoBute napameTp «TpeboaTtb HaxxaTune knasuw Ctrl+Alt+Delete» («Knaccuyeckoe
OKHO BBOZa»).

6. OTkntouMTE YYeTHYo 3anucb «locTb» (ecnm oHa ecTb).
3apaHue 2 «YcTaHOBIEHME Napons Ans 3KpaHHOW 3acTaBKU»

Pabounn cton (npaBas kHonka Mblwn) ® Ceonctea ® 3acTtaBka

1. BblbepuTe 3actaBky U3 NPeanoOXeHHbIX.
2. Tpn Heo6XooUMOCTU HAaCTPOMTE NapameTpbl MO BalleMy BKYCY.
3.  YcrtaHoBuTe (hnaxok «3alimTa naponemy.

4. TlpoepbTe. Ecnn naponb Ha 3acTaBky He paboTaeT, nogyManTe, Mo4eMy 3TO MOXET
ObITb (NOACKa3Ka — y4eTHas 3anncb Nofb3oBaTens).

3apaHue 3 «JInyHble Nnanku nonb3oBaTens»

Bongnte B cuctemy noa cBoen y4eTHOM 3anucbto. BeibepurTe nanky, 4OCTyN K KOTOPOW Bbl XOTUTE
orpaHnunTb. LLlenkHnTe Ha Hel NpaBoW KHOMKOW MbIlK, B MeHI0 Bblibepute CBoinctea ® Bknagka
HocTtyn. YctaHoBuTe hnaxok « OTMEHUTL OOLLMIA AOCTYN K 3TOW Nankey.

JNTaGopaTtopHas paboTa «3awmTta MHoOpMaL MM B TEKCTOBOM pefaKkrope»
3apaHue 1

CamocTosTeNBHO 03HAKOMUTLCS C BO3MOXHOCTAMW HACTPOWKM 3aLUUThbl MHOPMaLUN B TEKCTO-
BOM pefakTope.

3apaHue 2

HaCTpOI/ITb cnepywume cnocoObl 3aLLnThI OOKyMeHTa:

1.  [OokymeHT ®amunua_Doc1 npu OTKpbITUM TpeByeT naponb Ha JOCTyn K dhanny, mogudu-
Kaums darina sanpelleHa (M3MeHeHne TekcTa HEBO3MOXKHO).

2. [JokymeHT ®amununsa_Doc2 oTKpbIBaeTCst TONbKO AN YTEHUS.

3. OokymeHT ®amunus_Doc3 npu oTkpbITUM TpebyeT naponb Ha AOCTYN K danny 1 pegak-
TMpoBaHMe (2 pasHbix Napons).

JTabopaTopHas paboTa «3awwmTa AaHHbLIX C MOMOLLLIO apPXMBUPOBAHUSA»

- Cospanite Ha paboyvem ancke nanky «damunua». Ckonupynte B Hee halinbl criegyto-
wero Tvna *.doc, *.xls, *.jpg.



3aapxuBuMpynTe Narnky ¢ naporiem ¢ NoMoLLbIO Nto6oN NporpaMMbl-apxuBaTopa. Mms

apxvBa A0MmKHO ObITb BUaa «Pamunmsy».

MpoaeMoHCTpupyiTe pesynbTaTthbl NpernogasaTento.

2. 3amurta uHdopmanun

NabopaTtopHas paboTta «3awmTta NM4YHON NH(popMaL MM NPU NOJNIb30BaHUKU CepBUca-

Mmu Google»

OTBeTbl npoaoeMOHCTpUpOBaTh npenogaBsaTtesito B BUae CKPUHLLOTOB U Pa3BEPHYTOIO TEKCTO-
BOro onncaHu4:

1. TMpocmoTpuUTE NCTOPUIO MOMUCKOBBIX 3anpocoB. OTKMUNTE COXPaHEHNE UCTOPUN.

2. TlpocmoTpuTE NCTOPUIO 3arpyKEHHbIX Urp.

3. TlpocmoTpuTe UcTopuo MectononoxeHui. NMogymanTte, KakuMm 06pa3oM MOXHO OTMEHSATb
COXpaHeHne UCTopun, He UCNonb3ys ee oTknoveHue. NonpobyrTe Nnpogenats 3TN Aen-
ctBus. [poBepbTe pe3ynbTaT B TEYEHNE HECKOSbKMX OHEN.

4.  OunctuTe gaHHble B HacTporkax peknambl. OTknounte cepsuc Google Analytics.

5. TlpocmoTpuTE OaHHbIE O KOHTAKTaX — BCE N1 KOHTaKTbl BaM HeobxoauMbl? HacTponte
CBefEeHUs1 O KOHTaKTax.

6. [puBsKUTE CBOWM akkayHT K HOMepy TeredyoHa, akTUBU3UpynTe nepenady uHdopmawmm o
noao3puTeNibHbIX 4eNCTBUAX. s Yero aTo HY>XHO?

7. TlpoBepbTe CNNCOK YCTPOMCTB, C KOTOPbIX NPOUCXOANIO MOAKIIOYEHUE K akkayHTy. [Ing
Yero 3T0 HYXXHO? YTO MOXHO caenaTh C HE3HAKOMbIM YCTPONCTBOM?

8. [lpoBepbTe HaCTPOWKM A4OCTyNa K akkayHTy. [1poCMOTpUTE CANCOK NPUMOXKEHWIA, CAnTOB U
YCTPOWCTB, CBA3aHHbIX C BallMM akkayHToM Google. YoeamTech, YTO BCE OHWN HAOEXHbI, 1
yaanuTe HeHyxHble. He 3abbiBanTe ovnLaTe aHHbLIA CMUCOK NOCHEe YAaneHus urp u npu-
noxexun. ina yero HeobxoamMmo 31O AenaTb?

9. 3anpeTtnTe HEMPOBEPEHHBLIM NPUIOXKEHMAM OOCTYN K aKKayHTY.

10. TlpoBepbTe pe3epBHbIN agpec 3NEKTPOHHOM NoYTbl. [nsa yero oH Heobxoanm?

11. Yo Takoe «AByxaTanHas aBTopusauus 1 Ans 4ero oHa Heobxoguman?

12. HacTtponTe coxpaHeHue AaHHbIX akkayHTa.

JlaGopaTtopHas paboTta «KAHTUBMpPYCHas nNporpamMmma»
3apaHue 1

CamocTosiTenbHO NO3HAKOMUTBLCS C BO3MOXXHOCTSIMU aHTI/IBI/IpyCHOI7I nporpamMmmsil, yCTaHOBﬂeHHOVI
Ha KOMMbLOTEpPE. M3y'-II/ITb crnegyrowine nyHKTbl:

1. 3anyck nporpamMmmbl.

2. OCHOBHOE OKHO Nporpammbi.

3. OKHO nomoLLW.



3apaHue 2
N3yunTb ocobeHHoCTM:
1. MNpoBepka KomnbloTEPA (MONTHOCTHLIO).
2. 3anyck NpoBEpPKM NOAKIH0YAEMOro HOCUTENS.
- no TpeboBaHMIO NONb30BaTENS;
- aBTOMATUYECKUIA 3aMyCK NPV NOLKIOYEHWMN.
3. KOHTpOnb 3@ KOHTEHTOM:
- LUMMOHCKWE NporpaMmel;
- «3apaXéHHble» cauThl;
- oMLIMHr-aTakun n np.
JNa6opaTtopHas paboTa «3awmTa MHopMaLmn B coumanbHbIX CeTAX»

PaccmoTpute 0COBEHHOCTM 3aLLmTbl MHGOPMaLun B Hanbonee pacnpoCTpaHEHHbIX CoLManbHbIX
ceTax (B koHTakTe, OgHoknaccHukn, Mon mup, ®eincdyk n gp.)

OTBETUTbL Ha creaytoLme BONpOChl, 0Ka3aTh OTBET CKPUHLLOTaAMU:

1. JocTynHOCTb co34aHus «enkoBbix» aHKeT (HeHacToswme nms, hammunusi, nmbo ncnosnb3o-
BaHWe OaHHbIX M3BECTHbIX N0aeN)

2. [JoCTYNHOCTb 3aKpbITUS MHOPMaLUK MpK perucTpauun (qata poxaeHusi, obpasoBaTesibHble
3aBefeHus v np.)

3. Bbl 06Hapyxunun B coumanbHOW CeTu Ball «KIOH». Bawum gencteus? (onucaTb CO CCbIflkamu U
CKPUHLLIOTaMW)

4. Bbl 06HapyXnnu, YTO HEKMI YeNOoBeK NULIET BaM HEraTUBHbIE N arpeCcCrBHbIE COOBLLIEHNS.
Baww genctena? (nokasaTb CKPUHLLOTbI)

5. MmeeTe nn Bbl BO3MOXHOCTb CO34aHNs onpeaeneHHbIX CMCKOB ApY3el, C pa3nnyHbIMU YPOB-
HAMM JonyckKa K Ballen nHopmaumm?

6. Bbl paamecTunum B CBOEM akkayHTe MHGOPMaLMIO KOHUAeHUManeHoro xapakrepa. Kakum 06-
pa3oM Bbl MOXETEe OrpaHn4nMTb JOCTYN OCTasnbHbIX K 3TOM MHGOPMauMm? (MoKkasaTb CKPUHLLOTbI)
OTBeTUTL Ha BOMpOC AN1S:

o doTorpaduu;

o doToanbboma;

. Bupeosanvcy;

o TekcToBOWM 3anucu.

7. Kakne 0encTBust U TEKCTbI B MPUNOXKEHUN OOMKHbI 3aCTaBUTb Bac HACTOPOXUTLCA? YTo MOo-
XeT, a Yero He MOXET NPOCUTb OT BaC NMPUOXeHne?

8. Kakve gencteus Bbl 4OMMKHbI MPeanpuHATL, Noy4mMB NogobHoe coobLeHne?

51 8o06we-mo ¢ npockbboli kK mebe) Kak-mo daxe HeydobHO cripawiugams, ecriu Y4eCcmHo) Y me-
651 ecmb pybrnieli nAmMbcom MHe Ha MoOOeM 3aKuHymb Hado?) A mo 3aKOHYUIUCb Ha HeM OeHb2au.
A 1 omdam 4yymb riosxe!)

9. Kakvm 06pa3om Bbl MOXETE BOCCTaHOBUTL YTpaYeHHbIN Naposb?

10. OxapakTepuaynTe B LLeSIOM BO3MOXHOCTU 3aLUThbl IMYHOM UHpopMaLmmn B BbIOpaHHOM Bamu
coumarnbHOM ceTu.



7. OueHOYHbIE CPeICTBA /IS POBeAeHNsI MPOMEKYTOYHOH aTTecTallun

a) H.TIaHI/IpyeMbIe pe3yJabTaThbl oﬁyqe}mﬂ H OLICHOYHBIC CpeaACTBA AJIsl IPOBECACHUSA l'[pOMe)KyTO‘IHOi/i arrecramum.

CtpyKTypHBII
JJIEMEHT

KOMIICTCHIIN

IInanupyemsle pe3yJibTa-
ThI O0y4YCHUS

O1eHOYHEIE Cpe€acTBa

OK-10 ciocoOHOCTBIO K MCIIOJIb30BaHNIO OCHOBHBIX METOJIOB, CIIOCOOOB U CPEJICTB MOJYyUEHUs, XpaHEHMUs], TepepadOoTKU HH(pOpMaLuu

3HaTh [TpuHIMIBL  OpraHU3anuu
u (GYHKIIMOHUPOBaHHUS
KOc::ﬁr(I)I:I({):IZp I;I;;(rg;ghi}h;e 1. Kakue HOBbIE BOSMOXHOCTH M HOBbIE po0JIeMbl BJIEYET 3a COOOW CTPEMUTEIBHOE pa3BUTHE
CpecTBa A paboThl c UH(OPMAIIMOHHON CpeJibl OOMTaHHA?
JIOKYMCHTHPOBAHHOH M- 2. Kaxue HOBbIE BO3MOKHOCTH JJISl YEIOBEKA BOSHUKAIOT B I/IH(l)OpMaElI/IOHHOM oOmiectse?
(bopMaLeii, 3. OcHOBHBIC HaNpaBIICHHUS PAa3BUTHsI HHPOPMAIIMOHHBIX TEXHOIOTHIA. }
N e p—— 4. OcHoBHBIC HH(POPMAIIMOHHBIE TTPOOIEMBI 06ecnequI/Ifl HallMOHAJIHHOM 0€30MacCHOCTH.
CKHe CpEJICTBa XPAHEHN, 5. KakoBbl OCHOBHBIE 11€JIN M OOBEKTHI I/IH(i)OpM?LII/I(iHHOI/I 0€30I1aCHOCTH CTpPaHBbI.
ofpaboTki 1 mepeaun 6. OcHOBHBIE LIETH U METOIbI HH()OPMAITMOHHON BOWHBI.
ungopvan B K u 7. HHdopmanmoHHOe OpyXxHe §
KOMITHIOTEDHEIX COTAX B 8.  OmpIThl BeieHHst HH(OPMAIIMOHHBIX BOWH. }
ACIICKTE 06CCLCUCHIS 9. Cuenapuu Oynymux HHQOPMAIIMOHHBIX BOMH.
UHPOpPMALIMOHHON  0e3-
OMAaCHOCTH W  3aIUTHI
uHpOpMalnu.
YMmerb: PaGorats ¢ oneparuon- IIporpammHas cucrema 3aluThl HHPOPMALIUU OTBEYAET 3a:

HOW CHCTEMOM U TIPO-
TPaMMHBIMH CPEJICTBAMHU
00111ero Ha3HAYCHUSI.
Hacrpausarts oneparu-
OHHYIO CUCTEMY U TPO-
rpaMMHBIE CpeICcTBa 00-

a) CoxpaHHOCTh Bcell BBEIEHHOIN B HHPOPMAIIIOHHYIO CUCTEMY
uHpOpMaLUH.

0) Peanmuzanmio 3agaHHOM MOJMTHKH 0€30MTACHOCTH.

B) KoppekTHoe noBejieHre noib30BaTee.

AyTteHTH(UKaAINS ITO:




CTpyKTypHBIii

[Tnanupyemsble pe3ynbTa-

JIEMEHT OneHouHble CpeacTBa
Thl 00Y4YEHHUSI
KOMIETEHINH

IIero Ha3Ha4YeHUsI C I10- a) [loaTBep:kaeHue 3asiBJIEHHOT0 MAeHTH(PUKATOPA.

3UIAH TPeOOBAHUI HH- 0) [Iporecc BBoga TekcTa 6€3 0TOOpakeHUs! Ha IKpaHE.

dbopmarmonHoi de3ormac- B) BBOA cBeneHuit TMYHOrO Xapakrepa.

HOCTH | 3aIIUThI HHDOP-

MaIuu [Tonutrka 6€30MacHOCTH 3TO:

AHanM3upoBaTh SBHbIE U a) IlpaBuia onpeneneHns pa3speliéHHbIX U 3aPelEHHBIX oNlepanuii B

CKPBITBhIE YTPO3BbI 3aIIH- MH(OPMALIMOHHON CHUCTEME.

raeMoi nHQpopMaIuu. 0) [IpaBuna moBeAeHUS MOJIH30BATENCH.
B) MHCTpyKIUs AelCcTBUN aAMUHHICTpATOpa IO 00eCrieueHrI0 HHPOPMAIIHOHHON 6€3011aCHOCTH.
MounuTtop 6€30MacHOCTH 3TO:
a) JInuHbII TEpMUHAJ CUCTEMHOI'O aIMUHHUCTPATOpA.
0) COBOKYNHOCTB Pe3HACHTHBIX MPOrPaMM, PeaIu3yIOIIHX MOJUTHKY 0€30M1acHOCTH.
B) [Iporpamma KOHTpOJIS JaHHBIX AyAUTA.
JluckpenroHHas MOJIUTHUKA TOCTyIa:
a) Onpenensier npaBa J0CTyNAa HICHTH(UIHPOBAHHBIX CY0ObEKTOB K 00beKTaM
HA OCHOBe 32JaHHBIX BHEIIHUX NPaBUJI (MATPHULbI 10CTYIA).
0) Onpenensier mpaBa JOCTYIa CyObEKTOB K 00BEKTaM WM pa3periaeT HHYOpMaIMOHHbIE TOTOKU

MeX/1y 00beKTaMH Ha OCHOBE U3MEHSEMbIX METOK MpaB JOCTYIA UM KOHPUACHIINATbHOCTH.
B) SIBisercs anropuTMoM (GOPMHUPOBAHUS MATPUIIBI IOCTYTIA.
r) ConepXUT MHCTPYKIMIO JJII CHCTEMHOTO a/IMUHUCTPATOpPA MO MPEJIOCTABICHUIO PaB JI0CTyNa
pa3IMYHBIM I10JIb30BATEISAM.
Bnanets: OCHOBHBIMH ~ METOJIaMH,

croco0amu U CpeACcTBaMuU
NOJyYeHHs,  XPaHCHHS,
nepepaboTku  uHGOpMa-

Konmponvnas paboma
3awmTa nHdopmMaLmm ¢ NOMOLLbLI0 Kpuntorpacpuu
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117078
HaBbikamu  oOecnieveHus
3aIUTHI uH(popManuu
IITATHBIMA ~ CPEJICTBAMU
OTIEPAIMOHHON CHCTEMBI.
HaBpikamu  momydeHnwus,
XpaHEHUsT U YHUYTOXKE-
HUS WHPOpPMALUU C yde-
TOM TpeboBaHuii HH)OP-
MalMOHHON  Oe30macHo-
CTH.

1. Ulenb paboTbl

Llenbio paboThl siBNsieTcs uccrnegoBaHve 3awutbl MHOpMauuyM ¢ NPUMEHEHMEM NPOCTENLLMX NPUHLUMMNOB
KpunTorpaguu.

2. TeopeTnyeckas 4acTb
2.1 Wndpbl 3ameHbI

CyLlHOCTb WndpoBaHNs METOAOM 3aMeHbI 3akrovaeTcs B cneaytollem [2]. MNycTb wndpytotes coobLueHmns
Ha pPyCCKOM S13blKEe U 3aMeHEe MOANEXMUT kaxaasa bykBa aTux coobweHuin. Torga, 6ykee A ncxogHoro anda-
BMTa COMOCTAaBMSETCA HEKOTOPOE MHOXECTBO CMMBOMOB (Lndpo3ameH) My, B — M, ..., A — M;. Lndposa-
MeHbI BblIOMpatoTcs TakuM 00pasom, 4ToObl Ntobblie aBa MHoxecTBa (M, u M,, i # j) He cogepXxanu oguMHaKo-
Bbix ariemeHToB (M, N M, =@ ).

Tabnuua, npuBeaeHHast Ha puc.1, ABnseTCa KMYoM wndpa 3aMeHbl. 3Hast ee, MOXHO OCYLLECTBUTb Kak
lWwncppoBaHue, Tak U paclumdpoBaHue.

xl

Puc.1. Tabnuua wundposameH

Mpn wndpoBaHun kaxxkgas OGyksa A OTKPbITOTO COOOLLEHWSI 3aMeHsIeTCA NIOObIM CUMBOSIOM U3 MHOXeE-
ctBa M. Ecnn B coolueHnn cogepxmTca Heckonbko GykB A, TO Kaxdasi U3 HUX 3aMeHsIeTCa Ha nobon
cumBon u3 Ma. 3a cyeT 3TOro € NOMOLLILIO OZHOMO KIHoYa MOXHO MOSYyYUThb pasfuyHble BapuaHTbl Wngpo-
rpamMMbl Anst OQHOMO U TOrO e OTKPbITOrO COOBLLEHMS.

Tak kak mHoxecTBa M,, Ms, ..., My nonapHoO He nepecekaroTcs, TO N0 KaXgoMy CUMBOIY LIMApOrpaMmmbl
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MOXHO O[IHO3HAYHO OMpeaennTb, KAKOMY MHOXECTBY OH MPUHAAMNEXUT, W, CriefoBaTenbHO, Kakylo ByKBY
OTKPBITOro coobLleHVst OH 3ameHsieT. [oaToMy paclumdpoBaHme BO3MOXHO U OTKPbITOe coobLueHne onpe-
[AenaeTcs eAMHCTBEHHbIM 06pa3oMm.

MeToa 3ameHbl YacTo peanusyeTcd MHOTMMU nonb3oBaTensMmu npu pabote Ha komnbtoTepe. Ecnn no 3a-
6bIBYMBOCTU HE MEPEKMIOYNTL Ha KraBmaType Habop CMMBOSIOB C NaTUHWLbI HA KUPUANULY, TO BMeCTo BykB
pycckoro andasuTa npu BBoAe TekcTa ByayT nevaTatbcs OykBbl NaTUHCKOro andasuTa («wudposame-
HbI»).

LLncbpbl 3aMeHbI MOXXHO pasfenvTb Ha crieayolimMe nogKknacchbl:

- Wwncpbl OAHO3HAYHOW 3aMeHbl (MOHOaNMaBnTHbIE, NPOCTbie NOACTAaHOBOYHbIE). Konnyectso wmndpo-
3aMeH 411 KaX40ro CumMBona ncxogHoro andgasuta pasHo 1 (| Mi | = 1 anga ogHoro cumsona);

- nonurpaMmmHble WKUdpbl. AHanNorviyeH npeapiayliemMy 3a UCKIMKYEHneM TOro, YTO Wndpo3aMeHe CooT-
BETCTBYET cpa3sy 010k CMMBONOB McxodHoro coobueHus (| M, | = 1 ans 6roka cMMBOMOB);

- omohoHnYeckue Wndpbl (0OHO3BYYHbIE, MHOTO3HAYHOW 3aMeHbl). KonuuecTBo wwundpo3ameH ans oT-
AenbHbIX CUMBOJSIOB UcxoaHoro andasuta 6onbwe 1 (| M, | 2 1 ana ogHoro cumeona);

- nonuandaBuTHble Wungpbl (MHoroandgasuTHble). COCTOUT N3 HECKOMbKUX LUMAPOB O4HO3HAYHOM 3ame-
Hbl. Boibop BapmaHTa andasuta angd sawmndpoBaHus 04HOIO CUMBOSIA 3aBMCUT OT OCODEHHOCTEN MeToaa
wndppoBanHud (| M | > 1 ana ogHoro cumeona).

[nsa 3anucm UcxoaHbIX U 3aMdpoBaHHbLIX COOBLLEHMIA MCNONb3YOTCS CTPOro onpeferieHHble andaBuThbl.
Mog andaBuTOM B AaHHOM crlydae MoHMMaeTcs Habop CMMBOJSOB, CRyXXALWMM NS 3anucu COobLLEHNN.
AncaButbl ONs 3anncyn UCXOOHbIX M 3awnMpoOBaHHbIX COOBLLEHUI MOryT oTnnyaTecs. CumBonbl 060MX
andgasnToB MOryT 6biTb NpeacTaBneHbl BykBaMu, NX COMETaHUSMU, YUCTIaMu, pUCyHKkamun 1 1.n. B kavectee
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nprMMepa MOXHO NPUBECTU NAALWYLIMX YeroBeYKoB M3 pacckasa A. KoHaH Jonna ( ) 1 PYKOMUCb

I

pYHU4YECKOro nucbma (| ) n3 pomaHa X. BepHa «[llyTewecTtBue K LeHTpy 3emnun».

2.2. Wndpbl 04gHO3HAYHOW 3aMEHbI.

MakcumanbHoe KONMM4ecTBO KNtoden anst noboro wudpa aToro Bnaa He npesbiwaeT n!, rae n — konuye-
CTBO CMMBOSOB B andasute. C yBenmyeHmem yncna n 3HavyeHune n! pactet oyeHb ObicTpo (1! =1, 5! = 120,
10! = 3628800, 15! = 1307674368000). Npn Gonbwnx N 4ns NPUONMKEHHOTO BbIMMCIEHUSA N! MOXHO BOC-
nonb3oBaTbca hopmyrnon CTupnuHra

1)

Wudp Uesapsa. JaHHbil wndp Obin npuaymaH Maem KOnuvem Llesapem n ncnonb3osarncs MM B CBOEWN ne-
penncke (1 Bek 0o H.3.). [IpUMEHNTENBHO K PyCCKOMY SA3bIKY CYTb €ro COCTOUT B cneaytowem. BoinucoiBaeT-
cs1 ucxogHbln andasut (A, B, ..., ), 3aTeM nog HUM BbLINUCBIBAETCA TOT Xe and)aBuT, HO C LIMKNNYECKUM
caBurom Ha 3 OykBbl BNEBO.

Puc.2. Tabnuua wndgposameH ans wudpa Llesaps

Mpun 3awmncposke OykBa A 3ameHsieTca Gykson I, B - Ha [ u T. A. Tak, HanpMMep, UCXOOHOE COOOLLEHNe
«ABPAMOB» nocne wudpoBaHus 6yaet Boirmnsgets «TOYITICE». Monyyatens coobuenus «TOYITICE»
nweT 3Tn ByKBbl B HWXXHEN CTPOKe M No BykBaM Hag HMMM BOCCTaHaBnMBaeT UCXOAHOe coobuieHne «Ab-
PAMOB».
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Kntodyom B wndpe Llesaps aBnsieTcsa BennumHa caoBura HMWXKHeER CTpoku andasuta. Konndecteo knrouyen
Ans Bcex mogmdukaunin gaHHoro wndgpa NnpuMeHNTEnNsHO K andaesuTy pycckoro si3blka paBHo 33. Bo3aMox-
Hbl pasnunyHble moamdukaumm wudpa Llesapd, B HaCTHOCTM NO3YHrOBbIN LWMAIP.

JNlo3yHroBbIM wudp. Ana gaHHoro wwudpa noctpoeHne Tabnuubl WMEPO3aMEH OCHOBAHO Ha J103yHre
(kntoye) — nerko 3anommHaemMoMm crioBe. BTopas cTpoka Tabnuubl wndpo3aMeH 3anofHsaeTcs cHadana
CNOBOM-NO3YHrOM (npuyeM noBTopstowmecs b6ykebl oTOpackiBaloTCs), @ 3aTeM OcTarnbHbiMKM ByKBamMu, He
BOLleALIME B CrOBO-NO3YHr, B andaBuTHOM nopsiake. Hanpumep, ecnu BbibpaHo crnoBo-no3yHr «OAON-
HA», To Tabnmua nmeeT cnegyrowmi Bug.

xl

Puc.3. Tabnuua wundposameH 4ns no3yHroeoro wugpa

Mpu wndpoBaHmn mncxogHoro coobueHuss «ABPAMOB» no npuBegeHHOMY Bbille K4y LuMdporpamma
oyaet BoirnageTs «QANOKMy.

B kauecTtBe nosyHra pekoMmeHayeTcs BblbupaTh pasy, B KOTOPON coaepxaTbCs KOHeYHble BykBbI andasu-
Ta. B oblwem cnyyvae, KONMM4ECTBO BAPMAHTOB HWDKHEW CTPOKM (MPUMEHUTENBHO K PYCCKOMY A3bIKy) COCTaB-
nget 33! (= 10%).

MonubuaHcknn kBagpart. LUndp n3obpeTeH rpeveckum rocyaapCTBEeHHbIM AesATenem, NonkoBogLEM U UC-
Topukom lMonubuem (1l Bek Ao H.3.). NpUMEHNTENBHO K PYCCKOMY andaBuTy CyTb LIMGPOBAHNS 3akKnova-
nace B criegytowiem. B kBagpat 6x6 BeinucbiBaloTCA OYKBBI.
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Puc.4. Tabnuua wundposameH ang nonmbuaHckoro keagparta

Wndpyemasa OykBa 3aMeHsIeTCs Ha koopAuMHaTbl KBagpaTa (CTpoka-ctonbel), B KOTOPOM OHa 3anucaHa.
Hanpumep, ecnn ncxogHoe coobuieHne «ABPAMOB», To wudgporpamma — «11 12 36 11 32 34 13». B
OpeBHen Mpeummn coobleHnst nepeaaBanmcb ¢ NOMOLLBbIO ONTUYECKOro Tenerpada (C NomMoLLbio dakesos).
Ana kaxgon 6ykBbl COOOLLEHNS B HAaYane nogHUManochb KONmM4ecTBo hakenos, COOTBETCTBYIOLLEE HOMEPY
CTpoku ByKBbI, @ 3aTeM HOMepy cTonbua.

Wudpyrowaa cucrema Tpucemyca (Tputemuns). B 1508 r. a66aT 13 Nepmanum MoranH Tprucemyc Hanu-
can ne4vatHyto paboTy No KpunTonorMn nog HaseaHuwem «llonurpacusi». B 3TOM KHUre OH BNepBble cUCTe-
MaTU4YeCKn onucan npuMeHeHne Wndpyowmnx Tabnuu, 3anonHeHHbIX andaBMToM B Cry4yaliHOM MopsiaKe.
[nsa nonyyeHusa Takoro wndgpa 3ameHbl 06bIYHO McnonNb3oBanuch Tabnuua anga 3anucu Oyke andasuta u
KrntoyeBoe cnoBo (unu dpasa). B Tabnuuy cHavana BNMcbIBaANocb Mo CTPOKam KIH4eBOe CIOBO, MpU4emM
noeTopsitoLLMecs OykBbl oTOpackiBanuck. 3atemM aTa Tabnuua JononHANack He BOWEALWUMM B Hee GykBamm
andasuTa no nopsaky. Ha puc.6 nsobpaxeHa Tabnmua c knoveBbiM cnosomM «JAOVHAY.
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Puc.5. Tabnuua wudposameH ans wundpa Tpucemyca

Kaxxgas GykBa OTKpbITOro coobLueHus 3aMmeHsieTcsl OYKBOW, pacronoXeHHOW Mog Hel B TOM ke cTonoue.
Ecnn 6ykBa HaxoguTcs B nocrnegHen cTpoke Tabnuubl, TO ANs ee wndpoBaHus 6epyT camyto BEPXHIOH
6ykBy cTonbua. Hanpumep, ncxogHoe coobiierne «ABPAMOBY, 3awndposaHHoe — « MMBUXLLK».

2.3. NMonurpammHble wWnUdpbI.
MonurpammHbie WKcpbl 3aMeHbl - LINPLI, KOTopble WUdPYT cpaldy rpynnbl (610k1) CUMBOMOB.

Wudp Playfair (aHrn. «YecTtHasa wurpa»). bbin n3obpeteH B 1854 r. Yapnb3om YWUTCTOHOM, HO Ha3BaH
nmeHem nopga JlanoHa lMnendepa, KOTOPLIN BHEAPWN AaHHbIA WKUEP B rocyaapCTBEHHbIE cryxbbl Benu-
kKobputaHmm. OH ncnonb3oBarncs aHrnudaHamu B Nepeon mnposon BorHe. Lndp npegycmartpmsaeTt wnd-
poBaHue nap cumsonoB (burpamm). Takum obpasom, aTOT Wwndp Oonee yCTONYMB K B3NIOMY MO CPaBHEHMIO
C WNpoM NPOCTON 3aMeHbl, TaK Kak 3aTpygHAeTCs YacTOTHbIN aHanu3. OH MoxeT OblTb NpoBedeH, HO He
ONsA 26 BO3MOXHbIX CMMBOMOB (NaTUHCKMIA andaeuT), a ansa 26 x 26 = 676 BO3MOXHbIX Ourpamm. AHanms
YacToTbl Burpamm BO3MOXEH, HO ABRsSieTCs 3HaduTernbHo 6onee TpyaHbIM 1 TpebyeT HamHoro GonbLuero
obbema 3awndpoBaHHOro TEKCTA.

Ons wudpoBaHus coobLieHns Heobxoaumo pas3buTb ero Ha Gurpammbl (rpynnbl U3 OBYX CMMBOJIOB), Npu
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3TOM, ecnu B Burpamme BCTPETATCS OBa OAMHAKOBbLIX CMMBOSA, TO Mexay Humu aobaBnsercs 3apaHee
OrOBOPEHHbBIN BCrOMOraTenbHbIA CUMBON (B opurMHane — X, Ans pycckoro andasuta - A). Hanpumep,
«3almngpoBaHHoe coobLleHne» CTaHOBUTCA «3a WK chp OB aH Ho ec 05l 06 e Hu ef». [ina dopmupoBa-
HWS KrnoYeBow Tabnuubl BelbnpaeTcs NO3yHr 1 ganee oHa 3anorHsaeTcd Mo npasunam LWudpyoLlen cucte-
Mbl Tpucemyca. Hanpumep, nosyHr « AAOVHA»
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Puc.6. Kniouesas Tabnuua ans wudppa Playfair

3aTemM, pyKOBOACTBYSICb CreayloLMMU NpaBuiamu, BbIMOSHAETCS 3allndpoBbIBAaHWE Map CMMBOSIOB UC-
XOOHOTO TeKcTa:

1. Ecnu cumBonel 6I/1FpaMMbI MCXOOHOIro TekCTa BCTpe4yakTCA B oAHoMn CTpOKe, TO 3TV CMMBOIJ1bl 3amMella-
HOTCA Ha CMMBOIbI, pacnoJjioXXeHHbIE B onvxanwmx CTOJ'I6L|,aX cnpaBa OT COOTBETCTBYHOLLMX CUMBOJIOB. Ec-
I CUMBOI ABNAETCA nocrneaHnMm B CTPOKe, TO OH 3aMEHAETCA Ha I'IepBbII7I CUMBOI 3TON Xe CTPOKN.

2. Ecnu cumBonbl GurpaMMbl UICXOQHOTO TEKCTa BCTPEYalTCsl B 04HOM CTonbue, To OHM npeobpasyoTcs B
CMMBOIbI TOFO e cTon6ua, HaxoAALWUMNCA HeNnocpeACTBEHHO Noa HUMU. Ecniv cuMBoN SBNSETCA HDKHUM
B CTONGLE, TO OH 3aMeHSIETCS Ha NepBbIii CUMBOI 3TOTO XXe cTonbua.

3. Ecnu cnmBonbl 6I/IrpaMMbI MCXOOHOIo TeKCTa HaxoaAaATCAd B pa3HbIX cronbuax u Pa3HbIX CTPOKaX, TO OHWU
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3aMEHAITCA Ha CUMBOIJIbI, Haxogduwmnmecd B Te€X Xe CTpPOKax, HO COOTBETCTBYyOLWME OPYrMM yriam npAamMmo-

yronbHuKa.
Mpymep wndpoBaHus.

- burpamma «3a» PopMUpPYeT NPAMOYTOSIbHUK — 3aMEHSIETCS Ha «KO»;

- burpamma «LWmn» HaxoasATCsl B OOHOM CTOSOLE — 3aMEHSIETCS Ha «Hoey;
- Burpamma «hp» HaxoOATCHA B OOQHOM CTPOKE — 3aMEHSIETCS Ha «XC»;

- Burpamma «oB» hOPMUPYET NPSMOYTONbHUK — 3aMEHSETCA Ha «XK»;

- BurpaMmma «aH» Haxo4AaTCsa B OQHOW CTPOKE — 3aMeHsAeTCs Ha «b6ay;

- Burpamma «Ho» POPMUPYET NPSMOYTONIbHUK — 3aMEHSAETCS Ha «aMy;

- burpamma «ec» hopMupyeT NPSIMOYTOSTbHUK — 3aMEHSIETCA Ha «IT»;

- Burpamma «osi» POpPMUPYET NPAMOYTOSIbHUK — 3aMEHSIETCS Ha «Kay;

- Burpamma «06» bopmMUpyeT NPAMOYTONbHUK — 3aMEHSAETCS Ha «nay;

- burpamma «Le» opMmnpyeT NPSMOYrOfibHUK — 3aMEHSIETCS Ha LUEY;
- Burpamma «HU» PoOpPMUPYET NPAMOYTONIbHUK — 3aMEHSIETCS Ha «aHY;

- Burpamma «est» PopMUpPYeT NPAMOYTONbHUK — 3aMEHSIETCS Ha «TU».
LUndpporpamma — «k6 toe xc vk 6a am IT Ka na LWe aH rmy.

Ons paCLUVI(prBKVI HeobxoaMMo UCMonb30BaTb MHBEPCUIO 3TUX NpaBwl,

oTkngpisast cumeonbl A (nnn X),
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€CIN OHU He HEeCyT CMbICIa B UICXOAHOM COOBLLIEHUN.

3. MpakTnyeckas yactb

3awmndpynTte cBo hamMunmio C MOMOLLbIO Cneayowmx WdpoB:
- Wndppa Lesaps;

- NNO3YHroBOro wuapa;

- nonmMbuaHcKoro KBagpaTa;

- Wndpytoen cuctemsl Tpucemyca;

- wudppa Playfair;

Mpu odhopmneHnm oTyeTa HEOOXOAMMO MPUBECTM MCXOOHOE coobLleHne (hbammnumio), Tabnuuy wndgposa-
MeH, Krtod (ecnv Tabnuua wndposameH He sSBAsieTCs KoYoM) 1 3amndgpoBaHHoe coobLueHne.

OIIK-2 BnageHrnem 0a30BbIMU 3HAHUSIMU B 00JIaCTH HWH(OPMAIIMOHHBIX TEXHOJIOT M

3HaThb bazoBele nousATHS B 061a- 1. HawuOonee xapakTepHble Oyaymine yepThl HHPOPMAIIMOHHOTO 00pa3a >KHU3HU.
ctu UT. 2.  CymHOCTh mpobieMbl HHOPMAITMOHHOTO HEPABCHCTBA.
CymHoCcTh 1 0011yI0 Xa- 3. Hudopmanumonnas cBo060a JMYHOCTH U CPEICTBA MACCOBOW MH(OPMAIIHH.
pPaKTEepUCTUKY UHPOpMa- 4. HWupopmannonHas cBoboa B ”HGOPMAITMOHHOM OOIIECTBE.
LIMOHHBIX ITPOLIECCOB UH- 5. OcHOBHBIE NPEANIOCHUIKU JJIsi HHPOPMALIMOHHBIX NMPECTYIIICHHUH.
¢dbopMarmoHHOrO0 00I11Ie- 6. OcHOBHBIE BHJIBI PECTYIUICHUH B HHTEIUIEKTYAJIbHOU cdepe.
CTBa B acrnekTe nHpopma- 7. OCHOBHBIE BUJIbI KOMITBIOTEPHBIX IPECTYIUICHUI.
IIMOHHOM 0€30I1aCHOCTH. 8. Kak ompenenensl MoHITHs OaHKOBCKAasi, KOMMEpUYECKasl U CIIy)keOHast TaifHa B [ payk1aHCKOM KO-

CoBpeMeHHOE COCTOSTHUE nekce Poccniickoit denepanuu.
YPOBHSI M HAIPABJICHU Kak oTpaxxeHbl BOIPOCHI MPaBOBOI0 pexnma WH(OPMaIlUK C OTPAHUYEHHBIM JIOCTYIIOM B 3aKO-

©
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Pa3BUTHS TPOTPAMMHBIX HaxX O TOCYAapCTBEHHOM M KOMMEpPUYECKON TalHax, B rpaxkaaHCKoMm kojekce P® B crarbe 139
cpeacTB B o0actu odec- «Cry)xeOHasi 1 KOMMepUecKast TaifHay.
nedyeHust nHHOpMaImoH- 10. Kaxkwue cBeneHHsI He OTHOCATCS K KOMMEPYECKOH TaitHe?
HOU 0E€30IaCHOCTH U 3a- 11. Kak onpeznensieTcs MOHATHE U COJepKaHuEe KOH(UIeHIManbHOW nHpopmanuu B Ykaze [Ipe3u-
HIUTH HHPOPMAIIH. neHta PO «O0 yrBepxkaeHUH NIEpeyHs CBEACHUN KOH(UIECHIINAIBHOTO XapaKTepay.
12. Crpykrypa u conepxkanue nokymenrta «llomutrka nHpopMaImoHHONW OE30MACHOCTH OpraHU3a-
LUN.
YMmers: CaMOCTOATENbHO OpHEH- 1 ManpaTtHasi HOJUTHKA JAOCTYIIA:

TUPOBAThCS B COBPEMEH-
HBIX  MH(POPMAIIMOHHBIX
TEXHOJIOTHSX Mpodeccu-
OHAJILHOM 00J1acTH.

[Tpumensats ¢ npodeccu-
OHAJBbHOM JI€ATENILHOCTH

COBPEMEHHBIE  CPEICTBa
HKT.
ObecnieuynBaTh  3aLIUTY

uHpOpMaLlUM BO BpeMs
paboThl C COBPEMEHHBIMU
cpencrBamu UKT.

a) OnpezensieT mpasa JOCTyIA HISHTH(PHUINPOBAHHBIX CYyOBEKTOB K 00BEKTaM
Ha OCHOBE 33/IaHHBIX BHEUIHUX MPABWJI (MAaTPHILIEI JOCTYIIA).
0) Onpenensier mpaBa a0cTyna cy0beKkToB K 00beKTaM MM paspemiaeT HHGOPMALMOHHbIE

NMOTOKH MEKAYy 00bEKTAMH HAa OCHOBE HM3MEHsIeMbIX METOK NpPaB J0CTyNa Cy0OBEKTOB M METOK
KOH(UAEeHINATbHOCTH 00bEKTOB.

B) SBisercs anropuTMoM (GOPMHUPOBAHUS MATPUIIBI IOCTYTIA.
r) Conep>XUT MHCTPYKIMIO JJII CHCTEMHOTO a/IMMHUCTPATOpPa 1O MPEIOCTABICHUIO MPaB J10CTyNa

Pa3JIMIHBIM ITOJIB30BATCIIAM.

2

KoMIbroTepHBIM BUPYCOM Ha3bIBAETCA:

a) I[Iporpamma, ciocoOHasi BHeAPATHCS B IPyrue MporpaMmai, ¢
BO3MOKHOCTBHI0 CAMOBOCIIPOU3BO/ACTBA.

0) Bun 6axtepuii, pa3pymaronii MUKPOCXEMBI.

B) [Iporuecc paspymenus nHGopMau Ha HEUCIIPABHOM KECTKOM JTHCKE.

Yto 3ACChb HC OTHOCHUTCA K aHTUBUPYCHBIM IIpOTrpaMMaM:
a) Dr. Web

0) AVP

B) Norton DiskDoktor
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4 B cucreme crangaptoB «OO0mme Kpurepun» TpeOOBaHUs HE 0OBEAUHSAIOTCS B!
a) Knaccwr
0) CemeiicTBa
B) ['pynmnsi

5 B gokymentax ['ocTexxoMuccuu moJi MOKa3aTeNIsIMU 3aIUIIEHHOCTH

MMOHUMAETCS:

a) DKCcrepTHas OIIEHKA CUCTEMBI 3alllUThl MH(pOpMaLUK MO NATUOAITEHOM

IKarne.

0) Ilepeyens rpynnbl TpeOGOBaHHii, HEOOXOAMMBIX /ISl BBINOJHEHHS B HH()POPMALMOHHBIX
CHCTeMAaX 33/IAaHHOT0 KJIACCA 3aIMIIEHHOCTH.

B) BpemeHHbBIe XapaKTepUCTHKU PEAKIIMH CUCTEMbI 0€30MacHOCTH Ha OOHapy>KEHHE HECAHKIUO-
HUPOBAHHOTO JI0CTYIIA.

Bnaners:

HasbikaMu ucmonb30Ba-
Hus coBpemeHHbIXx UKT.
[TpunMnamMu paboTsl
ciyx0 UnTepuer s
cbopa npodeccruoHab-
HOM nH(popManuu.
bazoBeiMu puemamu
pa3Merienust uHpopma-
LIUU B OTKPBITOM JOCTYIIE
C TIOMOIIIbIO COBPEMEH-
Hbeix UKT.

Konmponsnas paboma
3awmra nHcopmaLmm ¢ nomMoLLbIo KpunTorpadum

1. Llenb paboTbl

Llenbto paboTel siBNsieTca nccrnegoBaHue 3awmnTbl MIHOPMaUMM ¢ MPUMEHEHMEM NPOCTENLLNX NPUHLMINOB
Kpuvntorpaduu.

2. TeopeTn4yeckas 4yactb
2.1 lUndbpbl 3amMeHbI

CyLlHOCTb WindpoBaHNs METOAOM 3aMeHbI 3aknodaeTcsa B cnegyrowem [2]. MNycTtb wndpyotes coobLueHmns
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Ha pyCCKOM £13bIKe 1 3aMeHe NOANEXMUT Kaxaasa byksa aTux coobuweHuin. Toraa, 6ykee A ncxogHoro anda-
BMTA COMOCTAaBMAETCA HEKOTOPOE MHOXECTBO CMMBOSOB (LWndpo3amMmeH) My, B — M, ..., A — M;. Lndpo3sa-
MeHbI BblbnpatoTcsa Takum obpasom, 4Tobbl nobble agsa mHoxecTBa (M, n M,, i # j) He cogepxanu ognHako-
BbIX anemeHToB (M\N M, =@ ).

Tabnuua, npuBeaeHHas Ha puc.1, ABnseTCA KYoM Wndpa 3aMeHbl. 3Hasd ee, MOXHO OCYLLECTBUTb Kak
WwncpoBaHne, Tak U paclundpoBaHme.

Puc.1. Tabnuua wundposameH

Mpu wndposaHum kaxkgasi Gykea A OTKPbITOrO COOOLLEHUS 3aMeEHSIETCA NOObIM CUMMBOJIOM W3 MHOXe-
ctBa M,. Ecnn B cooOuweHnn coaepxmTcs Heckonbko OykB A, TO Kaxgasi U3 HUX 3aMeHsieTcsl Ha Jtobon
cvMBon 13 M,. 3a cyeT 3TOro ¢ NOMOLLLI0 OAHOrO KIHoYa MOXHO MOMYyYUTb PasnuyHble BapuaHThl Wndpo-
rpaMmbl Anst OQHOMO M TOFO K€ OTKPbITOro COOBLLIEHUS.

Tak kak mHoxecTBa Ma, Mg, ..., M; nonapHo He nepecekarTcs, TO MO KaXgoMy CUMMBOIY LINMAPOrpaMmbl
MOXHO OLHO3HA4YHO ONpPeaenuTb, KaKOMYy MHOXECTBY OH MPUHAONEXUT, U, CneaoBaTenbHO, Kakyl OykBy
OTKPbITOro coobLieHns oH 3amMeHseT. [oaToMy paclumdpoBaHne BO3MOXHO U OTKPbITOe coobLLeHne onpe-
[ensieTcs eAMHCTBEHHBIM 0Opa3oM.

MeTog 3amMeHbl YacTo peanu3yeTcs MHOMMMW Monb3oBaTensmMu npu paboTte Ha komnbtoTepe. Ecnu no 3a-
ObIBUMBOCTM HE MEPEKIIOYNTL HA KNaBuaType Habop CMMBOSIOB C NaTMHULBI HA KUpUNAuLY, TO BMECTO OyKB
pycckoro andasuta npu BBoAe TekcTa byayT neyaTtatbcs OykBbl NaTuHCKoro andasuta («Wwundgposame-
HbI»).
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LLncbpbl 3amMeHbI MOXXHO pasgenvTb Ha crieayolime nogknacchbl:

- wndpbl 0AHO3HAYHOM 3aMeHbl (MOHOandaBnTHbIE, NPOCTLIE MOACTAaHOBOYHLIE). KonuyecTBo wndpo-
3aMeH AN KaXX40ro cumBona ucxogHoro andgasuta pasHo 1 (| Mi | = 1 anga ogHoro cumsona);

- nonurpaMmmHble Wndpbl. AHaNorMieH npeapiayLwiemMy 3a UCKIMKYEeHneM TOoro, YTO Wndpo3aMeHe CooT-
BETCTBYET cpa3y 0510k CMMBOOB McxoaHoro coobienus (| M, | = 1 anst 6rioka cMMBOMOB);

- omochoHnYeckue Wndpbl (0OHO3BYYHbIE, MHOTO3HAYHOW 3aMeHbl). KonuuecTBo wundgpo3ameH ans oT-
OenbHbIX CUMBOJSIOB UcxoaHoro andasuta 6onbwe 1 (| M, | 2 1 ana ogHoro cumeona);

- nonuandaBuTHble Wungpbl (MHoroandgasnTHble). COCTOUT 13 HECKOMBbKUX LWMGPOB OAHO3HAYHON 3amMe-
Hbl. Bbibop BapuaHTa andaeuta gna 3awmndgpoBaHMs OOHOMO CMMBOSA 3aBUCUT OT ocobeHHoCcTeln MeToaa
wncppoBanHud (| M | > 1 ana ogHoro cumeona).

[nsa 3anucu UcxogHbIX U 3aiMdpoBaHHbLIX COOBLLEHMIA MCNONb3YOTCS CTPOro onpeferieHHble andgaBuThbl.
Moa andaBuTOoM B AaHHOM Crlydae NMoHMMaeTcsi Habop CMMBOSOB, CRyXallWiA ANsi 3anMcyu COOOLLEHUNA.
AncbaButel ANs 3anncyn UCXOOHbIX M 3awnMpoOBaHHbIX COOBLLEHUI MOryT oTnmnyaTecs. CumBonbl 06omx
andaBnToB MOryT BbiTb NpeacTaBneHbl 6ykBaMu, UX COMETAHUSIMU, YACTTAaMU, PUCYHKaMn 1 T.N. B kadecTBe

xl

npymepa MOXHO NPMBECTM MASLWYLNX YenoBeykoB U3 pacckasa A. KoHaH Jonna (| ) N pyKonucb

I

pyHM4YecKoro nucbMa (| ) n3 pomana K. BepHa «[lyTelwectsue Kk LEHTPY 3emnny.

2.2. Wndpbl 0AHO3HAYHOW 3aMEHbI.

MakcumanbHoe KonM4ecTBO Kroven ans noboro wudpa aToro Buaa He npesbilwaeT h!, roe n — Konuye-
CTBO CMMBOJSIOB B andasute. C yBenmyeHmem 4yncna n 3HavyeHmne n! pactet oveHb ObicTpo (1! =1, 5! = 120,
10! = 3628800, 15! = 1307674368000). Mpn Gonbwmnx N Ans NPUBGANKEHHOIO BbIYUCIEHMS N! MOXHO BOC-




CTpyKTypHBIii
JIEMEHT
KOMIETEHINH

[Tnanupyemsle pe3yibTa-
Thl 00Y4YEHHUSI

OneHouHble CpeacTBa

nonb3oBaTbca hopmyrnon CTupnuHra

(1)

Wudp Uesapsa. JaHHbil wndp Obin npuaymaH Maem KOnvem Llesapem n ncnonb3osarncs MM B CBOEW Ne-
penuncke (1 Bek 0o H.3.). [IpUMEHNTENBHO K PyCCKOMY SA3bIKY CYTb €ro COCTOUT B cneaytowemM. BoinvcoiBaeT-
csl ucxodHbln andasut (A, B, ..., ), 3aTeM nog HUM BLINMCLIBAETCA TOT Xe andaBuT, HO C LIMKINYECKNM
caurom Ha 3 OykBbl BNeEBO.

Puc.2. Tabnuua wndgposameH ans wudpa Llesaps

Mpu 3awmncposke Oyksa A 3ameHsieTca Oykson I, B - Ha [ u T. A. Tak, HanpMmMep, UCXOOHOE COooOLLEeHMe
«ABPAMOB» nocne wudpoBaHusa byaet Boirmnsgets «TOYITICE». MNMonyyatens coobweHus «FOYTTICE»
ULLET 3TK OYKBbI B HWXKHEN CTpoke M no OykBam Hag HMMK BOCCTaHaBNMBaeT UCXoAHoe coobuieHne «Ab-
PAMOB».

Kntodom B wngpe Llesaps aBnsieTcs BennumMHa casura HWXKHEN CTpoku andasuta. Konndectso knrouyen
ANg BCex moaudmkaumn AaHHOro Wwudpa NpUMeHUTENbHO K andaBuTy pyccKoro sidbika paBHo 33. Boamox-
Hbl pasnnyHble moandukaumm wudpa Llesaps, B HaCTHOCTM NO3YHrOBbIN LWMAP.

JNosyHroBbin wudp. Ana gaHHoro wwudpa noctpoeHne Tabnuubl WMEPO3aMEH OCHOBAHO Ha flO3yHre
(kntoye) — nerko 3anommHaemom crnose. BTopasa cTpoka Tabnuubl wndpo3aMeH 3anonHAeTCs CHavana
CNOBOM-NO3YHIOM (Npu4em nosTopstowmecs GykBbl oTbpackiBaloTCcs), a 3aTeM ocTanbHbIMK OykBamu, He
BOWleALLIME B CMOBO-NO3YHr, B andaBuTHOM nopsigke. Hanpumep, ecnu BbiGpaHo cnoBo-no3yHr «OA0N-
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HA», To Tabnmua nmeeT cnegyrowmi Bug.

xl

Puc.3. Tabnuua wundposameH 4nsd no3yHroeoro wugpa

Mpu wndpoBaHmn ncxogHoro coobueHuss «ABPAMOB» no npuBegeHHOMY Bbille Khody wmndporpamma
oyaet BoirnageTs «QANOKM .

B kayecTBe nosyHra pekoMmeHayeTcs BblbupaTh pasy, B KOTOPOW coaepxaTbCs KOHeYHble BykBbI andasu-
Ta. B oblwem cny4vae, KONMMYECTBO BApUaHTOB HWDKHEW CTPOKM (MPUMEHUTENBHO K PYCCKOMY A3bIKy) COCTaB-
nget 33! (= 10%).

MonubuaHcknn kBagpart. LUndp n3obpeteH rpeveckum rocyaapCTBeHHbIM AesATenem, NonkoBogUeM U Uc-
Topukom Monubuem (lll Bek Ao H.3.). NpUMEHNTENBHO K PYCCKOMY andaBuTy CyTb LUMMPOBAHNS 3aKnova-
nace B criegytowem. B kBagpat 6x6 BeinuckiBaoTCA OYKBbI.

xl

Puc.4. Tabnuua wundposameH ang nonmbunaHckoro keagparta
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LWndpyemasa OykBa 3aMeHSIieTCA Ha KoopAuHaTbl kBagpaTta (CTpoka-cTonbel), B KOTOPOM OHa 3anucaHa.
Hanpumep, ecnn ncxogHoe coobuieHne «ABPAMOB», To wudporpamma — «11 12 36 11 32 34 13». B
OpesHen Mpeummn coobLieHns nepeaasanmcb C NOMOLLBIO ONTUYECKOro Tenerpada (C NOMOoLLbI0 hakeroB).
Onsa kaxgon 6ykBbl COOOLLEHNsT B HaYane NogHMManochb KonmMy4ecTBO hakenoB, COOTBETCTBYHOLLEE HOMEPY
CTpoku OyKBbI, @ 3aTEM HOMepY cTonodua.

Wudpyrowaa cucrema Tpucemyca (Tputemuns). B 1508 r. a66aT 13 Nepmanum MoranH Tprucemyc Hanu-
can nedaTtHyto paboTy No KpunTonorMn nog HaseaHvem «[lonurpadusi». B aTol KHMre oH BnepBble cUCTe-
MaTMYEeCKU onucan NpuMeHeHne WUdpPYLWNX Tabnuu, 3anofHeHHbIX andaBuToM B CrydaiHOM MOpsiaKe.
Ons nonyyeHusa Takoro wmdpa 3ameHbl 06bIYHO Mcnonb3oBanucek Tabnuua ana 3anvcy 6ykeB andasmTa u
KrntoyeBoe cnoeo (Mnu dgpasa). B Tabnuuy cHavana BNUCbIBANocChb MO CTpOKaM KMOYEBOE CIOBO, NpUYem
noeTopsitoLLMecs OykBbl oTbpackiBanuck. 3atemM aTa Tabnuua AonosnHsAnack He BOWeALWNMM B Hee BykBamm
andasuTa no nopsiaky. Ha puc.6 nsobpaxeHa tabnmua c knroveBbiM cnosomM «JAOVHA.

Puc.5. Tabnuua wudposameH ans wudpa Tpucemyca

Kaxxgaa 6ykBa OTKPLITOrO COOOLLEHUss 3aMeHsieTcsl OYKBOWM, pacrnosfioXXeHHON noa Hew B TOM e cTonbue.
Ecnun BykBa HaxoguTca B nocrnegHen cTpoke Tabnuubl, TO Anga ee wndpoBaHua 6epyT camyto BEPXHIOK
BykBy ctonbua. Hanpumep, ncxoaHoe coobuieHne «ABPAMOBY, 3awundposarHoe — « MABUXLLK».
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2.3. NMonurpammHbie wWndpbl.
MonurpammHbie WKpbI 3aMeHbl - WNpPbI, KOTopbIe WNGPYIT cpasy rpynnbl (6510k1) CMMBOJIOB.

Wudp Playfair (aHrn. «YecTtHaa wurpa»). boin n3obpeteH B 1854 r. Yapnb3om YWUTCTOHOM, HO Ha3BaH
nmeHem nopgaa JlanoHa lMNMnendepa, KOTOPbI BHEAPW AaHHbLINA WKUEP B rocygapCTBEHHbIE CryXObl Benu-
kobpuTtaHui. OH ucnonb3oBancs aHrnyaHamu B NepBor muposon BovHe. LLndgp npeaycmaTpmBaeT wmd-
poBaHue nap cumsonoB (burpamm). Takum obpasom, aTOT Wndp Oonee YyCTOMYMB K B3NTOMY MO CPaBHEHMIO
C WNpoM NPOCTON 3aMeHbI, TaK Kak 3aTPyaHAETCA YacTOTHbIN aHanu3. OH MoXeT ObITb NPOBEeAEH, HO He
ANns 26 BO3MOXHbIX CUMBOJIOB (NTaTUHCKMIA andaeut), a ans 26 x 26 = 676 BO3MOXHbLIX burpamm. AHanus
YacToTbl BMrpamm BO3MOXEH, HO SBNSeTCS 3HadnTenbHO 6onee TpyaHbiM N TpebyeT HamHOro GonbLuero
o6beMa 3andpPOBaHHOIO TEKCTA.

Onsa wudpoBaHms coobLLeHns Heobxoaumo pas3duTb ero Ha Gurpammebl (rpynnbl U3 ABYX CUMBOJSIOB), Mpu
3TOM, ecnu B Gurpamme BCTPETATCA ABa OOUHAKOBbIX CUMBOIIA, TO Mexay HMMK AobaBnsieTcst 3apaHee
OrOBOPEHHELIN BCMOMOraTesnbHbIA cuMBOn (B opurnHane — X, gns pycckoro andasuta - f). Hanpumep,
«3alwngpoBaHHoe cooOLLEHNEe» CTAaHOBUTCS «3a Wn ¢p OB aH Ho ec oS 06 e Hu efl». [na dopmupoBa-
HWS KodeBon Tabnuubl BoIGMpPaeTCca NO3YHT U Janee OHa 3anofiHAEeTCs No npasunam WwndpytoLlen cucte-
Mbl Tpucemyca. Hanpumep, nosyHr « IAOVHA»
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Puc.6. Knioueasi Tabnuua ans wudpa Playfair

3aTem, PYKOBOACTBYACbL cneayrowmMiy npasunamMmun, BbINOJIHAETCA 3aLLIVI¢)pOBbIBaHVIe nap CMMBOJIOB WUC-
XOOHOro TeKkcTa:

1. Ecnn cumBonbl Gurpammbl UICXOQHOTO TEKCTa BCTPEYAOTCS B OOHOW CTPOKE, TO 3TV CUMMBOJbI 3amella-
OTCSA Ha CMMBOIbI, PACMONIOKEHHbIE B BnmkanlLmMx cTonbuax cnpaea oT COOTBETCTBYHOLMNX CUMBOSIOB. Ec-
N CMMBON ABMSAETCS NOCMNeHNM B CTPOKE, TO OH 3aMEHSIeTCA Ha NepBbIi CUMBOJT 3TOW e CTPOKMU.

2. Ecnn cumBonbl GUurpaMmbl ICXOAHOTO TEKCTa BCTPeYalTcs B OAHOM cTonbue, To OHM npeobpasytoTcs B
CMMBOJTbI TOrO e cTonbua, HaxoAALWMMKUCS HEMOCPEACTBEHHO Mo HAMK. Ecniv cuMBON SIBRSIETCH HYUKHUM
B cTONbLE, TO OH 3aMeHsIeTCs Ha NEPBbIA CUMBOJT 3TOrO e cTonbua.

3. Ecnu cumBonbl GUrpaMmbl MICXOOQHOTO TEKCTa HAXOAATCA B pasHbIX CTONGLAX U pasHbIX CTPOKaX, TO OHU
3aMEeHSIITCA Ha CUMMBOJbI, HAXOAALLMECS B TEX XKe CTPOKaX, HO COOTBETCTBYIOLUME APYIUM yriam npsiMo-
YrornbHuKa.

Mpyumep windpoBaHus.

- Burpamma «3a» PopMUpyeT NPAMOYTOfIbHUK — 3aMEHSIETCA Ha «KO»;

- Burpamma «LWwuny HaxoOosaTCst B OQHOM CTONOLE — 3aMEHSIETCSA Ha «toey;
- Burpamma «p» HaxoOATCsA B OOHOM CTPOKE — 3aMEHSIETCS HA «XC»;

- Burpamma «oB» POPMUPYET NPSMOYIOSIbHUK — 3aMEHSIETCS Ha «IKY;

- Burpamma «aH» HaxoaaTcs B OQHOWM CTPOKe — 3aMeHsIeTCs Ha «bay;

- Burpamma «Ho» hopmMMpyeT NPSIMOYTONbHUK — 3aMEHSIETCH Ha «amy;
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- BurpamMma «ec» OpMMPYET NPSAMOYTOSIbHUK — 3aMEHSIETCS Ha «ITY;

- burpamma «osi» hopMmpyeT NPSMOYTOSNIbHUK — 3aMEHSIETCS Ha «Kay;
- Burpamma «06» bopMUpPYeET NPSAMOYTONbHUK — 3aMEHSIETCS Ha «nay;
- Burpamma «Le» bopMmpyeT NPSIMOYTONbHUK — 3aMEHSIETCS HA «LLEY;
- Burpamma «HU» HOPMUPYET NPSMOYTONbHUK — 3aMEHSIETCS HA «aH»;
- burpamma «es» hopMupyeT NPSIMOYTONbHUK — 3aMEHSIETCS Ha «TU».
Lndporpamma — «k6 t0e XC K 6a am IT Ka na LE aH rm».

Onsa pacwmdpoBkn HEOBXOONUMO MCMONb30BaTh MHBEPCUIO 3TUX MpaBun, oTkMabiBas cumeorbl A (nnu X),
€CINN OHU He HEeCYT CMbICMa B MCXOAHOM COOBLLIEHUN.

3. MpakTnyeckan yacTb

3awmndpynTte cBoH hamMunmio C MOMOLLbIO Cneayowmx WudpoB:
- Wwudpa Llesaps;

- NO3YHroBOro Wwuapa;

- nonnbunaHcKoro KBagpaTa;

- WndppytoLern cuctemsl Tpucemyca;

- wudpa Playfair;
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Mpu odhopmneHnm oT4yeTa HEOOXOAMMO MPUBECTM MCXOOHOE coobLleHne (hammnumio), Tabnmuy wundgposa-
MeH, Kntod (ecnu Tabnuua wndgposameH He ABASETCH Ko4oM) 1 3amndgpoBaHHoe coobLeHue.

OIIK-4 BnaseHueM HaBbIKAMU HCIIOJIb30BaHUS KOMIBIOTEPHON TEXHUKU U UH(MOPMALIMOHHBIX TEXHOJIOIHM B MOMCKE UCTOYHUKOB U JIUTEpATy-
PBbl, UCIIOJIb30BAaHUH IPABOBBIX 0a3 JaHHBIX, COCTaBJIEHUHN OMOIMOrpadMuecKuX U apXUBHbBIX 0030pOB

3HaTe

OcCHOBHBIE TIOHSTHSA U
omnpejeieHuss B 00JacTh
obecrieuennss MHPOpMa-
[IMOHHOM O€30IaCHOCTH H
3aIUThl MHOOPMAIIHH.
Knaccudukanuu  Bpeao-
HOCHBIX ITPOTPaMM
CrocoObl  3alIUTBl  HMH-
dbopmarii B aBTOMATH-
3UPOBAaHHBIX  CHCTEMax
00pabOTKN JAaHHBIX, TJIO-
OaJbHBIX M JOKaJIbHBIX
CETSX, 3aIIUTHI OT BPEIO-
HOCHBIX MIPOTPaMM

1.

2.

w

o u

10.

11.
12.

13.

Criyx6a nHpopManmoHHON Oe3onmacHocTH opranm3anuu. CocTaB, MeNu W 3a/a4ul CIIYXObI UH-

(dopmMaLrOHHOI 6€30MacCHOCTH OpraHU3ally.

Pone crangapToB u TpeboBaHMid 10 WHPOPMALMOHHON O€30MaCHOCTH MPEeNnpuiTus B GOpMHu-
poBanuu «llonuTuky MHGOPMALTMOHHON OE30MIACHOCTH OPraHU3ALUM.

[TpuHIMIIBI pacipeeTIeHUs TOTHOMOYHIH.

[Tponienypsl 1 MeTonbl MHPOPMALMOHHOM 0€30IaCHOCTH OpraHM3allMd KaK COCTaBIIAIOLIUE
«[Tonutrku nHGOpPMALIMOHHON OE30MTaCHOCTH OpPraHU3aLUN».

[Tpodwin 3amuTHI

O0s13aHHOCTH COTPYTHUKOB IO 00€CTIeYeHHI0 HHPOPMAIIMOHHOM 0€3011acHOCTH.

[Topsimok ycTaHOBJIEHHUS peXHMa KOHHUAEHIHMAIbHOCTH HWHpopMmanuu. [lepeueHb cBeneHHUH,
OTHOCHMBIX K KOH()UICHIIMAIbHOW HHPOPMAIIUU B HE TTOJISKAIINX 3aCEKPEUNBAHUIO.

TpeboBaHus1, MpeabsBIseMble K IPETEHICHTaM Ha paboTy ¢ KOHQUIEHIMaIbHONH HH}OopMaruen
Y K MPETEeHICHTaM Ha JOJHKHOCTh CITy:K0y HH(GOPMAIIMOHHOM 0€30MacHOCTH.

[Topsimox obOecrieueHHs] COXPAaHHOCTH KOH(UACHIMATbHON MH(GOPMALUU NpU MOCTOSIHHOM HJIU
BPEMEHHOM TIPEKPALICHUHN TI0JIH30BATENIEM JOCTYTA K KOH(OUICHIMAIEHOMY HWH(POPMAIIMOHHOMY
pecypey.

OpranuzanvoHHbIe MEPHI IO 00ECTIEYEHHIO U MOJIEPKaHNI0 HH(POPMALIMOHHOW 6€3011acHOCTH B
NEPUO]T YpE3BBIYAHBIX CUTYaIUH.

Buapt nHpOpMaIuy opraHu3anyy, MmojeKaline 3amuTe.

PernamenTanus 1efCTBHI BceX KaTerOpHil COTPYIHUKOB, IOMYIIEHHBIX K padoTe ¢ MHpOpMa-
[IUOHHBIMU CHCTEMaMH.

Cucrema OpraHu3allMOHHO-PACMIOPSAAUTENBHBIX JOKYMEHTOB YUPEXKACHUs MO BOmpocaMm olec-
ne4eHus HHQOPMaIMOHHON 6€30MaCHOCTH.
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DIIEMEHT OrueHouHBIE CpEACTBA
Thl 00Y4YEHHUSI
KOMIIETEHIIUU
YMmeTs: Coxpassare HHPOPMALIUIO 1 KauecTBO cucteMbl HHPOPMAIMOHHON 0€30MacCHOCTH MOXKET ObITh OIICHEHO:

OT HECAaHKIIMOHHPOBAHHO-
0 JIOCTYTIA.

HactpauBath W WUCHOJNb-
30BaTh  CHEIHAIH3HPO-
BaHHOE AHTUBUPYCHOE
I10.

Hcnonp30BaTe METONBI U
CpeACTBa  3aIUTHI
dbopmaruu.

HH-

a) 3aIycKoM CITeIUaIbHON TECTOBOM MPOTPAMMBEI.
0) Ha ocHoBe 3xcrIepTHOIO aHAJIM3a Pa3IMYHbIX NOKa3aTeeii 3(pGeKTHBHOCTH.
B) KonnuecTBOM peann3oBaHHBIX 3alIUTHBIX (DYHKINN, IEKIapUPOBAHHBIX B JIOKYMEHTAIIHH.

Kakoe yTBepxieHIe BEpHO:

a) [locnenHue Bepcuy aHTUBUPYCHBIX POTPaMM U PETYIISIPHOE OOHOBIICHHUE

OC rapaHTupyIoT 3alIUTy OT BUPYCOB.

0) OC ¢ rpaMOTHO peaIn30BAHHOM CHCTEMOH 3aIUTHI 0T HECAHKIMOHNPOBAHHOIO JOCTYNA

Jyqyuie 3aluumeHa OoT BUPYCHBIX aTak.

B) 3alMTy OT BUPYCOB TapaHTUPYET HCIIOIB30BAHUE TOJBKO JUIEH3MOHHOTO MPOTPAMMHOIO

obecrieueHus.

3

bpanamaysp sto:

a) Mcrounuk Gecriepe0OMHOro MUTaHUS.
0) Me:xcereBoil GpuabTp.

B) [Iporpamma npocmotpa Web-crpanwuir.

Hudposas noanuck 310:

a) KimroueBoe coBo uimu Habop nudp B KOHIIE JIEKTPOHHOTO JOKYMEHTA,

M3BECTHOE TOJBKO OTIPABUTENIO U ITOIYYATENIO.

6) Lludposoe npencrapienue rpadhuyeckoro M300pakxeHus: IEPCOHAITBHOM MOIMUCH YelIOBeKa.

B) Pe3yJbTaT NpuMeHeHUs CHenHaabHOM QYHKIMHU K COACPKUMOMY TOKYMEHTA ¢ KJIIOYO0M,

H3BECTHBIM TOJbKO OTIIPABUTEII0, H KOTOprfI MO’KHO IMMPOBEPUTH ¢ MOMOIILI0 KJII04Ya, U3BECTHO-
o BCEM II0JayvaTe/isiM.

5

BupryansHsblii 3alMIIEHHBIA KaHAJI CTPOUTCSL:
a) Ilyrém mudpanun nadopmannu, npoxoasiuieii Yepe3 OTKPbIThIE
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KOMIETEHINH

rj100aJibHbIE CETH.
0) s mepenadyu BUACO W ayauo MH(POPMAIUU B MPUBUICTUPOBAHHOM, 3AIIUIEHHOM OT 3a/€p-

KEK U MPEpbIBAaHUN pPEeKUME.
B) Jl1s IMHTAlIMY WCIIOIB30BAHKS CUCTEMBI 3alTUTHl HHPOPMAIH C IEJIBI0 BBECTH B 3a0IIyKIe-

HUE BO3MOXKHOTO 3JI0YMBIIIICHHUKA.

Bnaners: [IpodeccuonanbHbIM Konumponvnas paboma

A3BIKOM IPEIMETHON 00-
JACTU 3HAHMUA.

HaBbikamMu  3amTsl U
00pbOBI ¢ BPETOHOCHBIMHU
porpaMMamH.
HaBeikamyu mpuMeHEHUS
IPOTPaMMHBIX  CPEJICTB
3alUThl MHpOpMAIUU B
KOMITbIOTEPHBIX CETSIX.

3awumTta nHchopmaL MM ¢ NOMOLbIO KpunTorpadgpun

1. Uenb paboTbl

Llenbio paboTbl sBNsieTCs uccrnegoBaHve 3awutbl MHoOpMauuy ¢ NPUMEHEHMEM MPOCTENLLMX NPUHLUMMOB
Kpuntorpagpuu.

2. TeopeTn4yeckas 4actb
2.1 lUndpbl 3ameHbl

CyLLHOCTb WndpoBaHNs METOAOM 3aMeHbI 3akrodaeTcs B cneaytollem [2]. MNycTb wndpytotes cooblueHus
Ha pPyCCKOM S13blKe 1 3aMeHe MOANEXMUT kaxaasa bykBa aTux coobweHunin. Torga, doykse A ncxogHoro anda-
BMTA COMOCTABMSAETCA HEKOTOPOE MHOXECTBO CMMBOSOB (Lndpo3ameH) My, B — M, ..., A — M;. Lndposa-
MeHbl BbibrpatoTcs TakuMm obpasom, 4Tobbl nobble AoBa MHoxecTBa (M, u M,, i # j) He cogepxxanu ognHako-
BbiX ariemeHToB (M, N M, =@ ).

Tabnuua, npuBedeHHast Ha puc.1, ABnSETCA KMYoM Wndpa 3aMeHbl. 3Hast ee, MOXHO OCYLLECTBUTb Kak
LWwncppoBaHune, Tak U paclundpoBaHme.



https://sites.google.com/site/anisimovkhv/publication/umr/kriptografia/literatura
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xl

Puc.1. Tabnuua wundposameH

Mpy wudpoBaHnm kaxagas Gykea A OTKPbITOro COOOLLEHWUS 3aMeHsieTcsl NoGbIM CUMBOSIOM U3 MHOXe-
ctBa M.. Ecnu B coOGLLEHMN COAEPKUTCA HECKoNbko BykB A, TO Kaxkdasi U3 HUX 3aMeHsIeTcs Ha ntoGoii
cumBos 13 M,. 3a cyeT 3TOro C NOMOLLbI0 OAHOTO KItoda MOXKHO MOSyYUTh pasnunyHble BapuaHTbl LWNGPO-
rpaMMbl 47151 OAHOMO U TOTO e OTKPLITOr0 COOBLLEHMSI.

Tak kak MHoxecTBa Ma, Mg, ..., My nonapHo He nepecekatoTcsi, TO MO KaXAoMy CUMBOIY LUMDPOrpaMMbl
MOXXHO OZIHO3HAYHO OMpPEeaenuUTb, KaKOMYy MHOXECTBY OH MPUHAONEXMUT, U, criefoBaTenbHO, Kakylo GyKBy
OTKPbITOro coobLleHnst OH 3ameHsieT. [oaToMy paclumdpoBaHme BO3MOXHO U OTKPbITOe coobLueHre onpe-
AenseTcs eAMHCTBEHHbIM 06pa3oM.

MeToa 3ameHbl YacTo peanuayeTcsi MHOMMMUK nonb3oBaTtenamu npu pabote Ha komnbloTepe. Ecnn no 3a-
6bIBYMBOCTUN HE MEPEKMIOYNTL Ha KraBuaType Habop CMMBOIOB C NaTUHULIbI HA KUPUNNWLY, TO BMECTO ByKB
pycckoro andasuTa npu BBOAEe TekcTa GyayT nevaTatbcs OykBbl NaTUHCKOro andasuTa («wudposame-
HbI»).

ndpbl 3aMeHbl MOXXHO pa3fennTb Ha criedyloLlne nogknaccebl:

- Wwncpbl OQHO3HAYHOW 3aMeHbl (MOHOaNMaBUTHbIE, MPOCTbie NOACTAaHOBOYHbIE). Konnyecteo wmdpo-
3ameH A8 KaXaoro cumBona ucxogHoro andgaeura pasHo 1 (| M; | = 1 gns ogHoro cumeona);

- nonuUrpaMMHble Wndpbl. AHaNOrMYeH npeabigyemMy 3a UCKIKYEHNEM TOro, YTO LWngpo3ameHe CooT-
BETCTBYeT cpa3sy 6510k cMMBOMNOB ncxogHoro coobuwenus (| M; | = 1 ana 6noka cMmBonoB);
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- oMocpoHnYeckue Wndpbl (0OHO3BYYHbIE, MHOIFO3HAYHOW 3aMeHbl). KonuuecTBo wmndposameH angd oT-
AenbHbIX CUMBOMOB UcxoaHoro andgasuta 6onble 1 (| M; | 2 1 ana ogHoro cumeona);

- nonuandasuTHble Wndpbl (MHoroandgasnTHble). COCTOMT U3 HECKOMNBbKUX LWMAPOB OQHO3HAYHOWN 3ame-
Hbl. Beibop BapvaHTa andasuTa AN 3awmngpoBaHMs 04HOr0 CMMBONA 3aBUCUT OT ocobeHHoCcTen MeToaa
wundpposaHus (| M; | > 1 ansa ogHoro cumsona).

[ns 3anucu UCXOAHbIX U 3alMdPOBaHHBLIX COOOLLEHWIA UCMONb3YIOTCS CTPOro onpeaerieHHble andaBuTbl.
Moa andaBuTOoM B AaHHOM crydae noHMMaeTcs Habop CMMBONOB, ChnyXallvMi Ans 3anucy COOOLLEHUN.
AndaButbl OnNst 3anncyM UCXOOHbIX M 3aWwnpoBaHHbIX COOOLLEHUI MOryT oTnmnyaTecsi. CumBOnbl 060UX
andasnToB MOryT 6bITb NpeacTaBneHbl DykBamm, NX COMETaHUSMU, YNCramMu, pUCyHKkamu u 1.n. B kavectse

= =

npuMepa MOXHO MPUBECTU NASILLYLLUX YEroBeYKOB 13 pacckasa A. KoHaH [oina ( ) U pyKonucb

I

pyHMYeckoro nucbma (| ) n3 pomaHa K. BepHa «[lyTeluecTue K LEHTPY 3emMnuy.

2.2. linchpbl oAHO3HAYHON 3aMEHbI.

MakcrMmanbHOe KONMYeCcTBO KMo4ver aAng nboro wudgpa 3Toro BMaa He npeBbIwaeT n!, rge n — konude-
CTBO CMMBOJIOB B andasute. C yBenmyeHMeM Yncria N 3HavyeHune n! pactet oyeHb ObicTpo (1! = 1, 5! = 120,
10! = 3628800, 15! = 1307674368000). MNpn G6onblwmx N 4Na NPUBNMKEHHOTO BbIYMCAEHUA N! MOXHO BOC-
nonb3oBaTbcs popmyrion CTupnuHra

1)

Wudp Uesapsa. JaHHbil wndp Obin npuaymad MNaem KOnvem Llesapem n ncnonb3osancsa MM B CBOeW ne-
penvcke (1 BeK A0 H.3.). MpMMEHUTENBHO K PYCCKOMY SA3bIKY CYTb €r0 COCTOUT B criegytowem. BeinucbiBaeT-
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cq ncxogHbin andasut (A, B, ..., A1), 3aTeM Noa HMM BbINUCLIBAETCA TOT Xe andaBuT, HO C LMKITMYECKUM
coBurom Ha 3 6ykBbl BriEBO.

Puc.2. Tabnuua wndposameH ans wudpa Llesaps

Mpun 3awmndposke Oykea A 3ameHsieTcs 6ykson I, B - Ha [ u T. 4. Tak, HanpMMep, UCXOOHOE COOOLLEHNE
«ABPAMOB» nocne wudpoBaHusa byaet Boirnsgets «TOYITICE». MNMonyyatens coobuenus «TOYITICE»
nweT 3Tn OyKBbl B HKHEN CTpoke M No BykBam Hag HUMW BOCCTaHaBMMBAET MCXOAHoe coobuieHne «Ab-
PAMOBY».

Krtouom B wndpe Llesaps aBnaeTca BenvyuHa casura HWXKHeEN CTpokM andasuta. KonuuecTtBo Kriroyen
Ansa Bcex mogudukauuin JaHHoro wmndgpa NnpuMeHNTeNnsHO K andgasuTy pycckoro sidbika paBHo 33. Bo3aMox-
Hbl pasnuyHble moamdukaumm wudpa Lesapa, B HaCTHOCTM NO3YHrOBbIN LLUAIP.

JNlo3yHroBbiM wudp. Ana gaHHoro wwmcpa noctpoeHne Tabnuubl LWMEPO3aMEH OCHOBAHO Ha fO3yHre
(kntoue) — nerko 3anomuvHaemom crnose. BTopasa cTpoka Tabnuubl wndpo3aMeH 3anofHsaeTca cHavana
CMOBOM-TO3yHIoM (Mpuyem nosTopsitoLmecs OykBbl oTOpachbiBalTCs), a 3aTeM ocTanbHbIMK BykBamu, He
BOLleALIMe B CMOBO-NO3YHr, B andaBuTHOM nopsiake. Hanpumep, ecnu BbiGpaHo crnoBo-no3yHr «OAON-
HA», To Tabnuua nmeeT cnegyroLmii Bug.

Puc.3. Tabnuua wudposameH 4ns no3yHroBoro wudgpa

Mpu wndposaHnn ncxogHoro coobueHns «ABPAMOB» no npuBefeHHOMY BbIlE KMy Lindporpamma
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oyaet BoirnageTs «QANOKM».

B kauyecTtBe nosyHra pekomeHayeTca BblibupaTtb dpasy, B KOTOPON CoOAep)aTbCs KOHeYHble ByKBbI andasu-
Ta. B obwem cnyyae, KOnNM4ecTBO BapuUaHTOB HUXKHEW CTPOKM (MPUMEHUTENBHO K PYCCKOMY S13bIKy) COCTaB-
ngaet 33! (= 10%).

MonubuaHcknn kBagpart. LUndp n3obpeteH rpeveckum rocyaapCTBeHHbIM AesATenem, NoskoBogueM 1 nc-
Topukom Monubuem (lll Bek Ao H.3.). NpUMEHNUTENBHO K PYCCKOMY andaBuTy CyTb LLUMMPOBAHUA 3aKmoya-
nace B criegytowem. B kBagpat 6x6 BeinuckiBaloTca OYKBbI.

Puc.4. Tabnuua wundposameH Ana nonnmburnaHckoro kBagpara

Wndpyemasa OykBa 3aMeHSIeTCSl Ha koopAuHaTbl KBagpaTa (CTpoka-cTtonbel), B KOTOPOM OHa 3anucaHa.
Hanpumep, ecnn ncxogHoe coobueHne «ABPAMOB», To wudgporpamma — «11 12 36 11 32 34 13». B
OpeBHen Mpeummn coobLleHnst nepegaBanmcb C NMOMOLLBIO ONTMYECKOro Tenerpadga (C NoMoLLbI hakenos).
Ons kaxpgon 6ykebl COOBLLEHUST B HAYarne NogHMMarnock KONM4YecTBo dakernos, COOTBETCTBYOLLEE HOMEPY
cTpoku BykBbl, @ 3aTEM HOMepy cTonbua.

Wudpyrowas cucrema Tpucemyca (Tputemuns). B 1508 r. ab6at 13 Nepmanum MoraHH Tpucemyc Hanu-
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can nedvaTHylo paboTy no kpunTonoruv nog HaseaHuem «lMonurpadusa». B aTon kHUre OH BnepBble cUcTe-
MaTMYeCKn onucan npuMeHeHne WndpyLWnX Tabnuu, 3anofHeHHbIX andaBuToM B CIy4aliHOM MOpsiaKe.
Anga nonyyeHusa Takoro wmndpa 3ameHbl 06bIYHO MCNoNb3oBanuck Tabnuua anga 3anvcu B6yks andasuta u
KrntoyeBoe cnoeo (unu ¢pasa). B Tabnuuy cHavana BNMCbIBaANocb NO CTPOKaM KIOYEBOE CIOBO, NMPUYEM
nosTopsitoLLmecs Oyksbl oTbpackiBanuck. 3atemM aTa Tabnuua AononHAnack He BoWeALWUMMY B Hee GykBamm
andasuTa no nopsaky. Ha puc.6 nsobpaxeHa Tabnuua c knodeBbiM cnosoM «JAOVHAx.

Puc.5. Tabnuua wudposamer ans wudpa Tprucemyca

Kaxxgas GykBa OTKpPbLITOrO CoobLLeHNss 3aMeHsieTcsl BYKBOWM, pacrosioXKeHHOW NoA Hel B TOM e cTonoue.
Ecnu GykBa HaxoguTca B mocrnegHeln CTpoke Tabnuubl, TO Ans ee WndpoBaHns OepyT camyro BEPXHIOK
6ykBy cTonbua. Hanpumep, ncxogHoe coobiierne «ABPAMOBY, 3awmndposarHoe — « MMBUXLLK».

2.3. MonurpammHble wWnUdpbI.
MonurpammHbie WKcpbl 3aMeHbl - LWNPbI, KOTopbIe WNAPYIOT cpasy rpynnbl (6510Kk1) CUMBOJIOB.

Wudp Playfair (anrn. «YectHaa wurpa»). boin n3obpeteH B 1854 r. Yapnb3om YWUTCTOHOM, HO Ha3BaH
nmeHem nopgaa JlanoHa lMnendepa, KOTOPbIN BHEAPW AaHHbIA WKNEP B rocygapCTBEHHbIE CnyXObl Benu-
kKobputaHmm. OH ncnonb3oBanca aHrnudadamm B [Nepson mmposon BorHe. LLndp npegycmartpmBaeT wng-
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poBaHue nap cumsonos (burpamm). Takum obpasom, aToT Wndp Bonee yCTOMYMB K B3fIOMY MO CPaBHEHUIO
C WndpPOM MPOCTON 3aMeHbI, TaK KaK 3aTpygHSIeTCa YacToTHbIM aHann3. OH MoXeT BbiTb NpoBefeH, HO He
AN 26 BO3MOXHbIX CMMBOMOB (NaTUHCKMI andasuT), a Ang 26 x 26 = 676 BO3MOXHbIX Burpamm. AHanus
YacToTbl OMrpamm BO3MOXEH, HO SIBMSIETCS 3Ha4MTeNnbHO Gonee TpyaHbIM M TpebOyeT HaMHOro GonbLuero
ob6beMa 3andpoBaHHOIO TEKCTA.

Ana wudpoBaHma coobLueHns Heobxoanmo pasdbuTb ero Ha Gurpammel (rpynnbl U3 ABYX CUMBOSOB), Mpu
3TOM, ecnu B Gurpamme BCTPETHATCA ABa OOUHAKOBbIX CUMBONIA, TO Mexay HMMK AobaBnsiercst 3apaHee
OrOBOpPEHHbBIN BCrOMOraTenbHbIi CUMBON (B opurMHane — X, Ans pycckoro andasuta - A). Hanpumep,
«3alngpoBaHHOe cOOOLLEHNE» CTAHOBUTCA «3a Wn dp 0B aH Ho ec oS 06 e Hu ef». [na dopmupoBa-
HUS KrodeBon Tabnuubl BoIGMpaeTca NO3YHr U Janee oHa 3anofiHAeTCs No npasunam wndpytoLlen cucte-
Mbl Tpucemyca. Hanpumep, nosyHr « AAOVHA»

Puc.6. Kniouesas Tabnuua ans wudppa Playfair

3aTeM, pyKkoBOACTBYSICb CreAylLMMK NpaBunaMu, BbINOMHSAETCS 3alM@pOoBbIBaHME Map CUMBOJSIOB UC-
XO[HOrO TEKCTa:

1. Ecnu cumBonsl 6VIFpaMMbI MNCXOOHOIro TeKCTa BCTpe4akTCA B oAgHon CTpOKe, TO 3TV CMMBOIJ1bl 3amMella-
HOTCA Ha CUMBOJ1bI, PACnoJ10XXEeHHbIE B onwxkanwmx ctonbuax cnpaBa OT COOTBETCTBYHOLWUNX CUMBOJIOB. Ec-




CTpyKTypHBIii
JIEMEHT
KOMIETEHINH

[Tnanupyemsle pe3yibTa-
Thl 00Y4YEHHUSI

OneHouHble CpeacTBa

I CMMBOI ABNAETCA nocrneaHnMm B CTPOKe, TO OH 3aMEHAETCA Ha HepBbIVI CUMBOI 3TON Xe CTPOKN.

2. Ecnu cumBonbl GUrpaMmbl UICXOZIHOTO TEKCTa BCTPeYarlTc B 0AHOM cTonbue, To oHM npeobpasyoTcs B
CMMBOIbI TOTO XXe CTonbua, HaxoaALWMMUCS HeNOCPeaACTBEHHO noa HUMKU. Ecnv cuMBon SBNSIETCS HUXKHUM
B CTONGLE, TO OH 3aMEeHSIETCA Ha NepBbIii CMMBOI 3TOTO Xe cTonobua.

3. Ecnu cnmBonbl 6I/IrpaMMbI MCXOOHOro TeKCta HaxoaAaATCA B pa3HbIX ctonbuax un Pa3HbIX CTPOKax, TO OHMU
3aMEHAKTCA Ha CMMBOJbI, Haxogdwmnecd B TexX Xe CTpOoKax, HO COOTBETCTBYHOLWME OPYIUM yriamM npAamMmo-
yronbHuKa.

Mpymep windpoBaHus.

- Burpamma «3a» PopMUpPYeT NPAMOYTOSIbHUK — 3aMEHSIETCS Ha «KO»;

- Burpamma «LWmn» HaxoasATcsl B OOHOM CTOMOLE — 3aMEHSIETCS Ha «loey;
- Burpamma «p» HaxoOgATCsA B OOQHOW CTPOKE — 3aMEHSIETCS HA «XC»;

- Burpamma «oB» opMMpyeT NPSIMOYTOSNIbHUK — 3aMEHSIETCSI HA «XKY;

- Burpamma «aH» HaxoAsITCs B OQHOW CTPOKE — 3aMeHsieTcs Ha «b6ay;

- BurpamMma «HO» hopmMMpyeT NPSMOYTONIbHUK — 3aMEHSIETCH Ha «amy;

- Burpamma «ec» hopMupyeT NPSIMOYTOSTbHUK — 3aMEHSIETCH Ha «IT»;

- Burpamma «osi» POPMUPYET NPSAMOYTOSIbHUK — 3aMEHSIETCS Ha «Kay;

- Burpamma «06» chbopMUpyeT NPSMOYTONbHUK — 3aMEHSIETCS Ha «nay;

- burpamma «Le» opMmnpyeT NPSMOYrofibHUK — 3aMEHSIETCS Ha LUEY;
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- burpamma «HU» POpPMUPYET NPAMOYTOSIbHUK — 3aMEHSIETCSA HAa «aHY;
- burpamma «est» PopMUPYET NPAMOYTONIbHUK — 3aMEHSIETCS Ha «TU».
Lndpporpamma — «k0 toe xc vk 6a am IT Ka na We aH rmy.

Ana pacwmdpoBKkM HEOGXOAMMO UCMONb30BaTh MHBEPCUIO 3TUX MpaBwi, oTkuabiBas cumeonbl A (unum X),
€CJM OHW He HECYT CMbICIa B MCXOOHOM COOBLLEHNM.

3. NpakTn4yeckasa 4yactb

3awmndpynTte cBo hamMunmio C MOMOLLbIO Cneayowmx WdpoB:
- Wndppa Lesaps;

- NO3YHroBoro Wwndpa;

- nonmMbuaHcKoro KBagpara;

- Wudpytowen cuctemsl Tpucemyca;

- wudpa Playfair;

Mpn odhopmneHnm oTyeTa HEOOXOANMO MPUBECTM MCXOOHOE coobLleHre (hammnumio), Tabnuuy wndgposa-
MeH, Kntod (ecnv Tabnuua wngposameH He ABAseTCS KMYoM) 1 3amndgpoBaHHoe coobLLeHne.

OIIK-6 criocoOHOCTBIO pelIaTh CTaHJapTHBIE 3a7aul MPOPECCUOHANBHOM JeATEIbHOCTH Ha OCHOBE MH(OpMaIIMOHHON 1 6ubiarorpaduyeckoit
KYJIBTYPBI C IPUMEHEHNEM HH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH U C YYETOM OCHOBHBIX TpeOOBaHMH HHPOPMAIIMOHHONW O€3011aCHOCTH

3HaTh

OCHOBHbBIE TIOJIOKEHUS
rOCYJIapCTBEHHOM TMOJIHU-

1. TlomuTHKa 6€30MACHOCTH YUPESKACHUS.
2. Ilporpamma 0€30MaCHOCTH YUPEKICHHS.




CTpyKTypHBIii

[Tnanupyemsble pe3ynbTa-

HIIEMEHT OrneHouHbIE CPEACTBA
KOMIETEHINH TBI 00yHeHHA

TUKH 00€CTIeYeHHs UH- 3. CnocoObl pacipoCTpaHeHusl IPOrpaMMHOT0 0OecTIeyeHHUsI.
dbopmannonHoit 6e3omac- 4. ba3oBbIe METO/bI HEHTPAIN3ALUHU CUCTEM 3aLIUTHI OT HECAHKIIHOHUPOBAHHOTO KOMTUPOBAHMS.
HOCTH U 3alIUTHI HHOP- 5. TexHuueckas 3alIiTa OT HECAHKIIMOHUPOBAHHOTO KOTIUPOBAHHSI.
MaIuu. 6. TpeOoBanus noxxapHoii 6€30MaCHOCTH K 00BEKTaM HHPOPMATU3AIUH.
Hopwmsbl nundopmarmon- 7. CnocoOsl o6ecrieuenus 6e3onacHoii paboTsl B IHTEpHET.
HOU ATUKH U TIpaBa. 8. AIMUHHCTPATOPHI MITATHBIX U JOTIOJTHUTEILHBIX CPEJCTB 3AIIUTHI.
[Tpunuuner paboTsl ¢ uH-| 9. OOHapykeHUe CEeTeBON aTaKu.
¢dopmanumeit Ha pasznud-| 10, IlpuHnmne! QyHKIHOHUPOBaHUS OpaHAMAaYIPOB.
HBIX pecypcax, ¢ yderoM [ 11. CnocoOsl 3amuThl (haiiioB OT MOCTOPOHHETO JOCTYTIA.
TpeOoBaHUll MHPOpMAIIU-
OHHOM 0€30MaCHOCTH.

YMmerb: [IpuMeHSTH Ha TPAKTHUKE 1 IlporpaMmHas cuctema 3auiiThl HHQOPMAIMH OTBEYACT 3a:

COOTBETCTBYIOIIIUE  Tpe-
OoBaHUSI U HOPMBI OOec-
neyeHus: MHQPOPMALUOH-
HOM Oe30macHOCTH U 3a-
HIUTHI THPOPMAIIHH.
Co0mroaTe paBa MHTEN-
JEeKTYaJIbHOW  COOCTBEH-
HOCTH Ha UH(GOPMAIIHIO.
OdopmisAiTh  pe3ynabTaThl
HCCIENOBAaHUN U BECTH
TEKyIIylo paboTy c yde-
TOM TpeOOBaHUII U HOPM
obecrieuenus uHpOpMa-
IIMOHHOM 0€3011acCHOCTU U
3aMU Tl UHOOPMALIUH.

a) Coxpannocmu 6cetl 66e0EHHON 8 UHHOPMAYUOHHYIO CUCTEM)
uHgopmayuu.

0) Peanu3zanuio 3aJaHHOI NOJUTHKH 0€30IACHOCTH.

B) KoppekTHoe noBeieH1e mojib30BaTeiei.

2  AyTeHTH(HKAIHA ITO:
a) [loaTBep:kaeHne 3asiBJIEHHOT0 HIeHTH(HUKATOPA.
0) IIpouecc BBosa TekcTa 6€3 0TOOpakeHUs Ha KPAHE.
B) BBOJ cBeeHMit TMUHOrO XapakTepa.

3  Tlonurtuka 6€30MacHOCTH 3TO:
a) [IpaBuia onpeneseHnsi pa3speliéHHBIX M 3aNpPelléHHBIX ONepauuii B
UH(POPMALIMOHHOM CUCTEME.
0) [IpaBuiia moBeieHUs OJIL30BATENCH.
B) MHCTpyKIMs NeiicTBUI aAMUHUCTpaTOpa MO 00ecTedeHn 0 HHPOPMALIMOHHOM 6e30MacHOCTH.

4  MonuTtop 6€300aCHOCTH 3TO:
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a) JInuHbIi TEpMUHAI CUCTEMHOTO aJIMUHHUCTPATOPA.
0) COBOKYNHOCTH Pe3UIeHTHBIX MPOrPaMM, peaTu3yoIUuX NOJUTHKY O0€30ITaCHOCTH.
B) [Iporpamma KOHTpOJIS JaHHBIX AyAUTA.

5  JluckpenuoHHas MOJIMTHKA JIOCTYIA:

a) OnpenensieT npaBa 10CTyNa HISHTH(PUIUPOBAHHBIX CY0ObEeKTOB K 00beKTaM

HA OCHOBeE 32JJaHHBIX BHELIIHHUX NPaBHJI (MATPHLbI J0CTYNA).

0) Ompenenser mpaBa JOCTyMa CyObEKTOB K 00BEKTaM HIIM pa3pemacT HH(GpOpMAIMOHHBIE TTIOTOKU
MEXy 00BEKTaMU Ha OCHOBE U3MEHSAEMBIX METOK IIpaB OCTYIA WM KOH()UIEHIINAIBbHOCTH.

B) SBiseTcst anropuTMoM (GOPMHUPOBAHUS MATPHUIIBI IOCTYIIA.

r) Coaep>XUT HHCTPYKLHUIO JUIsl CHCTEMHOI'O aJIMUHUCTPATOPA 10 MPEAOCTABICHUIO PaB J0CTyIa
Pa3IMYHBIM [10JIb30BATEISIM.

Bnaners:

OCHOBHBIMH ~ METOJaMHU
UCCIIEIOBaHMsI B 00J1acTU
UHPOpPMALIMOHHON  0e3-
OMAaCHOCTH W TIPaKTHUYe-
CKUMH  YMEHHSIMH U
HaBBIKAMH HX HCIOJB30-
BaHMS.

O0muMH  TpUHLKIIAMU
coOummosieHust TpeOoBaHUi
WH()OPMAITMOHHOW ATUKHU

U TpaBa.
Cnocobamu  coBepIlIEeH-
CTBOBaHHS  Tpodeccro-

HaJIbHBIX 3HAHUWA M yMe-
HUM IyT€M MCIO0JIb30Ba-

Konmponsnas paboma
3awmra nHcopmaLmm ¢ nomMoLLbIo KpunTorpadum

1. Llenb paboTbl

Llenbto paboTel sBnseTca nccrnegoBaHue 3awmnTbl MHOPMaUMM C MPUMEHEHMEM NPOCTENLLNX NPUHLMIMOB
Kpuvntorpaduu.

2. TeopeTn4yeckas 4yactb
2.1 lUndpbl 3amMeHbl

CyLwwHOCTb WndpoBaHNs METOAOM 3aMeHbI 3aKrovaeTcsa B cneayowlem [2]. MNycTb wndpyotes cooblieHmns
Ha PYyCCKOM S13bIKE U 3aMeHEe MOANEXMUT kaxaasa Oyksa aTux coobweHuii. Toraa, Oykse A ncxogHoro anda-
BMUTa COMOCTAaBMISAETCA HEKOTOPOE MHOXECTBO CUMBOJSIOB (WWndgposameH) My, B — Ms, ..., A — M,. Lndposa-
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HUS BO3MOKHOCTEH WH-
dbopMaInMoOHHON Cpenbl, C
y4eToM TpeOOBaHHM Troc-
yIapCTBEHHBIX HOpMa-
TUBHBIX aKTOB W WH)Op-
MAaIIMOHHOM 3THUKHU W TIpa-
Ba

MeHbI BblbnpatoTcsa Takum obpasom, 4ToObl nobble agsa mHoxecTBa (M, n M,, i # j) He cogepxanu oanHako-
BbIX anemeHToB (M, N M, =@ ).

Tabnuua, npuBeaeHHas Ha puc.1, ABRSETCA KMYOM LWndpa 3aMeHbl. 3Hast ee, MOXHO OCYLLECTBUTb Kak
lWwncppoBaHne, Tak 1 paclundpoBaHme.

Puc.1. Tabnuua wudposameH

Mpu wndposaHum kaxgasi Gykea A OTKPbITOrO COOOLLEHUS 3aMeHSIETCA NOObIM CUMMBOIIOM U3 MHOXe-
ctBa M,. Ecnn B cooOuweHnn coaepxmuTcs Heckonbko OykB A, TO Kaxdasi U3 HUX 3aMeHsieTcsl Ha Jtobon
cvmMBon 13 M,. 3a cyeT 3TOro ¢ NOMOLLLI0 OAHOIO KIHYa MOXHO MOSyYMTb pasfnnyHble BapuaHTbl LWNGPO-
rpaMmbl Anst OQHOMO M TOFO K€ OTKPbITOro COOBLLIEHUS.

Tak kak mHoxecTBa Ma, Mg, ..., M; nonapHoO He nepecekarTcs, TO N0 KaXgoMy CUMMBOSY LINMAPOrpaMmmbl
MOXHO OLHO3HA4YHO ONpPEeaEenuUTb, KaKkOMy MHOXECTBY OH MPUHALMEXMUT, U, CrefoBaTenbHO, Kakyto GykBy
OTKPbITOrO cooOLleHns OH 3aMeHseT. [MoaTomy paclumMdpoBaHue BO3MOXHO M OTKPbITOe CoobLLeHne onpe-
AensieTcs eAMHCTBEHHBIM 0Opa3oMm.

MeTog 3amMeHbl YacTo peanu3yeTcs MHOMMMU Monb3oBaTensmMu npu pabdoTte Ha komnbtoTepe. Ecnu no 3a-
ObIBUMBOCTM HE MEPEKIIOYUTL HA KMNaBuaType Habop CUMMBOSIOB C MATMHULbI HA KMPUMIMLUY, TO BMECTO OyKB
pycckoro andasuta npu BBode TekcTa byayT neyatatbcs GykBbl NaTuHCKoro andasuta («wundgposame-
HbI»).

LUVICbpr 3aMeHbl MOXHO pa3fiefinTb Ha creayruie noakKnacchbl:

- wndpbl 0AHO3HAYHON 3aMeHbl (MOHOanaBnTHbIE, NPOCTLIE MOACTAaHOBOYHLIE). KonuyecTBo wndpo-
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3aMeH A1 KaXX4oro cumBona ucxogHoro andaeuta pasHo 1 (| Mi | = 1 ansa ogHoro cumsona);

- nonurpaMmMHble Wudpbl. AHanornyeH npeabiayLemMy 3a UCKNiYeHnemM Toro, YTo WndposameHe cooT-
BETCTBYeT cpasy 6ok cumBosioB ucxogHoro coobenus (| M; | = 1 gna 6noka cMMmBonos);

- omodoHnyYeckme wndpbl (0OHO3BYYHbIE, MHOrO3Ha4YHOW 3aMeHbl). KonnyecTBo wimMdpo3ameH ns oT-
AenbHbIX CUMBOMOB UcxoaHoro andasuTa 6onble 1 (| M; | 2 1 ana ogHoro cumeona);

- nonuandasuTHble Wndpbl (MHoroandgasnTHble). COCTOMT U3 HECKOMNBbKUX LWMAPOB OQHO3HAYHOWN 3ame-
Hbl. Beibop BapuaHTa andasuTa AN 3awmngpoBaHMs O4HOr0 CMMBONA 3aBUCUT OT ocobeHHoCcTen MeToaa
wundpposaHus (| M; | > 1 ansa ogHoro cumeona).

[ns 3anucu UCXOAHbIX U 3alnMdpPOBaHHLIX COOOLLEHMIA UCMONb3YIOTCA CTPOro onpedernieHHble andaBuThl.
Moa andaBuTOM B AaHHOM Crlydae noHMMaeTcs Habop CMMBONOB, ChyXallMi ANs 3anvMcy COOOLLEHUN.
AndaButbl OnNsi 3anncyn UCXOOHbIX M 3aWwnpoBaHHbIX COOBLLEHUI MOryT oTnmnyaTbcsi. CumBOnbl 060MX
andasnToB MOryT GbITb NpeacTaBneHbl BykBaMu, MX COMETaHUAMMN, YUCNaMK, pUCyHKamu u T1.n. B kavectee

& =

npuMepa MOXHO MPUBECTU NASILLYLLUX YEroBeYKOB 13 pacckasa A. KoHaH [Joina ( ) U pyKonucb

I

pyHMYeckoro nucbma (| ) n3 pomaHa K. BepHa «[yTeluecTue K LEHTPY 3emMnuy.

2.2. linchpbl oAHO3HAYHON 3aMEHbI.

MakcumanbHoe KONM4ecTBO KNtouden ans nioboro wudpa aToro Bnaa He npesbiwaeT n!, rae n — konuye-
CTBO cumBoOsioB B andasute. C yBennyeHmemM ymcna n 3aHadeHune n! pactet oveHb ObicTpo (1! =1, 5! = 120,
10! = 3628800, 15! = 1307674368000). MNpn G6onbwmx N 4Na NPUONMKEHHOTO BbIMMCIEHUSA N! MOXHO BOC-
nonb3oBaTbcs popmyrion CTMpnuHra
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1)

Wndp Uesapsa. JaHHbin windp 6bin npuaymad Maem KOnnem Llesapem n ncnonb3oBancs um B CBOEN ne-
penucke (1 Bek 40 H.3.). MpuMeHUTENBHO K PYCCKOMY SA3bIKY CYyTb €r0 COCTOUT B criefyolwem. BeinuceisaeT-
¢4 ncxogHbein andgasut (A, b, ..., A1), 3aTeM Noa HMM BbINUCLIBAETCA TOT Xe andaBuT, HO C LMKITMYECKUM
caBurom Ha 3 OykBbl BNEBO.

Puc.2. Tabnuua wudposameH ans wundpa Liesaps

Mpu 3awmncposke Oyksa A 3ameHsieTca Oykson I, B - Ha [ u T. A. Tak, HanpMmMmep, UCXOOHOE COooOLLeHMe
«ABPAMOB» nocne wudpoBaHusa 6yaet BoirnsgeTb «FOYITICE». Monyyatens coobuwerns «TOYITICE»
ULLET 3TK OYyKBbI B HWXHEN CTpoke U nNo OykBam Haa HMMK BOCCTaHaBMMBaeT UCXOAHOe coobuleHne «Ab-
PAMOBY».

Kntoyom B wndpe Llesaps sBndetca BenvynHa casura HWXKHEW CTpokm andasuta. KonnyecTtBo Kntouven
ANg BCex moaudurkaunin 4aHHOro Wudpa NpUMeHUTENbHO K andaBnuTy pyccKoro sisbika paBHo 33. Boamox-
Hbl pasnnyHble moandukaumm wudpa Llesaps, B 4HaCTHOCTM NO3YHrOBbIN LLIMAP.

No3syHroBbin wudp. 0ns gaHHoro wudpa noctpoeHne Tabnuupl WKMEPO3amMeH OCHOBAHO Ha Jl03yHre
(knroye) — nerko 3anomvHaeMom croBe. BTopas ctpoka Tabnuvupl wndposameH 3anorfHseTcs cHavana
CNOBOM-JI03YHIOM (nNpuyemM noBTopsloLWmecs bykBbl oTOpackiBaloTCs), @ 3aTeM OCTanbHbIMKU OyKBaMK, He
BOLLeLne B CNOBO-NO3YyHr, B andaBuTHOM nopsgke. Hanpumep, ecnu BbibpaHo cnoBo-no3yHr «OAON-
HA», To Tabnuua nmeet cneayrowmnn sug,.
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Puc.3. Tabnuua wudposameH Ansd no3yHroeoro wugpa

Mpu wudpposaHun ncxogHoro coobueHns «ABPAMOB» no npuBefeHHOMY BbIlE KWy Lindporpamma
oyaet BoirnageTs «QANOKMy.

B kauyecTBe Nno3yHra pekomeHayeTcs BbioupaTtb dpasy, B KOTOPOM COAEPKaTbCs KOHEYHble ByKBbI andaBu-
Ta. B obwem cnyyae, KOnM4ecTBO BapUaHTOB HUXKHEN CTPOKU (MPUMEHUTENBHO K PYCCKOMY S13bIKy) COCTaB-
ngaet 33! (= 10%).

MonubuaHcknn kBagpart. LUndp n3obpeteH rpeveckum rocyaapCTBEeHHbIM AesATenem, NonkoBoaLUeEM U UC-
Topukom Monunbuem (1l Bek Ao H.3.). NpUMEHNTENBHO K pyCCKOMY andaButy cyTb LWMEPOBaAHUS 3aKroya-
naco B criegytowiem. B kBagpat 6x6 BbinucbiBaloTCA OYKBbI.

Puc.4. Tabnumua wundposameH An1s nonnmburnaHckoro kBagpara

Wndppyeman GykBa 3ameHsieTCs Ha KoopauHaTthl KBagparta (CTpoka-ctonbel), B KOTOPOM OHa 3anucaHa.
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Hanpumep, ecnn ncxogHoe coobueHne «ABPAMOB», To wudgporpamma — «11 12 36 11 32 34 13». B
HpeBHen Mpeummn coodLleHnst nepeaaBanmcb ¢ NOMOLLBIO ONTUYECKOro Tenerpada (C NoMoLLbio dhakernos).
Ans kaxxgo B6ykBbl COOBLLEHUST B HA4arne NogHMMAarnock KONMYecTBo dhakernos, COOTBETCTBYOLLEE HOMEPY
CTpokK BykBbI, @ 3aTEM HOMepY cTonbua.

Wudpyrowaa cucrema Tpucemyca (Tputemuns). B 1508 r. a66aT 13 Nepmanum MoranH Tpucemyc Hanu-
can nedvaTtHyto paboTy no kpunTonoruy nog HaseaHuem «lMonurpadusa». B 9Ton kHUre OH BNepBble CUCTe-
MaTMYeCKn onucan npuMeHeHne WUdpyLWNX Tabnuu, 3anofnHeHHbIX andaBuToM B CIy4aliHOM MOpsiaKe.
Ansa nonyyeHusa Takoro wngpa 3ameHbl 06bIMHO MCMoNb3oBanuch Tabnuua anga 3anucu G6ykes andasuta u
KrntoyeBoe cnoeo (unu ¢pasa). B Tabnuuy cHavana BNMCbIBaANocb MO CTPOKaM KIOYEBOE CIOBO, NMPUYEM
nosTopsitoLLmecs Oyksbl oTbpackiBanuck. 3atemM ata Tabnuua AononHAnack He BoWeALWLUMMY B Hee BykBamm
andasuTa no nopsaky. Ha puc.6 nsobpaxeHa tabnuua c knoveBbiM cnosomM «JAOVHA.

xl

Puc.5. Tabnuvua wundposameH ansa wudpa Tpucemyca

Kaxxgasa G6ykBa OTKPLITOrO COOOLLEHUss 3aMeHsieTcsl OYKBOWM, pacrofioXXeHHOW NOA Hel B TOM e cTonoue.
Ecnn BykBa HaxoguTcs B nocrnegHen cTpoke Tabnuubl, TO angd ee wudpoBaHns GepyT camylo BEPXHIOK
6ykBy cTonbua. Hanpumep, ncxogHoe coobiierne «ABPAMOBY, 3awmndgposaHHoe — « MMBUXLLK».
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2.3. NMonurpammHbie wWndpbl.
MonurpammHbie WKdpbl 3aMeHbI - LWNPLI, KOTopbIe WNGPYIOT cpasy rpynnbl (6510k1) CUMBOJIOB.

Wudp Playfair (aHrn. «YecTtHaa wurpa»). boin n3obpeteH B 1854 r. Yapnb3om YWUTCTOHOM, HO Ha3BaH
nmeHem nopaa JlanoHa lMneidepa, KOTOpbI BHEAPW AaHHbLIA WKMEP B rocygapCcTBEHHbIE Cryx0Obl Benu-
kobpuTtaHum. OH ucnons3oBancs aHrnmyaHamu B [NepBor muposon BovHe. LLndp npeaycmaTpmBaet wud-
poBaHue nap cumsosoB (burpamm). Takum obpasom, 3TOT Wwncp O6onee yCTOMUYMB K B3NTOMY MO CPaBHEHUIO
C WNpoM NPOCTON 3aMeHbl, TaK Kak 3aTpyaHAETCs YacTOTHbIN aHanu3. OH MOXeT OblTb NPOBEAEH, HO He
ANns 26 BO3MOXHbIX CUMBOJIOB (NTaTUHCKMIA andaeut), a ans 26 x 26 = 676 BO3MOXHbLIX burpamm. AHanus
YacToTbl BMrpamMmm BO3MOXEH, HO SIBNSETCH 3Ha4MTensHO 6onee TpyaHbIM 1 TpebyeT HamHOro GonbLuero
o6beMa 3andpPOBaHHOIO TEKCTA.

Onsa wudpoBaHna coobLleHns Heobxoanmo pa3duTb ero Ha GurpaMmebl (Fpynmnbl U3 ABYX CUMBOJSIOB), MpU
3TOM, ecnu B Gurpamme BCTPETATCA ABa OOUHAKOBbIX CUMBOIIA, TO Mexay HMMK AobaBnsieTcst 3apaHee
OrOBOPEHHELIN BCrIOMOraTesfbHbIA cuMBOn (B opurnHane — X, gns pycckoro andasuta - f). Hanpumep,
«3awncpoBaHHoe cooOLLEHNE» CTAaHOBUTCA «3a Wn ¢p 0B aH Ho ec oS 06 e Hu efl». [na dopmupoBa-
HWS KodeBon Tabnuubl BoIGMpPaeTCca NO3YHT U Janee OHa 3anofiHAEeTCs No npasunam wndpytoLlen cucre-
Mbl Tpucemyca. Hanpumep, nosyHr « IAOVHA»
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Puc.6. Knioueast Tabnuua ans wudpa Playfair

3aTem, PYKOBOACTBYACbL cneayrowmMiy npasunamMmun, BbINOJIHAETCA 3aLLIVI¢)pOBbIBaHVIe nap CMMBOJIOB WUC-
XOOHOro TeKkcTa:

1. Ecnn cumBonbl Gurpammbl UICXOQHOTO TEKCTa BCTPEYAOTCS B OOHOW CTPOKE, TO 3TV CUMMBOJbI 3amella-
0OTCS HA CMMBOIbI, PACMONOXEHHbIe B GrivkaillumMx cTonbLax cnpaBa OT COOTBETCTBYHOLLMX CUMBONOB. Ec-
Ny CMMBON ABMSAAETCA NOCNeAHNM B CTPOKE, TO OH 3aMEHSeTCs Ha NepBbIii CUMBOI 3TOW e CTPOKM.

2. Ecnn cumBonbl GUurpaMmbl ICXOAHOTO TEKCTa BCTPeYalTcs B OAHOM cTonbue, To OHM npeobpasytoTcs B
CMMBOJbI TOrO e cTonbua, HaXoAALWMMIUCS HEMOCPEACTBEHHO Mo HAMW. Ecnv cumBon SIBNSIETCH HUXKHUM
B cTONbLE, TO OH 3aMeHsIeTCs Ha NEPBbIA CUMBOJST 3TOrO e cTonbua.

3. Ecnu cumBonbl GUrpaMmbl MICXOOQHOTO TEKCTa HAXOAATCA B pasHbIX CTONGLAX U pasHbIX CTPOKaX, TO OHU
3aMEeHSIITCA Ha CUMMBOJbI, HAXOAALLMECS B TEX e CTPOKax, HO COOTBETCTBYIOLUME OPYrUM yrriam npsiMo-
YrornbHuKa.

Mpyumep windpoBaHus.

- Burpamma «3a» opMUpyeT NPAMOYTOfIbHUK — 3aMEHSIETCA Ha «KO»;

- Burpamma «LWwuny HaxoOosaTCst B OQHOM CTONOLE — 3aMEHSIETCSA Ha «toey;
- Burpamma «p» HaxoOATCsA B OOHOW CTPOKE — 3aMEHSIETCS HA «XC»;

- Burpamma «oB» POPMUPYET NPSMOYIOSIbHUK — 3aMEHSIETCS Ha «IKY;

- Burpamma «aH» HaxogaTcs B OQHOW CTPOKe — 3aMeHsieTCs Ha «bay;

- Burpamma «Ho» hopmMMpyeT NPSIMOYTONbHUK — 3aMEHSIETCH Ha «amy;
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- Burpamma «ec» opMUpyeT NPSAMOYTONIbHUK — 3aMEHSIETCH Ha «ITy;

- Burpamma «os1» popmMMpyeT NPSIMOYTONbHUK — 3aMEHSIETCS Ha «Kay;
- Burpamma «0b» hopMUpyET NPSIMOYrONbHUK — 3aMEHSIETCS Ha «Nay;
- Burpamma «Le» bopMmpyeT NPSIMOYTONbHUK — 3aMEHSIETCS HA «LLEY;
- Burpamma «HuU» hopMmpyeT NPSMOYTONbHUK — 3aMEHSIETCH Ha «aHY;
- Burpamma «esi» popMMpyeT NPSMOYTONbHUK — 3aMEHSIETCS Ha «TU».
LWndporpamma — «k6 t0e Xc ik 6a am IT Ka na L€ aH rm».

Onsa pacwmdpoBkn HEOBXOONUMO MCMONb30BaTh MHBEPCUIO 3TUX MpaBun, oTkMabiBas cumeorbl A (nnu X),
€CINN OHU He HEeCYT CMbICMa B MCXOAHOM COOBLLIEHUN.

3. MpakTnyeckan yacTb

3awmndpynTte cBoH hamMunmio C MOMOLLbIO Cneayowmx WudpoB:
- Wwudpa Llesaps;

- NO3YHroBOro Wwuapa;

- nonnbunaHcKoro KBagpaTa;

- WndppytoLern cuctemsl Tpucemyca;

- wudpa Playfair;
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Mpu odhopmneHnm oT4yeTa HEOOXOAMMO MPUBECTM MCXOOHOE coobLleHne (hammnumio), Tabnuuy wndposa-
MeH, Kntod (ecnu Tabnuua wndposameH He ABASETCH KM4YoM) 1 3amdgpoBaHHoe coobLLeHne.

[1K-6 criocoOHOCTHIO0 aHAM3UPOBATH CUTYAIMIO HA PHIHKE WH(POPMAIMOHHBIX MTPOAYKTOB H YCIIYT, 1aBaTh IKCIEPTHYIO OLIEHKY COBPEMEHHBIM
crcTeMaM MIEKTPOHHOr0 JOKYMEHTO0O0POTa U BEACHUS 3JIEKTPOHHOI'O apX1Ba

3HaTh OCHOBHBIE TIOHSTHS 1. BwiGop maposneii. Xpanenue napodeit. [lepempaua naposis mmo cet.
oQuCcHBIX UH(DOPMALIHOH- 2. CucreMsbl OTpa)KEHHS aTak.
HBEIX TEXHOJIOTHH. 3. PeryamenTanus mporecca aBTOpU3aIAH
OcobenHoctu obecneye- 4. 3amura OT CEeTeBBIX aTakK M IIMUOHAXKA.
HUS 3aIIUTH HHOpMa- 5. Cnoco0Osr obecieuenust 6e3omacHol paboTsl B IHTEpHET.
1uu B opucHbIx UT. 6. ABTOpCKOE IPaBo
Cdepsl mpuMeHeHus Me- 7. JluueH3upoBaHHE U MATCHTOBAHHE
TOJIOB oOecrieueHus 3a- 8. IlpaBo pacnopsikeHus, IpaBo BIaACHHs, IPABO MOJIb30BAHUS.
HIATHI THPOPMALIUHU B 9. HopmaTuBHO-TIpaBOBast OCHOBA MEp IO 3aIUTE aBTOPCKUX MPaB
opucHeix UT. 10. Dtuyeckue HOpMBI pU paboTe ¢ HHPOopMaruei
11. Heruker
12. 3axon «O6 undopmau, THPOPMALMOHHBIX TEXHOJIOTUAX U O 3alIUTe UH()OpMALTUI
13. 3axon «O cpencTBax MaccoBOil HHMOPMAIII»
14. 3axon «O pekname»
15. 3akon «O0 obecnieyeHUH JoCTyNna K HHPOPMAIUH O AESITEIbHOCTH FOCY/IapCTBEHHBIX OPraHOB U
OpPraHOB MECTHOT'O CAMOYIIPABICHUS»
16. 3akoH «O0 obecrieueHUH JTOCTyIa K HHPOPMAIMH O JIEATSITHPHOCTH CY/IOB B POCCHICKOW (heme-
parum)
17. 3akon «O 3amuTe aerei oT HHGOPMAIUH, MPUUKHSIONIEH BPE/l UX 37J0POBBIO U Pa3BUTHION
YMmerb: JleMOHCTpHpOBAThH HABBI- 1 ManjatHast IOJAMTHKA HOCTYyIA:

KU paboThl B OPUCHBIX
UT.

a) Onpenensier mpaBa A0CTyINa UACHTU(UIIMPOBAHHBIX CYOBEKTOB K 00bEKTaM
Ha OCHOBE 33JJaHHBIX BHEIIHUX MPaBUJ (MATPULIbI IOCTYNA).
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XapaxkTepu30BaTh OCHOB-
HBIE CIIOCOOBI 3aII[UTHI
nHpopmaIuu B 0UCHBIX
UT.

[TpyMeHsTh HaBBIKU
HaCTPOWKHU OCHOBHBIX ac-
MEKTOB O0eCTeueHus 3a-
HIUTH HTHPOPMAITUU
HITATHBIMH CPEACTBAMHU
odpucueix UT.

0) Onpenessier nmpaBa A0CTyNna cy0ObEKTOB K 00beKTaM WM pa3spemiaer HH(OPMAIMOHHbIE

MOTOKH MEXKIY 00beKTaMHM Ha OCHOBE M3MEHsSeMbIX METOK INPaB J0CTyNa Cy0beKTOB U METOK
KOH(pUIEHIHAIBHOCTH 00HEKTOB.

B) SBiseTcst anropuTMOoM (OPMHUPOBAHUS MATPHIIBI TOCTYIIA.
r) Coaep>XKUT HHCTPYKLHUIO JUIsl CHCTEMHOI'O aJIMUHUCTPATOPA 10 MPEAOCTABICHUIO MPaB J0CTyIa

Pa3JIMYHBIM I1OJIL30BATCIISAM.
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KoMITbI0TepHBIM BUPYCOM HA3bIBACTCS:

a) lIlporpamma, cnoco0Hasi BHeIPATHCA B Apyrue NporpamMmel, ¢
BO3MOKHOCTHI0 CAMOBOCIIPOM3BO/JCTBA.

0) Bun 6aktepuii, pa3pymaronii MUKPOCXEMBI.

B) [Iporecc paspymieHus HHPOPMAIIUN HA HEUCTIPABHOM JKECTKOM JIMCKE.

B JAOKYMCEHTax I'ocTexkoMuccnu nmoA moka3aTeassMy 3alldIEHHOCTH
IHOHHUMACTCA:

a) SKCHepTHaH OIICHKAa CUCTCMBI 3allIUThI HH(bOpMaHHH 10 MATHOAIIIEHOU
IKaje.

0) Ilepedyenb rpynnsl TpeOOBaHMIl, HEOOXOAMMBIX AJIsI BBINOJHEHHS B MH(POPMAIMOHHBIX

CHCTEMAX 3aJJaHHOI0 KJacca 3alUIEHHOCTH.

B) BpeMeHHHe XapPaAKTCPUCTHUKU PCAKIIUU CUCTCMbI 0e30MacHOCTH Ha O6H&py>KGHI/IC HCCAaHKIIUO-

HUPOBAHHOTO JOCTYyIIA.
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KauecTBo cucrembl nHOpMalMOHHON G€30MaCHOCTH MOXKET OBITH OLIEHEHO:

a) 3amycKOM CHEIUaIbHON TECTOBOM MPOrpaMMBl.

0) Ha ocHOBe 3KCIIEPTHOI0 aHAJIM3A PAa3JIMYHbIX OKa3aTeneld 3¢ GpeKTUBHOCTH.

B) KosnnuecTBoM peain30BaHHBIX 3aLIUTHBIX (QYHKIUH, TEKIapUPOBAHHBIX B JOKYMEHTALIUH.

Kakoe yTBepxkeHHE BEPHO:
a) [locnennue Bepcur aHTUBUPYCHBIX MPOTPaMM U PETYIISIPHOE OOHOBIICHHE
OC rapaHTUpyIOT 3alIUTY OT BUPYCOB.
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0) OC ¢ rpaMOTHO peajiM30BAaHHON CHCTEMOM 3aIIUTHI 0T HECAHKIMOHUPOBAHHOIO J0CTYyNA

JIy4llie 3al[UIeHa 0T BUPYCHBIX aTaK.
B) 3alIUTy OT BHPYCOB TrapaHTUPYET HCIOIb30BAHHE TOJIBKO JHUIICH3MOHHOTO MPOrpaMMHOTO

oOecrieyeHus.

Bnanets: HaBbikom 00BsICHEHUS Konumponvnas paboma

HEO0OXOOUMOCTH
HacTporku opucHbix UT
C MO3UIIMU 00ecTIeYeHU
uH(pOpMaLMOHHOHN 6€e3-
OITACHOCTH

HaBrikoM BEIZIENEHHS OC-
HOBHBIX CIIOCOOOB 3alllH-
Thl UHGOpPMaALUU B OQucC-
HeIx UT.

HaBbikoM HacTpoWku 3a-
IUTHl  UHpOpMAIUU B
odpucueix UT.

3awumTta uHchopmaL MM ¢ NOMoLbIO KpunTorpadgpun

1. Uenb paboTbl

Llenbio paboTbl AsBNsieTCS uccrnegoBaHve 3awmtbl MHopMaLmumM ¢ NPUMMEHEHNEM MPOCTENLLIMX NPUHLMMOB
Kpuntorpagpuu.

2. TeopeTnyeckas 4actb
2.1 lUndpbl 3ameHbl

CyLLHOCTb WndpoBaHNs METOOOM 3aMeHbI 3akrodaeTcs B cneaytollem [2]. MNycTb wndpytotes cooblueHns
Ha pPyCCKOM S13blKe 1 3aMeHe MOANEXMUT Kaxaasa bykBa aTux coobuweHuin. Torga, 6ykee A ncxogHoro anda-
BMTA COMOCTABMSETCA HEKOTOPOE MHOXECTBO CMMBOSOB (Lndpo3ameH) My, B — M, ..., A — M;. Lndposa-
MeHbl BblIOMpatoTcs TakuM 06pasom, 4Tobbl Ntobblie aBa MHoxecTBa (M, u M,, i # j) He cogepXxanu ogMHaKo-
BbIX aremeHToB (M, N M, =@ ).

Tabnuua, npuBedeHHast Ha puc.1, ABMSETCA KYOM Wndpa 3aMeHbl. 3Hast ee, MOXHO OCYLLECTBUTb Kak
LWwnppoBaHune, Tak U paclundpoBaHme.



https://sites.google.com/site/anisimovkhv/publication/umr/kriptografia/literatura
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Puc.1. Tabnuua wundposameH

Mpu wncpoBaHun kaxaasi GykBa A OTKPbITOrO COOOLLEHUS 3aMeHSIETCA JOObIM CUMMBOIIOM U3 MHOXe-
ctBa M,. Ecnn B cooOLeHnn coaepxmTcs HECKONbko OykB A, TO Kaxdasi 3 HUX 3aMeHsieTcsl Ha Jtobon
cumBon u3 M,. 3a cyeT 3TOro ¢ NOMOLLIbIO OAHOMO KItoYa MOXKHO MOSMYYUTb PasfvyHble BapuaHTbl WKdpo-
rpaMmbl Anst OQHOMO M TOTO K€ OTKPbITOro COOBLLIEHUS.

Tak kak MHoxecTBa Ma, Mg, ..., M; nonapHoO He nepecekarTcs, TO MO KaKaoMy CUMBOSY LUMGPOrpamMmmbl
MOXHO OLHO3HAYHO OMNpPenenuTb, KAKOMY MHOXECTBY OH MPUHAONEXWUT, W, CrneaoBaTenbHO, Kakylo OykBy
OTKPbITOrO cooOLleHns OH 3aMeHseT. [MoaTomy paclumMdpoBaHue BO3MOXHO M OTKpbITOe CoobLLeHne onpe-
AensieTcs eANHCTBEHHbIM 0Opa3oMm.

MeToz 3amMeHbl YacTo peanuayeTcs MHOMMMW nonb3oBaTensmMu npu paboTte Ha komnbtoTepe. Ecnu no 3a-
ObIBUMBOCTM HE MEPEKIMIOYNTL HA KNaBuaType Habop CUMMBOSOB C MaTUHULI HA KMPUAMLUY, TO BMECTO OGykB
pycckoro andasuta npv BBoAe TekcTa OyayT mevaTatbesl OykBbl MaTUHCKOro andgaeuTa («wudposame-
HbI»).

LLncbpbl 3amMeHbI MOXXHO pasfenvTh Ha crieayolme nogknacchbl:

- wWncpbl OAHO3HAYHOM 3aMeHbl (MOHoandaBUTHbIE, NPOCTbIE MOACTAHOBOYHbIE). KonnuyecTBo wngpo-
3aMeH 411 KaX40ro CMMBOna ncxogHoro andasuta pasHo 1 (| Mi | = 1 ansa ogHoro cumsona);

- nonUrpaMmmHbie Wwudpbl. AHaNorMyeH npeapiaywemMy 3a UCKIYEHEM TOro, YTO LWMdpOo3aMeHe COOT-
BETCTBYeT cpa3y 6rnok cumBosioB ncxogHoro coobuwenus (| M; | = 1 gna 6noka cMMBonoB);

- oMocpoHnYeckue Wndpbl (0OHO3BYYHbIE, MHOIO3HAYHOW 3aMeHbl). KonuuecTBo wmndposameH angd oT-
AenbHbIX CUMBOMOB UcxoaHoro andasuta 6onbwe 1 (| M; | 2 1 gna ogHoro cumeona);

- nonuandaBuTHble Wnudpbl (MHoroandgaenTHbie). COCTOUT 13 HECKOMBKMX LWMGPOB OQHO3HAYHOWN 3ame-
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Hbl. Bbibop BapvaHTa andasuta ang 3awmndpoBaHus 04HOrO CMMBOSA 3aBMCUT OT OCODEHHOCTEN MeToaa
wndppoBanua (| M | > 1 ana ogHoro cumeona).

[ns 3anucu UCXOoaHbIX U 3alnMdpPOBaHHbLIX COOBLLEHMIA UCMONb3YOTCS CTPOro onpenerieHHble andaBuThbl.
Moa andaBuTOoM B AaHHOM crydae noHMMaeTcs Habop CMMBONOB, ChnyXallMi Ans 3anMcy COOOLLEHUN.
AndaButbl OnNsi 3anncyM UCXOOHbIX U 3aWNMpPOBaHHbLIX COOOLLEHMIA MOTYT oTnu4vatbesa. CuMBOSbI 060UX
andasnToB MOryT GbITb NpeacTaBneHbl BykBaMu, NX COMETAHUSMU, YNCTIaMK, PUCYHKaMK 1 T.N. B kavecTBe

npuMepa MOXHO MPUBECTU NISILLYLLMX YEroBEeYKOB 13 pacckasa A. KoHaH [oina ( ) U pyKonucb

I

pyHW4YecKoro nucsma (| ) n3 pomaHa XK. BepHa «[llyTelwecTtBue kK LeHTpy 3emnuny.
2.2. Lincppbl 0gHO3HAYHOW 3aMeHbl.

MakcrMmanbHOe KONMYeCcTBO KMo4ver aAng nboro wudgpa 3Toro BMaa He npeBbIiwaeT n!, rge n — konude-
CTBO CMMBOJIOB B andpasute. C yBenmyeHMem Yncna n 3HavyeHne n! pactet oyeHb ObicTpo (1! = 1, 5! = 120,
10! = 3628800, 15! = 1307674368000). MNpn G6onblwmx N 4Na NPUBNMKEHHOTO BbIYMCAEHUA N! MOXHO BOC-
nonb3oBaTbcs popmyrion CTupnuHra

1)

Wudp Uesapsa. JaHHbil wndp Obin npuaymad MNaem KOnvem Llesapem n ncnonb3osancsa uvm B CBOEN ne-
penucke (1 Bek 40 H.3.). MpMMEHUTENBHO K PYCCKOMY SA3bIKY CYyTb €r0 COCTOMT B criegyloLlem. BoinucoiBaeT-
cq ncxogHbin andgasut (A, b, ..., A1), 3aTem Noa HMM BbINUCLIBAETCA TOT Xe andaBuT, HO C LMKITMYECKUM
coBurom Ha 3 GykBbl BriEBO.
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Puc.2. Tabnuua wudposamer ans wundpa Liesaps

Mpun 3awmndposke OykBa A 3ameHsieTcs 6ykson I, B - Ha [ u T. 4. Tak, HanpMMep, UCXOOHOE COoOLLEHNE
«ABPAMOB» nocne wudpoBaHua 6yaet BbirnsgeTb «FOYITICE». Monyyatens coobwerus «TOYITICE»
nweT 3T OYKBbI B HWKHEN CTPOke M No BykBam Haj HMMMK BOCCTaHaBNMBAeET UcxogHoe coobuieHne «Ab-
PAMOB».

Kritouom B wndpe Llesaps aBnaeTca BenvuuHa caoBura HWXKHeN CTpoku andpasuta. KonuuecTtBo Kntoden
Ansa Bcex moaudukauumn 4aHHoro wmndgpa NnpuMeHNTENsbHO K andaBuTy pycckoro sdbika paBHo 33. Bo3aMox-
Hbl pasnuyHble moamdukaumm wudpa Lesapa, B HaCTHOCTM NO3YHrOBbIN LLUAIP.

JNlo3yHroBbIn wudp. Ana gaHHoro wwudpa noctpoeHne Tabnuupl WKdpo3aMeH OCHOBAHO Ha JO3yHre
(kntoue) — nerko 3anomuvHaemom crnose. BTopasa cTpoka Tabnuubl wndpo3aMeH 3anofHsaeTca cHavana
CMOBOM-TO3yHIoMm (Mpuyem nosTopsitoLmecs OykBbl OTOpachbiBalOTCs), a 3aTeM ocTanbHbIMKU BykBamu, He
BOLleALIMEe B CMOBO-NO3YHr, B andaBuTHOM nopsake. Hanpumep, ecnu BbibpaHo cnoso-no3yHr «OA0N-
HA», To Tabnuua nmeeT cnegyrowmii Bug.

Puc.3. Tabnuua wudposameH ans no3yHroeoro wvdgpa

Mpu wundpoBaHum ncxogHoro coobeHns «KABPAMOB» no npuBefeHHOMY BbILE KWy LWndporpamma
oyaert Boirnagets «OANMOAKMW».

B kayecTtBe nosyHra pekomeHayeTca Bblbupatb dpasy, B KOTOPON COAEPXKaTbCA KOHEYHble OyKBbI andasu-
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Ta. B o6wem cnyyae, KONMMYeCTBO BAPMAHTOB HIDKHEN CTPOKM (MPUMEHMUTENBHO K PYCCKOMY 513bIKY) COCTaB-
nget 33! (= 10%).

MonubuaHcknin kBagpart. LUndp n3obpeTeH rpeveckum rocygapCTBEHHbIM AesiTeNeM, NONKOBOALEM U UC-
Topukom lMonubuem (lll Bek Ao H.9.). NpUMEHNTENBHO K pyccKOMy andaBuTy CyTb LUMGPOBAHNS 3aKnoya-
nace B criegytowem. B kBagpat 6x6 BeinuceiBaloTca OYKBbI.

xl

Puc.4. Tabnuua wundposameH ansg nonmbuaHckoro keagparta

Wndpyemasa OykBa 3aMeHsIeTCs Ha koopAuMHaTbl KBagpaTa (CTpoka-ctonbel), B KOTOPOM OHa 3anucaHa.
Hanpumep, ecnn ncxogHoe coobuieHne «ABPAMOB», To wudporpamma — «11 12 36 11 32 34 13». B
[pesHen Npeunn cooblueHna nepegaBanmcb C NOMOLLLI ONTUYECKOro Tenerpadga (C noMmoLybio dakenos).
Ana kaxgon 6ykBbl COOOLLEHNsT B HaYane NogHMManoch KONMYecTBO (bakenos, COOTBETCTBYHOLLEE HOMEPY
CTpOKM OYKBbI, @ 3aTEM HOMepy cTonodua.

Wndpyrowan cucrema Tpucemyca (Tputemus). B 1508 r. ab6at ns Nepmanumm MoranH Tpucemyc Hanm-
can nevaTtHylo paboTy no kpunTonornm nog HassaHuem «Monurpadusa». B 9TON kHUre OH BNepBble CUCTe-
MaTUYeCKn onucan npumMeHeHve Wndpyowmx Tabnuu, 3anonHeHHbIX andasMToMm B CriyYanHOM MOpsaKe.
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Ansa nonyyeHusa Takoro wndpa 3ameHbl 06bIYHO Mcnonb3oBanuck Tabnuua anga 3anncn 6yke andasuta u
Kno4eBoe crnoBo (unu dppasa). B Tabnuuy cHayana BNMCbIBanochb MO CTPOKaM K4eBOe CMOBO, NpuyemM
nosTopsioLLMecs BykBbl oTbpackiBanuck. 3ateM aTta Tabnuua gononHanack He BoweAWwMY B Hee BykBamu
andasuTa no nopsaky. Ha puc.6 nsobpaxeHa tabnuua c knoveBbiM cnosomM «JAOVHA.

Puc.5. Tabnuua wudposameH ans wudpa Tpucemyca

Kaxxgasa GykBa OTKpPbLITOrO CoobLLeHNss 3aMeHsieTcsl BYKBOWM, pacrosioXKeHHOW NoA Hel B TOM e cTosoue.
Ecnun 6ykBa HaxoguTcs B nocriegHeln cTpoke Tabnuubl, TO Ansa ee wndpoBaHus GepyT camylo BEPXHIOH
6ykBy cTonbua. Hanpumep, ncxogHoe coobiierne «ABPAMOBY, 3alwndposaHHoe — « MMBUXLLK».

2.3. NMonurpammHble WU pbI.
MonurpammHbie WKcpbl 3aMeHbl - LWNPbLI, KOTopbIe WNAPYIT cpaldy rpynnbl (6510Kk1) CUMBOJIOB.

Wudp Playfair (anrn. «YectHaa wurpa»). boin n3obpeteH B 1854 r. Yapnb3om YWUTCTOHOM, HO Ha3BaH
nmeHem nopga JlanoHa lMnendepa, KOTOPbIN BHEAPWN AaHHbIA WKEP B rocygapCTBEHHbIE crnyxbbl Benu-
kobputaHmm. OH ncnonb3oBarncs aHrnudaHamm B Nepson mmposon BorHe. LLndp npeaycmartpmBaeT wng-
poBaHue nap cumeonos (burpamm). Takum obpasom, aTOT Wwundp 6onee ycTonyme K B3IOMy MO CPaBHEHMIO
C WndPOM MPOCTON 3aMEHbI, TaK KaK 3aTPYOHSIETCS YaCTOTHbIM aHann3. OH MOXET ObiTb NPOBEAEH, HO He
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AN 26 BO3MOXHbIX CMMBOMOB (NaTUHCKMI andasuT), a Ang 26 x 26 = 676 BO3MOXHbIX Burpamm. AHanus
4YacToTbl BMrpaMm BO3MOXEH, HO SIBNSIETCA 3HAUMTENbHO Ooree TpyAHbIM U TpebyeT HaMHOro GornbLuero
ob6beMa 3andpoBaHHOIO TEKCTA.

Ansa wudpoBaHma coobLueHns Heobxoanmo pasdbuTb ero Ha Gurpammel (rpynnbl U3 ABYX CUMBOSOB), MpU
3TOM, ecnu B Gurpamme BCTPETHATCA ABa OOUHAKOBbIX CMMBOMA, TO Mexay HMMU AobaBngeTcsd 3apaHee
OrOBOpPEHHbBIN BCOMOraTenbHbId CUMBON (B opurMHane — X, Ans pycckoro andasuta - A). Hanpumep,
«3alngpoBaHHOe COOOLLEHNE» CTAHOBUTCA «3a Wn dp 0B aH Ho ec oS 06 e Hu ef». [na dopmupoBa-
HUS KrodYeBon Tabnuubl BoIGMpaeTCca NO3YHr U Janee oHa 3anofiHAeTCs No npasvnam LwndgpyoLwen cucre-
Mbl Tpucemyca. Hanpumep, nosyHr « IAOVHA»

Puc.6. Kniouesas Tabnuua ans wudppa Playfair

3aTeM, pyKkoBOACTBYSICb CreaylLMMy NpaBunaMu, BbINOMHSAETCS 3alM@pPOBbIBAHWME Map CUMBOJSIOB UC-
XO[HOrO TEKCTa:

1. Ecnu cumBonsl 6VIFpaMMbI MCXOOHOIro TekCTa BCTpe4akTCA B oAHon CTpOKe, TO 3TV CMMBOIJ1bl 3amMella-
HOTCA Ha CUMBOI1bI, pacnoJioXXeHHbIEe B onwxkanwmx ctonduax cnpaBa OT COOTBETCTBYHLLUMNX CMMBOJIOB. Ec-
I CUMBOIT ABNAETCA nocrneaHnm B CTPOKE, TO OH 3aMEHAETCA Ha I'IepBbII7I CUMBOJ 3TON Xe CTPOKN.
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2. Ecnu cumBonbl GurpaMMbl UICXOAHOTO TEKCTa BCTPeYalTcsl B OOHOM CTonbue, To OHW NpeobpasyoTcs B
CMMBOIbI TOTO e cTonbua, HaxoaALWUMNCA HenocpeaCTBEHHO NoA HAMU. Ecniv cMMBON ABNSETCA HDKHUM
B cTON6LIE, TO OH 3aMEHAETCA Ha NepBbIi CUMBOI 3TOrO e cTonbua.

3. Ecnu cumBonbl GUrpaMmbl UICXOOQHOTO TEKCTa HAXOAATCA B pasHbIX CTONGLAX U pasHbIX CTPOKaX, TO OHM
3aMEHSIIOTCA Ha CUMMBOJbI, HAXOAALLMECS B TEX XKe CTPOKaX, HO COOTBETCTBYIOLUME APYIUM yriam npsiMo-
YrorbHuKa.

Mpymep windpoBaHus.

- Burpamma «3a» opmMUpyeT NPAMOYrOfIbHUK — 3aMEHSIETCA Ha «KO»;

- Burpamma «LWwuny HaxoOoAaTCst B OQHOM CTONOLE — 3aMEHSETCSA Ha «toey;
- Burpamma «p» HaxogATCsA B OOHOW CTPOKE — 3aMEHSIETCS HA «XC»;

- Burpamma «oB» POPMUPYET NPSMOYTOSIbHUK — 3aMEHSIETCS Ha «XKY;

- burpamma «aH» HaxogaTcs B OQHOW CTPOKEe — 3aMeHsIeTCs Ha «b6ay;

- Burpamma «Ho» POPMUPYET NPAMOYIONbHUK — 3aMEHAETCS Ha «amy;

- burpamma «ec» hopMupyeT NPSIMOYTrOSbHUK — 3aMEHSETCA Ha «IT»;

- Burpamma «osa» opMUpyeT NPAMOYTOSIbHUK — 3aMEHSIETCA Ha «Kaw;

- Burpamma «06» opMMpyeT NPSAMOYrOfIbHMK — 3aMEHSAETCS Ha «Nay;

- Burpamma «Lie» opMUpyeT NPSIMOYrOSIbHUK — 3aMEHSETCS Ha «LUEY;
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- burpamma «Hu» POpPMUPYET NPAMOYTONIbHUK — 3aMEHSIETCSA HAa «aHY;
- burpamma «est» PopMUPYET NPAMOYTONIbHUK — 3aMEHSIETCS Ha «TU».
Lndpporpamma — «k0 toe xc vk 6a am IT Ka na We aH rmy.

Ana pacwmdpoBKkM HEOGXOAMMO UCMONb30BaTh MHBEPCUIO 3TUX MpaBwi, oTkuabiBas cumeonbl A (unum X),
€CJM OHW He HECYT CMbICIa B MUCXOOHOM COOBLLEHNM.

3. NpakTn4yeckasa 4yactb

3awmndpynTte cBo hamMunmio C MOMOLLbIO Cneayowmx WdpoB:
- Wndppa Lesaps;

- NO3YHroBoro Wwndpa;

- nonmMbuaHcKoro KBagpara;

- Wudpytowen cuctemsl Tpucemyca;

- wudpa Playfair;

Mpn odhopmneHnm oTyeTa HEOOXOANMO MPUBECTM UCXOOHOE coobleHne (pammnuio), Tabnuuy wndposa-
MeH, Krtod (ecnu Tabnuua wndposameH He ABAseTCH KMYoM) 1 3awmncgpoBaHHoOe CoobLLEHNE.

[1K-14 BrnageHreM HaBBIKAMU HUCIIOJIb30BAHUSI KOMITBIOTEPHOW TEXHUKU U MH(GOPMAIIMOHHBIX TEXHOJIOTHI B JOKYMEHTAIIMOHHOM OOecTieueHUN
YIIPABJICHUS U ADXUBHOM JI€JIE

3HaTh

IIpuHIMIIBI  KCTIOIB30BA-
HUs KOMIIBIOTEPHON TeX-

1. PaccMmoTpuTe BONPOCHI JIMIEH3UPOBAHUS B 00JIaCTH 3alIUThl HHPOpPMAaLUH B 3aKoHE «O JHIIeH-
3MpPOBAHUM OTJIENbHBIX BUJOB JesitenibHOCTH» oT 8 aBrycra 2001 roxa Homep 128-@3 (Ilpunsr
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HUKA B JOKYMEHTAIIMOH- I'ocynapcrennoit J{ymoii 13 uronst 2001 roma).
HOM O0ecrieueHuu ympas- | 2. 3akoHOAATETbHBIC MPUHIIUITEI KQJAPOBOW 3aUTHI HH()OPMAIIMOHHON OE30MaCHOCTH.
JICHUS] U apXUBHOM JIETIE. 3. Opranuzanusi KOH(QUIESHIIMAIBHOTO JEJIONPOU3BOJICTBA.
[TpuaIMIBl  Wcmoyib30Ba- [ 4.  Bo03MOXXKHBIE MPUYWHBI YTEYKH WHPOPMAIMH MPU HAPYIICHUH MMEPCOHATIOM IPABHI PAOOTHI C
Huss UT B moxkymeHTtanu- KOH(UICHIMANBHOM nH(OpMaLIeH.
OHHOM obecnieuenuu [ 5. TpeOoBanwmsl, MpeabIBIIEMBIC K MPETCHICHTAM Ha paboTy ¢ KOH(HIEHITMAIBHON HHpOpMaIuei
yIOpaBlIeHUsI U apXUBHOM U K IPETeHJICHTaM Ha JOJKHOCTH B CIY>K0Y HH(OpMAallMOHHON O€30MacHOCTH.
Jene. 6. Kamposas monmruka npeanpusaThs. Bo3MOKHBIE HCTOYHUKY TOTIOTHECHUS TIPESANIPHUATHS Kaapa-
[Tpunuuner obecrnieueHus MU 7151 pabOThI ¢ KOH(PHUIEHITUATBHON HH(POPMAIHEH.
uHopmanmonHot  6e3-| 7. Ilopsimok opraHu3aiy U IPOBEICHUS] KOHKYPCOB Ha 3aMEIEHUs] BAKAHTHBIX JOKHOCTEH, CBSI-
OMACHOCTH U  3allUThI 3aHHBIX ¢ 0€30MaCHOCTHIO HHPOPMAIIHH.
uH(opMaIuu B mpoiiecce. 8. MeToasl IPOBEpKH KAHIUAATOB Ha padboTy. OTpakeHre BOMPOCOB WH(MOPMAITMOHHON Oe3omac-
HOCTHU B TPYAOBBIX U KOJJIEKTUBHBIX JOTOBOPaX.
YMmeTs: Paborats ¢ nunpopmarmeit 1 ITporpaMmMHasi cUCTeMa 3aluThl HHQOPMAIIUK OTBEUYaET 3a:

B JIOKQJIIBHBIX CETSIX.
Pabotats ¢ nunpopmanueit
B INIO0QIBHBIX CETSX.
ObecneunBaTh MHPOpPMA-
[IMOHHYIO 0€30IMMacHOCTH
U 3alMTy MH(pOpMauu B
npoiiecce padoTHI.

a) CoxpaHHOCTh BCel BBEIEHHON B MHPOPMAIIIOHHYIO CUCTEMY
uHpOpMaLUH.

0) Peanuzanmio 3agaHHOM MOJMTHKH 0€30MTACHOCTH.

B) KoppekTHoe noBeneHne nojab30BaTesnei.

AyTteHTH(UKALNA ITO:

a) [loaTBep:kaeHune 3asiBJICHHOI0 HAeHTH(PUKATOpA.
6) IIpouecc BBoga TekcTa 06e3 0TOOpaXKeHHsI Ha SKpaHe.
B) BBOI cBeneHMiT TMYHOTO XapakTepa.

[TonuTtnka 6€30MacHOCTH 3TO:

a) IIpaBuna onpeneseHus pa3pelIéHHBIX U 3aNpeléHHBIX oNepanuii B
MH(OPMALIMOHHON CHUCTEME.

0) IlpaBuiia noBeieHNs OJIB30BATENEH.
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B) MHCTpyKIus AelicTBUN aMUHHICTpATOpa 10 00ecreueHn 0 HH(HOPMALIMOHHONW 6€30IaCHOCTH.

4 Monutop 6€30MacHOCTH ITO:
a) JInuHbII TEpMUHAJ CUCTEMHOIO aAMUHHUCTPATOPA.
0) COBOKYNHOCTDH Pe3UIEHTHBIX MPOrPaMM, peaTu3yoluX NOJTUTUKY 0€30I1aCHOCTH.
B) [Iporpamma KOHTpPOJISI JAHHBIX ayAUTA.

5 JluckpenroHHas MOJIUTHKA JOCTYMA:
a) Onpenensier npaBa J0CTyNa HICHTH(PUIUPOBAHHBIX CY0OBEKTOB K 00bEKTAM
Ha OCHOBE 32/IaHHBIX BHEIIHUX NPaBWJI (MATPHULLI A0CTYIA).
0) OmpenensieT nmpaBa JOCTyNa CyObEKTOB K 00BbEKTaM HIIM pa3peiaeT HH(PpOpMaIlMOHHbBIE TOTOKU

MEXy 00bEKTaMH Ha OCHOBE U3MEHSEMBIX METOK MPaB JOCTYIIA WM KOH(PHICHITUATBHOCTH.
B) SIBnsieTcs anropuTMoM (hOPMUPOBAHMSI MATPHIIBI JOCTYTIA.
r) ConepXUT MHCTPYKIIMIO JIJISi CHCTEMHOT'0 aJIMUHUCTPATOpa MO MPEIOCTABICHUIO TIPaB JOCTYIa

Pa3IMYHBIM MOJIb30BATEIISAM.

Bnaners: ba3zoBbiMM mpueMaMu pa- Konumponvnas paboma

60THl ¢ mpodeccuoHab-
HOM MH(pOopMaLHEeH.
Criocobamu obecrievyeHus
3alUThl MHQOpMalMHU B
npoiiecce paboThl ¢ MPo-
deccuonanbHO  MHGDOP-
MalMen.
HopmatuBHO-ipaBoBOM
uH(popMalmeit B odiactu
obecrnieyeHus 3aIUTHI
npohecCHOHANBHOW  HH-

3awmTa nHdopmaLmm ¢ NnoMoLbIo Kpuntorpacpumn

1. Ulenb paboTbl

Llenbto paboTbl aBnsieTca nccrnegoBaHue 3awnTbl MHAOPMaUMM C MpUMEHEHUEM NPOCTENLLNX NPUHLIMNOB
Kpuntorpadguu.

2. TeopeTnyeckas 4yacTb
2.1 lndpbl 3ameHbl

CyLHOCTb WndpoBaHNa METOOO0M 3aMeHbl 3akntovaeTca B crnegyrowem [2]. MNyctb wundpyrotes coobuieHms
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dbopmaruu.

Ha pyCCKOM £13bIKe 1 3aMeHe NOANEXMUT Kaxaasa byksa aTux coobuweHuin. Toraa, 6ykee A ncxogHoro anda-
BMTA COMOCTAaBMAETCA HEKOTOPOE MHOXECTBO CMMBOJSIOB (LunMdpo3ameH) My, B — M, ..., A — M;. Lndpo3sa-
MeHbI BblbnpatoTcsa Takum obpasom, 4Tobbl nobble agsa mHoxecTBa (M, n M,, i # |) He cogepxanu oanHako-
BbIX anemeHToB (M\N M, =@ ).

Tabnuua, npuBeaeHHast Ha puc.1, ABRSeTCA KYoM Wndpa 3aMeHbl. 3Hast ee, MOXHO OCYLLECTBUTb Kak
WwncpoBaHne, Tak U paclundpoBaHme.

Puc.1. Tabnuua wudposameH

Mpu wndposaHum kaxkgasi Gykea A OTKPbITOrO COOOLLEHUS 3aMeEHSIETCA NOObIM CUMMBOJIOM W3 MHOXe-
ctBa M,. Ecnn B cooOuweHnn coaepxmTcs HeCKomnbko OykB A, TO Kaxdasi U3 HUX 3aMeHsieTcsl Ha Jtobon
cvmMBon 13 M,. 3a cyeT 3TOro ¢ NOMOLLLI0 OAHOrO KIHoYa MOXHO MOMYyYMTb pasfnuyHble BapuaHTbl LWNGPO-
rpaMmbl Anst OQHOMO M TOFO K€ OTKPbITOro COOBLLIEHUS.

Tak kak mHoxecTBa Ma, Mg, ..., M; nonapHoO He nepecekarTcs, TO MO KaK4oMy CUMMBOMY LUMAPOrpamMmmbl
MOXHO OLHO3HA4YHO OMNPEenEenuTb, KAKOMY MHOXECTBY OH MPUHAONEXWUT, W, CneaoBaTenbHO, Kakyto OykBy
OTKPbITOro coobLieHns oH 3amMeHseT. [oaToMy paclumdpoBaHne BO3MOXHO U OTKPbITOe coobLLeHne onpe-
[ensieTcs eAMHCTBEHHBIM 0Opa3oM.

MeToz 3amMeHbl YacTo peanuayeTcs MHOTMMW MoNib3oBaTensMu npu paboTte Ha komnbtoTepe. Ecnu no 3a-
ObIBYUMBOCTM HE MEPEKIIOYUTL HA KNaBuaType Habop CUMMBOSIOB C MATMHULbI HA KMPUMIMLUY, TO BMECTO OyKB
pycckoro andasuta npu BBoAe TekcTa byayT neyaTtatbcs GykBbl NaTuHCKoro andasuta («WwWundgposame-
HbI»).
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LLncbpbl 3amMeHbI MOXXHO pasgenvTb Ha crieayolime nogknacchbl:

- wndpbl 0AHO3HAYHOM 3aMeHbl (MOHOanaBnTHbIE, NPOCTLIE MOACTAHOBOYHLIE). KonuuecTBo wndpo-
3aMeH AN KaXX40ro cumBona ucxogHoro andgasuta pasHo 1 (| Mi | = 1 anga ogHoro cumsona);

- nonurpaMmmHble Wndpbl. AHanNorMieH npeapiayLwiemMy 3a UCKMKYEHnEM TOro, YTO Wndpo3aMeHe CooT-
BETCTBYET cpa3y 0510k CMMBOJOB McxoaHoro coobienus (| M, | = 1 anst 6rioka cMMBOMOB);

- omochoHnYeckue Wndpbl (0OHO3BYYHbIE, MHOTO3HAYHOW 3aMeHbl). KonuuecTBo wundgpo3ameH ans oT-
OenbHbIX CUMBOJSIOB UcxoaHoro andasuTta 6onbwe 1 (| M, | 2 1 ana ogHoro cumeona);

- nonuandaBuTHble Wungpbl (MHoroandgasnTHble). COCTOUT 13 HECKOMbKUX LLUMGPOB O4HO3HAYHOW 3amMe-
Hbl. Bbibop BapuaHTa andaeuta gna 3awmndgpoBaHMs OOHOMO CMMBOSA 3aBUCUT OT ocobeHHoCcTeln MeToaa
wncppoBanHud (| M | > 1 ana ogHoro cumeona).

[nsa 3anucu UcxogHbIX U 3aiMdpoBaHHbLIX COOBLLEHMIA MCNONb3YOTCS CTPOro onpeferieHHble andgaBuThbl.
Moa andaBuTOoM B AaHHOM Crlydae NMoHMMaeTcsi Habop CMMBOSOB, CRyXallWiA ANsi 3anMcyu COOOLLEHUNA.
AncbaButbl ANs 3anncyn UCXOOHbIX U 3awMpPOBaHHbLIX COOBLLEHU MOryT oTnuvatbea. CumBonbl 06OUX
andaBnToB MOryT BbITb NpeacTaBneHbl OykBaMm, NX COMETAHUSIMU, YNCITaMK, PUCYHKaMK 1 T.M. B kavecTBe

xl

npymepa MOXHO NPMBECTM MASLWYLNX YenoBeykoB U3 pacckasa A. KoHaH Jonna (| ) N pyKonucb

I

pyHM4YecKoro nucbMa (| ) n3 pomana K. BepHa «[lyTelwectsue Kk LEHTPY 3emnny.

2.2. Wndpbl 0AHO3HAYHOW 3aMEHbI.

MakcumanbHoe KonM4ecTBO Kroven ans noboro wudpa aToro Buaa He npesbilwaeT h!, roe n — Konuye-
CTBO CMMBOJSIOB B andasute. C yBenmyeHmem 4yncna n 3HavyeHmne n! pactet oveHb ObicTpo (1! =1, 5! = 120,
10! = 3628800, 15! = 1307674368000). Npwn 6onbluMx N AN NPUBANKEHHOTO BbIMUCIEHUSA N! MOXHO BOC-
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nonb3oBaTbca hopmyrnon CTupnuHra

(1)

Wudp Uesapsa. JaHHbil wndp Obin npuaymaH Maem KOnvem Llesapem n ncnonb3osarncs MM B CBOEN ne-
penuncke (1 Bek 0o H.3.). [IpUMEHNTENBHO K PyCCKOMY SA3bIKY CYTb €ro COCTOUT B cneaytowemM. BoinvcoiBaeT-
cs1 ucxodHbln andasut (A, B, ..., ), 3aTeM nog HMM BLINMCBIBAETCA TOT Xe andaBuT, HO C LIMKINYECKNM
caurom Ha 3 OykBbl BNeEBO.

Puc.2. Tabnuua wndgposameH ans wudpa Llesaps

Mpun 3awmncposke Oyksa A 3ameHsieTca Oykson I, B - Ha [ u T. A. Tak, HanpMmMep, UCXOOHOE COoobLLeHNne
«ABPAMOB» nocne wudpoBaHusa 6yaet Boirmnsgets «TOYITICE». Monyyatens coobuwenus «TOYTITICE»
ULLET 3TK OYKBbI B HWXKHEN CTpoke M no OykBam Hag HMMK BOCCTaHaBNMBaeT UCXoAHoe coobuieHne «Ab-
PAMOB».

Kntouom B wndpe Llesaps saBnaetca BenvumHa caoBura HWKHen CTpoku andasuta. KonuyecTtBo Kriouden
ANg BCex moaudmkaumn AaHHOro wudpa NpuMeHUTENbHO K andaBuTy pyccKoro sisbika paBHo 33. Boamox-
Hbl pasnnyHble moandukaumm wudpa Llesaps, B HaCTHOCTM NO3YHrOBbIN LWMAP.

JNlosyHroBbin wudp. Ana gaHHoro wwmdpa noctpoeHne Tabnuupl wWndpo3aMeH OCHOBAHO Ha NO3yHre
(kntoye) — nerko 3anomvHaemom crnose. BTopasa cTpoka Tabnuubl wndpo3aMeH 3anofiHsaeTca cHavana
CNOBOM-NO3YHIOM (Npu4em nosTopstowmecs GykBbl oTbpackiBaloTCcs), a 3aTeM ocTanbHbIMK OykBamu, He
BOLleALLIME B CMOBO-NO3YHr, B andaBuTHOM nopsake. Hanpumep, ecnu BbiGpaHo cnoBo-no3yHr «OA0N-
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HA», To Tabnmua nmeeT cnegyrowmi Bug.

xl

Puc.3. Tabnuua wundposameH 4nsd no3yHroeoro wugpa

Mpu wndpoBaHmn mncxogHoro coobuleHus «ABPAMOB» no npuBegeHHOMY Bbille Krody wmndporpamma
oyaet BoirnageTs «QANOKM .

B kayecTBe nosyHra pekoMmeHayeTcs BblbupaTh pasy, B KOTOPOW coaepxaTbcs KoHeuHble BykBbl andasu-
Ta. B oblwem cny4vae, KONMMYECTBO BApUaHTOB HWDKHEW CTPOKM (MPUMEHUTENBHO K PYCCKOMY A3bIKy) COCTaB-
nget 33! (= 10%).

MonubuaHcknn kBagpart. LUndp n3obpeteH rpeveckum rocyaapCTBeHHbIM AesATenem, NonkoBogUeM U Uc-
Topukom Monubuem (1l Bek Ao H.3.). NpUMEHNTENBHO K pyccKOoMy andaBuTy CyTb LIMGPOBAHUS 3aknoya-
nace B criegytowem. B kBagpat 6x6 BeinuckiBaoTCA OYKBbI.

xl

Puc.4. Tabnuua wundposameH ang nonmbunaHckoro keagparta
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LWndpyemas OykBa 3aMeHsIeTCsl Ha KoopAMHaTbl KBagpaTa (CTpoka-cTtonbel), B KOTOPOM OHa 3anucaHa.
Hanpumep, ecnn ncxogHoe coobuieHne «ABPAMOB», 1o wudporpamma — «11 12 36 11 32 34 13». B
OpesHen Mpeummn coobLieHns nepeaasanmcb C NOMOLLBIO ONTUYECKOro Tenerpada (C NOMOoLLbI0 hakeroB).
Onsa kaxgon 6ykBbl COOOLLEHNsT B HaYane nogHMMarnochb KonmMyecTBo hakenoB, COOTBETCTBYHOLLEE HOMEPY
CTpoku OyKBbI, @ 3aTEM HOMepY cTonodua.

Wudpyrowaa cucrema Tpucemyca (Tputemus). B 1508 r. a66aT 13 Nepmanum MoranH Tprucemyc Hanu-
can ne4vaTtHyto paboTy Mo KpunTonorMn nog HaseaHmem «llonurpadusi». B 3Tol KHUre OH BrepBble cUcTe-
MaTMYEeCKU onucan NpuMeHeHne WUdpPYLWNX Tabnuu, 3anofHeHHbIX andaBuToM B CrydaiHOM MOpsiaKe.
Ons nonyyeHus Takoro wmdpa 3ameHbl 06bIYHO Mcnonb3oBanucek Tabnuua ana 3anvcy 6ykB andasuTa u
KrntoyeBoe cnoeo (Mnu ¢gpasa). B Tabnuuy cHavana BnMcbIBanocb NO CTpOKaM KMOYEBOE CMOBO, NPUYEM
noBTopsitoLLMecs OykBbl oTOpackiBanuck. 3aTtemM aTa Tabnuua AononHanack He BoWeAWWMY B Hee GykBaMu
andasuTa no nopsiaky. Ha puc.6 nsobpaxeHa tabnmua c knroveBbiM cnosomM «JAOVHA.

Puc.5. Tabnuua wudposameH ans wudpa Tpucemyca

Kaxxgaa 6ykBa OTKPLITOrO COOOLLEHUSI 3aMeHsieTcsl OYKBOWM, pacrosfioXXeHHOW NOA Hel B TOM e cTonoue.
Ecnun BykBa HaxoguTca B nocrnegHen cTpoke Tabnuubl, TO Anga ee wndpoBaHua 6epyT camyto BEPXHIOK
BykBy ctonbua. Hanpumep, ncxoaHoe coobuieHne «ABPAMOBY, salundposarHoe — « MABUXLLK».
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2.3. NMonurpammHbie wWndpbl.
MonurpammHbie WKdpbl 3aMeHbI - LWNPLI, KOTopbIe WNGPYIOT cpasy rpynnbl (6510k1) CUMBOJIOB.

Wudp Playfair (anrn. «YectHasa wurpa»). boin n3obpeteH B 1854 r. Yapnb3om YWUTCTOHOM, HO Ha3BaH
nmeHem nopgaa JlanoHa lMNMnendepa, KOTOPbI BHEAPW AaHHbLINA WKUEP B rocygapCTBEHHbIE CryXObl Benu-
kobpuTtaHum. OH ucnons3oBancs aHrnmyaHamu B [NepBor muposon BovHe. LLndp npeaycmaTpmBaet wud-
poBaHue nap cumsosoB (burpamm). Takum obpasom, 3TOT Wwndp Oornee yCTONYMB K B3fIOMY MO CPaBHEHMIO
C WNpoM NPOCTON 3aMeHbl, TaK Kak 3aTpyaHAETCs YacTOTHbIN aHanu3. OH MOXeT OblTb NPOBEAEH, HO He
ANns 26 BO3MOXHbIX CUMBOJIOB (NTaTUHCKMIA andaeut), a ans 26 x 26 = 676 BO3MOXHbLIX burpamm. AHanus
YacToTbl BMrpamMmm BO3MOXEH, HO SIBNeTCa 3HaduTenbHO Gonee TpyaHbIM U TpebyeT HamHOro GornbLuero
o6beMa 3andpPOBaHHOIO TEKCTA.

Onsa wudpoBaHna coobLleHns Heobxoanmo pa3duTb ero Ha GurpaMmebl (Fpynmnbl U3 ABYX CUMBOJSIOB), MpU
3TOM, ecnu B Gurpamme BCTPETHATCA ABa OOUHAKOBbIX CMMBOMA, TO Mexay HMMU AobaBnsaeTcs 3apaHee
OrOBOPEHHELIN BCMOMOraTesnbHbIA cuMBOn (B opurnHane — X, gns pycckoro andasuta - f). Hanpumep,
«3awncpoBaHHoe cooOLLEHNE» CTAaHOBUTCA «3a Wn ¢p 0B aH Ho ec oS 06 e Hu efl». [na dopmupoBa-
HWS KItodeBon Tabnuubl BbIGMpPaeTCca NO3YHTr U Janee OHa 3anofiHAETCs Mo npaBunam LWngpyoLen cucrte-
Mbl Tpucemyca. Hanpumep, nosyHr « IAOVHA»
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Puc.6. Knioueasi Tabnuua ans wudpa Playfair

3aTem, PYKOBOACTBYACbL cneayrowmMiy npasunamMmun, BbINOJIHAETCA 3aLLIVI¢)pOBbIBaHVIe nap CMMBOJIOB WUC-
XOOHOro TeKkcTa:

1. Ecnn cumBonbl Gurpammbl UICXOQHOTO TEKCTa BCTPEYAOTCS B OOHOW CTPOKE, TO 3TV CUMMBOJbI 3amella-
0OTCS HA CMMBOIbI, PACMONOXeHHbIe B GnivmkanlumMx cTonbuax cnpasa OT COOTBETCTBYHOLIUX CMMBONOB. Ec-
Ny CMMBON ABMSAAETCA NOCNeAHNM B CTPOKE, TO OH 3aMEHSeTCs Ha NepBbIii CUMBOI 3TOW e CTPOKM.

2. Ecnn cumBonbl GUurpaMmbl ICXOAHOTO TEKCTa BCTPeYalTcs B OAHOM cTonbue, To OHM npeobpasytoTcs B
CMMBOJbI TOrO e cTonbua, HaxoAaLWMMNCS HEMOCPEACTBEHHO Mo HAMW. Ecniv cuMBON SIBRSIETCH HUXKHUM
B cTONbLE, TO OH 3aMeHsIeTCs Ha NEPBbIA CUMBOJST 3TOrO e cTonbua.

3. Ecnu cumBonbl GUrpaMmbl MICXOOQHOTO TEKCTa HAXOAATCA B pasHbIX CTONGLAX U pasHbIX CTPOKaX, TO OHU
3aMEeHSIITCA Ha CUMMBOJbI, HAXOAALLMECS B TEX XKe CTPOKaX, HO COOTBETCTBYIOLIME APYIUM yriam npsiMo-
YrornbHuKa.

Mpyumep windpoBaHus.

- Burpamma «3a» opMUpyeT NPAMOYTOfIbHUK — 3aMEHSIETCA Ha «KO»;

- Burpamma «LWwuny HaxoOosaTCst B OQHOM CTONOLE — 3aMEHSIETCSA Ha «toey;
- Burpamma «p» HaxoOgATCsA B OOQHOW CTPOKE — 3aMEHSIETCS HA «XC»;

- Burpamma «oB» POPMUPYET NPSMOYIOSIbHUK — 3aMEHSIETCS Ha «IKY;

- Burpamma «aH» HaxogaTcs B OQHOW CTPOKe — 3aMeHsieTCs Ha «bay;

- Burpamma «Ho» hopmMMpyeT NPSIMOYTONbHUK — 3aMEHSIETCH Ha «amy;
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- Burpamma «ec» opMUpyeT NPSAMOYTOSIbHUK — 3aMEHSIETCH Ha «ITy;

- Burpamma «os1» popmMMpyeT NPSIMOYTONbHUK — 3aMEHSIETCS Ha «Kay;
- Burpamma «0b» hopMUpyET NPSIMOYrONbHUK — 3aMEHSIETCS Ha «Nay;
- Burpamma «Le» bopMmpyeT NPSIMOYTONbHUK — 3aMEHSIETCS HA «LLEY;
- Burpamma «HuU» hopMmpyeT NPSMOYTONbHUK — 3aMEHSIETCH Ha «aHy;
- Burpamma «esi» popMMpyeT NPSMOYTONbHUK — 3aMEHSIETCS Ha «TU».
LWndporpamma — «k6 t0e Xc ik 6a am IT Ka na L€ aH rm».

Onsa pacwmdpoBkn HEOBXOONUMO MCMONb30BaTh MHBEPCUIO 3TUX MpaBun, oTkMabiBas cumeorbl A (nnu X),
€CINN OHU He HEeCYT CMbICMNa B UICXOAHOM COOBLLEHUN.

3. MpakTnyeckan yacTb

3awmndpynTte cBoH hamMunmio C MOMOLLbIO Cneayowmx WudpoB:
- Wwudpa Llesaps;

- NO3YHroBOro Wwuapa;

- nonnbunaHcKoro KBagpaTa;

- WndppytoLern cuctemsl Tpucemyca;

- wudpa Playfair;
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Mpu odhopmneHnm oT4yeTa HEOOXOAMMO MPUBECTM MCXOOHOE coobleHne (pammnumio), Tadnuuy wudposa-
MeH, Kntod (ecnu Tabnuua wndposameH He ABASETCH KM4YoM) 1 3amdgpoBaHHoe coobLLeHne.

[TK-15 cnocoOHOCTHIO COBEPIICHCTBOBATH TEXHOJIOTUN JOKYMEHTAIMOHHOTO 00ECIIEUeHUs YIIPABJICHUSI U apXUBHOTO Jieia Ha 06a3e MCIob30-
BaHUs CPEJICTB aBTOMATU3AINH

3HaTe

TexHonoruu 10KyMeHTa-
[IMOHHOTO O0ecreueHus
VIIPaBICHUS ¥ aPXUBHOTO
nena Ha 6a3e UCIob30-
BaHUs CPEJICTB aBTOMATH-
3allUu.

Cnoco06s1 obecrieueHust
3aMUThl HUH(OPMALIUU C
MOMOIIIBIO CPEJICTB aBTO-
MaTHU3al1H.

Cdeppl npuMeHeHUs CT10-
co00B o0ecrieueHus uH-
dbopmarioHHON Oe3omnac-
HOCTU Ha YPOBHE TE€XHO-
JIOTUHA TOKYMEHTAI[MOH-
HOTO 00ecTIeYeHHs
YIIPaBJICHUS ¥ aPXUBHOTO
nena Ha 0a3e UCIIOJIb30-
BaHUS CPEJICTB aBTOMATH-
3aIHH.

1. DproHomuydeckre U HOpMaTUBHBIE TPEOOBAHUS K OpraHu3aluu pabovero MecTa moiab30BaTes.

Opranuzanys aHTUBUPYCHOM 3aIlIUTHI.

Opranu3zanus napoJbHON 3allUTHI.

WNHCcTpyKIus 1o OpraHu3anyy MapoJIbHON 3aIUTHI.

OO61ue moIXobl K MOCTPOCHUIO NAPOJIBHBIX CUCTEM.

3aimuTa OT Iiaruara.

JaiiTe xapakTepuUCTUKY clenyrmux (GopMm 3ammThl HHGOPMAIMU: MATEHTOBAHUE, aBTOPCKOE
npaBo, ToBapHbIe 3HakH («IlateHTHBIN 3aK0H PDy», «O TOBapHBIX 3HAKAX, 3HAKAX OOCITYKHUBaHUS
¥ HAMEHOBAHUU MECT MPOUCXOKICHHS TOBAPOBY).

Noakown

YMeTs:

[TpuMeHSTH B CTaHIAPT-
HBIX pa60qI/IX CI/ITyaHI/IHX
cnoco0Obl o0eceueHus

1 ITporpaMMHasi cUCTeMa 3aluThl HH)OPMAIIUK OTBEYaLT 3a:
a) Coxpannocms 8cell 66e0EHHOU 8 UHDOPMAYUOHHYIO CUCTIEM)
ungopmayuu.
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nHpopMaInoHHOM 6e3-
OIACHOCTH B CPE/ICTBAX
aBTOMAaTHU3AIIHH.
XapakTepus3oBaTh CIIOCO-
Obl oOecrieueHuss MHOOP-
MalMOHHON  ©e30macHo-
CTH B TEXHOJOTHSIX JTOKY-
MEHTAllMOHHOTO obecrie-
YeHUs YIPaBJICHUSA U ap-
XUBHOIO Jena Ha 0aze
UCIIONIb30BAaHUSL  CPEICTB
ABTOMATH3AIIHH.
KoppekTHo ucnons3oBaTh
CpeICTBA 3aIUTHl  WH-
dopmaruu B cpencTBax
ABTOMATH3AIMHA TEXHOJIO-
Tl TOKYMEHTallMOHHOTO
oOecrnieueHus ynpaBieHUs
Y apXUBHOTO Jieja

0) Peanu3zanuio 3a]aHHOI NOJUTHKH 0€30IIACHOCTH.
B) KoppekTHoe roBeieHHe 110JIb30BaTENEH.

2  AyTreHTH(HKAIHA ITO:
a) [loaTBep:kaeHMe 3asiIBJIEHHOT0 HAeHTH(PUKATOPA.
0) IIpouecc BBosa TekcTa 06€3 0TOOpakeHUs Ha SKPAHE.
B) BBoJ cBeneHMit aMuHOrO Xapakrepa.

3 [TonuTrka 6€301MacHOCTH 3TO:
a) [IpaBuua onpeaeseHus: pa3spelIéHHBIX M 3alpelléHHBIX ONepauuii B
MH(OPMALIMOHHON CHUCTEME.
0) [IpaBuiia noBeieHUs IOJIL30BATENEH.
B) MHCTpyKIMS AelicTBUN aAMHUHICTpATOpa MO o0ecrieueHn 0 HH()OPMAIIMOHHON O€30MacHOCTH.

4 Monurtop 6€300aCHOCTH 3TO:
a) JInuHbIN TEpMUHAJ CUCTEMHOIO aJIMUHHUCTPATOpA.
0) COBOKYNHOCTB Pe3HIACHTHBIX MPOrPaMM, PeaIu3yIOIIHX MOJUTHKY 0€30M1acCHOCTH.
B) [Iporpamma KOHTpOJIS JaHHBIX AyAUTA.

5  JluckpeuuoHHas MOJIUTUKA JOCTYTIA:

a) Onpenensier npasa J0CTyNAa HICHTH(UIHPOBAHHBIX CY0ObEKTOB K 00beKTaM

HA OCHOBE 32/IaHHBIX BHEIIHUX NPAaBUJ (MATPULLI J0CTYIIA).

0) Onpexensier mpaBa JOCTyIAa CyObEKTOB K 00BEKTaM WM pa3peniaeT HHPOPMALMOHHbIE TOTOKU
MCXKOY 00BEKTAMHU Ha OCHOBE U3MEHSIEMBIX METOK ImpaB JOCTYyIla UJIN KOH(i)I/I)IeHHI/IaJ'IBHOCTI/I.

B) SIBiseTcst anropuTMOoM (OPMHUPOBAHUS MATPHUIIBI IOCTYTIA.

r) Comep>XUT MHCTPYKIMIO JJII CHCTEMHOTO aJIMMHUCTPATOpPa MO MPEJIOCTABICHUIO MPaB J10CTyNa
pa3IMYHBIM [10JIb30BATEISM.
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Bnaners:

Koumponvnasa paboma
3awmTta nHcpopmaumm ¢ NOMOLLLIO KpunTorpacum

1. Uenb paboTbl

Llenbto paboTel ABnseTca nccrnegoBaHue 3awuTbl MHOPMaUMM C MPUMEHEHMEM NPOCTENLLNX NPUHLMIMOB
Kpuntorpaguu.

2. TeopeTnyeckas 4acTb
2.1 Wndpbl 3ameHbI

CyLwWHOCTb WndpoBaHNs METOAOM 3aMeHbI 3aknodaeTcs B cneayoLlem [2]. MNycTb wndpytotes cooblieHmns
Ha pPyCCKOM S13blKe U 3aMeHEe MOANEXMUT Kaxaasa bykBa aTux coobweHuin. Torga, 6ykee A ncxogHoro anda-
BMTA COMOCTABMSETCA HEKOTOPOE MHOXECTBO CMMBOSOB (Lndpo3ameH) My, B — M, ..., A — M;. Lndposa-
MeHbl BblIOMpatoTcs TakuM 06pasom, 4Tobbl Ntobblie aBa MHoxecTBa (M, u M,, i # j) He cogepXxanu ogMHaKo-
BbiX ariemeHToB (M, N M, =@ ).

Tabnuua, npuBeaeHHast Ha puc.1, ABNAETCHA KMYOM LWndpa 3aMeHbl. 3Hast ee, MOXHO OCYLLECTBUTb Kak
WwncpoBaHune, Tak U pacundpoBaHme.

Puc.1. Tabnuua wundposameH

Mpn wundpoBaHnn kaxgass O6yksa A OTKPbITOro coobuieHust 3ameHsieTcs NobbiM CMMBOSIOM U3 MHOXe-
ctBa M. Ecnin B coolueHnn cogepxmTca Heckonbko GykB A, TO Kaxdasi U3 HUX 3aMeHsIeTCa Ha nobon
cnumson n3 M, 3a cyeT 3TOro ¢ NOMOLLBI0 OOHOrO KioYa MOXHO MONYYUTb PasfnvyHble BapuaHTbl Wngpo-



https://sites.google.com/site/anisimovkhv/publication/umr/kriptografia/literatura

CTpyKTypHBIii
JIEMEHT
KOMIETEHINH

[Tnanupyemsle pe3yibTa-
Thl 00Y4YEHHUSI

OneHouHble CpeacTBa

rpamMMbl Anst OOHOMO U TOrO e OTKPbITOrO COOBLLEHMS.

Tak kak MHoxecTBa Ma, Mg, ..., M; monapHo He nepecekatoTcsi, TO MO KaXAoMy CUMBOIY LUMDpOrpaMmbl
MOXXHO OZIHO3HAYHO ONpPEeAEeNnUTb, KAKOMY MHOXECTBY OH MPUHAONEXMUT, U, crieqoBaTenbHO, Kakylo GyKBy
OTKPbITOro coobLleHVss OH 3ameHsieT. [oaToMy paclunmdpoBaHMe BO3MOXHO U OTKPbITOe coobLueHre onpe-
[AenseTcs eAMHCTBEHHbIM 06pa3oM.

MeToa 3ameHbl YacTo peanuayeTcsi MHOMMMUK Nonb3oBaTenamu npu paboTte Ha komnbloTepe. Ecnu no 3a-
6bIBYMBOCTU HE MEPEKMIOYNTL Ha KraBnaType Habop CUMBOSIOB C NaTUHULIbI HA KUPUNNWLY, TO BMECTO ByKB
pycckoro andasuTa npu BBoAe TekcTa ByayT nevaTatbcs OykBbl NaTUHCKOro andasuTa («wudposame-
HbI»).

UJI/ICbpr 3aMeHbl MOXHO pa3aesinTb Ha cneayvwie nogknaccebl:

- Wwndpbl OAHO3HAYHOW 3aMeHbl (MOHOaNMaBnTHbIE, NMPOCTbie NOACTAaHOBOYHbIE). Konnyectso wmndpo-
3aMeH AN KaXX4oro cumBona ucxogHoro andaeuta pasHo 1 (| Mi | = 1 ansa ogHoro cumBeona);

- nonUrpaMMHbie Wudpbl. AHaNOrM4YeH NpeabiayLemMy 3a UCKMYEeHNEM TOro, YTO WNpPO3aMeHe COOT-
BETCTBYET cpa3y 0510k CMMBOJOB McxogHoro coobueHus (| M, | = 1 ans 6rnoka cMMBOMOB);

- omodhoHnyYeckme wndgpbl (0OHO3BYYHbIE, MHOrO3HA4YHOW 3amMeHbl). KonnyecTBo wimMdpo3ameH gnsi oT-
OenbHbIX CUMBOSIOB UcxoaHoro andasuta 6onblwe 1 (| M; | =2 1 ana ogHoro cumeona);

- nonuandaBuTHble Wungpbl (MHoroandasuTHble). COCTOUT N3 HECKOMbKUX LUMAPOB O4HO3HAYHOW 3ame-
Hbl. Beibop BapuaHTa andasuta gna 3awmndgpoBaHua O4HOMO CMMBOSA 3aBUCUT OT 0COBEHHOCTEN MeToAa
wundpposaHus (| M; | > 1 gnga ogHoro cumeona).

[ns 3anucu UCXoaHbIX U 3alndpPOBaHHbLIX COOOLLEHMIA UCMONb3YIOTCA CTPOro onpeaeneHHble andaBuTbl.
Mog andaBuTOM B AaHHOM Crlydae noHMMaeTcd Habop CUMMBOJIOB, CRAyXalLUMW ANs 3annucu COOBLLEHWIA.
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AJ'I(baBI/ITbI ana 3anmcm UCXogHbiX U 3aIJJI/I(prBaHHbIX coobLueHunin MOTyT OTNM4aTbCA. CumBonbl 06omx
anq’JaBI/ITOB MOryT ObITb npencrtaBieHbl 6yKBaMVI, nX covyeTaHnaAMU, Yncnamm, pucyHkamm 1 1.m. B kauectBe

npumepa MOXHO NPMBECTM MASLWYLINX YenoBevkoB U3 pacckasa A. KoHaH Jonna (| ) N pyKonucb

I

pyHM4YecKoro nucbMa (| ) n3 pomaHa K. BepHa «[lyTelwectsune K LEHTPY 3emnny».

2.2. Wndpbl 04gHO3HAYHOW 3aMEHbI.

MakcumanbHoe KONMM4ecTBO KNtoden anst noboro wudpa aToro Bnaa He npesbiwaeT n!, rae n — konuye-
CTBO CMMBOSOB B andasute. C yBenmyeHmem yncna n 3HavyeHune n! pactet oyeHb ObicTpo (1! =1, 5! = 120,
10! = 3628800, 15! = 1307674368000). Npn Gonbwmx N 4Ns NPUONMKEHHOTO BbIMMCIEHUSA N! MOXHO BOC-
nonb3oBaTbca hopmyrnon CTupnuHra

1)

Wudp Uesapsa. JaHHbil wndp Obin npuaymaH Maem KOnuvem Llesapem n ncnonb3osarncs MM B CBOeW ne-
penncke (1 Bek 0o H.3.). [IpUMEHNTENBHO K PyCCKOMY SA3bIKY CYTb €ro COCTOUT B criegytoliem. BoinncoiBaeT-
cs1 ucxogHbln andasut (A, B, ..., ), 3aTeM nog HUM BLINMCBIBAETCA TOT Xe andaBuT, HO C LIMKINYECKUM
caBurom Ha 3 OykBbl BNEBO.

Puc.2. Tabnuua wndgposameH ans wudpa Llesaps

Mpun 3awmncposke OykBa A 3ameHsieTca Oykson I, B - Ha [ u T. A. Tak, HanpMMep, UCXOOHOE COOOLLEHNe
«ABPAMOB» nocne wundpoBaHusa byaet Boirmsgetb «FOYIMCEy. MNMonyyatenb coobweHus «TOYIMICE»
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nweT 3T ByKBbl B HDKHEN CTpoKe M no BykBam Hag HMMKM BOCCTaHaBnuBaeT McxoaHoe coobuieHne «Ab-
PAMOB».

Knioyom B wndpe Llesaps saBndeTca BenvynHa casura HWXKHeEW CTpoku andasuta. KonnyecTtBo Kntouven
Ansa Bcex moaudukauun 4aHHOro Wwngpa NpUMMEHNTENBHO K andasuTy pycckoro s3bika pasHo 33. Bo3Mox-
Hbl pasnuyHble moaMdukaumm wudpa Lesapa, B HaCTHOCTM NO3YHrOBbIN LLUAIP.

JNlo3yHroBbIM wudp. Ana gaHHoro wwudpa noctpoeHne Tabnuubl WMEPO3aMEH OCHOBAHO Ha Jl03yHre
(kntoue) — nerko 3anommMHaemMom crnoBe. Btopasi ctpoka Tabnuvubl Wwndpo3aMeH 3anofiHaeTcs cHadana
CNOBOM-NO3YHrOM (npuyemM noBTopsloLmecs BGykBbl oTbpackiBaloTCs), @ 3aTeM OCTanbHbiMKU ByKBaMu, He
BOLIeALIME B CMOBO-NO3YHr, B andaBuTHOM nopsiake. Hanpumep, ecnu BbibpaHo crnoBo-no3yHr «OAON-
HA», To Tabnmua nmeeT cnegyrowmi Bug.

Puc.3. Tabnuua wundposameH ans no3yHroeoro wugpa

Mpu wundposaHun ncxoaHoro coobuieHns «ABPAMOB» no npuBefeHHOMY BbILE KWy Lndporpamma
oyaet BoirnageTs «QANOKMy.

B kauyecTtBe nosyHra pekomeHayeTca BblibupaTtb dpasy, B KOTOPON COAEPXKATLCHA KOHEYHble ByKBbI andaBu-
Ta. B obwem cnyyae, KOnNnM4ecTBO BapUaHTOB HUXKHEW CTPOKU (MPUMEHMUTENBHO K PYCCKOMY S13bIKy) COCTaB-
nget 33! (= 10%).

MonubuaHcknn kBagpart. LUndp n3obpeTeH rpeveckum rocyaapCTBEeHHbIM AesATenem, NonkoBogLEM U UC-
Topukom Monubuem (1l Bek Ao H.3.). NpUMEHNTENBHO K PYCCKOMY andaBuTy CyTb LIMGPOBAHNS 3aKmnova-
nace B criegytowem. B kBagpat 6x6 BeinuckiBatoTCA OYKBbI.
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Puc.4. Tabnuua wundposameH ang nonmbuaHckoro kBagparta

LWndpyemasa OykBa 3aMeHsIeTCsl Ha koopAuMHaTbl KBagpaTa (CTpoka-ctonbel), B KOTOPOM OHa 3anucaHa.
Hanpumep, ecnn ncxogHoe coobuieHne «ABPAMOB», To wudgporpamma — «11 12 36 11 32 34 13». B
OpeBHen Mpeummn coobLeHnst nepegaBanmcb C NOMOLLBIO ONTMYeckoro Ternerpada (C nomMoLLlbo dakersos).
Ana kaxgon 6ykBbl COOOLLEHNsI B HaYane NogHMManoch KONMYecTBO (pakenos, COOTBETCTBYHOLLEE HOMEPY
CTpoku ByKBbI, @ 3aTeM HOMepy cTonbua.

Wudpyrowaa cucrema Tpucemyca (Tputemuns). B 1508 r. a66aT 13 Nepmanum MoranH Tprucemyc Hanu-
can ne4vatHyto paboTy No KpunTonorMn nog HaseaHuwem «llonurpadusi». B 3TOM KHUre OH BrepBble CUCTE-
MaTU4YeCKn onucan npuMeHeHne Wndpyowmnx Tabnuu, 3anonHeHHbIX andaBMToM B Cry4yaliHOM MopsiaKe.
[nsa nonyyeHusa Takoro wmdpa 3ameHbl 06bIYHO Mcnonb3oBanuck Tabnuua ans 3anvcy Oyks andasuta u
KrntoyeBoe cnoBo (Mnu ¢pasa). B Tabnuuy cHavana BNMCbIBaAnNocb N0 CTPOKaM KIOYeBOE CINOBO, NpUYem
noeTopsitoLLMecs OykBbl oTOpackiBanuck. 3atemM aTa Tabnuua JononHANack He BOWEALWUMM B Hee GykBamm
andasuTa no nopsaky. Ha puc.6 nsobpaxeHa Tabnmua c knoveBbiM cnosom «JAOVHA.
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Puc.5. Tabnuua wudposameH ans wundpa Tpucemyca

Kaxxgas GykBa OTKpbITOro coobLueHus 3ameHsieTcsl OYKBOW, pacnonoXeHHOW Nnog Hel B TOM e cTonbue.
Ecnn 6ykBa HaxoguTcs B nocrnegHen cTpoke Tabnuubl, TO ANs ee wndpoBaHus 6epyT camyto BEPXHIOH
6ykBy cTonbua. Hanpumep, ncxogHoe coobiierne «ABPAMOBY, 3awndposaHHoe — « MMBUXLLK».

2.3. NMonurpammHble wWnUdpbI.
MonurpammHbie WKcpbl 3aMeHbl - LINPLI, KOTopbIe WNAPYIT cpasy rpynnbl (610Kk1) CUMBOIIOB.

Wudp Playfair (aHrn. «YecTtHasa wurpa»). bbin n3obpeteH B 1854 r. Yapnb3om YWUTCTOHOM, HO Ha3BaH
nmeHem nopga JlanoHa lMnendepa, KOTOPbLIN BHEAPWN AaHHbIA WKUEP B rocygapCcTBEHHbIE CnyXObl Benu-
kKobputaHmm. OH ncnonb3oBarncs aHrnudaHamu B Nepson muposon BorHe. LLndp npeaycmartpmBaeT wng-
poBaHue nap cumsonoB (burpamm). Takum obpasom, aTOT Wwndp Oonee yCTONYMB K B3NIOMY MO CPaBHEHMIO
C WNpPOM MPOCTON 3aMeHbl, TaK Kak 3aTpyaHAETCs YacTOTHbIM aHanu3. OH MoxeT ObiTb NpoBeadeH, HO He
ONsA 26 BO3MOXHbIX CMMBOSOB (NaTUHCKMIA andaeuT), a ans 26 x 26 = 676 BO3MOXHbIX burpamm. AHanus
YacToTbl Burpamm BO3MOXEH, HO ABRsSieTCs 3HaduTernbHo 6onee TpyaHbIM 1 TpebyeT HamHoro GonbLuero
obbema 3awndpoBaHHOro TEKCTa.

Ons wudpoBaHus coobLieHns Heobxogumo pasbuTtb ero Ha Gurpammbl (rpynnbl U3 ABYX CMMBOSIOB), Mpu
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3TOM, ecnu B Burpamme BCTPETATCS OBa OAMHAKOBbLIX CMMBOSA, TO Mexay Humu aobaBnsercs 3apaHee
OrOBOPEHHbBIN BCrOMOraTenbHbIA CUMBON (B opurMHane — X, ons pycckoro andasuta - A). Hanpumep,
«3almngpoBaHHoe coobLieHne» CTaHOBUTCA «3a LK cp 0B aH HO ec oSl 06 e Hu ef». [ina dopmupoBa-
HWS KrnoYeBow Tabnuubl BelbnpaeTcs NO3yHr 1 ganee oHa 3anorHsaeTcd Mo npasunam LWudpyoLlen cucte-
Mbl Tpucemyca. Hanpumep, nosyHr « AAOVHA»

xl

Puc.6. Kniouesas Tabnuua ans wudppa Playfair

3aTemM, pyKOBOACTBYSICb CreAyloLMMU NpaBuiiamy, BbINOMHAETCS 3aluMdpOoBbIBAaHWE Nap CUMBOJIOB MUC-
XOOHOTO TeKcTa:

1. Ecnu cumBonel 6I/1FpaMMbI MCXOOHOIro TekCTta BCTpe4yarTCA B oAHoMn CTpOKe, TO 3TV CMMBOIJ1bl 3amMella-
HOTCA Ha CMMBOIbI, pacnoJjioXXeHHbIE B onvxanwmx CTOJ'I6L|,aX cnpaBa OT COOTBETCTBYHOLLMX CUMBOJIOB. Ec-
I CUMBOI ABNAETCA nocrneaHnMm B CTPOKE, TO OH 3aMEHAETCA Ha I'IepBbII7I CUMBOJ 3TON Xe CTPOKN.

2. Ecnu cumBonbl GurpaMMbl UICXOQHOTO TEKCTa BCTPEYalTCsl B 04HOM CTonbue, To OHM npeobpasyoTcs B
CMMBOIbI TOFO e cTon6Lua, HaxoAALWUMNCA HenocpeaCcTBEHHO Nod HUMKU. Ecnv cuMBON SABNSAETCA HUXKHUM
B CTONGLE, TO OH 3aMeHSIETCS Ha NepBbIii CUMBOI 3TOTO XXe cTonbua.

3. Ecnu cnmBonbl 6I/IrpaMMbI MCXOOHOIo TeKCTa HaxoaAaATCAd B pa3HbIX cronbuax u Pa3HbIX CTPOKaX, TO OHWU
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3aMEHAITCA Ha CUMBOIJIbI, Haxogduwmnmecd B Te€X Xe CTpPOKaxX, HO COOTBETCTBYyOLWME OPYrMM yriam npAamMo-

yronbHuKa.
Mpymep wndpoBaHus.

- burpamma «3a» PopMUpPYeT NPAMOYTOSIbHUK — 3aMEHSIETCS Ha «KO»;

- burpamma «LWmn» HaxoasATCsl B OOHOM CTOSOLE — 3aMEHSIETCS Ha «Hoey;
- Burpamma «hp» HaxoOATCHA B OOQHOM CTPOKE — 3aMEHSIETCS Ha «XC»;

- Burpamma «oB» HOPMUPYET NPSMOYTONbHUK — 3aMEHSETCA Ha «IXK»;

- BurpammMa «aH» Haxo4AaTCsa B OQHOW CTPOKE — 3aMeHsAeTCs Ha «b6ax;

- Burpamma «Ho» POPMUPYET NPSMOYTONIbHUK — 3aMEHSAETCS Ha «aMy;

- burpamma «ec» hopMupyeT NPSIMOYTOSTbHUK — 3aMEHSIETCA Ha «IT»;

- Burpamma «osi» POpPMUPYET NPAMOYTOSIbHUK — 3aMEHSIETCS Ha «Kay;

- Burpamma «06» bopmMUpyeT NPAMOYTONbHUK — 3aMEHSAETCS Ha «nay;

- burpamma «Le» opMmnpyeT NPSMOYrOfibHUK — 3aMEHSIETCS Ha LUEY;
- Burpamma «HU» PoOpPMUPYET NPAMOYTONIbHUK — 3aMEHSIETCS Ha «aHY;

- Burpamma «est» PopMUpPYeT NPAMOYTONbHUK — 3aMEHSIETCSI Ha «TU».
LUndpporpamma — «k6 toe xc vk 6a am IT Ka na LWe aH rmy.

Ons paCLIJI/I(prBKVI HeobxoaMMOo MUCMonb30BaTb MHBEPCUIKO 3TUX NpaBul,

oTkngpisas cumeonbl A (nnn X),
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€CIN OHU He HEeCyT CMbICIa B UICXOAHOM COOBLLIEHUN.

3. MpakTnyeckas yactb

3awmndpynTte cBOK hamMunmo C NOMOLLbIO CrieayoLwmX WndpoB:
- Wndppa Lesaps;

- NNO3YHroBOro wuapa;

- nonMbuaHcKoro KBagpara;

- Wndpytoen cuctemsl Tpucemyca;

- wudppa Playfair;

Mpu odhopmneHnm oTyeTa HEOOXOAMMO MPUBECTM MCXOOHOE coobLleHne (hbammnumio), Tabnuuy wndgposa-
MeH, Krtod (ecnv Tabnuua wndposameH He SBMAsieTCs KMYoM) 1 3amndgpoBaHHoe coobLueHne.

IIK-17 BmageHreM METOAAMU 3aIUTEI

UHpOpMaLUU

3HaTh

HopmarusHo-
TepMHHOJIOTHYecKas 0a3a
B O0JIaCTH 3alUThl HH-
dbopmaronHoi Ge3ormac-
HOCTH.

Kpurepun OTHECEHUS
uHpOpMaLUK K 3alluIia-
eMOil.

Metonpl U cpeacTBa 3a-

1. Tekymas paboTa ¢ mepcoHaIOM, IOMYIIEHHBIM K KOH(UACHIHMaTbHOW HMHbopMmanuu. Jucuu-
TJIMHAPHAS OTBETCTBEHHOCTH. Mephl OOIIPEHHS 1 HaKa3aHHUS.

2. Tlopsnok 3aBepluieHUs TEKylledl paOOThl ¢ COTPYIHUKAMH, BIaJCIOIIMMU KOH(DUICHIUATBHOMI
uHpOpManuei Mpu X yBOJIHHEHUH.

3. OO0s3aHHOCTH COTPYAHUKOB IO 00ECIIEUEHUI0 HHPOPMALMOHHON O€30MacHOCTH.

4. 3amuTa OT MHCaMIEpa.

5. OOmmue cBeZieHNs O KOMIBIOTEPHBIX BUpycax. Onpenenenne KOMIbIOTEpHbIX BUpYycoB. Kiaccu-

¢uKkanysg KOMOBIOTEPHBIX BUPYCOB IO Cpeiie 0OMTaHHUs, MOpakaeMoi OMepalMoOHHON cHUCTEME,
0COOEHHOCTSIM aJropuTMa paboThl, IECTPYKTUBHBIM BO3MOXKHOCTSIM.
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IIUTHI HHpOpMAaIHU.

6.

10.
11.
12.
13.

14.
15.

16.
17.
18.

19.

VcTouHuku pacnpocTpaHeHus, rpynmnsl pucka. IlociaencTsust neiictBuii BUpycoB, IpUMeEpHI (€O
CCBUIKAMM Ha MCTOYHMKH MH(popManuu). Mcrnonb30BaHus KOMIBIOTEPHBIX BUPYCOB JJIsl OpraHu-
3allMy KaHAJIOB YTE€YKH U HECAHKLIMOHUPOBAHHOIO A0CTyNa K MH(OpMaIiy.

[TpuHIMIB (HYHKIIMOHUPOBAHUSI KOMIBIOTEPHBIX BHPYCoB. HepesumeHTHbie (ailioBbie BUPYCHI.
[TpuHIMnBl 3apakeHus nakeTHbIX ¢aiiioB. @opMar U npuHIMIbl 3apaxkenus COM-nporpamm.
@®opmMmar u npuHUUIEI 3apakeHuss EXE-niporpaMm.

Pe3nnentHele KoMibloTepHble BUpYChl. CTpyKTypa ¢aiioBoro pe3uaeHtHoro Bupyca. CTpyk-
TYyphI 3arpy3ouHoro auckersl 1 MBR sxecTkoro nucka. 3arpy3o4ssie BUpYychl. JKU3HEHHBIN LUK
U cpefia OOMTaHUS KOMIbIOTEPHBIX BUPYCOB. CUMITOMBI 3apa’K€HHsI M BbI3bIBAEMbIE BUPYCAMHU
a¢dexTsl. [ToBTOpHOE 3apakenue. [Ipumepsl.

[Tomumopdusie u crenc-Bupycsl. CereBble BUpychl. Kpunrosupycel. Ilpumepsr.

Bupycsi-makpocs! st Microsoft Word u Microsoft Excel. [Ipumepst.

Bupycsi-uepsu. [Ipusnaku 3apaxkenus. [Ipodpumnaktuka 3apaxenus. [Ipumepsi.

[TporpamMMHbIe aHTHBHpYCHBIE cpeacTBa. OnpeneneHust U 0OUIre MPUHIUIB (YHKIIMOHUPOBA-
HUS (HaroB, JETEKTOPOB, PEBU30POB, BaKLUH, CTOpokel. CTpyKTypa aHTUBHUPYCHOW MPOTrPaMMBI.
[TpuHIMIIB BBIOOpA CUTHATYPHI KOMITBIOTEPHOTO BHUpPYCA.

O030p OTeyecTBEHHBIX U 3apyOeKHBIX AHTUBUPYCHBIX NpPOayKTOB (eTrust Antivirus u ap.).
JeiicTBus ipu OOHAPYKEHUHU U CITOCOOBI YCTPAaHEHHS BUPYCOB

3aKoHOaTeIbHbIE PUHLIUITBI OPraHU3aMOHHON 3aIIUTHl HH(POPMALIMOHHOM 6€30MacHOCTH.

[Topsiiok yCTaHOBJIEHUST peXMMa KOHPHUICHIHMAIHHOCTH WHpopMmanuu. [lepedeHp cBeneHUH,
OTHOCHMBIX K KOH(UIEHIMAIBbHOW HH(POPMALIUU U HE MOAJIEKAIINX 3aCEKPEUNBAHUIO.

PernamenTanus neiicTBuil Bcex KaTeropuil COTPYAHUKOB, OMYIIEHHBIX K padoTe ¢ uHpopMma-
IUOHHBIMU CHCTEMaMH.

Opraam3anus KOHQHICHIIHATHHOTO IEIOTPON3BO/ICTBA.

[Topsimox obecrieueHHst COXPAaHHOCTH KOH(UAECHIIMATbHON MH(POPMALUU NPU MOCTOSIHHOM HJTH
BPEMEHHOM TIPEKPAICHUH TI0JTH30BaTEIIEM JOCTYIA K KOH(PHICHIINATHPHOMY HH()OPMAIHOHHOMY
pecypey.

Bo3MoKHBIE PUYMHBI YTEUYKH WH(POPMALMK TPU HAPYIICHUH MEPCOHATIOM TPABMII PabOTHI C
KOH(HIEHIIMATHHON HH(OpMaIHEH.
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20. OpraHuzalMoHHBIE MEPBI 10 00ECIICUECHHIO U MOEPKAHUI0 HHPOPMALIMOHHOM 6€30M1acHOCTH B
MEPUOJ] YPE3BbIYANHBIX CUTYALIH.

21. Meponpusarus 1o 3alure OT HECAHKLIMOHUPOBAHHOIO Jocryna. Kakue MeTozibl MO3BOJISIOT C
HanOOJIBIIEH TOYHOCTHIO OTIPEICIUTH COCTOSTHUE HH(POPMAITMOHHON 0€301aCHOCTH YUPEXKICHHS?

YMmeTs: OpueHTupoBartbcs B IPo- 1 ManpartHasi HOJIMTHKA JOCTYIIA:

IpaMMHOM 00€ecIIeYeHuH,
HE00X0UMOM JIst 00ec-
HeyeHus 3aluThl HH)Op-
MaIlHH.

OnpenensaTs BUJ KOH(U-
JEHITMATbHON nHpOpMa-
LIUH.

IIpuMeHATh Ha IpaKTHKE
OCHOBHBIE CITOCOOBI 3a-
HIUTH HTHPOpPMAIH Ha
pa3INYHBIX HOCUTENSX.

a) OmnpenensieT npasa JOCTYyNa UACHTHPHUIIMPOBAHHBIX CYOBEKTOB K 00bEKTaM

Ha OCHOBC 3aJIaHHBIX BHCHIHHUX IIPAaBUJI (ManI/IIIBI I[OCTyrIa).

0) Onpeaensier npasa A0CcTyna cy0beKTOB K 00beKTaM MJIM pa3pemiaer HHGOPMallUOHHbIE
NMOTOKU MeKAYy 00beKTaAMH HA OCHOBE M3MEHSIeMbIX METOK MPaB J0CTyNa CyObeKTOB M METOK
KOH(UIEeHINATbHOCTH 00bEKTOB.

B) SBiseTcst anropuTMOoM (OPMHUPOBAHUS MATPHUIIBI IOCTYIIA.

F) COI[ep)KI/IT HHCTPYKIUIO IJId CUCTEMHOI'0O aIMUHUCTpATOPA IO NPCAOCTABJIICHUIO IIpaB AOCTYIIa
Pa3JIMYHBIM ITOJIE30BATCIISAM.

2  KoMmmbroTepHBIM BUPYCOM Ha3bIBACTCS:
a) IIporpamma, cioco0Hast BHeAPATHCS B IPyrue NPorpaMmai, ¢
BO3MO’KHOCTbIO CAMOBOCIIPOU3BO/CTBA.
0) Bun 6axtepuii, pa3pymaromuit MUKpOCXEMBI.
B) [Iponecc pa3pymenus nHpopMaiu Ha HEUCIIPABHOM KECTKOM JTHCKE.

3 UYTo 31€Ch HE OTHOCUTCS K aHTUBUPYCHBIM ITPOTPaMMaM:
a) Dr. Web
0) AVP
B) Norton DiskDoktor

4 B cucteme ctangaptoB «OOmIMe KpUTeprun» TpeOOBaHUs HE 0OBEAUHSAIOTCS B!

a) Kmaccer
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0) CemeiicTBa
B) I'pynnbi

5 B mokymenrax ['ocTexkomuccuu MO MOKa3aTeNsIMU 3aIIUIIEHHOCTH

HOHUMAETCS:

a) DKCIIepTHAs OLIEHKA CHCTEMBI 3aIIUTHI HHPOPMALIUH 110 MATHOATUTBHOM

IIKaJje.

0) Ilepeuenb rpynmnsl TpeGoBaHMii, HEOOXOAMMBIX JIsl BBHINOJHEHHS] B WHGOPMAIMOHHBIX
cHCTeMaxX 32/JaHHOI0 KJIacca 3alIEHHOCTH.

B) BpeMeHHbBIE XapaKTePUCTUKHA PEAKIMU CHCTEMBI 0€30MacHOCTH Ha OOHApy)KEHHE HECAHKIUO-
HUPOBAaHHOTO JIOCTYIIA.

Bnanets:

HopmaTusHo-
TEPMUHOJIOTHUECKOH Oa-
300 B 00J1aCTH 3aIUTHI
UHpOpMaLnH.
OCHOBHBIMH METOLAMU
3aIUThl HH()OPMALIUY Ha
pa3IMYHBIX HOCHUTEIISX.
OCHOBHBIMH METO/IaMHU
MOCTPOEHHUS CUCTEMBI 3a-
IIUTHI JOKYMEHTUPOBAH-
HOM nH(popManmu B po-
deccronanbHON 00TaCTH.

Konumponvnas paboma
3awmTa nHdopmaLmm ¢ NnoMoLbIo Kpuntorpacpum

1. Ulenb paboTbl

Llenbio paboTbl sBAsieTCs uccrnegoBaHve 3awmTbl MHOpMaLmUM ¢ NPUMEHEHMEM MPOCTENLLMX NPUHLUMMOB
Kpuntorpagpuu.

2. TeopeTn4yeckas 4yactb
2.1 lUndpbl 3ameHbl

CyLwHoCTb WndpoBaHnsa METOOOM 3aMeHbI 3akntovaeTca B crnegytowem [2]. MNycTb wundpyrotes coobuieHms
Ha PYCCKOM £3blke M 3amMeHe MoAnexuT Kaxaas oyksa aTmx coobweHun. Torga, bykse A ncxogHoro anda-
BMTA COMOCTABMSAETCA HEKOTOPOE MHOXECTBO CMMBOSOB (Lndpo3ameH) My, B — M, ..., A — M;. Lndposa-
MEHbI BblbMpatTca Takum obpasom, 4Tobbl nobble agsa mHoxecTBa (M, n M,, i # j) He cogepxanu ognHako-
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BbiX ariemeHToB (M, N M, =@ ).

Tabnuua, npuBeaeHHas Ha puc.1, 9BnsieTca KnodoMm Lwmndpa 3aMeHbl. 3Has ee, MOXHO OCYLLECTBUTb Kak
LWwncppoBaHne, Tak U pacumdpoBaHue.

xl

Puc.1. Tabnuua wundposameH

Mpy wudpoBaHnm kaxagas GykBa A OTKPbITOro COOOLLEHWUS 3aMeHsieTcsl NoGbIM CUMBOJSIOM U3 MHOXeE-
ctBa M.. Ecnu B coobLUEeHNN COaepXMTCA Heckonbko BykB A, TO kKaxadasi U3 HMX 3aMeHsieTcsl Ha ntoboi
cumBos 13 M,. 3a cyeT 3TOro ¢ NOMOLLbI0 OAHOTO KIto4a MOXKHO MOSyYUTh pasnnyHble BapuaHTbl LWNGPO-
rpaMMbl 7151 OQHOTO M TOTO e OTKPLITOr0 COOBLLEHMSI.

Tak kak MHoxecTBa M,, Mg, ..., My nonapHo He nepecekaltTcs, TO MO KaXAoMy CUMBOIY LUMDPOrpaMMbl
MOXXHO OZIHO3HAYHO OMpeaeNnnTb, KaKOMYy MHOXECTBY OH MPUHAOMNEXMUT, U, crieqoBaTenbHO, Kakylo GyKBY
OTKPbITOro coobLleHVst OH 3ameHsieT. [oaToMy paclumdpoBaHme BO3MOXHO U OTKPbITOe coobLueHre onpe-
[AensieTcs eAUHCTBEHHbIM 06pa3oM.

MeTon 3amMeHbl YacTo peanuayeTcsl MHOTMMW Monb3oBaTensiMy nNpu pabdoTe Ha komnbtoTepe. Ecnn no 3a-
ObIBUMBOCTM HE MEPEKIIOMNTL Ha KrNaBuaType Habop CMMBOJSIOB C NIATMHULI HA KMPUMMUY, TO BMeCTO OyKB
pycckoro ancdasuta npu BBoAe TekcTa OyayT neyaTtatbecs OyKBbl NATUHCKOro andaeuta («wudposame-
HbI»).

Wndpbl 3aMeHbl MOXXHO pa3fennTb Ha crieayoLline nogknaccebl:

- Wncpbl OQHO3HAYHOW 3aMeHbl (MOHOaNMaBMTHbIE, NMPOCTbie NOACTAHOBOYHbIE). Konnyectso wmndpo-
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3aMeH A1 KaXX4oro cumBona ucxogHoro andaeuta pasHo 1 (| Mi | = 1 ansa ogHoro cumsona);

- nonurpaMmmHble Wundpbl. AHanornyeH npeabiayemMy 3a UCKNiYeHnemM Toro, YTo WndposameHe cooT-
BETCTBYeT cpasy 6ok cumBosioB ucxogHoro coobenus (| M; | = 1 gna 6noka cMMmBonos);

- omodoHnyYeckme wndpbl (0OHO3BYYHbIE, MHOrO3Ha4YHOW 3aMeHbl). KonnyecTBo wimMdpo3ameH ns oT-
AenbHbIX CUMBOMOB UcxoaHoro andasuta 6onble 1 (| M; | 2 1 ana ogHoro cumeona);

- nonuandasuTHble Wndpbl (MHoroandgasnTHble). COCTOMT U3 HECKOMNBbKUX LWMAPOB OQHO3HAYHOWN 3ame-
Hbl. Beibop BapuaHTa andasuTa AN 3awmngpoBaHMs O4HOr0 CMMBONA 3aBUCUT OT ocobeHHoCcTen MeToaa
wundpposanHus (| M; | > 1 ang ogHoro cumsona).

[ns 3anucu UCXoAHbIX U 3alnMdpPOBaHHbLIX COOBLLEHWIA UCMONb3YOTCS CTPOro onpenerieHHble andaBuThbl.
Moa andaBuTOM B AaHHOM Crlydae noHMMaeTcs Habop CMMBONOB, ChyXallMi ANs 3anvMcy COOOLLEHUN.
AndaButbl Anst 3anncyM UCXOOHbIX U 3awnpoBaHHbIX COOBLIEHMI MOTYT oTnuvaTtbes. CumBosbl 060mux
andasnToB MOryT ObITb NpeacTaBneHbl BykBaMn, NX COMETAHUSIMU, YNCTIAaMK, PUCYHKaMK 1 T.N. B kavecTBe

& =

npuMepa MOXHO MPUBECTU NASILLYLLUX YEroBeYKOB 13 pacckasa A. KoHaH [Joina ( ) U pyKonucb

I

pyHMYeckoro nucbma (| ) n3 pomaHa K. BepHa «[yTeluecTue K LEHTPY 3emMnuy.

2.2. linchpbl oAHO3HAYHON 3aMEHbI.

MakcumanbHoe KONMYecTBO KNtoden ans nboro wudpa 3Toro Bnaa He npeBbIlWaeT n!, rae n — konuye-
CTBO cumBoOsioB B andasute. C yBennyeHmemM ymcna n 3HadeHune n! pactet oveHb ObicTpo (1! =1, 5! = 120,
10! = 3628800, 15! = 1307674368000). MNpn G6onbwmx N 4Na NPUONMKEHHOTO BbIMMCIEHUSA N! MOXHO BOC-
nonb3oBaTbcs popmyrion CTMpnuHra
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1)

Wndp Uesapsa. JaHHbin windp 6bin npuaymad Maem KOnnem Llesapem n ncnonb3oBancst UM B CBOEW Ne-
penucke (1 Bek 40 H.3.). MpuMeHUTENBHO K PYCCKOMY SA3bIKY CYyTb €r0 COCTOMT B criegyloLlem. BoinucsiBaeT-
¢4 ncxogHbein andgasut (A, b, ..., A1), 3aTeM Noa HMM BbINUCLIBAETCA TOT Xe andaBuT, HO C LMKITMYECKUM
caBurom Ha 3 OykBbl BNEBO.

Puc.2. Tabnuua wudposameH ans wundpa Liesaps

Mpu 3awmncposke Oyksa A 3ameHsieTca Oykson I, B - Ha [ u T. A. Tak, HanpMmMep, UCXOOHOE COooOLLEeHMe
«ABPAMOB» nocne wudpoBaHusa 6yaet BbirnsaeTb «FOYITICE». Monyyatens coobwerus «TOYITICE»
ULLET 3TK OYyKBbI B HWXHEN CTpoke U nNo OykBam Haa HMMK BOCCTaHaBMMBaeT UCXOAHOe coobuleHne «Ab-
PAMOBY».

Kntoyom B wndpe Llesaps saBndeTca BenvyuHa caoBura HWXKHEW CTpoku andasuta. KonnuecTtBo Kntouven
ANg BCex moaudumkaumn AaHHOro Wwudpa NpUMeHUTENbHO K andaBuTy pyccKoro sisbika paBHo 33. Boamox-
Hbl pasnnyHble moandukaumm wudpa Llesaps, B 4HaCTHOCTM NO3YHrOBbIN LLIMAP.

No3yHroBbin wudp. s gaHHoro wwudppa noctpoeHne Tabnuubl WMdpo3aMeH OCHOBAHO Ha NO3yHre
(knroye) — nerko 3anomvHaeMom croBe. BTopas ctpoka Tabnuvupl wndposameH 3anonHseTcs cHadvana
CNOBOM-JI03YHIOM (nNpuyemM noBTopsloLWmecs bykBbl oTOpackiBaloTCs), @ 3aTeM OCTanbHbIMKU OyKBaMK, He
BOLLeLne B CNOBO-NO3YyHr, B andaBuTHOM nopsgke. Hanpumep, ecnu BbibpaHo cnoBo-no3yHr «OAON-
HA», To Tabnuua nmeet cneagyrowun sug,.
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Puc.3. Tabnuua wudposameH Ansd no3yHroeoro wugpa

Mpu wudpposaHun ncxogHoro coobueHns «ABPAMOB» no npuBefeHHOMY BbIlE KWy Lindporpamma
oyaet BoirnageTs «QANOKMy.

B kauyecTBe Nno3yHra pekomeHayeTcs BbioupaTtb dpasy, B KOTOPOW coaepkaTbCsl KOHeuYHble OyKBbI andaBu-
Ta. B obwem cnyyae, KOnNM4ecTBO BapUaHTOB HWXKHEN CTPOKU (MPUMEHUTENBHO K PYCCKOMY S13bIKy) COCTaB-
ngaet 33! (= 10%).

MonubuaHcknn kBagpart. LUndp n3obpeteH rpeveckum rocyaapCTBEeHHbIM AesATenem, NonkoBoaLUeEM U UC-
Topukom Monunbuem (Il Bek Ao H.3.). NpUMEHNTENBHO K PyCCKOMY andaBuTy CyTb LUMGPOBAHNS 3aKnoya-
naco B criegytowiem. B kBagpat 6x6 BbinucbiBaloTCA OYKBbI.

Puc.4. Tabnumua wundposameH An1s nonnmburnaHckoro kBagpara

Wndppyeman GykBa 3ameHsieTCs Ha KoopauHaTthl KBagparta (CTpoka-ctonbel), B KOTOPOM OHa 3anucaHa.




CTpyKTypHBIii
JIEMEHT
KOMIETEHINH

[Tnanupyemsle pe3yibTa-
Thl 00Y4YEHHUSI

OneHouHble CpeacTBa

Hanpumep, ecnn ncxogHoe coobueHne «ABPAMOB», To wudgporpamma — «11 12 36 11 32 34 13». B
HpeBHen Mpeummn coodLleHnst nepeaaBanmcb ¢ NOMOLLBbIO ONTUYECKOro Tenerpada (C NoMoLLbio dhakeros).
Ans kaxxgo B6ykBbl COOBLLEHUST B HA4arne NogHMMAarnock KONMYecTBo dhakernos, COOTBETCTBYOLLEE HOMEPY
CTpokK BykBbI, @ 3aTEM HOMepY cTonbua.

Wudpyrowaa cucrema Tpucemyca (Tputemuns). B 1508 r. a66aT 13 Nepmanum MoranH Tprucemyc Hanu-
can nedvaTtHyto paboTy no kpunTonoruy nog HaseaHuem «lMonurpadusa». B 9Ton kHUre OH BNepBble CUCTe-
MaTMYeCKn onucan npuMeHeHne WndpyLWwnx Tabnuu, 3anofnHeHHbIX andaBuToM B Cry4aliHOM Mopsake.
Anga nonyyeHusa Takoro wmndgpa 3ameHbl 06bIYHO Mcnonb3oBanuck Tabnuua anga 3anvcu Oyke andasuta u
KrntoyeBoe cnoeo (unu ¢pasa). B Tabnuuy cHavana BNMCbIBaANocb MO CTPOKaM KIOYEBOE CIOBO, NMPUYEM
nosTopsitoLLMecs OykBbl oTOpackiBanuck. 3atemM ata Tabnuua gononHanack He BowweawmmMm B Hee Gyksamu
andasuTa no nopsaky. Ha puc.6 nsobpaxeHa tabnuua c knoveBbiM cnosomM «JAOVHA.
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Puc.5. Tabnuvua wundposameH ansa wudpa Tpucemyca

Kaxxgasa G6ykBa OTKPLITOrO COOOLLEHUss 3aMeHsieTcsl OYKBOWM, pacrofioXXeHHOW NOA Hel B TOM e cTonoue.
Ecnn BykBa HaxoguTcs B MocregHen cTpoke Tabnuvubl, TO Anga ee wudpoBaHns 6epyT camyro BEPXHIO
6ykBy cTonbua. Hanpumep, ncxogHoe coobiierne «ABPAMOBY, 3awndposaHHoe — « MMBUXLLK».




CTpyKTypHBIii
JIEMEHT
KOMIETEHINH

[Tnanupyemsle pe3yibTa-
Thl 00Y4YEHHUSI

OneHouHble CpeacTBa

2.3. NMonurpammHbie wWndpbl.
MonurpammHbie WKdpbl 3aMeHbI - LWNPLI, KOTopbIe WNGPYIOT cpasy rpynnbl (6510k1) CUMBOJIOB.

Wudp Playfair (aHrn. «YectHaa wurpa»). boin n3obpeteH B 1854 r. Yapnb3om YWUTCTOHOM, HO Ha3BaH
nmeHem nopgaa JlanoHa lMNMnendepa, KOTOPbI BHEAPW AaHHbLINA WKUEP B rocygapCTBEHHbIE CryXObl Benu-
kobpuTtaHum. OH ucnons3oBancs aHrnmyaHamu B [NepBor muposon BovHe. LLndp npeaycmaTpmBaet wud-
poBaHue nap cumsosoB (burpamm). Takum obpasom, 3TOT Wwndp 6onee yCTONYMB K B3FIOMY MO CPaBHEHWUIO
C WNpoM NPOCTON 3aMeHbl, TaK Kak 3aTpyaHAETCs YacTOTHbIN aHanu3. OH MOXeT OblTb NPOBEAEH, HO He
ANns 26 BO3MOXHbIX CUMBOJIOB (NTaTUHCKMIA andaeut), a ans 26 x 26 = 676 BO3MOXHbLIX burpamm. AHanus
YacToTbl BMrpamMmm BO3MOXEH, HO ABMSIeTCA 3HaunTenbHO Gonee TpyaHbIM 1 TpebyeT HamHoro GonbLuero
o6beMa 3andpPOBaHHOIO TEKCTA.

Onsa wudpoBaHna coobLleHns Heobxoanmo pa3duTb ero Ha GurpaMmebl (Fpynmnbl U3 ABYX CUMBOJSIOB), MpU
3TOM, ecnu B Gurpamme BCTPETHATCA ABa OOUHAKOBbIX CMMBOMA, TO Mexay HuMK gobaBnseTcs 3apaHee
OrOBOPEHHELIN BCMOMOraTesnbHbIA cuMBOn (B opurnHane — X, gns pycckoro andasuta - f). Hanpumep,
«3awncpoBaHHoe cooOLLEHNE» CTAaHOBUTCA «3a Wn ¢p 0B aH Ho ec oS 06 e Hu efl». [na dopmupoBa-
HWS KIodeBon Tabnuubl BoIGMpPaeTCca NO3YHT U Janee oHa 3anosiHAETCs Mo npasuniam WwundpyoLen cucre-
Mbl Tpucemyca. Hanpumep, nosyHr « IAOVHA»




CTpyKTypHBIii
JIEMEHT
KOMIETEHINH

[Tnanupyemsle pe3yibTa-
Thl 00Y4YEHHUSI

OneHouHble CpeacTBa

Puc.6. Knioueasi Tabnuua ans wudpa Playfair

3aTem, PYKOBOACTBYACbL cneayrowmMiy npasunamMmun, BbINOJIHAETCA 3aLLIVI¢)pOBbIBaHVIe nap CMMBOJIOB WUC-
XOOHOro TeKkcTa:

1. Ecnn cumBonbl Gurpammbl UICXOQHOTO TEKCTa BCTPEYAOTCS B OOHOW CTPOKE, TO 3TV CUMMBOJbI 3amella-
0OTCS HA CMMBOJbI, PACMONOXEHHbIe B GrivkailumMx cTonbuax cnpasa OT COOTBETCTBYOLIMX cMMBONoB. Ec-
Ny CMMBON ABMSAAETCA NOCNeAHNM B CTPOKE, TO OH 3aMEHSeTCs Ha NepBbIii CUMBOI 3TOW e CTPOKM.

2. Ecnn cumBonbl GUurpaMmbl UICXOAHOTO TEKCTa BCTPeYatTcs B OAHOM cTonbue, To OHM npeobpasyoTces B
CMMBOJTbI TOrO e cTonbua, HaxoAALWMMKUCS HEMOCPEACTBEHHO Mo HAMK. Ecniv cuMBON SIBRSIETCH HYUKHUM
B cTONbLE, TO OH 3aMeHsIeTCs Ha NEPBbIA CUMBOJST 3TOrO e cTonbua.

3. Ecnu cumBonbl GUrpaMmbl UICXOOQHOTO TEKCTa HAXOOATCA B pa3HbIX CTONGLAX U pasHbIX CTPOKaX, TO OHU
3aMEeHSIITCA Ha CUMMBOJbI, HAXOAALLMECS B TEX XKe CTPOKaX, HO COOTBETCTBYIOLUME APYIUM yriam npsiMo-
YrornbHuKa.

Mpyumep windpoBaHus.

- Burpamma «3a» opMUpyeT NPAMOYTOfIbHUK — 3aMEHSIETCA Ha «KO»;

- Burpamma «LWwuny HaxoOosaTCst B OQHOM CTONOLE — 3aMEHSIETCSA Ha «toey;
- Burpamma «p» HaxoOATCsA B OOHOM CTPOKE — 3aMEHSIETCS HA «XC»;

- Burpamma «oB» POPMUPYET NPSMOYIOSIbHUK — 3aMEHSIETCS Ha «IKY;

- Burpamma «aH» HaxogaTcs B OQHOW CTPOKe — 3aMeHsieTCs Ha «bay;

- Burpamma «Ho» hopmMMpyeT NPSIMOYTONbHUK — 3aMEHSIETCH Ha «amy;




CTpyKTypHBIii
JIEMEHT
KOMIETEHINH

[Tnanupyemsle pe3yibTa-
Thl 00Y4YEHHUSI

OneHouHble CpeacTBa

- Burpamma «ec» opMupyeT NPSIMOYTONIbHUK — 3aMEHSIETCH Ha «ITy;

- Burpamma «os1» popmMMpyeT NPSIMOYTONbHUK — 3aMEHSIETCS Ha «Kay;
- Burpamma «0b» hopMUpyET NPSIMOYrONbHUK — 3aMEHSIETCS Ha «Nay;
- Burpamma «Le» bopMmpyeT NPSIMOYTONbHUK — 3aMEHSIETCS HA «LLEY;
- Burpamma «Hu» hopMmMpyeT NPSIMOYTONbHUK — 3aMEHSIETCH Ha «aHy;
- Burpamma «esi» popMMpyeT NPSMOYTONbHUK — 3aMEHSIETCS Ha «TU».
LWndporpamma — «k6 t0e Xc ik 6a am IT Ka na L€ aH rm».

Onsa pacwmdpoBkn HEOBXOONUMO MCMONb30BaTh MHBEPCUIO 3TUX MpaBun, oTkMabiBas cumeorbl A (nnu X),
€CINN OHU He HEeCYT CMbICMa B MICXOAHOM COOBLLIEHUN.

3. MpakTnyeckan yacTb

3awmndpynTte cBoH hamMunmio C MOMOLLbIO Cneayowmx WudpoB:
- Wwudpa Llesaps;

- NO3YHroBOro Wwuapa;

- nonnbunaHcKoro KBagpaTa;

- WndppytoLern cuctemsl Tpucemyca;

- wudpa Playfair;




CTpyKTypHBIii
JIEMEHT
KOMIETEHINH

[Tnanupyemsle pe3yibTa-
Thl 00Y4YEHHUSI

OneHouHble CpeacTBa

Mpu odhopmneHnm oT4yeTa HEOOXOAMMO MPUBECTM MCXOOHOE coobleHne (pammnumio), Tabnmuy wudposa-
MeH, Kntod (ecnu Tabnuua wndposameH He ABASETCH KM4YoM) 1 3amdgpoBaHHoe coobLLeHne.




0) Ilopsinok mpoBeaeHUs] MPOMEKYTOUYHOH ATTECTAIUM, NMOKA3ATEH U KPUTEPUH
OlleHUBAHMS:
[TpomerxyTouHas arTecTalus MPOBOJUTCS B OopMe IK3aMeHa.
[Ipu moaroToBke K ’K3aMeHy oco00oe BHUMaHHE cleAyeT OOpaTHUTh Ha CIEAYIOIue
MOMEHTHI:
1. Perynsapuoe npoureHnue (He MeHbIIEe TPEX pa3) U OCMBICICHHE TEOPETUYECKOTO Ma-
Tepuana;
2. BreinonHeHrne NpakKTUYECKUX 3aIaHUN C OMOPOM HAa TEOPETUYECKUIT KOMMEHTapUi
1 00pasIsl;
3. TlocrostHHYIO M 1OOPOCOBECTHYIO pabOTy Ha MPAKTHUYECKHUX 3aHITHUSIX, a TAKXKe ca-
MOCTOSITEIIBHYIO padoTy.
Kputepuu ouenku (B COOTBETCTBUU ¢ GOPMUPYEMBIMU KOMIETCHLUSAMHU U TUIAHUPYE-
MBIMH pe3yJIbTaTaMU O0yUYCHHS):
— HAa OLEHKY «OTJIMYHO» — CTYJICHT JI0OJDKEH MOKAa3aTh BHICOKHI YpOBEHb 3HAHUN
HE TOJIBKO Ha YPOBHE BOCIIPOU3BEIICHUS U O0BsICHCHHS HH(POpMAIIHK, HO ¥ WH-
TeJIEKTyallbHble HaBBIKM pPELICHHs MpoOJIeM U 3a7ay, HaXOXKACHUS YHUKAIb-
HBIX OTBETOB K IIPOOJIEMaM, OIIEHKH U BEIHECCHHS KPUTUICCKHUX CYXKICHHIA,
— Ha OIEHKY «XOpOIIO» — CTYICHT JOJDKEH IMOKa3aTh 3HAHUS HE TOJbKO Ha
YpOBHE BOCIIPOU3BEACHUS U O0BSICHEHHS UH(DOPMALIUK, HO U UHTEJUICKTYallb-
HBIC HaBBIKH PEIICHUS MPOOIEM U 33a7a4, HAXOXKICHHS YHUKAIBHBIX OTBETOB K
npobsemMam;
— Ha OLEHKY «yIOBJETBOPHUTEJBbHO» — CTYJCHT JIOJDKEH IOKa3aTh 3HAHMS Ha
YPOBHE BOCIIPOU3BEACHHUS M OOBSCHEHUS HH(POPMALUM, WHTEIUICKTyaJIbHbBIC
HABBIKU PELICHHS MPOCTHIX 3a/1aY;
— HAa OLIEHKY «HeyJA0BJeTBOPHUTEIbHO» — CTYJIEHT HE MOXET IOKa3aTh 3HAHUs
Ha YPOBHE BOCIIPOU3BEAECHUS U 00BsCHEHUS NHPOPMAIIUH, HE MOXKET [TOKa3aTh
MHTEIJIEKTyadbHbIe HABBIKM PELICHHS MPOCTHIX 3a/1a4.

8 YueOHo-MeTonn4eckoe U HHGOPMALHOHHOE o0ecneyeHHne THCHUILITUHBI (MOTYJ11)

a) OcHoBHas JuTEpaTypa:

1. Boctpenosa, E.B. OcHoBBI HHpOpMaLIMOHHON 6€30MacHOCTH : ydeOHOoe rmocodue s
crynentoB By30B / E.B. BocrpenoBa.— Exarepun0Oypr : U3n-Bo Ypan. yu-ta, 2019.— 204 ¢
— Pexxum nocrymna: http://elar.urfu.ru/bitstream/10995/73899/3/978-5-7996-2677-8_2019.pdf
- 3aroJ0BOK C ’KpaHa

2. Hectepos, C. A. MudopmaninonHas 0€30MacHOCTh : y4EOHUK U MPAKTHKYM JUIsS aKa-
nemuyeckoro 6akanaBpuata / C. A. HecrepoB. — Mocksa : UznatensctBo IOpaiit, 2019. —
321 ¢. — Pexum poctyma: https://biblio-online.ru/viewer/informacionnaya-bezopasnost-
434171#page/l - 3aroj0BOK C dKpaHa

3.Buykos, A. A. 3amura uadopmaiuu : yuebHoe nocodbue st By3os / A. A. BHYKOB.
— 3-e m311., mepepad. u jgorn. — Mocksa : M3natenberBo HOpaiit, 2020. — 161 ¢. — Pexxum
nocryma: https://urait.ru/viewer/zaschita-informacii-422772#page/1 - 3aroaoBok ¢ 3kpaH

0) JonosHuTeabHas1 JUTEpaTYypAa:

1. Jlocs, A. b. Kpunrorpapuueckue MeToasl 3aliuThl WHGOPMALMU IS M3Y4arONIUX
KOMITHIOTEPHYIO 0€30IMacHOCTD : YUEOHHK I akajaeMudeckoro OakamaBpuara / A. b.
Jlock, A. 1O. Hectepenko, M. U. PoxkoB. — 2-¢ u3a., uctp. — Mocksa : M3natens-
ctBo  Opaiit, 2019. — 473 «¢. — Pexum gocryma:  https:/biblio-
online.ru/viewer/kriptograficheskie-metody-zaschity-informacii-dlya-izuchayuschih-
kompyuternuyu-bezopasnost-447581#page/l - 3arosoBoK ¢ 3kpaHa
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2. lanbrun, B. ®. KomminekcHas 3ammra HHGOPMALUU B KOPIIOPATUBHBIX CUCTEMAX :
yaeOHnoe nocodbue / B. ®. Illanerun. — Mocksa : ®OPYM : UHOPA-M, 2020. —
592 ¢. — Pexum poctyma:— https://znanium.com/read?id=358722

3. Uepnora E.B. Madopmarmonnas 6e30macHOCTb : y4ued. mocodue Jyisi COIUOIOroB /
E.B. UepnoBa. — Maruutoropck : Mal'V, 2016. - 116 c.

4.
r) [IporpammHoe odecnieuenue u MHTEpHET-pecypcehl:
Ilpoepammnoe obecneyenue:

Haumenosanue 110 No norosopa Cpok AeicTBUS TULEH3UN
MS Windows 7 J-1227 ot 08.10.2018 11.10.2021
MS Office 2007 Ne 135 ot 17.09.2007 6eccpodHo
7Zip CBOOOJIHO pacmpocTpaHsie- | 6eCCpoOUHO
MO€e

basvi 0annvix, unghopmayuonno-cnpasounvie cucmemvl, caimoi:

1. bubmmotrexka ®I'BOY BIIO «MI'TY» [OnekrponHslli pecype]. Pexxum nocryma:
http://www.magtu.ru , cBoOOO HEIIA.

2. Web-cepBep BiacTHbIX CTpYKTYp Poccuiickoii @eneparu [ D1eKTpOHHBIH pecypc].
— Pexxum noctyna: WWW.QOV.IU , CBOOOJHBIH.

3. Web-cepsep Cosera 6e3omacHoctu PO [DniektponHblii pecypc]. — Pexum mocrymna:
www.scrf.qgov.ru , cBoOOIHBI.

4.Web-cepeep denepaabHOr0 areHTCTBa MPAaBUTEIBCTBEHHOMN CBSI3M M MH(POPMAIHH
npu Ilpesnnente Poccuiickont ®enepaunn [OnekTpoHHBIM pecypc]. — Pexum nocryna:
www.fagci.ru , cBo0OIHBIA.

5. Web-cepsep 'ocynapctBenHo# TexHH4Yeckol komuccuu mpu [Ipesunente Poccnii-
ckori Deneparu [DIeKTpOHHBIH pecypc]. — Pexxum moctyna: www.infotecs.ru/gtc , cBo6oa-
HBIM.

6. Cepsep ['ocynapcrBennoit Jymer @enepanpaoro Codpanust PO [DnekTpoHHBIN pe-
cypc]. — Pexxum poctyma: Www.duma.gov.ru , cBOOOTHBIH.

7. Web-cepsep Bepxosroro Cyna Poccuiickoit @emepanuu [DIeKTpOHHBIH pecypc]. —
Pexum noctyna: WwWw.sUpcourt.ru , cBoO0THBIN.

8. Web-cepBep mozpasjieneHusi 10 BBISBICHHIO M TPECEYCHUIO MPECTYIUICHHH, CO-
BEpIIAEMBIX C MCIOJIb30BAHUEM MOJAEIbHBIX KPEAUTHBIX KapT, U MPECTYIUIEHUH, coBepIIae-
MBIX TTyTeM HECAaHKIIMOHUPOBAHHOTO JIOCTYIA B KOMIBIOTEPHBIE CETH U 0a3bl JaHHBIX [DJeK-
TPOHHBIN pecypc]. — Pexxum noctyma: www.cyberpolice.ru , cBoOotHbII.

9.Tlopran o nHpOPMAITMOHHON OE€30MaCHOCTH [ DIEKTPOHHEIH pecypc]. — Pexxum no-
cryna: Www.infosecurity.report.ru , cBoOOIHBIA.

10. Topran mo wHPOPMAIMOHHOW O€30MaCHOCTH [DIEKTPOHHBIH pecypc]. — Pexum
JocTymna: WWW.VOoid.ru , cBOOOTHBIHA.

11. IlenTp mcciaenoBaHUs KOMIBIOTEPHON MPECTYMHOCTH [DIEKTPOHHBIA pecypc]. —
Pexxwum noctyna: Www.crime-research.ru , cBOOOTHBIH.

12. UnrepHer u IlpaBo [DnekTpoHHbIil pecypc]. — Pexxum ngoctyma: www.internet-
law.ru , cBOOOIHBEIIA.

9 MaTepuajibHO-TeXHHYeCKOe o0ecneuyeHue TUCHHUILINHBI (MO1YJIs1)

MaTepI/IaJ'II)HO-TeXHI/I‘IeCKOC obecneyeHne JUCHHUIIIINHBI BKIIIOYACT:

Y4eOHble ayTuTOPUU ISl TIpoBe- | Cron KOMIBIOTEPHBIN, CTOJN MUCHMEHHBIH, CTyn oduc-
JICHUS JTMCTAHIIMOHHBIX 3aHATUH | HBIH, TOKyMeHT-Kamepa Epson, ucrounuk 6ecnepeboii-

102



https://znanium.com/read?id=358722
http://www.magtu.ru/
http://www.gov.ru/
http://www.scrf.gov.ru/
http://www.scrf.gov.ru/
http://www.fagci.ru/
http://www.infotecs.ru/gtc/
http://www.infotecs.ru/gtc/
http://www.infotecs.ru/gtc
http://www.duma.gov.ru/
http://www.duma.gov.ru/
http://www.supcourt.ru/
http://www.supcourt.ru/
http://www.cyberpolice.ru/
http://www.cyberpolice.ru/
http://www.cyberpolice.ru/
http://www.cyberpolice.ru/
http://www.infosecurity.report.ru/
http://www.void.ru/
http://www.crime-research.ru/
http://www.internet-law.ru/
http://www.internet-law.ru/

JICKIIMOHHOI'O THIIA

Horo nutanusi POWERCOMIMD-1500AP , kamepa BbI-
COKOT'0 pa3pelieHus, KOMIIbIOTEP MEPCOHANBbHBIN (THUIIO),
npoektop ViewSonicPJD7526W, cniukepdoH HACTOJb-
HBIi Calisto-620 Plantronics, BeO-KaMmepa
LogiteachC920, cuctema akycTuueckass HacTOJbHAas,
crepeorapHuTypa (MUKpO(OH ¢ IIyMOIIOJABICHUEM),

skpanHacteHHbIDigis Optimal-C MW DSOC-11032*2

Y4eOHble ayqUTOPUH Ui IPOBE-
JICHUSI TPAKTUYECKUX 3aHITUH,
TPYIIIOBBIX M HWHIUBUIYAIbHBIX
KOHCYJIbTAIIMM, TEKYLWIEro KOH-
TPOJIA M NPOMEKYTOUHOM arTe-
CTaluu

Cron KOMIIBIOTEPHBIN, CTOJI MHUCbMEHHBIH, CTya oduc-
HBII, JOKyMeHT-Kamepa Epson, ucrounuk Oecriepe0oii-
Horo nutanusi POWERCOMIMD-1500AP , kamepa BbI-
COKOT'0 pa3pelieHus, KOMIbIOTEP MEPCOHANBbHBIN (THUIIO),
npoekTop ViewSonicPJD7526W, cniukepdoH HACTOJb-
HBII Calisto-620 Plantronics, BeO-KaMmepa
LogiteachC920, cucrema akyctuuyeckas HaCTOJIbHAs,
crepeorapauTypa (MUKPO(GOH € IIIYMOIIOJABIICHUEM),
skpanHacteHHbIiDigis Optimal-C MW DSOC-11032*2

ITomemenust Mg CcaMOCTOSITCIIL-
HOM paboThl 0OyUaroIUXCs

[Tepconanbabie KOMIBIOTEPHI ¢ makeTom MS Office,
BBIXOZIOM B MHTEpHET M C JOCTYIIOM B 3JEKTPOHHYIO
UH(GOPMAIIMOHHO-00pa30BaTEIbHYIO CPEy YHHBEPCHTE-
Ta

[lomemenne s  XpaHEeHUS W
MPO(UIIAKTHYECKOTO 00CITyKHBa-
HUS y4eOHOro 000pyA0BaHUS

Crennaxxku 115 XpaHEeHUs] y4eOHO-HAIIIAIHBIX T0COOUN 1
y4e0HO-METOINYECKON TOKYMEHTAIMH.
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