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1 Heau ocBOeHMs TN CUUILTHHBI (MOLYJI51)

[lenstMu  OcBOeHUS JAMCUMIUIMHBI (MOAYNsi) «AHaIM3 PUCKOB HMHPOPMAIMOHHOM
0€30MacHOCTH»  SIBJISIOTCS: BBISIBJICHUE UCTOYHUKOB U CHOCOOOB peaju3alid yrpos
MHPOPMALMOHHOW  0€30IacHOCTH, (UKcallMs IapaMeTpoB OE30IMaCHOCTHM U aHaju3a
6ezonacHocT AC, M3y4eHHE OCHOBHBIX MOHATUH M NPUHIMIIOB aHAIM3a U OICHKH DPHUCKOB
MH(GOPMaIIMOHHOM 0€30MaCHOCTH.

2 MecTo qucHUILINHBI (MOIYJIs1) B CTPYKType 00pa3oBaTe/ibHOM NPOrpaMMbl
NMOArOTOBKHM CHELHAJINCTA

JucuunnuHa «AHalu3 puckoB MH()OPMAIMOHHON 0€30MacHOCTH» BXOAUT B BAPUATHUBHYIO
gacTh Onoka 1 oOpaszoBarenbHO# mporpamMmbl 1o crernuaibHocTu 10.05.03 UnadopmarmonHas
0€30I1acCHOCTh AaBTOMAaTU3UPOBAHHBIX CUCTEM.

Jlis u3yyeHus: JUCHMILTMHBI HEOOXOAUMBI 3HaHUS (YMEHHUs, Bia/ieHus), ChOpMUPOBAHHBIE
B pe3ylibTaTe M3y4YeHHs AUCHUIUINH: MojenupoBaHue yrpo3 WH(GOPMAIMOHHON 0€30MacHOCTH,
Opranm3aiimoHHOE W MpaBoOBoe obecrneueHrne MHpopmarmoHHon Oe3zomacHocTH, PaspaboTka u
AKCIUTyaTalys 3allMIIEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM, MeTO/bl BBISBICHUS HapyLICHUMN
nH(popMamoHHo# O0e3onacHocTH, arrectanus ANUC.

3Hanus (YMEHUs, BIAJCHHS), MOTYYCHHBIE MPU HM3YYCHHH JAHHON MUCIUILIMHBI OYIyT
HEOOXOAMMBI ISl HayYHO-HCCIICIOBATENILCKONH pPabOThI, MPOU3BOJACTBEHHON MPEIUTIIIOMHON
npakTuku, noArotroBku k ' MA u Beimonnenus BKP.

3 Komnerenuunu o0yuyarouerocsi, popmMupyemMsblie B pe3yJibTaTe 0CBOCHHS
AUCHHUILINHBI (MOAYJIsI) H INIAHMPYeMble pe3y/IbTaThl 00y4eHust

B pesynbrate OcBOEHUS IUCHUIUIMHBI (MOAYNs) «AHaIM3 PUCKOB HHPOPMAIIMOHHON
6€301aCHOCTHY» OOYUAIOIIMICS JOJDKEH 00JIaAaTh CIIeTyIOIMMHI KOMIETSHIUSIMU:
CrpyKTypHBIii
JJIEMEHT [1nanupyemsble pe3yabTaThl 00yueHuUs
KOMIETEHINH
IIK-5 crmocoOHOCTHIO TPOBOIUTH aHATN3 PUCKOB HH(POPMAIIMOHHON 0€30MacHOCTH
ABTOMATH3MPOBAHHOM CUCTEMBI

3HaTh - METOJOJIOTHIO aHAJIN3a PUCKOB MH(POPMALMOHHOW O€30MaCHOCTH

- METOIUKHU OTpeieNIeHUs MH(POPMALMOHHO-TEXHOJIOTMYECKUX
peCypcoB, MOIEKAIINX 3aLIUTe

- crmocoObl TPUMEHEHHs aHalu3a pPUCKOB B  HH(POPMAIIMOHHOMN
0€3011acCHOCTH NpHU padoTe Ha/l MEXIUCHUIUIMHAPHBIMUA IPOEKTaMHU

- TepeyeHb MH(GOPMAITMOHHO-TEXHOJIOTHUECKHIX pecypcos,
HOJISKAIIMX 3aIIUTE crocoObl TIPUMEHEHUSI aHAJIN3a PUCKOB
B WHpOpMAIIMOHHOW  Oe3omacHOCTH  Tpu  paboTe  Haf
MHHOBAIIMOHHBIMH NTPOEKTAMHU

YMeTh - TPUMEHATH TEPMHUHOJOTHIO aHalIM3a PHUCKOB HWHGOPMAIIMOHHOM
0e30macHOCTH Tpu  paboTe HaL MEKIUCHUIUIMHAPHBIMU U
WHHOBAIIMOHHBIMU TIPOEKTAMHU

- BBINIOJHATH AHAJIU3 OCOOEHHOCTEH IESATENbHOCTH OpTaHU3AIH U
WCTIONB30BaHMsl B HEH aBTOMAaTH3MPOBAHHBIX CHCTEM C IEJBIO
ornpeneneHust  UH(GOPMALMOHHO-TEXHOJIOTHUECKUX  PECYpPCOB,
IO UTE)KAIIHX 3AIIUTE

Bnanets - TEPMHUHOJIOTHEH, WCIONB3yeMOW TP aHalU3e OCOOCHHOCTEH

NEeSITeTPHOCTH ~ OpTaHM3allid W WUCTONB30BaHHSA B HEH

aBTOMaTU3MPOBAHHBIX  CHUCTEM  C LEJIBIO oIpeeNeHHs

WHGOPMAIIMOHHO-TEXHOJIOTHYECKUX  PECYPCOB,  TOMISKAIINX
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CrpyKTypHBIi
JJIEMEHT

KOMIICTCHIIN

[Tnanupyemsble pe3ysbTaThl 00y4eHUs

3alluTe

- HaBbIKAaMH aHaiIM3a OCOOEHHOCTEW [eATeIbHOCTH OpraHu3alud U
WCIIOJIb30BaHUsI B HEH aBTOMATU3UPOBAHHBIX CHUCTEM C IIEJIbIO
oTpeeeHus MH(GOPMAITMOHHO-TEXHOJIOTMUECKUX  PECYPCOB,
MO/ICKAIIMX 3AIIUTE

IICK-7.2 criocoOHOCTBIO TPOBOANTH AaHAIU3 PUCKOB HH(POPMAITMOHHOM 0€3011aCHOCTH U
pa3pabaTeIiBaTh, PyKOBOJIUTH pa3pabOTKON MOJUTHKH 0€30MaCHOCTH B PACTIPEICTICHHBIX
MH(GOPMAIIMOHHBIX CUCTEMAaX

3HaTh

O TMOJUTUKAaX Oe30MacHOCTH M Mepax 3allluThl B paclpeneIEHHbIX
MIPUIIOKEHUAX

crocoObsl  oOecrnieueHus: HMH(DOPMANMOHHONW  OE30MACHOCTH  CHUCTEM
OpPraHU3allMOHHOIO YIIPABICHUS

Metoapl W cpeAcTBa ONPENENIEHHUS TEXHOJIOTMYECKOH 0e30MacHOCTH
(YHKIIMOHUPOBAHUS pacIpeIeICHHON HHPOPMAITMOHHON CHCTEMBI
METOJIbl U TPOIIETYPhI BBISIBICHUS YTPO3 HHDOPMAIIMOHHON O€30M1aCHOCTH
B 3AIIMIIEHHBIX PACTPEACITIEHHBIX MTPUI0KECHUIX

YMeTb

(bopMyIupoBaTh OCHOBHBIE TPEOOBAHUS K METOJaM M CPEICTBAM 3alUThI
MHPOPMAIIUH B 3aIIUIIEHHBIX PACTIPEICIEHHBIX TPUITOKEHUIX

OnenuBaTh HHGOPMALMOHHBIE PUCKU B aBTOMAaTH3UPOBAHHBIX CUCTEMAX
BBIMOJIHATh ~ QHAJIU3 PUCKOB MH(MOpMAMOHHON  0e30macHOCTH B
pacrpeneieHHbIX HHPOPMAIIMOHHBIX CHCTEMAX

AHanu3upoBaTh W OLIEHUBATh YIpO3bl MH(POPMALMOHHOW O€30MacHOCTH
00bEKTa  BBINOJHATH AaHAIN3 PUCKOB MH(OPMALIMOHHOM 6€30IacHOCTH B
pacnpeaeneHHbIX HH)OPMAITMOHHBIX CHCTEMaxX

Bnanets

METOJUKAaMH  TPOBEACHHUS  aHaju3a  PHUCKOB  HMH(OPMaLMOHHON
0€30I1acCHOCTH pacHpeIesIeHHbIX HHPOPMAIIMOHHBIX CUCTEM

Metonamu OTICHKH HHPOPMAIIMOHHBIX PUCKOB

HaBpikamu pa3pa®oTku MONUTUKM UHGOPMAIIMOHHON 0€e30MacHOCTH
ABTOMATHU3HPOBAHHBIX CUCTEM




4 CTpyKTYypa M coiepKaHue JUCHUNIHHBI (MOTYJIs1)

OO61mas TpyI0eMKOCTh AUCHIUIIINHBI COCTABISAET 4 3a4eTHBIX eAuHuUIl 144 aka. 4acoB, B TOM YHUCIIE:

— KOHTakTHas pabora — 86,8 akaj. 4acos:

— aymuTopHas — 85 akaJl. 4acoB;
— BHeayauTOopHas — 1,8 akaj. yacoB

— caMmocTosTenbHas pabota — 57,2 akaj. 4acoB;

— (Qopma MPOMEKyTOUHOTO KOHTPOJIS - 3a4eT
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Tema 1. OueHouynesle craHgapTsl B| 9 [ToaroroBka K MpakTUYECKOMY |— YCTHBIN OMpPOC MCK-7.2 3
uHpopmalmonHoi  OezomacHoctH.  Ponb 3aHATHIO. (cobecenoBanue); IK-53
CTaHJapTOB MH(GOPMAITMOHHOMN CaMocTosITeIbHOE U3yUEHUE | — KOHTPOJIbHBIE paOOTHI;
6ezonacHoctH. «Kpurtepum ornpeneneHus 6 1021 10 yueOHOM 1 HayYHO JIUTEPaTyphl. |(— CEMHHAPCKHUE 3aHATHUS;
0€30I1aCHOCTH KOMITbIOTEPHBIX CHUCTEM» Kak Pabora ¢ 3neKTpoHHBIMU — IpOBEpKa UHIUBUAYATbHBIX
OLICHOYHBIM  cTaH#apT. MexayHapOoaHbIN OUOIMOTEKaMH. 3a1aHUI
crangapt ISO/TEC 15408. Kpurepuu orieHKH [Torck 1OMOMTHUTENBHOM
0e30nacHOCTH HH(POPMALIMOHHBIX CUCTEM. MHGOPMALIMH 110 33/IaHHON TeMe.

Tema 2. MeTtoauka OIEHKH PHCKOB [ToaroroBka kK MpakTUYECKOMY |— YCTHBIM OMpOC IICK-7.2
UH(POPMAITMOHHON 0€301acHOCTH 3aHATHIO. (cobecenoBanue); 3y
NPEANPUSATHS. VYnpasnenue pUCKaMH. CaMocTOsTeNbHOE U3yYEHHUE  |— KOHTPOJBHBIC pa0OTHI; IIK-5 3y
OcHoBHbIE NMOHATHA. METO OLIEHKH PUCKOB 6 10/41 10 y4eOHOI U HAyYHO JIUTEPATYPhl. |— CEMUHAPCKUE 3aHSITHUS;

Ha OCHOBE MOJIEJIH YIPO3 U YSI3BUMOCTEH. Pabora c 35eKTpoHHBIMU — IPOBEpKa MHIUBUAYaJIbHBIX
OnOIMOTEKaAMH. 3a1aHUI
ITouck DOMOIHUTENBHOMN
MH(OPMAIIUH 10 3aJaHHON TeMe
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Tema 3. Meroauka OLEHKM pPHUCKOB| 9 [ToaroroBka K MpakTUYECKOMY |— YCTHBIN ONPOC IICK-7.2
MHPOPMAIIMOHHONW  opraHu3auuu. Merton 3aHATHIO. (cobecenoBanue); 3yB
OLIEHKM PHUCKOB Ha OCHOBE  MOJEIU CaMocTosITeIbHOE U3yUYEHUE | — KOHTPOJIbHBIE paOOTHI; IIK-5 3yB
WH(GOPMAITMOHHBIX MOTOKOB. Pacder puckos 6 7141 10 y4eOHOU U HAyYHO JTUTEPATYPhl. |— CEMHUHAPCKUE 3aHATHS;
0 yrpo3e KOHQUACHIIMATBLHOCTD. Pabora ¢ 3neKTpoHHBIMU — TIpOBEpKa MHAUBHUTYaTbHBIX
OuOIMOTEKaAMH. 3aIaHUI
[Touck MOMOJHUTENBHOM
nHGbOpMAIUH 110 33JJaHHON TeMe
Tema 4. Meroguku u TEXHOJOTUU| 9 [ToaroroBka K MpakTUUECKOMY |— YCTHBIM OMpOC ICK-7.2
yopasieHus:  puckamu.  KadecTBeHHbIE 3aHATHIO. (cobecenoBanue); 3y
METOANKH yIIpaBIEHUS pHUCKaMH. CamMocTosTeNhHOE U3yYEHHUE  |— KOHTPOJBHBIE pa0OTHI; IIK-5 3y
KonuuecTBeHHbIE METOAMKU  YNpPaBIEHUS 6 7141 10 y4eOHOM U HAYYHO JINTEPATYPHl. |— CEMUHAPCKUE 3aHATHS;
puckamu. Merog CRAMM. PaboTa ¢ anexkTpoHHBIMH — MpOBEpPKa UHANBHUIYaJTIbHBIX
OnOIMOTEKaAMH. 3a1aHUI
ITouck DOMOIHUTENBHOMN
MH(OPMAIIUH 10 3aJaHHON TeMe
Tema 5. Pa3pabGorka koprmopaTuBHOWM| 9 6 7/4U1 10 [ToaroroBka Kk MpakTUUECKOMY |— YCTHBIM OMpOC ICK-7.2
METOJIMKHM aHainu3a puckoB. I[locTtaHoBka 3aHSTHIO. (cobecemnoBanue); 3yB
3a/1a4u. Meroabl OIICHUBaHUS CaMocTOsATENbHOE U3yYEeHHUE  |— KOHTPOJbHBIE paOOTHI; IIK-5 3yB
WHPOPMAITMOHHBIX ~ PHUCKOB.  TabmudHbIC y4eOHOI 1 HAyYHO JIUTEPATYPhl. |— CEMUHAPCKUE 3aHSITHUS;
METO/Ibl OLIEHKH pUCKOB. OIleHKa PUCKOB IO Pabora ¢ 35eKTpoHHBIMU — IpOBEpKa UHIUBUAYATbHBIX
IByM (aktopaMm. PasneneHue pHCKOB Ha OnOIMOTEKaAMH. 3a/laHui
npuemiiemMble U Hemnpuemsiemble. OlleHKa [Tonck HONOTHUTENBHOM
pUCKOB 1O TpeM (akropam. MeToauka MH(OPMAIIMH T10 3aJaHHON TeMe
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aHayin3a puckoB Microsoft.

Tema 6 CoBpemeHHble MeTOABI H| 9 [ToaroroBka K NpakTUYECKOMY |— YCTHBINM OIPOC ICK-7.2
CpelICcTBa aHaIM3a M YMNPABICHHE PHCKaMU 3aHSITHIO. (cobecenmoBanue); 3y
WHOOPMAIIMOHHBIX ~ cHCTeM.  MeToauka CaMocCTOSITETbHOE U3yUEHUE | — KOHTPOJIBHBIE pa0OTHI; IIK-5 3y
FRAP. Meromuka OCTAVE. Meroguka 4 10/41 79 y4eOHON W HAYYHO JIUTEPATYPHl. |— CEeMHUHAPCKUE 3aHSATHSI;

RiskWatch. ’ PaboTa ¢ 3neKTpOHHBIMU — IIpOBEPKA UHIUBUAYATbHBIX
OnOIMOTEKAMU. 3alaHUuNA
[Tonck NOMOIHUTENBHON
nH(opMaImu 1o 3aJaHHON TeMe
Hroro 3a cemectp 9 | 34 51/22 |57,2 IIpomeskyTounas
4| arrecramnus (3a4er)
Hroro mo aucuuninHe 9 | 34 51/22 57,2 ITpomexkyTouHast
n arrecranus (3a4er)

W — B TOM ymcIie, yacel, OTBEICHHBIC HA PaOOTy B MHTEPAKTHUBHOU (opMe.




5 Odpa3oBarteabHbie 1 HHGOPMALHOHHBIEC TEXHOJIOT MU

Cormacio mn. 34 [Ilopsaka oOpraHu3alid W OCYIIECTBIEHHUS JIESITEIBHOCTH IO
oOpa3oBaTelbHBIM MpPOTrpaMMaM BBICIIEr0 O0Opa3oBaHMs — HporpaMMam OakajlaBpHara,
porpaMMaM creuuaguTeTa, HnporpaMMaM Mmaructparypel (yTB. mpukazoM MOuH P® or
05.04.2017 1. Ne 301) mpu mpoBeaeHMM Y4eOHBIX 3aHATHI OpraHu3zaumsi odecreyuBaeT
pa3BuTHe 'y OOy4YalIUMXCA  HABBIKOB KOMAHIHOW  padoTbl, MEKJIUYHOCTHOM
KOMMYHUKAIUH, TPUHATHUS pPelleHUH, JUAePCKUX KavecTB (BKIOYas NMPH HEOOXOIUMOCTH
MIPOBEJICHNE UHTEPAKTUBHBIX JIEKIUI, TPYIIOBBIX AUCKYCCHUH, POJIEBBIX UI'P, TPEHUHIOB, aHAIIN3
CUTyalluil ¥ UMUTAIIMOHHBIX MOJENeH, MpenojaBaHue JUCUUIUIMH (MOayJel) B ¢popMe Kypcos,
COCTAaBJIEHHBIX Ha OCHOBE PE3YJIbTATOB HAyYHBIX MCCIIEOBAHUN, MPOBOJUMBIX OpraHU3aIueil, B
TOM 4YHCJIE€ C YYETOM pPETHOHAIbHBIX OCOOCHHOCTEH MpPO(pEeCCHOHAIBHOW JeATeTbHOCTH
BBIITYCKHHMKOB U MOTpeOHOCTEH paboToaareneit).

1. TpanguuuoHHble 00pa3oBaTeJbHbIC TEXHOJOIMH OPUEHTUPYIOTCS Ha OPraHM3ALMIO
o0pa30BaTeNbHOTO  Mpollecca, MPEANoJaralilyl0 MpsSMYK  TPaHCISAIUIO  3HAHUM  OT
npernojaBareliss K CTYAEHTY (MPEeUMYIIECTBEHHO Ha OCHOBE OOBSICHUTENBHO-WILTFOCTPATUBHBIX
METOJIOB 00yueHus). YueOHasi AeSITeIbHOCTh CTYyJJEHTa HOCUT B TaKUX YCJIOBMSIX, KaK MPaBUIIO,
PENPOLYKTUBHBIN XapakTep.

DopMblI Y4eOHBIX 3aHATHI ¢ UCNIOJIHb30BAHMEM TPAAUIMOHHBIX TEXHOJIOTHIi:

WudopmanmonHass  JeKIMs —  TOCJTeNOBaTeNIbHOE  M3JIOKEHHWe  Marepuaiga B
JUCHUIUTMHAPHON JIOTHKE, OCYILIECTBIISIEMOE NPEUMYIECTBEHHO BepOaJbHBIMU CpPEICTBAMHU
(MOHOJIOT IpenoaBaTeis).

CemuHnap — Oecena npemnojaBareisi U CTYAEHTOB, OOCYXKIEHHE 3apaHee IMOJIrOTOBJICHHBIX
COOOIIEHNH MO KaXJIOMy BOINPOCY IIJJaHAa 3aHATUS C €OUHBIM JJIsl BCEX IIepeuHeM
peKoMeH1yeMoi 00s3aTeIbHON U TOMOJIHUTEIbHON JTUTEpaTyphI.

IIpakTHueckoe 3aHATHE, MOCBSIEHHOE OCBOCHHMIO KOHKPETHBIX YMEHHUN M HABBIKOB IIO
MPEJI0KEHHOMY aJITOPUTMY.

JlaGopatopHas paboTa — opranu3anusi yueOHOW paboThl C pealbHbBIMU MaTe€pUaIbHBIMHU U
nH()OpPMAITMOHHBIMA OOBEKTaMH, DSKCIEPUMEHTAIbHAs paboTa C aHAJOTOBBIMH MOJIEISIMU
peabHbIX 0OBEKTOB.

2. TexHoJjioruu npod;1eMHOro o0yueHHsi — opraHu3anus 0Opa3oBaTEIBLHOrO MpOIECCa,
KOTOpasi MPEAINoJIaraeT MOCTaHOBKY MPOOJIEMHBIX BOIPOCOB, CO3JJaHHE YYEOHBIX MPOOIEMHBIX
CUTYaIMH ISl CTUMYJIUPOBAHUS aKTUBHOW MO3HABATEIbHOM JESATENIbHOCTH CTYICHTOB.

®opMBbI y4eOHBIX 3aHATHH € HCII0Jb30BAHNEM TEXHOJIOTHH MPO0IEeMHOI0 00y4eHH:

[IpoGnemMHass  nekuus — U3JIOKEHHE  Marepualia, Ipearoyiaraioliee MOCTaHOBKY
NpoOJEeMHBIX W JUCKYCCHOHHBIX BOIIPOCOB, OCBEIICHHWE pPA3JIMYHBIX HAYYHBIX IOIXOOB,
aBTOPCKHE KOMMEHTApHH, CBSI3aHHBIE C PA3JIMYHBIMU MOJEISMHU HWHTEPIpETaly H3y4aeMoro
MaTepuaa.

Jlexuus «BaBoeM» (OMHaApHAs JIEKIHS) — U3JIOKEHUE MaTepuana B hopMe 11agoruaeckoro
oOlIeHusT JBYX IIpernojaBaresiell (HampuMep, PEeKOHCTPYKLHMs JHajora IpeacTaBUTENeH
Pa3IMYHBIX HAYYHBIX HIKOJN, «YYEHOI0» U «IPAKTUKa» U T.IL.).

[IpakTuueckoe 3aHsATHE B (opMe TNpPaKTUKyMa — OpraHu3auusi y4deOHOW paboTsl,
HarpaBJIeHHAas Ha pelIeHUEe KOMIUIEKCHOM Yy4eOHO-ITO3HABaTeIbHON 3a7aud, TpeOyromer oT
CTy/IEHTa IPUMEHEHUS KaK HAyYHO-TEOPETUYECKUX 3HAHUM, TaK U IPAKTUYECKUX HABBIKOB.

[IpakTHueckoe 3aHsATHE HA OCHOBE Kelc-MeToAa — 00yueHHe B KOHTEKCTE MOJEIUPYEMOi
CHUTYalluH, BOCTIPOU3BOISIICH peabHbIe YCIOBUS HAYyYHOM, MPOU3BOICTBEHHOM, OOIIECTBEHHOM
nestenbHOocTH. OOyuaroluecss TOHKHBI MPOAHAIU3UPOBATh CUTYAIUIO, pa3o0paTbcs B CYTH
npo6seM, IpeaIoKUTh BO3MOXKHBIE pellieHHs M BHIOpaTh Jryuiee U3 HuX. Kelicel 6a3upyrorcst Ha
peanbHOM (paKTHUECKOM MaTepuase WM ke MPUOIMKEHbI K pealbHOM CUTYyalllH.

3. ArpoBble TEXHOJOTMH — OpPraHU3allUs 00pa30BaTENLHOTO IMpOIlecca, OCHOBAaHHAsA Ha
PEKOHCTPYKILIUU MOJIENIel TOBEIEHUS B paMKaxX MPEUI0KEHHBIX CLIEHAPHBIX YCIOBHIA.

®opMbI y4eOHBIX 3aHATHH ¢ HCII0Jb30BAHNEM UTPOBBIX TEXHOJIOTHIA:

VYyebnas urpa — ¢popMa BOCCO3AaHUS MPEAMETHOTO U COIMATLHOTO COCpKaHUsS OyayIiei



npoeCCUOHAILHON JEATENbHOCTH CHEIMAINCTa, MOAEIMPOBAHUS TAKMX CHCTEM OTHOIICHUH,
KOTOpbIE€ XapaKTePHBI AJIs ATOM AEATeIbHOCTH KaK 1IEJI0TO.

JlenoBasi Urpa — MOJETUPOBAHUE pPA3IMYHBIX CHUTyallUid, CBA3aHHBIX C BBIPAOOTKON u
MPUHSITHEM COBMECTHBIX PEIICHUN, 00CYKJIEHUEM BOIPOCOB B PEXKUME «MO3TOBOTO LITYpPMay,
PEKOHCTPYKLMEH (PYHKIIMOHAIBHOTO B3aUMOJICUCTBUS B KOJUIEKTUBE U T.II.

PoneBass urpa— uMuTanus WIM PEKOHCTPYKLHS MOJENEH poJIeBOr0 TIOBEACHUS B
IIPEUI0KEHHBIX CLIEHAPHBIX YCIOBUSIX.

4. TexHOJIOTUM TPOEKTHOI0 O0y4YeHMs — OpraHMu3alus oO0pa30BaTENILHOTO Ipoliecca B
COOTBETCTBHM C QJTOPUTMOM I[OITANHOTO pELICHUs MPOOJEeMHOM 3a7ayd WM BBIOJHEHHS
yueOHoro 3aianud. [IpoekT npeamnonaaraeT COBMECTHYIO Y4eOHO-TI03HABATENbHYIO JIESTEIbHOCTh
IPYIIBI CTYJEHTOB, HANPABJICHHYIO Ha BBIPAOOTKY KOHIIETIIIMH, YCTAaHOBJIECHHUE LieJel U 3ajad,
(GOpMYIHPOBKY O0XXHUJAEMBIX PE3YJIbTATOB, OMNPEIENIEHUE NPUHIUIOB U METOAMK peIIeHUS
MOCTABJIICHHBIX 3aJla4, TUIAHUPOBAaHHE XOAa pabOThl, MOWCK JOCTYMHBIX M ONTUMAIBHBIX
pPECYpCOB, MOATANHYIO peau3allvio IUlaHa paboThl, MPE3eHTAIUI0 Pe3yabTaTOB padOThI, HX
OCMBICTICHHE U PEQIIKCHIO.

OcHoOBHBIE THUIIBI IPOEKTOB:

HccnenoBarenbckuif  NMPOEKT —  CTPYKTypa mOpuOmmkeHa K GopMaTy  HaydHOTO
UCCIIEIOBaHUS (JJOKAa3aTEeIbCTBO AKTyaJIbHOCTH TEMbI, OIpeAeseHHe HaydyHOU mpoOsIeMsl,
npeaMera M OOBEKTa HCCIENOBaHHWsA, LieJded W 3a/1ad, METOJO0B, MCTOYHUKOB, BBIJBIDKEHHUE
TUTIOTE3BI, 0000IICHUE PE3yIHTaTOB, BBIBOIBI, 0003HAUEHNE HOBBIX MTPOOJIEM).

TBopUeckHii TNPOEKT, KaK IMPaBUJIO, HE HMEET JeTalbHO NpOopabOTaHHOW CTPYKTYpHI;
y4eOHO-IT03HABaTeNbHasl JIEATEIbHOCTh CTYJICHTOB OCYIIECTBISIETCS B paMKax pPamMOYHOIO
3aJ]aHus, MOTYMHSISICh JIOTUKE U MHTEPECAM YYaCTHHUKOB IPOEKTA, )KaHPY KOHEYHOT'O pe3yibTaTa
(razera, GpuiIbM, IPa3AHUK, U3/IAaHUE, SKCKYPCHS U T.I1.).

WHpopMamoHHBINA TPOEKT — yueOHO-TI03HABaTENIbHAS IEATEILHOCTD C SPKO BBIPAKEHHOM
IBPUCTUYECKON HAIPABIEHHOCTHIO (TMIOMCK, OTOOp M cUCTeMaTu3alus MHGOPMaIUU O KaKOM-TO
00beKTe, 03HAKOMJICHHE YYAaCTHHUKOB MPOEKTa C 3TOW MH(popMalmel, ee aHamu3 U 06001eHne
JUTSI TIpE3EHTAIIMU 00Jiee IMMPOKOU ayTUTOPHH ).

5. NHTepakTHBHBbIE TEXHOJOIMH — OpraHu3alys o0pa30BaTeIbHOIO Mpoliecca, KoTopas
IpenoaraeT akTUBHOE U HEJIMHEWHOE B3aUMOJIEHCTBUE BCEX YUYACTHUKOB, JOCTHKEHHUE HA 3TOM
OCHOBE JIMYHOCTHO 3HAUMMOIO JUIsi HUX oOpa3oBaTeldbHOro pesynpTata. Hapsmy co
CHEMATM3UPOBAHHBIMU ~ TEXHOJOTHSIMM  Takoro  poja  MPUHIMI ~ MHTEPAKTUBHOCTH
NPOCJIEXKHUBAETCS B OOJIBIIMHCTBE  COBPEMEHHBIX  00pa3oBaTeNbHBIX  TEXHOJIOTHUH.
WHTepaKTUBHOCTD MO/Ipa3yMeBaeT CyOBbEeKT-CyOBEKTHbIE OTHOIIEHHS B XO7€ 00pa30BaTeIbHOTO
npoliecca 1, Kak ciejcTBHe, (opMUpOBaHHE caMOpa3BHUBarolIeiics HHGOPMAIIMOHHO-PECYpPCHOM
CpeIbl.

@®opMbl  y4eOHBIX 3aHATHH ¢  HMCHOJB30BAHHEM  CHEHHATH3HPOBAHHBIX
HHTEPAKTHBHBIX T€XHOJIOTHIi:

Jlexnust «oOpaTHOM CBSI3U» — JIEKIMA—TPOBOKAIUS (M3JI0KEHHE Marepuana c 3apaHee
3aIyIaHUPOBAaHHBIMU omuoKamu), nekuus-oecena, JeKIUs-TUCKYCCHs, JeKIUS-
MPEeCCKOH(pEPEHIIHS.

CeMuHap-IUCKyCCHSI — KOJJIEKTUBHOE OOCY)KJIEHHE KaKOro-imbo CIOPHOro BOIpoOCa,
npoOJeMbl, BBISBIEHHME MHEHHH B Ipymnme (MeXrpylnmoBOM Tuaior, TUCKYCCHS Kak CIIOp-
JTAAJIOT).

6. HWnHpopManHOHHO-KOMMYHHUKALNMOHHbIC  00pa3oBaTejlbHbICe  TEXHOJIOIMH —
opranuzanusi 00pazoBaTeIbHOrO MpoIlecca, OCHOBAHHAsA Ha MPUMEHEHUH CHEIHaTN3UPOBAHHBIX
MPOTPAMMHBIX CpEJl U TEXHUYECKUX CPEACTB pabOThI ¢ HH(pOpMalKeH.

@opmbl Y4eOHBIX 3aHATUH C HCIOJIB30BAHUEM HH(POPMAIIMIOHHO-KOMMYHHUKAMOHHBIX
TEXHOJIOTHM:

Jlexuus-Bu3yanu3anus — U3JI0KEHHE COJEpXaHHUs  CONPOBOXAAETCA Ipe3eHTaluen
(eMoHCTparuei yueOHbIX MaTepualoB, MPEICTABICHHBIX B PA3JIMYHBIX 3HAKOBBIX CHCTEMaXx, B
T.4. WUTIOCTPATUBHBIX, IpaUUECKUX, ayau0- U BUJEOMATEPUATIOB).

[TpakTuueckoe 3aHATHE B OpPME MPE3EHTALMH — NPEACTABICHUE PE3yIbTaTOB MPOEKTHOM



WO  HCCIENOBATEIbCKOM  JEATEIbHOCTH  C  HUCIOJIB30BAHUEM  CIELUAIM3UPOBAHHBIX
MIPOTrPaMMHBIX CpeZ.



6 YueOHO-MeTOMYecKOe o0ecniedeHHe CaMOCTOSITeIbHOM PadoThl 00y4aroIMXCs

Ilepedyenb TeM 1Jisl MOATOTOBKH K NPAKTHYECKUM 3aHATHAM:
Tema 1. OcHoBHbIE TOHATHUS MH(POPMAIIMOHHON 0€30MacHOCTH
— IonsTue nHbOpMaIMOHHOI 0€30MaCHOCTH.
— OCHOBHBIE COCTABIISOLINE HHPOPMALUOHHONW OE30MaCHOCTH.
— Ynpasnenue nHGOpPMAIMOHHON 6€30MacHOCTBIO.
— BaXXHOCTb U CIIOXKHOCTH MPOOJIeMbl HH(POPMAIIHOHHON 0€30MaCHOCTH.
Tema 2. OnieHouHbIE CTaHAAPTH B MHGOPMAIIMOHHON 0€30TIaCHOCTH.
— Ponb cTanaapToB HHPOPMAITMOHHON O€30MaCHOCTH.
— «Kpurepun onpenenenus 0€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM» KaK OIEHOYHBIN
CTaHAAPT.
— Mexnynaponusiii  crangapt ISO/IEC 15408. Kputepun oueHkn ©6€3011aCHOCTH
UH(POPMALMOHHBIX CUCTEM.
Tema 3. CrangapTsl ynpaBieHUs] HHPOPMAIIMOHHOM 0€30MacHOCTHIO.
—CrangapTsl yrpasieHus nHpopMalmoHHOM 6e3omacHocThio BS 7799 u ISO/IEC 17799.
—Mexnaynaponueiii  craggapt  ISO/IEC  27001:2005  "Cuctemsl  yrpaBieHHUS
uHpopMamonHoi 6e3onacHocTH. TpeGoBanus'".
—Ceptuduxanus CYUbB na coorserctBue ISO 27001.
Tema 4. Coznanue CYUbB Ha npennpusituu.
—3Jransl pa3paboTKH U BHEpeHUs cuctemsl ynpasienus Ub.
—CopneprkaHue 3TanoB pa3paboTKH U BHEIPEHUs cucTeMbl yrpasinenus Ub.
Tema 5. MeToauka oieHKHA PUCKOB HH(GOPMAIIMOHHOM 0€30IMaCHOCTH MPEAIPHSITHS.
—Ynpasnenue puckamu. OCHOBHBIE TOHSTHSL.
—MerTo/ OlIeHKH PUCKOB Ha OCHOBE MOJIENIN YTPO3 U YSI3BUMOCTEH.
Tema 6. MeTouka OLEHKH PUCKOB MH()OPMAIIMOHHON OpraHU3alHH.
— MertoJ OLIEeHKH PUCKOB HAa OCHOBE MOJIENIM MH(POPMAIIIOHHBIX TOTOKOB.
— Pacyer puckoB 1o yrpo3e KOHQHUIEHIIMATBHOCTb.
Tema 7. MeTOOUKH 1 TEXHOJIOTUH YIPABICHUS PUCKAMH.
— KauecTBeHHBIE METOVKY YIIPABJIEHUSI PUCKAMH.
— KonnyecTBeHHbIE METOAUKH ypaBieHus puckamu. Meroq CRAMM.
Tema 8. Pa3paboTka KOpropaTUBHONW METOIMKHM aHAJIM3a PUCKOB.
— Meronp! orieHMBaHUS WH(OPMAIIMOHHBIX PHCKOB.
— TabnuyHbIE METO/IBI OLIEHKH PUCKOB.
— OreHKa PUCKOB TIO IBYM (paKTOpaM.
— Pa3nenenue puckoB Ha MpUeMIIEMbIE U HETIPUEMIIEMBIE.
— OrneHKa pUCKOB TI0 TpeM (hakTopam.
— Meronuka ananusa puckoB Microsoft.
Tema 9 CoBpeMeHHblE METOAbI M CpEICTBAa aHajiu3a M yIpaBiIeHHE pPHUCKaMH
MH(POPMALMOHHBIX CUCTEM.
— Metomuka FRAP.
— Meronuka OCTAVE.
— Meroauka RiskWatch.

Ilepeuens KOHMPONLHBIX 6ONPOCOE NO MEPMUHOIOZUU:
VYrpo3a (Threat)
VYszBumocTs (Vulnerability)
*  Ananuz puckos.
ba3oBsIii ypoBeHb 0€30MACHOCTH .
bazoseiii (Baseline) ananus puckos .
[MTonusrii (Full) ananu3 puckos.



Puck napymenus Ub (Security Risk).
Ornenka puckoB (Risk Assessment).
VYnpasnenue puckamu (Risk Management).
Cucrema ympasienus: Ub (Information Security Management System).
Knacc puckos.
Tepmunonoeus COBIT
®*  Pucku
Tunsl puCKoOB.
IIpuemnemelil ypoBEeHb pUCKa
CrangapT ynpaBlIeHUs] PUCKAMH.
Marpuna UT puckos.
®  PykosoOcmeo puckamu
Biagenen nporeccoB OLEHKH PHUCKOB.
[Tnan paboT MO CHUKEHUIO PUCKOB.
[Tonutuku u npoueaypsl.
OOHOBIIEHNE BETMYMH PHCKOB.
I'moGanbHBIN 1 cucTeMHBIN ypoBHHU orleHKH MT- puckos.
Pestome 115 pyKOBOOUTEIS.
Crparerus ynpasnenust UT
* oenmuguxayus
OrnpeneneHrne KOMIOHEHTOB PUCKA.
O06nacTu pUCKOB.
OOHOBJIEHHE MaTPHULIBI PUCKOB.
Meps! o1ieHKH
KomnuecTBeHHAas OlleHKA.
KauecTBenHas onieHka.
® (Cnocobul ynpasnenus
HesaBucumoe MHeHHE.
Bo3Bpar naBectuiui.
bananc cnoco6oB ynpasieHus
VYrpaBienue KOHPIUKTaMH.
*  Monumopune
MOHHUTOPUHT UCTIONIB3YEMbIX CIIOCOOOB YIPaBJICHUSI.
[Iponenypa pearupoBaHusi Ha UHIIUACHTHI .
CornacoBanue ana padboT 10 CHUKEHHIO PUCKOB .



7 O1leHOYHBbIEe cpeacrea 1Jist NIpoOBEACHUSA l'lpOMe)KyTO‘lHOﬁ aTrreCTalum

a) Hna}mpyeMble PeE3yJabTaTbI oﬁyqemm H OLICHOYHBIC CPEACTBA IJIAA IIPOBCACHUS HpOMe)KyTO‘lHOﬁ arTrecranmum:

CrpyKTypHBIii
JJIEMEHT
KOMITETEHIIUI

[Tnanupyemsle pe3ysbTaThl 00y4eHUs

Ouenounsle cpeacTsa

IT1K-5 ciocoGHOCTBIO MPOBOANUTH aHAJIU3 PUCKOB HH(OPMALIMOHHON 0€3011aCHOCTH aBTOMAaTH3UPOBAHHOM CHCTEMBI

3HaTh - METOJOJIOTHIO aHanu3a PHCKOB 1.
nH(GOPMAIIMOHHOM 0e30macHOCTH
- METOJIMKHM ompeaereHus HH(OpMaIOHHO- 2.
TEXHOJIOTMYECKUX PECYPCOB, MOIEKAIINX 3.
3aIInTe 4.
- crmocoObl IPUMEHEHHUsl aHallu3a PHUCKOB B
nH(OpPMAITMOHHONW  0€30MaCHOCTH  TIpH 5.
pabote  Ham  MEKIUCIUIUTMHAPHBIMU
POCKTaMHU 6.
- IepeYeHb UHGOPMAITOHHO- .

TCXHOJIOTMYCCKUX PCCYpPCOB, IMOMICIKAIINX

3alIMUTe  CIOCOOBI MPUMEHEHHs aHaJIN3a

PHUCKOB B MHPOPMAITUOHHON 9.

0e301acHOCTH npu pabote Ha 10.

MHHOBAIIMOHHBIMH MPOEKTaMHU }é
13.
14.
15.
16.

Ha3zBatb yrpo3sbl
CUCTEMaXx.
[lepeuncnuTh OLEHOYHBIE CTAHIAPTHI B MHPOPMAITMOHHON O€30MaCHOCTH.
Onucarp «OpaHXkeByI0 KHUTY» KaK OLEHOYHBIN CTaHapT.

Mexaynaponusiii  cranaapt ISO/IEC 15408. OmnwucaTh KpUTEpUH OLICHKH
0€3011acHOCTH UH(POPMALIMOHHBIX CUCTEM.

Ilepeuncnute cTanAapThl ynpasieHuss MH(popMaoHHON Oe3zomacHocThi0 BS
7799 u ISO/IEC 17799. IX 0CHOBHBIE TIOJIOKEHUS.

Mexnynaponusiii  ctanmapt ISO/IEC 27001:2005 HasBare TpeOGoBanus K
CHUCTEMaM yTpaBJIeHUSI HHPOPMAITMOHHOM 0€30MMacHOCTHIO.

Cepruduxarnus CYUbD Ha coorBerctBue ISO 27001.

Metoarka OIIeHKH pUCKOB MH(POPMALIMOHHON O€301MacCHOCTH KOMIIaHHUH.
VYrpasnenue puckamu. IlepeuncianTs OCHOBHBIE TOHSTHS.

MeTon OlIeHKH pUCKOB Ha OCHOBE MOJIEH YIpO3 U YSI3BUMOCTEH.

PacueT puckoB 1no yrpose nHhpopMaloOHHOI 0€30MacHOCTH.

MeTon OLIeHKH pUCKOB Ha OCHOBE MOJIENH HH()OPMALIMOHHBIX TOTOKOB.
MeToIMKN W TEXHOJIOTUHM yIpaBlieHUs] puckamu. KadecTBEHHbIE METOAMKU
ynpasieHus: puckamu. KonndyecTBeHHbIE METOIUKH YIPABIECHUS PUCKAMHU.
Meron CRAMM.

Pa3paboTka koprnopaTUBHON METOAMKH aHaJIN3a PUCKOB.

CoBpeMEHHBIE METOABI M CpEACTBA aHaJIW3a U YHNPABICHHE pPHUCKaMH
MH(OPMAITMOHHBIX CUCTEM KOMITAHUH.
ObocHOBaHME  HEOOXOIUMOCTH
0€3011aCHOCTh KOMIIaHHH.

MH(POPMAIIMOHHONW 0€30MacHOCTH B HMH(pOPMAIMOHHBIX

WHBECTUIIMH B HMH(DOPMALMOHHYIO




CrpyKTypHBIii
JJIEMEHT
KOMITETEHIIUI

[Tnanupyemsle pe3ysbTaThl 00y4eHUs

Ouenounsle cpeacTsa

YMmeTb

- NPUMEHATb TEPMUHOJIOTHIO aHAJIM3a PUCKOB
MH(GOPMAIIMOHHOM  0e30macHOCTH  TNpHU
paboTre Haa MEXAUCHUIUIMHAPHBIMU U
MHHOBAIIMOHHBIMU ITPOEKTAMU

- BBINOJHATH aHaJIN3 0coOeHHOCTel
JeSITebHOCTH OpraHu3anuu U
UCIIOJIb30BaHU B Hel
ABTOMAaTHU3HPOBAHHBIX CHUCTEM C LENbIO
OIIpENETICHUS MH(POPMALIMOHHO-
TEXHOJIOTMUECKUX PECYPCOB, MOIEKAIIUX
3aIUTe

[TpoBecTu pacueThl OIEHKH PUCKOB MH(DOPMALMOHHON 0€30MacHOCTH KOMITAHUHU IO METOLY
OILICHKH PUCKOB Ha OCHOBE YaCTHOM MOJENH YIpo3.

Bnanets

- TEpPMHHOJIOTHEH, HCIIOJIb3YEMOM npu
aHaimM3e OCOOCHHOCTEH  JIeSATENBHOCTU
OpraHM3alliil U UCMOJb30BaHUS B HeEH
ABTOMATU3HUPOBAHHBIX CHUCTEM C 1CJIbIO

OTIPEICIICHUS HHGOPMAITHOHHO-
TEXHOJIOTUYECKUX PECYPCOB, MOMIECKALINX
3aIuTe

- HaBBIKAMU aHaim3a 0COOEHHOCTEN
NCATCIIBHOCTU OpF aHU3allnn n
HCIIOJIL30BaHUS B Hel
ABTOMATH3UPOBAHHBIX CHUCTEM C LEJbBIO
OIIpEICIICHUS HHPOPMAIIHOHHO-
TCEXHOJOI'HYCCKUX pecprOB, IIOoJICXKAIIUX
3aIuTe

3aoanue:
JI71s1 3aJaHHOTO MPEANPUSITHS OTIPEIEITUTD:

I/IH(i)OpMaI_II/IOHHBIe AKTHUBbI KOMIIAHWUH,

HOCHHOCTH aKTHBOB,

KaKHu¢ yrpo3bl MOT'YT IIOBJIMATH Ha HH(bOpMaLII/IOHHBIe AKTUBDI,

C IOMOLIBIO KaKNX MEXaHHU3MOB MOKHO 3allIUTUTH KJIIIOUEBBLIC aKTHBBI,
YPOBCHBb PHUCKA U MPCANIOIaracMbIX IOTCPb.

IIPOBECTHU OLIEHKY puckoB b (1o BelipaHHON METOAMKE):

MHBEHTapHU3alHI0 HHPOPMALIMOHHBIX AKTUBOB M UX CTOUMOCTH;

oIpeJesieHNe METOJO0JO0IMH, HEOOXOAUMOW JUIsl MPOBEICHHS OLEHKHM PHCKOB U €€
IIPUMEHEHNE B KOHKPETHON KOMITaHHY;

aHaJIN3 BO3MOXKHBIX YTPO3 U ySI3BUMOCTE;

OIIPENCIICHUE MEP, HAIIPaBICHHBIX Ha ocylecTsieHue Ub;

CO37aTh MAaTPUILy PUCKOB;

OCYIIECTBUTH KOJTMYECTBEHHYIO U KAYECTBEHHYIO OLIEHKY PHUCKOB;

MOJITOTOBUTH OTYET O BBIIIOJIHEHHOW paboTe MO OLIEHKE PHCKOB;

IIOATOTOBUTH IUIaHA ONITUMU3ALUN PUCKOB.




CrpyKTypHBIii
JJIEMEHT
KOMITETEHIIUI

[Tnanupyemsle pe3ysbTaThl 00y4eHUs

Ouenounsle cpeacTsa

[IpencraBuTh pe3ynbTaT paboThI:

® [OJATrOTOBUTH KapTy WH(OPMAIMOHHBIX aKTUBOB (DUPMBI;
®  COCTaBUTH KapThl YSI3BUMOCTEH U yTpo3;

L4 IMOATOTOBHUTH OTUCT O PE3YJIbTaTaX OLICHKU PHUCKOB;

® [IOATOTOBUTH ILJIaH MO0 0OPaOOTKE PUCKOB.

IICK-7.2 ciocoOHOCTBIO MPOBOJUTH aHAJIN3 PUCKOB MH(OPMAIIMOHHOI 0€30MacHOCTH U pa3padaTbiBaTh, PyKOBOAUTH pa3pabOTKOM MOJUTUKU O€30MacHOCTH B
pacnpenesieHHbIX HHHOPMAITMOHHBIX CUCTEMAaX

3HaTh

- 0 IIOJUTHKAX O€30MacHOCTH H MEpax

3aIUTHI B PacTIpeICTIEHHBIX MPUITOKESHUIX
crocoObl obecreueHus: HHOOPMAITMOHHOM

0€30IMaCHOCTH CHUCTEM OpTraHHu3allMOHHOI0

yIpaBICHUS

Metonel  ®W  CpeacTBa  OMpeCiICHUs
TEXHOJIOTMIECKOMN 0e30I1acHOCTH
(bYHKIMOHUPOBAHHSI pacrpeaeieHHO

MH(POPMAITMOHHON CUCTEMBI
METOIbl U TPOIEAYPbl BBISBICHUS Yrpo3

WHGOPMAITMOHHON 0e30macHOCTH B
3aIIUIIEHHBIX pacnpenenéHHbIxX
MIPUIIOKCHUSIX

el e

10.
11.
12.
13.

14.
15.

16.

Ha3zBatp yrpo3sl napopMannoHHoil 6€301macHOCTH B HH)OPMAIIMOHHBIX CHCTEMAX.
[lepeuncnuth OLIEHOYHBIE CTAHIAPTHI B UH(OOPMALIMOHHON 0€30MaCHOCTH.

Onucatb «OpaHXkeBYI0 KHUT'Y» KaK OLEHOYHbIN CTaHAapT.

Mexnaynaponnbiii crangapt ISO/IEC 15408. Onucath KpuTepuu OIEHKH 0€30MMacHOCTH
MH(OPMAITMOHHBIX CUCTEM.

[lepeuncnuth cTaHmapThl ynpaBieHHs HHGOPMAIMOHHON Oe3omacHoCcThi0O BS 7799 wm
ISO/IEC 17799. X 0CHOBHBIE TIOJIOKCHHSI.

Mexnaynaponubiii cranaapt ISO/IEC 27001:2005 Ha3ate TpeOoBaHUSI K CHCTEMaM
ynpaBiieHUs] HHOOPMAIIMOHHOH 0€30MacHOCTEHIO.

Cepruduxanus CYUD na coorBerctue ISO 27001.

Mertoauka OIeHKH PHUCKOB HH(OPMAIIMOHHOM 0€301MacHOCTH KOMITaHUH.

VYnpasnenue puckamu. [lepedrcauTh OCHOBHBIC TOHSTHSL.

MeToz OLIEHKH pUCKOB Ha OCHOBE MOJIENIH YIPO3 U YSI3BUMOCTEH.

Pacuer puckoB 1o yrpose HHQOpMaLIMOHHON OE30MaCHOCTH.

MeTo/ OLIEHKH PUCKOB Ha OCHOBE MOJIEIH MH(POPMALIMOHHBIX TIOTOKOB.

MeToauKN U TEXHOJOTHH YIpaBieHUs puckamMu. KauecTBEHHbIE METOIUKU YIIPaBIICHUS
puckamu. KonndecTBeHHbIE METOAMKH ypaBieHus puckamu. Meron CRAMM.
Pa3paboTka kopropaTUBHON METOAMKHU aHAIN3a PUCKOB.

CoBpeMeHHbIE METOIBl U CPEICTBA aHAJIM3a U yNpaBJIEHUE PUCKAMHM MH(OPMAIIMOHHBIX
CUCTEM KOMIIaHUM.

O6ocHOBaHHE HEOOXOMMMOCTH HMHBECTUIMH B HHPOPMAIMOHHYIO 0€30MacHOCTb




CrpyKTypHBIii
JJIEMEHT
KOMITETEHIIUI

[Tnanupyemsle pe3ysbTaThl 00y4eHUs

Ouenounsle cpeacTsa

KOMIIaHUH.

YMmeTh

(dbopMynHpoBaTh OCHOBHBIE TpPeOOBaHUS K
MeTO/IaM " cpeicTBam 3aIUTHI
uHbOpMaIUN B 3aIUIIEHHBIX
pacupenenEéHHbBIX TPUI0KEHUSIX
OnenuBare HMH(DOPMALMOHHBIE PHUCKH B
aBTOMATHU3HPOBAHHBIX CHCTEMaX
BBITIOJIHATh aHaIn3 PHUCKOB
UH(POPMAITUOHHON Oe3zomacHoCTH B
pacrpeeieHHbIX UH(POPMAITIOHHBIX
cUCTeMax

AHanmu3upoBaTh W OIICHUBATh  yIPO3BI
nH(pOpMaITMOHHONW 0E30MacCHOCTH OO0BEKTa
BBITIOJTHSITH aHaIIN3 PHCKOB
nH(pOpMaAITMOHHON 0e30macHOCTH B
pacrpeieieHHbIX WH(POPMAITMOHHBIX
crcTeMax

[TpoBecTr pacyeTsl OIEHKH PUCKOB MH(POPMAIMOHHOW 0€30MaCHOCTH KOMITAHHWH 10 OI[CHKHU
PHUCKOB Ha OCHOBE MOJIeNI HH(GOPMAITMOHHBIX TOTOKOB.

Bnanets

METO/IMKaMH TPOBEICHUSI aHAIHM3a PHCKOB
nH(pOpMaITMOHHON 0e30macHOCTH
pacrpenieieHHbIX WH(POPMAITMOHHBIX
CHCTEM

Merogamu  OLIEHKH  MH(DOPMAITOHHBIX
PHICKOB

Haspikamu pa3paboTKu MOJUTUKA
UHPOPMAITHOHHON 0e30MmacHOCTH
ABTOMATH3HPOBAHHBIX CUCTEM

3aoanue
JI71st 3aJaHHOTO PEIPUSITHS OTIPEEITUTD:
¢ uH(pOPMAIMOHHBIC AKTHUBBI KOMIIAHUU;
® [[€HHOCTh aKTHBOB;
® Kakue yrpo3bl MOTYT MOBJIHATH Ha HHPOPMAIIHOHHBIC aKTHBHI;
®  C [IOMOIILIO KAKUX MEXaHHU3MOB MOKHO 3aIlUTUTH KIIIOUYEBbIE aKTHUBEIL;
® ypOBEHb PUCKA U MPEANOIAraeMbIX MOTEPb.
MPOBECTHU OLIEHKY prickoB Ub (M0 BeIIpaHHON METOAMKE):
® WHBEHTApH3aIMI0 HHPOPMAITMOHHBIX aKTUBOB M X CTOMMOCTH,
® ompeaeneHUE METOJOJOTHH, HEOOXOAMMOM [UIsi MPOBEACHHS OIICHKH PHCKOB H €€
MIPUMEHEHNE B KOHKPETHON KOMITaHHH;




CrpyKTypHBIii
JJIEMEHT
KOMITETEHIIUI

[Tnanupyemsle pe3ysbTaThl 00y4eHUs

Ouenounsle cpeacTsa

®  aHaJIM3 BO3MOXKHBIX YTPO3 U YA3BUMOCTEH;
® ompeneseHre MEP, HapaBJIEHHbBIX Ha ocyuiecTBiieHne 1b;
®  CO3/aTh MaTPUILy PUCKOB;
®  OCYLIECTBUTH KOJMUYECTBEHHYIO U KAUECTBEHHYIO OLIEHKY PHUCKOB;
® [OJArOTOBUTH OTYET O BBHIMOJHEHHON padOTe MO OIEHKE PUCKOB;
® [OJArOTOBUTH IJIaHA ONTUMHU3ALUU PUCKOB.
[IpencraButh pe3yabraT pabOTHI:
® [OJArOTOBUTH KapTy MH(OPMAIIMOHHBIX AKTUBOB (DUPMBI;
®  COCTaBUTH KapThl ySI3BUMOCTEH U yTpo3;
® [IOATOTOBUTH OTYET O pe3ysIbTaTax OIEHKHU PHCKOB;
® [OATOTOBUTH IJIaH MO 0OPaOOTKE PUCKOB.




0) Ilopsinok mnpoBeneHHs] NMPOMEKYTOYHOH ATTECTALMM, NMOKA3aTeJIH W KPHUTEpHH
OlLIeHUBAHMSA:

— Ha OIICHKY «3a4TeH0» — 00yJaromuiicss JOKeH MOoKa3aTh MOPOTOBbI YPOBEHb 3HAHUM
Ha YPOBHE BOCIIPOU3BE/IEHUS U 00bICHEHUSI HHPOpMAIIHH;

— Ha OLEHKY «He 3a4TeH0» — OOydaloIIMHCS HEe MOXKET IOKa3aTh 3HaHHWA Ha ypOBHE
BOCITPOU3BE/ICHUS U 00BbsICHEHUSI UHPOPMAIIIH.



8 YueOHO-MeToaMUecKkoe U HH(POPMAILIMOHHOE O0ecTieYeHHe TMCIUILINHBI (MOIYJIs1)

a) OcHoBHas1 JuTEpaTypa:
. MenemxmMeHT pucka nH(pOpMAIMOHHOM Oe3omacHocTH: YueOHoe mocobue / Becenos 'E.,
Abpamos E.C., IlIunos A.K. - Taranpor:FOxHslii heaepansubiii yausepeurtert, 2016. - 107

c.: http://znanium.com/bookread2.php?book=997108

. Ynparnenue WHGOPMAITMOHHBIMH PUCKaMHU. DKOHOMHUYECKH ONpaBIaHHAas 0€30MacHOCTh:
[Tocobwue / Ilerperko C.A., Cumonos C.B., - 2-e u3x., (311.) - M.:JIMK Ilpecc, 2018. - 396 c.

http://znanium.com/bookread2.php?book=983162
. Ilanbrun, B.®. Uadopmannonnas 6e30nacHOCTb [DNEKTPOHHBIN pecypc] : yueOHoe

nocobue / B.®. lllanbrun. — DnextpoH. gaH. — Mocksa : JIMK Ilpecc, 2014. — 702 ¢. —
Pexxum noctyna: https://e.lanbook.com/book/50578. — 3arm. ¢ sxpaHa.

0) JlonosiHMTE/ILHAS JIMTEpPAaTypa:

ITpoBepka U OlleHKa AEATEILHOCTH 0 YIPABIECHUIO HHPOPMAIIMOHHOI 0€3011aCHOCTHIO.
VYuebHoe nocobue 1 By30B ABTophl: Munocnasckas H. I'., CenatopoB M. 0., Tonctoit A.
N. Mocksa: Topsiuas Jlnaus—Tenexom, 2013 1., 166 c. HPexum

noctypahttp://ibooks.ru/reading.php?productid=334014

. Kosnosa E. A. Onienka puckoB HHGOPMAIIMOHHON 0€30MaCHOCTH C IIOMOIIIbIO METO/1a

HEYETKOW KJIACTePU3AINU U BBIUYUCIICHUS B3aUMHON nHpopMmaruu / Monoaon y4eHblid. —
2013. — No5. — C. 154-161. — URL https://moluch.ru/archive/52/6967/ .

OcHoBBI ynipaBieHHs HH)OPMAIMOHHON 06€30MacHOCThI0. YueOHoe ocobue sl By30B
Astopsl: Kypuno A. I1., Munocnasckas H. I'., Cenatopos M. 0., Toncroit A. 1. Mocksa:
lopsiuas Jlunus—Tenexom, 2013 1., 244 c. http://ibooks.ru/reading.php?productid=334010

. 3onorapes, B. B. Ynpasnenue nndopmarmonnoii 6e3onacuoctero. Y. 1. Ananus

MH(POPMAILIMOHHBIX PUCKOB [ DNEKTPOHHBIN pecypc] : yueb. nocobue/ B. B. 3onotapes, E. A.
Hanunosa. - Kpacnosipck : Cu0. roc. aspokocmud. yH-T, 2010. - 144 ¢.— Pesxxum gocrtyna:
http://znanium.com/bookread.php?book=463037 .—3arnaBue ¢ 3kpaHa.

. AcraxoB, A.M. HckyccTBo yrpaBieHus HHGOPMAIIMOHHBIMU prckamu [Tekct]/ A. M.

AcraxoB. — M.: U3a. JIMK TIlpecc, 2010. — 312 c. — ISBN 978-5-94074-574-7.

. Ilanerun, B.®. Kommnekchas 3ammra HHGOpMAIMKA B KOPIOPATUBHBIX CHCTEMaX
[DnexTponHbIit pecype] : Yuebnoe nmocodue / B.®. [llansrun. - M.: U1 DOPYM: HUILL
NH®PA-M, 2013. - 592 c.: un.- (Briciiee oOpa3oBanue). —Pexxum nocryna:
http://znanium.com/bookread.php?book=402686 .—3armaBue ¢ sxpana.—ISBN 978-5-8199-
0411-4.

. Ilerpenko, C.A., Ilonutuku nadopmarmonHoi 6e3onacuoctu [Tekcr]/ C.A. Iletpenko,

B.A. Kyp6atoB. — M.: Komnanust AitTu, 2010. — 400 c.—ISBN 2-5-98453-024-4.

B) IIporpammuoe odecnieduenue u UurepHer-pecypcebi:

ObC "KOHCVYJIbTAHT CTYJIEHTA"
http://www.studentlibrary.ru/catalogue/switch_kit/x2016-034.html



http://znanium.com/bookread2.php?book=997108
http://www.studentlibrary.ru/catalogue/switch_kit/x2016-034.html
http://znanium.com/bookread.php?book=402686
http://znanium.com/bookread.php?book=463037
http://ibooks.ru/reading.php?productid=334010
https://moluch.ru/archive/52/6967/
http://ibooks.ru/reading.php?productid=334014
https://e.lanbook.com/book/50578
http://znanium.com/bookread2.php?book=983162

10.

1.

bank gaHHBIX yrpo3 6e3omnacHocTH HHpOpMaIK [DneKTpoHHbIH pecypc] — Pexxum
noctyma: https://bdu.fstec.ru .— 3ar. ¢ skpana. 3. pyc.

1. XKypnan Information Security. UnpopmannonHas 6€300acHOCTb: EPUOIUY. HHTEPHET-
u3n. URL: http://www.itsec.ru/articles2/allpubliks — 3ari. ¢ sxpana. 3. pyc.

2. XKypnan «bezonacHOCTh HH(POPMALMOHHBIX TEXHOJIOTUIN : TEPUOANY. HHTEPHET-U3I.
URL: http://www.pvti.ru/articles 18.htm — 3ar. ¢ sxpana. 3. pyc.

3. XKypuan «Bomnpocsl kubepbe3onacHOCTH»: nepuoany. uatepHeT-u3a. URL:
http://cyberrus.com/ — 3arum. ¢ 3kpana. 3. pyc.

4. «Kypnan cereBbix pemenuit LAN»: nepuonny. narepaer-uzg. URL:
http://www.osp.ru/lan/ WznatensctBo "OTKphIThIe cucTeMbl. CYB/I" . http://www.osp.ru/os/—
3arn. ¢ skpana. f3. pyc.

5. TocymapcTBeHHast myOnMuHas HAydHO-TeXHUYeCKast Onbnroreka Poccun [ DnekTpoHHBIN
pecypc] / — Pexum noctyna: http://www.gpntb.ru , ceoGoHbIi.— 3ari. ¢ 3kpaHa. 3. pyc.
6. Poccwuiickas HanimoHanbHast OubmuoTeka. [DnekTponHslil pecypc] / —URL:
http:/www.nlr.ru . 53. pyc.

7. beszomacHuk [DnekTpoHHBIN pecype]| — Pexxum moctyma: http:// www.6e3onacHuk.pd .—
3arn. ¢ skpaHa. f3. pyc.

8. KommbroTeppa: BC€ HOBOCTH MPO KOMITBIOTEPHI, KETIE€30, HOBbIE TEXHOJIOTHH,
MH(POPMAILIMOHHBIE TEXHOJIOTUH [ DNeKTpOHHBIN pecypc]. — [leproandeckoe 31eKTpoHHOE
Wnrepuer-u3nanue — Pexxum nocryna: http:/www.computerra.ru/ — 3ars. ¢ skpasa. 3.
pyc.

9. ®CTIK Poccum [nextponnsiit pecypc| — Pexxum noctyma: http:/fstec.ru/ .— 3ari. ¢
JKpana. 3. pyc.
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9 MaTtepuajibHO-TeXHHUYeCKOe o0ecredeHue TUCIUIIIMHBI

Tun ¥ Ha3BaHME AyIUTOPUU

OcHalieHue ayIMTOpuu

JlexkunonHas ayIUTOPUS
(aym. 2124, ayn. 226, 309a, ayn.
365, ayn. 388 u 1.11.)

MynbTMeIuiiHbBIE CPEACTBA XPaHEHMs, MEepeAayun
U TIpEJCTaBIICHUs HH(POPMALIUU

KomnerorepHsiii kimacc (ay.
372, ayn. 245, ayn. 247, ayn. 144,
ayn. 142 u t.1.)

[Tepconanbubie komnbioTepsl ¢ [10:

Omnepanuonnas cucreMa MS  Windows 7
(Microsoft Imagine Premium D-1227-18 ot 08.10.2018
1o 08.10.2021);

[Taker MS Office 2007 (Microsoft Open License
42649837, beccpouHnasi);

Beixon B MHTEpHET W HOCTYNl B 3JIEKTPOHHYIO

MH(POPMALMOHHO-00pa30BaTEIbHYIO cpeny
YHHUBEPCHUTETA.
Aymutopus st [Tepconanbubie komibioTepsl ¢ [10:
CaMOCTOSITENIbHOM paboTsI Onepauvonnass cucreMa MS  Windows 7

YUTAJIbHBIE 371kl OMOTUOTEKH, Ayl
132a

(Microsoft Imagine Premium D-1227-18 ot 08.10.2018
no0 08.10.2021);

[Taker MS Office 2007 (Microsoft Open License
42649837, beccpounas);

Beixon B MHTEpHET M JOCTYH B DIIEKTPOHHYIO
WHPOPMAITMOHHO-00pa30BaTEIbHYIO cpeny
YHUBEPCHUTETA.
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