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1.esn ocBOEHUST M CHUNJIMHBI

OOmieil 1enplo AMCHUIUIMHBL «AHAINW3 0E30MacHOCTH MPOrPAMMHOTO 00eCIeUeHHSD)
SIBJISIETCSI TOBBIIICHUE HMCXOJHOTO YPOBHS BIIAJCHHS HWH(MOPMAIMOHHBIMU TEXHOJIOTHSIMH,
JOCTUTHYTOTO HAa TpEAbIAyIIeH CTymnmeHH oO0pa3oBaHMsA, U OBJAJCHHE CTYACHTAMHU
HEOOXOAMMBIM M JIOCTaTOYHBIM YPOBHEM NPO(eCcCHOHATBHBIX KOMIICTEHIIMH B COOTBETCTBUU
¢ tpeboBanusmu OI'OC BO mo cmnenumanpHoctH «MHpOpManmoHHas 0e30MacHOCTh
aBTOMATH3MPOBAaHHBIX  cucTeM». CHenuanbHBIMH — HEISIMHA  JUCHUIUIMHBL  «AHAIH3
0€30IacHOCTH MTPOTPAMMHOTO 00ECTICUSHUSD» SIBIISTIOTCSL:

- M3YYUTh KOHTPOJIBHO-HCIBITATENIbHBIE M JIOTHMKO-aHAJUTUYECKUE METOABl aHaIn3a
0€301acHOCTH MPOrPaMMHOTO 00eCIIeUeHHs U CIIOCOObI 0OecTIeYeHUs HaIS)KHOCTH MTPOTpamMM
11 KOHTPOJISL MX TEXHOJIOTHYECKOH Oe3011acHOCTH;

- OCBOUTH CIOCOOBI OLEHKH 3(P(PEeKTUBHOCTH CHCTEM 3alIUTHl MPOTPAMMHOTO
oOecrieueHns] W TEXHOJOTUH Pa3pabOTKM CHCTEM HPOTrPAaMMHO-TEXHHYECKOW 3alUThI
MIPOTPAMMHOTO 00ECTICYECHUSI.

2.MecT0 IUCHUILIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOH MPOrpaMMbl CIIeNHAINCTA

HucrunmHa «AHanu3 0€30MacHOCTH  MPOTPaAaMMHOTO  OOECTICUCHHUs» BXOAWT B
BapUaTUBHYIO YacTh Oyioka Nel oOpa3zoBaresibHON MPOTpaMMBI.

JUis  u3ydeHus  JUCUUIUIMHBI  HEOOXOIMMBI  3HAaHUS, YMEHUS U  HaBBIKH,
copMHpOBaHHBIE B pE3ylbTaTe OCBOCHMSA Mpeablaynmx aucuumiud «HHpopmarukay,
«Opranmzanust 9BM U BbIUNMCIUTENBHBIX CUCTEM», « TeXHHUYecKas 3ammTa HH(OpMaIun,
«[IporpammHoO-anmapaTHble cpencTBa obecredeHus: HHPOPMAIMOHHONW Oe30MacHOCTHY,
«MopnenupoBaHue CHUCTEM U  TPOLECCOB 3alIUThl  UHpopManun», «bezonmacHoCTh
ONEPALMOHHBIX  CHUCTeM», «MeToapl  BBIABICHHS  HapylmleHMH  MH()OpPMAIMOHHON

0e30MacHOCTH, arrectanua  AHC», «TexHonmoruss  TMOCTPOCHUS  3AIIUIIEHHBIX
pacmpeeieHHBIX MPIIOKEHUI, «MeToIbl MPOSKTHPOBAHUS 3alIUIIEHHBIX paclpeaeTIeHHbIX
WH(GOPMAITHOHHBIX CHUCTEM, «OpraHm3aliioOHHOE W TPaBOBOE oOecrieucHue
uH(pOpMaMOHHON  Oe3omacHOCTH», «CeTw W cUCTEeMBl mepeaadn  HHpoOpMaumny,

«Texnunueckas 3anmra uHQopMmanun», «OCHOBBI HHPOPMALIMOHHOW O€30MacHOCTH,
«bezonacHocTs ceTeit OBM».

JlanHasi JOUCHMIUIMHA HEOoOXoAuMMa JJs TOCJEAYIOUIEro YCIEUHOTO BBINOIHEHUS
HAyYHO-HCCIIEI0BATEIbCKOW pabOThI, MPOXOXKIAEHUS TOCY/IapCTBEHHON MTOTOBOM aTTeCTalluu
u BbinosHeHus1 BKP.

3. Komnerenuuu od0ydarwiuerocsi, popmupyemblie B pe3yjbTaTe 0CBOCHHMS M CIUAIINHbBI
(MoayJist) M IVIAaHMpYeMble pe3yJIbTaThl 00y4eHus!

CTpyKTypHBIii

HIIEMEHT [Inanupyemsble pe3ysbTaThl 00y4eHUs

KOMIIETCHITHH

T1K-15. CrocoOHOCTBIO  y4acTBOBAThH B IPOBEIEHUM  DKCIIEPUMEHTAIBHO-

MCCIIEIOBATEILCKUX  paboOT TpH  CepTHPUKANMMA  CPEICTB  3alUThl  WH(MOpMAIUH
ABTOMATHU3HPOBAHHBIX CUCTEM

3Hate: | HopmaTuBHBIE JOKYMEHTHI MO0 METPOJIOTHH, CTaHIApTU3aLUU U cepTU(UKALNY]
IIPOrpaMMHBIX CPEICTB 3aIUTEL.

- TIOIXOABl K TIPOBEICHUIO cepTHdUKAMK WHHOPMAIMOHHON Oe30MacHOCTH
MPOrPaMMHOTO 00eCTICUeHHS;

YMeTb: |- COCTaBJISATh pEraMeHT UCIBITAaHUH  HWHPOPMAIMOHHOW  0E30MacHOCTH
MIPOrPaMMHOTO 00ECTICUCHHS

Brnagers| - HaBplkaMM NpHMEHeHus crneunuanusuposanHoro IIO w1  mposeneHus
: MEPONIPUSITHA  TIpU  CepTU(HKAIMKU  CPEACTB  3alIMThl  WHGOpMaLuy




CTpyKTypHBIii
AIIEMEHT [1nanupyemsle pe3ynbTaThl 00y4eHUsS
KOMIETECHIINH
[ABTOMATH3MPOBAHHBIX CHCTEM;

[1K-17. CHocoOHOCThIO MNPOBOAUTH HHCTPYMEHTAJIbHBIM MOHUTOPHHI 3alllMLIIEHHOCTH
MH(pOpPMALIMU B aBTOMaTU3UPOBAHHON CUCTEME U BBISBIATH KaHAJIbl YTEUKH MH(OpMalUU
3HATh: |- MEpPEeYeHb HWHCTPYMEHTOB JUISI TPOBEACHUS MOHUTOPWHTA 3alIMICHHOCTH
MHGbOpMaIU;

- 0a30BbIf  (YHKIMOHAT WHCTPYMEHTOB [UIS TPOBEICHHS MOHHUTOPHHTA]
3alMIEHHOCTH HH(pOpMalny;

YMeTb: |- TpUMEHSATh TEXHUYECKHE CpEeACTBA JUIA  TPOBEACHHS  MOHHTOPHHIA]
0ECTIPOBOJHBIX CETEH;

- IPUMEHSTHh TEXHUYECKUE CPEACTBA JUIS MPOBEICHUS MOHHTOPWHTA IPOBOIHBIX
ceTel NOCTPOEHHBIX HA OCHOBE HEYNPABIIEMbIX KOMMYTAaTOPOB;

BrnaneTs | - HaBpIKaM# pabOTHI C CIIEIHATU3UPOBAHHBIM MTPOTPAMMHBIM 00ECTICUCHUEM JUIsI
: MPOBEIEHUS] MOHUTOPUHTA 3alIUIIEHHOCTH MH(OpMaIMM B aBTOMaTU3UPOBAHHOMH
cucTeme;

[1K-24. CnocobHocTeio obecrieunth 3(pdexTrnBHOE MNpUMEHEHHEe WH()OPMAIMOHHO-
TEXHOJIOTMUECKHUX PECYpCOB aBTOMATHU3UPOBAHHOM CHCTEMBI C ydeToM TpeOoBaHUM
MHPOPMAIIMOHHOW 6€30aCHOCTH

3HaATh: |- METOJIBI MOBHIIICHUS YPOBHS O€30MACHOCTH 3a CUET HACTPOWKH IMpaB JOCTYIIA K|
ecypcaM aBTOMATU3UPOBAHHOM CHCTEMBI;
YMeTh: |- BBITIOJIHATH paOOTHl MO ONTHMM3AIMK CXEM YIIPaBJICHHUS aBTOMATHU3MPOBAHHOM
CHCTEMOM;

- BBIABJISATH Y3716l aBTOMATU3MPOBAHHOW CHUCTEMbI, He OOeCIeUYMBaOLIUe

TpebyeMbIil YpOBeHb HH()OPMAITMOHHON 0€3011aCHOCTH;

BrnaneTs | - HaBbIKAMU ONPEAEICHUsT BOBMOXKHBIX BEKTOPOB aTaKH Ha aBTOMAaTH3UPOBAHHYIO

: CHCTEMY;

[ICK-7.3. CnocoOHOCTBIO  MPOBOAUTH  ayJUT  3ALIMIIEHHOCTH  HMH(OPMAIMOHHO-

TEXHOJIOTHUECKUX PECYPCOB paCIpeIeICHHBIX HH)OPMAIIMOHHBIX CUCTEM

3Hath: |- CiocoObl 00pabOTKU UCKIIIOUUTENBHBIX CUTYAIHI;

-MeTompl, CrocoOBI, CPEACTBA, IOCIEAOBATEBEHOCTh M COACPIKaHHE JTaIloB

pa3pabOTKM  AaBTOMATHU3UPOBAHHBIX CHUCTEM U  TMOJCHCTEM  0O€30MacHOCTH

ABTOMAaTH3MPOBAHHBIX CHCTEM.

-HanOosee pacrnpoCTpaHEHHBIE TOYKM JUIS HECAHKLIMOHMPOBAHHOTO BXOJa B
acIpeIeTICHHYIO CHCTEMY;

YMeTb: |- IPOBOJAUTH aHAIU3 YSI3BUMOCTEN paclpeneIEHHON CUCTEMBI,

- I0JIy4aThb HECAHKIMOHUPOBAHHBIM JOCTYH K pecypcaM pacHpeneiIeHHOM

CHCTEMBI;

Bnaners - HaBbIKAMM INPOTUBOACWCTBUS BHEIIHUM arakaM Ha  paclpe/ieleHHYI0

: MH(POPMALIMOHHYIO CETh;

4.CTpyKTypa M colep’KaHHe JHCHMILUIMHBI «AHamu3 O0€30MaCHOCTH IPOTrPaMMHOTO
oOecrieueHus

OO01mas TpyI0eMKOCTh JUCHHUIUINHBI COCTABIISET 5 3a4eTHbIe equHUIb! 180 yacoB:
— KOHTaKTHas pabora — 89,2 akaj. 4acoB:

— ayIuTOpHAasi — 85 aKaJl. 4acos;

— BHeayauTopHas — 4,1 akaJ. 4acos;

—caMocCTosTeNbHas paboTa — 55,3 akaj. 4acos;

— MOJTrOTOBKA K K3aMeHy — 35,7 akall. 4acoB

— BUJI aTTECTAIUN — 3a4eT, DK3aMCH



AyTMTOpHAas KOHTAaKTHAas ®opma  Tekymero  koHtpouss | Kox "

Paznen TUCIUATIMHBI E paGora Camocrogremaa Bupa camocTrosiTensHoi paboTh YCTIeRasMOCTH o | CTPYKTYpHbf

QO JIEKIM | IPAKTHK 71a0. s pﬁﬁOTa TIPOMEKYTOYHOHN aTTECTALIUN DJIEMCHT
u a pabora KOMIIeTCHITUI

Monyms | Teopetnueckue u GopMasibHbIE METOJIBI JOKA3aTeIbCTBA IPAaBIIIBHOCTH HPOTrPAMM H HX CHEIH(pUKAIHIL.

Tema. 1.1. SI3biku opMaibHON crienudHuKanyy nporpamm. Bamumanus cuenapues|8 |2 2/1,5 2 2,1 Ilogbop,  omucaHue,  SKCIEPTHAs | CEMMHAPCKOE 3aHATHE; TIK-15 3yB

TpeOOBaHMH. olleHKa caiiToB MHTepHerT, pa3paboTka TIK-17 3yB
TJI0CccapHsl K TEME. TIK-24 3yB

TICK-7.3 3yB

Tema 1.2. Metonsl anamm3a CTPyKTyp HporpamM. Bepudukarus u Bamumanus|8 |3 3/1,5 3 3 Ionbop,  ommcamme,  okcmeprHast | Cemunapckoe 3amsrtue, ycrusli|IIK-15 3y

nporpamMM. Metox Bepr(pHKay KOMITO3ULIMH IIPaBHIBHBIX KOMIIOHEHTOB oleHKa caiiToB MHTepHET, pa3paboTka | ompoc TIK-17 3yB
roccapys K TeMe. T1K-24 3yB

TICK-7.3 3yB

Moy 2 KOHTpOJIbHO-HCIIBITATENbHbIE U JIOTHKO-aHAJIUTHUECKHE METO/IbI aHAIN3a 0e3011aCHOCTH NPOrPaMMHOI0 00eCIeYeHHS.

Tema 2.1. IIpoOGnembl aHanmu3a O€30MACHOCTH HPOrpaMMHOro obecneyeHus. |8 |3 3/1,5 3 3 Co3nanue TECTOBOM AC, ee| Cemunapckoe 3anartue, ycrasii | [1K-15 3yB

OcHOBHBIE yTpo3bI 6€30IIaCHOCTH IIPOIPAMMHOTO 00SCIIEUCHHSI. KOH(HTyparms. OTcnexuBaHus | OPoC TIK-17 3yB
netictBuii nosnb3oBareneid AC. T1K-24 3yB

TICK-7.3 3yB

Tema 2.2. AropuTMHU4ECKHE U IIPOrPaMMHBIE 3aKIIa/IKH. 8 |3 3/1,5 3 4 Kongurypauust mnpaB mHoib3oBaTelneit TIK-15 3yB

AC TIK-17 3yB
TIK-24 3yB
TICK-7.3 3yB

Monynb 3. MeTozibl M cpeficTBa aHaiM3a 0e30MacHOCTH MPOrpaMM

Tema 3.1. Jlekcuyeckuii ¥ CHHTAKCHYCCKMH BEpU(PUKANMOHHBI aHamms,|8 |3 3/1,5 3 4 Tlogbop, omucanue, SKCIEPTHAsS | YCTHBIH OIPOC TIK-15 3yB

CEeMaHTHYECKHIl aHamM3 HporpamMM. Bepu¢ukaims Mopeseil mporpamMm MeETOIOM olieHKa caiitoB VIHTepHeT TIK-17 3yB

model checking. TIK-24 3yB

TICK-7.3 3yB
Tema 3.2. Jloruka nepeBa BbIMHCICHHH: (hOpManu3M JUlsl NpEACTaBIeHUs CBOMCTB|8 |3 3/1,5 3 4 YcraHoBKa M HaCTPOMKa TUCTPUOYTHBA | IPOEKTHBIE pabOThI. TIK-15 3yB
JKHBOCTH M 0€3011aCHOCTH, aJITOPUTMBI BepUpUKaLiu Kali Linux 2. TIK-17 3yB
TIK-24 3yB
TICK-7.3 3yB
HWroro 3a cemecTp 17 17/9 17 20,1 IpomexyTouHas aTTecTalus
(3a4er)

Monyab 4. Cnoco0bl 00ecneueH s HaIe)KHOCTH MPOrpaMM JUIsl KOHTPOJIS MX TEXHOJIOIMYECKOH Oe30MacHOCTH.

Tema 4.1. Ilpoueccel obecrieueHust GYHKIMOHAIBHON G€30MaCHOCTH MPOrPaMMHEBIX |9 |2 2/1,5 5,2 Hacrpoiika KOMMYyTaropa Ha | 3aiura npoekTa, ycrHsli onpoc | [1K-15 3yB

npoaykroB B cranmaprax IEC 61508:1-6: 1998-2000, ISO 15408:1999 93, 1SO 3epKAIMPOBAHIE Tpadduka Ha TIK-17 3yB

13335: 1-5: 1998. 3alaHHBIN y3el. TIK-24 3yB
3epkanupoBaHue Tpaduka TICK-7.3 3yB
nocpenctBoM ARP-unbekimii

Tema 4.2. Mertonsl uaeHTH(UKAIUMKM NPOrpaMM M HMX XapakrepuctHk. CrocoOsr|9 |3 3/1,5 6 Kongurypuposanue naTepHoB | 3aluTa mpoekTa, ycTHeli onpoc | I[1K-15 3yB

OLICHKM MOJ00Ms LEeTeBOH U HCCIEAyeMOil MporpaMM C TOYKH 3PEHHs HaaU4uHs AKTUBHOCTH MpPH IOMOIIM CpPE/CTB TIK-17 3yB

MIPOrPaMMHBIX 1€(EKTOB. muctpuOytiBa Kali Linux TIK-24 3yB

TICK-7.3 3yB

Monynb 5. AHanu3 CpeiCcTB U 3Tallbl IPEOAONESHHS CHCTEM 3alIUThI IPOrPAMMHOI0 00ecIeyeHusl.

Tema 5.1. MeTozbl 3alIUThI IPOrPaMM OT HCCIIENOBAHHUS. 9 13 3/1,5 6 AHanmu3 paffiodyacToT UL BBIABICHHS | 3al[UTa IpoeKTa, yeTHbIH onpoc | [TK-15 3yB
KaHalloB  3aHATHIX uccneayeMon TIK-17 3yB
0OecnpoBO/IHOM  ceThio. BhimonHeHue TIK-24 3yB
aTakl Ha CETh CLEJbI0  MOJIYy4eHUsS TICK-7.3 3yB




xexueiika. [Tonbop xamra.

Tema 5.2. Texuomoruum pa3paOOTKH CHCTEM IPOTPAMMHO-TEXHUYECKOH 3all[UTHI 3 3/1,5 6 AHanu3 akTUBHOCTH Ha PainovacToTax | 3ammra npoexra, yctHsiii onpoc | I1K-15 3yB
[POrpaMMHOr0 OOecIeYeHHsl. JTambl IPOCKTUPOBAHUSI U Pa3pabOTKU CHCTEM 3aHATBIX OECIIPOBOIHOI CEThIO TIK-17 3yB
IIPOrPaMMHO-TEXHUYECKON 3aLIUThI IPOrPAMMHOT0 00ECTICUESHHS. TIK-24 3yB
IICK-7.3 3yB
Monyisb 6. OreHka 3()eKTHBHOCTH CHCTEM 3aIlUThI IPOrPAMMHOIO 00ECIICYCHHSI.
Tema 6.1. Kpurepunm OIeHKH: CTOMKOCTP K  HCCIICZIOBAHHIO/B3IIOMY; 3 3/1,5 6 Anaiuz HTML  koma.  IIposepka | 3amura npoekra, ycTHbli onpoc | ITK-15 3y
OTKa30yCTOWYUBOCTh (HaAEKHOCTD); MPOCTEUIINX oumbok pu TIK-17 3yB
KOH(HTypHPOBAHUI CTpaHULIbI TIK-24 3yB
ABTOPU3ALIUI TICK-7.3 3yB
Tema 6.2. KpuTepuu OLEHKM: HE3aBUCHMOCTb OT KOHKPETHBIX pealn3anuii 3 3/1,5 6 IIpumenenue ocHoBHbIX THIOB SQL-|3ammra npoexra, ycrHbiii onpoc | I[1K-15 3yB
OIIEPallHOHHBIX CHCTEM; COBMECTHMOCTH; HEYZA0OCTBA UL KOHEUHOTO ITOIb30BATEIIS HHXCKIUN [ TIONYYeHUs JOCTYyIa TIK-17 3yB
HPOrpaMMHOT0 obecrieueHus; M0OOYHBIE 9 hexTo; CTOMMOCTB; JAHHBIX ABTOPU3ALIHU T1K-24 3yB
JI00POKaYECTBEHHOCTb. TICK-7.3 3yB
HWroro 3a cemectp 17 17/9 35,2
Hroro 1o xypey: 34 34/18 17 55,3 OK3aMeH




5. O0pa3oBarte/ibHble U HHPOPMAITMOHHbIE TEXHOJIOTUU

Jns  peanu3auuu  NMPEIyCMOTPEHHBIX BHJOB ydeOHOM paboTel B  KayecTBe
00pa3oBaTeNbHBIX TEXHOJOTHI B TPETOAABAaHUH JUCHHUILIUHBI «TEOpUs HHOOpMAIHM)
UCTOJIb3YIOTCS TPAJIUIIMOHHASI U MOAYJIbHO-KOMIIETEHTHOCTHASI TEXHOJIOTHH.

Peanmaum[ KOMIICTCHTHOCTHOI'O IOoJAXoAa MHOpCeayCcMarpuBacT MCIIOJIb30BAHHUEC B
yueOHOM Mpoliecce aKTUBHBIX M MHTEPAKTUBHBIX (DOpPM MpOBENECHUS 3aHATHHA B COYETAHHM C
BHEAyMTOPHOU PabOTOH ¢ 1eNbi0 (POPMHUPOBAHKS U PA3BUTHS MPOPECCUOHATHHBIX HABBHIKOB
00yJaromnmxcsl.

IIpn mnpoBeneHuM Y4eOHBIX 3aHIATUN MpENoAaBaTesib OOECIEeYUBAET pa3BUTHE Y
00y4JaroLINXCsl HABBIKOB KOMaHIHON paboThl, MEXIMYHOCTHOM KOMMYHMKALIUH, MPUHATHS
pemeHI/Iﬁ, JUACPCKUX KA4YCCTB MOCPCACTBOM TIPOBCACHUA HHTCPAKTHBHBIX J'IGKIII/II\/'I,
IPYIIOBBIX AUCKYCCHUH, POJIEBBIX UIP, TPEHUHIOB, aHAJIM3a CUTyaluil , yueTa ocoOeHHOCTel
po¢eCCHOHATLHON AEATEIbHOCTH BHIITYCKHUKOB M TOTpeOHOCTEH paboTonaTesnei.
®opmbl y4eOHBIX 32aHATHH C MCII0JIb30BAHMEM TPAAUIIHOHHBIX TEXHOJIOT U :

e 0030pHBIE JIEKIMM — M paccMOTpeHus oOumux BompocoB HWHpopmatnku u
MH(POPMALMOHHBIX TEXHOJIOTHH, Il CUCTEMAaTU3alluK U 3aKpeIICHUs 3HaHUii;

i I/IH(i)OpMaIII/IOHHI)IC — 1 O3HAKOMJICHUA C TCXHHYCCKUMHU CPEACTBAMU pCain3aliun
MH(GOPMAIIMOHHBIX IPOLECCOB, CO CTaHAApTaMU OpraHu3alud CEeTe, OCHOBHBIMHU
prUeMaMH 3alIuThl HHPOPMALIUK, U APYTOH CIIpaBOYHON MH(pOpMaLueii;

L4 J'ICKIII/II/I-BI/I?)yaJ'II/ISaHI/H/I — A HarjsigiHOT O HpCI[CTaBJ'IeHI/Iﬂ CHOCO6OB pelHeHI/Iﬂ
AITOPUTMHUUCCKUX U (YHKIHMOHAJIBHBIX 3ajJau, BH3yaJU3allMM PE3yJIbTaTOB PEIICHHUS
3aj1a4;

¢ CemuHap.

¢ [IpakTHueckoe 3aHITHE, NOCBSIIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUH M HABBIKOB IO
MPEIOKEHHOMY aJITOPUTMY.

®opMBbI y4eOHBIX 3aHATHH € HCII0JIb30BaHNEM TEXHOJIOTHH NMPO0JIeMHOr0 00y4eHHs:

[TpoOnemHass nekuMs — U3NOKEHHE MaTepuaia, Mpeanosararomee MOCTaHOBKY
NpOoOJEMHBIX U JUCKYCCHOHHBIX BOIPOCOB, OCBEIIEHHE PA3IMYHBIX HAYYHBIX IOJIXOOB,
aBTOPCKHE KOMMEHTApHH, CBS3aHHbIE C PA3IUYHBIMU MOJEISIMU MHTEPIIPETALIMM U3y4aeMOTro
MaTepuaa

npobneMHasi - JUisl pa3BUTHS HCCIIEOBATENIbCKMX HABBIKOB W HM3y4Y€HHUS CIOCOOOB
pelIeHns 3a1auy.

JEKUMU C 3apaHee 3alUIaHMPOBAaHHBIMU OIIMOKAMU — HAalpaBi€HHbIE Ha TIOUCK
OOYyJalOlIMMHUCA ~ CUHTAaKCMYECKUX M  QJITOPUTMHYECKHUX  OIIMOOK TMpHU  peIIeHUH
AITOPUTMHUYECKHUX U (PYHKIIMOHATBHBIX 3a]1a4, C OCIEAYIOLEeH AMarHOCTUKOM clTymiaresel u
pa3bopoM ceaHHbIX OLIHOOK.

[IpakTueckoe 3aHsATHE B (OpMe NpPaKTHKymMa — OpraHu3anus ydeOHOW paboThl,
HarpaBJIeHHasi Ha pelleHHe KOMIUIEKCHOH y4eOHO-IO3HaBaTeIbHOM 3a/1auu, TpeOyromend ot
oOyyaromierocsi MPUMEHEHUS] KaK HayuYHO-TEOPETUYECKUX 3HAHUM, TaK W MPaKTHUECKHX
HaBBIKOB.

[IpakTuueckoe 3aHATHE HA OCHOBE Kelic-MeTroma — oOOydeHHe B  KOHTEKCTE
MOJIETTUPYEMOi CUTYalIlHH, BOCITPOU3BO/ISILIEH peanbHbIe yCIIOBHS Hay4yHOM,
MPOU3BOJICTBEHHOM, 00I1IeCTBEHHON eATEIILHOCTH. OOGyuaromuecs JTIOJKHBI

MIPOaHAIM3UPOBATh CHUTYAllMIO, pa3o0paTbcs B CYTH MNPOOJEM, MPEIOKUTh BO3MOXKHBIE
peuieHrs U BbIOpaTh Jiyumiee U3 HuUX. Kelicel 0a3upyroTcs Ha peanbHOM (PaKTHYECKOM
Matepuase Win xe NpUOIKEHbl K peaJbHON CUTYaIlH
®opMbl y4eOHBIX 32AHATHH C MCIIO0JIb30BAHNEM UIPOBBIX TEXHOJIOTHI:

VYuebHas wurpa — (GopMa BOCCO3[aHUS MPEIMETHOTO W COLHMAIBHOTO COJEpKAHUS
Oyayied npoecCHOHAIBHONW NESATEIbHOCTH CHELMANINCTA, MOAEIMPOBAHUSA TaKUX CHCTEM
OTHOILIEHUH, KOTOPBIE XapaKTEPHBI ISl 3TON JAESITEIBHOCTH KaK 1IEJI0T0.



JlenoBasi Urpa — MOJECTUPOBAHUE PA3TIMYHBIX CUTYalMi, CBSI3aHHBIX C BBIPAOOTKOH U
MPUHIATUEM COBMECTHBIX pEHIeHHH, OOCYXJIE€HHEM BOIIPOCOB B PEXHUME «MO3TOBOTO
HITypMa», PeKOHCTPYKIKEH (YHKIIMOHAIBHOTO B3aUMOJICHCTBUS B KOJUIEKTUBE U T.II.
TexHoJ10rMHu NPOEKTHOI0 00y4YeHHU

TBopueckuii NpPOEeKT — y4yeOHO-TIO3HABaTelbHAs JIEATENBHOCTh  OOydarouxcs
OCYLIECTBIIIETCS B paMKaX paMOYHOTO 3aJaHMs, MOAYUHSSACH JIOTUKE U HMHTEpecaMm
YYaCTHHUKOB TPOEKTa, >KaHPy KOHEYHOro pesynbTara (razera, (uibM, Mpa3iHUK, W3JaHUE,
AKCKypCHsl, TOJArOTOBKA 3aJJaHU KOHKYPCOB H T.II.).

WupopMalmoHHBI MPOEKT — Yy4eOHO-NO3HaBaTeNbHAs JEATENbHOCTh C  SPKO
BBIPOKEHHOW 3BPUCTHYECKOM HAINpPaBIEHHOCThIO (MOUCK, OTOOp M cHUCTeMaTH3alus
MHPOpPMALMM O KaKOM-TO OOBEKTEe, O3HAKOMJICHHE YYacTHHKOB TIIPOEKTa C O3TOU
nH(popmaruen, ee aHam3 1 00001IeHre TSl MPE3EHTAIMN 00Jiee IIMPOKON ayTUTOPHH ).
@opMbl Yy4eOHBIX 3aHATHI € MCIOJIL30BAaHHEM HH(OPMALHOHHO-KOMMYHMKAIMOHHBIX
TeXHOJIOTHHA:
¢ JlekuMs-BU3yalnu3alusl — W3JI0KEHUE COJEPKAHUS COINPOBOXKAAETCSA IpPE3EeHTaUe

(meMoHCTpanueil ydeOHBIX MaTepHalioB, MPEICTABIEHHBIX B Pa3IUYHBIX 3HAKOBBIX

cucTeMax, B T.4. WITIOCTPATUBHBIX, IpaUIecKuX, ayano- U BUJeOMaTepHuasoB).

¢ [IpaxkTnueckoe 3aHATHE B (OpME MPE3EHTALNU — MPEACTABICHUE PE3YJIbTATOB MPOEKTHOM
WIM UCCIIEOBATENbCKON JIEATENIbBHOCTH C HCHOJb30BAaHHEM CHEUAIN3UPOBAHHBIX
IIPOrPaMMHBIX CPEL.

e wmetomel IT

¢ [loaroroBka M MpoBeIEHHUE JTa0OPATOPHBIX PAOOT MO MOUCKY MH(POPMAIIUN B CETSX.
3amanue kpurepueB IMowcka wuHpopmaiuu. Pabora C TMOWCKOBBIMH CUCTEMAMH
YHUBEPCUTETA U BHEIIHUMU PECYPCaMHU.

¢ [logroroBka M TMpoOBeACHHE JTa0OPATOPHBIX PabOT MO0 ApPXMBAIMU JAHHBIX C LENBIO
JMANbHEWIIEr0 HCIOIB30BAaHUS B CPENICTBAX TEJIIEKOMMYHUKAIIMOHHBIX TEXHOJOTHH:
AIIEKTPOHHOM MouTe, yate, TeNeKOH(PEPEHINH T.]I.

¢ OpraHuzanus A0CTyna 00y4aroIluXcsi K OCHOBHBIM M JIOTIOJIHUTENIBHBIM JICKIIUOHHBIM
MaTepuaiaM C HCIOJb30BAHUEM KIIMEHT-CEPBEPHBIX TeXHOoNMorui (maardopma e-
Learning).

e Hcnonb30BaHHE DJIIEKTPOHHBIX 00pa30BaTENbHBIX PECYPCOB ISl  OpTraHU3alUU
camocTosATeNbHOW paboThl oOyuarommxcs. Pa3zpaboTka mpenojaBarensiMu Kadenpbl
aBTopckux DOP, moarotoBka TmepeyHs M OpHEHTalus oOydaroumxcs Ha
roCy/apCcTBEHHBIE 00pa30BaTeNIbHbIE HHTEPHET-PECYPCHI.

e Hcnonb3oBaHue B  00Opa30BaTENIbHOM  MPOILIECCE  AJNEKTPOHHBIX  YUEOHUKOB,
KOMITBIOTEPHBIX 00YyYaIOIIUX CUCTEM, MHTEPAKTUBHBIX YIIPAKHEHUH.

¢ KOMIBIOTEPHBIN IPAKTUKYM.

® paboTa B KOMaH[E
¢ Pazpabotka Web-11poeKToB.
e case-study

e Pa30op pe3yapbTaTOB TEMATUYECKUX KOHTPOJBHBIX padoT, aHaIM3 OMNIMOOK,

COBMECTHBIH MOMCK BAPHAHTOB PAIIMOHAIILHOTO pEIIeHUs y4eOHOH MpoOIeMBl.
* npobieMHOe 00yueHue

¢ [loarotoBka TemaTuyeckux pedepaToB, CcoOAEpKALIUX pa3[esbl, YaCTUYHO WIIU
MIOJIHOCTHIO BBIHOCUMBIE HA CAMOCTOSITEIILHOE U3YUYECHHUE.

® y4yeOHas TUCKYCCHSI

e [IpoBeneHue ceMHHApOB, IMOCBSIICHHBIX BONpOcaM HWH(POPMATUKH, MOJIrOTOBKA
TEMaTHYECKHUX TPE3CHTAINH 10 3aJJaHHBIM TeMaM, W NalbHEUIINH 0OMEH B3IIIsIaMu
10 KOHKPETHOI1 npoolieme.

®  UCHOJb30BaHHE TPEHUHIOB
¢ [loarotoBka W TMpOBEIEHUE JIEMOHCTPAIL[MOHHBIX, TEMAaTHUYECKMX M HTOTOBBIX



KOMIIBIOTEPHBIX TECTUPOBAHMUN KaK B KaueCTBE JIOKAJIBHBIX, TaK M BHEIIHUX
KOHTPOJIbHBIX MEPOTIPUATHM.

6. YueOHO-MeTOOMUYECKOe OOecriedeHrne CaMOCTOSITeIbHOI PadoThl 00y4al0IIuXCs

[lo  gucumnnuHe  «AHanmu3  OE30MAaCHOCTH  MPOTPAMMHOTO  OOECIECUEHUS»
IIpelyCMOTPEHA ayIMTOPHAsI U BHEAYAUTOPHAS CaMOCTOSITENIbHAs paboTa 00yJarouxcsl.

AymuTopHasi caMmocTosITenbHas pabora OOyYaroIIMXCsl MPEAroyiaraeT pelieHue
KOHTPOJIbHBIX 33Ja4 Ha MPAKTUUYECKUX 3aHATHUSX.

AymutopHasi caMmocToATeldbHas paboTa OOy4aromMxcsi Ha MPAKTUYECKUX 3aHATHAX
OCYIIECTBIISIETCS MOJl KOHTPOJEM IpernojaBareisi B BUAC PEIICHUS 3a/ad U BBINOJIHEHUS
yIpa)XHEHHI, KOTOpPBIE OMpeeNsaeT MpernoaaBaTelb A1 00yJaronxcs.

BueayouropHass camocrosTenbHas paboTa oOy4yaroHmIMXCsi OCYILIECTBISIETCS B BUJE
W3YyUEHHUs JIUTEpaTyphl IO COOTBETCTBYIOIIEMY pasleny ¢ NpopadoTKOil MaTepuana;
BBITIOJIHEHHSI JIOMAIIHUAX 3a/IaHUi, MOJITOTOBKH K AyIMTOPHBIM KOHTPOJBHBIM paboTaM u
BBITIOJTHEHUSI TOMAITHUX 33JJaHUI ¢ KOHCYIbTAllUSIMHU MIPETOAaBaTENs.

IIpumepHbIii HHAMBUAYAIbHBIE TOMALIHAE 32JAHUSA

Monyns 1. Teoperndeckue u opMalibHble METOMIBI J10KA3aTEIbCTBA MPABUILHOCTU
IIPOrpaMM U MX cCHenupUKaImit

1.Jaiite onpenenenue hopManbHON cEUPUKAIINN TPOTPAMMHOTO 00ECTICUeHUSI.

2. Ha3zoBute kateropuu knaccudukanuy cnenupukanui IporpaMMHOro 00ecnevyeHusl.

3. Onpenenure OCHOBHBIE MOHATUSA (opMaIbHOM crienudukanun VDM.

4. Onpenenute OCHOBHBIE 0a30BbIe 37eMeHTHI crienudukanmu RAISE.

5. CpaBHuTe Mmaremarnueckue nonsatus metogqos VDM u RAISE.

6. Onpenenure 1eb U CTPYKTYPY KOHIICTITOPHOTO SI3bIKA.

7. HazoBute QopmanbHble METOABI JO0Ka3aTelbCTBA MPAaBUIBLHOCTH MPOTPAMMHOTO
o0ecTIeYeHNs ¥ IPUBEIUTE UX KOPOTKYIO aHHOTAIIHIO.

8. Ompenenure MOHITHS MPEA- U MOCTYCIOBUN, aKCHOM U YTBEPKACHUN MPOTPAMMHOTO
o0ecrieyeHusl.

9. OnuiuTe, Kak MPOXOAUT MPOIECC AOKA3aTeNbCTBA MPABUILHOCTH MPOTPaAMMHOIO
o0ecrieyeHus1, 3alaHHON CriennpUKaIHEH.

10. B yem mpobrnembl MPOBENCHHS J0Ka3aTeNbCTBA IMPABUIBHOCTU MPOrPAMMHOTO
o0ecTIeYeHus! C MOMOIIBI0 (POPMATTLHBIX METO/IOB?

11. TlpuBeaute oTIMYME TEXHUKU (OPMATBHOTO JOKA3aTelbCTBA MPABUIBLHOCTU
MIPOTPAMMHOTO 00ECTICYEHHUSI OT CHMBOJILHOTO BBITTOJTHEHHUS TIPOTPaMM ?

MOZ[YJ’IL 2 KOHT[ZOHLHO-I/ICHLITaTeJIBHLIC U JIOTHKO-aHAJIMTHYCCKHC MCTOAbI aHaJIM3a

0€30MacHOCTH NPOTrPAMMHOTO 00ECICUCHHUS.
1. {aiiTe onpeneneHre BepupUKaIMK U BATUAALUN IPOrPAMMHOI0 00ecieueHus..

2. B 4eM CyTh KOMITO3UIINH BepH(PUIIMPOBAHHBIX IPOTpaMm?

3. Pacckaxkure O MEXKIYHApPOJHOM TIPOEKTE MO BEPUPHKAMH POTPAMMHOTO
obecrieueHusI.

4. Tlepeuncnaure KOHTPOJIBHO-MCIIBITATENbHBIE W JIOTHKO-aHAJUTUYECKUE METOMBI
aHanu3a 6€30MacHOCTH NPOrPAMMHOTO 00ECTICUECHUSL.

5. Kakue ObiBatoT mpoOemMbl aHan3a 0€30MacHOCTH IPOrPaMMHOTO o0ecriedeHus?

6. HazoBuTE OCHOBHBIE YTPO3bl OE30MMACHOCTH MPOTPAMMHOI0 00ECTICUEHUSI.

7. UYTto Takoe aNrOpUTMHYECKHE U TPOTPAMMHBIC 3aKJIaJKH IPOrPAMMHOTO
obecrieueHus?

Monyne 3. MeTozbl ¥ cpencTBa aHann3a 0e30MacHOCTH IPOrpamMM

1. IlpuBenure kmaccupuKanuio METOIOB U CPEACTB aHAIN3a O€30ITaCHOCTH MPOTPAMM.

2. Kak WUCHONB3YIOT  JIGKCHYSCKHH, CHHTAKCHUECKUH W CEMaHTHYECKHU
BepHU(UKAMOHHBIN aHATTN3 JIJIs aHAIH3a 0€30MacCHOCTH MPOTPaMMHOTO 00ecTIedeHus ?

3. Kak nenaercsa Bepudukaius moaeneit nporpamm metoaom model checking?

4. OnumuTe JIOTUKY JepeBa BBIYHUCICHUHN: (hopMaiu3M Uil MPEICTABICHUS CBOICTB




KUBOCTH U OE30IMIaCHOCTH, aJITOPUTMBbI BepUPUKAIUH.

5. OnumuTe TEXHOJOTUHU CO3/IaHUS AITOPUTMHUUYECKH O€30MaCHbBIX MPOLIEAYD.

6. Kakue OBIBAlOT METO/BI CO3/IaHUSI CAMOTECTHUPYIOIIUXCS U CAMOKOPPEKTUPYIOIIUXCS
nporpamm?

7. Onumure co3naHue 0e30MacHOro MPOTPaMMHOIO oOecrieueHus Ha 0a3e MeTOIOB
TEOpHUH KOH(DHUICHIINATIBHBIX BRIUUCICHUH.

Monyne 4. CnocoObl _o0ecnedeHuss HaAeKHOCTH MPOrpaMM JUIsl  KOHTPOJIS X
TEXHOJIOTMYeCKON 0€30MacHOCTH.

1. Kak pnemaercs 3ammTa mporpaMMm W 3a0bIBarolliee MojaenupoBanue Ha RAM-
MaluHax?

2. Kakue BbI 3HaeTe ciocoObl 0OecredeHns Haae)KHOCTH MPOrpaMM ISl KOHTPOJIS HX
TEXHOJIOTMYEeCKOi 6e3omacHoCTH?

3. Ilepeumcnute mpoueccsl oOecrnedeHuss  (YHKUMOHAIBbHON  Oe30macHoCTH
MIPOrpaMMHBIX MPOITYKTOB B MexAyHapoaHbIx cranaaptax IEC u I[SO.

4. HazoBuTe METO/BI HISHTU(DUKAIIUU TIPOTPAMM H UX XapaKTEPUCTHK.

5. Kakue BbI 3HaeTe CIOCOOBI OICHKU MOAOOUS IEJIEBOM U MCCIETyEMOU MPOTPaMM C
TOYKHU 3PEHUS HATMYHSI IPOTPAMMHBIX J€(EKTOB?

Monynb 5. AHanu3 CpeiacTB W 3Talbl NPEOAOJIEHHS CHCTEM 3allIAThl OPOrpPaMMHOrO
o0ecreyeHusl.

1. OxapakTepu3yiiTe aHajdu3 CpPEACTB W ITalbl MPEOJOJECHHUS CHUCTEM 3aIHUTHI
IPOTPaMMHOTO 00ECTIEYEHUSI.

2. [lepeuncnure U OMUIIMTE METObI 3ALIUTHI IPOTPAMM OT HCCIIE0BAHUSI.

3. OnumuTe TEXHOJOTHMH pPa3pa0OTKH CHUCTEM MPOrpPaMMHO-TEXHHUYECKOW 3alluThl
MIPOTrPaMMHOTO OOECIICUCHHUSI.

4. HazoBuTe 3Tamsl MPOEKTUPOBAHUS U Pa3paOdOTKU CHUCTEM MPOrPaMMHO-TEXHHYECKOM
3alUTHl IPOrPaMMHOTO 00€CTIEYEHHUS.

5. Kak gemaercs omeHka J(QQPEKTUBHOCTH CHCTEM 3alUThl  MPOTPaAMMHOIO
obecnieueHus?

6. Kakue BBl 3HaeTe KpUTEpUU OIEHKU CTOMKOCTH K HCCIEAOBAHMIO WM B3JIOMY
MIPOTrPaMMHOTO OO0eCTIeUeHUS?

Monyib 6. Ouenka 3 (heKTUBHOCTH CUCTEM 3aLIUThI IPOrPAMMHOI0 00eCIeUeHHUsL.

1. VkaxuTe KpUTEpUHU yCTOMYUBOCTU MPOrPaMMHOTO 00€CIeYeHHs K UCCIEIOBAHUIO U
B3JIOMA.

2. VYkaxuTe KpPUTEPUH OTKAa30yCTOMYMBOCTH M  HAAEKHOCTH IPOTPaMMHOTO
obecrieyeHus

3. VYkaxuTe KpUTEPUHM OILIEHKH HE3aBHCHUMOCTH IPOTPAMMHOIO 0OecleyeHusl OT
KOHKPETHBIX peain3aluid ONepaliMOHHbIX CUCTEM.

4. YKkaxxuTe KpUTEPUH OLIEHKH COBMECTUMOCTH MPOTPaMMHOTO 00eCeUeHusI.

5. VYkaxuTe KpUTepud OlEeHKH rpaduueckoro wuHTEpdeiica Moab30BaTeNs
MIPOTrPaMMHOTO O0ECTICUCHHUSI.

6. YKa)KuTe KpUTEPUH OLICHKH MOOOYHBIX 3PPEKTOB MPOrpaMMHOIo 00ecreueHus.

7. YKaxXuTe KpUTEPUU OLIEHKH CTOMMOCTH IPOrPaMMHOTO 00€CTIeYeHHUS.




7. OneHoOYHbIE CPeACTBA IJIS POBEIeHUs MPOMEKYTOYHOM aTTecTAlMU

a) Ilnanupyemble pe3yabTaThl
IIPOMEKYTOYHOU aTTECTALHH:

O6y‘leHI/I${ U OHLCHOYHBIC CpPCEACTBA IS IPOBCACHUSA

S| ~

Z e 5

&5 3 [Lmanupyemsble

Z 55 €3yJIbTaThl 00yUYECHHUS OuenotHbie cpescTsa
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IIK-15.  CrocoOGHOCTBIO ~ ydacTBOBaTb B TPOBEACHMHM  SKCIEPUMEHTAIBHO-

HCCIIEOBATEILCKUX pabOT TpH  CepPTUPUKALUMU CPEICTB  3alIUTHl  WHOOpPMAIIN

aBTOMAaTU3HPOBAHHBIX CUCTEM

3HaTh - Hopmarusasle | 1. JMante OINIPEIEIICHHE dopmanbHOI
JOKYMEHTBI 1o | crenuguKanuyd IporpaMMHOrO 00ecTIedeHusl.
METPOJIOTHH, 2. HazoBute  kareropum  KiaccHUpUKaLUU
CTaHJapTU3aL1H U | cieuupuKanuii IporpaMMHOr0 00eceyeHuUsI.
cepTuduKanuu 3. Ompenenure OCHOBHBIC MOHATHSA (HOPMATBLHON
IPOrpaMMHBIX  cpelcTB | cneuudpukanun VDM.
3aIATEL. 4. OmnpenenuTe OCHOBHBIC 0a30BBIE AJIEMEHTHI
- OAXO0/IbI K mpoBeaeHuto | crnenudukammu RAISE.
ceptuduKanum 5. CpaBHuTE MareMaTW4yecKUe MOHATHUS METOJIOB
MH(POPMALMOHHON VDM u RAISE.
0e30MacHOCTH 6. Omnpenenure 1eNb U CTPYKTYpPY KOHIIEITOPHOIO
IIPOrPaMMHOIO S3bIKA.
oOecrieveHus;; 7. HazoBure (hopmaabHble METObI JOKA3aTEIbCTBA

NPAaBUIBHOCTH INPOrPaMMHOIO oOecredyeHus: u
MIPUBEIUTE UX KOPOTKYIO aHHOTAIHUIO.

8. Ompenenure NOHATUA IPEA- U IOCTYCIOBHIA,
aKCHOM U yTBEpXKACHUU IIPOrPaMMHOTO
o0ecreyeHusl.

9. Omnumiure, KakK MPOXOJIUT npouecc
JI0Ka3aTeIbCTBA IPaBWJIBHOCTU  MPOTPaMMHOIO
oOecrieueHus1, 3aIaHHON crienuduKaIuen.

YmeTh - cocraBiATh pernameHt | Ilo IIPEJICTABICHHOMY HCXOJHOMY KOy
UCTIBITAaHUN MIPOrPaMMHOTO o0ecrnieueHus COCTaBHTb
MH(POPMALMOHHON pEriIaMeHT UCTIBITAHUH.
0€e30MacHOCTH
IIPOrPaMMHOTO
o0ecrnieueHus

Bnanets | - HaBbikamu npumeHenus | [IuzacemOmupoBare EXE-daiin U BBIIOTHHUTH
CIELMAIN3UPOBAHHOTO aHaJIN3 €0 BHYTPEHHEH CTPYKTYPBI.

IO gns mnposenenus | Boeimonuuth ananu3 3anumaemorn EXE-daiimom
MEPOIPUIATHI IIPYU | OTIEPATUBHOM NaMATH C LEIBI0  OINPEAEICHUS
CepTHU(UKALMU  CPEICTB | aIpeCOB SYEEK, B KOTOPBIX XPAHUTHCS 3aJaHHBIC
3aIUTBI MH(pOpPMALUY | TapaMETPBHI.

aBTOMaTU3UPOBAHHBIX

CHUCTEM;

[MIK-17. CrmocoOHOCTBIO MPOBOAUTH

MHCTPYMEHTAJIbHBIA MOHHUTOPHMHI 3alIUIIEHHOCTH

I/IH(l)OpMaHI/II/I B aBTOMaTHSHpOBaHHOfI CUCTEMC U BBIABJIATH KaHAJIbl YTCUKHU I/IH(l)OpMaHI/II/I




3HaTh - nepeueHs | 1. B uem mpoGnembl MpoBeACHUs 10Ka3aTelbCTBA
MHCTPYMEHTOB JUI | IPAaBUJIBHOCTH IIPOTPAaMMHOIO OOecredyeHus: ¢
IIPOBEJCHUS MOMOIIBIO (POPMATIBHBIX METOIOB?

MOHMTOpPHHTA 2. IlpuBeaure OTIMYUE TEXHUKU (POPMAIBHOIO
3aLUIIIEHHOCTH JI0Ka3aTeabCTBA IPaBWJIBHOCTU  MPOTPaMMHOIO
UH(pOpMaLUY; o0ecrieyeHnss OT CUMBOJBHOIO  BBINOJIHEHUS
- 0OazoBblil ¢yHKuMOHaAN | mporpamm? 3. [laiite ompeneneHue BepupUKAIIH
UHCTPYMEHTOB JUIA | ¥ BAJIMAALMU IPOTPAMMHOI0O 00ecTieueHusl.
IIPOBEJCHUS 4. B ueM CyTh KOMIO3ULUHU BEpUUIIMPOBAHHBIX
MOHHMTOPHHIA nporpamm?
3alIUIICHHOCTH 5. Pacckaxure 0 MEXIYHAPOIHOM IIPOCKTE II0
nHpopmaIuu; BepU(DHKAITUK TPOTPAMMHOTO 00ECIICUCHHUSI.
6. IlepeuncauTe KOHTPOJIBHO-UCIIBITATEIbHBIE U
JIOTUKO-aHAIUTUYECKUE METO/BI aHaJIn3a
0€301acHOCTH MTPOrPaMMHOT0 00ECTICYeHHUSI.
7. Kakme  OpBatoT  mpoOieMBI  aHaIM3a
0€301acHOCTH MTPOrPaMMHOT0 o0ecTieyeHus?
8. HazoBuTe OCHOBHBIE YIpO3bl 0€30MACHOCTH
MIPOTPaAaMMHOTO 00ECTICYCHHSI.
9. Uro Takoe anropuTMHUYECKHE W MPOrpPAMMHBIE
3aKJIa/IKK IPOrpaMMHOTr0 o0ecrieyeHus?
10. TlpuBemute KiIaccupUKAIMIO METOJOB U
CpeACTB aHan3a 0€30MaCHOCTH MPOTPAMM.

YmeTh - IpUMEHSTh | OnpenennTy  MPOTOKON,  HUCIOJIBb3YEMBIH U1
TEXHUYECKHE  CPEJACTBA | aBTOPU3ALUU YYACTHUKOB CETH.

JU1s npoBeneHus | Bemonuute araky Pixie Dust.  Onpenenutsb
MOHMTOpPHHIA IIPUYUHBI 110 KOTOPBIM aTaka IpOIlIa YCIEUIHO.
0ecIIpOBOIHBIX CETEeH; [Ipenyioxutsb MeEpBbI o YBEIIMUECHUIO
- IIPUMEHATH | 3aLIMILEHHOCTH yCTPOMCTBA.

TEXHUYECKHE  CpelCcTBa | BBINOMHUTH aTaky Ha poyTep C aBTOpU3aLUeEl 110
JUISt npoBeaeHus | npotokony WPA2. OnpenenuTs HNpPUYMHBL 110
MOHMTOpPHHIA IPOBOJHBIX | KOTOPbIM aTaka npomuia ycrnemHo. IIpeanoxuTs
CETE IOCTPOEHHBIX Ha | MEPHI 1o YBEJIIMUYEHUIO 3aIUILEHHOCTH
OCHOBE HEYINPABISIEMBIX | yCTPOMCTBA.

KOMMYTAaTOpPOB;

Bnaners | - HaBbikamu pabothl ¢ | [IpoBecTH KOMIUIEKCHBIH TeCT BBIOPaHHOTO Y3Ia
CIEMAIN3UPOBAHHBIM IIPY TIOMOIIM HMHCTpyMeHTOB auctpubyTtuBa Kali
MPOTrpaMMHBIM Linux 2.
obecrieyeHnemM Ui
IIPOBEJCHUS
MOHMTOpPHHIA
3aLUIIEHHOCTH
nHpopmaruu B
ABTOMATU3MPOBAHHOMN
CUCTEME;

IIK-24. CrnocobOHocThio obecrieunTh APPEKTUBHOE TPUMEHEHUE WH(POPMAIIMOHHO-
TEXHOJIOTHYECKUX PECYpCOB aBTOMATU3UPOBAHHOM CHUCTEMBbI C Yy4YeTOM TpeOOBaHUM
MHPOPMAIMOHHOW OE€30IaCHOCTH




3HaTh

- METOIbl IOBBIIICHMS
ypoBHsI 0€3011aCHOCTH 3a
C4eT HACTPOMKM IIpaB
JocTyna K pecypcam
ABTOMATU3UPOBAHHOMN
CHUCTEMBI;

1. VYnpasieHue
II0JIb30BaTEIEN.

2. MOHUTOPUHT MPOLIECCOB U MPUIOKEHUN
3. AyauT cOOBITHIA B JIOKQJTLHOM CUCTEME
4. OOBEKTHl TPYNNOBOM IMOJUTHUKH
Co3pnanue. PenaktupoBanue. XpaHeHHE.

5. CereBas unpopmannonnas cucrema NIS (NIS+)
U ee KOHPUTYpPUPOBaHHUE.

6. JlocTyn K yZaJleHHBIM KOMIIBIOTEpAM

7. BupTyalibHbl€ YaCTHBIE CETH

8. Br16op pexkrMa MpoBEpKH MOUTUHHOCTH.

9. ABTopu3anus MoJib30BaTeEH.

10. Cucrtemnsle nmpoueaypsl aAMUHUCTPUPOBAHUS
YYETHBIX 3anucei Windows.
11. CuctemHble npoueaypbl aAMUHUCTPUPOBAHUS
yueTHbIx 3anucerd SQL Server.

YUCTHBIMU 3aIIuCAMHU

(GPO).

YmeThb - BBIMONHATH pabotel mo | 1. Ha BuptyanpHON Mammue no ympasieHue OC
ONTHUMH3AIUN cxeM | Linux HacTpouTts iptable.
yIpaBICHHUS 2. Hactpouts 11abioH o KOTOpoMy Bech Tpaduk ¢
ABTOMATU3UPOBAHHOM 3amanHoro [P mpoxomsmmii yepe3 mopt 23 Oyzaer
CUCTEMOM; 3amucaH B (ai.

- BBISIBIISITD y31bl | 3. IIpu nomomu ytunutel Metasploit BBIIOTHUTH
ABTOMATU3UPOBAHHOU aHaJIU3 y3JI0B CETH.

CUCTEMBI, HE

o0ecTeYnBaroLIHe

TpeOyeMblit YpOBEHb

MHPOPMALTMOHHON

0€30IacHOCTH;

Brnanets | - HaBeikamu onpenenienus | [IpoananusupoBars KOH(UTYpaIHIO y37a
BO3MOKHBIX BEKTOPOB | aBTOMAaTHU3MPOBAHHON CHUCTEMBI U  OIpPEIEIUThH
aTaKu Ha | KaKue TapaMeTpbl KOH(PHUTypaluu y3jia CHHKAIOT
aBTOMATHU3HPOBAHHYIO €ro 3allUIIEHHOCTb.

CUCTEMY;
[ICK-7.3. CnocoOGHOCTBbIO TPOBOAUTH AYAUT 3alIUIIEHHOCTH WH(POPMAIIMOHHO-

TEXHOJIOTHYECKUX PECYPCOB paCTpPEICICHHBIX HH()OPMAIITMOHHBIX CUCTEM




3HaTh - Cmocobsl  06pabotku | 1.Kak nemaercss Bepudukamnus Moaeiei mporpamMm

UCKIIIOYNATEILHBIX Metonom model checking?
CUTYaLIUH; 2. OnuummuTe JIOTMKY J€peBa  BBIYMCIICHUM:
-Mertonpl, crocoObl, | popmamusM IS peICTaBICHNUs CBOMCTB )KMBOCTHU
CpEICTBa, 1 0€30MacHOCTH, aJITOPUTMBI BEpU(UKAIHH.
MOCJIEIOBATENILHOCT, U | 3. Onumure TEXHOJIOTHH CO3/1aHus
coJiep>KaHue 9TArNoB | AJITOPUTMHUYECKU OE€30MaCHBIX IPOLETY.
pa3paboTKu 4. Kaxkue OBIBAIOT METO/IBI CO3IaHus
ABTOMATU3MPOBAHHBIX CaMOTECTUPYIOIIUXCS U CaMOKOPPEKTUPYIOIIMXCS
CUCTEM M  TOJACHCTEM | IporpamMm?
0€301acHOCTH 5. Onwumute CO3JIaHHe 6e30macHoro
aBTOMaTHU3HPOBAHHBIX MpPOrpaMMHOTO o0ecredyeHusi Ha 0a3e METOJOB
CHCTEM. TEOPUU KOH(UICHIINATBHBIX BEIYUCICHUN.
-HanoOoee 6. Kak nemaercs 3anura mporpamMm U 3a0bIBaroIee
pacnpocTpaHEHHbIE MozenupoBanre Ha RAM-mammHax?
TOYKH mwia | 7. Kakme BBl 3Haere cmocoObl oOecIiedeHust
HECAHKIIMOHUPOBAHHOTO | HAJCKHOCTH TPOTPaMM IS KOHTPOJISL WX
BXOJIa B pacHpee/ICHHYIO | TEXHOJIOTHYECKONW 0€30macHOCTH?
CUCTEMY; 8.  Ilepeumcnute  mpoueccsl  oOecrieyeHus
(yHKIIMOHATBHOM 0€30MacHOCTH  TPOTPaMMHBIX
IIPOAYKTOB B MEXIyHaponaHbIx cranaaprax IEC u
ISO.
9. HazoBute MeTO/BI HACHTU(UKAIIMH IPOTPAMM U
UX XapaKTePUCTHK.

Ymers - npoBoguTh  a”Hanu3 | [Ipy momomwm ytwintel Nmap IHOpOBECTH TECT
ySI3BUMOCTEH 3ajaHHoro ys3na. Onpenenurs ONepanruoHHYI0
pacnpenenéHHou cucremy cepsepa. Mcnonp3yeMble MPOTOKOIBI U
CHUCTEMBI; noptel. Mcnonws3ys panneie DNS  onpenenuthb
- I0JIy4yaTh | CBsI3aHHBIE pecypchl. IIpoBecTu ux Tect.
HECaHKIIMOHUPOBAHHBIH
JOCTyll K  pecypcam
pacnpeieIeHHOM
CHUCTEMBI;

Brnagets | - HaBbikamu | Ha Web cepBepe ckoHuryprpoBats aBTOpHU3aIIIO
MIPOTUBOJICHCTBUSA TakuM oO0pa3oM, 4YTOOBl cHenaTb IPUMEHEHUE
BHEIIHMM  aTakaM Ha | yruiauTel Hydra HeaddekTuBHOIM.
pacnpeeneHHy0 PazpaGoTtaTh CKpUNT BBHIMIOJHSAIONIMN TTPOBEPKY
nH(pOPMAITMOHHYIO CETh; | BXOAHOM mepemeHHoM s SQL — 3ampoca. Ecim

CoJiepKaHUe MEPEMEHHON HE KOPPEKTHO BBIBECTH
COOTBETCTBYIOIIEE NMPEAYNPEKACHUE.

0) Ilopsimox mpoBeAEHUS TPOMEKYTOYHON AaTTeCTAlMH, MOKAa3aTelld W KPUTCPUU
OlLICHUBAHUS:

[IpomMexxyTouHast aTTecTanusi MO AMCUUILIMHE BKJIKOYAET TEOPETUUYECKUE BOMPOCHI,
MO3BOJISIIOIIME OIICHUTh YPOBEHb YCBOCHHUS OOYYAIOIIMMHUCS 3HAHWM, U TPAKTUYECKUE
3aJlaHusl, BBISBISIONINE CTCIICHh C(HOPMHUPOBAHHOCTH YMCHHM W BIIQJCHWHA, TPOBOIUTCS B
¢dbopMe 3aueTa 1 SK3aMeHa.

Kpurepun oueHkH 1J1d MOJy4YeHHsI 3a49eTa
«3auTeHO» — OOyYaroIMiics TMOKa3bIBAeT CPEAHUN YpPOBEHb CHOPMHPOBAHHOCTU
KOMTICTCHITHM.

«HE 3a4TEHO» — PEe3yNbTaT 00yUYeHHUsI HE JOCTUTHYT, OOyUaIOIIUICS HE MOXET MOKa3aTh
3HaHUS HA YPOBHE BOCIPOU3BENCHUS U OOBSCHEHUS HH(OpMAIMK, HE MOXKET IOKa3aTh
MHTEJUIEKTYaJ IbHbIE HABBIKM PEILIEHUs IPOCTHIX 33]1a4, HE MOYKET M0Ka3aTh 3HAHUS HA YPOBHE



BOCTIPOU3BEJICHUS U O0BSCHEHUS HHPOPMALIUH.

DK3aMeH TI0 JaHHOW MJWCHUIUIMHE TIPOBOJUTCS B KOMITBIOTEPHOM Kjacce IO
HK3aMEHALIMOHHBIM OmiieTaM, KaKIbIH M3 KOTOPBIX BKIIOYAaeT | TeopeTHueckuil Bompoc u 2
MPAaKTUYECKHUX 3a/IaHUSI.

IToka3zaTesin M KPpUTEPHH OLIEHMBAHMSA IK3aMeHa:

— Ha OLEHKY «OTINYHO» (5 6ayIoB) — 00y4aroImuUics JEMOHCTPUPYET BHICOKUN YPOBEHB
c(OpMHUPOBAHHOCTH KOMIIETEHILIUH, BCECTOPOHHEE, CHUCTEeMaTHYeCKoe M TIIyOOKoe 3HaHUue
y4eOHOTO MaTepualsia, CBOOOJHO BBHITIONHSET MPAKTHUECKUE 3aJaHusl, CBOOOJHO ONEPUPYET
3HAaHUSMH, YMEHUSIMU, IPUMEHSET UX B CUTYaIUSIX NOBBIIIEHHON CIIOXKHOCTH.

— Ha OIIEHKY «Xopotio» (4 Oamia) — o0yJaronuiicss JEMOHCTPUPYET CPEIHUN YPOBEHB
c(OPMHUPOBAHHOCTH KOMIIETEHIIMHA: OCHOBHBIE 3HAHUS, YMEHHS OCBOEHBI, HO JIOIMYCKAIOTCS
HE3HAUUTEIbHBIE ONIMOKH, HETOYHOCTH, 3aTPYIHEHUS NpPHU aHAINTHYECKHUX OMepaIusx,
NepeHOCe 3HaHUI U yMEHUI Ha HOBbIE, HECTaHAAPTHBIE CUTYAIIUH.

— Ha OIICHKY «YIOBIETBOpHUTEIbHO» (3 Oamra) — oOydJarouuics JAEeMOHCTPUPYET
MIOPOTOBBINA YPOBEHb C(HOPMUPOBAHHOCTH KOMIIETEHIIMI: B X0/1€ KOHTPOJIBHBIX MEPOIPHUATUI
JOMYCKAIOTCSl OIIMOKH, TPOSBIISIETCSI OTCYTCTBHE OTIEIBHBIX 3HAHWA, YMEHHWH, HaBBIKOB,
O0y4JaroUniics HCTIBITHIBAET 3HAYMTENbHBIC 3aTPYAHEHHsS MpPU ONEPUPOBAHUM 3HAHUSIMU H
YMEHUSIMU TIPH UX MIEPEHOCE HA HOBBIE CUTYAIINH.

— Ha OLEHKY «HEYJOBJETBOPUTENbHO» (2 Oamia) — oOyyaromuiicss AEMOHCTPHUPYET
3HaHusa He Ooznee 20% TeopeTnyeckoro Marepuaia, JAOMYCKAeT CYUIECTBEHHbIE OIIMOKH, HE
MOXET M0Ka3aTh UHTEIUIEKTYaJIbHbIC HABBIKU PEIIEHHs MPOCTHIX 3a/1a4.

— Ha OIEHKY «HEYIOBJICTBOPUTENbHO» (1 0amr) — oOydarommiicss He MOXKET TMOKa3aTh
3HAHUS Ha YpPOBHE BOCIPOM3BEACHUS M OOBACHEHHS HH(OpMAIMM, HE MOXKET IOKa3aTh
WHTEJUIEKTyaTbHbIC HABBIKH PEIICHHSI TPOCTHIX 3a/1ad.

8.YueOHo-MeTonMueckoe U HHGpOPMAIIMOHHOE o0eceyeHne TUCIUTTHHBI(MOILYJIs1)

OcHoBHas nuTeparypa

1. AsepuenkoB, B.M. Aymir mHpOpManmoHHOH Oe3omacHOCTH [DIEKTPOHHBIA pecypc] :
yueOHoe ocobue / B.M. ABepueHkoB. — DnekTpoH. 1aH. — Mocksa : ®JIMHTA, 2011.
— 269 c. — Pexum noctyma: https://e.lanbook.com/book/44799. — 3ar. ¢ skpana.

2. AHWKWH, [.B. NHdopMaumnoHHas 6e30nacHoOCTb n 3alunTa
MHopMaunn [SneKTpoHHbIM pecypc] : y4debHoe nocobue / [1.B.
AHVKUH. — 2NneKTpoH. faH. — CaHkT-lMeTepbypr : N30 CMNoYTYn3,
2011. — 269 c. — Pexunm pgoctyna: https://e.lanbook.com/book/63950.
— 3arj. c 3KpaHa.

JonosiHuTENbHAS TUTEPATYpA:

1. KaparynoBa, H. I'. 3amura undopmamuu. Kypc nexumii [DnekTpoHHBI pecype] :
Yuebnoe nocodue / H. I'. Kaparynosa. - Kpacanomap: KCOU, 2014. - 188 c. - Pexum
noctyna: http://www.znanium.com.—3arnaBue ¢ SKpaHa.

2. bapuc, K. 3ammTa oT xakepoB 6ectipoBoAHBIX ceTei [DnexTponnbiii pecype] / K. baphc,
T. boyrc, M. Jloiia, D. Yie. — Dnekrpon. naH. — Mocksa : JIMK IIpecc, 2005. — 480 c.
— Pesxxum moctyna: https://e.lanbook.com/book/1119. — 3ar. ¢ skpana.

NHTtepHeT — pecypcsl

1. XKypnan Information Security. MnpopmannonHas 06e30macHOCTb: NEPUOANY. UHTEPHET-
u3n. URL: http://www.itsec.ru/articles2/allpubliks — 3ari. ¢ axpana. 3. pyc.

2. XKypnan «be3zomacHOCTh MH(POPMAIIMOHHBIX TEXHOJOTMI» : MEPUOAUY. MHTEPHET-U3.
URL: http://www.pvti.ru/articles 14.htm — 3arn. ¢ 3kpana. 3. pyc.

3. XKypunan «Bompocsl  kubGepbe3onmacHocTH»:  mnepuoauy.  uHTepHeT-u3a.  URL:
http://cyberrus.com/ — 3ari. ¢ skpana. f3. pyc.

4. «Kypnan  cereBbix  pemienuidi  LAN»:  nepuommu.  uHTepHer-m3zn.  URL:
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http://www.itsec.ru/articles2/allpubliks
http://www.pvti.ru/articles_14.htm

http://www.osp.ru/lan/  H3garensctBO  "OTKpBITBIE  CHCTEMBI. URL:
http://www.osp.ru/os/— 3ari. ¢ axpana. 3. pyc.
[ocynapcTBeHHass myOnM4YHAasi HaydyHO-TEXHUUYECKass Oubimoreka Poccun [DnekTpoHHbIIH

pecypc] / — Pexxum goctymna: http://www.gpntb.ru, cBoOoaHbIi.— 3ar. ¢ 3kpana. f3. pyc.

CYB/".

Poccuiickast HamuoHanmbHast — OubOnuoreka. [DnektponHblii  pecype] / —URL:
http://www.nlr.ru. f3. pyc.
Komnbreppa: Bce HOBOCTM TMpPO KOMIBIOTEPHI, HKEJIE€30, HOBBIE TEXHOJIOTHH,

nH(bOopMaIMOHHBbIe : epuoauy. nHTepHer-u3a. URL: http://www.computerra.ru/ — 3ar. ¢

JKpana. 3. pyc.
8. http://www.6e30macHHUK.pd

9. MaTepuajibHO-TeXHHYECKOe oOecriedeHne JUCHMIIIMHbBI(MOTYJIs1)

Tun u Ha3BaHHE AYIUTOPpHUHU

OcHalueHue ayiuropun

Jlexuvonnas  aymuropum 282, | MynpTUMEIMIHBIE CPEICTBA XPAHEHMS, Mepetadyd |
374, 388 NpeJcTaBIeHUs] HHPOPMAIUH
JlaGopatopust Kommnekc pamnomonutopunra «Kacangpa K-6» wu

PaAUOMOHUTOPUHIA WU KOHTPOJIA
yTedek nHbopmanu, ayi. 226

«Kacanapa K-21» ¢ amanazoHoMm pabouyMx 4acToT OT
0,009 no 6000 MI'y B paclIMpeHHON KOMIUJIEKTAIUU C
WCTIOJIHEHHEM B yJIapornpodyHoM Keiice. Komruiekrt
yueOHOoro o6opynoBanus «CHUCTEMBI MOHHTOPHHTA
MH(POPMALMOHHOM O€30MaCHOCTHY.

Komnbrorepusie kinaccol 372-1-5

[IepconanbHbie KOMIIbIOTEPHI 107 yrmpaienue OC
Windows 7 (Microsoft Imagine Premium D-1227-18
oT

08.10.2018 no 08.10.2021) ¢ maketom MS Office 2007
(Microsoft Open License 42649837), BbIXOAOM B
NHTepuer ® ¢ J10OCTyIOM B JIEKTPOHHYIO
uHGOPMAIIMOHHO-00pa30BaTENbHY IO cpeny
YHHUBEPCHUTETA

Aynutopun JUIst
CaMOCTOATEILHOU

pabOThI: KOMITBIOTEPHBIE KJIACCHI
132; YHUTaIbHBIE 3aJIbl,
OMOJIMOTEKH.

ITepconanbHbie KOMIIbIOTEPHI 107 ympaBieHue OC
Windows 7 (Microsoft Imagine Premium D-1227-18
oT

08.10.2018 mo 08.10.2021) ¢ maketom MS Office 2007
(Microsoft Open License 42649837), BbIXOAOM B
NHTepuer ® ¢ J1OCTyIOM B JIEKTPOHHYIO
uHGOPMAITMOHHO-00pa30BaTENbHY IO cpeny
YHHUBEPCHTETA

[IporpamMma coctaBieHa B cooTBeTcTBUM C TpeboBanusmu GI'OC BO c yuetom

pexomenmauuii u  IIpOOIl BO s
ABTOMAaTU3UPOBAHHBIX

0€e30I1aCHOCTh

cneruansHocT  10.05.03  «MHpOopManonHas
CHUCTEMY. Crenumanusanus «ObecnieueHne

MH(POPMALIMOHHON O€30MTaCHOCTH paclpe/ieIeHHbIX HH(OPMALIMOHHBIX CHCTEM.
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