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PabGouas mporpamma cocraBiena Ha ocHoBe DPI'OC BO - OGakamaBpwar mo

HanpasiieHuto noArotoBku 38.03.05 busnec-undopmaruka (mpuka3 MwuHOOpHayKu
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JIncrakryaausanuupadodeiinporpaMmbl

Pabouast mporpamMma nepecMoTpeHa, 00CykaeHa U 0100peHa s peanuzaruu B 2026 - 2027
y4eOHOM rojy Ha 3acefqanuu Kadeapsl buznec-uHpoOpMaTHKN 1 HHPOPMALIMOHHBIX

[Iporokonm ot 20 . Ne
3aB. kadenpoii I'.H. YycaBuTuHa

PaGouas mporpamma nepecMoTpeHa, oocyxieHa u ogoopena s peanusanuu B 2027 - 2028
y4eOHOM rojy Ha 3acefqanuu Kadeapsl buznec-uHGpOpMaTHKN 1 HHPOPMAITMOHHBIX

[Iporokonm ot 20 r. Ne
3aB. kadenpoii I'.H. YycaBuTuHa

PaGouas mporpamma nepecmMoTpeHa, o0cyxieHa u ogoopena s peanusanuu B 2028 - 2029
y4eOHOM rojly Ha 3acefnanuu kadeapsl buszHec-uHGOpPMAaTHKU 1 HHPOPMAIIMOHHBIX

IIporokon ot 20 . Ne

3aB. kadenpoit I H. ?ycaBHmHa

PaGouas mporpamma nepecmMoTpeHa, oocyxieHa u ogoopena i peanuzanuu B 2029 - 2030
y4eOHOM rojly Ha 3acefnanuu kadeapsl buszHec-uHGOpPMATHKU ¥ WHPOPMAIIMOHHBIX

IIporokom or 20 . Ne
3aB. kadeapoii I'.H. YycaButuna




1 HeanocBOeHUSIAMCUUILINHBI (MOTYJIs1)

Lens ocBoenus nucuuiuiHbl «MHPOpManronHast 6€30MacHOCThY - CHOPMHPOBATH Y
0akaiaBpoOB KOMIIETEHILIMU B 00J1aCTH METOJIOB U CPEeICTB obecreueHusi UH(PpOpMaMOHHOM
0€30MMacCHOCTH B OpraHu3alusaX U Ha NPEIIPUITUIX Pa3IudYHbIX chep AedareabHOCTH U GopM
COOCTBEHHOCTH, OCHOBBIBAsSICh HA HOPMaTUBHO-TIPABOBBIX JOKYMEHTAX, MEK/TyHAPOIHBIX U
OTEUYECTBEHHBIX CTaHIapTaX B 00JaCTH MHPOPMAIIMOHHBIX CUCTEM U TEXHOJIOTHIA, HA OCHOBE
nH(pOpMaITMOHHON 1 OMOIHOrpadUIECKON KyJIbTYPBI ¢ TPUMEHEHUEM HH(POPMAIMOHHO-
KOMMYHHKAIIMOHHBIX TEXHOJIOTHIA U C YI4ETOM OCHOBHBIX TpeOoBaHMM HH(DOPMALIMOHHON
0€30MacHOCTH

2 MecTo qucHuIIMHBI (MOYJIsI) B CTPYKType 00pa3oBaTeIbHOM NPOrpaMMbl

Jucuunnraa OcHOBBI HH()OPMAIMOHHONW 6€3011aCHOCTH BXOAMT B 00513aTENIbHYIO
4acTh y4eOHOI0 IuIaHa 00pa30BaTeIbHOM NPOrpaMMBbl.

Jis n3yyeHus JUCUUIUIMHBL He0OXOAUMBI 3HaHUS (YMEHUs, BIIAICHU),
c(OpMHPOBAHHBIC B PE3yJIbTATEe N3YUCHHS TUCIUILTHH/ TPAKTUK:

HNudpopmaruka

WHpopMalnOHHBIECUCTEMbI U TEXHOJIOTHH

VYyeOHas - TeXHOIOTn4YecKas (MPOSKTHO-TEXHOIOTUYECKast) IPAKTHKA

UT-undpactpykrypa

[Tpon3BoICTBEHHAs - TEXHOJIOTHYECKas (IIPOEKTHO-TEXHOJIOTUYECKas) MPaKTHKa

3HaHus (YMEHUs, BIa/IeHUs ), IOTYYECHHbIE IPY U3yYEHUU JaHHOM UCIUIUINHBI
OyayT HeOOXOAUMBI [T U3YUSHHSI JUCIUTUTHH/TIPAKTHK:

[TonroroBka K cjaue U caya rocyJapCTBEHHOTO 3K3aMeHa

3 Komnerenuun o0y4aromerocsi, popMupyemMbie B pe3yJibTaTe 0CBOCHUS

AUCHHUILNIMHBI (MOLYJIsS1) M IJIAHMPYEMble pe3yJIbTaThl 00y4eHHs

B pe3ynbrate ocBoeHUs TUCHUITIIMHBI (MOyisl) «OCHOBBI HHPOPMALMOHHOM
6e30macHOCTH» 00ydaroLHiics JOKeH 00J1a/1aTh CIeIyIOIUMH KOMIETEHIUSAMHU:

KO)II/IHI[I/IKaTopa I/IH,[[I/IKaTOpIIOCTI/I)KCHI/ISIKOMHGTGHIII/II/I

OIIK-1 CnocoOeH npoBOAUTH MOJETUPOBAHNE, aHATIU3 U COBEPIIEHCTBOBaHUE OU3HEC-
MPOIIECCOB U MH(POPMALIMOHHO-TEXHOJIOTHYECKOH HH(PACTPYKTYphl IPEANPUATHS B
MHTEPECax JTOCTHIKEHUS €r0 CTPATETMYECKUX LIETIEH ¢ NCIIOJIb30BAHUEM COBPEMEHHBIX
METOJIOB ¥ NPOrPaMMHOI0 HHCTPYMEHTAPHS

OIIK-1.1 OcymiecTBisieT aHaIN3, MOAEIMPOBAHNE M COBEPIICHCTBOBaHUE OU3HeC-
IIPOLIECCOB € UCIIOJIB30BaHNEM COBPEMEHHBIX METOAOJIOTHI U
IPOrPaMMHOT0 HHCTPYMEHTapus

OIIK-1.2 Brissisier notpebHoctu B UT-undpactpykrype, HHUIIUHPYET,
IUTAHUPYET U OCYILECTBISET BBIOJIHEHUS 3a1a4 ynpasieHus 1UT-
MH(QpacTpyKTypoi

OIIK-1.3 Pa3pabarbiBaeT pekoMeHAalNH [0 COBEPIIEHCTBOBAHHUIO OU3HEC-

npoueccoB U UT-uHGpacTpyKkTypbl NpeAnpusTUs B HUHTEpecax
JIOCTH>KEHMS €r0 CTPATETUYECKUX LEeNei




4. CTpykTypa, 00b€M U coaepkaHue TUCUUIIIMHBI (MOXYJIs)

OO6mias TpyA0€MKOCTh AUCIUIUIMHBI COCTABIISIET 4 3a4eTHBIX eauHuI] 144 akaja. yacoB, B TOM

HHUCJIIC:

— KOHTaKTHas pabora — 73,9 akaz. 4acos:

— ayuTopHas — 72 axkaj. 4acos;

— BHeayauTopHas — 1,9 akaj. 4acos;

— camocTosTenpHas padora — 70,1 akaz. 4acos;
— B (popme npakTudeckoil moaroroBku — 0 akai. yac;

dopmaaTTecTaluu - 3a4€T

AynuropHas ] =
KOHTaKTHas paboTa E z dopma TeKyIero
o
5 B aKaJ. yacax s X Bu KOHTPOJISI
Paznen/ rema 3 ( A ) = & . P Kon
g & © | camocrosiTenpHON | ycrieBaeMOCTH H
JTUCLUTUTAHBI ] g2 = . | xomnerenu
@) g 5 padoThI MIPOMEKYTOUHOM
Tlex mal. | mpaKT. =8 aTTeCTalluu
3aH. 3aH. O =
1. HopmaTuBHO-TIpaBOBEIE
OCHOBBI HH(OPMAMOHHOM
0€30MaCHOCTH U 3aIIUTHI
uH(popMaImu
Koncnekruposan
ue y4eOHbIX
MaTepHasIoB
CamocTosiTenbHOe
Ormpoc
1.1 1.1 CymHocTs n H3y4eHUe
. N JIP 1 «HanexHocts
MOHATHE WHPOPMALTUMOHHON 2 4 yueOHOM U
N U IOCTOBEPHOCTb
0e3omacHOCTH Hay4IHOH
uH(OopMaIN»
JUTEPATYPHI
IloaroroBka k
1a00paTOpHOMY
3aHATHIO
1.2 1.2 Yrpo3ssl
HHPOPMALMOHHON
Oe3ormacHoCTH
Yrpo3s! nHbOpMaMOHHON
0€30MacHOCTH 1 3alIHTHI 3
UHPOPMAITHH. KoncnexktupoBan
Jecrabunusupyroiiee ue y4eOHbIX
BO3/ICIiCTBHE Ha MaTepHajoB
Omnpoc
3aIIMIIAEMYIO CamocTosiTensHOe .
HH(OPMALHIO U3y4yeHHe JIP 2 «Keiicor
p ) yHeHr "HcKyccTBeHHBIN
Knaccuduxkarys BUgIoB 2 4 14 yaeOHOU 1
03 THHOPMAITHOHHOM Hay4YHOU MHTCJICKT B
yrp i UHPOPMAIIIOHHOH
6e30macHOCTH O JUTEPaTyphl "
6e3onacHocTH"»
Pa3IMYHBIM [TPU3HAKAM. IMonroroBka k
HecankunonnposanHbIit nabopaTopHOMY
JOCTYII K HHGOPMAIHH. 3aHATHUIO
M cKkycCTBEHHBIMUHTEIIEKT
B BOIIpocaxo0ecreyeHus u
MO IICPIKKA
UHPOPMAIIIOHHO
6e30macHOCTH




1.3 1.3 [IpaBoBbIE OCHOBBI

KoncnektupoBaH
obecriedeHus1 0€30MaCHOCTH Omnpoc
ue y4eOHBIX
UH()OPMAIOHHBIX BeicTymieHue Ha
N MaTepuaaoB
TEXHOJIOTUI cemuHape o JIP 3
CamocrosTenpHOe
HasnaueHue u CTpyKTypa HEVCHIe «3aKkoHOIaTeNbHAS
MPaBOBOTO o0OeCIeueHus ggHOﬁ u Y HOPMAaTHBHO-
3aUTHl HHGOpPMALUHL. y:a Hoi npaBoBast 0aza
[IpaBoBBIE OCHOBEI 3AIIUTEI v obecrieyeHust
uH(pOpMaIH B JTHTEPATYPE! nHGOPMATMOHHOM
3 6,1 IoaroToBka K
OpTaHU3aIINH. 0e30macHOCTH
CEeMUHaPCKOMY
MexyHapOIHbIC 1 BeicTymuieHue Ha
3ansaTHio 1o JIP 3
HaIMOHAJIbHBIC CTAHAAPTHI H cemunape o JIP 4
u 4: npopaboTka
cnenupuKanuy B 006JacTu HAVIHO «Cranmaptsl 1
Nb. CoBpemenHbIE e N cnenudukanuy B
METOANYECKOM
CTaHIapTHI B 0071aCTH obnacTu
JIUTEPATyPBI, .
YIIpaBJIEHHUs PUCKAMHU OKITA 1 “H)OPMaTMOHHOM
UH()OPMAITTOHHON 6e30macHOCTH
MIpe3eHTaNus
Oe3omacHoCTH
Hroromnopasnaeny 24,1
2. AIMUHUCTpPATUBHBIN 1
TPOLIETYPHBIN YPOBHH
MH()OPMAIIOHHON 0€30IaCHOCTH
KoncnexkrupoBan
ue yaeOHbIX
MaTepHajIoB
CamocrosTensHoe
U3y4YeHHE
. 4eOHOH U
2.1 AnMuHUCTpaTUBHBIN Y N Omnpoc
Hay4IHOH
ypoBeHb obecrnieuenust Ub BricTynnenue Ha
JIUTEPATYPHI
ITonmutrka 6e30nmacHOCTH. cemunape no JIP 5
4 ITogroroska k
IIporpamma 6e30macHOCTH. «ITonuTHka
O1eHKa PUCKOB 1 0a30BbIiH CEMHIHAPCKOMY “H)OPMATMOHHOM
P 3anstuto o JIP 5: p
YPOBEHb 3aIUTHI 0e301acHOCTH»
npopaboTKa
Hay4HO-
METOJUYECKOMN
3 JIUTEPATYPBI,
JOKITag U
[pe3eHTaLNs
2.2 Knaccsl Mep Koncnextuposan Onpoc
MIPOLIEAYPHOTO YPOBHS ue y4eOHbIX
POLCAYD P v JIP 6 «Aynut
VYrpapieHue nepcoHaNIOM. MaTepuanoB
3alUIICHHOCTH
durznyeckas 3aIIuTa. CamocrosTenpHOE ceTeiiy
Tonnepxanue U3ydeHHe
JUIEp i . JIP 7 «IlaponbpHas
paboTOCIOCOOHOCTH. 8 yueOHOI U samuTa i
PearupoBanue Ha Hay4YHOU
MEHeIKepbI
HapylLIEHHs pexXuma JIUTEPATYpPhI o
napoJei»
0€30MacHOCTH. IoaroroBka K
JIP 8 «MaccoBas
[TnanupoBanue 1ab0paTOPHOMY
pacchUIKanucem»
BOCCTaHOBHUTEIBHBIXPAOOT 3aHATHIO
Hroronopasneny 12
3. IIporpaMMHO-TEXHUYECKHE
MepbI 00€CTIeUeHH S 3aIUTHI
uH(pOpMaIu
KoncnektiupoBan Omnpoc
3.1 IlporpammHbIe cpeacTBa
ue y4eOHbIX JIP 9 «3amura ot
3aIUThl HHPOPMAIUH
MaTepuanoB HECAaHKIIMOHUPOBAH
3amuTa mporpaMMHOTO
CamocrosTenpHOe | HOTO J0CTYyIa K
o0ecreUeHUs OT 3 4
U3yUYCHHE “HPOPMALIUN
HECaHKIIMOHUPOBAHHOTO o
N y4eOHOi u JIP 10 «3amura
pocryna. Kparkuiio63op o
HAYYHOM HHPOPMAIIH B

CYILECTBYIOIIUXHAPBIHKE

JUTEPaTypbl

JOKYMEHTaxX»




CPEJCTB 3aIl[UTHI
uH(pOpMaIU OT

JIP 11 «Y naneHue u

BOCCTAaHOBJICHHE
HECaHKLIMOHUPOBAHHOTO
IMoaroToBka k nH(OopMaLII»
Jocryna. 3agada 3auThl OT y
naboparopuomy | JIP 12 «Hacrtpoiika
BMeNIaTeIbCTBA N
3aHSTUIO 6e3onacHoi
MIOCTOPOHHHUX JIUI] U
paboThI B
anmaparHble CpeACTBa
Opayzepe»
ayTeHTU(HUKAIIMT
3.2 Bupycsl 1 CaMocTosTenbHOE
AHTHBUPYCHBIE CPEACTBA n3ydeHue
Omnpenenenue yueOHOH u
KOMIIBIOTEPHBIX BUPYCOB. HayJHOU Ompoc
Knaccugukarmst TUTEepaTypHl BricTynnenne Ha
KOMITBIOTEPHBIX BHPYCOB. [Moaroroska k cemunape 1o JIP 13
IIpu3naku 3apakeHusl. 2 CEMUHAPCKOMY «CoBpeMeHHbBIE
IIpodunakTuxa 3apaskeHusl. 3ansTuio 1o JIP BPEZIOHOCHBIE
IIporpammMHbIe 13: mpopaboTka IpOrpaMMBl JUIS
AQHTUBUPYCHBIE CPEACTBA. HaY4HO- ITK 1 MoOUIBHBIX
CtpyKTypa aHTHBHUPYCHON METOINIECKON YCTPOMCTBY»
nporpamMMel. [IprHIUTIBL JIATEPaTypHI,
BBIOOpA CUTHATYPEI JOKJIAJ 1
KOMITBIOTEPHOTO BHpYyca Tpe3eHTaLH
3.3 Kpunrorpaduueckue
p rpag KoncnekrupoBan
METO/IbI 3aLIUTHI
ue y4eOHbIX Omnpoc
Metoabl kpunrorpadum.
Cpencrra MaTepHajoB JIP 14 «3amniura
. CamocTosTenbHOe UH(}OPMAIHH C
Kpunrorpaduieckoit
u3ydeHue MIOMOILIBIO
3aIIUTHl HHPOPMALUH. .
12 yueOHO 1 KpUnTorpadum»
Kpunrorpapuueckue .
HayJHOU JIP 15 «3ammura
NpeOOpasOBAIHA. JUTEPATyPhI nHpOpMauK ¢
Iudposanue u patyp p
IMoaroToBka k TIOMOIIIBIO
nemudpoBaHue
ropmaran. 1ludposas 1a00paTOpHOMY creraHorpaduuny
p ’ p 3aHITHIO
TIOJIITUCE.
KoncnektupoBan
3.4 Texaudeckue CpeacTBa ne y4eOHbIX
3aIIUThl HH(OpMaIK MaTepuaoB Omnpoc
WmxenepHas 3amura CaMocToATenbHOE JIP 16 «CVSS
00BEKTOB, 3aIIUTA U3ydeHue «O0bmas cucrema
UH(OPMAIMU OT YTEUKH 10 6 yueOHOil u OLIEHKHU
TEXHHYECKUM KaHaIaM. Hay4JHOI YSA3BHMOCTEH»
Crannapt CVSS «O6mas JIUTEPATypHI JIP 17 «Marpuua
CHCTEMAaOILICHKHU IlogroroBka k MITREATT&CK»
YA3BUMOCTEI» 71a00paTOpHOMY
3aHSTHUIO
3.5 NudopmanmoHHo-
IICHXOJIOTHYECKast
0e30macHOCTb
INonsTre nadopmanuoHHO- Koncnexkruposan
TICHXOJIOTHYECKON ne y4eOHbIX
6e3omacHocTH. MICTOUHUKH MaTepuaioB
HUH(POPMALMOHHO- CamocrosTensHoe Omnpoc
MICUXO0JIOTUYECKOTO U3y4YCHHE JIP 18
BO3/ICHCTBUS HA YEJIOBEKA. 10 yueOHOIt n «MudopmarronHo-
Buns! uaopMaiontHo- Hay4HOU TICUXOJIOTUYECKUE
MICHXOJIOTHYECKUX JUTEPaTyphl MaHUITYJISLIHN
Bo3aeictBuid. HIIIT. CexThl. Iloaroroska k
TTupamunel. Pacceuiku. 1a60paTOpHOMY
3ammra JMYHOCTH OT 3aHATHIO

“H(GOPMALUOHHO-
TICUXOJIOTHYECKUX
BO3JICHCTBUI




Hroronopasneny 22 20 34
Hroro3acemectp 36 36 70,1 3auéT
Wroronogucuumninse 36 36 70,1 3a4er




5 Obpa3oBaTeIbHBIETEXHOJIOTHHI

[Tpu npoBeieHNH 3aHATHI U OPraHU3aIH CAMOCTOATENBHOM paboThl 0aKaliaBpoB
HCIOJIb3YIOTCS:

TpaauLnOHHBIE TEXHOJIOTHH 00yUYeHHS, IPEANOIaralonue nepeaady nahopmMalyy B
TOTOBOM BHJIE, JOPMUPOBAHNE YIECOHBIX YMEHHM 110 00PA3ILy: JCKIUs-U3II0KEHUE, TICKIIHS-
o0BsicHEeHHE, TabopaTopHbIe pabOThI, KOHTPOJIbHAS paboTa u Jp.

Hcnonb30BaHue TpaauIIMOHHBIX TEXHOJIOTHI 00eCieunBaeT OpUCHTUPOBAHHUE
CTY/IEHTA B ITOTOKE MH(OPMAINH, CBA3aHHON C Pa3IMYHBIMU MTOIX0JaMHU K OTIPEICICHUI0
CYIIHOCTH, COAEP>KaHUs, METOJI0B, ()OPM Pa3BUTHUS U CAMOPA3BUTHS JTUYHOCTH;
caMoOIIpe/IeNIeHUE B BEIOOPE ONTUMAIIBHOTO IYTH U CIIOCOOOB JTMYHOCTHO-
po(ECCUOHATLHOTO PAa3BUTHUS; CUCTEMATHU3ALINIO 3HAHHUM, TIOJTYYEHHBIX CTYyJJCHTaMH B
MIPOILIECCE AYAUTOPHON U CAMOCTOATEIbHOU paboThl. JlabopaTopHbIe 3aHATHS 00ECTICYHBAIOT
pa3BUTHE U 3aKPEIUIEHNE YMEHUN U HABBIKOB ONpEeNICHUs LeJIel U 3a1a4 caMOpa3BUTHS, a
TaKXKe MPUHATUS HanOosee Y3PPEeKTUBHBIX PEHICHUH 0 UX pPealn3alnu.

HuTepaktuBHbIe HOPMBI 00YUESHHSI, IPEANOIAraoNINe OPraHU3auio 00yueHus KaKk
MIPOYKTUBHOU TBOPYECKOM JIEATEIBHOCTH B PEXKUME B3aUMOJICHCTBUS CTYIACHTOB APYT C
JPYroM H ¢ TIpernojaBaTesieM

Hcnonp30BaHre MHTEPAKTUBHBIX 00pa30BaTeNbHBIX TEXHOJIOTHI CIIOCOOCTBYET
MOBBILICHUIO UHTEpEca U MOTUBAIIUH YUAIUXCSI, AKTUBU3AIUN MBICITUTEIHLHON
NeSITeIbHOCTH U TBOPYECKOTO MOTEHIINAIA CTYACHTOB, JenaeT 0onee 3pPeKTUBHBIM
YCBOGHHE MaTepuaa, M03BOJISIET HHANBUAYAIN3UPOBATh O0yUYEHUE U BBECTH SKCTPEHHYIO
KOPPEKIHIO 3HAaHH.

[Tpu npoBeneHny 1a00PaTOPHBIX 3aHATUI HCIIONB3YIOTCA FPyHoBas padboTa,
TEXHOJIOTHUS KOJIJIEKTUBHOM TBOPUYECKOM 1€ATETbHOCTH, TEXHOJIOTUSI COTPYTHIUYECTBA.
JlaHHBIE TEXHOIOTUN 00ECTIEUNBAIOT BHICOKUI YPOBEHb YCBOCHHUS CTY/ICHTAMHU 3HAHUH,
3¢ (heKTHBHOE U YCIEIIHOE OBIAJICHNE YMEHUSIMHU U HaBBIKaMU B TIPeIMETHON 00JacTH,
(bopMHpYIOT TO3HABATENBHYIO TOTPEOHOCTh U HEOOXOJUMOCTb JallbHEHIIEro
camMo00pa3oBaHusl, MO3BOJSIOT AKTUBU3UPOBATH UCCIIEI0BATENbCKYIO IEATENHHOCTD,
obecnieunBarOT () PEeKTUBHBIN KOHTPOIb YCBOCHHS 3HAHUMA

6 YueOHO-MeTOAUYEeCKOE 0O0ecTieYeHHe CAMOCTOATEIBLHOM padoThl 00y4YarommXxcst

HpeI[CTaBJ'IeHO B IIPUJIOKCHU U 1.

7 OueHO4YHbIE CPEICTBA ISl IPOBECHUS POMEKYTOYHOM aTTeCTAluN
[IpencraBieHbl B TPUIIOKEHUH 2.

8 YueOHo-MeTonn4ueckoe n uHpoOpMaAIMOHHOE O0ecnieYeHHe QU CUMILTUHBI

a) OcHOBHasIMTEpaTypa:

1. BaykoB, A. A. 3ammra nHpOpMaIun : yaeOHUK /Ui By30B / A. A. BHykoB. — 3-¢
u31I., mepepad. u gon. — Mocksa : M3natensctBo FOpaiit, 2025. — 161 c. — (Bricmee
obpazoBanue). — ISBN 978-5-534-07248-8. — Texkct : anekrponnsiii // O6pa3oBaTenpHas
mwiargopma FOpaiit [caiir]. — URL: https://urait.ru/bcode/561313 (mara obparenus:
14.01.2025).

2. Opranu3anMoOHHOE U IPaBOBOE obecreyeHne HHPpopMalMoHHON 6€30MacHOCTH :
yueOHuk /uist By30B / T. A. IlonsikoBa, A. A. Ctpenbuos, C. I'. Uybykosa, B. A. Huecos ;
nox penakmueii T. A. [TonskoBoi, A. A. CtpenbiioBa. — 2-¢ U311, mepepad. u JoIm. —
Mocksa : M3natenscTBo FOpaiit, 2025. — 357 c¢. — (Bsicmee obpazoanue). — ISBN 978-5
-534-19108-0. — Texkcr : anexTponHsiii / OOpa3zoBarenbHas maaTdopma FOpaitt [caift]. —
URL.: https://urait.ru/bcode/560516 (nara obpamienus: 14.01.2025).



0) /lonmoJiHUTeIbHASIUTEPaTypa:

1. YepHona, E. B. HNudopmarnmonnas 6€30nacHOCTh YeI0BEKa : yudeOHOe mocodue
st By30B / E. B. UepHoBa. — 3-e uz ., mepepad. u non. — Mocksa : M3gatenbctBo FOpaiir,
2024, — 327 ¢. — (Bricmiee oopazoBanue). — ISBN 978-5-534-16772-6. — Tekcr :
anexkTpoHHbld // OOpa3zoBarenbHas miaatdopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/542739 (mara obpamenus: 27.01.2024).

2. Crrues, 0. H. Cranaaptel nHbOpMaIIMOHHON 0€3011acHOCTH. 3anuTa 1 00padboTka
KOH(HISHIIMATBHBIX JOKYMEHTOB : yueObHoe nocobue / FO.H. CprueB. — 2-e u3zn., nepepad. u
non. — Mocksa : UTHOPA-M, 2024. — 602 c. — (Bsiciiee o6pazoBanue). - ISBN 978-5-16-
019904-7. - Tekcr : anekrponHbIit. - URL: https://znanium.ru/catalog/product/2021464 (nata
obpamenusi: 27.01.2024). — Pexxum qocTtyma: 1mo momucKe.

3. Kopa6enpaukos, C. M. Ilpectymienus B chepe nHPOPMAIMOHHON 0€3011aCHOCTH :
yaeOHoe mocobue s By3oB / C. M. KopabensanukoB. — Mocksa : M3garenscTBo IOpaii,
2024. — 111 c. — (Bwicmiee oopazoBanne). — ISBN 978-5-534-12769-0. — Texcr :
anekTpoHHbIH // O0pa3zoBatenbHas miardgopma FOpaiir [caiir]. — URL:
https://urait.ru/bcode/543351 (mnara obpamenus: 27.01.2024).

B) MeToanuyeckueyKka3saHus:

1. Yepnoga, E. B. [IpakTukym no nHpopManmoHHoi 0e30macHOCTH i OaKanaBpoB
MPUKIIAIHON nH(POPMATHUKH : TIpakTUKyM [17s By30B] / E. B. UepnoBa ; MarauTtoropckuii
roc. rexuudeckuil yH-T uM. I'. 1I. HocoBa. - Maruutoropck : MI'TY um. I'. 1. Hocoga, 2019.
-1 CD-ROM. - 3arn. ¢ Tutyn.akpana. - URL:
https://host.megaprolib.net/MP0109/Download/MObject/2646 (mata oOpaiieHus:
27.01.2024). - MakpooOBeKT. - TekcT : aneKkTpoHHbIN. - CBeleHHs 0CTYMHBI Takke Ha CD-
ROM.

2. Metoaudeckue yka3aHus 110 BBIIIOJHEHHUIO JabopaTtopHoil padotsl «HanexxHocTs 1
JIOCTOBEPHOCTH MH(pOpMarum» 1y1st 6akanaBpoB HanpasieHus 38.03.05 buznec-
nnpopmaruka, 09.03.03 «IIpuxnannas uapopmatuka», 44.03.05 «Ilenaroruueckoe
oOpasoBanue (MupopmaTuka n 3kOHOMHUKA)». — Maruutoropck: M31-Bo Marautoropck.roc.
TexH. yH-ta uM. [.11. Hocosa, 2020. — 12 c.

r) [lporpammuoe odecnieuenne u UnTepHeT-pecypcehi:

IIporpammHoeo0ecnieueHne

Haumenosanue N
o Neo norosopa CpOKAeHCTBUSAIULICH3UN

MS Office 2007

Professional Ne 135 ot 17.09.2007 6eccpouHO

7Zip cBoOotHOpacnpocTpansemoe 110 0eccpovHO

MS Office 2003 |\ |35 o1 17.09.2007 Geccpoumo
Professional

]IiFr Z¥3ip Mozilla cBoOoHOpacnpocTpansemoe 110 0eccpovHO

FAR Manager cBoboaHOpacnpoctpansemoe [10 0eccpouHO
BpayzepYandex cBobogHOpacpocTpansemoe 110 6eccpodHo

Ipodeccnonanbubie 0a3bl JAHHBIX U HHPOPMALMOHHbIE CIIPABOYHbIE CHCTEMBI

| HasBanuekypca | Ccpuika




HanmonansHas nHpopMannoHHO-aHATUTHYECKAS
cucrtema — Poccuiickuii MHIEKC HAYYHOTO LIMTUPOBAHUS
(PVIHI)

URL:
https://elibrary.ru/project_risc.
asp

Poccutiickasl ocynapcrBennasonomoreka. Katamoru

https://www.rsl.ru/ru/4readers
/catalogues/

DnexTpoHHbIe pecypcbl oubnroreku MI'TY um. ..
Hocosa

https://host.megaprolib.net/M
P0109/Web

WNudopmannonnas cucrema - baHk 1aHHBIX yrpo3
6e3omacuoctu unpopmanmu PCTIK Poccun

https://bdu.fstec.ru/?
ysclid=lujkqy7cnw630508962

WNudopmannonnas cucrema - HopmatuBHbie IpaBOBbIE

https://fstec.ru/tekhnicheskaya

aKTbl, OPraHU3aLMOHHO-PACTIOPSIUTEIHHBIC
JIOKYMEHTBI, HOPMATUBHBIC M METOIMYECKHE
JIOKYMEHTBI U TTOATOTOBJICHHBIC ITPOCKTHI JIOKYMEHTOB
o Texauueckoit 3amure nHpopmanuu PCTIK Poccun

-zashchita-
informatsii/dokumenty-tzi?
ysclid=lujknksfy724757053

9 MaTepuajibHO-TeXHHYeCKOe o0ecneyeHue JTUCIUIINHBI (MO1YJIs1)

MarepuanbHO-TEXHHYECKOE 00eCTIeYeHHEe JUCIUTUINHBI BKIIOYALT:

Y4eOHble ayIUTOPUH IS IPOBEICHUS 3aHITUHN JICKIIMOHHOTO TUTIA:
crenuanu3upoBanHas (yueOHas ) MeOelb (CTOJIbI, CTYNbs, TOCKa ayAUTOPHAs),
MYJIbTHMEIMIHHOE 000pyI0BaHKE (MIPOSKTOP, KOMIIBIOTEP, IKPaH) Ul PE3CHTAIlMH
y4eOHOT0 MaTepualia 1o JUCIUILINHE,

YueOHble ayIUTOPUH [T IPOBEICHUS JTAOOPATOPHBIX 3aHATHUH, TPYIIIOBBIX U
WH/IMBUYyATbHBIX KOHCYJIbTAIIMNA, TEKYIIIEr0 KOHTPOJISI ¥ IPOMEKYTOYHON aTTeCTAllUU:
crenranu3upoBanHas (yueOHas) MeOelnb (CTOMbI, CTYINbs, JOCKa ayJUTOpHAs),
MePCOHAbHBIE KOMIIBIOTEPHI 00BbETUHEHHBIE B JIOKAIbHbIE CETH C BBIXOJIOM B MIHTEpHET U ¢
JOCTYIIOM B 3JIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTEeNbHYIO Cpe/ly YHUBEPCHUTETA,
OCHAIllEHHbIE COBPEMEHHBIMH ITPOrPaMMHO-METOANYECKUMH KOMILJIEKCAaMH

AyIuTOpHUH IJ11 CAMOCTOSITENILHON PaOOThI (KOMITBIOTEPHBIE KIIACChI; YUTATIbHBIE
3aJ16l OMOJIMOTEKN): Crienuanu3upoBaHHas (yueOHas) MeOesb (CTOMbI, CTYJIIbs, JOCKA
ayJAMTOpHAs ), IEPCOHAIbHbIE KOMIBIOTEPHl 00BETMHEHHBIE B JIOKAIBHBIE CETH C BBIXOJOM B
WHTepHeT U ¢ JOCTYIOM B 3JIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTEIbHYIO CpENy
YHHUBEPCUTETA, OCHAIIEHHbIE COBPEMEHHBIMU MPOTrPAMMHO-METOAMYECKUMH KOMIUIEKCAaMHU

[Tomerienue Juist XpaHeHHUs U TPOPUIAKTHUECKOT0 00CITy)KUBaHUS y4eOHOTO
o0opynoBaHus: MeOEIb (CTOJIBL, CTYJbS, CTEUIAXKH [l XpaHEHUs1 y4eOHO-HaTJIS AHbIX
nocoOuit 1 yueOHO-METOIMYECKOM TOKYMEHTALlMH ), IEPCOHAIbHbBIE KOMIBIOTEPHI



IIpuno:xenue 1

YueGHO-MeToAYeCcKoe 0GecIeueHre CAMOCTOATEIbHOM PAaGOThI 00YIaIOIUXCA

Mo aucumnaunHe «MHbopmaLMOHHaA Be30NacHOCTb» NPeayCMOTPEHa ayanTopHan U BHeayauTopHas
camocToaTenbHas paboTta 6akanaBpos.

AyauTopHasa camocToAaTeNbHasa paboTa 6akanaBpoBs npegnonaraeTt peweHne u opopmaeHUe cornacHo
334aHHbIM TpeboBaHMAM 3a4aHNI NabopaTopHbIx paboT. TpeboBaHMA K 0OPOPMAEHUIO HAXOLATCA B
CMK-O-CMITY-42-09 KypcoBoit NpoeKT (paboTa): CTpyKTypa, coaepraHune, obwue npasmna
BbINO/HEHWUA U 0DOPMAEHMS.

BHeayguMTopHaa camocTosTenbHasA paboTa CTyAeHTOB OCYLLECTBAAETCS B BUAE U3YYEHUS yuebHOM U
Hay4YHOM ANTepaTypbl MO COOTBETCTBYIOLLEMY pasaeny c NpopaboTKoit maTepuana, y4actue B
AUCTaHLMOHHOM Kypce unmn nsydyeHmum MOOK, npeanorKeHHOM npenogaBaTtesiem U BbiNOJIHEHUA
AOMaLLIHUX 3aAaHuni (NoAroToBKa K nabopaTopHbiM paboTam) C KOHCyAbTaUMAMK NpenojaBaTens.

BonpocbigNAacamoCcTOATeIbHOroU3y4YeHUs:

1. ITpoBenuTe CpaBHUTENBHBIN aHAIW3 JOKTPUH M KoHuenuui rocynapcrs CIIA,
I'epmanun, @panmun, SMOHUM M OPYTrUX Pa3sBUTHIX CTpaH B 00JacTH OOecredeHUs] pa3BUTHUS
UHPOPMALMOHHBIX TexHonorui (koHuenuuu Knunrona-I'opa, bannremana B Espome,
Oxwunapckas xapTust «I 1o0anpHOE MHPOPMAITMOHHOE OOIIECTBO» U T.1I.)

2. N3yuute COBOKYINHOCTh O(UIMAIBHBIX B3IJISI0B HA LN, 33/1a4M, IPUHIUIBI U
OCHOBHBIE HarpaBiieHus o0ecrnieueHus nHdopmamonHoi 6e3onacHocty Poccuiickoit @enepanuun
B «JlokTpuHe WH)OpPMAIIMOHHON OE30MaCHOCTH POCCHUUCKON deaepaiuny, yTBEpKICHHOU 9
ceHta6psa 2000 r. Ne  TIp-1895.

3. ITo3HakoMBTECH €O CTaThIMM OCHOBHOrO 3akoHa Poccuiickon ®enepanum —
Koncrtutynumeit (npunstoit 12 gexaOps 1993  ropma), 3arpardBarOIlUMH  BOIPOCHI
uHpopmanmoHHoi Oe3omacHocTy (ctaTthu 23, 24, 29, 41, 42).

4, PaccMmoTpuTe ompeneneHuss BCceX BaXXHEWIIMX KOMIIOHEHTOB MH(OPMAlMOHHOM
JESTEIbHOCTH W HampaBlICHUS pa3BUTHUS 3aKOHOJAATENbCTBA B 00JACTH HH(OPMALMOHHON
6e3omacHocTH B 3akoHe «OO0 mH(popmanuu, uHopMaTH3aluU U 3amuTe HHPopmauuu» ot 20
despanst 1995 rona Homep 24-D3 (mpunst ['ocynapcrBenHoit Jlymoit 25 suBaps 1995 rona).

5. W3yunte 0CHOBHbIE HOPMATUBHBIE AKThI, PETJIAMEHTHPYIOIINE OXPaHbl 0OBEKTOB C
IIOMOLIBI0 HOPM aBTOPCKOrO IMpaBa B 3akoHax «(O @paBOBOM OXpaHe MporpaMm Ui
AIIEKTPOHHO-BBIUMCIUTEIbHBIX MallMH M 0a3 naHHbBIX», «O MpaBOBOM OXpaHE TOMOJIOTUU
UHTETPaIbHBIX MUKpOcXeM» U «O0 aBTOPCKOM IpaBe U CMEXHBIX IPaBaxy.

6. Kak onpenenensl moHsTus OaHKOBCKasi, KOMMepUeckas U ciykeOHas TaliHa B
I'paxxnanckoM konekce Poccniickoit denepanun.

1. Kak oTpaxeHbl BONpOCHI MPaBOBOIO peXHMa HHPOPMAIMU C OTPaHHUYEHHBIM
JIOCTYIIOM B 3aKOHAX O TOCYJaPCTBEHHON U KOMMEPUYECKOM TailHax, B TPaXKIaHCKOM Kojiekce PO B
cratbe 139 «CnyxebHasi 1 KOMMepUecKas TaitHay.

8. Kakwue cBeeHHs He OTHOCATCS K KOMMEPUYECKOM TalHe.

Q. Kak onpeznensercs noHsTue u cojepkaHue KOH(pUICHIMATbHON MHPOPMALUU B
Vxkaze I[Ipesunenta PO «O0 yTBepk1eHUH NepeyHs CBECHUN KOH(PUISHIIMATBHOTO XapaKTepay.

10.  [laiite xapakTepucTHKy cleayromux GOpM 3alIuThl HHPOPMALMH: TATEHTOBAHHUE,
aBTOpPCKOE NpaBo, ToBapHble 3HAaKU («IlaTeHTHBIN 3akoH P®», «O TOBapHBIX 3HAKax, 3HAKax
00CITy’)KUBaHUS 1 HAUMEHOBAaHUU MECT IIPOMCXOXKIEHUS TOBAPOBY).

11.  PaccMoTpuTe BOMPOCHI JMIEH3MPOBaHWA B OOJACTH 3alMTHl MH(POPMAlUM B
3aKkoHe «O JTUIEH3UPOBAHUM OTACIBHBIX BUIOB JAeaTenbHOCTH» OT 8 aBrycta 2001 roga Homep
128-®3 (ITpunst N'ocymapcreennoi Jymoit 13 uromns 2001 roxa).

12.  Kakumu rocyiapcTBEHHBIMH HPAaBOBBIMM JOKYMEHTAMH ONPEAEIAIOTCS AeHCTBHS
110 3aIUTe MHMOPMAILUK OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.


http://dvabop.narod.ru/docum/xartia/xrt.htm

13.  Onpemenure poms u Mecto DelepanbHOIl CIyKObl MO TEXHHYECKOMY H
skcropTHOMy  KoHTpodro  (PCTDK, www.fstec.ru), sBisromeiics mpaBOIpeeMHUKOM
I'ocymapcrBenHoM TexHHMueckod komuccuun npu IIpesunenre Pocculickoir  ®enepanuu
(www.infotecs.ru/gtc/)

14. KakoBbl OCHOBHBIE HaIpaBJIeHUS JEATENbHOCTH MeaepalbHOro areHTCTBa
NPaBUTENILCTBEHHON cBsisn U uHpopmanmu (DPATICU — www.fagci.ru) B rocyaapcTBeHHOM
CUCTEMeE 3allUThl HH)OPMALIUH.

15. KakoBbl ocHOBHBIE HanpaBineHus gesrensHoctH «Coera BesomacHocTu
Poccuiickoit denepanniny.
16.  3nauenue 3akona «O6 ydacTHH B MEXKIyHAPOIHOM HH()OPMALIMOHHOM OOMEHE) OT

4 nronst 1996 rona Homep 85-@3 (npunar ['ocynapcreennoit Jlymoii 5 utons 1996 roga) B anoxy
[J100aMbHBIX KOMMYHUKAIIUA.

17.  PaccMoTpuTe 3aKOHONMPOEKTHI M CYHIECTBYIOLIYIO HOPMATHBHO-IIPABOBYIO 6a3y MO
BOIIPOCaM AJIEKTPOHHOIO Ou3Heca M JoKyMeHToobopora. Kakum oOpa3zom oOecneunBaroTcs
NPaBOBBIC YCIIOBHSI HCIIOJNB30BAHUS AJIEKTPOHHOH LU(GPOBOM TOAMUCH B DICKTPOHHBIX
JOKYMEHTaX coriacHo 3akoHy «O0 snexkTpoHHOU nudposoii moamucu» Ne 1-O3 (mpunstomy
['ocynapcrennoii lymotii 13 nexadpst 2001 roga).

18.  Ilosmakombrech co cTarhamu Kojekca 06 aAMMHUCTPATUBHBIX IIPABOHAPYILEHUSAX
o npoOsemMaM MpaBoHAPYIIECHHUH B 00acT cBsi3u U uHpopmaruu (I'nasa 13).

19.  Msyuure crateu YronosHoro konekca Poccuiickoit ®enepauuu (penaxius ot 14
mapta 2002 roma) mpeaycMaTpUBAIOIIME YTOJIOBHYIO OTBETCTBEHHOCTh 32 KOMIIBIOTEPHBIE
IPECTYIUICHUS.

I'naBa 28 «IIpectymienus B chpepe KOMNbIOTEPHOI HHPOPMALIKY, TPU CTATHU:

cTaTbA 272. HenpaBomepHbIN AOCTYN K KOMMNbIOTEPHON MHbOPMaLLUWK;
cTatba 273. Co3gaHune, UCnonb3oBaHUE U pacnpocTpaHeHne BpegOHOCHbIX Nporpamm ana 3BM;

cTaTba 274. HapylweHue npasua akcnayataumm 3BM, cuctembl 3BM nam ux cetu.

20.  TlosnakombTech co crathimMu YK P® mon melicTBUE KOTOPBIX MOTYT MONajaTh
IIPOTUBOINPABHBIE JI€IHUS, COBEPLICHHbIE C UCIIOJIb30BaHUEM KOMIIbIOTEpa U/uiu ceTu. CTaTbu —
129, 130, 137, 138, 146, 147, 158, 159, 163, 165, 167, 168, 171, 182, 183, 200, 242, 276, 280, 282,
283, 354.

21. Tlpusemute mnpumepbl CyaeOHOM NpakTUKM B paccMarpuBaeMoil  cdepe.
Hcnonp3yiiTe MaTepraibl IEPUOIUISCKON NIeyaTH, myoaukanuu B UHTepHeT.

22. Cremnaiite 0030p MEXTyHapOIHOTO HH(pOpMaOHHOTO 3akoHoAaTenbcTBa (CIIIA,
['epmanun, BenmukoOpuranuu, @pannuu, SAnoHnn) B 06JaCTH 3aIUTH HHOOPMALINH.

23.  PaccMoTpHTe NIpaBOBOE pETyIMpoBaHME ceTH MHTepHEeT B cTpaHax EBpomEL
CIIA, Poccun.
24.  TlosnakombTech C mporpamMmoil «JyekTpoHHas Poccus». KakoBbl pe3ynbTarhl

peanu3annuy JaHHOM NpOrpaMMbl?

25.O1eHouHbIe CTaHIaPThl U TEXHUYECKHE crienupuKanun. OCHOBHBIE TIOHATHS.

26.Cranmapr  Munncrepcta o6oponsl CIIA «Kputepu OLEHKH JOBEPEHHBIX
komnbioTepHblx  cucteM»  (DepartmentofDefenseTrustedComputerSystemEvaliationCriteria,
TCSEC, [TCSEC]) («OpamxeBasi KHHra») Kak OICHOYHBIM cTaHmapT. Mcropus coszmaHus u
tekymuii craryc. [lonutuka Oe3omacHocTn cornmacHo «OpankeBoil kHure». Kiaccsl
6e30macHOCTH MH(pOPMALIMOHHBIX CHCTEM IO CTeNeHu aoBepusi OezomacHoctu («OpaHkeBas
KHHUTa»).

27.KpacHas kuura. MHTepupeTalus KpUTEpHEB OIIEHKH HaIEKHOCTH CHCTEM JJIs CETel.
TrustedNetworkInterpretation. 1993. (NCSC-tg-005).

28.Po30Bast kHura. VIHTepnpeTalys cUCTEMbl YIpaBJIeHHs HAlekKHON 6a30ii JaHHBIX B
KPUTEPHSIX OICHKH HAJSKHBIX KOMIBIOTEPHBIX cHcTeM MuHHCTEepcTBa OOOPOHBI M3 YHUCIA
KPUTEPHEB OIICHKHM HAJCKHBIX KOMIbIOTEpHBIX cucTeM. Trasted Database Management System


http://www.infotecs.ru/gtc/
http://www.fagci.ru/

Interpretation of the Trusted Computer System Evaluation Criteria. NCSC, 1991,
(NCSC-TG-021).

29.1udpopmannonHas 6e30NacHOCTh paclpeael]eHHbIX cucTeM. Pexomenganuu X.800
«ApXUTEKTYpa O€30MACHOCTH TSI B3AUMOJICHCTBHS OTKPBITBIX CHCTEM).

30.Cnenuduxanus Internet-coobmectsa RFC 1510 «CeTeBoii cepBuc ayTeHTU(GUKALMH
Kerberos (V5)» [Kerb].

31.Tocynapcreennsie crangaptsl. TOCT P MCO/MDK 15408-2002. MudopmaoHHast
TeXHOJorus. MeTo/Ibl 1 cpelicTBa obecneueHus 6e3omacHoCTH. Kpurepun orieHKr 6€301macHOCTH
UH(POPMAIMOHHBIX TEXHOJOTHH (B PYCCKOS3BIYHOH JINTEPAType OOBIYHO, HO HE COBCEM BEPHO,
umenyeMsbIit «Oomme kputepun» -OK). OcHoBHBIE TOHATHS U uaeH. (MeXayHapoaHbINA CTaHIapT
ISO/IEC 15408).

32.TOCT P UCO/MDK 15408 — «BseseHue u obumas Mozenb». OOumil momxox K
(dopmupoBaHuio TpeOOBaHUI! 1 OLleHKE Oe30nacHOCTH ((PyHKIIMOHAIBHBIE U I0BEpHs), OCHOBHBIE
KOHCTPYKIIMK (TTpodmiib 3alUThI, 3aJaHue IO OE30MacHOCTH) TMPEICTaBIECHUsS TpeOOBaHUM
0€30I1aCHOCTH B MHTEpEcax MOTpeOuTeNe, pa3pabOTYMKOB U OLEHIINKOB MPOAYKTOB U CHCTEM
UT. TpeboBanus 6e3omacHoctu 00bekTa oueHku (OO) mo meromonorun OOUMX KpUTEpUEB
OTIPENIENAIOTCS UCXOMS U3 Iesiell 0€30acHOCTH, KOTOpPhIE, B CBOIO OY€pEIb, OCHOBBIBAIOTCS Ha
aHanmm3e HasHaueHuss OO M YCJIOBUI Cpelbl €ro HCIOJb30BaHHs (Yrpo3, MPEAIoOKEHHIH,
MOJIMTUKU O€30MaCHOCTH).

33.TOCT P UICO/MDK 15408-2 — «DyHKIIMOHATIbHBIE TPeOOBaHUSI OE30TACHOCTH.
Knaccudukanus ¢GyHKIMOHATBHBIX TpeOoBaHUi Oe3zomacHocTH «O0mux kpurepuesy. Kiacchr
(GYHKIMOHATIBHBIX TPEOOBAHUH, OMUCHIBAIOIINE AIEMEHTAPHBIE CEPBUCHI Oe3omacHocTH. Kiacch
(GYHKIMOHATBHBIX TPEOOBAHH, ONMCHIBAIOINE TPONU3BOIHBIC CEPBUCH OE30MACHOCTH.

34.3amuTa naHHEIX M0JIb30BaTeNs. 3amuTa GpyHKIHA 0€30MaCHOCTH 0OHEKTa OLIEHKH.

35.Knaccel QyHKIMOHANBHBIX TPEGOBAHUIA, HIPAIOIIME HUHPPACTPYKTYPHYIO POIIb.

36.'OCT P UICO/MDK 15408-3 — «TpeGoBanus 1oBepus k 6e30nacHOCTHY. OCHOBHBIE
MOHSTHS U KJIacCUpUKalus TpeOoBaHUM 1oBeprs OE30MACHOCTH.

37.0uenka npoduneil 3amuTH ¥ 3anaHuil o Ge3omacHocTH. TpeGoBaHUsA NOBEpHs K
aTamy pa3paboTku. TpeOoBaHMs K 3Tamy MOJTYYCHHUs, MPEACTABICHUS M aHAU3a Pe3yJbTaToOB
pa3paboTku. TpeboBaHuUs K MOCTABKE M IKCILTyaTalluu, MOAEPKKA TOBEPHUS

38.Onenounble ypoBHU 10BepHs 6€300aCHOCTH B «OOIIMX KPHTEPHIX».

39.IIpodunu 3amuTel, pazpaboTaHHble Ha OcHOBe «OOmMX KpuTepuesy. OOmue
TpeboBaHUs K cepBUcaM Oe3omacHOCTH. buomerpuueckast naeHTUUKALMS U ayTeHTU(DUKALUS.

40.Bpuranckuii crangapt BS 7799 «Ympasnenue uHGOPMAIMOHHON Ge30MaCHOCTHIO.
[Tpaktuyeckue npasuna» (Codeofpracticeforinformationsecuritymanagement) [BS7799] u ero
BTOpas dactb BS 7799-2:2002 «Cuctemsl ympaBieHus: WHOOPMAIMOHHONW O€30MaCHOCTHIO -
cneunduKanus ¢ pykoBOJCTBOM M0 Hcnoib3oBaHuio» (Informationsecuritymanagementsystems -
Specificationwithguidanceforuse) [BS7799-2] miast mpakTHYeCKOrO CO3JaHUS WM IOJAEePIKaHUS
pexumMa MH(OPMAIIMOHHON 0€30MacHOCTH € TOMOIIBIO PEryIATOPOB aJIMHUHHCTPATUBHOTO WU
MpOLEAYPHOTro ypoBHEH. PerynsTopsl 6€30MacHOCTH U peann3yeMble MU 1enH. YeTblpexpazHas
MO/IeJIb TIpoliecca YIpaBieHus HHPOPMALMOHHON 6€30MacHOCThIO.

41.Cranpapr ISO/IEC 17799:2002 «Ynpasnenue HHGOPMALMOHHON 6€30MaCHOCTBIO —
HNHupopMalinoHHbIE TEXHOJIOTUNY.

42.Denepanbubiii  crangapr CIIA FIPS 140-2 "TpeGoBaHus 6e30IacHOCTH IS
kpuntorpaduyeckux moayneit" (SecurityRequirementsforCryptographicModules) [FIPS140].

43.TpeboBanuss K NPOU3BOIBHOMY (JMCKPEMOHHOMY) YIPABIECHHIO JOCTYIOM.
PykoBomsiuit - nokyment [l'ocrexkomuccun Poccun  «be3onacHOCTs  MH(GOPMaIMOHHBIX
texnosoruii. Konrpomupyemsriit noctym. [Ipoduns 3anmuten (113 KJI).

44, TpeGoBanust K NPMHYAUTETLHOMY (MaHAATHOMY) — YIPABIEHUIO  JOCTYIIOM.
PykoBomsmuit  mokymenT ['octexxkomuccuu Poccum «be3zomacHOCTs  WH(DOpPMAIMOHHBIX
texHosoruil. Metrounas 3ammuTta. [Ipoduns 3amumten (113 M3).

45.Ponesoe ynpasienue J0CTYIIOM.



46.MexceTeBoe 3KpaHupoBaHMe. Pykosonsime JokyMeHTh 'ocTexkomuccuu Poccuu
(Knaccudukamuss aBTromatu3upoBaHHbIX cucTeM (AC) 10 ypOBHIO 3alllMIIEHHOCTH OT
HecankuronuposanHoro goctyna (HCJ), Knaccudukamms MexxceTeBbIX SJKPaHOB).

47.CucteMpl aKTMBHOTO ayauMTa. AHOHMMHU3ATOpbl. BBIIyCK M yIpaBleHHE
ceprudukaTamMu. AHaNIKU3 3aMUIIEHHOCTH.

48.Tlpodunu 3ammThl, pazpaboTaHHble HA OCHOBe «OOIMX KpuTepueB». YacTHbIE
TpeOOBaHUS K KOMOMHALIMSIM M MPHIOKEHUAM CEepBUCOB Oe3zomacHocTH. OnepanroHHbIE
CHCTEMBI.

49.Yactuple TpeboBaHUA K KOMOMHALMAM U MPHJIOKEHHAM CEPBMCOB 0€30IaCHOCTH.
Cucremsl ynpapieHus: 6a3amMu JaHHBIX.

50.YacTthble TpeGoBaHMS K KOMOMHALMAM M HPUIOKEHHAM CEPBUCOB O€30MACHOCTH.
BupTtyanbHbie yacTHble ceTu. BupTyanbHble ToKanbHble ceTh. CMapT-KapThl.

51.TapmonusupoBanHbie KpuTepur EBponeiickux cTpaH.

52. Texunueckas cnenuduxanus «O600IIEHHbIH IPUKIaTHON IPOrpaMMHBI nHTEpeiic
cnyx0br  O6e3omacHocTH»  (GenericSecurityServiceApplicationProgramInterface, GSS-API)
[GSS-API].

53.0cHoOBHBIC TIOHATHS W WaEU pexomenpanuii cemeiicta X.500. X.501 "Cayxba
mupektopuii: moxenu" [XS501] m X.511 "Cnyx0a DupeKkTopuii: aOCTpaKTHOE ONpee/ICHUE
ceppuca" [X511].

54.Kapkac cepTuHKaTOB OTKPHITHIX Kirodei. X.509 "Cuyx6a IUpEKTOpHii: KapKachl
ceptudukaToB OTKPBITBIX KIIIOYEH u aTpubyToB"
(TheDirectory:Public-keyandattributecertificateframeworks) [X509].

55.Kapkac ceprudukaros arpuOyToB. [IpocTas v cHiIbHas ayTeHTH(UKALHSL.

56.Cnennduxanun Internet-coobmecrtsa IPsec. ApxuTekTypa cpeacTB 6e30HacHOCTH
IP-ypoBHsL.

57.Cnennpuxanun Internet-coobmectna IPsec KoHTEKCTBI 6€30MaCHOCTH M YIIPABJIEHUE
KIIFOYaMHU.

58.ITpoToKoNIbHBIE KOHTEKCTHI U TIOITHTHKA GE30MaCHOCTH.

59.06ecneuenne ayrentuunoctu IP-makeroB. OOecredeHre KOH(MAEHIHAILHOCTH
CEeTeBOro Tpaduka.

60. Ocrosusle uyen u noustus nporokona TLS. Ipotokon nepenaun 3amuceit. [Ipotokon
YCTaHOBJIEHUSI COECIMHEHHM M acCOLMUpPOBaHHBIE NMPOTOKOJbI. [IprnMmenenne nporokosna HTTP
Hax TLS.

61.06006m1eHHbI TpUKIagHONW MPOrpaMMHBINA HHTepdeiic clykObl 6e30MacHOCTH.
OCHOBHBIE TTOHSTHS.

62.06001IeHHbBI  TPUKIAIHON NPOrpaMMHBIA HHTEpdEHc CiIykObl 0e30macHoOCTH
Oynkimu g paboTel ¢ ymoctoBepeHUsMH. Co3laHWe HW  YHHUYTOXEHHE KOHTEKCTOB
6e3omacHOCTH. 3amuTa coodmenuii. Jloruka paboTsl nosip3oBaTeneil naTepdeiica 6e30nacHOCTH.

63.CtpykTypa u conepxanue nokymenTa «[lonuTuka HHGOPMAMOHHOM GE30MaCHOCTH
OpraHu3aLUuN».

64.Cnyx6a nadopmarmoHHOil Oe3omacHocTH opranuszanuu. CocTaB, Held U 3a1a49d
CITy»KOBI MHPOPMAITMOHHOHN 6€30TTaCHOCTH OpPTraHU3aITIH.

65.Posb cTanmapToB ¥ TpeOOBaHUH MO MHPOPMAIMOHHO GE30MaCHOCTH MPEATIPUATHS
B (hopmupoBanuu «lloauTHKN MHPOPMAITMOHHOIN 0€30aCHOCTH OpraHU3aLM».

66. [IpuHIMIIBE! pacTpeeneHus TOTHOMOYHIA.

67.1Ipouenypsl M MeToAbl HMH(OPMALMOHHON O€30MACHOCTH OPraHW3allMH  Kak
cocrapnsitontue «l[lonmutuku nHGOpMaOHHON 6E30MaCHOCTH OpTraHU3AIUI.

68. IIpopunu 3armuTeL.

69. 06s13aHHOCTH COTPYAHUKOB 110 0OECTIEYEHII0 HHPOPMAIIMOHHOMN 6€30aCHOCTH.

70.Tlopsamox ycTaHOBIEHHSI peXMMa KOH(QHAEHUUANIbHOCTH MH(OpMaunuu. IlepedeHb
CBE/ICHUI, OTHOCUMBIX K KOH(PHICHIIMATHHON HH(POPMALIUK 1 HE TIOJIeKAIUX 3aCEKPEUMBAHUIO.

71.TpeGoBanus, npeabsapiseMble K IPETEHJEHTaM Ha paboTy ¢ KOH(UIEHIMATEHON
nH(popmaren U K MpeTeHAeHTaM Ha JI0JDKHOCTD CTY)KO0y HH(POPMAIIMOHHON O€301acHOCTH.



72.Topsnok obecrieueHnsl COXPAHHOCTH KOH(QMACHIMAILHOH HMH(OPMALUKM [pH
HOCTOSTHHOM WJIM BPEMEHHOM MPEKPALIeHUH IOIb30BaTelIeM JOCTYNa K KOH(UACHIMATbHOMY
UH(OPMAIIMOHHOMY PECYPCY.

73.0pranu3aiuonHble MEPHl 10 OOECTIEYEHUI0 W TMOJIEPKAHA0 HHPOPMALMOHHON
0€30MacHOCTH B IIEPHO/T YPE3BBIYAIHBIX CUTYAIIUH.

74.Bunpl nHpOpMaLMU OPraHU3aLUH, TTOJIEKAIME 3aIIUTE.

75.Pernamenranus AeicTBUI BceX KaTeropuil COTPYIHUKOB, JONYIIEHHBIX K padoTe ¢
nH()OPMAITMOHHBIMH CHCTEMaMH.

76.CuctemMa  OpraHM3alMOHHO-PACHOPAMUTENLHBIX JOKYMEHTOB — YUPEKIEHHS 110
BOIpocaM obecrieueHus: THPOPMAIIMOHHOM 0€30acCHOCTH.

77 .Tlonutrka GE30IaCHOCTH YUPEKICHHUS.
78.TIporpamMma 6e30MaCHOCTH YUPEKICHUS.



Ipuio:xkenne 2

OueHo4HBbIE CpPeICTBA /15 NPOBeIeHNUs] MPOMEKYTOUHOI aTTecTaluu

a) Ilnannpyembie pe3yabTaThl 00y4eHHUs] H OLICHOYHBIE CPEACTBA 1JIsl IPOBEAeHHU

MPOMEKYTOYHOM aTTeCTALMU:

Koaunaukartop
a

HNuaaukarop
JIOCTHKEHUS
KOMIIETCHIIUU

O1eHOYHBIECPEICTBA

YK-8 — Cnoco0en co3naBaTh 1 NOAE€PKUBATH B IIOBCETHEBHOI KU3HU U B MPOPeccHOoHATbHOIM
NesiTeJIbHOCTH 0e30NacHbIe YCJI0BHS KU3HeAesATeILHOCTH /ISl COXPaHEHUs MPHPOIHOI cpeabl,
o0ecrneveHns1 yCTOHYHBOIO Pa3BUTHsI 001IECTBA, B TOM YHCJIe IPH YIPo3e H BO3SHUKHOBEHUHU

4Ype3BbIYAHHBIX CUTYAlMii 1 BOEHHbIX KOH(UIMKTOB

YK-8.1 Ananuzupyer u IIpumMepHble BAPMAHTHI TECTOBBIX 3a/1aHUIA.
UICHTU(DULIUPYET 1.TpeboBanus «O0MUX KPUTEPUEB)» TPYIIHPYIOTCS B:
(hbakTOphl OMACHOTO a.Kmaccer
" BPEIHOTO b. TToxksaccer
BIIMSIHUSL DJIEMEHTOB c. I'pynmst
cpeapl  oOuTaHHA d. [Moarpymmsr
(TexXHUYECKUX
CPEACTB,
TEeXHOIOTHUECKHX Ilepeyenb BOMpoOCOB /1J1s1 MOATOTOBKH K 324eTy € OLEeHKO#
HPOLIECCOB, .
MaTepHAIOB, 1. ToustuenHpopManMOHHONHOE30MIACHOCTH. }
- u 2. OCHOBHLIecOCTaanuoumeHH(bopMauHOHHon6e3onaCHvocm
COOpyKeHHil, 3. BaxHOCTB U CIIOKHOCTH MPO0IeMbl HHPOPMAITHOHHOH
HpHPOTHBIX " Oe3omacHOCTH ) )
COLMATBHBIX 4. 3akoHOAATENBHBINYPOBEHBUH(OPMALIMOHHONOE30aCHOCT
SIBJICHII ) 1 .
5. O030p pocCHIICKOro 3aKOHOIATEILCTBA B 00JIACTH
WH(POPMAITMOHHOW 0€301MacHOCTH
6. IIpaBoBbIe aKThI OOIIETO HA3HAYCHHS, 3ATPATUBAIOIIUC
BOMPOCHI UHPOPMAIIOHHOM 0€30MacCHOCTH
7. O6G30p 3apyOeXHOro 3aKOHOAATENBLCTBA B  00NACTH
WH(GOPMAITMOHHOW 0€301MacCHOCTH
8. OueHoYHbIE CTaHAAPTHI U TEXHUYECKHE CTICIU(PHKAIIHH.
IIpakTH4yeckoe 3aganne
[TpoBecTH ayuT 3aMUIIEHHOCTH CETH
HactpouTs pasnuunbie criocoObl aBTOpH3aLnU Ha BeO-pecypee ¢
YUYETOM IOCTABJICHHBIX 3aJ1a4
KomnaekcHoe 3aganue
OO6ecneunTs 3amuTy HHHOPMAIMH JOKYMEHTOB Pa3IMIHOTO
THMA (AOCTYITHOCTD, IIEJI0CTHOCTh, KOHPUICHIINATEHOCTE) OT
BBISIBJICHHBIX YTPO3 PEAMETHOH 0bmactu
YK-8.2 BrisBiser IIpumMepHbIe BApMAHTHI TECTOBBIX 3aaHUIA.
pOOJIEMBI, 1. Ykaxxute HEKOPPEKTHOE onpeaenenue Hapymmrens 1b:
CBSI3aHHBIC c
HAPYLICHUAMH a. (u3MUECcKoe U0, CIyYaifHO MU IPeTHAMEPEHHO
TEeXHUKH CoBeplILarollee IeHCTBUS, CIEICTBUEM KOTOPBIX
Ge30MacHOCTH  Ha ABJISIETCS HApyIIeHne O0e30MacHOCTH HHPOPMAIIH IIPH €€
pabouem MECTE; 00paboTKe TEXHUYECKUMH CPEJCTBAMH
npearaeT b. ¢usnueckoe wiM OPUANIECKOE JTHLIO, CITyYaHO
MEpOIPUATHAX  TI0 coBeplIlarollee IeHCTBUS, CIEICTBUEM KOTOPBIX

SABJIICTCA HAPYIICHUC 0e30IMacHOCTH I/IH(l)OpMaI_[I/II/I I1pu €€




Konunaukarop
a

WNnauxatop
JOCTHKEHUS
KOMIIETCHIIUI

OneHoYHbIECPECTBA

IPEIOTBPALICHHIO
YPE3BbIYANHBIX
CUTyalun

00paboTKe TEXHUICCKUMHU CPEICTBAMH

C. 3TO JIMIIO, MIPESAMPHUHSBILEE MOMBITKY BBITOJTHESHUS
3aNpeIIEeHHBIX OTepanuii (IeHCTBHI) IO ONMTHOKE,
HE3HAHUIO UK OCO3HAHHO CO 3JIbIM YMBICIOM (U3
KOPBICTHBIX HHTEPECOB) WK 0€3 TaKOBOTO (Paay UTPhI
WJIH yIOBOJILCTBUS, C IEJIbI0 CAMOYTBEPKICHUS U T.11.) U
UCTIONB3YIOIIEE JUIS 3TOTO PA3IUYHbIC BO3MOXKHOCTH,
METO/JIBI U CPECTBA

IlepeyeHb BOIIPOCOB AJIsl NOATOTOBKH K 324eTy € OLIEHKOM

9. OCHOBHBIE OIpPEOCICHUS H KPUTEPHUHM KIaCCUPUKAIIUH
yrpo3

10. Haubomnee pacmpocTpaHeHHBIE YTPO3bl JOCTYITHOCTH

11. BpenoHocHoe mporpaMMHoOe o0ecIieueHue

12. OcHOBHBIE YTPO3BI IETOCTHOCTH

13.OcHOBHBIC YTPO3bl KOHDUICHIIMATLHOCTH

14. Unentudukanus u ayTeHTUOUKAHS

15. YnpaBnenue 0CTyIIoM

16.PoneBoe ynpaBieHre JOCTYIIOM

17.TIpoToKONMpPOBAHUE U AYIAHUT

18.llIudposanue

19. OxpanupoBanue

20.Knaccudukarms MeKCeTEeBbIX 3KPaHOB

21. Aganus 3amuine HOCTH

22. JlocTymHOCTH

23.0TKa30yCTOHYMBOCTD M 30HA PHCKA

24, Kpunrorpadus

25.BpenoHocHOE ITporpaMMHOE 0OecTIeueHHe.

26.IlytTi  TIPOHMKHOBEHHS BPEIOHOCHOTO  MPOTrPAMMHOIO
obecrieueHusl.

27.Croco0bl  3amUThl  OT BPEIOHOCHOIO MPOTrPaMMHOTO
obecrieueHus

IIpakTH4yeckoe 3agaHne

Pa3zpaboTaTh MoeNh yIpo3 0€30MaCHOCTH U HAPYIITUTEIIS IS
peaMETHON 001acTi

KomiuiexkcHoe 3a1anue

Pa3paboraTh mporpaMmy 0€30MaCHOCTH IJIsE IPEIMETHOM
obiactu

YK-8.3

Pazbscusier
IpaBuJia MMOBEACHUA
[IpU BO3HUKHOBEHUU
Ype3BhIYANHBIX
CUTyaluin
MPUPOTHOTO U
TEXHOT€HHOTO
MIPOUCXOXKICHUS;

IIpuMepHbIe BAPMAHTHI TECTOBBIX 3aaHUIA.
2. Yro sIBIIETCS 1EJIbIO 3alIMThl HHQOpMaIiu?
a. 3amuTa nHGOpPMAIMH OT YTCUKU
b. kemaembrit pe3ynbTaT 3aMIUTH HHPOPMAIIH
C. 3amuta uHGOpPMAaIMK OT yTpaThl
d. mpenoTBpalieHUE YTPATHI H YTEUKH KOHPUICHIINATLHON
nHpOpMaLUH




Konunaukarop Wunukatop OueHoYHBIECPEICTBA
a JIOCTHIKEHMS
KOMITETEHLIMH

okasbIBaeT nepey0 | IlepeyeHb BONPOCOB Jisl MOJATOTOBKH K 3a4eTy C OI[eHKOI
IIOMOIIIb,
OIHMCLIBAET 28.0OCHOBHBIC ~ TIOHATHS  AJMUHHUCTPATHBHOTO  YPOBHS
CIOCOBBI YIACTHS B WH(POPMAITMOHHON 0€301MacHOCTH
BOCCTAHOBHTENIEHEL 29.Tlonmutrka 6€30MacHOCTH

X MCPOIIPpUATHAX

30.I1porpamma Ge3omacHOCTH
31. CuHXpOHM3ALHS IPOrPaMMbl OE30IACHOCTH C YKHU3HCHHBIM
[IUKJIOM CHCTEM

IIpakTH4yeckoe 3ag1anue
BoccTaHoBuTh yaaneHHy0 HHGOPMAIUIO
Y nanute nHGOpPMAINIHIO ¢ 33JaHHBIMH MTApaMeTPaMH

ITpoTHBOCTOSATH PacHPOCTPAHEHHBIM CIIOCO0aM
MH(POPMALMOHHOTO MaHUITYIMPOBAHHUS

KommiekcHoe 3a1anue

[IpuMeHSTH crienuaIn3uPOBAHHOE IIPOrPAMMHOE 00eCIIeYeHUE
JUTSI COXPaHECHUST KOH(PUICHIIUAILHOCTH HH(POPMAIIUH: XpPaHCHHE
napoJei, ynanenue nHGopManrm, COKpeITUE HHPOPMALTUH

OIIK-3 — cioco0eH pemiaTh CTAHAAPTHBIE 3a1a4u NPodeccHOHATILHO 1esITeIbHOCTH HA OCHOBE
HH(pOPMAIHOHHOM 1 Oubanorpadguyeckoi KyJbTyphl ¢ IPUMEHEHHeM
HH(OPMANMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHH M C Y4eTOM OCHOBHBIX TpeOoBaHMii

HHGpOPMALMOHHOH 0€30MacCHOCTH;

OIIK-3.1: Mcnonb3yeT NpUHLUIIBI, METOABI U CpeACTBa HHGOPMALMOHHON 1 Oubimorpadudeckon
KYJIBTYPBI JUIS PELICHUs CTaHIAPTHBIX 33724 MPOGeCCUOHANBHON AESTENLHOCTH C CIIOIB30BaAHNE
MH(POPMALMOHHO-KOMMYHHUKAILIHOHHBIX TEXHOJIOTHIl

3HaTh HE MPOBEPSETCS

YMmers HE NIPOBEPSAETCS

Brnanets HE MPOBEPSETCS

OIIK-3.2 Pemaer IIpuMepHbIe BADHAHTBI TECTOBBIX 3aJaHUIH.
CTaHJIapTHbIE 1. Yro Takoe 3ammiiaeMas nHGopMarms?
3aJ1a4n
npoeccHoHATBHOI a. mo06as undopmanus, koropas nossiusercs B CMH
NeSTeNbHOCTH c b. wuHpOpMarIms, KOTOpas MOMIEKHUT 3aIHUTE B
YYETOM  OCHOBHBIX COOTBETCTBUHU C TPEOOBAaHUAMU IIPABOBBIX JOKYMEHTOB U
TpeGoBaHuii 00s13aTeJIbHO OTHOCUTCS K FOCY1apCTBEHHOI TaiiHe
MH)OPMALHOHHOM C. uH(pOpManus, ABIAIOIIASICS IPEIMETOM COOCTBEHHOCTH
6e300aCHOCTH ¥ [OJUISKAIAst 3aIUTE B COOTBETCTBHHU C TPEOOBAHUAMHU

MPABOBBIX JOKYMEHTOB WU TPEOOBAHHUSIMH,
YCTaHABIIUBACMBIMU COOCTBEHHUKOM HH(POPMAITUH
2. Yto Takoe 0€3011aCHOCTh JAHHBIX?

a. 9TO COCTOSHUE XPAaHUMBIX, 00pabaTHIBACMBIX U
nepeiaBaeMbIX JAHHBIX, IPH KOTOPOM HEBO3MOMXKHO MX
CllydaifHOe WM TIpeHAMEPEHHOE MTOIyUYEHNE,
H3MEHEHNE WIH YHHYITOKEHIE

b. »aTO cocTosHUME XpaHUMBIX, 00PaOATHIBAEMBIX U
nepeiaBaeMbIX JaHHBIX, TIPH KOTOPOM HEBO3MOXKHO HX
CIIy4ailHO€ UCKaKEHHE

C. 9TO COCTOSHUE XPAHUMBIX, 00pabATHIBACMBIX U




Konunaukarop
a

WNnauxatop
JOCTHKEHUS
KOMIIETCHIIUI

OneHoYHbIECPECTBA

IepeaaBaeMbIX JaHHBIX, IPU KOTOPOM HEBO3MOXKHO HX
IIpeIHaMEPEHHOE MOTyYeHNEe, U3MEHEHUE WU
YHUYTO)XKEHUE

d. cocrosHHE 3aIIUIIEHHOCTH HAIIMOHATIBHBIX HHTEPECOB
P® Bo Bcex chepax yenoBeUecKoil eI TeNbHOCTH

IlepeyeHb BOPOCOB /15l MOATOTOBKH K 3aUeTy € OLI€HKOI

32.T1lousarue nHGOPMALIMOHHON 0€30I1aCHOCTH.

33.OcHOBHBIE COCTaBJISIOIINE HHPOPMAITHOHHOM
0e30macHOCTH

34.BaXHOCTh M CIIOKHOCTH IIp00JeMbl HH(DOPMALIMOHHON
Oe3omacHOCTH

35.T1oapa3znencHus TEXHUYSCKON 3alUThl HH)OPMAIINH.

36.MecTo 1 poJib annapaTHO-MPOrPAMMHBIX CPEJICTB 3aIHUTHI.

37.TpeboBaHnsT PYKOBOISIIMX JOKYMEHTOB K CpPEICTBaM
3aIIUThI HHPOPMALIUK OT HECAHKIIHOHUPOBAHHOTO JOCTYTIA.

38.O0Hapyx)eHHE CETCBOW aTaKy.

39. Crroco0Os! obecrieueHus Oe30macHoi padboTs! B IHTEpHET.

40. [IpuHnME QYHKITMOHUPOBAHUS OpaHAMAay3POB.

41.TlepeueHp WHQOPMAIMOHHBIX PECYPCOB, MOAJIECKAIINX
3aIuTe.

42.0OcHOBBI 6€30MTaCHOCTH Web-pecypcoB.

43. CriocoObI 3alTUThl (GailyIoB OT IOCTOPOHHETO JIOCTYIIA.

44 .3proHoMHUYecKMEe W  HOPMATHBHBIE TpeOOBaHUS K
opraHmzaiyy pabo4yero MecTa Imojib30BaTes

IIpakTH4yeckoe 3aganne

CdopmupoBathk naposb ¢ 3alaHHBIMH KPUTEPUIMHU
YCTOMYUBOCTH

Paccunrats YCTOfIQHBOCTB napoJisa

3amuTuTh HHPOPMAIUIO: IAPOJIh, KpUNTOrpadus,
creranorpadus

Paccpuika cooOuieHuii ¢ coxpaneHrneM KOHQUASHINaTbHOCTH
azpecara

KommiekcHoe 3aganne

Haiitu HapyiieHuss HOpPMATUBHBIX MPABOBBIX JJOKYMEHTOB B
MIPEUIOKCHHBIX 38 TaHUSX

- PENoCT 3aIucH, cofiepxaliei 0100peHne HapyeHHne
3aKOHOJaTelILcTBa PD;

- CKaYMBaHUE «B3JIOMAaHHBIX)» TIPOTPAMM;

- pacchlIKa criama,

- IOKYIKa MUHHU-BUICOKaMEPhI;

- YCTaHOBKA MMPOTPaMM MTPOCTYIIKH Ha TeJeOH CYTIpPYTY,
pebeHKy;

- UCTIOJIH30BAHMUE JIOCTYIIA B UY)KYIO COIIMATBHYIO CETh
(TToacMOTpen maposib, HE Pa3IOTUHUIICS MTOIH30BATENh U
zp.)

- IPOCMOTP Uyxoii mouTsl. [TomobpaTts TpeboBaHUS
CYIIECTBYIOIIETr0 3aKOHOAATENbCTBA K CHTYAIIUsIM:

- paboTonaTens TpeOyeT MPOXOIUTh NETEKTOP JKU




Konunaukarop
a

WNnauxatop
JOCTHKEHUS
KOMIIETCHIIUI

OneHoYHbIECPECTBA

COTPYIHUKOB TIOCIIC MHIIMICHTOB HA MIPEANIPUSITHH,
- paboToaaTenb TpedyeT COOOIUTh CBEICHHSI O JJOXO0AaX
BCEX YICHOB CEMbH pa0OTHUKA;

- [10JIB30BATENb BOILIEN [0/ YUETHOM 3alHChIO APYrOro
paboTHUKA AJIs BEITIOTHEHHSI MPO(ECCHOHAIBHBIX 33]1a4,

- [10JIb30BATENb 3apa3uil pabouylo CTAHIIHIO BPEIOHOCHOM
MPOrPaMMOii, UCIIOJIB3Ys CBOU (piien-HOCUTENb (BapuaHT |
— YMBIIIJIEHHO, BAPUAHT 2 — HEYMBIILIJIEHHO)




0) Ilopsiiok mpoBeaeHUs MPOMEKYTOUYHOM ATTECTAIUN, IOKA3ATEIN U KPUTEPHH
OlleHUBAHMS:

[IpomexxyTounast arrecranusi no aucuuiuimHe «WUudopmanmuonHass 0e30MaCHOCTbY
BKITIOUAET TEOPETUYCCKUE BOMPOCHI, MTO3BOJISIONINE OIICHUTHh YPOBEHb YCBOCHUS 00YUAIONITUMUCS
3HAaHUW, W TPAKTUYECKHE 3aJaHUs, BBIABISIONIUE CTENEHb CPOPMUPOBAHHOCTU YMEHHI U
BJIQJICHUHN, TIPOBOUTCS B (hOpME 3a4eTa C OILICHKOM.

3aueT Mo NaHHOW NHCUUIUIMHE NMPOBOJUTCS B YCTHOHM (opMe MO 3aueTHBIM Ouieram,
Ka)XJIbIii N3 KOTOPBIX BKIIFOYAET OJIMH TEOPETUUYECKUI BOIIPOC U OJHO MPAKTUYECKOE 3aJaHHE.

IHoka3zaTesiu 1 KPpUTEPUM OLIEHUBAHMSI 3249€TAa C OL[EHKOM:

«OTIMYHOY» — OIIEHKA 3HAHUH CTYJIEHTa, KOTOPbI CBOOOIHO BIIAJICET:

1) NOHATUHHO-TEPMHUHOIOTHYECKON 0a30i AMCUMIUIMHBI M 3HAET 3Ha4YeHHe Hauboee
Y4aCTO UCMOJIb3yEeMBIX a00peBHATYp;

2) 4eTKO yBSI3BIBAET TEOPETUYECKOE [TO3HAHUE AUCHHUIUIHHBI C pEAIbHON MPAaKTUKOM;

3) 3HaKOM C IIUPOKUM KPYrOM JIMTEPATYPHBIX HCTOYHUKOB, 3HAET, TJ€ HX JOCTaTh,
XOpOIIO pa30upaeTcsi B UICTOPUN CTAHOBIICHUS TUCIUILUIUHEI, B OILICHKE €€ TeKYIIEro COCTOSIHUS U
MEPCIIEKTUB €€ PA3BUTHS;

4) MOJHOCTBIO BIa/ICET MaTepUAIOM MPAKTUUECKOTO 33aJaHusl, YeTKO U apTryMEHTUPOBAHO
3alMINAET €€ TMOJOXKUTEIbHBIE pPEe3yJabTaTbl, OOOCHOBAHO KOMMEHTHUPYET H OOBSCHSAET
JIOTYLIEHHBIE HEJ0YETHI.

«Xopomo» — OLICHKA 3HAHUU CTYJICHTA, KOTOPBII BJIAJEET
MOHITUHHO-TEPMUHOJIOTUYECKON 0230 TUCIUILIMHBI, MOXKET YBSI3aTh TEOPETHUECKOE MMO3HAHUE
JTUCLUIUIMHBI C pealbHOM MpakTUKOW. Brameer martepuanom mpakTUYECKOW pabOThI, MOKa3all
CIIOCOOHOCTH K 00BSICHEHHIO CMBICIIAa OCHOBHBIX MOJIOKECHHI;

«Y IOBIIETBOPUTEIILHOY — OIICHKA 3HAHUM CTYJIEHTa, KOTOPHINA B OOJIBIIEH YacTH BIAJIEET,
C HeOONBIIMMH H3bSHAMH, TOHATHHHO-TEPMHHOJIOTHYECKONH 0a30il AWCIMILIUHBI, HWMEEeT
MPE/ACTABICHUE O BHYTPEHHEW JIOTUKE JUCIUIUIMHBI, TPEICTABICHHOW B BHUAE Y4eOHOU
nporpammel, Biazieer, Ho HEYBEpEHHO, MaTEPHAIOM MTPAKTUUYECKOTO 3aaHMUS.

«HeyaoBIETBOPUTENBHO» — OLEHKAa 3HAHWWA CTYJEHTA, KOTOPbIA HE BIAJECET
MOHITUHHO-TEPMUHOIOTHYECKON 0a30¥ TUCITUTUIMHBI U MAaTEPUATIOM MTPAKTHYECKOTO 3aJaHusl.



