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1 OBIIASA XAPAKTEPUCTHKA TTPOTPAMMBI
(AHHOTAILIHST)

1.1 eap peasnszanuu NporpaMmsl

Lenp mporpammbl - (HOpMHpPOBaHHE KOMIIETEHIUH, HEOOXOAMMBIX CIIELUAINCTaM, B TOM
YHCcIe TOCYIApCTBEHHBIM TPAKAAHCKAM CIYKAllUM W MYHHUIMIAIBHBIM  CIY)XXalluM, IS
BBITIOJTHEHUSI HOBOTO BHJIa MpodeccruoHanbHou aearenbHocTu «MHpopMannonHas 6€301acHOCThY,
«Texnuueckas 3ammTa WHOOpPMAIMKW» B YacTH 3alIUTHl KOH(HUIECHIMAILHON WHMOPMAIUH.
MOJITOTOBKA K CJIEAYIOIIUM BUJaM IPOo(eCCHOHATBLHOM e TEIbHOCTH B 001acTU HH(DOPMALIMOHHON
0€30MaCHOCTH: OPraHU3AIMOHHO-YIIPABIIEHYECKas!, IPOCKTHAs, SKCIUTyaTallMOHHAS.

[IporpamMma peanuzyeTcst Ha pycCKOM SI3bIKE.

1.2 XapakTepucruka HOBOro BHAa MNPOPecCHOHATHHONH JAeATEJBLHOCTH W (HJIN)
NpUCBauBaeMou KBaJIupUKAIUN

OOyvaromuecss 1O mporpamMme Mpo(ecCHOHANBHON IMEePEnoJroTOBKM CMOTYT peliaTh
ClIeyIoIre 3aJa4u MpodeccnoHaNbHOM 1eATeNbHOCTH:

1. B opraHM3anMOHHO-YIIPaBIEHYECKON AESITEIbHOCTH:

a. TUIAaHMPOBAHUE MEPOIPHUSNTHI, HAIMpPABICHHBIX Ha 3alIMTy HH(OpPMAIMH, OpraHU3aIUsd
BHEJPEHHUST M TNPUMEHEHUS TOJIUTUK (IpaBWiI, MpoHeayp) mo obecreueHuo HMH(POPMAIMOHHOU
6e3omacHOCTH Ha 00BbeKTax UH(OPMATHU3AIINH;

b. opranuzaims  MeponpUSATHA O  KOHTPOJHO  (MOHUTOPUHTY)  3alUIICHHOCTH
KoH(puaeHIanbHON nHpopManuu Ha o0bekTax nHpopmaruzanuu (ON);

C. TOJ/IEP’)KKa W COBEPIICHCTBOBAHHE NESATEIHHOCTH IO 00ECIEYeHUI0 HH(POPMALMOHHON
6e3onacunoctu (Mb) Ha 06bekTax unpopmaruzanuu (ON);

d. mpoBeseHMe aTTECTAIMOHHBIX HCObITAaHUI W arrectauud OW 1o  TpeboBaHMsM
0e301acHOCTH HH(POPMAIIHH,

2. B TIPOCKTHOM IESATETHLHOCTH:

a. ompezeneHue TexHUYeckuxX KkaHanoB yreuku uHpopmanuu (TKYU) ma OU u yrpos
0e30macHOCTH HH(POPMALIUK B aBTOMATU3UPOBAHHBIX U WH(POPMALIMOHHBIX CHCTEMAX;

b. dopmupoBanue TpeboBanuii k obdecrneuenuro b na OU (popmupoBanue TpeOOBaHHIA K
cucreme 3amuTsl nHGopmarmn (C31) ON);

C. MpOBEIEHUE KOHTPOJS (MOHMUTOPHUHTA) 3aIUIICHHOCTH KOH(GUICHIIMATEHOU HHPOpMaIuu
Ha OU, a Taxxe aHanu3a NpUMEHEHUs MOJUTHUK (TIpaBuil, nporenyp) no odecneuenuro Ub;

d. pa3paboTka crmoco6oB u cpeactB mis obdecrneueHus B nHa OU (pa3paboTka CHUCTEMBI
3aiuThl HHpOpMauu 00beKTa MHPOPMATH3ALIIH );

€. BHeJpeHue crnocoboB u cpeacts ais odbecneduenus b na OU (Bueapenne C3U ON);

f. pa3paboTka MpeyIoKEeHUI M0 COBEPIICHCTBOBAHUIO OPraHU3aIllMOHHO-PACHIOPSTUTEIbHBIX
JIOKYMEHTOB 110 0€30MaCHOCTH aBTOMAaTH3UPOBAHHBIX U HHPOPMAITMOHHBIX CUCTEM;

3. B OKCIUTyaTallMOHHOH e TeITbHOCTH:

a. yCTaHOBKAa, MOHTaX, HaJNaJKa, UCTIBITAHUS, PEMOHT, TEXHHUECKOE 0OCITY>KUBaHHUE CPEICTB
3alUThl HH(OPMALINN;

b. obecnieuenue b B xonae sxcmnyaraiun OU;

c. obecnieuenne Ub nipu BriBOAE U3 3kcmutyarauun OU.

1.3 TpeGoBanus k pe3yJbTaTaM 0CBOCHUS NPOrPAMMbI

[Tporpamma pazpaboTana ¢ y4eToM TpeOOBaHHIA:
npodeccuoHalbHOTO cTaHgapra: npod. crangapt "
aBTOMAaTU3UPOBAaHHBIX cucTemax ", oT 15.09.2016 Ne 522H;
®I'OC BO mo nanpaneHuto moarotoBkd 10.05.03  MudopmarmonHas 6e300acHOCTb
ABTOMATH3UPOBAHHBIX CHCTEM(YPOBEHbD CIEIIMATUTETA).
(HaumeHnoganue, HoMep NPUKA3A U OAMA YMEepHCOeHUs)
[TnanupyemMble pe3ynbTaThl 00yIeHHUS
[Io oxoHYaHWM OOYYEHHUS TUIAHUPYETCS [OCTHIKCHWE CIYMIATENSIMH  CIICAYIOIINX
pe3yabTaTOB MO peanu3anuud 000OIIEHHOW TpyAOBOM (QyHKIMH: OOGCIyKMBAHHE CHCTEM 3allUTBI
I/IH(l)OpMaI_II/IH B AaBTOMATHU3HUPOBAHHBLIX CHUCTEMAX, 5 YPOBCHb KBaJ'II/I(l)I/IKa]_[I/II/I; OO0ecrieueHue 3allluThI
nH(pOpMaIMi B aBTOMAaTH3WPOBAHHBIX CHCTEMaX B MPOIIECCE MX IKCILTyaTalui, 6 ypoBeHb KBAIN(UKALINM;
BHC,I[peHI/Ie CHUCTEM 3allIUThI HH(bOpMaHHH AaBTOMAaTU3UPOBAHHBIX CUCTEM 6 YPOBCHb KBaJ'II/I(bI/IKaL[I/II/I.

Coenmmanuct 1o 3ammre WHOOPMAaI B




B pesynpTare OCBOEHHMsS NpOrpaMMBbl y ChylIaTeiaed TOHKHBI ObITh C(HOPMUPOBAHBI

CJICTYIONNE KOMIIETeHIIHH:

Cnocobnocms nonumams COUUAILHYIO 3HAYUMOCMb ceoell Oyoyuieil npogheccuu,
ob1a0amp 6bICOKOI MOmMuUGayuell K 6bINOJIHEHUI0 RPOPeccuOHAIbHOL OeameaIbHOCmU 6
obnacmu obecneuenus UHGOPMAYUOHHOU HE30NACHOCIMU U 3aujUme UHMEPECo8 TUYHOCMU,
obwecmea u 2ocyoapcmea, cooa100ams HOpMvl RPOPeccUOHAIbHOU IMUKU

Tpyoossie Oeticmsus

Heobxooumvle ymernus

Heobxooumvie 3nanus

- HudopmupoBanue
nepcoHana o0  yrposax
0e30macHOCTH
nHpopMaIuu.

- HudopmupoBanue
IepcoHana o  MpaBUiIax
HKCILTyaTaIlH CHCTEMBI
3aIUTHI
aBTOMAaTU3UPOBAHHOU
CUCTEeMBl U  OTAEIbHBIX
CpeAcTB 3aIUTHI
nHpopMaIuu.

- HudopmupoBanue
repcoHasa 00
OTBETCTBEHHOCTH 32 HE
CaHKIIMOHUPOBAHHOE
pasriameHne  pa3InIHbIX
BHUJIOB TaiiH.

- Odopmitsats
JOKYMEHTALUIO 1o
perilaMeHTallul  MEpOIPUITHI
U OKa3aHMIO YCIyr B 00jacTu
3alIUThI HH(OPMAIIHH.

- YMeTh OCYILECTBIATh
IIOUCK HOBOM METOIUYECKOU
JOKyMEHTaluu 1o
perilaMeHTallul  MEpOIPUITHI
U OKa3aHMIO YCIyr B o0jacTu
3alUThl UHOPMALUH.

- HopmaTtusHbIe
MpaBOBbIE aKThl B 00JIacTH
3alIUThI UH(OPMAITHH.

- OpranuzanvoHHbIE
MEpBHI TI0 3alUTe HHPOPMAIIHH.

- OCHOBBI IEIIOBOM
KOMMYHHKAITUH.

- Metonarl
TEKCTOBOW U
nHpopmanuu.

- OcHOBBI
IPaMOTHOCTH.

00paboTku
rpaduuecKoi

1 poBoi

Cnocoonocme onpedenams uHGOpMayUOHHbBLE PECyPChbl, ROONENHCaujue 3aujume,
Y2po3bl 6e30nacHOCHU UHPOPMAUUU U 803MOMNHCHDBIE HYMU UX Pealu3ayuu Ha OCHO8e AHAIU3A
CMPYKMYpbl U COOEPHCAHUA UHPOPMAUUOHHBIX RPOUECCO8 U 0COOEHHOCm el
¢yHKyuoOHUpPoBaAHUA 00EKM OB 3auiUN bl

Tpyoossie Oeticmsus

Heobxo0umvle ymenus

Heobxooumvie 3nanus

- Benenue
MPOTOKOJIOB U KYpPHaJOB
ydera IpU OCYLIECTBICHUU
MOHHUTOPHHIA CUCTEM
3alUTHI uHbopMaIun
ABTOMATU3HPOBAHHBIX
CHCTEM.

- Benenne
IPOTOKOJIOB U KYPHaJIOB
y4eTa MpU OCYIIECTBICHUU

ayquTa CHCTEM  3allUThl
uH(popManun
aBTOMATHU3UPOBAaHHBIX
CHCTEM.

- OdopmitsaTe
JIOKYMEHTAIU IO o
periaMeHTalud MepONpUATUI
¥ OKa3aHUIO YCIyr B o0iactu
3alIUThI HH(OPMALIHH.

- Koundurypuposath
napaMeTpbl CHCTEMBbl 3aIIUTHI
uH(popManun
ABTOMAaTH3UPOBAHHOM
CUCTEMBI B COOTBETCTBUU C €€
HKCIUTYaTal[MOHHON
JIOKYMEHTAIUEH.

- ITonsTue YIpO3bl
MH(OPMaLIMOHHON
0€30MacHOCTH.

- Knaccudukamuio yrpos
MH(POPMALMOHHOM
0€30I1aCHOCTH.

- HopmartusHbIe
IIpaBOBbIE aKThl B  00JACTH

3alIUThI HH(OPMALIHH.

- Tumosele cpencrtea
METO/bI 3aIIUThl HH(OpPMALIUY B
JOKAIbHBIX M IJIOOATBHBIX
BBIYHCIIUTEIBHBIX CETSX.

- Opranu3anroHHbIE
MEpHI 110 3alUTe HHPOPMALIUH.

- OcobenHoctu
IIPUMEHEHHS MPOrPaMMHBIX U
MIPOrpaMMHO-aIapaTHBIX
CpPEZCTB 3alIUThl UH(OPMAIIMH B
aBTOMATHU3UPOBAHHBIX
CUCTEMAX.

- TexHuueckue cpeacTBa
3alUThI UH(OPMAIIHH.

- Metoasl  006paboTku




TEKCTOBOH |
uHpOpMaLnH.

- OcHOBHI
IPaMOTHOCTH.

rpagpuvecKoit

nudposBoi

Cnocobnocms obecneuusams padbomy cucmem 3auiumasl UHpopmayuu

Tpyoosvie deticmeus Heobxooumvle ymenus Heobxooumvle 3snanus

- IIpoBepka | - Kondurypuposars | - TumoBble cpeacTBa H
paboTocrocoGHOCTH napaMeTpbl CHUCTEMBI 3aIlMTHI | METOJIbI 3AIUTHI HH(DOPMAIINH B
CUCTEMBI 3aIuUThl | UHGOpMALUK JOKAIBHBIX M [JIOOANBHBIX
uHpopMauu ABTOMATH3UPOBAHHOM BBIYHCITUTEILHBIX CETIX
aBTOMATHU3HPOBAHHOU CUCTEMBbl B COOTBETCTBUU C €€ | - ba3zoBas  KoH(urypamus
CHCTEMBI AKCIUTYaTal[MOHHOU CUCTEMBI 3alIUThl WHPOPMAITUU

- KouTpons | nokymeHnTaruei aBTOMAaTHU3UPOBAHHON CUCTEMBbI
COOTBETCTBUS - OO0HapyXuBaTh u| - OcoOEHHOCTH NPUMEHEHUS
KOH(MUTYpallil  CHUCTEMBI | YCTPaHATD HEUCIPABHOCTH | IPOTPAMMHBIX M IMPOTrPaMMHO-
3aIIUTHI nHPOPMALUU | CUCTEMBI 3alIUTHI | allapaTHBIX CPEACTB 3aIIUTHI
aBTOMATHU3HPOBAHHOU uH(popMauu uH(popManuu B
CHCTEMBI ee | aBTOMaTU3UPOBAHHOM aBTOMATH3MPOBAHHBIX CHCTEMAaX
9KCILTyaTalMOHHON CUCTEMBbI coriacHo | - TumoBble cpelcTBa, METObI
JTOKYMEHTAIIH AKCILTYaTal[MOHHON U TPOTOKOJBI HICHTU(DUKALINH,

- KonTpons | nokymeHTanuu ayTeHTU(UKALUN u
CTa0MIIBHOCTH - Ilpow3BOIUTH MOHT@X W | ABTOPH3AIHNU
XapaKTePUCTHK  CHUCTEMBI | IMarHOCTUKY KOMIBIOTEPHBIX | - HopMaTuBHBIE mpaBOBBIC
3aIUTHI uHpOpMaLUK | ceTeit aKTel B 00JacTW  3aIIUTHI
aBTOMATHU3HPOBAHHOU uH(popManun
CHCTEMBI - Opranu3aioHHbIE MEPHI 110

3amuTe nHpopMauu

Cnocobnocme npogodumsp yyoum 3auu{eHHOCMU UHPOPMAUUU 6 A6MOMAMUZUPOBAHHBIX

cucmemax
Tpyoossie Oeticmsus Heobxooumvle ymenus Heobxooumvie 3nanus
- Onenka | -  Kiaccupuumposate u | - Crioco0b1 3aILUTHI
MH(OPMALIMOHHBIX PUCKOB | OLIEHUBATh yrpo3sl | uHpopmanuu ot "yreuku" 1o
- ObocHoBaHue u | 6ezonacHOCTH  MHGpOpPMALUU | TEXHUUECKUM KaHajlaM
KOHTPOJIb pe3ynpTaToB | A 00beKTa HHPOpMaTH3ALUU - Meronsl KOHTPOJIA
yIpaBJIEHYECKUX pELIeHuH | - PazpaOatbiBath | 3ppekTuBHOCTH 3aIUThI
B 00sacT 0€30MacHOCTHU | NMPEASIOKEHUS no | uHpopmauu oT "yTeuku" Mo

uHpopManuu
aBTOMAaTH3HPOBAHHBIX
CHCTEM

- DKcnepTr3a COCTOSTHUS
3alUIIEHHOCTH
uH(popManun
aBTOMaTU3MPOBAHHBIX
CHCTEM

- Ob6ocHoBaHMe
KpuTepueB 3PGHEKTUBHOCTH
(bYHKIIMOHUPOBAHUS
3alAIIEHHBIX
aBTOMaTH3MPOBAHHBIX
CHCTEM

COBEPILIEHCTBOBAHUIO CHCTEMBI
yIpaBiieHus] THPOPMAITMOHHOH
0€301acHOCTbIO
ABTOMATH3UPOBAHHBIX CHCTEM

- Pa3paOaTpIBaTh MOTUTHKH
Oe3omacHocT  MHGpOpMAIUU
ABTOMAaTH3UPOBAHHBIX CHCTEM

- IIpumeHnATH
MHCTPYMEHTAJIbHBIE CPEJCTBA
KOHTPOJIS 3alAIIEHHOCTH
uHpopManun B
ABTOMAaTH3UPOBAHHBIX
cucreMax

TEXHUYECKUM KaHajaM
- IlpuHnumsel  mocTpoeHus
CHCTEM 3aIIUThl HHPOPMALIUU

- HopmaruBHbple mnpaBOBBIE
aKTel B 00JacTu  3allUThI
uH(popManun

- PykoBomsmue u
METOANYECKUE JIOKYMEHTBI
YIIOJIJHOMOYEHHBIX
benepabHBIX OpraHoB
UCIIOJIHUTEIIBHON  BJIACTH  T10
3amuTe HHpopmManuu

- OpranusanoHHbIE MEPBI 110
3anuTe HHpopManuu

1.4. Kareropus caymaresei

K ocBoeHuio mporpammbl JONYCKAIOTCS JIMIA, WMEIOIIKME BhbICIIee OOpa3oBaHHME 10
HaIpPAaBJIEHUIO MOATOTOBKH (CHEIUAIIbHOCTH) B 00JJACTH MAaTeMaTUYECKMX W TEXHUYECKUX HayK (B




COOTBETCTBHUH C MEPEUYHIMH CIIEIUATBHOCTEH W HAMPABICHHUI MOJATOTOBKU BBICIIETO 00pa30BaHUs,
YTBEP)KICHHBIMH ~ MMUHHCTEpCTBOM  0Opa3oBaHusi W  Hayku Poccuiickoit ~ ®Denepamun),
MOJATBEPKICHHOE TOKYMEHTOM 00 00pa30BaHUMU.
1.5 TpeGoBanusi K yPOBHIO NMOATOTOBKHM MOCTYNAKIIEr0 HA 00y4YeHHe U CleNUAIbHbIE
TpeOoBaHusl (IPH HAJIMYHH)
1.6. ®opma o0yueHust
OdHas ¢ UCTIOJB30BaHUEM JIUCTAHITMOHHBIX TEXHOJIOTHA.
1.7. TpynoemkocTh mporpamMmmal coctasisier 504 gaca.
1.8. BoinaBaemblii 1OKyMeHT
Jlumam, ycrenrHo OCBOUBIIMM 00pa30BaTeNIbHYIO IPOrpaMMy U YCIIEUTHO MPOLIEAIINUM
WUTOTOBYIO aTTECTAIIHIO, BBIJACTCS TUTIIIOM O MPO(ecCHOHALHOHN MepenoIroTOBKE.

2 COAEP) KAHUE IMPOI'PAMMBbI

2.1 Yueonbrii mian®?

[To yueOHOMY IUIaHY C UCIIOJIb30BaHHEM

¢ | mucTaHIMOHHBIX 0OpPa30BATEIBHBIX TEXHOIOTUH, . IIpoMexy
5 qac Texymmii
Hanmenosa | H ' KOHTPOJIL** TouHad
~—~
N e [ AyIuTOpHBIE JlucTaHIIMOHHbIE CPC aTrecranus***
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= 1 pag | cemn ' pad CEeMHHAapbI
Hapbl
1 2 3 4 5 6 7 8 9 10 11 12 13 |14 15 16
1.
OpraHu3anuox

HO-IIPAaBOBbIE
OCHOBBI
TEXHUYECKOH
3aIUTHI
KOH(HIEeHIHAT
BHOM
nHpOpMaLUH
(T3KH)

2. Cpencta u
CHCTEMBI
00paboTkn
uHpOpMaLUH
3. Cmocobsr u

p | YHOOPMALIM OIDHIYCHAOL) 0/bJ0BAHIA

TEeXHUYECKIM
KaHaJIaM )
4. Mepol u ‘

CpelcTBa 1
T3KM or He F I/I
CaHKI[MOHHUPOB

aHHOTO 4
JIOCTyIa
HCI)

5.
Texunueckas
3amura
KOH(pHIeHINAT
BHOM
uH(pOpMAIH
oT
CIeIHaTbHBIX
BO3/IeHCcTBUI
6.
OpraHuzanus
3aIIUTHI
KOH(UIeHIHAT
BbHOM
uH(pOpMAIH
Ha OU




7. Atrecrauus
ou no
TpeOOBaHUAM
6e301MacHOCTH
uHdopMannu
8.  Kontpoms
COCTOSTHHS
T3KU

9.
BezonacHocth
cereit 9BM

Utoro
HUtorosas
aTTecTalus

HToroBp1ii MEXIUCHIUILIMHAPHBIA SK3aMEH

1) VueOHblil U1aH MOXKET GBITH COBMEIICH C IIPUMEPHBIM KaJICHIAPHBIM yIeOHBIM IpadhUKOM
2) Mate1 o0yueHUs OyMyT ONpEAeIeHbI TP Habope TPYIIIBI Ha 00ydeHne

2.2 Kanennapublii ydeOHbIH rpaduk
Kanennapusiii yueOHslii rpaduk cocraBisercs B GpopMe pacnucaHus 3aHATUH npu Habope

TPYIIIBL.

2.3 PaGouue nmporpaMmbl JUCIUIJIUH (MOTYJ1€ii)
Nudpopmanus orpaHu4eHHOro mouab3osanus (rpug ACII)

B) Kagpossie ycioBus

KanpoBoe obecrieueHne ocyniecTBisoT!

MPEIoIaBaTeIbCKUI COCTAaB U3 YHCIIA JOKTOPOB, KAHAMIATOB HayK Kadeapsl HHHOPMATHKH U
MH(GOPMALMOHHBIX TEXHOJIOIUH, IpenojaBaTeIu-IPaKTUKU (CIIEUATUCThI OpraHu3aluii) oTaena
3auThl nHpopManuu OAO «KpeautYpanbauk», OOO «TEXHAID.

3 OEHKA KAYECTBA OCBOEHUS ITPOI'PAMMBbI

Nudpopmanus orpaHu4eHHOro mouab3osanus (rpug ACII)

4 COCTABUTEJIN TPOI'PAMMBbI

CocraBuTenu nporpaMMsl:

bapankoBa MHHa MnpMHHYHA - JOKTOp TEXHUYECKMX HAyK, JOLIEHT, 3aBEAYyOIIas
kadenpoi nHGOpMaTUKU U HTHPOPMAIIMOHHOI 0€3011aCHOCTH.

MuxaiinoBa YibsgHa BrnagumMupoBHa - KaHAWJAT TEXHUYECKUX HAYK, JOLIEHT, JOLEHT
kadenpsl UHGOPMATUKU U UHPOPMALTMOHHON O€30I1aCHOCTH.



